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ABSTRACT:

Authorizations in ERP systems are essential for controlling user access to transactions and func-
tions, ensuring that individuals can only perform actions necessary for their roles. This maintains
system security and integrity. The topic is particularly relevant for Valmet Automotive Oyj, which
is transitioning to the SAP S/4HANA ERP system. The company has decided to manage authori-
zations internally after the go-live phase, with minimal external support, making the develop-
ment of a robust authorization concept critical.

The main aim of this thesis is to address research questions: how to handle and maintain SAP
authorization errors after the go-live phase, how SAP role maintenance and transport of the role
changes is done; what are the ways for minimizing SAP license fees. To achieve these objectives,
the study combines a literature review with observations of current processes and data analysis.
Additionally, the company’s internal authorization concept document was updated with de-
tailed steps and instructions as a deliverable.

The findings include a clear process for managing authorization issues and maintaining SAP roles,
as well as the steps, which should be taken to reduce license costs. These measures emphasize
adherence to the Principle of Least Privilege, avoiding unnecessary system complexity, and pe-
riodically deactivating inactive users. The results are significant for ensuring security and cost
efficiency during the ERP transition. The limitations include restrictions of data used for the re-
search and deliverable instruction for the role maintenance process, which is delivered to the
company and intended for internal company usage.

KEYWORDS: ERP, TCO of ERP system, SAP, S/4HANA, Authorization Maintenance, SAP Role
Maintenance, SAP License cost, Principle of Least Privilege.
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1 Introduction

Authorizations in ERP systems are crucial for controlling user access to various transac-
tions and functions within the system. Authorizations help to ensure that users can only
perform actions and access data that is necessary for their daily work-related activities,

thus maintaining the security and integrity of the system.

The work was conducted for the company Valmet Automotive Oyj, which is on the way
of transitioning to new S/4HANA ERP system on the moment of writing this thesis. Thesis
work covers process design of handling and maintaining SAP authorization errors for the
post go-live period. On the moment of writing, the plan is to continue maintenance of

authorizations internally, with the minimal external support.

During the project there has been created new Authorization Concept. The changes to
the existing and creation of new SAP roles should be made in accordance with the New
Authorization Concept. As a deliverable this thesis work will provide an overview of the
Authorization Concept, the instructions for SAP role maintenance and transports of au-
thorizations will be created for the company but included in the thesis as a superficial

description.

The company wants to pay minimum SAP license costs, therefore the ways of minimizing

the license costs are planned to be found as one more outcome of the research.

One of the real-life examples of indirect access of the SAP software, which brought up
the ambiguity for the indirect license usage for further and existing customers was the
case with customer company of SAP, which was considered in the court in 2017. In over-
all SAP sued client company in the United Kingdom Hight Court for indirect usage of the
SAP software. Defender initially accessed SAP software directly for managing customer’s
orders but with the time moved to the cloud product, provided by the third-party, and
as a result of this transmission it became possible to manage customer orders in the

third-party system and supposedly access SAP software indirectly, which was not



compliant with the SAP licenses. As a result of the dispute SAP has been awarded up to
£54 million in damages. (Martin, Bajowala, Borich, Powell, 2017). Assuming that nowa-
days there are quite many solutions, which can be indirectly connected to the SAP soft-
ware, this topic is quite highly important towards the license costs and company’s repu-

tation.

1.1 Background

The background chapter examines the underlying factors contributing to inefficiencies
in SAP license cost management. It explores how organizational practices, such as un-
structured role assignment and limited visibility into actual system usage, lead to the
allocation of higher-cost licenses to users whose functional requirements do not justify
such access. These behaviors are further compounded by the complexity of SAP’s licens-
ing framework and the absence of systematic governance mechanisms. To address these
challenges the chapter describes a set of preventive processes and controls. These in-
clude the implementation of role-based access control (RBAC), regular audits of user ac-
tivity, and periodic internal reviews of license classifications. Additionally, the chapter
emphasizes the importance of aligning license management with principles such as the
Principle of Least Privilege (PoLP), which ensures that users are granted only the mini-
mum access necessary to perform their daily work-related tasks. All together these strat-
egies aim to avoid extra expenses and make operations more cost-effective, mitigate

compliance risks and support smooth operation of the ERP system.

Transitioning to SAP S/4HANA represents a significant shift not only in technology but
also in business process architecture. One of the most crucial aspects of this transfor-
mation is the development of a comprehensive authorization concept, which governs

user access and ensures compliance, security, and operational efficiency.

The next three paragraphs focus on SAP user license fees, key cost drivers and their

broader strategic impact. SAP user license fees are a critical component of ERP cost



management, yet they remain highly variable and contract dependent. Academic and
industry sources consistently highlight that SAP licensing is influenced by multiple factors,
including deployment model (on-premise vs. cloud), license type (named user, engine-

based, or consumption-based), and organizational size and structure.

According to ERP Research, SAP S/4HANA implementations typically range from
$250,000 to several million dollars annually, depending on the number of users, modules,
and infrastructure requirements. Reveal Compliance further explains that SAP offers
both perpetual and subscription-based licenses, with named user licenses priced accord-
ing to user roles and access levels. Misclassification of user roles—such as assigning pro-
fessional licenses to self-service users—can lead to significant overpayment, a concern

echoed in SAP Community discussions.

Effective license management requires aligning of user’s access with actual usage pat-
terns and business requirements. This includes carrying out regular audits, using tools
such as USMM and SLAW, and applying role-based access controls to make sure licenses

are used efficiently and correctly.

1.1.1 Security and Compliance

SAP S/4HANA introduces a simplified data model and new user interfaces (e.g., SAP Fiori),
which require a re-evaluation of existing roles and authorizations. Without a well-de-
fined authorization concept, organizations risk exposing sensitive data or violating com-

pliance requirements such as GDPR or SOX.

Kulkarni (2019) emphasizes that authorization design must be aligned with the technical
architecture and organizational change management strategies during S/4HANA imple-
mentation. He notes that inadequate planning in this area can lead to project delays and

increased audit risks.
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1.1.2 Role redesign and Optimization

The transition from SAP ECC to S/4HANA necessitates a comprehensive redesign of user
roles, driven by changes in transaction codes and the adoption of SAP Fiori applications.
This redesign extends beyond technical adjustments—it must align with the evolving or-
ganizational structure and user responsibilities. Haddara (2012) highlights that ERP
adoption costs are significantly influenced by the complexity of role configuration and
access control, especially when adapting to new system architectures. Furthermore, de-
ployment choices—whether on-premises, cloud, or hybrid—introduce varying cost and
management implications for role standardization. A well-defined authorization concept
not only mitigates these costs but also ensures consistency and efficiency across the cho-

sen deployment model. (Haddara, 2012).

1.1.3 Project efficiency and Risk Mitigation

A well-defined authorization strategy plays a pivotal role in facilitating the testing, train-
ing, and deployment phases of an ERP implementation. It enables early detection of ac-
cess-related issues, thereby minimizing disruptions and reducing the likelihood of last-
minute modifications that could compromise project timelines. Haddara (2012) identi-
fies access control and role configuration as significant cost factors in ERP adoption, em-
phasizing that insufficient planning in these areas can lead to increased implementation
complexity and resource expenditure. Integrating authorization design into the broader
project management framework—as advocated by Kulkarni—supports proactive gov-

ernance and enhances the predictability of implementation outcomes. (Haddara, 2012).

1.1.4 Embedded Analytics and Real-Time access

The advanced embedded analytics capabilities of SAP S/4HANA necessitate stringent
control over data access to ensure that users interact only with information pertinent to

their roles. While Pattanayak (2017) emphasizes the technical need for fine-grained
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authorization models to support real-time analytics, Haddara et al. (2022) highlight a
broader organizational challenge: in cloud-based ERP environments, particularly within
SMEs, managing access control becomes increasingly complex due to multi-tenant archi-
tectures and dynamic user roles. These challenge show why having a strong authoriza-
tion concept is important, especially in areas of healthcare and finance, where legal re-
quirements demand to carefully separate the data and be able to track users’ access.

(Pattanayak, 2017) (Haddara et al., 2022).

1.1.5 Principle of Least Privilege in SAP Authorization Management

The Principle of Least Privilege (PoLP) is a foundational concept in SAP authorization de-
sign, aimed at minimizing security risks by granting users only the access necessary to
perform their job functions. This principle is especially critical in ERP environments,
where overprovisioned access can lead to data breaches, fraud, and regulatory violations

(National Institute of Standards and Technology [NIST], 2020).

GRC Advisory reports that in a study of 225 organizations, 85% of assigned SAP authori-
zations were unused in the last 90 days, and one-third of users had access to systems
they never logged into. Such findings underscore the prevalence of excessive access and
the need for stricter role governance. The SAP Help Portal reinforces this by detailing
how PoLP is enforced through service bindings and access tokens, ensuring that applica-
tions and users are restricted to specific namespaces and operations (National Institute

of Standards and Technology [NIST], 2020).

Academic research by Abbas (2024) further supports PoLP as a key strategy for reducing
attack surfaces and mitigating insider threats. When combined with Segregation of Du-
ties (SoD), PoLP enhances organizational security and supports compliance with frame-

works like GDPR and SOX (National Institute of Standards and Technology [NIST], 2020).
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Implementing PoLP in SAP involves regular role reviews, usage audits, and the adoption
of just-in-time access models to ensure that privileges are granted only when necessary
and revoked promptly thereafter (National Institute of Standards and Technology [NIST],
2020).

1.1.6 Software License selection and proliferation faced by legal

The use of standardized, pre-approved open-source licenses—such as those endorsed
by the Open Source Initiative (OSI)—is widely encouraged due to their clarity and re-
duced legal overhead. These licenses function as templates, streamlining legal review
and minimizing negotiation efforts. However, when existing licenses do not meet specific
project needs, some developers opt to create custom licenses. This practice, known as
license proliferation, is generally discouraged as it increases compliance complexity and
introduces compatibility challenges. Experts and open-source organizations advocate for
minimizing the creation of new licenses to preserve interoperability and reduce the bur-
den of legal vetting. Although license proliferation was a notable issue in the mid-2000s,
it has declined in recent years due to growing awareness of the benefits of using well-

understood, standardized licenses (Wintersgill et al., 2024).

The study identifies several critical challenges and practices related to OSS licensing and
compliance. First, while obtaining license exceptions is a recognized practice, it is often
hindered by the inability to contact original project authors, complicating the negotia-
tion process. License changes, including proprietary relicensing and multi-licensing, are
driven by diverse motivations but can disrupt dependent projects and lead to fragmen-

tation through forking (Wintersgill et al., 2024).

Non-compliance is prevalent within the OSS ecosystem, largely due to the complexity of
maintaining license adherence. Such violations affect not only the infringing parties but
also users and the broader community, potentially delaying development and release

cycles. Enforcement mechanisms are predominantly community-driven, with limited
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formal legal action; informal methods such as public accountability are more commonly

employed (Wintersgill et al., 2024).

Effective compliance is best achieved when integrated throughout the development
lifecycle rather than addressed retrospectively. Although compliance requires collabora-
tion among developers, legal professionals, and organizational stakeholders, it is often
perceived as the developer’s responsibility. Larger organizations may establish Open
Source Program Offices (OSPOs) to support and coordinate compliance efforts (Win-

tersgill et al., 2024).

Tracking software provenance remains a significant challenge, yet it is essential for en-
suring license conformity. Risk management practices vary across organizations and are
influenced by jurisdictional and cultural factors. Moreover, developers frequently lack
comprehensive understanding of licensing obligations, underscoring the need for tar-

geted training and accessible legal resources (Wintersgill et al., 2024).

Organizations increasingly rely on automated tools to identify software components and
associated licenses. However, these tools often lack interpretive capabilities and gener-
ate false positives, limiting their practical utility. The growing complexity of software sys-
tems, characterized by numerous dependencies, further complicates legal compliance

efforts (Wintersgill et al., 2024).

Finally, OSS licenses present interpretive difficulties due to their static nature and the
evolving technological landscape. The absence of authoritative legal guidance compels
lawyers to rely on community norms and informal documentation. Communication be-
tween legal and technical teams is often strained by differing perspectives on intellectual
property and organizational expectations, highlighting the need for improved interdisci-

plinary collaboration (Wintersgill et al., 2024).
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1.2 Valmet Automotive Oyj

Valmet Automotive has been founded in 1968. It is best known as vehicle partner Man-
ufacturer on behalf of the renowned OEMs. Valmet Automotive is also known as a part-
ner of Mercedes-Benz, Saab and Porsche. More than 1.8 million vehicles have been built
on the factory in Uusikaupunki, Finland. Another Business Line of Valmet Automotive
produces roof and kinematic systems, such as convertible roof systems, active spoilers

and loading flaps.

In 2018 the company spread its area of expertise and began producing electric batteries
by establishing new Electric Vehicles business line. In 2024 its Electric Vehicle business
line became independent entity and transitioned to be a new company named IONCOR.

Rebranding took effect in October 2024.

1.3 Research objectives

First research objective is to design authorization analysis and maintenance process by
performing literature review, observing current process for the ECC system and mainte-

nance of authorizations during the project.

Second objective is to identify the ways and activities for minimizing SAP license costs.
This objective will be achieved by literature review and analysis of unused active user
accounts in the current productive SAP ERP system. For this analysis there is going to be
used two time periods and identify most appropriate timeframes for deactivation un-
used user accounts. It means that if during defined period of time the user have not
logged in to the SAP ERP system, his user account can be deactivated, and the license
data can be removed. In terms of minimizing the costs the TCO concept and Software

Service Models will be described.
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Third research objective is provision of instructions for authorization maintenance pro-
cess, which can be used as a reference for the Role Design Document. This document
will be based on the theoretical part of this thesis. The instruction will be delivered to
the customer company directly and not published as a part of the thesis, but the over-

view of the process will be described.

1.4 Research questions

The research is directed by several research questions, which are outlined in this sub-
chapter. First research question is: How SAP role maintenance is done? Second question
is: What is the process of transporting the change made for the SAP role to the produc-
tive system? Third question is: How to minimize costs for the SAP licenses and what

should be done to keep them on the minimum level after go-live?

1.4.1 Research question 1

To give an answer for the first research question: “How SAP role maintenance is done?”
the literature review has been made along with the analysis of role maintenance pro-
cesses, which are established in the currently used SAP ERP Productive system. The way
changes are done during the project of implementing SAP S/4HANA system has been
observed. The theory part of this thesis work covers basic and major principles, which
should be taken into account, when maintaining SAP roles, including part of critical au-

thorization objects and importance of naming convention definition.

1.4.2 Research question 2

Second research question of this thesis work is: “What is the process of transporting the
change made for the SAP role to the productive system? To answer this question the

literature review has been done and processes used for the SAP role maintenance in the
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currently used Productive and new S/4HANA systems are observed and optimum solu-

tion defined.

1.4.3 Research question 3

Third research question is: How to minimize costs for the SAP licenses and what should
be done to keep them on the minimum level after the go-live? To answer these questions,
the data from the currently used ERP SAP system has been collected and analyzed and
calculations were made along with literature review. In the theory part cloud software

solutions are introduced and topic of cost difference is opened.

1.5 Structure of the study

Initiation of the study is done in the Chapter 1, which provides the overview of the study,

company description, research objectives and research questions.

Chapter 2 consists of the Literature review, which includes general overview of the ERP
SAP S/4HANA system and Cloud Computing Software Models description, opens topic of
authorization from the critical authorization objects and system point of view, highlights
the importance of the naming convention, outlines Principle of Least Privilege, gives
overview of the Change and Transport System, SAP licensing concept and Total Cost of

Ownership of the EPR system.

Chapter 3 illustrates research methodology, description of the selection criteria for the
data utilized for the analysis as well as observations, based on the results of the data

analysis. Details for the TCO calculation are included in the chapter.

Chapter 4 consists of research findings about the process of SAP role maintenance and

transport throughout the system landscape, where process overview is described. Next
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subchapter summarizes how to keep license cost at the low level. Validity and reliability

of the study and managerial implications can be found in the same chapter.

Chapter 5 provides a comprehensive summary of the study’s findings, followed by con-

clusions drawn from the analyses.

1.6 Limitations

First research question will be covered in a separate internal document, which will pro-
vide the instructions for authorization maintenance process and transport of the
changes, related to authorization. It will not be included in this thesis work, but overview

will be added.

For the research question related to minimizing SAP license costs, initial plan was to ex-
port the numerical data for the users, who have not logged in to VHP and make compar-
ison to the Fiori instance: exclude users who use Fiori from the data set, as it is necessary
to have active user account in VHP in order to use SAP Fiori system. But user data com-
parison between GUI and Fiori interfaces has been placed under the limitation, because
of several uncertainties. In Fiori instance users had different last log on date - it was not
clear which time period can be considered to exclude the users, who do not use Fiori
anymore. Also, some of the users who has not been using SAP user account in VHP (GUI),
had recently created user account in Fiori. The user account was created 1-3 months ago
from the time the research was made. It brought another uncertainty if this type of users
should be considered, and if yes, what should be the period of remaining the active mis-
used user account in the system. Therefore, additional limitation has been taken into
account on the stage of data cleaning and usage of Fiori Productive system has not been

considered for the limitation of the research data.
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The period for which the research data has been exported from the system is limited to
10 months. This limitation can be explained by the fact that customer company conducts

regular user audits and deactivates unused user account in the system.
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2 Literature review

2.1 Implementation of SAP S/4AHANA ERP system

SAP S/4HANA is an enterprise resource planning software system, whose predecessors
are SAP R/3 and SAP ERP. The SAP HANA platform became available since 2010. The pur-
pose of the platform is to cover daily end-to-end processes of a company, as for example

procure-to pay, order-to-cash, plan to product and request-to service (SAP LeanlX, 2024).

There are several approached to software system implementation. By following Green-
field implementation approach the enterprise has an opportunity for reengineering
company’s SAP processes and workflows. No customization from the SAP ECC can be
utilized, if this approach is selected. The implementation is started from the clean state.
The advantage of this approach is possibility to simplify the workflows comparing to the
legacy system, which has been used for a long time period. From another point of view
the Greenfield approach is the riskiest among all other implementation approaches, be-
cause all critical customizations have to be carefully redeveloped, what is quite time con-
suming. Another scenario is when the enterprise starts transition to SAP S4/HANA with
the blank state in some selective areas to reduce the complexity of the business pro-
cesses, simplify customized code and integrations - “Selective Greenfield” implementa-

tion approach is used (SAP LeanlX, 2024).

While Greenfield approach implies redesign of the workflows, business processes and
customized codes, Brownfield approach stands for the upgrade. Brownfield approach
allows migration of the existing and proven SAP workflows and customization to the new
version of SAP S4/HANA. The disadvantage of this approach is that due to migration the
innovations might be neglected. But mostly it depends on the degree of replication of
existing workflows and systems. Brownfield implementation approach allows customers
to use their own current solutions, while transferring to the new SAP S4/HANA system

during minimum timeframe (SAP LeanlX, 2024).
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Hybrid approach combines Greenfield and Brownfield implementation methods. This
approach is recommended to the large companies. The company has a chance to decide
what should be resigned and what can be kept in the new system. The challenge of the
approach is necessity of usage of the third-party tool for implementing the job and sep-
arate pieces of both approaches, which intend to be part of the migration plan (SAP

LeanlX, 2024).

2.2 Cloud Computing Software Models

M. Kavis is bringing an example of the Instagram, photo and video sharing social net-
working application, which was launched in 2010 and acquired quick and huge growth
in users in a very short period of time. Due to selecting cloud platform and transfer re-
sponsibility for the hardware, data centers, network maintenance, software engineers
had ability to focus on the application architecture and user experience, what turned to
be a great success in the end. The “Instagram case” was the example of cloud platform
selection for the new startup, for which the cloud implementation was the initial and did
not require as much effort as for the companies with the existing data centers, for which
the transition can be challenging. M. Kavis provides an example for Netflix — industry
leading streaming service company — for which high traffic volume became the reason
of transitioning to the cloud. Company is convinced that usage of cloud computing brings
them competitive advantage on the market and allows to control the costs and lower
risks of the downtime. Moreover, high demand on the cloud computing from the enter-
prises forms competitive environment for the cloud service providers, which helps drive

innovations and lower the prices at the same time. (Kavis, 2014).

Riot Games, the developer of the popular video game League of Legends, transitioned
its infrastructure to Amazon Web Services (AWS) to enhance scalability, reliability, and
performance in supporting its global player base. By utilizing AWS’s cloud computing ca-
pabilities, Riot Games was able to efficiently manage the fluctuating traffic demands

caused by millions of concurrent users. Migration to AWS ensured smoother gaming
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worldwide together with improving response time. Additionally with AWS game updates
and patches could be deployed faster, making operations more flexible. The integration
of AWS's cloud solutions not only optimized infrastructure costs but also enabled Riot
Games to scale its operations more effectively, ultimately enhancing the overall user ex-

perience (Amazon Web Services, 2025).

As per Velkoski et al., companies would see considerable reduction in their CAPEX and
OPEX, as a result of migration of their business information systems to cloud platforms.
In addition, as there is broad number of services available in the cloud, with cloud tran-
sitioning the company could get new opportunities for business growth. (Velkoski et al.,

2014).

Armbrust et al. (2010) discuss the transformative impact of cloud computing, emphasiz-
ing that businesses can utilize the cloud’s ability to adapt to increased demands and flex-
ibility to quickly scale operations and enter new markets. The authors argue that the
cloud enables organizations to access computing resources on-demand, which not only
reduces the financial barriers associated with traditional IT infrastructure but also cre-
ates opportunities for business expansion. By adopting cloud solutions, companies can
respond more efficiently to fluctuations in demand, innovate more rapidly, and position

themselves for growth in dynamic market environments.

The principal models of cloud computing offered by the cloud providers are SaaS — Soft-
ware as a Service, PaaS — Platform as a Service and laaS — Infrastructure as a service.
Figure 1 displays IT service responsibilities for each model for the customer and cloud
service provider: customer’s responsibility is colored in red, green colored is the cloud
service provider responsibility. The company owns full responsibility for the IT manage-
ment, in case if “On Premise” model is selected. Selection of laaS transfers part of the
responsibility to the cloud server provider: management of the hypervisor and virtual
machines (virtualization), hardware infrastructure (servers, storage and data centers)

and global connections between the data centers (networking), what reduces
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requirement for network and equipment administration from the customer’s side. Cloud
service provider is also responsible for basic security in this model; there is an option to
include backup disaster recovery in their responsibility when subscribing for this service.
Paa$S customers transfer the responsibility for the system software to the cloud providers.
SaaS subscribers are exempted of business information system administration and
maintenance —whole responsibility is transmitted to the cloud service provider (Velkoski

et al., 2014).

On premises laasS PaaS SaasS

Applications Applications Applications Applications

Data Data Data Data

Runtime Runtime Runtime Runtime

Middleware Middleware Middleware Middleware
ols ors ois ais
Virtualization Virtualization Virtualization Virtualization
Sarvers Servers Servers Sarvers
Storage Storage Storage Storage

Meatworking MNetworking Networking Metworking

Figure 1. Comparison between the cloud service layers (laaS, PaaS and SaaS) and on-premise
computing (Velkoski et al., 2014, p. 803).

Depending on the cloud solution type and provider’s business model various licensing
models are available. Subscription-based licensing includes system support and updates,
it requires user to pay for selected time-period. Positive side is the flexibility — user is
able to make changes for the provided services, but the minus is that the license is lim-
ited by the subscription period. User-Based Licenses are stick to the single users, easily
manageable but can be expensive, in case of a large amount of users. Device-based li-
censing, when the license is assigned to the device, is suitable for common usage of sev-
eral people from the same device, which can be expressed as a minus —the number of
devices is restricted to one. Usage-Based Licensing is based on the number of consumed

resources, which is optimal for the variable load, but amount of the expenses can be
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unpredictable. Transaction-based licensing implies payment for every transaction or op-
eration: which can be profitable, when not much usage is needed but incur high costs in

case of the workload increase. (Velkoski et al., 2014).

The pricing of software licenses can also be highly dependent on vendor relationships
and negotiation power. Larger organizations often have the ability to negotiate more fa-
vorable terms, while smaller companies may face more restrictive licensing costs. This
phenomenon is especially notable in enterprise software solutions. Many software ven-
dors, such as Microsoft, Oracle, and SAP, use a complex pricing structure that varies by
business size, industry, and regional market. As noted by Krause et al. (2021), these var-
iations can create significant cost dependencies based on the vendor’s market position-

ing and the license type (e.g., perpetual, subscription, or floating licenses).

Velkoski et al. (2014) highlights another factor which influence on the software license
costs is the deployment model. The software can be deployed in Public Cloud, Private
Cloud, Hybrid Cloud or Multi-Cloud. In Public Cloud the license is provided by the soft-
ware provider, no necessity to purchase licenses separately. For Private-Cloud usage li-
censes should be purchased separately. For Hybrid Cloud deployment model there is a
mix of local and cloud licenses available. Multi-Cloud deployment model implies pay-
ment of cloud independent license fee or separate agreements with multiple software

providers.

2.2.1 Deployment models

In Architecting the Cloud, Michael J. Kavis discusses several cloud deployment models
that organizations can adopt based on their specific requirements, including public, pri-
vate, hybrid, and community clouds. Each model offers different benefits and trade-offs

in  terms of control, security, scalability, and cost. (Kavis, 2014).

A public cloud is one where the cloud infrastructure is owned and operated by a third-
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party cloud service provider and is available to the general public. Providers such as Am-
azon Web Services (AWS), Microsoft Azure, and Google Cloud offer public cloud services
that customers can access on a pay-as-you-go basis. (Kavis, 2014). This model allows or-
ganizations to use and access infrastructure and software without the need for signifi-
cant upfront investment in hardware or software. The public cloud offers a high degree
of scalability and flexibility, making it suitable for businesses of all sizes that need to
quickly scale their operations. It also lowers ownership costs by removing the need for
on-site maintenance, physical hardware, and IT personnel. The public cloud can help op-
timize expenses, since companies only pay for what they actually use, what is more cost-

efficient compared to running infrastructure on-premises. (Marinescu, 2017).

Public cloud characteristics include shared resources, where multiple organizations use
the same physical infrastructure. This setup allows cloud providers to scale resources
dynamically based on demand, providing a cost-effective solution since organizations
only pay for what they use. Public clouds are highly accessible, as services are available
over the internet, making them easy to access from anywhere. These features make pub-
lic clouds ideal for organizations that do not deal with sensitive data or strict compliance
needs, or for applications requiring rapid scaling without the need for extensive custom-
ization (Kavis, 2014). According to Marinescu (2017), one of the most significant cost-
related advantages of the public cloud is its ability to provide businesses with the flexi-
bility to adjust resource usage on demand. The pay-per-use model allows businesses to
scale computing resources up or down based on real-time needs, meaning that busi-
nesses can avoid unnecessary expenses associated with maintaining idle infrastructure.
By eliminating the need for large capital expenditures and reducing operational over-
head (such as IT maintenance), public cloud services provide businesses with a highly
cost-effective IT solution, especially for businesses with fluctuating or unpredictable re-

source demands (Marinescu, 2017).

Another deployment model is a private cloud. A private cloud is a cloud environment

dedicated solely to one organization. It can be hosted on-premises or by a third-party
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provider, but it is not shared with other organizations. This model offers more control
over the cloud environment and security (Kavis, 2014). The private cloud deployment
model offers several cost-related advantages, especially for large organizations. While it
typically requires higher initial investments in dedicated hardware and infrastructure, it
can lead to significant long-term cost savings by allowing businesses to leverage existing
resources more efficiently. Private clouds enable predictable costs, as organizations can
avoid the variable charges of public cloud models and instead plan for stable, fixed ex-
penses. Moreover, the model provides businesses with greater control over security and
compliance, reducing the need for external service providers and making it easier to
meet specific regulatory requirements. Over time, private clouds can also optimize re-
source usage, enhancing the efficiency of IT systems and leading to lower operational

costs compared to traditional on-premises setups (Armbrust et al., 2010).

Private clouds, on the other hand, offer exclusive ownership, where the infrastructure is
dedicated to a single organization. This provides enhanced security and control since the
environment is not shared, allowing for greater customization and better security
measures. However, private clouds generally involve higher costs due to the larger up-
front investment in hardware, software, and ongoing maintenance. Private clouds are
best suited for organizations with stringent security, compliance, or performance re-
quirements, or those that need to keep sensitive data within their own environment

(Kavis, 2014).

Third deployment model is a hybrid cloud. A hybrid cloud is a combination of both public
and private clouds, allowing for the sharing of data and applications between the two.
This model enables organizations to take advantage of the scalability of the public cloud
while retaining critical workloads in the private cloud. Hybrid clouds combine the flexi-
bility of both private and public clouds, allowing workloads to move between them
based on demand, cost, or security considerations. This model optimizes resources by
keeping sensitive data and critical applications on the private cloud while using the cost-

effective public cloud for non-sensitive applications. However, managing hybrid clouds
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can be complex, requiring sophisticated orchestration tools. Hybrid clouds are ideal for
organizations that need to balance workloads across both cloud types, keeping mission-
critical data private while benefiting from the elasticity of the public cloud for less sensi-
tive operations (Kavis, 2014). The hybrid cloud deployment model offers several ad-
vantages, including flexibility and scalability, as it allows organizations to leverage both
public and private cloud resources based on their needs. This can result in cost efficiency,
especially for businesses with fluctuating workloads, by enabling the use of public cloud
for less sensitive tasks while maintaining control over critical operations in the private
cloud. However, there are notable challenges, such as the complexity of integration be-
tween public and private cloud infrastructures, which can lead to interoperability issues.
Additionally, while hybrid clouds provide more control over data, they still raise concerns
about security and compliance, especially when managing data across multiple environ-
ments. The model also requires increased management resources and expertise, leading

to higher operational overhead (Rimal et al., 2011).

A community cloud is a collaborative effort where infrastructure is shared by several or-
ganizations with common interests, such as regulatory compliance or industry-specific
requirements. This type of cloud is less common but useful for organizations that need
to share resources in a secure, cost-effective way (Kavis, 2014). The community cloud
model allows organizations to meet specific security and compliance requirements while
optimizing resource usage. It provides cost savings and benefits of collaboration. How-
ever, challenges include the complexity of governance and coordination between organ-
izations, and the security risks associated with shared infrastructure. Effective manage-

ment of these aspects is critical for ensuring the model’s success (Sotomayor et al., 2009).

Community clouds involve shared environments where infrastructure is used by several
organizations, but access is restricted to members of the community. The costs of the
cloud infrastructure are split among these organizations, making it more affordable than
a private cloud. Community clouds are typically designed to meet the specific needs of

the community, such as regulatory requirements or industry-specific standards. This
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model is ideal for industries like healthcare, finance, or government, where organizations
share common compliance or regulatory needs but do not want to fully manage their
own private cloud (Kavis, 2014). The community cloud model offers significant cost ben-
efits, primarily through cost sharing among organizations with common needs. By shar-
ing infrastructure, organizations reduce their capital and maintenance costs, achieving
economies of scale. This model also improves resource utilization, leading to lower op-
erational costs compared to traditional on-premises setups. Additionally, it can reduce
IT overhead by outsourcing management tasks like hardware maintenance (Marinescu,

2017).

Michael J. Kavis emphasizes that selecting the appropriate cloud deployment model re-
quires careful consideration of various factors, including security and compliance, cost
efficiency, flexibility, scalability, and management control. Organizations with strict reg-
ulatory requirements may prefer private or community clouds for enhanced security,
while public clouds offer a more affordable solution for those seeking to avoid significant
capital expenditures. Hybrid clouds provide scalability, making them ideal for organiza-
tions with fluctuating resource demands, and private or community clouds are better
suited for businesses that need greater control over their cloud infrastructure. Ultimately,
Kavis underscores that the choice of deployment model must align with both the organ-
ization’s immediate needs and long-term objectives, considering its business goals,

budget, security, and management preferences (Kavis, 2014).

The key takeaway from Kavis’ book is that organizations must consider both their imme-
diate and long-term needs when selecting a deployment model. The deployment model
chosen should align with the organization’s business objectives, budget constraints, se-
curity requirements, and the level of management they are willing to invest in (Kavis,
2014). When selecting a software deployment model, organizations must consider sev-
eral factors, including cost, scalability, security, and control. The model should align with
the organization's budget and allow for scalable growth without significant upfront in-

vestment, especially for businesses with fluctuating needs. For example, the public cloud
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is often more cost-effective and scalable, while private clouds offer greater control and
security, which may be important for industries with strict regulatory requirements. An-
other key factor is the organization’s technical expertise, as some models require spe-
cialized skills for management and maintenance. Vendor lock-in is also a consideration,
as reliance on a single provider may limit flexibility. Ultimately, choosing the right de-
ployment model depends on balancing these factors to meet both business objectives

and technical needs (Harrison & Lainhart, 2015).

2.2.2 Software as a Service (Saa$S)

SaaS is the abbreviation for “Software as a Service”. This application model is developed
based on the agreements with the Saa$S provider, which covers such aspects as service
level agreement, network protocols, security, etc. (Liao, 2009). SaaS assumes delivery of
the entire application to the customer including everything related to the service deliv-
ery as infrastructure, application logic, deployments etc. (Kavis, 2014) Deployment of
such application is done on the internet servers and the customers can get access to the
required system modules by leasing them from vendor, in accordance with the user
amount, for whom the system is needed, or based on the subscription type. (Liao, 2009).
Enterprise Resource Planning (ERP), Customer Relationship Management (CRM), ac-
counting and payroll are the most frequent applications, for which customers decide to

take in use SaaS$ (Kavis, 2014).

Saas selection exempts client companies from taking such many resources and time on
their non-core functions, comparing to on-premise model selection, freeing up the time
for concentrating on their core tasks. Consumers have access to the systems via the
browser and internet connection, for which they are charged a subscription fee. (Kavis,
2014). The Software as a Service (SaaS) deployment model is highly cost-effective for
businesses, as it eliminates the need for substantial upfront investments in hardware
and infrastructure. Organizations only pay for what they use, with subscription-based

pricing that reduces capital expenditure and allows for predictable operational costs.
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Additionally, SaaS providers handle software maintenance, updates, and security, which
minimizes the need for in-house IT staff and reduces ongoing maintenance costs. This
makes Saa$ particularly appealing for small to medium-sized businesses with limited IT

resources (Marinescu, 2017).

2.2.3 Platform as a Service (PaaS)

PaaS is another level in stack, which is on the top of laaS. PaaS offers facilitate deploy-
ments, without spending costs on buying the hardware, which is provided by the cloud
service provider and can be accessed via the internet. The customer controls deployed
applications and able to control the application environment setting, while cloud pro-
vider is responsible for cloud infrastructure, servers, networks, operation systems and
storage. It provides a cost-effective way to quickly develop and deploy new applications,
reduces the amount of coding for the developer and fees for the time for the software
customizing by exempting him from maintaining the software. (Kavis, 2014). PaaS de-
ployment model offers significant cost advantages by providing a managed environment
for developing, testing, and deploying applications. PaaS eliminates the need for busi-
nesses to invest in and maintain the underlying infrastructure, such as servers and net-
working hardware, which reduces both capital expenses and operational costs. Further-
more, it allows businesses to scale applications easily without worrying about capacity
planning or hardware management. By using Paa$, organizations can focus on develop-
ment and innovation, while the provider manages software updates, security, and infra-

structure, lowering overall IT maintenance costs (Zhang, Cheng, & Boutaba, 2010).

2.2.4 Infrastructure as a service (laaS)

laasS is one of the cloud service models, which is characterized by the standard organiza-
tion for cloud security - Cloud Security Alliance (CSA) as the model which provides as a

service computer infrastructure, networking and raw storage. Consumers are exempted
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from buying physical data centers and infrastructure but instead purchase required re-

sources as an outsourced service. (Kavis, 2014).

On the figure 2 there is reflected statistics for organizations’ choice of the laaS providers
in years 2021-2024. 2961 respondents participated in the online survey for the IT man-
agement professionals published by Lionel Sujay Vailshery in December 2024. More than
half of the worldwide respondents indicated that their company was planning or already
used Azure. There was a significant deviation (25% in 2024 instead of 38% in 2023) when

comparing the respondents voted for IBM last years. (Statista, 2024).
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Figure 2. Organizations choice of cloud laaS providers worldwide from 2021 to 2024. (Statista,
2024).

2.3 Authorizations in SAP ERP system

Authentication and authorization are crucial security procedures employed by system
administrators to protect systems and data. These two terms frequently cause misun-

derstandings. Authentication is the process for verifying user identity, in order to grant
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access to the system. Standard authentication tools, available for all SAP NetWeaver sys-
tems, include user ID and password. The user can still authenticate himself in the system
even without authorizations to specific functions. Authorization, on the other hand, de-
termines the level of access rights for the user. Access rights are permissions granted to
users or systems that define the extent of access to resources, such as data, available in
the system. These rights are usually assigned based on the business roles and job re-

sponsibilities. (Banzer, 2022).

Role Based Access Control (RBAC) within SAP is an approach that manages authorizations
through roles, which are essentially defined sets of privileges within the system. These
privileges are tied to authorization objects that control access to various transactions
and functions, ensuring that users only have the permissions necessary to perform their

jobs. (Linkies & Off, 2006).

In the context of security within SAP, authorization objects are key elements that repre-
sent the specific fields or data which users can access. Every transaction in SAP requires
certain authorization objects to be allocated to the user, which effectively controls what
the user can do within the specific transaction. (Hirao J. & Wun-Young, L., 2009; Lamotte-

Schubert, M., & Weidenbach, 2009).

By using RBAC, SAP systems allow implementation of the Principle of Least Privilege,
making sure that users are not granted more access than what is required for their role.
This concept is crucially employed in adhering to security best practices and is central to
complying with data protection regulations such as the General Data Protection Regula-
tion, in short GDPR, as indicated in various security renewal projects (Mast, 2018).

In conjunction with the roles and authorization objects, SAP systems can also embody
the 'four eyes principle', which enhances security, especially for critical operations and
documents that require at least two persons to review and approve actions, thus mini-

mizing the risk of error or fraud (Osaci et al., 2018).
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A sophisticated RBAC system in SAP enables organizations to manage the life cycle of
user access effectively, as it provides a structured and granular approach to controlling
what users can see and do within the system. Roles become containers for authorization

objects, which can then be managed more coherently (Buecker et al., 2012).

This model allows to prevent segregation of duties conflicts and potential fraud by en-
suring that critical tasks are not concentrated with a single user. SAP GRC Control, for
instance, is a tool that can be used for analyzing critical authorization objects and roles,
it helps organizations to monitor and manage the risks associated with user privileges

(Gonzdlez, 2016).

In essence, RBAC in SAP is a model that allows for streamlined management of user per-
missions, which is fundamental in maintaining a secure and compliant IT environment

(Gonzalez, 2016).

2.4 Naming convention

It is important to follow naming convention for SAP roles, catalogs, spaces, pages and
groups for ensuring transparency and clarity in role management procedures. Usage of
naming convention simplifies identification of the required role and the role assignment
to the end user and minimizes the risk of errors in assigning inappropriate or unneces-
sary authorizations to the users. Therefore, well-defined naming convention supports
administrators in their daily activities (Chuprunov, 2013). A well-defined naming conven-
tion for SAP roles and catalogs is critical for maintaining clarity, consistency, and security
in the management of user authorizations. According to Gupta et al. (2016), a structured
naming system facilitates the efficient administration of roles by making it easier to cat-
egorize and identify specific roles based on their function, scope, or organizational unit.
This reduces the risk of errors in role assignments, improves compliance, and ensures
that users are granted the appropriate level of access according to security policies. Ad-

ditionally, a clear naming convention enhances auditability, allowing for better tracking
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of role changes and ensuring that the SAP system remains secure and compliant with

internal and external regulations.

The collaboration and communication between the IT and Business departments is
smoother when the naming convention is defined, followed and clear. Moreover, con-
sistent naming conventions make role maintenance easier, leading to overall better sys-

tem management. (Chuprunov, 2013).

For the technical role name letters of Latin alphabet, numbers and several signs are al-
lowed to be used by the system. The maximum limit for the technical role name, defined

by the system, is 33 digits.

SAP shares best practices and recommendations of an option how the naming conven-
tion can be defined for the SAP roles, Spaces and Pages. The purpose of usage naming
convention is reflected in the accelerator, as well as key aspects, which might be re-
flected in the roles’, spaces’ and pages’ names. From the technical point of view there is
no restrictions for the naming convention, in spite digits and signs limitation, described
in the previous paragraph. Otherwise, the naming convention is designed by each com-
pany individually, based on, for example, requirements for the potential role analysis

(SAP, 2024).

2.5 Critical Authorization Objects

SAP critical authorization objects are specific elements in the SAP security model that
represent highly sensitive or impactful functions or data that require strict control. These
objects facilitate particular actions within the SAP system that, if improperly authorized,
could lead to significant security risks, like fraud or data breaches. Because of their po-
tential impact, these authorization objects require careful oversight and management to
ensure that only appropriately privileged and verified users have access to them. For

example, an authorization object could control the ability to transfer funds, adjust
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master data for vendors or customers, or change configuration settings that would affect
on the operation of the SAP system. A thorough understanding and analysis of these
objects are crucial for establishing a secure SAP environment, as reflected in a complete
analysis of the most critical authorization objects to prevent fraud and ensure compli-

ance with various regulations (Gonzalez, 2016).

Authorization objects are used in SAP to protect functions or data by combining them
with action values to define specific permissions. When a transaction is executed that
checks an authorization object, the SAP system verifies that the user has the required
permission for all the authorization fields of the object (Lamotte-Schubert & Wei-

denbach, 2009; Lamotte-Schubert, 2015).

Furthermore, within the context of General Data Protection Regulation, identifying
which authorization objects interact with personally identifiable information becomes
critical to ensure compliance. Companies must define these objects clearly within SAP

authorizations to address GDPR risk assessments (Mast, 2018).

The management of these critical authorization objects is carried out through user roles
and profiles while ensuring that the concept of segregation of duties is maintained to

minimize the risk of fraud or error within the system. (Gonzalez, 2016).

Understanding what constitutes a critical authorization object within your SAP system
can vary depending on the business processes, data sensitivity, and specific industry reg-
ulations that apply to your organization. Therefore, it is essential for IT administrators to
have a strategy for managing these critical objects comprehensively and judiciously. In
sum, critical authorization objects in SAP are key to maintain the integrity and security
of the system and require special attention to ensure that access is governed appropri-

ately (Hirao & Wun-Young, 2009).
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While the exact list of critical authorization objects may vary depending on the specific
business processes and industry regulations, some examples are documented in the be-
low table, based on the literature sources of Gallegos & Tison-Dualan, 1999 and Little &

Best, 2003.

Table 1. Critical Authorization Objects. (Gallegos & Tison-Dualan, 1999; Little & Best, 2003).

Authorization Object Purpose

S_TCODE The object controls access to the transaction codes.

S_PROGRAM The object controls access to specific ABAP programs.
S_TABU_NAM This object manages access to specific table entries.

S_USER_GRP This object manages access to user master records.

S_USER_AUT This authorization object controls access to user authorizations.
S_USER_PRO This object manages access to user profiles.

S_RFC This object manages access to remote function calls.
S_ADMI_FCD This authorization object controls access to system authorizations.

2.6 Principle of Least Privilege (PoLP)

One of the Security Engineering Principles is Principle of Least Privilege (PoLP), which
declares that the user should have access to the applications, data or resources, which
are necessary to complete their daily work tasks. Application of PoLP limits the scope of
user’s actions so that in case of corruption or failure it will cause minimum security con-
sequences or damages as well as make security analysis fairly simple. PoLP is commonly
utilized in design of the secure system. Other aspects of the principle are to implement
only necessary modules for functioning of the required components and limit access to
maintenance activities for the users (such as create, change, write). Only users who re-
ally need to maintain something in the system should have access to do it (National In-

stitute of Standards and Technology [NIST], 2020).



36

To reduce complexity and costs for security analysis it is advisable to include minimum
required components. In case if there are too many components for which complex re-
lationships are set, it becomes more difficult to ensure that the system is secured enough.
However simpler system, which consists of less trusted components and trust relation-
ships between them are minimized is easily amendable to the security analysis (National

Institute of Standards and Technology [NIST], 2020).

2.7 Change and Transport System (CTS)

The core instrument for managing changes in the SAP ABAB Workbench and IMG is
Change and Transport System. SAP records all changes applied to programs or system
configurations in the CTS. Changes to repository objects managed in the CTS are applied
in all clients, nevertheless it is possible to make client specific developments and
transport them just to the appropriate clients. CTS records all applied changes in the
Change Requests. There is a possibility to link the changes between each other or make
independent changes. One change is like a small project on which several developers
may work. The changes are captured in the Transport Requests, which are used for cop-
ying or transporting the changes from one system client to another. During CTS configu-
ration it is possible to set the rules for the configuration landscape, one of the rules
which is frequently used is that all changes must go through the test environment and
carefully tested before they are transported to productive system. Following this rule
reduces the risk of production breaks. Usually, the change is developed in the develop-
ment client, transported to the test client and after successful testing moved to the pro-

ductive system (SAP, 2024).

Before the company starts using CTS, it should be adapted to company’s business re-
guirements and needs. This process is continuous and lasts also after the go-live, for
example, due to organizational changes or need of implementation of other SAP mod-

ules. Working in the development project requires usage of Transport Organizer. One of
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the important prerequisites for the user is to have specific authorizations (Table 2) (SAP,

2024).

Table 2. Authorization for using CTS (SAP, 2024).

Profile User type (global view) Functions in the CTS
S ASYSTEM System administrator (superuser) System administrator
S_A.ADMIN Operator Display only
S_A.CUSTOMIZ Customizer Project manager
S_A.DEVELOP Developer Developer

S_A.USER User Display only
S_A.SHOW Basis: Display only Display only

2.8 SAP licensing concept

SAP grants permission to use its software via licensing. Each customer of SAP is respon-
sible for license assignment and management by itself. Therefore, it is customer’s obli-
gation to perform yearly SAP License Audit for the SAP. As a result of such audit the client
company finds out the amount of active SAP users in comparison with the purchased

licenses (SAP, 2022).

2.9 Total Cost of Ownership (TCO) of ERP system

According to Ellram (1995), Total Cost of Ownership includes a lot of purchase-related

costs besides the purchase price. (Ellram, 1995).

Major aspects of SAP Total Cost of Ownership (TCO) Include:

e Implementation Costs. SAP implementation projects typically include significant

financial investments. Around 60% of the project costs are associated with
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implementation efforts. Customization to ensure a 'fit-for-purpose’ solution may
incur additional costs. (Francalanci, 2021).

e Cost optimization strategies. Organizations focus on keeping SAP environments
cost-effective and agile. Cost optimization strategies include System Consolida-
tion (“one SAP”), Cloud Migration, Reducing System complexity. (Bauer & Siebert,
2010).

e Financial Considerations. TCO model helps organizations understand compre-
hensive SAP-related expenses, including costs beyond the implementation scope:
system maintenance, customization, upgrade, trainings and infrastructure.

(Bauer & Siebert, 2010).

Complexity and cost reduction. Reducing system complexity can help manage total costs.
Unified solutions can reduce total cost of ownership, especially when considering inter-

national accounting requirements. (Dijke & Scheele, 2013, p.36-40).

In the article “A Structured Approach to Reducing SAP Complexity” Ad van Dijke and Rob
Scheele tell about the attempts of the enterprises to reduce the Total Cost of Ownership
by unification of the systems to, for example, One SAP, usage of SAP Cloud system, hiring
third party for provisioning technical and functional support. They claim that these at-
tempts did not lead to large and stable cost savings due to high complexity: long way
before actual implementation of the change in the system, a lot of customized content,
as ABAP code and country specific requirements and manual work, which should be
done by the business users. Usage of additional SAP modules, SAP application servers,
not cleaned up but migrated legacy systems, outsourcing of the essential part to the
external third parties, usage of global SAP environment with local configurations, the
growing quantity of outdated interfaces and SAP servers due to mergers and acquisitions.
Ad van Dijke and Rob Scheele emphasize that cost effectiveness for usage of SAP by the
enterprises can be reached by lowering the complexity. Authors’ approach on the anal-
ysis and reduction of the complexity is reflected in the article. (Dijke & Scheele, 2013,

p.36-40).
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The authors give definition of the “Complexity” and list the characteristics, which may
influence on the complexity of the system. Some of these characteristics are amount of
the subsystems, interaction and operation between the systems, diversity (as different
posting types) and demands. There are two types of the complexity: Controlled (Man-
ageable or Rewarded) complexity and Unrewarded complexity. “Rewarded complexity is
complexity that adds business value.” (Dijke & Scheele, 2013, p.37). This complexity type
is counted a sustainable and manageable. Product, organizational and process complex-
ity are related to the Business Complexity. Business complexity factors reflect and are
reflected by the Rewarded complexity of the SAP system. Authors defined five categories
of the Rewarded, SAP complexity, which are the Transactional and Master data processes,
Interfaces, Landscape and Customized Developments. Several examples of Unrewarded
complexity in SAP are reliability on the external consultants with the specific knowledge,
complexity of the organizational structure, high number of the customized develop-
ments, time consuming workflow from initiation until implementation of the changes in

the system, etc. (Dijke & Scheele, 2013, p.36-40).

Designing of the complexity reduction program can be done based on the outcomes of
the analysis of SAP system complexity. Analysis of complexity are done in 3 steps. First
step is to make an assumption of the complexity factors. It is done by investigating the
system, observing documentation and performing interviews with colleagues and part-
ners. The second step presumes measurement of SAP complexity comparing to stand-
ard SAP version, paying attention to customizing, customized developments, deviations
from the standard business processes, etc. As a result of the third step, complexity fac-
tors and opportunities for complexity reduction are identified. As a next step authors
propose to determine the scope of the complexity reduction program — they provide
examples of the actions which might be included. In conclusion, Ad van Dijke and Rob
Scheele believe that the enterprises that properly manage complexity of their SAP sys-

tem, have a benefit of cost efficiency. (Dijke & Scheele, 2013, p.36-40).
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In the article “Evaluating Total Cost of Ownership for University Enterprise Resource
Planning: Case of Maseno University” written by Mr. Owoche et al. there were presented
the results for the TCO for the Microsoft Dynamics software, which have been imple-
mented by Maseno University in 2007-2008. On the moment of implementation, it was
the latest available version of Microsoft Dynamics - ERP system for small and mid-sized
enterprises. University’s selection was on-premise software version. TCO calculations in-
cluded Procurement Costs, Hardware and Software, Implementation Costs, Operations
and Maintenance Costs and the costs for the End-User Usage. TCO for the ERP system of
Maseno University has been calculated used modified Gartner’s TCO model. Calculations
are reflected in the table 3. Figure 3 in its turn visualizes ERP TCO in the percentage ratio.
According to this bar chart Operations and Maintenance costs cover 51% of the whole
TCO, including most expensive procedures: Maintenance and Support, what is visible
from the table 3. Only 3% of whole TCO has been assigned to the Software Procurement
Costs, which include Feasibility Studies, Requirement Specification, Procurement and
Project Management. According to Gartner’s theory, initial acquisition cost for the ERP
software does not exceed 20% of the TCO and in this article the authors point out that
the Software, Hardware (16%) and Procurement costs (3%) are 19% of the whole TCO.
The rest 81% of TCO is under control of the university, what means it can be optimized

by applying sound management practices. (Owoche et al., 2015, p. 79-87).



Table 3. Five Year TCO of Maseno University ERP System (Source:
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Research data) (Owoche et al.,

2015, p. 84).
Nodes Costs (KES) Elements Costs (KES)

Procurement Costs 3,300,000 (3%)
Feasibility Study 800,000

Requirement Specification 300,000

Procurement Management 1,000,000

Project Management 1,200,000
Hardware/Software 20,175,600 (16%)
Application Software 3.249.000

System Software 8.476.600

Hardware 8,450,000

Implementation Costs 9,541,572 (1%)
Technical Setup 8.281.572

Change Management 200,000

Personnel Restructuring 400,000

Testing 60.000

Training 600,000

Operations and Maintenance Costs 66,324,720 (51%)
Licenses Agreement 925,000

Overheads 4,527.063

Maintenance 31,500,000

Support 28,672,657

Momnitoring 300,000

Upgrade 400,000

End-User Usage 29,735,346 (23%)
End-user Operations 5,786,604

Downtime 23,948,742

Total 129,077,238

Legend/Key

M Procurement

m Hardware/Software
Acquisition

Implementation

Operations & Maintenance

®m End user Usage

Figure 3. Five years TCO of Maseno University ERP System (Source: Research data) (Owoche et

al., 2015, p. 85).

Another case study of Palmberg N. and Géran R. includes analysis of the elements af-

fected on customer expenditures during implementations. It is highlighted that the ex-

pectations should be established and the scope clearly defined. Contracts between
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vendor and customer should be clear and understandable in the same way by both sides.
It is important for the vendor to give realistic estimate of work volume to the customer
already in the very beginning. Incorrect definition of the workload might lead to project
delays, large budget exceeds and, as a result, client’s dissatisfaction. So since the early
phase of the project, it is essential to have transparent and frank communication be-
tween the vendor and the customer. Also, it is important to mention that the customers
should remember about the opportunity to benefit by being strong enough during the

negotiations with vendor (Palmberg & Rydgard, 2010).

Palmberg N. and Goran R. designed TCO model in their thesis work, which could be use-
ful for future evaluations of project implementations, including framework of defining
the costs and methods of how these costs could be found. It must be emphasized that
project controlling and follow up should be improved by having regular meetings be-
tween the steering group with representatives from both parties. It is worth noting that
the during the study the authors found out an advantage of the customer to have an
experienced project manager. The proposed option is to hire project manager from the
outside of the organization (if there is no experienced in-house professional). Central
purpose of this to save consultancy and internal employees’ working hours (Palmberg &

Rydgard, 2010).

This research also suggests sticking to the standard settings as much as possible, in order
to save the money for both vendor and customer. As a result, customer might have to
spend the extra costs for adjusting its business processes to the system, but these costs
are more than compensated by the savings on customizing costs. Another issue that cus-
tomers usually do not register internal times, which brings up the difficulty of tracing

expenses of associated costs (Palmberg & Rydgard, 2010).
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3 Research Methodology

The research method selected for this study is mixed method approach. A mixed method
approach refers to the systematic integration of both qualitative and quantitative re-
search methods within a single study. In this research it allows the combination of nu-
merical data with in-depth contextual insights to obtain a more comprehensive under-

standing of the phenomenon.

This chapter outlines mixed method research design employed in the present study. The
empirical component of the mixed-method approach is based on data extracted from
the currently used SAP ERP productive system, enabling the analysis of real operational
records within the organizational content. Complementing this, the qualitative dimen-
sion of the study is grounded in a comprehensive literature review and observation of
existing authorization maintenance process, as well as the process applying authoriza-
tion changes during the project of transitioning to new SAP S/4HANA ERP system. This
provides the theoretical framework and supports the interpretation of the empirical
findings. Together these methodological components offer a robust and integrated basis

for addressing the research objectives.

The combination of these methods allowed for triangulation of findings and ensured a
deeper contextual understanding of authorization and license management practices.
The overall purpose of this methodological approach was to generate sufficient evidence

to address the three research questions guiding the study.

3.1 Numerical data

During the study the data used for the mixed method research has been retrieved from
currently used SAP ERP Productive system: VHP. Ten data sets have been exported and
based on them the data for the research was prepared. One data set consists of the list

of technical user IDs with X number of days since last log on to the VHP system.
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The data used for the research is total amount of the Dialog active users for each month
and delta, which represents the difference between the amount of unused user accounts
comparing to the previous month. User list for one month has been exported from the
system by accessing User Information System in transaction code SUIM, selecting “Us-
ers”, then click on “By log on Date and Password Change” and enter the search criteria
300 for “No. days since last logon”, making selection for valid and Dialog users (see de-
tails in Appendix 1). After the selections are made, execute and export user data. Repeat
same steps for number of days: 270, 240, 210, 180, 150, 120, 90, 60, 30. Considering that

there are 30 days in month, as a result data sets for 10 months are gathered.

Calculations for the next step are reflected in the Appendix 2. Table consists of the col-
umns: Period, Days since last logon to the VHP system, Amount of users who have not
logged in to VHP, Delta: Amount of users who have not logged in to the VHP since previ-
ous month. Amount of users who have not logged in to VHP is the number of users from
the exported earlier ten files for each month respectively. Delta: Amount of users who
have not logged in to the SAP ERP Productive system since previous month is calculated

by the formula:

A = delta B, (1)

where:

[A — Amount of users who have not logged in to the SAP ERP Productive system since
some specific time/month;

delta B — Difference between amount of users who have not logged in to the SAP ERP
Productive system for the selected month and the users, who have not logged in to the

SAP ERP Productive system for the previous month, than the selected one].

Initially it was planned to exclude the users, who uses Fiori Productive system, from the

data sets retrieved from the SAP Productive system. But during the process of data
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cleaning, it was decided not to consider usage of Fiori Productive system. The details can

be found under 1.4 Limitations.

Data for the previous months has not been used as last time user deactivation was done
in VHP in beginning of October 2023 for the users who has never logged in or logged in
earlier than 3 months from the date of deactivation; excluding newly created users and
only Fiori Users. Note that the users are not removed from the system completely but

deactivated by setting valid through date, removing roles, profiles and license data.

3.2 Data analysis

For the data analysis central tendency measures of descriptive statistics: mean, mode,

median were applied.

Mean is calculated by the below formula:

Mean = Sum of the data for 9 months / 9

Mean = (12+4+ 16 +14+ 15+ 11+ 19+ 34+ 79)/9=22, 67~ 23.

Mode is the most common number, which appears along the number set. Therefore, it
cannot be defined for this data set as there is no duplicates: 12, 4, 16, 14, 15, 11, 19, 34,
79.

The amount of values in the dataset, used for the analysis, is 9 which is odd. To calculate
Median for odd data set the numbers should be arranged in the ascending order, apply

below formular, which will help to identify middle element.

Median = (n+1)/2

where:
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[M — Median;

n — number of elements in the dataset].

Median was calculated as:
Arrangement of data elements in ascending order and applying below formular: 4, 11,

12, 14, 15, 16, 19, 34, 79.

M=(9+1)/2 =5

The Median is 5th element, which is 15.

3.3 Interpretation

In order to find out where the middle of numerical data distribution lies the measures
of central tendency have been used and results reflected under 3.3.2. Data analysis. Af-
ter the calculations the result was the following: Mean = 23; Mode = not applicable to

the data set; Median = 15.

Mean is an arithmetic average, which is efficient in statistical sense but vulnerable to
outliers. The smallest value in our data set is 4 and the highest is 79, so there is quite a
large delta between the smallest and the highest number. Median in its turn is less af-
fected by the outliers than mean, which makes the median a better choice for the varia-
bles with the large number of outliers. Due to the layoffs there is higher amount of
inactive users in February and March 2024, which can be assumed as outliers in our data

set. Median amount of users is 15.

The mean is 23, which indicates that each month in average 23 new users become inac-
tive comparing to the previous month. It will cause different expenses depending on the
license type, assigned to inactive user. After observing the forums, it can be concluded

that most frequently used periods for user deactivation is 6 or 12 month. From another
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side, companies, who want to cut the costs, might decide to make user deactivation most
frequently but should take into account the workload of potential requirement for user
reactivation. It is also critical to take into consideration that some of the users have to
log in to the system for the small tasks every day, but others use SAP rarely also depend-

ing on their tasks.

In addition, by the growing amount of user who have not logged in to the system com-
paring to the predecessor month, it can be concluded that amount of inactive users is
always increasing. If it would go to negative value, it would mean that inactive users from
the previous month became active or amount to new active users exceeds calculated
delta of inactive users between current and predecessor month; but this is not the case

in this research.

3.4 TCO - what is it with software cost analysis

Total Cost of Ownership is the overall cost of acquiring a product, in our case — S/4HANA
system, including purchasing, operational and maintenance costs over its lifecycle. Dur-
ing the process of conducting this study there has been created a list of cost elements,

which could be utilized for TCO calculations.

In the case of VA, costs incurred in the project consist of the workload of internal and
external personnel, which currently presented in company’s balance sheet as an asset.
As final SAP user roles (Composite roles) are not defined, license contract has not yet
been concluded and the cost elements for TCO calculation are currently expressed in the
work hours spent, there is not enough information for TCO calculation based on cost
elements listed in Figure 4. Therefore, TCO which is based on the Cost Elements for the

Software program has not been calculated for this thesis.

Considering that the project for transitioning to the S/4HANA system has been tempo-

rarily put on hold, there are two possible outcomes: that project continuation will or will
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not take place. If the system is implemented, after the implementation spent costs will
be recognized in profit and loss through depreciation divided equally to the lifetime of
the system (in our case it would be 10 years). If the implementation does not take place,

spent costs will be immediately recognized in profit & loss as an impairment.

In the case of Valmet Automotive the selection fell on deployment of the software on
the private cloud, on premise, when company owns full responsibility for the IT manage-

ment. In terms of cost savings other deployment options could be considered.

TCO for SAP 5/4HANA

Cost element

Procurement costs

Feasibility Study

Requirernent Specification

Procurement Management

Project Management

One-time SAP license purchase fee

Fees for additional functionalities/SAP modules (EWM, TM, YL, iPPE)
Third party software (costs for integration with third party softwareflicenses)
Hardware/Software

Application Software

System Software

Hardware

= 20% of whole TCO

Implemnentation Costs (project management, customnization, data migration)
Integration costs with third party software

APls and Middlewear: Costs for integration tools and ongoing support.
Technical Setup

Change Management

Personnel Restructuring

Testing

[T Tearn Training

Operational and Maintenance Costs

Salaries for ERP administrators and support team

Customization

Custom developments (Z* transactions, reports, etc)

Regular license costs (yearly)

Overheads

Maintenance Fees (vendor support and maintenance agreements)
Support

Monitering

Upgrade

Security management (Firewalls, encryption and monitoring services)
End-user training(continuous training for new features and updates)
Stakeholder engagement: Initiatives to ensure smooth adoption.
End-User Usage

End-user Operations

Downtime during implementation

Impact of replacing existing system

Total

Figure 4. List of Cost Elements for definition of the TCO of the S/4HANA project.
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4  Research findings

This chapter includes research findings and answers to the research questions.
Research questions are:
1. How is SAP role maintenance done?
2. What is the process of transporting the change made for the SAP role to the pro-
ductive system?
3. How to minimize costs for the SAP licenses and what should be done to keep

them on the minimum level after go-live?

4.1 Role maintenance and Transport in SAP system

Research question related to the role changes has been addressed by the company for
definition of the steps needed for the role maintenance in SAP S/4HANA system after

the Go-Live.

After the End user is facing with the authorization error, the Key User should document
the error/request for the changes in the role in the ticket for the IT department, which
is later assigned to the Authorization Specialist. Authorization Specialist should check if
the there is enough data for fixing of authorization error and request more information
if needed: usually SU53 report and screenshot of the error message are necessary for
analyzing the error and defining if it is related to the authorizations. Meeting with Key
and End Users is organized for replication of the error, if needed. Change request is cre-
ated in Solution Manager by the Authorization Specialist for which Transport Requests

are created. Changes are captured in the TRs.

After performing the literature review and as a result of the observation of the currently
used processes for the role maintenance in addition to processes used during the project

if transitioning to the new SAP ERP S/4HANA system, it was discussed internally that
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initially the change is done in the SAP Development system by the Authorization Special-

ist:

Log in to the Development system;

In case if in the SU53 report the return code is 12, maintenance of the authoriza-
tion default values in the transaction SU24 is required. The limitations for setting
the default values should be documented in the Authorization Concept and fol-
lowed. Changes are saved in the Workbench Transport Request.

If the return code for the error is 4 or maintenance of the authorization default
values has already been done in SU24 (previous step), authorization values
should be maintained in the related role: transaction PFCG.

In PFCG enter the Technical role name (Changes are always done in the Master
role and after distributed to the derived roles. Single and Object roles do not have
derivations), click “Edit”, go to tab “Authorizations”, select “Expert Mode for Pro-
file Generation”. Make changes to the unmaintained fields according to the error
in the report, requirements from the key user and Authorization Concept Docu-
mentation. After the status is maintained and turned to green, the roles’ profiles
should be generated. In case of maintenance of the Master role, profiles for the
Derived roles should be also generated by clicking “Generate Derived Roles”.
After that go back to the initial screen of PFCG. Technical role name still remains
in the field. Click “Transport”, if you need to transport Single or Object role. If the
change was made for the master role, the Derivations must be transported along
with the Master role. To transport Master roles with all related derivations click:
“More” > “Utilities” > “Mass Transport” and enter all Derivations. It is possible to
enter them in one line, in case if naming convention has been defined properly
and derivations for one Master role are differentiated by, for example, ending.
Parent role is always transported with the Child roles, so it will be automatically
captured in the same Customizing Transport Request, as its Derivations. User as-
signment is not transportable in our case.

There is additional step for running the task list for activation of OData services,

which should not be forgotten in case of adding Fiori App to the role.
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e |n some cases missing service might cause authorization issues. It will be visible
on the SU53 screenshot and required changed done in PFCG.

e Content of Transport Request can be checked in transaction code SE10. In the
same transaction the task should be released.

e The task under the Transport Request is released by the Authorization Specialist.
After the Transport Request can be transported by the Change Manager to the
Quality Assurance system for testing.

e Testing is performed by the Key User in Quality Assurance System. For that Au-
thorization Specialist creates test user, to which proper role(s) is/are assigned.
There is also a possibility to create Test users, which Key users might use for role-
and other testing. Testing must be documented in the ticket.

e After that change is confirmed by the Key User and CR is approved by the respon-
sible person, the role(s) are transported to the Productive system. After which

validation takes place by the Key User with the End User.

4.2 Keeping license costs on the low level

As a result of research, which has been done for this thesis, minimum 4 and maximum
79 users are not using SAP ERP system, comparing to the previous month (see Appendix
2), what highlights the necessity to make regular system reviews to find user accounts,
which are not in use during some specific period of time and deactivate them. Common
Best Practices, based on industry standards and GDPR Interpretation, refer to 90 days
inactivity rule before user deactivation. More security-focused approach is to disable ac-
tive unused users after 30-60 days of inactivity. Standard ISO 27001 (Annex A.9 — Access
control) requires regular license review but does not include mandatory timeframes for
it. Finland’s NIS2-based cybersecurity regulation requires proper access control and pe-
riodic reviews but does not define retention limits; companies handling critical infra-

structure may require stricter policies (e.g. 30 days of inactivity limit).
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After the internal discussion it became clear that license fee includes one-time license
purchase fee and yearly maintenance cost for every purchased license. Basically, user
deactivations are done in terms of following that usage of SAP licenses is not exceeded
amounts of purchased licenses, agreed in the contract. It is easy to check amount of
licenses utilized in the system by performing User Classification in transaction code
USMM and compare it to the amounts agreed by the contract. This procedure can be
done between user deactivations, for instance - monthly. Alternatively, customized pro-
gram could be created to make comparison, described in the previous sentence, and if
the amount of the licenses has been exceeded listed licenses in the contract, the email
with the alarm could be sent to the person, responsible for making user reviews, for
doing license check immediately on request to fix the mismatch. Except of initial ex-
penses for development of such customized program, there might be required additional
expenses in the future, in case if there will be any changes in license amount in the con-
tract, the program would have to be changed in accordance with them. It could be re-
ferred to disadvantage of making this development, as User Classification and license
comparison can be done manually as often as needed for the company - it is quite

straightforward and does not require a lot of time.

As mentioned in the previous paragraph, residence period for the misused users to stay
active in the system should be defined individually by each company, assuming the work-
load for reactivation and individual task, which might require rare log on (for example
users, who use the system for seldom Approval or Purchase Requisition Creation tasks).
Another alternative is to conduct “unplanned” user checks, for example after such or-
ganizational changes, as layoffs. The advantage of this approach is that it is possible to
conduct more or oppositely less user checks during the same period assuming different
periods of users’ inactiveness, depending on the situation inside the company. The pos-
itive aspect also that the workload of the person, who is making the check, can be dis-
tributed, depending on the task’s urgency, when the specific time for performing license
check is defined by the company. The disadvantage is that due to the human factor the

check might be delayed or forgotten.
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It is reflected in the theory part that it is more cost benefit to keep SAP system as simple
and close to standard as possible, which adequately meets business requirements. It
would be more cost effective in the end to adapt companies’ business processes to the
standard functionality available in the system. Costs for adaptation of the internal busi-
ness processes would be much less than expensive for system customization. The idea
to not overcomplicate the system is also valid for the area of authorization and authori-
zation concept, it is interpreted in the PoLP: users should have minimum required access

to be able to perform their daily work tasks.

What if there are lots of developments done for the SAP role, when role’s license type
should be changed to the next one in the hierarchy? And how to understand that? In
this case there are several aspects, which should be taken into account. First, it is very
important to understand the license hierarchy. Higer licenses include wider authoriza-
tions and are more expensive. Roles’ authorizations should be analyzed in terms of ac-
cess to critical transactions (such as SUO1, SE38, PFCG, etc.), access to create/change/de-
lete master and operational data, ability to only display vs. change data vs. making con-
figurations. In USMM transaction it is possible to map the usage to the license type man-
ually with the help of the licensing guide. There are third party tools (like Snow, VOQUZ,
Aspera) for analyzing actual usage patterns in relation to license definition from SAP and
which recommend license types per user, show cost savings (for ex. by downgrading li-
censes), identify conflicting roles vs. assigned licensed types. Steps for manual reviewing
the role may include creation of the list with the transaction codes, assigned to the role,
which is under consideration, adding the description for each transaction code, activity
type (display/create/change/post/delete) and affected data types (Business or Master

data) and identify SAP license type, which is covering described actions.

The theory part has been widened while writing the thesis paper to cover not only SAP
license costs but also the TCO. Thus, lowering other costs has been also considered in
the theory part. It could be done through clear and transparent communication between

providers of implementation services and customer with common understanding of the
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contract, clearly defined scope on the very beginning stage of the project and correct
and close to reality estimation of the workload for the customer. Incorrect definition of
the workload might lead to the budget exceed and project delays. It can be concluded
that the customer is able to gain cost benefit during the negotiations with the vendor.
For definition of potential expenses and workload estimation it is necessary to calculate
TCO, which should be under control during the whole project lifecycle — regular meetings
between vendor and customer steering groups are expected to be held. Also, the im-
portance of having an experienced project manager has been highlighted: he would lead

to savings related to the working hours for both internal and external project parties.

4.3 Validity and reliability of the study

To ensure the reliability of the research results, careful data collection has been done for
10 months in a row with constant data intervals of 30 days, which was considered as a
month. Research data has been transparently documented along with the research. It is
important to utilize up-to-date and accurate data from the reliable data sources. (Saun-
ders, Lewis, & Thornhill, 2016). In this case the real data have been collected from the
valid data source, current Valmet Automotive Oyj SAP ERP system, and consistently
transformed along with the research plan. Consistency and detailed description of the
criteria for collecting the data guarantee the possibility for other companies for replica-
tion of the research with their own data (Saunders, Lewis, & Thornhill, 2016). As stated
by Saunders, Lewis, & Thornhill (2016), several important steps are taken in order to
confirm the reliability and validity of the data. These steps include a Completeness Check
to ensure all crucial data points are included in the dataset without any omissions; a
thorough Consistency Check that carefully detects any discrepancies or incongruities in
the data; and a thorough Sensitivity Analysis, which give thorough assessment for the
strength of the research findings. In addition, the literature review has been made based

on the scientific information and all references are included in the reference list.
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4.4 Gap analysis for the future research potential

Currently a lot of companies are moving toward usage of ERP SAP S/4HANA system but
considering tough times on the market not each of them has resources to implement
SAP GRC tool. Of course there are “replications” of this program available, what means
less but additional operational costs. It would be useful to make research and open up
what are the steps for definition of the SoD conflict in the SAP system with the greenfield
approach, prepare a list of critical transaction/authorization object combinations and
design a process of how the roles should be reviewed after they affected by the changes.
SoD conflict on general (between the SAP roles) and on the Single role level (avoiding
conflict combinations of transaction codes inside the single role) are critical and inevita-

ble topics for every company.

4.5 Managerial Implications

Based on the research findings the amount of SAP unused user accounts has been con-
stantly growing during half of the year time period. To shorten the license costs implica-

tion of this study suggests accurate follow up and periodic deactivation of inactive users.

Role maintenance process, defined in the Authorization Concept, should be followed
along with the path for transporting the changes. Also, it is necessary to document role

changes properly.

Another recommendation which comes out from this research is to keep the system as
simple as possible by implementing minimum SAP modules, which are required for per-

forming daily work operations.

There are different deployment models, selection of which will affect on company’s op-

erational costs. Deployment model has already been selected by VA but in general and
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for other companies, which are going to make an ERP transition, it is advisable to ap-

proach deployment model selection carefully.

4.6 How to proceed with Authorizations in SAP S/4HANA?

As Authorization Concept includes Master roles, Single roles and Object roles for non-
organizational restrictions, several sets of derivations of the Master roles, it is complex
and need to be followed very carefully. Role catalog has to be updated after Authoriza-
tion related change is made to the role and defined role maintenance steps have to be
followed by the Authorization Specialist. Also, other related documentation, linked to

the Role Catalog must be always up to date.

Also, it is very important to make key users aware of the general principles of the Au-
thorization Concept and the SAP role design. In the case of Valmet Automotive it should
be highlighted that: SAP roles are split into the categories of Display, Master Data
Maintenance, Dynamic Data Maintenance, Customizing, critical Roles, e. g. Release or
Mass Changes; one transaction should be assigned to only one of the Master role (the
exceptions may also apply); Object roles are used for non-organizational restrictions (for
example if the user needs to access some specific table or have authorization to some
Cost Centre); etc. As an option is to prepare simple overview course or series of courses,
which cover principles of authorization concept, with the examples, available on the Suc-

cess Factors for the employees.
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5 Summary

The purpose of this thesis was to define the process for handling authorization errors
and changes, its transport through the system landscape and to find the ways for keeping
license costs at the low level. The thesis consisted of the literature review for a theoret-
ical part, including implementation of the SAP S/4HANA ERP system and Authorizations,
critical authorization objects, importance of following role naming convention, SAP li-
censing concept and Total Cost of Ownership of the ERP system. For the research ques-
tion related to the cost savings, analysis of descriptive statistics was applied on the data
collected from the productive system. Deployment models and responsibilities between
the parties have been outlined so that the companies can see the effect on the opera-

tional costs, depending on selection of specific deployment model.

Based on the study and literature review, it was defined that user deactivation of unused
user accounts in the SAP ERP system should be periodically done to prevent exceeding
the licenses count specified in the contract. Information security principle of least privi-
lege (PoLP) should be followed by limitation of authorizations to essential for the user
for performing his daily tasks. It can be done by regular users’ access rights reviews. For
Valmet Automotive Oyj, as well as for other companies, it is necessary to follow up that
the usage of SAP licenses does not exceed the limit of purchased SAP license amount,
listed in the contract. Valmet Automotive Oyj has to pay yearly maintenance fee for all
purchased licenses recorded in the agreement, nevertheless if they are in use or not.
Comparison between the license status in the SAP system vs. available licenses in the
contract can be done as described in one of the chapters of this thesis — with the help of
USMM transaction code. Procedure of deactivation of unused user accounts prevents
company from such expenses, as fines, invoices for the past periods of using licenses
without paying for them or higher pricing issued by the license provider party of the
contract. For every company potential financial impact of the user deactivation proce-
dure might be different, as the license contract is usually negotiated individually, de-
pending on the selected license model, license types, negotiated license costs, user

amount.
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As the theoretical part demonstrates, in addition to regular user deactivation process,
Cost of Ownership can be kept on the minimum level by reducing complexity of the SAP
system and stick to standard settings available in the system. Adjustment of the business
processes to program’s standard processes would be substantially cheaper than system
customizing. Other important aspects, which advisable to take into account by compa-
nies participating in ERP transformation, are assurance of having clear agreements un-
derstandable in the same manner with the vendor, being aware of clear scope and re-
quired workload. Communication between vendor and customer should be transparent
and regular since the early project phase. As per one of the case studies listed in theory
part, it is advisable to evaluate costs for project implementation by using TCO model
prior to the project start and engage professional and experienced project manager in
order to save consultancy and internal employees’ working hours, what will result in sig-
nificant savings. Another point which should be highlighted is that internal time register-
ing is unusual occurrence — thus the company faces the difficulty of tracing expenses of
associated costs. These costs are crucial, therefore its follow up and correct allocation

leads to considerable savings.

With the help of system observation and literature review the process for handling au-
thorization errors and making changes to the SAP roles has been documented in detail
as an individual chapter in the authorization concept document and shortly described in
the dedicated chapter of this thesis work. The topic of transporting the authorizations
has been also opened and covered in the related chapter, based on literature review and

processes used during the S/4HANA project.
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Appendices

Appendix 1. Search criteria for the data set (transaction SUIM — User In-

formation System)

List of Users According to Logon Date and Password Change
@ W [

Standard Selection

User to C
Group for Authorization to
Security Policies to

| Mo. days since last logon | 270|[

No. days since password change
Display Address Data b

Selection by Validity of User

+ Users Valid Today
Users Invalid Today

Selection by Locks

= Differentiation of Locks
User Locks (Administrator) v
Password Lock (Incorrect Logon Att ~
All Users with Administrator or Password Locks
Only Users Without Locks

Selection by Logon Attempts

+ Users with Incorrect Logon Attempts
' Users with no Incorrect Logon Attempts
' User Without Logon Date

Selection by User Type

+ Dialog Users

Communications User
System Users

Service User
Reference User

Selection by Status of the Password

' Users wtih Productive Password
+ Users with Initial Password
+ Users with Deactivated Password
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Appendix 2. Data set for the research: Amount of users who did not log

in since previous month

Period Days since last logon | Amount of users, who | Delta: Amount of users
to the VHP system have not logged in to | who did not log in since

VHP system during set | previous month
period of time

Jun-2023 | 300 99 n/a

Jul-2023 | 270 111 12

Aug-2023 | 240 115 4

Sep-2023 | 210 131 16

Oct-2023 | 180 145 14

Nov-2023 | 150 160 15

Dec-2023 | 120 171 11

Jan-2024 | 90 190 19

Feb-2024 | 60 224 34

Mar-2024 | 30 303 79




