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ABSTRACT:

New technologies are crucial in the changing energy sector and the electricity neiviedi-
mate changeand increasing dependenagon electricity are two main factors in this context.
Consequently, there is a need to develop the reliability and quality of the electricity distribution
system.The study was carried out in cooperation with Vaasan Sahkovelitiey wanted to
explore and pilot possible alternatives to internet of thirflgs )technologies to be used in pre-
dictive maintenanceof the electricity distribution networkThe purpose of this study was to
examire the features expectedrom goodloT platforms. Centrald this study, was to demon-
strate that loT solutions could be built on these platforms in their operating environnoemts
nected tothe distribution systeminternet of things platforms are a set of integrated software
capabilities.Thecompared platformdn this study were Mriles, loTTicket, Microsoft Azure,
Amazon Web Services and Google Cloud Platform.

When comparinghe selectedoT platforms,data related todifferent features was collected by
implementing four practical case$he first case was monitoring air conditions at Vaasa primary
substation using a Ruuvitag sensor. The second case was use CoreTec and CoreSense to import
condition monitoring data fronthe power transformer at Purol@rimary substation. The third
examplewas import measurement and status data from the DC system at Alskat primary sub-
station to loT platforms. In the final case, data was retrieved from MicroSCADA Historian to a
comma separated value file and exported It platforms using either theepresentational

state transferapplicationprogrammable InterfacéREST ARir a Pythorsoftware development

kit. The results of this study demonstrate that it is possible to install of IoT technology on signif-
icantly diffeent platforms.M-Files was the 10T platform withrgest amount of openuestions

still remaining. loTTicket appeared to be the easiest option for installation and end lfisa
organization were to choose Microsoft Azure, Amazon Web Services or GlogtkPlatform,

they would need to find reliable partners to develop the platforms with end users.

During this study, it became evident that 10T technology is relatively evolved and organizations
should begin usintp useit with a low threshold if suitable applications are foulk@rexample,
predictivemaintenancecanbe consideredisa particularly suitable optiofor the 10T platform
further utilization by a distribution system operator

KEYWORD®ternet of things, Platfan, Electrical distribution networlredictivemainte-
nance
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INFORMATION OF THE
NETWORK

Overhead line, 110 kV Overhead line, 400 V
42,6 km 1525,2 km
Substations Underground cable, 400 V
20

. Total, 400 V
Overhead line, 20 kV 4749,9 km
1384,9 km

Cabling rate

Underground cable, 20 kV 67,9%
815,6 km
Total, 2?( kv Distribution transformers
2200,5 km 2369
Cabling rate
37,1%
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Proacuu A [
Proactive
Optimized
) APR and diagnostic to
predict impending failure
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Requires a comprehensive
maintenance infrastructure
L]

Rules-based logic using
sensor data

Planned based on time or
usage statistics
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Name Component class Year of implementation Service date MNext planned service year Manufacturer Type
[¥] GBY - OSAN 24 P1 - (626541 HE 20 kV katkaisija / erotin 01.01.1985 11.03.2019 11.03.2022 Stromberg OsAN 24P
[ GBY - OSAN 24 P1 - C626542 HE 20 kV katkaisija / erotin 01.01.1985 11.03.2019 11.03.2022 Stromberg OSAN 24P1
[ GBY - OSAN 24 P1 - C626543 HE 20 KV katkaisija / erotin 1032019 11.03.2022 Stromberg OSAN 24P
[#] GBY - OSAN 24 P1 - C626544 HE 20 kV katkaisija / erotin 11.03.2019 11.03.2022 Strémberg OSAN 24P
[ GBY - OSAN 24 P1 - C626545 HE 20 KV katkaisija / erotin 01.01.1985 11.03.2019 11.03.2022 Stromberg OSAN 24P1
[] GBY - OSAN 24 P1 - C626545 HE 20 KV katksisije / erotin 01.01.1985 11032019 Stromberg OSAN 24P1
[ GBY - OSAN 24 P1 - (626547 HE 20 kV katkaisija / erotin 01.01.1985 11.03.2019 Stromberg OSAN 24P1
[] GBY - OSAN 24 P1 - C626548 HE 20KV katkaisija / erotin 01.01.1985 1032019 Stromberg OSAN 24P1
[¥] GBY - OSAN 24 P1 - C62654 HE 20K katkaisija / erotin 01.01.1885 Stromberg OSAN 24P1
[] GBY - OSAN 24 P1 - C626550 HE 20K katkaisija / erotin 01.01.1885 Stromberg OSAN 24P1
[3] GBY - OSAN 24 P1 - C626698 HE 20V katkaisija / erotin 01.01.1885 1032019 Stromberg OSAN 24P1
=] GBY - OSAN 24 P1 - C626700 HE 20 ¥ katkaisija / erotin 01.01.1885 1.03.2019 Stromberg OSAN 24P1
#| GBY - E02Q1 110 kV katkaisija / erotin 16.12.2017 16.12.2029 HAPAM SGF 123100 + 1E
[ GBY - E0300 110 kV katkaisija / erotin 01.01.1992 01.01.2016 01.01.2022 ASEA HPL 145/2501
[#]GBY - E03Q1 110 kV katkaisija / erotin 01.01.1992 01.01.2008 01.01.2020 ASEA NSA 14 508
[#]GBY - E03Q3 110 kV kathaisija / erotin 01.01.1992 01.01.2010 01.01.2022 ASEA NSA 145/12508
[# Gay - 0304 110 kV katkaisija / erotin 01.01.1992 01.01.2010 01.01.2022 Strémberg 0J¥D 3-123C1250
[ GBY - E4Q0 110 KV katkaisija / esotin 17.06.2019 17.06.2025 ABB LTB 145D1/8
[#] GBY - EM4Q1 110 KV katkaisija / erotin 01.01.1985 01.01.2008 01.01.2020 Strémberg QJYD 3-123C1250
[ GBY - E<Q3 110 K katkaisijo / erotin 01011885 01.01.2012 Stromberg 0J¥D 3-123C1250
[¥] Gav - E04Q4 110 K ksticisija / erotin 01.01.1985 01.01.2012 Stromberg YD 3-123C1250
[ GBY - E05Q1 01.01.2017 01012029 HAPAM SGF 1230100+ 1E
[] GBY - E06Q0 110 kY katiaisija / erotin 01.01.2017 01.01.2023 ABB LTB 145 D1/B
[¥] GBY - E06Q1 110 K kataisija / erotin 01.01.2017 01.01.202 HAPAM SGF 1230100+ 1E
= GBY - E06Q2 10 K katkaisija / erotin 01.01.2017 01.01.2029 HAPAM SGF 1230100 + 2E
¥ GBY - E03T1-T3 110 k¥ mittamuuntaja 01.01.2005 07.06.2022 ABB IMBD 145 A3
#|GBY - EMT1-T3 110 k¥ mittamuuntaja 01.01.1985 07.06.2022 ABE; HAEFELY IMBD 145 A3; 1055123
#| GBY - EOST4-T6 110 k¥ mittamuuntaja 01.01.1985 02.05.2019 02.05.2025 HAEFELY VEOT 123/550
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T1oT cloud
10T application
Software that coordinates the interaction of people, systems and things/devices
in the context of a given propose.
Analytics and data management Process management
Software components 1o store, process and Software components to define, execute, and
analyze a vast amount of monitor processes across people, systems and
time series-based machine data things/devices
Application platform
Afl lop and i " e loT sonlicats
Identity and Thing/device and Integration with External
;":::‘c Software o with as well as p and manage things/devices, .:;‘::::: information
components that / Software m
mange user components that Y
g integrate data components that
and access, as Connectivity from core _ snablo the F
well as assure : enterprise INgIMON 0
Security across = systems such as extermal, third
the different s LI ERP, CRM and oy
Tvors Protocols that enable communication between thing/device and cloud ‘PLM information
- : . N\
a Thing/Device
Thing/device software
Embedded software that runs on the physical thing to manage and operate its functionality
10T components
Embedded sensors, actuators, processors, and connectivity port/antenna
Thing/device hardware
Core hardware components of the physical thing
\
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Level 6: Digital service

Business Understanding

Level 5: Application
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Level 1: Sensors
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User Interface Devices
Control and Monitoring

Application
e |G () -
=
Tablet, Smart Watch, etc.
V.‘ '.V
== Wi-Fi "k S 3G/4G
Ethernet Ethernet
Network loT Gateway
domain A RFID A A
RFID RFID V| modute :
Tag . * ZigBee
Video | Wi-Fi b 4 :
................ ) a .
— Camera Wi-Fi Router ¥
Sensing & (H // =
domain HVAC Energy Smoke Light L-ight Temp/Humid
Control Meter Sensor Sensor Sensor
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W/WAN

Fixed Network, 2G, 3G, 4G/LTE, 5G, LPWAN

W/LAN

Ethernet, Industrial Ethernet, PLC, WiFi

W/PAN
Bluetooth, RFID,
802.15.4, NFC
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VARSAN
SAHKBVERKKD < >

VSV-loT > Gateways

| Modified

4 4 ALS - RaspberryPil 10.02.2021 19:22

» @ Measurements (+50)
4 % Sensors (1)
o ALS-1NM 1002.2021 18:22
+ @ Measurements (+50)
s [¥] Prmary Substation Components
+ [F]ALS - INM 03.02.2020 17:15
[F]ALS - GO1 03.02.2020 17:15
> §§ Pomary Substations (1)

> [3 Assignments (1)

Create Seasgr
4 [ Primary Substations (1)
> Fias 03.02.2020 18:07
+ [ PRL - RaspberryPil 16.12.2020 02:58

» € Measurements (+s0)
+ @ Sensors (1)
2 % PRI - Purcla PT1 Coretec 04.02.2021 08:08
» I Measurments (+50)
4 [# Primary Substation Companents
> [FIPRL-PTI 03.02.202017:14
> §% Primary Substations (1)
5 [f] Assignments (1)
[l Assignments in Workflow {1}
Create Senser
4 % Primary Supstatiana (1)
> PRL 03.02.2020 18:07
4 4 VSA - RaspberryPil 10.02.2021 1%:57

» @) Measurements (+50)
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VSV-laT > Measurements > 06.11.2020

) 6.11.2020 0:10 - Air Pressure VSA - 10KV GIS Vs

> @ 6.11.2020 0:10 - Hurnidity ¥aA - TI0KV GIS vsA
10 6.11.20208:10 - Temperature VSA « 110KV GIS 16,85 VA
0 6.11.20200:32 - Aging PRL - Purcls PTi Coretec 000 PRL
10 6.11.2020%:32 - Hot-spot PRL - Purcla PTI Caretec 2w PRL
0 6.11.2020 0:32 - Load Ratio PRL - Purcls PTi Coretec 000 PRL

0 6.11.2020 0:32 - Loss of Life PRL - Purola PT! Caretec 000 PRL
06112020032 - Top O PRL - Purcls PTI Coretec nmw PRL
10 £.11.2020 1:32 - Transfor oad PRL - Purola PT) Caretec 100 PRL
10 6.11.2020 0:56 - System Mode ALS - TNM am ALS
) 6.11.2020 0:56 - System Voltage ALS - TNM 12350 as
10 6.11.2020:56 - Total Load Current ALS - TNM 055 ALS

5 @6.11.200 1110 - Air Pressure VSA- 110KV GIS 100 567,00 vsa
10 6.11.2020 1:10 - Humidity VSA - 110KV GIS 1300 vsa

5 @VE11.2020 1110 - Temperature: A - 110KV GIS 1684 vsA
0 6.11.2020 1: PRL - Purola PT1 Coretec 000 PRL

> @V6.11.2020 1:32 - Hat-spot PRL - Purola PTI Coretec nm PRL
1 6.11.2020 1:32 - Load Ratio PRL - Purola PT1 Coretec 000 PRL

> @VE11.2020 1:32 - Loss of Life PAL - Purcls PTI Coretec 000 PAL
0 5:11.2020 1:32 - Top Ol Temperature PRL - Purola PTI Coretec 10 PRL

> @NE11.2020 1:32 - Transformer Load PRL - Purols PT Caretec 000 PAL
10 6.11.2020 1:56 - System Mode ALS - 1NM 400 A8

> @B11.2020 1135 - System Voltage ALS- 1M 12350 as
10 6.11.2020 1:56 - Total Load Current ALS - 1NM 037 A8
VSA - 110KV GIS 100 645,00 vsa

S - TI0 KV GIS 350 V5A

> Q611,200 210 - Temperature VEA - 110KV GIS 187 vea
9 6.11.2020 232 - Aging PRL - Purola PTI Coretec 000 PRL

5 @611.2020 232 - Hot-spot PRL - Purols PTi Coreter 20 PRL
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9 & MpdEs VSA - Vaasa substation
& VAASAN
VSV-loT SHHKOVERKKO
Amount of received messages
IoTDashboard ~ 1 1 0 0 Location
Etusivu K
Palor
Pohjoi
Etela Temperature and Humidity
s ®Temperature ® Humidity
Vaasa
GBY Vasa
40
KMH 155 b Bing -
PRL
150
RNR ¢
5 z
o )
RPL g1 E
£ 2
RTN =
SR
TUO 135
VSA
& Rl & joulu 13. joulu 20. joulu 27. joulu
Timesta mp
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e Map view

VSA - Vaasa substation

Location

Palosaari

Vaasa
being .., oo © 2021 Microsoh ComUBA Terms

Temperature and Humidity
@Tempersture @ Humidity

A
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MONITORING

= et
e fu @

loT-Ticket Connection Big-Data, Connectio Machines
Dashboard LA T Ll Device & Devices
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loT-Ticket Big-Data, n loT Machines
Dashboard Analytics Server Device & Devices
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SV-IOT > Primary Substations > ALS > Add a device % Cancel

Communication method

”““ &

marr Key
10T REST
Azure loT Hub

Model Manufacturer serial number
No added metadata.

Description Add key
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Create new enterprise

Overview

Overview

Update device soltware

Choose devices to deploy to

Type:

Gateway
L]
type

@ Tip: Right click item to select all its children

Ovendew
® Select file to deploy
Q

~ By PAL
s PAL File System

Overview

e ® » Check details and deploy

Selected devices

» PHL/ Raspbermypi_PRL

CAJduaNEy L2¢

¢ KS dzLJANJ R

T2N)XSR

NB lj dzA NBR &

Reminder You can only select devices of the same

02 NNEB O

Selected devices

» PAL /Raspberrypi_ PRL

Q
Hame

N Go back ane level

¢ Cancel

(# Rename file

Fifffisiane

Finmwrare 2_3

i
- {0 dza

RSOAOS ASy AddENRAYYA (0SK S
fed ¢KS dzLIRI G % ALONPSOISE aLINRIBA R S|
AYF2NNEGA geyA A1aS A YFL22NNIAS/RL LISND

Add data acquisition

B Delete Enterprise @ Edit

Previous step Close Wizard

* Deploy file

dilBRAI L2S/ & LAN
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Resource Browser

Q Filter by name

& All Enterprises
~ B vswor
~ B3 primary Substations
v B ALs
> [EF Raspberrypi ALS
~ B pAL
[} Raspberrypi_PRL
v Bvsa
E} Raspberrypi_VSA
v B scaba
E} scADA Gateway

A
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Overview

Raspberrypi_PRL

Quick actions

Add asset

Overview

Name

Raspberrypi PRL

Manufacturer
Raspberry Pi Foundation

Manufacturer serial number

[V EELETE]

Key
No added metadata.

|add key

A 7 A

2 KSy GSatGAy3a O02yySOlAAKS 48
0S0OFdzasS A
Ay CA 3IdzNB

dza S F dz

Resource Browser

Q Filter by name f+]

&% All Enterprises.
v B vswoT
~ B Primary Substations
v BAs
> B Raspberrypi ALS
~ EPRL
& Raspberrypi_PRL
v Bavsa
& Raspberrypi_VSA
~ B3 scADA
E SCADA Gateway

CAJumEKS RI G

B Save

Description

Add value

np o

© Hold down ctrl to select multiple items

Q Filter by name

Name

AC Mains Voltage High Alamm Threshold
AC Mains Voltage Low Alarm Threshold
Average Rectifier AC Input Voltage
Battery Runtime Low Alarm Threshold
Output Voltage High Alarm Threshold
Output Voltage Low Alarm Threshold

System Mode

System Voltage

Total Gapacity Installed in Amps

Total Load Current

% Cancel

LINE OA RS &

DEIERELT

1235
0

0.478515625

&

Unit

I A A

O Clear

4 Timestamp
2021-0217 20:22:16.707
2021-02-17 20:22:16.707
2021-02-17 20:22:16.707
2021-0217 20:22:16.707
2021-02-17 20:22:16.707
2021-02-17 20:22:16.707
2021-0217 20:22:16.707
2021-02-17 20:22:16.707
2021-02-17 20:22:16.707

2021-02-17 20:22:16.707

LZ2¢

2 Export

1 Delete

O ASFRWNIZ2 @i KBS BRA @ ¢
YSI AdzNBYSy i

gl d:
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PRL - Purola substation Location
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Map view
Home

Main diagram of the substati..

PRL - Purola substation

Location
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Amazon Microsoft Google
AWS loT Azure loT Google Cloud loT
Based Platform N/A N/A N/A
Open Source Supported Supported Supported
Application HTTP HTTP HTTP
Protocol MQTT MQTT MQTT
CoAP AMQP
Websocket
Transport TLS TLS TLS
Protocol
Cryptography AES AES AES
Algorithm RSA RSA RSA
ECC ECC ECC
Authentication x.509 certificates x.509 certificates X.509 certificates
Protocol OAuth OAuth OAuth
JWT SAS token JWT
AWS IAM HMAC
AWS Cognito
Other Security IAM roles Azure loT hub Cloud loT core
Features IAM policy Azure active directory Cloud IAM policy
AWS security credentials Azure cosmos DB Cloud IPA
AWS policy Azure stream analytics GCP armor
AWS STS Cloud DLP API
Cloud security scanner
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Azure services

+ © @€ — a9 T & -

Azure Digital Subscriptions Azure Cosmos  SQL databases More services

Create a Monitor Cost Storage 0T Hub
Twins DB

resogurce Management ... accounts

Recent resources

Name Type Last Viewed
(%) vSv-1oT Resource group 2 minute ago
4 minutes ago

Storage account

Stream Analytics job 4 minutes ago

oT Hub 12 minutes ago

Subscription 6 months ago

7 months ago

Log Analytics workspa

Navigate
Subscriptions | | Resource groups iii All resources Dashboard
Tools
Microsoft Learn ! @ Azure Monitor o Security Center g Cost Management
Monitor your apps and Secure your apps and Analyze and optimize your

Learn Azure with free online

training from Microsoft

Useful links

Technical Documentation
Azure Migration Tools
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infrastructure

Azure Services '

Find an Azure expert

Ay

infrastructure

Recent Azure Updates
Quickstart Center
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cloud spend for free

Azure mobile app
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AWS Management Console

AWS services Stay connected to your AWS resources on-the-
go
v Recently visited services
=] AWS Console Mobile App now supports four additional
8 £ silling E oynamoDB &) AWS Organizations regions. Download the AWS Console Mobile App to your
i0S or Android mobile device. Learn more [3

® 10T Core @ 10T Analytics @ loT SiteWise
¥ All services Explore AWS
£ Compute @ Customer Enablement @ Machine Learning ) AWS Cost Management
€2 Aws Q2 Amazon SageMaker AWS Cost Explorer AWS Certification
Lightsail 2 Support Amazon Augmented Al NS Bl Explore the resources available to help you prepare for your AWS
Lambda Managed Services Amazon CodeGuru AWS Marketplace Subscriptions Certification, Learn mare [2
Batch Activate for Startups Amazon DevOps Guru
Elastic Beanstalk Amazon Comprehend [y Front-end Web & Mobile
< 5 i Build Apps Faster with GraphQL
Servertess Application Repository ¢, Robotics Amazon Forecast AWS Amplify
AWS Outposts AWS RoboMaker Amazon Fraud Detector Mobile Hub :.":5 ‘9"57"“ Alfes. “"DW::"Z“’ ""‘::d“’r:: from multiple
rcesina . Get star
EC2 Image Builder Amazon Kendra AWS AppSync 3 sources in asingle rea
»ee Blockchain Amazon Lex Device Farm
£y Containers. Amazon Managed Blockchain Amazon Personalize Amazon Location Service Amazon SageMaker Resources
Elastic Container Registry Amazon Polly Explore features, use cases, and tutorials for every developer.
Elastic Container Service @ Satellite Amazon Rekognition €3 AR& VR Learn more (3
Elastic Kubernetes Service Ground Station Amazon Textract Amazon Sumerian
. i AWS Lambda Container Image Support
2 storage £2 Quantum Technologies Amazon Translate [ Application Integration
N B Build and deploy Lambda based applications by using your
s3 Amazon Braket AWS DeepComposer Step Functions s castoie ook L e B
EFS AWS DeepLens Amazon AppFlow
FSx &] Management & Governance AWS DeepRacer Amazon EventBridge
53 Glacier AWS Organizations AWS Panorama Amazon MQ
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= Google Cloud Platform vsviot-app v
Home >
Dashboard
10T Core Activity
Recommendations
BigQuery >
Pub/Sub >
& Dataflow >

PRODUCTS A

Y Marketplace
&=

Billing

API  APIs & Services >
T Support >
O 1AM& Admin >
® Getting started

& security >
f,  compliance

. Anthos >

COMPUTE
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Home > VSV-loT-Hub
{a} VSV-loT-Hub | loT devices #
loT Hub
2 search (Ctri+/) « New (O Refresh

@ Pricing and scale View, create, delete, and update devices in your loT Hub,

&> Networking

Field Operator Value
A Certificates d

. X | select or enter a property name ~ H = \/H specify constraint value

@ Built-in endpaints
T Add a new clause

-" Failover
25 properties Query devices /> Switch to query editor
B Locks
Explorers Device ID Status Last Status Update (UTC)  Authentication Type Cloud to Device Message Count
B query explorer

Ve raspberrypi_PRL Enabled - Sas 0
B 0T devices

raspberrypi_VSA Enabled - Sas 0

Automatic Device Management
& o7 dge raspberrypi_ALS Enabled - Sas 0
& 10T device configuration SCADAGateway Enabled - Sas 0
Messaging

T File upload

V. Message routing
Security

© Ovenview

O Ssecurity Alerts
= Recommendations
€ Settings

Monitaring
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AWSIaT > Thing: m
Things

Documentation (4
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= Google Cloud Platform  3s vaviotapp v

o7 Core Devices Bcreseavence W

Registry ID: vsv-iot
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[

~ Essentials

m -
Configure

_—
® Locole

order Manitoring

L

Compatbiny e

I

- _ Il

AWS loT x

Monitor
Activity
¥ Onboard
Get started
Fleet provisioning templates
¥ Manage
Things
Types
Thing groups
Billing groups
Jobs

Tunnels
» Greengrass
» Secure
» Defend

¥ Act
Rules

Destinations

Test

Software
Settings

Learn
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AWS loT Rules

yy

sa8loboats]

& Resource uilization

vsviothub]

queuedUtcTine

a5 dat

loTdatatoAnalytics

loTdatatoAnalytics

ENABLED

Overview Description
No description
Rule query statement

The source of the messages you want to process with this rule.

SELECT temperature, humidity, battery, pressure, timestamp, mac FROM

' /Raspberrypi_\

Using SQL version 2016-03-23

Actions

Actions are what happens when a rule is triggered. Learn more

Send a message to loT Analytics

vsviotapp_channel

vsviotdata

* Store a message in an Amazon 53 bucket

Error action

NHz S&a Ay |

Remove

Remove

Actions ~

Edit

Edit

Edit

Edit
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= Google Cloud Platform % vaviotapp = @ Search products and resourcas
22 Pub/sub & deviceevents + PUBLISHMESSAGE @ VIEWMESSAGES -+ TRIGGERCLOUD FUNCTION & IMPORT = [ DELETE C SHOW INFO PRNEL
]
Tha topic haa o subscriptions and messages pudlishad wil balost
= subucriptions
B snepshors Topic detalls
B
t=
= et
Export to BigQuery x Export to Cloud Storage x
reate a Dataflow ob to &xport data 1o & Bigauery table. Create a Dataflow job to export data to 8 text or Avo file In Choud Storsge.
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Operstionsises
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Labels
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