
 

 
This is a self-archived – parallel published version of this article in the 

publication archive of the University of Vaasa. It might differ from the original. 

Managing Ethical Requirements Elicitation 

Author(s): Siakas, Errikos; Rahanu, Harjinder; Loveday, Joanna; Georgiadou, Elli; 

Siakas, Kerstin; Ross, Margaret 

Title: Managing Ethical Requirements Elicitation 

Year: 2023 

Version: Accepted manuscript 

Copyright © 2023 Springer. This is a post-peer-review, pre-copyedit version of an 

article published in Systems, Software and Services Process 

Improvement: 30th European Conference, EuroSPI 2023, Grenoble, 

France, August 30 – September 1, 2023, Proceedings, Part I. The final 

authenticated version is available online at: 

https://doi.org/10.1007/978-3-031-42307-9_19 

Please cite the original version: 

 Siakas, E., Rahanu, H., Loveday, J., Georgiadou, E., Siakas, K. & Ross, 

M. (2023). Managing Ethical Requirements Elicitation. In Yilmaz, M., 

Clarke, P., Riel, A. & Messnarz, R. (eds), Systems, Software and 

Services Process Improvement: 30th European Conference, EuroSPI 

2023, Grenoble, France, August 30 – September 1, 2023, Proceedings, 

Part I (pp. 258–272). Communications in Computer and Information 

Science: vol 1890. Springer. https://doi.org/10.1007/978-3-031-42307-

9_19 

 



   
 

   
 

Managing Ethical Requirements Elicitation    Errikos Siakas1, Harjinder Rahanu2, Joanna Loveday2, Elli Georgiadou2, Kerstin Siakas3, 4, Margaret Ross5 
1National Archaeological Museum, Athens, Greece  esiakas@culture.gr   

2Middlesex University London, London, UK  harjinder2@mdx.ac.uk  J.Loveday@mdx.ac.uk   elli.georgiadou@gmail.com  
3Interenational Hellenic University, Thessaloniki, Greece  siaka@the.ihu.gr  

4 University of Vaasa, Vaasa, Finland  
5 Southampton Solent University, Southampton, UK  margaret.ross@bcs.org.uk 

Abstract   The process of Requirements Elicitation (RE) demands from a software development team the need to communicate and engage with a variety of stakeholders, for numerous purposes regarding many aspects of the project. The aim is to translate the needs of the “customer” into accurate and actionable requirements. In this initial step of the software life cycle process several ethical challenges are invoked, which, if left unresolved, may lead to unintended consequences.   Computer Ethics focuses on the questions of right and wrong that arise from the development and deployment of computers. Thus, it urges that the ethical and social impact of computers must be analysed. The purpose of normative ethics is to scrutinise standards about the rightness and wrongness of actions, the goal being the identification of the true human good. A rational appeal can be made to normative ethical principles to arrive at a judicious, ethically justifiable judgement.   In software engineering, the Software Process Improvement (SPI) Manifesto was developed by groups of experts in the field, aimed to improve the software produced, through improving the process, the attitudes of software engineers, and the organisational culture and practices. In this position and constructive design research paper, we argue that software developers, in accordance with the SPI Manifesto aim of improving the software produced, address the ethical challenges invoked in the Requirements Elicitation process.   The steps taken in this paper are: First we report on the findings of a broad literature review of related research, which refers to the current challenges in RE. Second, we source from ethical theory, generic Deontological and Teleological ethical principles that can serve as normative guidelines for addressing the challenges identified in the initial step. Third, we prescribe a set of ethical rights and duties that must be exercised and fulfilled by software developers for them to exhibit ethical behaviour. Each of these suggested actions are substantiated via an appeal to one, or several normative guidelines, identified in the second step. By identifying and recommending a set of defensible ethical obligations that must be fulfilled in the RE process, software developers can fulfil their ethical duties and thus reduce the number of unintended consequences that plague Requirements Elicitation. Ultimately RE must be underpinned with ethical consideration.  Keywords: Computer Ethics, Requirements Elicitation, Ethical Theory, SPI Manifesto  1 Introduction   Requirements gathering is a vital part of any project, but this exercise can easily become a challenging endeavour. Proper due consideration needs to be paid in requirements elicitation in a software project, which is viewed as one of the most salient and difficult tasks during the software process. Hofmann and 



   
 

   
 

Lehner [1] state that shortcomings in the handling and treatment of requirements are one of the main causes of failure of software projects. Ferreira Martins et al. [2] argues that the negative effects of a misconducted software requirements elicitation are well known project delays, cancellations and deliveries of incomplete work.  The process of Requirements Elicitation (RE) demands from a software development team the need to communicate and engage with a variety of stakeholders, for numerous purposes regarding many aspects of the project. The aim is to translate the needs of the “customer” into accurate and actionable requirements.   1.1 Requirements Elicitation    Sommerville and Sawyer [3] define Requirements Engineering as “the process of discovering, documenting and managing the requirements for a computer-based system”. The goal of this set of logically related activities is to produce a set of system requirements which, best reflects what the customer actually wants. In requirements engineering, requirements elicitation is the practice of 
“researching and discovering the requirements of a system from users, customers, and other stakeholders” [4].  Stakeholders have input at various stages of the system lifecycle, typically input at the initial stage where requirements are elicited; input essential during requirements analysis and negotiation, and finally accept the system into deployment. Thus, Ryan [5] argues careful selection of appropriate stakeholders is therefore fundamental to the success of the project. It follows that to gather requirements, the first step is to identify the right stakeholders from whom those requirements are to be gathered. Identification and involvement of stakeholders in RE process, require that stakeholders can be identified and that they are willing to participate in the collaborative elicitation and prioritization process.   Stakeholders of globally available platforms, such as Facebook and Instagram, with millions of location-independent, heterogeneous and out of organizational reach end-users and people affected by the system, may either be unknown or cannot easily be identified for participating in RE activities. Current RE approaches try to deal with such stakeholders by online polls, questionnaires, or pilot studies. Siakas et al. [6] claim that social media and crowdsourcing are particularly useful in RE for involving stakeholders out of organisational reach working in a dynamic context where requirements evolve regularly. Crowdsourcing denotes the act of outsourcing tasks or business activities through an open call to a large group of external people in a self-selected network of undefined individuals or community (a crowd) that use different social media for collaboration [7].   Johnson [8] argues that requirements elicitation is the most salient stage of software development, and that a list of incomplete requirements is one of the most common reasons for IT project failure.  There exists a plethora of methods or techniques that have been proposed to acquire information for the purposes of elicitation. Based upon a comprehensive systematic literature review, several RE techniques are identified [9], as presented in Figure 1.  

 Figure 1 – Techniques to acquire information for the purposes of requirements elicitation. 



   
 

   
 

 In terms of selecting a technique from the wealth of methods available, Davis, et al. [10] concludes that there is little consensus/agreement among experts on how best to elicit information or knowledge.  Valusek and Fryback [11] state that acquisition, comprehension and volatility are three categories of problems that affect the correct definition of software requirements.  Requirements volatility is the emergence of new requirements and modification or removal of existing requirements [12]. The reason for requirements volatility is that requirements are not fully known or understood in the beginning of a project. However, new requirements and alterations to requirements can appear during any development phase. This happens because there may be contextual alterations in e.g. organisational goals and objectives, policies, structures, work roles and environmental changes that directly have an influence on the system requirements. Stakeholders needs may also mature due to increased knowledge brought on by the development activities. If such alterations are not taken into consideration, the original requirements will become incomplete and inconsistent with the new situation. In addition, requirements are usually determined by individuals who may have conflicting needs and goals. In a g lobal context these individuals might come from different national, organisational and team cultures with different values and preferences. To lessen volatility risks an iterative process for requirements elicitation is proposed [12].  This paper focuses on problems concerning acquisition, i.e., information or knowledge elicitation.    1.2 Computer Ethics    In Requirements Elicitation, this initial step of the software life cycle process, several ethical challenges are invoked, which, if left unresolved, may lead to unintended consequences.   Kallman and Grillo [13] state that it is clearly dangerous to rely solely on law as a moral guideline because in certain circumstances bad laws exist. Inadequate laws may bind rules on society that fail to provide moral guidance.  History has presented us instances of immoral laws, which have excused society from fulfilling certain obligations and duties or allowed a society to justify their unethical behaviour. Ethical judgments simply do not have the same deductivity and objectivity as scientific ones. However, moral judgments should be based upon rational moral principles and sound, carefully reasoned arguments. Normative claims are supported by: “An appeal to defensible moral principles, which become manifest through rational discourse” [14].    A normative claim can only be substantiated, and a rational discourse presented, through an appeal to such principles. In Section 2 the authors identify the current issues concerning the RE process. Thus, with regards to the ethical issues raised by Requirements Elicitation, in Section 3 of this paper we will present a list of defensible ethical principles, which are taken from ethical theory. Several heuristics are suggested in Section 4, which if followed may lead to ethical guidance concerning RE. These normative claims are substantiated via the citation of one or a few of the ethical principles from Section 3. Thus, each heuristic is based upon rational moral and philosophical principles and sound, carefully reasoned arguments.    1.3 SPI Manifesto    Three core values and ten principles constitute the Software Process Improvement (SPI) Manifesto, which serves as an expression to state-of-the-art knowledge on SPI. In planning a SPI project, the manifesto can be used to better facilitate the necessary corresponding change in the organisation [15] [16] [17] [18].   The argument put forward in this paper that we, as SPI professionals, need to fulfil ethical duties concerning the software process assessment to improve the quality and productivity of software development processes, ultimately to produce high-quality software using a productive and efficient team, which all correlates with the values outlined in the SPI manifesto. The SPI values: must involve people actively and affect their daily activities; is what you do to make business successful; and is inherently linked with change. These three values can be decomposed into a set of principles, which in turn serve as foundations for action. The notion of improving the software development process, of which Requirements Elicitation is a pivotal phase, is implicitly implied in the SPI Manifesto values and principles.  Making ethical choices is not a purely deductive exercise like mathematics. Many people may rely on intuition or personal preferences alone. However, computer ethics can provide a more logical and rational 



   
 

   
 

approach, whether formal or informal guidelines or an academic theory are employed. Computer ethics provides rules and principles that, when applied to a case where ethical guidance is required, lead to a higher quality decision than one that relies on intuition or personal preferences alone [14] [40]. The aim of the paper is to identify the ethical issues invoked in the process of Requirements Elicitation (the case), via a Literature Review. Then by applying ethical normative principles to this case, the authors of this paper aim to produce several heuristics, that if adhered to by software developers can lead to higher quality decisions being arrived at compared to those attained without any conscious reasoning. These ethically defended decisions, i.e., heuristics, have the potential to address the ethical issues, which have been identified as concerns in this initial step of the software life cycle process.  This paper is divided into five sections. Section 2 will describe the motivation of this study in more detail and will introduce the respective background. The research methodology used will be described in section 3. Section 4 will briefly list the key milestones in the application of the selected methodology, leading on to section 5 where the results of the review will be explained. Finally, section 6 will discuss the findings and the limitations of the approach taken.  2 Ethical Challenges in Requirements Elicitation: A Literature Review  The International Council on Systems Engineering (INCOSE) outlines several guidelines for writing better requirements, e.g., the Guide to Writing Requirements (GtWR), the Needs and Requirements Manual (NRM), and the Guide to Needs and Requirements (GtNR). INCOSE state that when defining needs and requirements, it is important that they have the characteristics of well-formed needs and requirements, concluding that the underlying analysis from which a need or requirement was derived is as important as how well the need or requirement statement is formed [38].  ISO (International Organization for Standardization) and IEC (International Electrotechnical Commission) work in the development of International Standards to deal with fields of technical activity including systems and software engineering and the system life cycle processes. For example, ISO/IEC/IEEE 29148:2018 which provides a unified treatment of the processes and products involved in engineering requirements throughout the life cycle of systems and software [39].  Yet over 70% of project failures can be attributed to issue in the requirements gathering process [19]. Failure to gather requirements effectively typically lead to scope creep; running out of resources; missing deadlines; going over budget; and poor project delivery. Hussain et al. [20] argue that requirements engineering is pivotal and central to every successful software development project. They identified 
several reasons why software projects fail of which “poorly elicited, documented, validated and managed requirements contribute grossly to software projects failure”.  Systems development is a “socio-technical endeavour to make use of human and technological resources to achieve a collective task” [21]. Requirements elicitation, seen as being a key and vital facet of requirements engineering, is based on multiple viewpoints to define stakeholder needs. A close interaction between developers, end-users of the system, the customer et al. is needed by requirements’ 

gathering. Therefore, the resulting system’s functionality is intimately tied to this human context.  To commence with the elicitation of stakeholder requirements, the first step must be to identify the stakeholders from whom those requirements are to be gathered. The traditional definition of a stakeholder as someone who “has a stake in the project—that is, someone who is affected by the system in some way or can affect the system in some way” is not useful because it often difficult to find someone who is not affected by the system. Therefore, a more useful definition of a stakeholder is proposed: “someone who has a right to influence the system” [5].  But the method for selecting stakeholders must not overlook ethical concerns and marginalized social/stakeholder perspectives. The requirements gathered from only one group (level) will likely be biased by the “level of abstraction from which those people conceive the problem, their planning horizon, detailed acquaintance with the application, personal preconceptions, goals, and responsibilities” [22]. Therefore, a true articulation of the requirements can be obtained only from collecting information from all parties concerned. The authors also recognise the problems in fostering understanding among the different communities affected by the development of a given system. Seyff et al. [23] argue that most approaches to requirements elicitation, prioritization and negotiation promote the involvement of success-critical stakeholders, for example, end users of the system. But these 



   
 

   
 

approaches are found lacking because they do not sufficiently support non-traditional contexts such as mobile computing, cloud computing or software ecosystems. The authors argue that in these contexts the project requires the involvement of a vast number of “heterogeneous, globally distributed and potentially anonymous stakeholders”. Thus, these approaches to RE rightly involve success-critical stakeholders however, there is a lack of suitable elicitation techniques and novel RE approaches and methods are needed to give end users “their own voice”.  The requirements elicitation process often starts with an interview between a customer and a requirements 
analyst. It is in these interviews that ambiguities “in the dialogic discourse may reveal the presence of tacit knowledge that needs to be made explicit”. The authors, thus argue that it is important to understand 
the nature of ambiguities in interviews and to provide analysts with “cognitive tools to identify and alleviate ambiguities” [24]. Requirements maybe ambiguous, inconsistent, or incomplete, making it difficult for engineers to understand what the system should do. Ferrari et al. [25] argue that ambiguity in communication is often perceived as a major impediment for knowledge transfer, resulting in unclear and incomplete requirements documents. The authors define ambiguity as a class of four main sub-phenomena, i.e., unclarity, multiple understanding, incorrect disambiguation and correct disambiguation.  Ambriola and Gervasi [26] present the ambiguity in requirements engineering, focused on natural language (NL) ambiguities in requirements documents (i.e., textual documents).   In the RE stage in addition to explicit communication and close collaboration between involved stakeholders, contextual, organizational, and cultural factors also need to be taken into consideration for increasing the probability of improved accuracy and completeness of the requirements, and ultimately success of the projects [6].  3 Defensible Ethical Principles   There are a range of ethical theories that have been developed throughout history and one or a combination of these can be selected. Fundamentally there are two basic approaches to ethics: Teleological theories (consider the consequences of an action as a measure of goodness) and Deontological theories (emphasise the rightness of an action above the goodness it produces).  Teleological theories give priority to the good over the right, and they evaluate actions by the goal or consequences that they achieve. Thus, correct actions are those that produce the best or optimise the consequences of choices, whereas wrong actions are those that do not contribute to the good. Three examples of the Teleological approach to ethics are Egoism, Utilitarianism and Altruism, see Figure 2. According to a Deontological framework, actions are essentially right or wrong regardless of the consequences they produce. An ethical action might be deduced from a duty (Pluralism) or a basic human right (Contractarianism), see Figure 2, but it never depends on its projected outcome [13].  3.1 Deontological Principles  In duty-based ethics (Pluralism) there are seven basic moral duties that are binding on moral agents. In rights-based ethics (Contractarianism) a right can be defined as entitlement to something.  In the field of Information Technology three specific rights are identified: 1. The right to know, 2. The right to privacy, and 3. The right to property [13]. Seven further rights were advocated as ones in a digital world [28]. All ten rights, and seven basic duties, are identified and listed in Figure 2.  3.2 Telelogical Principles  Three examples of the Teleological approach to ethics are Egoism, Utilitarianism and Altruism [13]. Egoism is grounded in the concept of self-interest, which is used as justification when something is done to further an individual's own welfare. The principle of Utilitarianism embodies the notion of operating in the public interest rather than for personal benefit.  The Utilitarian principle determines an action to be right if it maximises benefits over costs for all involved, everyone counting equal. Altruism is invoked when a decision results in benefit for others, even at a cost to some including the altruist himself/herself. Thus, an action is determined to be right if it maximises the benefits of some, even at the cost to others involved.  Kallman and Grillo [13] present a framework for ethical analysis. Amongst, a multitude of other details, it lists some basic moral principles and theories that can serve as normative guidelines for addressing the 



   
 

   
 

moral issues, cases where ethical and professional issues may have been invoked. The Deontological and Teleological principles outlined in sections 3.1 and 3.2, above, constitute this framework. In addition, the normative principles of Autonomy, Informed Consent and the Golden Rule are also considered. Because of their simplicity and concreteness, these principles are seen as serving “a more practical and direct way of coming to terms with a moral dilemma” [14].  These Deontological and Teleological normative principles [13] [14] [27] [28] are enumerated in Figure 2.  

 
Figure 2 – Ethical Normative principles sourced from Ethical Theory.   The appropriate and respective normative principles presented above will be applied to the moral dilemmas that are invoked by systems development and deployment by business process engineers, software engineering teams, process improvement managers, and others   4 Heuristics  Several heuristics are suggested below, which if followed may lead to ethical requirements elicitation in RE. Each rule of thumb is substantiated by citing one or several ethical normative principles, listed in Figure 2, above. Often there is a lack of relevant knowledge or inexperience in both developers and clients. These heuristics offer ethical instruct in such circumstances.  

  1. Use of Direct Observation: Antona, et al. [29] advocate the use of Direct Observation, as a method of understanding and investigating the user experience, which is usually deployed in field research used in anthropology, ethnography and ethnomethodology. The authors argue that by examining the users in context it can potentially produce a richer understanding of the relationships 
between “preference, behaviour, problems, and values”. Four basic principles that underly Ethnographic methods are: Natural settings (The foundation in ethnography is field work, where people are studied in their everyday activities); Holism (People’s behaviours are understood in relation to how they are embedded in the social and historical fabric of everyday life); Descriptive (The ethnographers describe what people do, not what they should do. No judgment is involved); and Members’ point of view (The ethnographers create an understanding of the world from the point of view of those studied) [30]. 

• Deontology (Pluralism): Justice  
• Deontology (Pluralism): Beneficence  
• Deontology (Pluralism): Non-injury  
• Deontology (Contractarianism): The right not to be discriminated against  
• Deontology (Contractarianism): The right to fair access to, and development of        communication resources 
• Principle of Autonomy 
• Teleology: Utilitarianism  



   
 

   
 

2. Use of Social Networks and Collaborative Filtering: Mulla [31] argues for the methods to identify and prioritize stakeholders and their respective requirements, particularly so in large scale software projects. The author advocates a method for eliciting requirements in large scale software projects using social networks and collaborative filtering. A social network is a structure, comprising of actors (individuals, corporate/collective units, etc.) and the relation(s) conferred upon them. Actors are linked to one another via relational or social ties. Ties can be an evaluation of one person by another (friendship, liking or respect); transfer of material resources (e.g., business transaction); an association/affiliation (e.g., belonging to the same social group) and formal relations (e.g., authority). Valued relations are determined from stakeholders assigning values to the ties and thus overtime a well-connected network is achieved, which can be interrogated to identify and priorities requirements. 
• Deontology (Pluralism): Justice 
• Deontology (Pluralism): Beneficence  
• Deontology (Pluralism): Non-injury 
• Deontology (Contractarianism): Political Participation 
• Deontology (Contractarianism): Freedom of Expression 
• Deontology (Contractarianism): The right not to be discriminated against 
• Teleology: Utilitarianism  3. Use of Natural Language Processing (NLP): Natural Language Processing is a field of research and application that analyses how with the help of machine we can comprehend and manipulate natural language for further exploration, utilizing numerous computational techniques for the automated analysis and representation of human language [32]. Ambiguity in Natural Language Processing can be removed using Word Sense Disambiguation; Part of Speech Tagger; HMM (Hidden Markov Model) Tagger; and/or Hybrid combination of taggers with machine learning techniques. These examples of cognitive tools can help identify and alleviate the issues of ambiguity that may be found in textual documents generated in the requirements elicitation process. 
• Deontology (Pluralism): Beneficence  
• Deontology (Pluralism): Non-injury  
• Deontology (Contractarianism): The right to fair access to, and development of, communication resources  
• Teleology: Utilitarianism  4. Conduct an Operational Feasibility Study: Stair and Reynolds [33] define an operational feasibility study as the process of determining how a system will be accepted by people (assessing employee resistance to change, gaining managerial support for the system, providing sufficient motivation and training, and rationalising any conflicts with organisational norms and policies) and how well it will meet various system performance expectations (for example, response time for frequent online transactions, number of concurrent users it must support, reliability, and ease of use). There is an ethical duty to assess the requirements elicited in the context of an operational feasibility study. In the first instance the study should determine how the requirements will be accepted by marginalized social/stakeholder perspectives. This may, for example, imply dialogue between analysts and trade unions representatives (expressing employee resistance). These representatives should have entitlements to be part of the consultation and elicitation process because the resulting system, which is designed and deployed, including the introduction and adoption of new technology, 

will affect its members’ working practices. 
• Deontology (Pluralism): Beneficence  
• Deontology (Pluralism): Non-injury 
• Deontology (Contractarianism): Political Participation 
• Deontology (Contractarianism): Freedom of Expression 
• Deontology (Contractarianism): The right not to be discriminated against 
• Teleology: Utilitarianism 
• Principle of Informed Consent  5. Harness Social Network Site (SNS): Seyff et al. [23] report on the efficacy of using a popular social network site to support requirements elicitation, prioritization and negotiation. The use of SNS in this approach was applied to allow potential stakeholders to actively participate in RE activities of projects. Although there are limitations reported, the results show that a popular social network site can effectively support distributed RE. The use of SNS is advantageous to cope with short time-to-market periods, when the methods to be used need to be fast, easy and inexpensive. Kengphanphanit and Muechaisri [34] report on an approach to extract requirements automatically 



   
 

   
 

from user feedbacks on social media and classify user feedbacks to requirements and non-requirements using Naïve Bayes's Machine Learning. 
• Deontology (Pluralism): Justice 
• Deontology (Pluralism): Beneficence  
• Deontology (Pluralism): Non-injury 
• Deontology (Contractarianism): Political Participation 
• Deontology (Contractarianism): Freedom of Expression 
• Deontology (Contractarianism): The right not to be discriminated against 
• Teleology: Utilitarianism  6. Ethical User Stories in Agile software development: A user story is used to acquire the details of a requirement from an end-user’s point of view, in the Agile software development approach [35]. 

The user story articulates a simple concise description of a requirement told from the user’s perspective, which specifies i) what type of user you are, ii) what you want and iii) the reason behind it. The authors of this paper argue that a fourth element be introduced into the structure that permits an expression by the end user that of specifying ethical rights and /or duties that could be exercised via the requirement. 

 Figure 3 – Structure of an Ethical User Story  Scrum teams generally follow a simple approach for a user story: As a < type of user >, I want < some goal 
> so that < some reason >. With the proposed introduction of I can exercise <Ethical Right/Duty> the user story can be a call to conversation spoken in an ethical language. Although a user story is not part of a contractual agreement, it does permit a place for the conversation allowing the essence of what type of functionality the businesspeople want, why it is needed [36] and know its ethical defence. Thus, stakeholders, development team, and the product owner negotiate their details in the context of ethical aspects. All development should be seen through this ethics lens. The British Computer Society (BCS) [37] argues that this is vital if practitioners are to become responsible computing professionals that they do so. If an end user is uncertain of what the ethical rights/duties are which they can exercise, then it is the professional duty of the developer to inform them [37].  

• Deontology (Pluralism): Justice 
• Deontology (Pluralism): Self Improvement  
• Deontology (Pluralism): Non-injury 
• Deontology (Contractarianism): Political Participation 
• Deontology (Contractarianism): Freedom of Expression 
• Deontology (Contractarianism): The right not to be discriminated against 
• Teleology: Utilitarianism  7. Select success critical stakeholders: In RE a judgement needs to be made as to whether a stakeholder is important enough to be engaged in the process. Stakeholders are important to identify and to manage for businesses and/or projects to have a high chance of success, but how can we ensure we use our limited resources, e.g., time and money, in an efficient way?  Mendelow [41] proposes a a power-interest grid, see Figure 4, which considers stakeholder power and expectations, therefore their likely interest(s). This matrix can be used to determine and present the potential influence of stakeholder groups. 

As a <User Role>

I want <Goal>

So that <Benefit>

I can exercise <Ethical Right/Duty>



   
 

   
 

 Figure 4 – A Mendelow Power-Interest grid  Therefore, in the approach to requirements elicitation, the potential use of the Mendelow power-interest grid can assist in the identification, prioritization and negotiation of success-critical stakeholders. 
• Deontology (Pluralism): Justice 
• Deontology (Pluralism): Beneficence  
• Deontology (Pluralism): Non-injury 
• Deontology (Contractarianism): Freedom of Expression 
• Teleology: Utilitarianism   5 Conclusions  The rationale of applying the ethical framework presented in this paper was to identify and defend ethical stances that can be taken in the concerns over requirements elicitation, a crucial stage in Requirements Engineering. In doing so, the authors conclude that the importance of ethical considerations in the RE can be brought to the attention of the systems development and software engineering community, and all stakeholders, thus help raise the visibility its ethical use. In doing so it can also contribute to project success, avoiding the pitfalls that are present in failed software development projects, which fail to address the issues in the RE process.   The paper contributes to the current ethical and philosophical discourse relating to requirements elicitation. A set of heuristics for the ethical guidance has been proposed which will raise awareness of the moral issues and help guide analysts and users in the RE process. The development of a set of ethical heuristics presented this paper is an important one. There are instances where the relationship between law and ethics breaks down, and the law fails to provide moral guidance. Thus, to solely rely on the law for guidance, to exclusively fulfil legal duties, may lead to occasions where an individual fails to accomplish their ethical responsibility. A corresponding legal duty may not exist binding an analyst to undertake the proposed activities in the stated heuristics, but this should not be an obstacle stopping them from fulfilling these ethical obligations.     Additional research could include an ethical analysis of each phase of the systems development life cycle (SDLC). Thus, at each stage of the process for planning, analysing, designing, coding, testing, deploying and maintaining information system, systems analysts and developers will be conscious of the duty they have to incorporate ethical considerations into the system’s specification and design. Another area of investigation is to conduct an ethical analysis, using the principles outlined in Figure 2, of the various elicitation techniques that are outlined in Figure 1, and in which circumstances they are most effective and efficient. The results of such an analysis may permit the identification of the ethical efficacy of each approach. This may assist RE engineers to identify the most appropriate RE technique(s) to deploy, whilst concurrently maximising the ethical advantages. Future research looks to conducting empirical research based on observation and measurement of IS development projects to confirm, and substantiate, the efficacy of the proposed heuristics in this paper.  Future literature review in terms of breadth of coverage may flag further ethical challenges in the Requirements Elicitation process, and thus enable additional heuristics to be identified and presented.   The notion of ethical duty needs to be explicitly addressed in the SPI Manifesto. Although these are 

implied in the manifesto’s three values and ten respective principles, there needs to be a much more unequivocal statement with regards to how these notions must govern organisational and personal 
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behaviour in relation to Software Process Improvement work. Thus, a fourth value could be appended to the SPI Manifesto: Ethical Duties and corresponding principles declared and adopted.     References  1. Hofmann, H.F. and Lehner, F. (2001). Requirements engineering as a success factor in software projects. IEEE software, 18(4), pp.58-66. 2. Ferreira Martins, H., Carvalho de Oliveira Junior, A., Dias Canedo, E., Dias Kosloski, R.A., Ávila Paldês, R., and Costa Oliveira, E. (2019). Design Thinking: Challenges for Software Requirements Elicitation. Information. 10, 371. https://doi.org/10.3390/info10120371   3. Sommerville, I. and Sawyer, S. (1997). Requirements Engineering: A Good Practice Guide, Wiley. 4. Rowel, R. and Alfeche, K. (1997). Requirements Engineering A good practice guide. John Wiley and Sons. 5. Ryan, M.J. (2014). The Role of Stakeholders in Requirements Elicitation, John Wiley & Sons Inc., available at: https://onlinelibrary.wiley.com/doi/pdf/10.1002/j.2334-5837.2014.tb03131.x 6. Siakas, E., Rahanu, H., Georgiadou, E., Siakas, K. (2021). Towards Reducing Communication Gaps in Multicultural and Global Requirements Elicitation. In: Yilmaz M., Clarke P., Messnarz R., Reiner M. (eds) Systems, Software and Services Process Improvement. EuroSPI 2021. Communications in Computer and Information Science, vol 1442. Springer, Cham. pp. 257-277 https://doi.org/10.1007/978-3-030-85521-5_17  7. Siakas, D., Siakas, K. (2020). Value Proposition through Knowledge Sharing and Crowdsourcing: Engaging Users of Social Networking, Journal of Media Management and Entrepreneurship (JMME), IGI Global, DOI: 10.4018/JMME.2020010108, Vol. 2(1), pp. 124-138. 8. Johnson, J. (2018). CHAOS Report: Decision Latency Theory: It Is All About the Interval, The Standish Group. 9. Alflen, N.C., Prado, E.P. and Grotta, A., (2020). A Model for Evaluating Requirements Elicitation Techniques in Software Development Projects. In ICEIS (2) (pp. 242-249). 10. Davis, A., Dieste, O., Hickey, A., Juristo, N. and Moreno, A.M. (2006). Effectiveness of Requirements Elicitation Techniques: Empirical Results Derived from a Systematic Review, 14th IEEE International Requirements Engineering Conference (RE'06), Minneapolis/St. Paul, MN, USA, pp. 179-188, doi: 10.1109/RE.2006.17. 11. Valusek, J. R. and Fryback, D. G. (1987). Information requirements determination: Obstacles within, among and between participants. In: Information Analysis: Selected Readings, ed. Gallers, R. Reading, MA, USA: Addison Wesley, pp. 139-151. 12. Siakas, E., Rahanu, H., Georgiadou, E., Siakas, K. (2022). Requirements Volatility in Multicultural Situational Contexts. In: Yilmaz, M., Clarke, P., Messnarz, R., Wöran, B. (eds) Systems, Software and Services Process Improvement. EuroSPI 2022. Communications in Computer and Information Science, vol 1646, pp. 633-655, Springer, Cham. https://doi.org/10.1007/978-3-031-15559-8_45  13. Kallman, E.A. and Grillo, J.P. (1996). Ethical Decision Making and Information Technology: An Introduction with Cases New York: McGraw-Hill Inc. 14. Spinello, R.A. (1995). Ethical Aspects of Information Technology Englewood Cliffs, New Jersey: Prentice-Hall, Inc.  15. Korsaa, M., Biro, M., Messnarz, R., Johansen, J., Vohwinkel, D., Nevalainen, R., & Schweigert, T. (2012). The SPI Manifesto and the ECQA SPI manager certification scheme. Journal of Software: Evolution and Process, 24(5), 525-540.  16. Korsaa, M., Johansen, J., Schweigert, T., Vohwinkel, D., Messnarz, R., Nevalainen, R., & Biro, M. (2013). The people aspects in modern process improvement management approaches. Journal of Software: Evolution and Process, 25(4), 381-391.  17. Messnarz, R., Sicilia, M. A., Biro, M., Garcia Barriocanal, E., G. Rubio, M., Siakas, K., & Clarke, A. (2014). Social responsibility aspects supporting the success of SPI, Journal of Software: Evolution and Process, 26(3), 284-294  18. Sanchez-Gordon, M. L., Colomo-Palacios, R., & Amescua, A. (2013). Towards measuring the impact of the SPI manifesto: a systematic review, In Proceedings of European System and Software Process Improvement and Innovation Conference (pp. 100-110)  19. Stieglitz, C. (2012). Beginning at the end—requirements gathering lessons from a flowchart junkie. Paper presented at Project Management Institute Global Congress, Vancouver, British Columbia, Canada. Newtown Square, PA: Project Management Institute. Available at: https://www.pmi.org/learning/library/requirements-gathering-lessons-flowchart-junkie-5981 [date accessed: 12 April 2023] 

https://doi.org/10.3390/info10120371
https://onlinelibrary.wiley.com/doi/pdf/10.1002/j.2334-5837.2014.tb03131.x
https://doi.org/10.1007/978-3-030-85521-5_17
https://doi.org/10.1007/978-3-031-15559-8_45
https://www.pmi.org/learning/library/requirements-gathering-lessons-flowchart-junkie-5981


   
 

   
 

20. Hussain, A. Mkpojiogu, E.O.C. and Kamal, F.M. (2016). The Role of Requirements in the Success or Failure of Software Project. International Review of Management and Marketing. Vol. 6(7), pp. 306-311. 21. Raza, S.A. (2021). Managing ethical requirements elicitation of complex socio-technical systems with critical systems thinking: A case of course-timetabling project. Technology in Society, Vol. 66, 101626, https://doi.org/10.1016/j.techsoc.2021.101626.  22. Christel. M. and Kang, K. (1992). Issues in Requirements Elicitation. Software Engineering Institute, Carnegie Mellon University, Pittsburgh, Pennsylvania, Technical Report CMU/SEI-92-TR-012. Available at:  http://resources.sei.cmu.edu/library/asset-view.cfm?AssetID=12553 [date accessed: 12 April 2023] 23. Seyff, N., Todoran, I., Caluser, K., Singer, L. and Glinz, M. (2015). Using popular social network sites to support requirements elicitation, prioritization and negotiation. Journal of Internet Services and Applications. Vol 6(7). https://doi.org/10.1186/s13174-015-0021-9  24. Elrakaiby, Y., Ferrari, A., Spoletini, P., Gnesi, S. .and Nuseibeh, B. (2017). Using Argumentation to Explain Ambiguity in Requirements Elicitation Interviews. IEEE 25th International Requirements Engineering Conference (RE), Lisbon, Portugal, 2017, pp. 51-60. https://doi.org/10.1109/RE.2017.27. 25. Ferrari, A., Spoletini, P. and Gnesi, S. (2016). Ambiguity and tacit knowledge in requirements elicitation interviews. Requirements Engineering. Vol. 21(3) https://doi.org/10.1007/s00766-016-0249-3 26. Ambriola, V. and Gervasi, V. (2006). On the systematic analysis of natural language requirements with Circe. Automated Software Engineering, Vol 13, 107-167 https://doi.org/10.1007/s10515-006-5468-2  27. Ross W.D. (1930). The Right and the Good, Clarendon Press  28. Hamelink, C.J. (2000). The Ethics of Cyberspace, Sage Publications Limited  29. Antona, M., A., Ntoa, S., Adami, I. and Stephanidis, C. (2009). User Requirements Elicitation for Universal Access. In The Universal Access Handbook, Taylor & Francis 30. Blomberg, J., Burrell, M., and Guest, G. (2002). An ethnographic approach to design. in The Human-Computer Interaction Handbook: Fundamentals, Evolving Technologies and Emerging Applications (Jacko J.A. and Sears, A. eds.), pp.964–986. Mahwah, NJ: Lawrence Erlbaum Associates 31. Mulla, N. (2012). A New Approach to Requirement Elicitation Based on Stakeholder Recommendation and Collaborative Filtering. International Journal of Software Engineering & Applications, Vol. 3(3) https://doi.org/10.5121/ijsea.2012.3305  32. Vashistha, S. (2021). Ambiguity in Natural Language Processing. Available at: http://blog.ncuindia.edu/2021/02/ambiguity-in-natural-language-processing.html [date accessed: 12 April 2023] 33. Stair, R. and Reynolds, G. (2017). Fundamentals of Information Systems, Cengage Learning, 9th Edition 34. Kengphanphanit, N. and Muechaisri, P. (2020). Automatic Requirements Elicitation from social media (ARESM). Proceedings of the 2020 International Conference on Computer Communication and Information Systems, August 2020, pp 57–62. https://doi.org/10.1145/3418994.3419004 35. Cohn, M. (2004). User Stories Applied: For Agile Software Development. Boston, MA: Pearson Education Inc. 36. Agile Alliance (2023). What does INVEST Stand For? Available at: https://www.agilealliance.org/glossary/invest/ [date accessed: 17 May 2023] 37. British Computer Society (2023). BCS Code of Conduct. Available at: https://www.bcs.org/membership-and-registrations/become-a-member/bcs-code-of-conduct/ [date accessed: 17 May 2023] 38. INCOSE (2022). INCOSE Guide to Writing Requirements V3.1 Summary Sheet. Available at:  https://www.incose.org/docs/default-source/working-groups/requirements-wg/rwg_products/incose_rwg_gtwr_summary_sheet_2022.pdf?sfvrsn=a95a6fc7_2 [date accessed: 17 May 2023] 39. ISO (2018). ISO/IEC/IEEE 29148:2018 Systems and software engineering - Life cycle processes - Requirements engineering. Available at: https://www.iso.org/obp/ui/#iso:std:iso-iec-ieee:29148:ed-2:v1:en [date accessed: 17 May 2023] 40. Johnson, D.G. (1997). Ethics online. Communications of the ACM, 40(1), pp.60-65. 41. Mendelow, A. L. (1991). Environmental Scanning: The Impact of the Stakeholder Concept. Proceedings From the Second International Conference on Information Systems, pp.407-418. Cambridge, MA. 

https://doi.org/10.1016/j.techsoc.2021.101626
http://resources.sei.cmu.edu/library/asset-view.cfm?AssetID=12553
https://doi.org/10.1186/s13174-015-0021-9
https://doi.org/10.1109/RE.2017.27
https://doi.org/10.1007/s00766-016-0249-3
https://doi.org/10.1007/s00766-016-0249-3
https://doi.org/10.1007/s10515-006-5468-2
https://doi.org/10.1007/s10515-006-5468-2
https://doi.org/10.5121/ijsea.2012.3305
http://blog.ncuindia.edu/2021/02/ambiguity-in-natural-language-processing.html
https://doi.org/10.1145/3418994.3419004
https://www.agilealliance.org/glossary/invest/
https://www.bcs.org/membership-and-registrations/become-a-member/bcs-code-of-conduct/
https://www.incose.org/docs/default-source/working-groups/requirements-wg/rwg_products/incose_rwg_gtwr_summary_sheet_2022.pdf?sfvrsn=a95a6fc7_2
https://www.incose.org/docs/default-source/working-groups/requirements-wg/rwg_products/incose_rwg_gtwr_summary_sheet_2022.pdf?sfvrsn=a95a6fc7_2
https://www.iso.org/obp/ui/#iso:std:iso-iec-ieee:29148:ed-2:v1:en
https://www.iso.org/obp/ui/#iso:std:iso-iec-ieee:29148:ed-2:v1:en

