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ABSTRACT

Algorithms anchumanlives are in many wayssymbiotic algorithms can be found anywhere
from personal devices to space explorationMars. We rely heavily on algorithms to assist and
take care of usbut algorithms can also have fatal unintended consequences. The subject of this
thesis is to find a way to increasdgorithms' trustworthiness by focusing on identifying and
categorizinghe unintended consequences algorithms orthe operational environment of al-
gorithms. The objective of this thesis is to provide what we call an Algorithm Poweix Nat

aid algorithm developers, regulatotsand private sector management in their quest for safely
deploying and managing advanced algorithms on a continuous Basteermore, we achieved
additional progress in algorithmgovernance a development that wasn't originally within the
scope of this study but was enabled by our primary discoveries.

The study was structureglsing design science research and design science research methodol-
ogy. A comprehensive literature review was conducted on algorithms and how they interact
with our society. We cover the fundamentals of algorithms, how theybaiitt, operated,and
interacted with, what consequences algorithms haaed how they are regulated. This is the
first phase to cover the essential parts of the study, which resulted in the creation of the first
version ofthe Algorithm Power Matrix. The secdmphase involved a group of expereviewing

and suggestingditions for the second iteration cycl€he final phase was to review the iterated
framework again, leading to ththird iteration cycle and finalizeflameworkpresentation.

The conclusion was that evenperts can have difficultiasmderstanding how different environ-
ments affect algorithm performance. Currentthere is an intuitive way in which the developers
utilize similar principles that are presented in this thesis, but this was the first time they saw
something like this on paper. There is a clear need to develop more tools for understanding and
controlling the effects of algorithmand the matrix provided in this thesis is just one example.
The main contribution obur researchis the Algorithm Power Matrix, which is a novel frame-
work for assessingnd managinghe potential impact and risk of algorithms based on tlusr

gree offreedom, autonomy, anchuman dependency. The matrix can help stakeholderamst
importantly, identify the appropriate level of oversigand accountabilityequiredfor specific
algorithms Ultimately leadingo the design and implementation @fthical and trustworthy al-
gorithms that respect human values. Further studiesraeessaryo determine more precise
thresholds for categorizinglgorithms and their operational environment.

KEYWORDSrustworthy and ethical algorithms, humesentered design, artificial intelli
gence governance, risk assessment, algorithm portfolio management
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TIIVISTELMA:

Algoritmit ja ihmistenelamat ovat monin tavoin symbioottisia. Niita 16ytyy kaikkialta henkil6-
kohtaisista laitteista avaruustutkimukseen Marsissa. Vaikka luotamme jatkuvasti algoritmien ky-
kyyn avustaa ja huolehtia meista, niilla voi olla my6s kohtalokkaita tahattomia haittéaviesia.

Taman opinnaytetydn tavoitteena oli kehittdd menetelma algoritmien luotettavuuden paranta-
miseksi tunnistamalla ja luokittelemalla niiden toimintaymparistéjen tahattomia haittavaikutuk-
sia. Opinnaytetytssa kehitettiin algoritmien voimamatriisi, jotek&oituksena on auttaa algo-
ritmien kehittdjia seka julkisen ja yksityisen sektorin johtoa edistyneiden algoritmien turvalli-
sessa ja jatkuvassa kayttoonotossa. Tutkimus tuotti lisdksi uusia edistysaskelia algoritmien hal-
linnassa, mika ei ollut alkuperaimeavoite, mutta toteutui muiden tutkimustulosten my6ta.

Tutkimus toteutettiin suunnittelutieteellisella tutkimusmenetelmalla. Tutkimuksen olennaisten
osien kattamiseksi suoritimme kattavan kirjallisuuskatsauksen algoritmeista, niiden yhteiskun-
nallisista vaikutuksista ja sdantelysta. Kirjallisuuskatsauksenlfzohyatyi ensimmainen versio
tutkimuksen artefaktista, algoritmi voimamatriisista. Tutkimuksen toisessa vaiheessa asiantun-
tijaryhma tarkisti artefaktin ja ehdotti muutoksia sen seuraavaan iteraatioon, hyédyntaen ryh-
man laajaa kaytanndén kokemusta algoritista. Tutkimuksen viimeisessa vaiheessa uudelleen
iteroitu artefakti esiteltiin asiantuntijaryhmalle. Heidéan palautteensa perusteitautettiin
kolmas iteraatio ja lopullinen artefakti.

Tutkimuksen keskeinen havainto oli, ettd jopa asiantuntijoiden on vaikea hahmottaa erilaisten
ymparistojen vaikutusta algoritmien toimintaan. Kehittajat kayttavat intuitiivisesti samankaltai-
sia tyoskentelyperiaatteita kuin tdssé opinnaytetydssa esitetytttannyt ne on ensimmaista
kertaa esitetty kirjallisessa muodossa. Tarvitaan lisda tydkaluja algoritmien vaikutusten ymmar-
tamiseen ja haittavaikutusten hallintaan. Tassa opinnaytetyssa esitelty matriisi on yksi naista
tyokaluista. Opinnaytetydn merkittavikontribuutio on algoritmi voimamatriisi, uudenlainen
viitekehys algoritmien potentiaalisten riskien arviointiin nilden monimutkaisuuden, autonomi-
suuden ja vuorovaikutuksen perusteella. Matriisi auttaa sidosryhmia maarittamaan tarvittavan
valvonnan, lapidkyvyyden ja vastuun algoritmeille seka tukee eettisten ja luotettavien algorit-
mien suunnittelua ja tuotantoa. Lisatutkimuksia tarvitaan erityisesti algoritmien ja niiden toi-
mintaymparistdjen luokittelun tarkempien kynnysarvojen maarittdmiseksi.

AVAINSANATIuotettava ja eettinen fgoritmi, ihmislahtéinen suunnittelu, tekoalyn hallii
nointi, riskiarviointi, algoritmiportfolia hallinta
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Whi |l € awemet i mes r andgmwhlegcerdiatwhartsi on , there

stances wherel athea g twioar &d ,goleiske i n automat e
hy ppeer somelrikzedd ng, which can peodeagbetBaty
i nowr daily aaosi Wbhvaagpoar ethhoeyitr de(sDogunr -pr i n
I sh, 2016 ; Krishnar aj et al ., 2024; Tong et
that software teams employ to develop appli
cus of odo geusnedacarcsht.andi,wg wif |l It Hilwiot enwoddaecl es

for algori nhimdde aelSepreeace, Twahpelhoupdab8d) \
si on cdfaashshido mmon|Gr aisesed st ry Standard Proces
(CRI-BNPModel , which, although dedvee |fbapcatdoet n t h
wor k for executing dataencipem¢gecansd (Slagorzi
Additionally, Mae hwinlel Lpraeg sidlmRgQ m@dphberlat iao msor e
recent approach in algorit hMa cdhdsrmegmiiMbg i mar i

projects.

Mar t-Phemet( 220t2 1a)l .hav e SWot ktwho wghd r&presents
ern approach to the data scierdAcM Phiosemasdel
has been predo@asdmter gdiin &e GRH YD medn nsctiinbel-1)
tion between t-bid ovhii gihn acl@nNtCRE&®® dr egr esent
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significant similariandstwdaip' $ hpr aptdiad e d|
"minilm®.99, the data science sector was sti
rubased algandthentar agi egicgr dwelilsed objecti
Fast forward to the present, we have access
Il ng us to use data science not just for tat
i nsights we might noet ahpapvreceandnhdéldaasinpgy sttenxep e ¢t
decadeanhide®e our end goale&amayromtt @wewbeygi
have disacmplviesteidcated al gorithms that help u

uexpewagMar t-Phemed2 @21 al

Data
Source

Data value
Explorati Business Data Exploration
Xploration understanding Data acquisition understanding 5

Exploration Deployment preparation Exploration
3 s
.
5 Product Evaluation Narrative
Exploration Exploration
4

CAddllBampl e oaRPeojMacit-Phemed2 @21l

As we ocaom daseaifd m@ag pectonygi derdeldli et aoigetakc e 1 s
handAsniNtout2a0a2@taiagli.r,d 2026009 ,poobperobyt handl i
data i s essenttrnwadt wonrt layx ba lego midgsekbe.a t Aareya d

to undesi r eds uccon saesq uoevneadetst it-nsa koign, g ,b iocars ewdn e x p |
blbeehavwnorexamdmltee fandling gone wrong is th
coll ection, pasjegpl BANPAODY) Aawhere @dbdbod i n
having a quality database for treating pat.i
i n the endi ng doaft ao vceorl | leOctty ebahresp ecbfpeledt €cr uci
oughly uynwader sdainal souhdmwms, pg arvagndaaidnnad | e

access. control
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Earl y smacdieR&#EM have facedadedquiaricvedslyw ifnogr nmuoltt i
stakehol ders and feaquti m@emorecllearadyd debj eect
which are essckatatadnsdsinv enomdreajnects (Saltz, 2
cording t,g2BRdn, et VelIOpsnowapgt cofeated to addi
chall enges mnormddeopr deveé opersr ¢tbobeabhheage-at e ar
essary coMpomgretcst si.n Kr(W2Begr quert eett halt. many
do notmamagtecaxemect atf iaohs t aoé tdenwdadrmugentdeo n -

i ntghe pr ofjheicst per s poeucrt irveeshehadirgcbhh e g ht 8 you dev
cessful MLc wtrmigrpge t alwg d rhi tdhmmsi, nt endad hagati
paotcurBherefore, it's crucial to consider

cle managwmeath involves multiple imglicatia
peci al | y-ufsa&mrhsrtohueg heonudt Td htlei gphloij @glkett .t he di f f e
t hese t wo DaSplp racnadc ML Ops enwMlLr@p 8 pelaidne t@®d®ed wo
fl ow afdrodpberd ,(e2 0 224 )hred @ dceormpsar i son.

Project initiation Data collection Data preparation Data analysis
010 1 o
Eﬂ @ I;I ﬂ B ? 010 4 B 73 B I.;" & G
Problem o i q o

Bﬁmess formulati FroEct nggznﬁw Raw Data Data Dala Data Data Data Data Data Fealure Data
a on& planning  spe on data  discovery anonymizati cleaning augment labeling  transform explora visualisat engineer slizing
domain o ess &system acqui and on & ation afion ion  jon ing
:_nderslan value design sition  selection encrypfion
e analysis

g = & [oe] . 5

Versiuniné“\_
Pipeline management

Data
Code n Oy
Experimentation by b DL L2
Feature
e-training Model Setting Scaling

pipeline and
triggers  ptimizing

Monitoring | Deployment ™ Model developmem¢
- . —= =
e 8 0 @ > v I BEE
B e e o Model  Model Application Model Model Training  Model
' ek senving packaging = validati  optimizat & design
generati managem el on ion evaluati
on ent nce on
8 [mame] £ 3 [se]
() = =) =)
Triggers

CAJwWtNBpi peline for ML devel opment and oper a
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FigureMhz devel opment pipelineMhraevees pmeal
proweckf| Dlwe egori zati on of each activity i:s
fr&dqmglbAs we carfFigeeef 2gmthere are more act
Figur &l sdl,L,actkguarey rol e dé&s glir pthieares rod resa h
been dedtilceatreal atof idg2ecnpihvaistiizeess. t wo aspects
devel opment not Inetndri atniean i amidgligoer e ot sngt -
eration with every part of the dédwelempmpmeort

project.

214 bt @A GAY3I (GKS /2YLX SEAGASE 2F ! f 32NRGKY
yOS / 2yaARSNI A2y A

Understanding the reliability of algorithms
ment i s a esdmmleex,r omwelstsi, with multiple ste
trustworthiness. There is a constant need
mance and its trustworthiness: enhancing tr
for 1 mpl eamalinttah e osxapleqasre dotifmdtrdneance or accur

yen et db. de2P2hb) our wunderstanding sof the
t hat i nfluence algorithiheevwihidlipammembde we: w
firstly, the Algorithm Decision Making Syst
al(.20,21dnd secondly, the Al hourglass govern
(202Zh)e. ADMS amondatréd-cdrislentveldi | e the hourgl ass

framewor k ofdregasniap abtrsopardaetri v e . Bot htare vit
compreahegnodi thm devel opment'.s entire | ifecy:
We will first define KHely [tddblef®3 t ohi bechaa

of algorithms to enaondetthehwareéebogafieen feulr
categorniseFreemd2ept antd. Batar Fehg¢g2y2iraexkpl
Val i dation retfeestem. t fRPeeablOoygment & Depl oy
to the unigue demand ofaltgloe i ¢ mwi ri an nleerptl ow le
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specific testing for that system. Thirdly,
derstandabl e and e gbsiyast ousiunatl eaywpeareetf.eu Fsd e rot htl|
fitting of the modaell.soFibrealclay,l eGQo n‘tse xttu:a ttihoil
refers to the unique setup anadl dem@predsm of t
ateasd its unique challenges.
'L D2OSN¥sydEscribed by Shaf @2 I@ROI2AB9 1, evita n't
al(.2023), is a partial solution for a compl e
nical, |l egal, and organizational aspects su
cal, and effectigevearsreamde Adi gy saleimst hdAll ay
Al as a guidiomggnitoatuiperewhen tdkal i ng with
Marabel(l2021%) aHakeyi demtaitrfagegar dcihnog ctelsi s b al
devel opecosnssihdbeurl dduri ng thédhakg@ochohmes hr ke
in the following figure.
Mms | [swoeccnoces | [ Smpenre ] [ KerRespt oo
:Shmnerm Efficiency : :
: M ransparent vs. : : ;
i i i Ellgauc:;iio:-:dt i Team diversity i t[;tr:s;t\::riu;s and the role of
\ Siowvs. expedied | | | © Potentia fo run quic ap teas
f \‘I design : : ) .
| | h | Pmc_:ess enabling HITL with no
\L || e e | - EVB o o
pemeriton ||, Smen |G D S oo
I,/ ! X systems
\ J) | o || L S e
Use in practice ! Contextual vs. | Cor_ma_nt | quesﬁ:?n_ing ADMS use
: standardized use of : maonitoring : N_N tralmng and envirenment
: i ADMS / : : Biased industry lesearch_
: Lang term Flesdtity : : Methods to capiure ongeing use
CAdaMdnagi ng strategi c ADWMSMae sebtieBall2hp . | i f ec
Mar abel(l210 2e1t) aelmphasi ze that the process of

ally headed by

f eat uraerst eadsmdatb i | i

t eMtLé n g c pweheop &t cepnlde tsou cphr 1aosr i t i

ty to reach the desired ou
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human aspect. This oversight can | ead to un
should be an advocate for a collaborative a
i ng technical experts alongside humag-scien
chol otgoi sftosr,eaed betegrate the I mpact on peojy

uni ntended negative consequences should be

Al govesnange owing topic and considers the
not consider; often, these atdetlaé gext ¢hmal

vel opBaenepl al;Danadtd4al).T,he2dleh el opment of g«

framewarsks ncreased, and there are now seve
such as the hourglass model , NI ST Al Ri sk N
Artificial Intelligence, | EEEYRIbYasttiniasyi
(SR yuiNBFf 59CHILRIYERAECSTh2 NIJL | OO02dzy i 6 At AG @
Theover madebkbt esmabl i sh a fr amewordke vfed ro pearesnu
i shougahnd uiln drignaen iwiratdhi loengal .r éWeu iwielnhe nntosw i

duce oneAlofgotvitaesaematvgri ke t laen roevaederi ew of t hi

the hourglass mode(l2Gzx3)Mant ymaki et al

Environmental:
Requirements from the _— Hard law del
contextual environment / - guidelines n pressure

A

I \
/e : :
Organizational: / "’”;Z i

Principles and Stakeholder

Communicafion
and engagement

Organizational practices and ,'" aSIitr?wtr?'l%Ir?t Value alignment
capabilities / 9
\ !
|
limplementdtion Al system design Algorithm design Risk and impact
‘, and operations and operations management piegralon and
| owledge flows
Embedding into
process 13 ‘
Al Sytem: \\
Operational governance for \ Data operations Development operations
development, use, and
management of Al systems 7 Y
> Accountability Transparency Compliance
(ownership) and contestation (regulation)

CAdJdutNBe hourglass model of ARIO248Bogv.er nance ( M
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The hourglass model comprises three distinc
urde The first is the environment al |l ayer, w
ence and require reporting from the organi z
deal s with internal alignment withiforthe ot
algorithm devel opment and alignment with ot
| ayer focuses on the detaiimed dbonstitageroal
ates the reversal of the information f 1l ow,

to keep the upper | aye2®23nformed (Mantymak

215 1 ¢ E2y2Ye 2F ! f3I2NRAGKYAY /fl1aaArldlfz al OK

Ne xwe wi | | i ntroduce a few different types
noan easmmhndugqusaltgogsk thms can be dabégori z
KS YSGK2R Al az2ftodSam)iEEKSIAMWBYt EMRBAGSYKA A\
Ezugwu efAsexlpl aiZiegidyLvzhou h(e2d2ZXx)coveries

[a=tN

— o~

um computing have sparked a categorization

one of the foll owdomghugltd msTshircadadn, dg d & retriem,c e

—+

ween cl assiabhgopgnthismeamptl amn e(d2 MA3pBHR ghes et
is a concept called parallelism, which refe
simultaneous!|l y mulctailpleadd pairpealrlpelsa smeodntt. i iolshse

above the sstcurwe, oft g ®dvairdpeasf basadtne g @il igoi- n g

-~

it hms bassemputbtm@rtdwar e. CIl as sicclaals sailcgadr ictohmps

ers, quantum al gori t hms arnudna hognb raiutlahnmsu nr ucno nog
brid computers, uwhathyia sopegcampdteirt h a
In the cthaeréeygt wée will deviate from this c
gorithms i ntMdNe kwaes swircitall o benede c hassi cal al gor

al gorithms which &eewchpabbebdiidbEegonahgal
rithms in ttheratmexdcxhmmpemwer ow design princi
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There are numerouscauldmgwiréddmaent oki sdbd vohgp!
first group wé¢ awisl Ic aécxoanhsig wddeiitesiams | i est and
bust al.golrhietshemsal gori thms are used as a bas
algorithmatheiopémadttecapacity. BKudaAd4y)ncikn-( 2(
troduce four dlhagsiemalblal gdreiatnhmsnd usef ul (
i's a mustntfemms gqdreetr avileamptpd i wfat | eres.tciTahle s me at

al gorithms wused isorctoimpgl,t ege ancd resntcigei, nagrrea p h s

{2Nliey8rs to rearranging data to a desired

utilize sorting algwah tdsnweeibmaraggersetrienng aMag
rithms i ncrease wiftfhi cotemecry awhgeonr iutshends and i
mance in today’'s worl d, whiemes sdavitchacent erbk|I

Iwould take considerably more time to find
way to sort tfhiezdasaduad| e SaNAKNEA200 . fi nd

relevant data you're |l ooking for, such as t
data set.amMlhementsarayl spmart of enabling the u
Xing & ,MadiwWwll RKpr esent the relationships a
di fferent data point,s.f dGr atgpoha dag tgeorrnmitnhemst haer e
route between two points and the strength o
For exampl @arehatwi shsbhatpegorfifesealtabbokar e

Wills & MéYNAly@FE@OROhms transfammranyagi Vgn

readabl e digital tamgpragelkdamrad @RiOOaBP uUR.er s

We can extend the types of algorithms to ir
stantly iterate their processes and seek t
ferreiMadloicms ni ng A(tMLfhit @aihdlli gence (Al ) al gor.i

alal gorithms refer to a concept wused in con
pendently wutilizes 1Its own past experiences

Thakgorithm style is instrumenttoaalbevhkan dlhed
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and whens toagahdetqou aftiegbugroet utadohsonal al gori
al2017: 3. Al-ppydMh a0goOri @hnmst adies ceosvpeerciinagl
sights from data that humans find hard to r
i cal mo d eblésa ytehraetd alanf frea eirtpsl,e creating a con
thahandé to under st aMdal glTohrei tphrnosb | webem twhietchd at b
corrupted, bnasey, alThe Watiantcamtti onmil $ guimae i
the algorithms wutil i z4#3nlg tzhhigh@d aktita alAli may &i
aspebhas critical when designing trustwort hy

few of the Mhabgocommmsa.

We will first examinesupervisedlearning It is a method where the algorithm utilizes
pre-determinedexamplesvherethe input and output are knownandthus canbe used
in managingthe algorithm'sperformance.Thisstyle of ML is not just helpful but also
highlyadaptable It canbe usedin a variety of situationswhere you needto utilize sim-
ilar solutionsto known problems suchas classificatiorproblems,which are problems
where you needto determinethe classwhere a particular variable belongscorrectly
(Alpaydin2010:5-8; Brinket al., 2017:8).

Nextwe wildlydelzaSmMIDAé& SRnf SloN}¥ Ax¥3t to supervi :
the output i s knownv eatsiikeecalingdri uhm'l s zeper t @r
supervised |l earning, thesoedtpupersi apkbhbwna
This MLyl eesapfeci Bl Il yg when it comes to patte
l earning is the key to discoveringdahtiadden

cl udtaessresd on the data’s density estimati on (

Ot her cvlanmgor i NBhy T2NDSY, &V iladhSd MNBikrdeAtat o

al(.20R&s)i mi | ar approach for the way humans a
environment and r ecoei vpiesngaglmtayles foil S keviar da
NBAYF2NOSYSyilaftbeNyAsgadmi |l ar approacbhe to r ei

usedi arger problems sipgeeertthlckbasi bhe ocapaacm
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which reduces the requi ntned bree uslerdc &an- d md geel
briel &2MpMlledaradi ng to Reijonen (20RR8&), oth
YIEYAO tvwBhiNg/M yrdet é me o araerNeayimigh S MU hfi SThNJfAeyf 2 r s

away t o use same algorithm on Tdhiefrfee raernet npar noy

di ffleeanni ng model s, and the ML field is ¢
|l earning methods to i ncewalkiengperdformaanitlee ms
2018) .

Bel ow, we have pr o(vTabebde atl hseu npmraervyi otuasb lael gor

reader's convenience.

¢ oMSSu mmary of ClassicalgandtMmshine Learni

F'f 32 NA F'f 32 NR { dzZY Y I NB { 2 dzZND S 2
¢ LIS
ClassicSorting|Rearranges data inPiz&asgue

proving efficiency|al(.2020)
ot her algorithms.

ClassicSearchiftFinds relevant dat|Xing & Ma
as minimami moch val|(2017)

Cl assicGraphs Represents relatioWlls & M
points, used for t|(2020)
est rout e.

Classic¢String Transforms data in|Ferragina
format poocéastaeg
er s.

Machi negSupervi §Usesdetrer mi ned exa|lAl paydin

LearninlLearnindgknown input and ou/Brink(201

rithm performance.

MachinegUnsuper\yDi scovers hidden p|/Al paydin
LearninlLearnindgknown output, crea
Machi neg ReinforqLearns by receivinShaza (02
LearninLearning¢gfor actions, optim
ti me.
Machi negDeep ReiSimilar to reinfor|Gabriel &
Learninment Leghandl e | arbgyerg ednaetrai ( 202 4)
possi ble outcomes.
Machi negDynamic |Continuously adapt|{Reijonen
Learnining data - inmeeal
MachinegTransferApplies knowledge |[Reijonen
Learnining l em to a different
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216 ¢KS 1 dzYly CFOG2NI Ay ! £ 32NAGKY & YDDYERLI 2 NA Y
SN GAGBS 'L

Al gorithms have advanced tremendously 1in

data have increased, tthe atutnraanc teliememd a sheads
Mi nh ,e2022) exApdwaamedad aanlogwo rrietahcnise d r snot B an

evierresul ting i nthée eexamnhdnéh dmicmfelemact i ons .
One notable example of tShiammftomrand nisd itthie ef c
Centered Artificial I ntelligence (HAI). Fol
pri oriutmanewe(lhgt anford 4.nstitute, 202

Nextwe wil./ examine a couple of new definit
more advanced algorithms such wad | Exadlsai neahal
i ne obrusfhwesle. definitions have been introd:tu
t hearree unintended biases and consequences 0
to set up a foundation to address these fl a
approabdle uesage of algorithms., Tadhred/ a@aste rao tf
bltyhey are desi gnecde nttoe rbeed , momher chthu immenans i ncl
el ememtt he deMei gm Idhdadsen.i sh the chapter witdt

Abnd new techniques related to it.

Nee wi | |9 Eldalmi gty SNLING (& Dld!'SD el coul d bel i e
t hated damtvrances i n Al thavwendtwh esteeda @ shen inrege db e
Al decisions, bThetmesdifsomoexplhai ctalslee Al

researchers have always had the need to und
has this become the interest ®f02&3mwi ¢ hgen
most terms related to Al, there is also a n
abl e and i naheircplr eadraeb | cef tAdn used as synonyms
as a more passi vie wiadmotrwet wred eari d teadn.da OKAIlv e e

i's understood as a requirement fosudRepdaerin
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the case where the Alihoghe csseobfcDeap, L

( Gui do.t2t0il”A8e & d ia, 2 © tIMBeasl k e.,2e0t2 2a) 1.

Creating mor e weixdpa ac¢dnoaabldl & eldasirecagni zed as
many organsmahiassin the EU Al Strategy anc
vance Research Projects Agency (DARPA), whi
Advanced TelchbaBBAYl aunched a specific prog
pl ai njabhiasroewl DARPsAmMe: XAI

fS ! INJIG& 2yl £ Be &S
0KSANI aG0NBy3IiKa
SKIF @S Ay (KS F
O2YLINBKSyaAof
- ¥R RB! KdZXB Y G S
G Ffaz2 N

a5! wt !

KdzY |y dz
GFyRAY3
O NJ (0 KSNJ
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LJad OK2f 238
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S
Ay (GK$ adERiyhddm
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Mes ke.,(et02a2l) al so point out in their resear
et al., 2019; Miller, 2019) that explainabi
accoumtnadb Iter ust worthy Al and the absence of
to the increased probability of undesired c
reliabl e t hr eeaxplaaian aybslies Aln moode |l s, resul ti
| aeb Al . T htilse ikse yo nfeis mdfir © g@isrodtnidnr@ppwéde@ntweo ur

“Al Power Matrix and “Operational. Environnm
Next, we will examinethe HumanCentred Al (HCAI) TheHCAlapproachemphasizes

the Aldesign wherethe humanaspects consideredn everyphaseof Aldevelopment.

Thegoalis to enhancemachinehumanperformanceby creatingreliable, trustworthy,

and safe Al systems.Usually this consistsof two approachesfirstly, the explainability

of the Altowards humansshouldbe increasedand secondly the explainabilityof hu-

mansas a socictechnicalenvironmentwhere algorithmsare just one part shouldbe
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explainedto the Al (Rield 2019).HCAlhasachievedtraction, especiallyin the Human
Computerinteraction(HClcommunity,wherethe emphasigs placedon the userexpe-

rience(UX)andthe interfacedesign(Schneiderman2020).

Nexve, wi | |INd2dmi2WME K8t womrefhée msmsgeneral , to a
one clboand i dence that someone will complete tF

agreed obj eett,(a2®22.0) Adrisetra be trustworthy Al

add that trustworthiness is one of the &ess
pectexpolfai nable Al . Trustworthiness in Info
to the quality of infor ma2(0 108, iseyi6a €eand )alor
poi nted oonflsioctes i n the usage ofthtcabt wdort

mi ght not be trustworthy, t hand trhuastt wetrhihya

should be chosen over trustworthy AI

Botoi these definitionash®adenhé¢i202p)apei st

not explicit, and one can exi st without 't he
rithms as trustworthy, meaning they wil/| ac
ing they will achdidvhe htihgeh growean oshjaenadtairwes .

harm to ot hers.

According t(02 ®20t)ireutsa weotr tahli ness 1 s one of th
Al systems. However, this is not directly
doesn’t necessarily require the ability to
Trust worrtityhmesl can be trusted to do the job
a way you desire, 1b0uwWt% ntorta nmrsecae sesnacryi. | Y Awir ti ke

beiro, Singh, Guestrin, 2016; Shnei der man,

Trustworthy al gor it h msh elsehvoeul | ddp earcsaf noa sea, i g v € n d
rithmic system producingbuyundaebhendsifi@&onebnbgqu
rieta, ea02al).. When algorithmic syst,ems bec
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hieving a system without anmordevaladli loearsgif
mentioned earlier, i ssues may oceg¢ur in 7
d achieving zero unintended consequences
wi || bringoinhbeeapedaftbonal environment
ent ucdgpplyo yed.

en i f al gorictohmpd ed@®nn’'wtord dhineewses, they are

di ately categorized as di,c201u6) fudi stAcre®t

en tarerexicldiiocmint t owards i ncompetency, neg.l
the case of algorithms, an algorithm carg
confi denceauseivnedg stohmaea oaofs these features ¢

di fbye hiaws oor di ngl y.

xwve wi | | DSe/xSaNdhiioi® DAt o r Kiamgk atnchal |i (2024)
,(a210,23Gener ati ve Al refers to a set of Al
rebdcosaddto af pr ompotns tohre tuassekrs Thi s can be
ta such aoer teixdeos maygeisnt er preetiisntge darddtma
nerative Al mo d e | bsu td orne Ity corne att hhee gheilWwsatdoart iac
en tr alihrkeedpirei ng phase of generati,ve Al [
ich are | arge Aly moasd s, imivlolliva mg, o fi nd anaa
nogfe di f ferent topics. Foundational model s
d are used as a base | ayer for 6&tenatltati ve
021) , Foundati onal model s ar eSbmsredi oend D

arning, whi ¢ h-o&atdeec han calecagdiyenstl g c ad &vs possi bl

zed fully since they require vast amount :
i ng about Founa ad ¢ @olne loaf Mdi cheet @dpaét @ tim  whi ¢
ai ned:; netvleirs bwd otr ea hhausnd d otf o dtart.aai TheAsin mo
al e cr epahteenso nuenniag usel ¢ h | & & dzOwhg lclhA, 2 yaccor di nc

ki,(eozadl , refers to the cases where Large

t domai nsheannd omiex her, creathismgndsfitcueol
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Anot her doccaredi ng t p( 2B@nknpaYs2ath§i v, Adl b HigAk2hy r ef er
to the wunderlying similarity of datr-a8 used
trainedrmodieslusal-il y pdhe avhi tmpeeaynesi nshlelrli & n & hde

ot her possi bl ewhuincdhe rtiryainnsgf eirs stutheesn, t o t he en:

We wi | | brsieai ¢offe o vdeewealsoped especially for
their accuracy and reasoni ngl(.c8p/ablAHi t i es,
¢ K2 dfA®Kd&i)ms to systematically breaklkLdMown th
and then amgdeei dumdrdty of the ques#fi{i2O022)as e:
Wang et al., (XEFYprias8CSyOdeasohangmseave

t hensweonsi saéwaysbghoosing theomomul topsiest
tions. Yaopredp ot NBES {2FKI)T) reasothamy- techn
pl ores a multitude oft r-eadsternuicntgu cphaotbhesi nagred

and pr egaennstwenrg based on tdheu ne@d Ladmipst d dnad e ¢ at
an mproved techni qu® Nl dEBoWwh heh TaiTms to
strengthen the donnreeacteilcan s db ectowecdeepetnst oal | ow
hance cormmubveairdeabilne ¢ NRTIRNE KRd@K@T)esent ed

by Chen eal bBbws (BO2B)LM to strucogdeehtée gl
increasing the underSIaNKNIKY( ARRT héed gk b\
Hu et ails ,a (rB®2Mgd to train theylL&M Bhgoeeis
tematic reasoning techniquesastean Dheadéei ng

techniques after the training phase.

Bel oaw, hawe providedTabdée m2hhe ypnt awbil@®us al gor

reader' s convenience.
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¢l oHElSSu mmar y eCfe nHwemard .Al gor it hms

Ff 32NRGK { dzY Y NB { 2dzNDS a
OS LJi
Expl aingAl systems that pro|Meske,(e2t02a2l).
( XAl') |planations for thei|Guidot,{R20é&a8) al
Abadi,(e018) .
Gunn&Amhga (2019

I nterpreAl systems that all|Meske,(et02al).
(I'Al') |[their decisions wit{Guidot,({2048) al
tions. Abadi,(2018) .

Hum&£Lrent el Al design approach Ri €20d1 9)
Al (HCApects in every phas|{Schnei deomahn
Trustwor[]Al systems that are|Arri et(a202t0)al .

et hical standards. Cho 4dt204dl9))
Ri beiro, Singh
Shneiderman (2
Generat i Al model s that crea/Kankanhal i (2
( GENAIl |text, images, o-exvws|[Nah gt20al3.)
dat a. Bommasan(i2 0e2tl )a

Mal e k j( 2e0t2 4a)l .

217 9@ tdzZ GAYy3 !t 3NR GRBBWIFEIAH & A OF €

Thsesction will becdiasisdedli mtnad Tnwa ep bha eviad a1
part refers toanhketotmarelmp aalbg groivtelrms t he mor e
MLal gori t hms. AccorioOng )t can@o rHde2nd dddtlraael .et 2

are two main targets fThe évalktwtatisndg oalmpaorn it

performance, such as the ratio bendveleaw t r uc
much wvariability ther¥®hada sseaadgwkte ni st hteo pmoendii
resources the algorithm utilizes to achieve

and hardware evaluations.

According t.o 20c0roned h a & tAtCoh lf e voa 18u a ties ablyg otreicthh-m
ni cal perifiofBidia® éqqori es, meaning how | ong
to reach i1its objective (ti me) and how much
and processing power (space) it takes. Thi s
used to det erumiantd oinfalt lpgiorcessheisgevfdn cpremkl

at hand. Classical algorithms can only sor't
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reasonabl e time and with ewva@rsowiabhd eadamesmotus
more compl ex probl e mdtdaeuee hwaivseh tthoe snoelevde tsoo
efficient tools to solviehtbBemeahs the woahe
from classicalevegumaaltkuym alhgorit hM@801Beiran
suggest tMlialt gwei ulsms becausemehryngreheypr ta
feweasolspameiDepl ve af gpgtodd ke@ini rmé Jaistsh msa.l al
We don't have the time and resources to wali
thousand years i f we can solve it in an ho
This is why we anal yzteh eaplng osroiltvhemst hteo pdreotbelrer
sonabl e stpianceeSiamade speed i s key with algori:t
al goritammoponéf et easant c upsrtoovaiedenEeetpietrii veen c & d

vantage to the companies.

With the scian adbli gotiyt ehfedveatrel @apm®nef fi ci enc
considered a @aanad saohil @lv dbreenttaken seriously
(Cormen et al., Z2@09).) Beicoagmvardtdahtatalachi e
ments is a tediousatbhekmanindnpropoptei midzde ngt

formance based on sever al evaluation metric

Nexme wil |l YZRENY dlefr 32 NAAIKcYo rSdal rf gizl ti(d2aR2a4 ni o e
Theont emponrnbuwnti on of algorithms has made s
the | ast decade, such as focusing on develc
al gorithms iamtderi dhicy eiapliinmgdMoy ec ol ladlgorat ihonn e

has devel oped two dihset ipnecrtfiovrematnacreg eotfs .t hFei rns

rithms is compared to deter mi ne whalcgho-one i
rithm i s optiTnhiez eedv afluuratthieorn metri cs have al
tistical veaspeosfito. eebhlkesahasnbeen driven

memotf advancewhatbomrehmses, many ways more cCoOIl
sical algorithms. Space and t jbret atsheervealiusa:

need for mor e accumaitkleynrelasairelBe MdhmBer sof
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algorithms has increased, and their differe
uated by wusing the same metrics WwWi2tOh2 3s)l i gh
propose that modern advanced algorithms had
entteodwar d specific tasks, such as | anguage ¢

to measure thsighgdrtohmserform similar task

Evaluation metrics fporri ndadbwainyeéle tomegot hieh ms ¢
rithm provides the bowreanyahnhswmes and, wit h:
deviations. The qduoensasipne cvef si d Ul b rdafed v yba ntr
key metri caedvaoatgdid utahms,( 20@2Bduertt wae¢ver al
ation metrics fosuadWDsitONRBOREERY Bing

to the ratio of <corr.ecPtr exndiiomc cerxraeand tn esr d di
true positi vesNaainddu,(t8tt2d89 op gfsO&siamalS.AELTPHS NJ
hLISNI GAYy 3 [/, KIANDNEDK SNFREMIO&GK S skedzNID® measure |
mance of aacrcolsass sdiiffifedRrOeCn ti st htrhees hrocaltdso. bet wee
rate and the false positive rate. AUC refe
predicting these tr ueRap adiidalil2vde)s garnodu pf atlhsees ep
ri cBi masry Cl asisnitfrioddautcieonfs veendt her groupings

thmai atiyli ze statistical methods in evaluat

The evalwuation metric for GenAl has been e:
passing safeguards, A 0Reds) c rainfdd@VeiBy) eRH wd reg ¢
in LLMs is due to their numerous capabiliti
are not BobepthCcC2023ak.exptaomeidng ,t D0 Hu)g,hes
one way to test and evalod\nt(eBoLN)M jsaaiflebgrueaarkdi
ri tvam,ch gewntomaetsed prompts with slight wvar
guard. Researchers havée Odch dqzOBRY a wwsli inG & h7es
algorithm on several,2@6246WwWn AbhdMshéHugbdesnetd
the LLM field i ssptehcei fiincc rseaafseet yi na hsde cétyoar! u at

. 9w{ 9/ 9«dle[signettheocoeei pwovided by LLMs f
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standpoint, as ex(p20a2 3)e.cs tAayochghrediord ¢t @l al u
GenAl algorithms, due WS8Rt OGSl YWhpT eadeappbp
proactively try to find ways to exploit the
ski ,2022) .

Bel ow, we have pr qvliiadbed t &hHse u mpma wveyvoatl aubaht Ei goonr i

met fioecsthe reader's convenience.

¢l ooflSSu mma rAlyg orfEvath mMé i oinc s

9l f aSGiNRO { dzY Y I NB { 2 dzND
GA2Yy

Cl ass|Ti me Measures how |l ong it |Cor men
reach its objective. |al(.2009
Cl ass|Space Measures the computai{Cor men
(memory, procegsingdjal(.2009

gorithm.
Moder|{Accuracy Rati o of correct pre(Nai du, ¢
(2023)
Moder|{Precision|Ratio of true positijyNai du, ¢
(2023)
Moder|ROC ( R®peifMeasurreatitdheof true gNai du, ¢
ating Chanacross different thrdq(2023)
Moder{AUC (Area |Measures the overlalsls|Nai du, ¢
Curve) either false or true|(2023)
Moder|{Attack SugqgMeasures the success|Hughes
( ASR) guards in generative|(2024)
Moder{CYBERSECE\YReviews the code proyBhatt, ¢
bersecurity standpoi |(2023)
Moder|{Red TeaminProactively finding YyKosins}
and elicit unintende(al|(.2023

218 ¢ KS / 2YLX SEAIPABANRIKY A¥WHING 2O AL YG Keé s |y
flro2NrGAZ2Y

I n this chaepgt ere;a hgamawitlhlm i nt eracti ons and t
terconnect eddlk¥elyy T olnfcDANIMFRKONA H HISWEI @i K& 2 NB
OQupr i nmarcyus wi | | be on thetwagdyesc ehiuvmea nesa can do te

for per somwal cfgaiwnl l be covered tthmemahekeéyr s
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ncept is related to finding common grounoa
al benefit and emphasadzohgpedeaagadirtibtemm f i
teraction, adAsoi khewncasobowmbBaXys, andv al ge
t hms engage through any accessible interf
even AXKoccedicag¢ | so, Thumdmdsaran® 0&I3gor i t hms
t via dedicated apps.Ubeahi axabipévbreed HAKe
gordaetvmad airadvears si gn t asdktisr itmg hiumaamrsaatt i @ s

me ambi gui ty and. uTnhcee rctrauicmta € Hebleevimenngta ms ¢ o

n |l anguage and .mullawsehviasm,dcerns tbaen dcihnagl | en g
thms, which rely on complex computations,
kewi se, algorithms may struggle to grasp

nuousl(yYageled &l &Kas frRaiyst (20 2t4wadilsicgh |l i ght
ve challenges wit il tohd AHAX ns/ g Aiyni@l
edictuamddr stwhmdi mg gor i t hmadzii eJdzé aPawLE SBX
ircnfteda st he difficulty in comprehending th
tricate outputs from extensiveralgoant hmi

our ,gepeaqirdfitd yo miolh@apt er .

ch Ilike their developerisn’'sta&lagigr itthlrems aaree
me vulner abi lwihtiicdhs tdred ‘halviee heteed program
ers understand t he&eblainkist a2i0d®3 . ( Bhi sel Ir
des an opportunity for the wusers to reac
tended to be possible by the, deorel epxampl e
ilrg LINP YL . SY3eySSHRhgage with thesie al gor
er their governing rules and exploit thi:
tions may secure them a better standing,
uiter or achieving a higher ratinlgd in an

sult Iin reduced beaBavsaancemmarelmi dred.Z22nTrha ds

NAGKY "2IPerty2( 2®armd .Zi ewd xtpzl aNi2reled )wk b mi n e
this ¢c¢ond®ptvhy 3 | EdESINRMAIIANIS? 35S Fdz2f OKIF y3IS A
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FfGSNI GKS | f I@BNImbrIey , X2 @hErsskPax diPeitnreed by
et AQ9) Zanm@®IYy @i cagpq abnen har mf ul activity per
user ' s tiontteenstti otnhe modédlo'rs ulniumiutad arm plud h sowit
or fun. 't can also betpemfakremdd ewiatl lgoma lt ih
actions that are nobet¢ihfed apygd hal dewmaukEdpeos
as providing instructionsi mmpe rcs @cad bep ahgoyme ma ¢
di r eacntdo r iAfgiemge r at ed fsakeealv 03i5c endd $tIdDODO0 2 D) I ar
Gaming altgquitematdadpngndérshe | imitati on:
of the relevant atlhgeorprtenvesnt iaonnd oefq utahilsy, p h ¢

consi der abl reo welfdfbgteheamd gori t hms from their

A notable example of gaming woudedsibgen etdh et oMi
conduct conver sradan ginmg wd uthl iac weioudei cesn.c eO e v
was releasedhéngeuéialc audi eBEt ¥Sdhiec bloy ,r ea
Tay was coerced to adopt Nazismliidid SING il gs
NAAIKand ot her raci stt aognénemigy mgfacdrhi examp | d
crosoft had to retire Tay soon aftert even
turned out to be a disaster after wusers | e

(Schwartz, 2019).

Another case in point ,wsotdhen Se!pdziizsyhd azedrd 's t
¢NJ LJ"nnamn artwork in which he created a "tr
to draw a circle of "Do Not Cross" or "No
wi t hi n atnlde gaamn 'ng Alltghooughhnt hi s concept has

actualrisvelnfg car, iptroverkainmgs exampdeglftMuf son

Al ternatively, one can | everage I nstagram's
based on a post's popularity and engagement
presence on the platform may engageebgr vi ce

i mproving their standing with the algorith
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boost their earning potential from marketin
to marketing efficacy (BelancWe pge¢er adr me@O02
Googla,r cwihi ch revealed at | east fowrd-servic
verti sifmghe ppaoccsesi bi | i ty of bTuhyei nsge afrocl hl owwaesr sd
on the web on 20tmledaulcye.2m2 non Googl e' s

Anot her commentbBeraMmMplLb&ube platform, where c
that they can be viewed more favorably by Y
a certain amount of competition, and gaming
crease Yyoutrhe opsridfiernabalse darctremts,edwhiewle nmea
credtMarc Donal d, 2023)

Anot her pexwadbpbDeeporta(20kd adsmbhée!l i nvestigat
Al gori t hmWarn afhi,t ar m®emar ch organi zation devo
pact of algorithms. Their researchr efnar cat ¢
content that shows more skin compared to cc
This finding echoes details disclosed in a
pany, Meta, which outlines its algorithm's
rics, with "state ofetundrse sesniplboeyienrdg foomre pofs |
et al ., 2015, US Patent 8,929,615).

As humans try to fool algeprsohdis thetal g&r m
the capaecidiwms s hamd& t hen itkoa bl éee mm fo MIc /e P t
FAOALf h&¥Llbiekd studi e eqnituceg tthoe raarsley t h@
algorithms trying teteonhsr¢e memehf awhwern ablod
to Tahj(r20@theals.tandard workfl ow for artific
stages:

MO 9Y20A2y wSO23y
HOyFfelT Ay3d GKS LISNOSA QD

2F OlA2YyS | yR

o0 NNEAY3I 2dzi | NBaLRyasS | OGAz2y o

>
c
>
No
<,

69wl dzaAy3d GKS NBI
R SY2GA2y 2NJ RS3aINB
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Artificialtemprashlye watmesd user experience wh
robotic agents (Liu et al., 2022bheh&owewver,
as proposed by Matias (2023), referring to
student and 28 1wi dteirmoagfi stheattack in Paris.
family suing Gbbgl ¥ouTllae malhgott ihtahm was par
t he radi cdalei zsahtoiootnr@Z8¢ ubDi e€ahave been cond
user radi aal iYDatfTube ahgorithm with20m2X)ed r e
found a positi ve Hoisnske,i nai@2rOdei 4 )eftb caule.@ amp | eor
Recent advanceslism LsLh\ hagleg d rtihtpheoishOKeS Y A y 3

anglurposefully ,deasdii biBtg cémma &4 )aland Mei nk
al(.20.24Bal e, 6 280D2d) ahd,(Mdi2mMke rets eadll.dh goh ows t
ri tshchemi ng occurs asqgercfilaildyuovh egns daldsed @c u m
is provided forthht 8Bhgoal gbmi 8 lamtsiwebrl ibse
undaepartiscwlrarthi he the command prompt I's co

whi cehx pirss msdadche document provided.

As we have been exfamomi hwo hhiedpmagrttaimachucita ro np e
spective on how both humans and taleg ortihtelrms
sive, will finally introdecacti conbepwveemn hio
focused on mowaey sc oolfl aTbiaereaftaioveel o k ey concept
i 3F'YS (wWKISizd#t mat hemat i cal st bdtgh eg glcanailagt iemn f or
of players i nbeamegffioamisdlf ndl dg; anweghi mal st
pl ayers called Nash equilibrium, which i s
where eadamoadlsayernsobabéegexampl e @eftigame t
oner's dilemma; this example emphasizes the
t © heet her (pBraaynes29e2@game. t heor y hmwsl thiepplne usaede
to mpdeaeibeerhsaanaodr toormmond ,gructhnds in conflict
for exampYleemen peaae degoNashsedaroshdyda2n0e2 1)

and i n cyber sadd arbilethyastndberme drdebsrpsa s sdescri bed
by Kouf2@24hpl
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The advancements in algorithm devel epment h
algorithm coll aboration,i nwriralk te »a mihn ed gwa
operative settings (Ashktorab(20,2ajdpp!l yY0mRg)

game t heoral goor ihtuhmmani nt esrtarcattieognys foofrf earsss eosnsei

ticipantand @wot@ilheeadsri peptenti al to cooperate.
encourages both parties to prioritize coo0pE€E
to reach a Naghheaquihlainbrpiuumui ng personal gaea
behaviTohrese scenhei spedepeadabgotithm used &
framing between participants, with reinforc
ing resauadmntsexmn ofhedgemen(g eBBjayhi ghl i ght that
algorithm to operate cooperati veldyeffirnoend t he
and | i mirteedhfareas tkceopeonatbvéi out odmes. (
more complex environments where the algorit
signeaedaf brectutlianrgss, col |l aborati;ont tbesce mersyv imoa

ments are al so knownmnha< hwiicskd¢d ee pwirtorarherdtox

As we can conclude fromctclhoRPati mpaga®antd. |t i s
Tsi akas-R&sMuirdenz 4 )t he i nteraction between hi
be duwmaladtueed thoumaitnee msdency f or gaasni exgp ladigmead tlt
Petre(8® adi.ewidnrda(r20y¥on,d due to the artifi
as explTaihngdza.8&)) h humans and alsgudriitchmantdry

aware of each other's presence, al lbewing th
havierachieve their goal s. Coll aboration is
vel oped and integratedhiaoiwvinhhnae agsameet bt

Schel bjleoett)alkxpl ain

Bel ow, we have provided @ar swimonas lyy tiamtl reo d ua

al gonintlemacfioontthgpeseader's convenience.
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¢l ontlBSy mma Hy man Al gorithm |Interactions

Ly dSNF Of { dzY Y I NB { 2dz2NDS &
Hum&n gorithHow humans and Tarafdar (2023)
action gage through iniPage ,(e201k1)
screens, or voi(Tsi akas -R& sMu r(r2eay
Gaming Al go/Manipulating al (Petre et al ., (
a desiredndutto|Bambauer (280 1Z8ar s
gorithms responjZarsky (2016)
Schwartz (2019)
Mufson (2017)
Bel anc h(e2 0e2tl )aID a
Dutler (2019) M
Duport a(i2d0 24) al

Artificial Recogni zing emojTahir(2062a).
choasne mihmost s|{Liu ,e2022)
bl e emo¢spomd Matias (2023)

Gari mel,(l2021) al

Hossei nmgr2di2 49t

et ,(a200.24)

Mei nke( 202 4a) .

Game Theory|/Finding an opti Brams,(eto24&l).
each player's g(Nassereddi2roe 1t

mut ual fefnearfiognugi |a|(.2024)

for effeeaatligwe it{Ashktor,@ad020) as

| aboration. al(.2021)

Zhang,(et02a2]l) .

219 ' yI f &IKSy T 2y aSljdzSyo0Sa 27F ! faA2NHewudwt Ly
j dzSy O0S a

I n this chaptlelrge rwiet wnd'l consequences. This

rithms'’ ompaact cehnodstghmeriat i onal Wee nwli a osnimfeyntt. h
consequenhoes he foll owing categories: posi t|
uni ntended consequences, negative intended

consequences. These c |Taashs iefpircedsteinansd ar e i | |
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t h

f

pro

¢l opFSour consequence categories of algori
| 2y&SljdzSyO 5STAYAGAZ2Y |9EF YLX S { 2dzNDS
Positiméen An outcome|(An algorit|Dai ,e20aD)
consequenciby the algdicts the Kiyaets,gd?l 0.2

matches it|lattack for

sign goal gives acti({

the wusers mendations

rithm omrojpreventi on|
Posituwient ¢ An outcome|lAn algorit|Liu ,e204a9)
consequenciby the alglognizes fa(Tsamadqg@E2 @1

not direct|{tos and he

goal but kti € md ssin

users of tfsons

or other p
Negati ve An outcomelAn algorit|{Shao (2021]
consequenciby the alg{mizes the [Marjanovi g

i ts designonline ads|(2018)

causes har|increases

ers of theltion to th

other part|platform ol

har mf ul or
actions.

Negatuwmient ¢An outcome|lAn al goritiBonnef qh2 (1l
consequenciby the algfrects-dmai wieflPumpl upn 2et2

not its deto collide

goal but hitrian when

ers of the|lavoid aebi {

ot her part
To | imit the ,scwemensiblbbgyosar ost cdbpsequgances
the rest of this chapter. The aim is to
domains of algorithm negative consequences

(
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Type | (false positive) and tytpenddr d fmdtsrei
for algorithm performance in stat iHotwecvserand
fal se positives and negatives have broader
standard type | and Il errors, commonly ref
tects stomat hdbgaekpuatwvhyl e fal se negatives |

ect something that is pr2)sen®ur Bhiaeawaof -
tended consequences extendWhibleg othydp & hle saen & |

hypot-des,wenfocus ohheomabgderthm' ' s operation

real consequences occurring regardless of e
As explained .{yYOM&r) avee Idliiviedte alhe | i fecycl e
devel opmemer @gaaltgori thms are desi grmesdcksand d
and the prodweactei canogpernmianthembei r i ntended env
must understand that the devel opment part i
entities and the results wusually talree aro-r e 1
gorithm t ot hper odmacuntongf i nteracrdroemasw tthr eo-t

mendously depending on the -Bpemati enabhl envli
This i s where the algorithmsrhaewa theicapme
reachohjhedtri ve in a novel way. This means t|
real world versus | aboratory settings. The
based on its reward functi on, can cause un
the potential for developing @emeabjaéctil Va&aewass
i ncrease their ti mpd ag pgasrttnesxyml asiorcadal b ynedlh ao

Ramén (2021) .

To examenenintended consequenweswofl abgowit
three additional domains where this might h
Sel bst (2016)( 2002 DwWwoRKSEitld kel eofr yRf BA & ONK Y

to the sittuhaet i @lngowhietrhems di sdui mngat eamagarn
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applications or anythingosi mthar daetoosthaea
due to multiple reasonsgsnoldwett hmagidrelsyi rdeuwe otpce rma

environment .t iS2cNaANdK ¥yc 6 At di ng t .o 20H&r) meaynedr

Caruandg 2&tl5al,. bi ased data can | ewahdi ctho insi s |
especially critical in the healthcare secto
correctly identifying cancer symptdodbms acer pl

et hpneups due to bias in thez2@algprandmHadé€e
al(.2019) add that uni nt enYdleydA Lidaf m EiEARNO0 & &S cC
0SKI®@N2N asS0r niadadgie t $ NJolyl xdy oi ting the ps
or neurobiological mechanisms of the users.
dom tal gdoreidhar ¢ function, | eading to creat

i ng the desired goal

We wi | | al so provide three examples of dif
conseq.uemicmstelnt,i onal fraud and abuse are ba
et ,(a2l0.18) and,(ROMHANI goettlbims can be used to
ket pricdsgoniocokeiatge web pages dreesdigtn eidn ft or
mation., Sebhendl gorithms can be usepdopt-o perf
ulation or to spy on targeted pdrasiaomsi.t -The
i tgheir freedom (Zarsky, 2016; Brkan, 2019).
Horowitz and Scharrieecd¢p2aé€ 1t5 )ofalgd corbiatlh mwsa rh aav
by autonomous drofmbes andhkiagnipleieqiatt gtotkatt htmh e
i mpact i s ever ylwahregree paonrdt iaofnf eccft st me gl obal
standing tie meicled sraelyevant safegbaseées on al

their operati.onal environment

Lastlwe h-bvéer emfampdw sDeepf akes, a form of
media wusually c¢closely mimicking real perso
wakarma, »@e22) pyskedaeas whkkibresitnlgwhuer ea a« aksee p -

fake algorithm was wused to scam a Hong Koc
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transferringnadl 25 inoiulsl ibdam kteoa cat o & nA thhpeyrnt then CF C
202%he second example is referred to as the
scam that wutilize&gknoeapf akae uvailde@asrdofmawelcli c
ates themsbmeenhdomwms®tf ment advi deepRhAaker dinc
search company Sensity AIl, the mndtr eporul al
nelElt Mosk, mimiimd erJoé$t Ca,MdDdadeeauyr i me mini st
Uni ted KingddmiRiishi répoak ermefo@ahipeerRawat t
Tucker Carlson, USUS@cpolri Ryaal Reyfimdatadtbod
202Bi)nahkeye is the typeusoefd itnof |tuaerngceet cpaonpiatii
and manipul ate popul ar opi mpiaon ictaonida rdead tees , p
such ad tIelde2dd 8 presidential elections when
Analytica targeted hundr eaddsv aonfc end laldi g@nsi tohf m
pl ained by2@8ra8mdchatDdalkPb@gl12023 Sl ovakia el
Al deepf ake waausd i“ol eraekceodf’e idmog rt ihreg pa ersesporter
Mi c hal Si metmkai di eusssingtegies(Anhédoworn,o
2023) .

2.1.10/ 2y Of 0B G/ER IdA0 ST Y I NE ! £ I2NAGKY C2dzy RI (A 2

I n conclusion, we went tahrogoght hmewbtalsi ex &1
classical and modern algoritihmss MWef ecgpoml @e
gorithm' shasvadwoaltvieodh. Addi ti onadllgqr iwtehmrdiisrc-
teracobubd be deceiving, and bothhe hpaawibares c a
hotwhere damnilbé ua kyltl adbomaltp aoafAlaome t hhmso rc
have mul ti di mensfiroconalt hced mshebgeuhgarotaetsomegd U lctat e
design &emandscepts to grasp i s the fundame
me nt i s geaypli adveaandsor e clemmanm ed appumaoh whe

needs receive increased consideration and i
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Bundled index of increasing:
Processing power

Model complexity
Availability of Data

*Focus: Solving
specific
computational
problems.

~Key
Developments:
Sorting
algorithms (e.g.,
quicksort),
searching
algorithms (e.g.,
binary search).

*Focus:
Expansion of
algorithmic
applications in
scientific
computing and
data processing.
*Key
Developments:
Graph algorithms
(e.g., Dijkstra’s
algorithm), string
algorithms

*Focus:
Introduction of
early machine
learning algorithms
and increased
computational
efficiency.

*Key
Developments:
Basic machine
learning models,
optimization
algorithms, early
quantum
discoveries

*Focus: Continued
focus on
computational
efficiency and
problem-solving
within hardware
constraints.

*Key Developments:
Advanced sorting and
searching techniques,
foundational
machine learning
algorithms,

Leading to increase in
Qutput complexity

*Focus: Shift
towards user
experience and
ethical
considerations in
algorithm design.
*Key
Developments:
Introduction of
Explainable Al
(XAl), human-
centered design
principles

CA JpNdSy

Fi girlel ustrates

Focus on technical foundation

t he

*Focus: Rapid
advancement in
machine learning and
Al, with a focus on
transparency and
trustworthiness.
*Key Developments:
Deep learning
models,
reinforcement
learning, ethical Al
frameworks.

*Focus: Emphasis on
human-algorithm
interaction,
regulatory
frameworks, and
advanced Al
applications.

*Key Developments:
Al governance
models, human-
centered Al,
regulatory guidelines
(e.g., EU Al Act).

Increased focus on Human-Centered Algorithms

c o ncchegppptse lolfoas ¢ r at ed
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concepts
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ne t enhance the reader S

This il
da < aMijd n2h0 2e2t)

a ti mel.i o

rithms ustration

desdgmni nrge ctenet , aplr.evi ous

me |

i ne.

scussed

under st a
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hi-gaht @ghed alhgor in

state
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211
2.1.2
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MAKING OF ALGORITHMS

DEVELOPMENT

Chapters:
214
2.15
2,16
2.1.7

y

DEPLOYMENT

~

Chapters:
2.1.8
219

T

Discussion on the evolution of algorithms,
touching on classical and modern algorithms
and their significant impact on various
domains.

An overview of the fundamental principles
guiding the design and operation of
algorithms, including their lifecycle and
evaluation methods.

~

Examination of the processes and stages
involved in algorithm design and workflow,
emphasizing efficient and effective
methodologies.

<

CAddBlEmmar y

Fi g@uirlel ustrates

phaseBesi gn

formul at i

ng
ng
sources,

on
| at i
iz t he,

as

Detailed look into the lifecycle of algorithms,
from inception and development to
deployment, maintenance, and eventual
decommissioning.

Detailed examination of various algorithm
types, their characteristics, and applications
in different fields.

Discussion on the shift towards human-
centred algorithms, focusing on the
increasing consideration of human needs
and ethical aspects in their development.

Exploration of methods and criteria for
evaluating and analyzing the performance
and impact of algorithms.

of previous

t he

Dred eDeoplhdyemeaerretsi gn

and the

eaoipe d me miance

/

_\
Exploration of the complex dynamics
between humans and algorithms,
highlighting both manipulative behaviors
and potential for fruitful collaboration.

/

Discussion on the multidimensional
consequences of algorithms, including their
impact on society, ethical considerations,
and design challenges.
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When evaluating the trustworthiness of algc
favolurand againstTh e gfea vaohluorrrye gaucl gautei nosnh at c on
prehensive regulation is crucial for ensuri
| egal accountabil iltayr,r iaes @0&T)uslardl Pxyy ramdk
(20834@h point is further complemented by th
LLM algorithm's capaasmentyooatds @mfi(fed®Bmhdg)s h hee
and Mei n(ke 2et) tahl éh aonadh, e moff iemlocchi aro (2024) a
& Dwivedic(ROR4y contend that strict regul a

vation, eapedilaygllewoilwing fields, due to burl
reqguirements which cause governansezedst s,
companiTehss s coul d potentially place compani
advantage compared to those in areas with n

Further research from prremiuldeantorAl mewtshiares
sidered one of the enfgtwaps Badv@Guacadnéatk got
al ., 12020 taelds etghualtat ory actions and safety 1
rithms are | acking in effoegull 8t oogy oaedet o ratl ¢
vanced al goovreirt h3nbls nati ons signedpt omi 8l g ch

i ncreasedeatstuert tomsttaovort hy and safe algori

This ovidpt erxamine the regulatory frameworKk
uS,and China. Additionally, twkenwiirldnrmermtvald,e
ci al , and Gover ndrhde (iBtSHh)ecfafrussaseevwad tkk mi g ht
additional governance structure for algori:t
seen outcomes has sparked debate over wheth
al gor Gitwhens .t he numerous | egal tihses uceusr rseunrtr otur

jectory, not ably dattao ptrhiev aicnyp | ceormecnetrantsi,o nh ao:
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European Union countries. The EU has set fo

confidence in the algorithms created by dev

221 9dzN2 LIS ywS A2 Hdee REE Ay S A

The EU has comprehensive docluménhgtiaomproeg
fi-eséegal framework for Al (Document 52021
sionedl eavdlli gd@aixpert group on artihbfiigcivadl i nt e
gui dehi develTohhgisongpAhas delivered four packa

on Al

1. Ethics guidelines for trustworthy Al

2. Policy and investment recommendations fo
3. Assessment |ist for practitioners for tr
4. Sectoral considerations on policy and in
thy Al

The EU has al so intrAudguuwstd 1 ,hel 8AA 4 ghadTth £ sesf o «
systems into four distinct <categori es: mi n
ceptable riskri etvet equittiestkearst yss tfeorns hangdh b an

posing unacceptabiGenreiraksf PEUCDIMmmeat crat ®n,

The EU Al Act is mielgasdene aisn aglsolgali f Alcane ¢
the international approach towa(@92AR).gdder
ditionally, Pavliidis (2024) hi gshtlaingdhatrsd icsoan-s
ti@amd oversight of Al within this framework

egories proposed by the EU remains ambiguou
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Even China, a country r eguluanretyh iaccaclu sPeld soofl
to monitor its citizens and cahhas® ceheasad
new official AltatihdelailnaseomderAdni.ngrhe Nat |

Artificial I ntelligence Governance Professi

On September 25, 2021, China released gui d:
more detailed document asteivemi c¢@lmpmae £d For tth
China introduced its version of GDPR, The
effective November 1, 2021. This | aw shares

right to access theirordgaatna tsand pmiee nt equ il DEE

controller. 1t mandates that Chinesng bhiowi ze
Chinese state agencies and companies, versu
Pl PL wil |l be intriguing (China’'s Ministry o

I n addition, China hhyibdE¥nabyadzdpblemd Nt 88
2F DSYSNIGAGS | NBNBXOScifff ecyu 8kt MISOYWMOSAugus
measures aim to regulate content generati ol

national standards (Cyberspace Administrat.i

223 'YAUSR! wBAWA »dee RET Ay Sa

The United States, unli ke some countries, d
i slation on Al yet, but signs su®@ge®stndt hat
17 regional reguloptoisendls ldv evhbedin at | east

mented. These includeaWtl dexipeerds AlvsSeB adhd

to the statuessigdgvemaoae®d w©Oechnol ogies |1 ke Al .
prohibits insurance rcacmpdniye sorf roann eermv Iscey ibn
'l inoi s’ I'L H.B. 53 bans employers from ma

mi c recommendati onBr dmd £gdo$!| amthinadrh d atse ss.t i | |
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revi ew, i nclwhdiecsh baiilms St.o02 7p/rGahi gpenewvatad e
ri al UdSu reil reicltoi boundsh afrl ., 2023) .

I n 2024, the United States made consider abl

vation dur-HagritdheABmidereinst mraduwuoaead mwedwcihni ti a

cured additional commi t henewme if iadoradl mde o Al C
ducing new technical standards to i mprove s
and The National I nstitute oftoBtaamtmir sl an
framework for various Al model s. Ped vacy a
especially for critical infrastructure prov
nati onal move to integrate innovation with

House, 2024).

224 [ AYAUOUl 0 Ay AdAzZ2IFO X DY T

Numerous <companies, pamanuderosthhieprs ,enutnitvieerss i
guidelines on ethical Al , such as OECD Pri
nomi ¢ FoDeenp Miamdl. The :gqapsweonergmaohsl y on
selldgul ate their Al devel opment ? Turner (240
"CNI y1 {dGFGSYSyd "G r/iokd HINSBHG S s{ Yazn] SeNBa mp | e o

serldguloatthent obacwbi cmdegsényual |y | ed to mi
cording to Brownel|l &l War wer sh2008) eapfonacel
ul ati eoewibiusti saseaknowl edge the i mportance of

ories and enforcing regul ati3®drg iah spr &dtgihd
four key t hepwresposned nAdiusguiydel i nesduasdi gni
har m, ensyriimg Adafdeesi gn, mai ntaining clari

and upholding human values in Al functional
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¢l octAS summary table of similarities with maj
the posaunmndiifliirgd mddel (Turner, 2022, pg

Rules Control | Safety Rules explain- | Benefits | Actcon- | Ability privacy | unbi-
of in De- for at- abil- shared | sistently | to reas- ased
al Af{sign tribu- ity/tran | with all | with hu- | serthu-

NR O 21 tion/lia- | sparenc | human- | man man
bility \ ity rights control

EPSRC/ | n n n n n n

AHRC

CERNA n n

Asi- n n n n n n n n

lomar

IEED | n n n n n n n n n

EADV2

Satya n n n n (Satya| n n n

Nadella but not

/Mi- Mi-

crosoft crosoft)

Euro- n n n n n n

pean

Parlia-

ment

resolu-

tion

Japan n n n n n

ministry

of com-

munica-

tions

China n n n n n n n

white

paper

225 9{D a I . fdzSLINAY(G F2NJ ! fIA2NAGKY wS3AdzA I

An intriguing i bh&BErawicreo nme nathaglh,GoydErSyGale ¢ e
frameworZk.d ahAmel Serafeim (2017) found that E&
ment service prBoSYG daenrasl yi dniesomepldie g €pomc e s s es
dicating its widespread us aghe ciomr dgiviagt atlaod | n ¢
& Landau p{l301M@SBoded mprtihsreese mai ( lefnlveda memt-s :
me n tmela,s vernienrggy @afn@lmc 8 s(M®)yieafler s t o human r i
| ararghImver mameegsod oman agamteonrtr uapatdi iomi t i es

The ESG model was introduced to i mprove <co
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e s tsd mlnidstred@ozretd ng scheme for companies’
s. This initiative has abdeoeprt hnnmt alkelpy rs u o
oach seeing financi al benefits due to
ort climate change efforts. Additionall
responsi bl e and trust worktehyalblye gtantei omus!
eading data and “greenwashing,l” referr.i

ing and actual p.drhfeo romenrad | ( ULimp aett dla.s,

promoting more responsi bl e governance actio

j ect

S i mi

proc
ESG
serv
fina
ties
tail
now,
gove
shou
adap

whi c

I n <c
and
poss
enf o

at he

within the hreeoatlimmitonf@ arl ggparittihnmmg ,and gov.
|l ar to ESG could enhance trust in the <c
uggest considering the integration of a
ess as an additional motivation. With t
compl i abeae ,prtadpt@roasadawl dt o enhance al gor i

ations have indicated that d ahveorr arbd 2t
nci al out comewh ifolr waogladhi gradvioches a comp
to adopt such measures. Althadgh this

ed investigation by future resdamrch to

It stands as aThriecpecvad dr decommerad aitaibd re

rnascgniahidcantly reduce any wunwanted i
|l d be mentioned that according to Fina
tation shivering due to the 2022 geopol
h canilme ar mewl kedcd of framewosk, which
oncl usi on, this chapter's interest was
countries are focusing on identifying
i ble intended or unintended congequence

ace gyl ati on that focuses e hawdimwmeidng et

benefits of user s.
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3 aSiK2R2f 2368

This ohauytiewner esear ch metKkn2oédeo li omg ye,n de xt ppl aiom

our study. Our choi e¢eer yw ftnan e Boer aerdc ht oa ptphreo ancaht
topic, which encompasses bbuwtb ssttavmlilih aelrnx itsshtgso a €
tical contegtroandgi pueambees obners working in

ritCmesi der iwegc htanddess i gn Sci ence Research (D
ol ogy. f Westvi ddluce the key components of DSEF
Met hodol M)g,y f(dDISIRowe d ®yrreasne aorvcehr vpireow eosfs .

2 avs

31 5SaA3dy wo DI IBNAK 2 R £12y3 8h IS NIIA S &

Wehave chuotsi®@pRzseoour pri mary. rkesrtamanmhmarpe,r o a
seararhgdimiyzeske rtahgei DS RM as the fundamental arfg
ourresebBBBRWas chesamse one of its original go
al(.2008) to design el ementisngtheadad hbefabf sCi oo
trying to unRegsisgminmdg rteradsttworthy al gorithnm

tidmis choice facilitates incorporating 1inp
end product in two iteration cyaleecs.gnWez eadr e
DSRM f rrdeneefwoer,62 @@ 7 )al,prsotvriudcetdur i ng our i nves
ingly. A concise overview of eawowhlfelbevamt
cluded in our research pr oc.eslsn daorctiunsd Sntige o r

5 and 6 remain beyond thisestallelvsaHhsucaadpe.n S

criteri a.

According ,{@g0,$aforeatabn systems (1 S) have

tives: firstly, to contribut®eornroadaddecemmiraeaadrt
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seconfdbliplrdaitctdrctadf act s f D $iRamea ¢ toidtohl aty ¢ & m-

pl ements the secondda gaocanc, roeumtbel ocdbibdi aer fittadrfea ct s

practiHewmen(s2@04) .presentparwodifgumsd aimme nltS |r ¢
behavior al science and design science, bot
needs bafsitBredeavi oral science addreswsm®es thes
derst @amavi tdhese busi besexpkadse@naatndt peredi c
hand, d e sfi gmu ssecs emaraer toerff @abcutiBludsiimgss needs.

di ganrse r ebgeuhiarveidoireanice f ocuses on discovering

ence focuses on npereadv ibdoitrhg puatrialdintyme ytooue ae f D«
Our tsheasiosk § dke@ehavi or al science side and di
comprehensi ve tloiothdruactturten er edeisévgn sci ence an

busi ness needar bg¢foagepxopseirntgwioesel.uati on

Environment Relevance |5 Research Rigor Knowledge Base

People | Develop/Build ;

- PRoles - Theories angha;:,ﬂ!;
Capsbilitiss - Anefacts - Frameworks
Characizristics

Business . -’ -'"l-'l-‘“ﬁ'-’-'m - :I:-Iswmem

Organisations et Hnawlece : 51235;;':5

- Strategies A ' Rk - Methods

- Stucturs & Culture = " Intantiati

v ’ - ntantiations

[ 1 Methodologies

Technology Justify/Evaluate - Data Auna lysis

- Infrastructure - Analytical Technigues
Appllcanc!ns ) Cass study - Fomalisms
Com!'nunu:annns - Experimantal - Measures
Architecture - Field study Walidation Criteria
DCevelopment - Simulation
Capabilities

Application in the Additions to the
Approrpiate environment knowledge Base

CA JUUNSBf or measteidorecrhe wor k ( fReOWOMder. et al

Fi gufrreom Hev,i(02D0émomstrates the two essenti
searchhehavior scienceevdl watismotegfusate 81 edt by
desi gn. sBroeefnicree and assesessveaghiofbemati on

needsprainadr k Wewlaeidngenef it f rom tchoinsd ufct a megwo
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twofold research: firstbhbyevigmpaubleedgg bkaoel e
l i teratur e ,weviagom ntfSaewcdotnadripyi s f k nowl edge wi t |
i ntervi ews. The prxpwirdiet imfdoe rmaitda vosn wielglar di n

needbwe, will sucttlreelfSldlegsearch framewor k

Process iteration

—» —» — —» —»
) .
|dentify problem Define I DCemonstration § Evaluation Communication
n i Objectives & 3 " = -
Maminal process & mefiiate % E»J:Iulliz?s E Design & g Find suitable g§ Obzenve haw .E_? Scholary
Sequence Define problem 2 = Development e confext ﬁé effective, E i publications
1 = Wht would s ) 3 H eficient i
/ Show better srifact Artfsct = Use arifsct fo = Herate back o Professional
/' importance aecomplish? soive problem E&N'G: publications
/
/
| —
| rd ™
| | — e o o
\ - - - -~ - - - ~
' / ~ 7 pesma O\ / ™~
\ r/ Problem- \\ (o { 33;5_1_?,_’;1“’;“_ \ { Client/ \
\__ { Centerad ) { Centerad | \ Centered | | Context |
\ Initiafion / Y Solution J \ I"nia-.i:;r: / \ Initiated !
‘-\-\._\___.__‘/ \"'H._\____ ___,// — \‘\-\._\____ . ’//
I'\ Puossible ressarch entry points /'I
~
CA @S RV 0 c mosdse | (Peffer et al., 2007).

We wil Peutelli20d® 791 DSRM process 8&fodrela pde-sert
tailed researMdh sapnrdedc h s pa oxyerstsh eesliesmend mb
sevendél pentoiralresearchTher DERM pramewer knodel
e d gxisx c amy o nvehnitcsh wtei tiviied df i r st fMaxwte,i wi bur s
present an overview of af Inaesnhtei,cancetdr vi esear ¢
wi || be conducted between activities 1 to -

even 1 f we explain al/l activities for trans

l OlA DAl dempgricdbyAetohoer di ng to2®@TtYtévi ey al is
providing justificati on tfher ptrioe | reems esa rad ke meyn
as possnobtl elomilfMgiss cl arity for other researc
writer's thinkcogmbuicatbibcmg hteliitps viagomief i can

of identifying the problem |Ilies in its pote
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contri but éVet dh atvlee i fdieenlt d ¥ i énce d wsl ol yomwo éndge mpr i o
reseaxkampl es from amdaicdciipatoineg.stWee hfauvteu rper on
vided exampl es odourhee snodfi vtalie dimd emtdi et ed ! p
(2004) pointdeaut ftiekedo ptmbddalimeanyd ud dloev asmotl v -

i NAs examined during tthheer d iit®eratgrewirrey i &mwo
activities regavwidilngproelaftcermablo s nres8@lsv aich.l e s
Addi tional | ygcomphadnaceelesa IwWheemgetshei r alcgor i t hms
have devastating consequen,cetsr U sotrwadrhteh yb uasli gn

areedevant and i mportant area to examine.

We will define ouf olpilosydils yRiSRt eOte/ratSljadzsSy OS
Ff 32NAGKYA KI @S OF dzaSR YdzOK O2y OSNY | o2dzi
NE3dzZ F i2NE | OUADBAGASE | yBKADKOINY (ldNFY K| HK $
Ff 32 NAGKY G NHza G 6 2 N\MeK AiydSearat il fyyR tlhRa tLJGtI hiiAs2 yT e s
er at es orpepsoeratrucnhi ti es for restoring this tru
trustworthiesalgghochtasm i ncor por art itnlge ed éeng icaqan

process and i mplementi.ng robust testing pro

l OGA@wRfienea sol utAcocno rodbi¢niegc eti@voeds7.)adl uti on obj
tives should behatfisegd dbfaddadieldlneon t he pro
denftiii @dmi s requi rcoganpa ehleeman vandnder standing
of the def,i nseudc hp raosb Itehne pr eval ence of biase
tions, |l i ke al gomlméhmi @awmdisthiomd dt del it her
tat,i vaend the solution should explain how it
me ntthe exi stHagynesnn( 2€6d4da)h,.Bdgmalsk y, a probl er
definedi 8&$§ethnaces between stgotel ofHat syasmher
vner ,ef 28Bdmp hasi ze thatcam mear ht hdi goagload
sever al domains, such asamhhihemarr cchmnidnogs .c aT h

creases t he wutbiyl icthya nogfi ntgh e haer tceufrarcetnt | y oc c
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Based on availabl e i nfevimaweifolmacftrionng oounr tlhiet
understandi pge doforanurl atéoep liddowsdy DTMIOY SH2 NJ
AYONBEF &S dzyRSNEUGFYRAYI 2F LRGSYGAIE dzyAyidSy
I GAY 32 LASNSAGNG 2 v | f h o3N@d A NPAYaY SlyZh M MSE2 NGBA ¥ &%y 3
NE3dzA  G2NBE F OGABAGASAE YR gARStE& I OOSLIWISR |
YR LINRAGI S dzy RSHNKIA Y R 2NE K2 BSESDE NR tizKN YINE @ i
L2aSR az2fdziAz2y A& AAIYATFTAOLy(GX Fa Al O2dz R
YS63S Y2NB GNUHZAGE2NIKEe LINF OGAOSaod

|l Ol APAD@siogn anBefiteelPO6Pm@&hdescrwhbeer e htihse st
artdafsaadtesi gnedThredsdecelsepead. i mpl ementati ot
extensive t he mwrtentei ccahlo skemo wlAadid eemodaiag m . et
al(.2004) describe the artefact's need for u
| endssuknowl edge base@mievi baosmed reswagkh focu
gori flumcgsg i on, their design amd dceweslegureercte
We have also introduced several regulatory
reseAddht iwenavli Iy, conductwiatnkh peexrptes tf ri nm etrhve e
fiel dswe Fainadl liynt roducceonastpaack agle fgolnmu thioa rh
ously mdomabhedr et i c aan dk neoxwpl eerdtg ei OQuer e tf @ ineaw

faicmcl udes conttrhieb uptrioocness st oowardlesi gni ng and

al gorithms.

l OGA DA Deémanstrat j(o2n0.0 7Pe fdfeesrc reithealf.hi st spage

t heert ¢esaatsef ul ness. This demonstration can
demonstfaamednworrikng two interview rounds witdl
we wi || ex daoasaemeavnd kil embnatrate its place in

The second round comes dfrtaamelwmmb &di par ahieom |

rourekpsert feedback.
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| OUA EN@E ue | vwinl. i itinhoizse s traeygsee Hmt rower wi | | i ntr
the core idea behind tumidsEwvaad tairssdd irtoym ificost | rpeaarc
of the DSRM cyc2@04)Hedaecacr ielhe atthi s stage a-:c
demonstrat iargt &fheea tdielsairngdn, e fBffaibd @2 WOO 73l st at e
theahis stage is about hebgsernviong soand i mgagirei
with t heardeedliagcmed,( 2Q04A) .propose five eval uc
desaghesf adty Obs)erAmdliytniadag!l ,2 3) albxdpPé&ni ment a

scri.ptive

| OGADPAGEé@ mmu nWec antiildri .lniote this stage in our
troduce the core idea behind this,(2604Yi ty
hi ght h@gthtcommunbeasubhi enuently targeted for
management Coummuen cadsdmnmh ashreud dame ssf fi ci enc
of drhteef #eff {(e200k2) addd t hat communication r e
cultures of the autdhe ncen satnrdu cktnioom eedfgfeo rotfs

artefact

As Pef f(rOp&t) ndls. out, the process doesn’t ne

I n our study, we wicltli vendg #Bhedpmoosss awi Dh.

32tNRPOfSY YR {2fdz0A2Y al Gdz2NAGEY 5{w
g2 NJ

AsSSein,(e20l1lall). mentS orneesdfear ch aims to contrib
theoretical knowlaerdtgeed alatdtsl e 8 gbnpewNé&atewhegdge.
will examine the tkoo dvBiReVd d @ doarmoeowtorrGkbeug adro n& He
(2013) .
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Invention: Invent new
solutions for new problems

Improvement: Develop
new solutions for known

;% problems Research Research Opportunity and
.-E‘ Opportunity and Knowledge Contribution
g Knowiedge Contribution
=
5 o
Routine Design: appyy | C3ebeton et o)
© & nu;:gbslgmu SUQESS: arcf?w (e.g., Adopt solutions from
T other fields) Research

Opportunity and

Knowiedge Contribution Opportunity and

Knowledge Contribution

I
I
I
1
1
1
1
1
1
I
I
1
1
1
S e m e e
1
1
I
I
|
1
1
1
I
i
I
1
1
1
1
1
1
i

High Lowy

Application Domain Maturity

CA ISR o wl exdrgter i o amewnor k ( Gregor & Hevner,

Greg#dHevéer (2013) make a point on the way
cr eaitri otnwo knowl.edRier staltye,g ot(®@) eree r ie sSReSh € n g me
AONRLIIA QDS D¥2gt ERESve knowl edgec urerfiemrg it &
given phenomena, alBlbe kan@awon d st e dfwhlano wl
( AWhich r diNBaONAtLII A OSPrieysZafiPRIS e knowl edge
t he ,“"hosw cair taespp mahdeu c e Qi she DSERrrent state of
and ANifset he pr oplohsee dn osveelAd &y eorf d stLiéh o dtrdce
a2tdziA2y YI GdzNRGe

Based on the eval &daHeoneonuftanbhbEpgtr Gbhbeges
to prhescriptiwetllknomwhedgeordtersiclrutpitanse tka otwh
basfTeht kaim i s supported fbryom hBea srtke@ 2vthih@ yed aett i
regarding the prarstcafTede wac tnlay upree odntl Sour
buttonthe DSR knowledge contribution framevw
turity by the start-ceagtelogdartstwhmmed hteo “ &
aroundiwieclkdefi ned e a&mleitdeuma tnogE b2e0yli An.fHCtAHe f i r s

f ocusearcemtaapperared only at the bedihremieng of
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ear Thesur probl em malywrairtuoil s$ catu tlineoansltchalt ur i
not be chtastsalfliyydne@aw i nvention but an i mprc
Thusn, our, owe nweowl d contri bute mainAhymto t he
LIN2 @Sy Sgdrant, highli §adeddtionbhl ueonhr Fbgur
t hleyy2 4 ud@nyant can be justifiedrkeysetalhehnew

brings and some initial solutions for these

7 A

33 wSaSkNDK t NAYOSG@ENhODENBABSOASEE Ly (S
dzl GA2Y

This chapter introduces our research proces
sen | iterature review met hcohdoosl eong ynoertNneondt £ r we
Vi ews, angreseal!|l yhewevdlhieat eoTihiewspreocasd

chart QFsgpr é&xd motivehkaoa dceornsv'eni ence.

Overview of the
Research Process

Narrative Phenomenological Second

Literature semi-structured interview
S Review qualitative round '
Defining i . . ; Final
| interview |

Research i i artefact
Objective N, 5 constructed

|n|t':|al artefact First iteration cycle

b'-”!t based on for artefact based

literature on interview
review feedback

CA ddaHRRR s e prrocclevses vi ew

The research met hedatwedhd®»aean eth@ be t he nar

ature Acewviredwng ,(@0Ea8n,aptnadalfFaYive | iteratur
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of the four main | it eviathuvanmeatlyesvii ,w inrett ehgrdast, |
anglyst ematTlce rreari reamt.fifveer sr eavni eiwnt ui ti ve way t
tureabbows$ the tresaddc mer éh apnadpeerrsst ammdeng of
subjecODugaywiso proceed with this was to exa
pipeline of algorithm deveiln pAGégitr mana r ¢ x plif a i

previous”chapters

The research met hodi asedtehomestebrieito g unct taedrrvei de w
gualitatiAse dxplébrivnfadv,0bgy0.2 25 h oal nodk th q a2ld,2 2 )

This method focuses on the suWwhechiganexepee
more depth on how they perceiaeg wWwhef ecter al
proving the trust wolhrea hwanye swee ode eal ggogd rtihtmsms
what | mpacits tchiesyt nhgalviehi s me tihso da | soom eneorrret ea v
satstoytledgdept hnknowl edge fArldm ptalret ipca rptainctisp
tervi eweodonen soensesi ons | asting, on average,

participants were presented with the Al gori
back on how weoriltd rpenperneosneeentastanneda Ivbhee ti e v e |
provide valuable Ghie danadleudoiromn hédlrlt evofrikv ¢ n
weruesed to support the intervi eavisniamgd seonnseu r
degr ee ofThfilse xaipkpirloiatcyh. was chosen because i
mul tiple di mensions t ochtalil® oprcalgltaamearadd, ri
information with closed, structuredupguesti o

researwelr,aibmtt o capture a broader scope of

As evaluatiwen ltave ecomstructed an evaluatic
livarn(2@2l)attiodiuseechg t he expert interviews
tion el ements. The sadieriehgmeme sf wi s dDredre
rounds tiof ftimel oweérati on cyatl €&elmawadrgie dett oa li
(20@2mphasihteedl uat i orne etriiarerdhpoul d i nclude f
Cc e s s iwtieltihtey, t he a u dyioeanrctee fudnedie odsdteasnadtesh e f i n a
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art ecfaapcttur e the needs of:dbbealpthebicrdicntgi onneew s ?
knowl edge or confirm already known iksnotwlee d¢
val uarbtl efnactthe 7 eBfl f evovtralimded etshsi s ki nd of sol
performance when Tihe&e tl el tsa cetvian uuoaut selgdya?btyi @aisk i n

pantt hfeorf ol | owi ng el ement s.

1. Understandability Doyouunderstandhow the matrix works?

2. UsefulnessDoyoubelievethisisusefulfor yourwork?

3. Trustworthiness Doyoubelievethe frameworkwould increasehe trustworthi-
nessof algorithmsin general?

4. Future Requirement Do you believe somethinglike this is required in the fu-

ture?

The final el ements are designed,(2®d2dagptowrte

finenfeadr t he purposes of our study.

¢l ot St e anvsi vaanwb .| e

9f SYSyld h@SNIff FTEIKKhOSNItt FS
FANRG Ayl aSO02yR A

< w
[anhN

Understandability

Usefulness

Trustworthy

Futurerequirements
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4 [ AGSNISOENEBR 9IEYIBNID2 & & NHzO G A v 3
CN} YSHE2XNHza G g2 NI Ke ! f 32NAGKY A

I n this chapter, wef warmhebvabsieids to nc otnhset rluictte roaut
This 1is our del i ver afbrlaemetwiherxkix,p ewd wivlall uax p a
on the expert f eedfbraacnke wolrékt i | | t g &ixmbdbea, owe

posef nametwortkhe same group ekcernpent s oandyc

based on their feedback.frRimealolrk, we will p

41 LY AGNIIYMSoREABR 2y [ A WVESKRS  nANS NwE 02 B 15
NEYYSyd ! LILNEI OK

Based on the |iterature review, wérdemetrded
worlo help identi fcyattelge rdifls rasdmpgorodspdrsi aatned s af et
for adjusting thencaleqasreidt tmsuWé ovwa e dd infeises d
framewor k with an epmerealt iagpmalo aecrhv iweoad nde rotf f e

develaopreaw owarycept hhal iiseks they need to conf

The requir dmeanmesvomekr f tben t hree perspectives
user; secondly, from the organization’s goa
tory i nstfirtaumewonrgko allhies to bal amdade palolvitdh eng
a way for discovering appropriate Nash equ

regul atory measures for specific algorithms

1. 9y R !TahSeNyi requi re a r el jaarbd dt ehsytd theem rt theeys
i nterests in mind.
2. hNBI yAl INideed/at o produce algorithms that:

a. Fultfthiel objectives given to them.
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b. Do not produce unnecessary systematic

c. Bal ance the <cost of reseved®pi ngguiam
mai ntaining the algorithm systems wi-'t

3. wS3dz: I GRINBR t o systematically protect cit

economy from possible unintended outcome

Since iftrrasmeawotriekevr e i s a | i mited amount of p
on the l|litdhet i ¢ ertalvaute @ hisarwdsy em t o gr asp
to mutldg i facet ©@henatomrcd usi on i s that there i
the i ssue, but designing trustworthy algor.i
technical i mplementations, such as necessar

when desidewiedngppamd) these systems.

The essential foaoamevwétkheobxpbet review is

Power Matrixamnihnes nahte ixperati onal environ
wi || be depl oytehde annedc edsestaerrymidieessi gn pri nci pl
ment’'s unigue requirements. The matrix i s ¢

two categanviednmemeé ' s o pCurn ersesa saonndi ncgo nftorro |t

pl ai ned i nnmmoe ef alaltmmal tsgo mpl emented with rel

¢l oytlCSo nc | usilointserodt.urhee revi ew

Element Explanation Sources
Numberof in- | Aswe canseeon multiple parts of the literature Ekenet al., (20249
teractions review the more interactionsalgorithm hasthe Nguyenet al., (2029

) more open its environmentis and usually the Freemaret al., (2022)
with other o _ _

more complexalgorithm in questionto handle Tahiret al., (2023)
players this increasedopennessand interactions with Petreet al., (2019)

other players.Thecomparisorbetweenclassical
and advancedalgorithms highlights the point,
classicahlgorithmshavelimited interactionsand

output complexity but advanced algorithms
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operatingin open environmentcan have more
complexinteractionswith more players.result-
ingin a possibilityfor previouslymentionedphe-
nomenam suchasatrtificial empathyand gaming.
Indicatingthat the number of playersand the
type of environmentwhere they operate is a

valid considerationpoint for measuringtrust-

worthiness.

Output com- Asthe complexityof interactionswith different Freemaret al., (2022
plexity playersincreaseand algorithmspossesghe ca- Tsiakas & Murray-Rust
pability for more varied responsesthe output (2024)

complexityincreasesas the output complexity Ezugwiet al., (2024)
increaseghe controlfor ensuringsaferesponses
receivesncreasedattention.

Resourcan- Asthe algorithmcomplexityincreaseghe evalu- Mantymakiet al., (2023

tenseevalua-

ationrequiresalsoincreasedattention especially

when evaluatingalgorithmsinteractingwith hu-

Phuonget al., (2024
Kosinsket al., (2023)

tion mans.this mightrequirered teamingto evaluate Hugheset al., (2024)

potential vulnerabilitiesand assesghe required

levels of control. Algorithms operating in con-

trolled and closed environmentd o nrequire

suchevaluationas the ones operatingin open

environmentwith lesscontrol.
Evolutionof Aswe canseefrom the evolutionof modelsded- Ekenet al., (2024)
algorithm de- icatedfor guidingthe constructionof algorithms Batoolet al., (20249

and algorithm systemsthe first modelssuchas Danaheret al., (2017
velopment

CRSRDM wassimplecomparedto MLOpspipe- Marabelliet al., (2021)
modelsand line by Ekenet al., and lately the evolution of Al Mantymakiet al., (2023)
governance governance frameworks showcaseshow we MartinezPlumed et al.,
frameworks have evolved from building the algorithm sys- (2021)

temsto governingthem. Thiscanbe seenwhen Freemaret al., (2022)

examining the opennessof the environment Batarseh(2021)

where algorithmsoperate and that the govern-
anceframeworkstry to install a certain level of
controltowardsthe algorithms.TheAlassurance

alsorecogniseshe contextof wherealgorithmis




6 7

placedas a one key elementin determiningits

trustworthiness.

Regulatory
evolution and

focuson risk

Theregulatorymeasuregor governingalgorithm
systemsd i d ewvéntexiststhat long time ago.
Justfor the last decadewe haveidentified and
grown aware of the need for enhancingcontrol
measuredor the advancedalgorithms.Thiscon-
tributes to two pointsin our findings.Firstly,the
needfor controlasavalidmeasurementxisand
secondlythe needfor identifyingan appropriate
risk level of the algorithm As explainedin the
regulatorychapterthe EUevaluationis basedon
categorizinghe Al systemsbasedon their levels
of risk.Sodid we too build our artefactto accom-
pany similar schoolof thought. The four quad-
rantsrepresentthe risklevelsbasedon the algo-
r i t felassificationregardingthe control and
opennessof the respectedenvironmentwhere

its deemedto operate.

Batoolet al., (2024
EUAIGuidelines(2023
Muschet al., (2023)
Pavlidis (2024)
EUDirectorateGeneralfor
Communication, Docu-

ment52021PC02062024)

Conclusion:
Theopenness
of the environ-

ment

Aswe canseein the literature reviewthe nature
of algorithmstend to changebasedon the num-
ber of interactionsand on the complexityof its
answer.Thefirst algorithmsintroduced,the clas-
sical ones, were fairly simple algorithms and
d i dpossdsshe capacityfor providingcomplex
answerson multiple different interfaces.Mean-
ing that the classicahlgorithmsare incapableof
for exampleintentionally deceivingthe uservia
artificial empathyor creatingechochambersas
opposedto the advancedalgoithms. Aswe also
examinedthe differencesbetweentechnicaland
humancenteredaspectsof algorithmsit canbe
concludedthat the algorithmswith human-cen-
tered featuresare placedin a more open envi-
ronment exposingthem to increasedinterac-

tions and as was mentioned in the algorithm

Ekenet al., (2024)
Nguyenet al., (2021
Freemaret al, (2022)
Batarseh(2021)
Batoolet al., (2024)
Marabelliet al., (2021)
Mantymakiet al., (2023)
Ezugwwet al., (2024
Tindallet al., (2024)
Minh et al., (2022)
Meskeet al., (2022)
Tsiakas & Murray-Rust
(2024)

Kosinsket al., (2023)
Hugheset al., (2029
Tahiret al., (2023)
Bramset al., (2024
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evaluationchapterthe most resourceintensive
efforts suchasthe red teamingwasaimedat al-
gorithmswhich tend to havethe possibilityfor

increasedutput complexityandareintendedto

be usedin an open environment. Thisis in line
with the regulatory efforts to governthe more
advancedlgorithmapplicationssuchasAl.Alsq

the number of Al governanceframeworksmen-
tioned provide and, indication of the complexi-
ties of governing advanced algorithms safely
Thus,we canconcludethat the opennessof the
algorithmsoperationalenvironmentexposegshe

algorithm to increasednumber of interactions
and increasedoutput complexityresultingin in-
creased probability of unintended conse-
guences.Themore open the algorithmsopera-
tional environmentis, the more chancedhereis

for someunforeseenconsequence.

Bonnefonet al., (2016)
Pumplunet al., (2023)
Lammermaret al., (2024)
Petreet al., (2019)

Conclusion:
Thecontrol
overthe envi-

ronment

Theability of the algorithmto controlits own en-
vironment as for examplein airplane autopilot
againleadsto increasedoutput complexityasin
this exampleto the a i r p ImanoeuvresThe
classicablgorithmspossessan extreme control
overtheir environment.Theyoperatein atightly
controlledenvironmentand canbe easilyturned
off if anytrouble arises Aswe canseeon the al-
gorithm developmentandits lifecycle,the more
advancedand engineeredthe algorithm is the
more conceptsone needsto createto describeit
(responsible, ethical, generative Al etc.). The
more engineeredhe algorithmisthe harderit is
to control its actions. As explainedin the algo-
rithm evaluation and interaction chapters the
more freedomthe algorithmhasthe moreit can

interactwith other players.Thisfreedomalsoled

Ezugwiet al., (2024

De Silva and Alahakoon
(2021)

Marabelliet al., (2021)
Mantymakiet al., (2023)
Muschet al., (2023)
Phuonget al., (2024)
Minh et al., (2022)
Petreet al., (2019)
Meskeet al., (2022
Zarsky(2016)
Schwart22019
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to the increasecheedfor testingandfine tuning
for increasingsafetyand preventingany gaming
of the algorithm. Thus,we canconcludethat as
the freedom of the algorithmincreaseghere is
anequalincreasein the probabilityfor someun-

foreseenconsequence.

Conclusion:
Thefour quad-

rants

As explainedin the regulatory chapter the EU
evaluationis basedon categorizingthe Al sys-
tems basedon their levelsof risk. Sodid we too
build our artefactto accompanysimilar schoolof
thought. Thequadrantsrepresentthe risklevels
basedonthea | g o r ¢lassifieatioregarding
the control and opennesf the respectedenvi-

ronmentwhereits deemedto operate.

Muschet al., (2023)
Pavlidig2024)

EUDirectorate Generalfor

Communication, Docu-

ment52021PC02062024)

1. Opennesof the Environment(x-axis) Thisrepresentsthe possiblenumber of

interactionswith other parties. Thenumber of interactionsincreaseshe com-

plexity and variabilityin the environment.Forexampleano r g a n i siteat i

net isfirmly closed whereasan Alin an autonomouscar mustoperatein every-

daytraffic, whereunforeseeneventsare alwayspossible Thousandsf variables

interact, suchasweather,cyclists drivers,pedestriansgtc., forcingthe Alto re-

actefficientlyto all theseinteractions.

Control over the Environment(y-axis} Thisrepresentsthe levelof control de-

velopersor algorithmshaveovertheir actionsin that environment.
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THE ALGORITHM POWER MATRIX

The greatest risk is with low
control open systems:
- Autonomous cars
- Stock market
- Social media
-  War machines

Low control closed systems:
such as airplane autopilot

The lowest risk is with
controlled and closed systems:
Internal systems such as
company intranet

High control open systems:
Social media

Control over the operational environment:
The greater the control the lower the impact

) ] ] Very open
How open the operational environment is:

The greater the opennes the greater risk for widespreading impact

JduaBire seadechver @abkeAl gorithm Power Matri x.

ev alfuraatnee, iolrek arranged qualitatneex(-Bhteryv
rienced professional § rtaanegvwtdttkeurt hendi ags
und of interviews ai med ttoo cddM éelcapdteheed b a

Mfkur amer make it more convenient for every

t hfer a mewoulkd be to perform a quantitative an

from algorithm systems and place tihedie- i nci
cate whether we successfullyframegodhk zed
whet her the thresholds in each quadrant acc
should also include wuser fursaanbeiwirttkmntve st i ng
i enftolry professionals and whether they woul d
for this thesis, the eval uatrioawumdwi lolf fiondwes v
to receive final feedback f faome wthek eod odre s si

t hfei r st round of i nter vi ews.
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Thfer ameaiomk t o cewarl uvablugtoergittchm syst ems’ saf
principles. This is paewowals appreaact diarsc d
ni cal solutions instead of providing guide

where the algorithm is pdepvayvyedandhpsebbeaoet

creates new avenues for scientific research

42 ¢ KS WCAdMBER 2Ey 0 SNSNIG & dil 6 Ve AT NG ES

The first round of i nterviews occurred bet
Thewaa tot al of nine (9) participants. The
grounds, with the most seniuonriwvticdnte sarbeu mdy I

years of experience wor klinvwe swti tahmaoaudrnvta nocfe de xa

wafso )y e@r s .

In the first round of interviews, it became
the changes happening i n tthhee pallagnorreid hAl | laenc
from multiple countries. Most of them were
caused by algorithme amdfcoul di esl anedesig
al gorperhmfimsr ma n chet iidfuerci yncgl e . None of the part.|
process to evaluate the possibsteageodtfhewnir

{3 ”

t o continuous i mprovement, manynoén-t he g
sciously wutilizing the Tphe nmaipn eisd ea eisent lea
complex the environmemdquitrhed moo ed axisprurared

able algorithms for that operational enviro

Partici pantfsr acnmmeiwsoirski mpti they aeldl fenaapreltiyca
tions. They mentfiramedioit kat peehtleet,t hhestenfsae | s

to capture mampwo rnuda nscceesn aorfi orse a l
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The titles of the axes received mixed feed
whil e others felt they were too similar an
should be more clearly defined, espoecially
more compl ex aligmndiwhaetmee. t he skebdbuhdti on and
increased safety measures should be. Additi

pl e algorithm can cause devastatsagueriffgct:

benefitsenadke migsi tman approvals, or judicial
i ndictment i f the Sdme rparhtm aoiepgamne nalssa tno:
l somptlteexunderstand. The matrix emphasizes t
operate, which was not previously the case.
they are trying to solve, but this matri x h
virommend its | imitations.

The positive feedback was that such tool s a
trustworthiness. Al i ntervialwgesi agmeedvolr

ment will continue and should be carefully

The suggestions and critiques provided by t

i fied matri x.
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¢l odgitr5t ermiued one. feedback

9f SYSYyld h@SNIff FTRAKEhOSNITE FSSF
FANRG Ayl aSO02yR Ayl

' VRSNAGF YR wasn' tt oeauwsryde
This could hayv
of communicat.i

senter

u»

' 3STdzA yS{The matriaxs was
derdevel oped
grasp t he i noff

readrprdobl ems

CNHzA G 2N This was diff
may bwas tt he mo

answer

Cdzii dzZNB NXBIj (Definitely

A3 CANBG@NR2YIAGKS ! f32NAGKY t26SNJ al G§NAE

Based on the interviews, we i mpramewbed#d se
Firstly, we refined ftrhaemecndotoaekg oordiuaatriacmn swi tSle
an essenti al di mension in the matrix is the
| ow and high requirements for safety measur
tom | eft corner (Ql), whetrieondrei o1 ummbdenmr e od | y
the control o werc etptleiognhad diyht § mmeans t here i
for widespread i mpact since terewier oinsmeanthiig

which the algorithm operates. The highest 1
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where the al gomanehumndinaosrser ocohnt ldloemagit m @b due
scale of .iMtemadctii eoemam of devel opers can he
actions of soci al media algorithms with mid
sedrfi ving car and the thousands of deci si ol

ments camrhe eaa taes :

1. High number ofahiigthe maotbieon o diofi Ihaey - ag
ers
2. Speed of these interactions. iNo humart

this quadrant.

The two other quadrants |ie between these

repr esenrotpse na esnevmir onment with a medium numb e
chance for human intervention. The bottom r
ofntieractions but with a medium chance of c
The threshold for moving between quadrants

i n the alegadrmet hdmad isn@dme further this possi
hi gher the quadrant the algorithm belongs t

future research.

Key factors are thexnwmbaeamdoft hientleervaeedt iodns o
gorithms have over theirFarctexamplien, tahmtaleg
ating within an amglagyi zadMor &kisksiac comamet | ed

ronment .

Fi nalflrya mavwecer k' swasrd siumg r aawsec ctto make it easi

grasp the essenti al i dea.
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The Algorithm Power Matrix

Medium risk High risk

Control over the
operational
environment

Low risk Medium risk

High
Closed Open

How open the operational environment is

CA JddzMdp r o X ke d o rPiotwlem fMrad meé wo r Kk .

LA

44 { SO2Yy R w2 dzy R i 8 R0 VIS NE (ESANI HITHNEB (0 K Y
t26SNJ al GNANE

For the secowomdri ex@eeviewarticipants remai n:t
ticipant from the first round couldn’t par

number of pa(f8)cipants eight

The second intervi eoompmuwrnvii cdaetdi negv i tdheen cfer a nheavt
was <challenging. However, a greater number

work’s purpose and potenti al applications.
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serve as a guideline and as an addit

cl es

i sm was dgaimre wdirmpelctceidt yat stuhgegest i ng

eralr pose and may not offer significant val

appear

egori z

An int
did no
out a
usef ul
an ind
be dir
focus

i nter e

Anot he
the de
meahha
Si mpl e

functi

s more beneficial at the management |

e their algorithms.

eresting observation -avraise nthead b axadk g/ri a

t perceive the need for caution i n ma
devel oper background. One intleyvi ewee
when considering thendcuumds i enpaancp!| ec
i vi dual who is denied a job offer or
ectly affected. This diffevelncperisn’ pe
ons oprvobnlgem where the primary agnoal i s
sting point and would require further

r interesting observation mahel by one
vel opers better define the |lalmsds and
t they can reduce the algorithm' s <col
rr-algorithms are besutaédl yubeert €t arsd inrcy

onal ity.
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' YRSNERGF yRIwasn ' toeasgersThe new visual

could have beecantly si mpdreri

communi cati on eye. Under sitm

senter proyvesdpeci al hg-n

develoapeaucciden

:é_é'-[-‘dzf yS@The matriag was Ther ebwa sudnadrer s

derdevel oped ging of use <cas

grasp t he i ndfift ool Especi al

readrprdobl ems al gorithm ©port
management

CNHz2 162 NJi Thiwvseasn' tt oeaanw The answer sanwa

maybwas the mojwas concluded

answer in trustworthi

beadequat ewiya htceg
pl edeevel opment
mul tenmviier oame nt

of algorithms

Cdzli dzNB NBj ¢

Definitely

t he
kind

Agai n, cor
of

t he

this
guired in
nificant modif
mor e fusieerndl vy &
i shrortcemchgas
di f.fe

ol ds for
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45 CAY | fyY+ ONBKA 2/ OSYSyGa | yR Cdzi dzNBE 5 A NJ
t 26 SNJ al O NRAE

Based on twe Haewdabaacrkst ruct dad aanefwiom & | ver si

The following items have been modified or e

¢t KNFaKBeRparticipandtsuctdenst gndewled t heir

enter a different quadrant.

The threshol ds schactust @,s dbees ctomes i deq widr e ment s

cantly. The main new contribution regarding
ol ds -a(xtihse mxeasuring control over ddmpea&-nviro
ny' s avail.abTlhei sr ensecaunrsc eteshat i f the company
and, I f necessary, i ntervene -iinskhal gdbgiotr hir
there i s a misanag arhi tbhem’wse ep etrhaet i n@na@nvi r on

the avail abl e retsogqarciesed ids gd akd di Uy raird hhm.

The Lowest risk quadrant (Ql) iI's the area
al gor i tihtaosu rwi & rht r efsoolulrovweisd g arnmtes Q2 and Q3,
where the ¢ omp acnoympdvoeesse bniolti thyavoer talmgo-t o i n

rithm smalkicngipridheessess gmadeaobmplarage and r
guire an increased amount of dedicated reso
but are reversiblne tihre d itniarhelgw adarmamér .( Q4) ,
t hatacks adequate resources .t oThpirsopneeadnys ntahme

an i ncr easseidg ncihfaioacagretof s wi th irreversible o

The thresholds for mawiin,g wlirch caméd yurae Dnigh
t he envir onnoeontc,o npprloevxe df o ra ntdhiwsg |tlh eési d'ed ts d
studi es. l nstead, we wil/| I nt riodsufcier eeh egrabl e
determining the most suitable way of measul

ment s. The green <col or I ndi cates that t he
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environment, which decreases the possibili:
the algorithm morektgwaddantbei howhe Al gor.i
opposite applies to elements marked with re

seer al aut hor s.
¢l oOMEE|l ements to consi here nheheel me @sitvih moa -t he
ment
Element Explanation Sources
Stateof the Are we talking about a static envi- Su, Huang, Adams, Chang, Beling

environment

ronment suchasa chessboardor a
dynamicenvironmentthat isin con-

stantchange

(2022)

Kong,Zhou,Du, Zhou,Zhao(2023)
Y.Wang,H.Heand C.Sun(2018)
Fu,Gao,Liu,Yangand Zhu(2023)

Paceof change

If the environmentis dynamic,then
how fast is the changeoccurring?

Are we talking about rapid and un-

Konget al., (2023)
Wanget al., (2018)
Gaoet al., (2023)

canbefully observed(e.g.,the state
of the systemis fully known each
time), andwhat portion remainshid-
den or partially observed e.g.,the

hiddenicebergvs.chessboard

known changesor mild and known Kim& Yang(2022)
changes
Observability What portion of the environment Zhangand Zhao(2024)

Konget al., (2023)
Gaoet al., (2023)

Ageand avail-

abledata

Isthere an abundantamountof his-
torical data, or is the environment
completely new without possessing
the relevant historical data and

benchmarks

Gaoet al., (2023)
Kim& Yang(2022)

Predictability

Canwe fully expectto understand
the outcomeof the algorithm'ssub-
sequent actions (e.g., Determinis-

tic), or is there a set of random

Jin,Scheinberg Xie(2024)
Konget al., (2023)
Kim& Yang(2022)
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behaviorscreatingstochasticcondi-

tions

Thenumber of
possible

changes

Do we operatein a rule-basedenvi-
ronment with a finite ( )
numberof rules or do we haveinfi-
nite (continuou9 amountof possibil-

ities

Konget al., (2023)
Wanget al., (2018)
Kim& Yang(2022)

Other players

Do we haveto interact with others
(multi-agent), or are we the only

oneoperationalin that environment

( )

Suet al.,, (2022)
Konget al., (2023)
Gaoet al., (2023)
Kim& Yang(2022)

Typeof play-

ers

Shouldwe all orarewe
in an environmentthat encourages

competingwitheachot her ' s

Suet al., (2022)
Konget al., (2023)
Gaoet al., (2023)

FeedbacKkoop

Do we changeour behavioraccord-
ingto the environment,anddoesthe
environmentchangebehaviorbased
onour actions?sthere adaptivebe-
havior between the algorithm and
environmentor non-adaptive?Note

that this kind of action can be both

Suet al., (2022)
Konget al., (2023)

enmn

goodandbad
This table offers a simplified
i t emive ronment . As ex(pd2@Bzd)mp | eoxi tKy nign cert e aasl

combining

tabl e, t hus

using the

woul d al

these el eme8tmm, YMmik og x Gamlee ,( ZISIE M

which would include a

Anotfhreamewor wademstubacted on
matri x as aTHipormd arad otilbrentouasgeedme n t

as a baseline to visual

Ow management

combinat.

significantlgpneomplicating

ze the

o have

t hemmeathtesu ¢t |

al gorithm p

ncreased

€ a

|
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operation. I't can al so be
vel opment phase should be
The final version of

algorithm por.tfolio would

Low

Control over the
operational
environment

High
Closed

CAddalNB e f

I n

compl exities

rithms:;:

The

Thvissualcirzatviegrd aoi Isittraattee ga ¢

compari sons

et hi

a  hiighk

Fi3g three

The Algorithm Power Matrix

Medium risk

Low risk

High risk

Medium risk °

>
Open

How open the operational environment is

i nal

thvieshallidngoimph et €0

ver si

algorithms

al gorai tlhomwse rwirti hs k

cal,aodneasnsi

ng
ampweul dfbestoclhans syiIf,y vaHigoohr iits
awbgbcht wwmulnd ardedg uiiroen ad

on of

with a

for

used

mo d i

hi gher ri

to deter mi

fi

ne

ed to | ower

Bhesdali vesahhegxamphe

ook

Operational
algorithm

Algorithm under
development

Autonomous taxi
Dynamic pricing
agent

Al customer service
agent

Al marketing
agent

000 0O

Al gorithm Powe

the previously

regar di nvgi snuehahsewzrgesnretnfto | iToh ev inmeaw

sk for u

unintendged!| ownseq

Ibeovfefl eerdisnggc u s s i

bet ween hdivfi fngr emtn vaelrgart ii tomms o n

a d e ghui agthel iegxhptl eddn naal Bgiol riittyl

currently u

governance
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througelwvaliuski on for downgrading the risk c:

fered ilnTathbdlehdbkdutili zed for evaluating t
fromcahegory to anatiger, tedumchklawoiuf dt hecei \
woul d i nacutecarscemyi tasnd reach over the environ
| evel s heovualldu abtee dr eo n t hGeo vgeo vnearnneaen &l leauvded iv @rhe. o f

the algorithms should bé¢oaassesguelsanlhye rTesckas
the organizati ooompgoabltémfporétxamplbe a fin
regul ar adj ust mefnitnsd aorpet ipnearlf oarnmdeddd otitoe ocalal ¢ yr
takllceontri butes t dythbhdderdingc ted imemd s t o coC
accucaglaga®esi fi cati on iodfe ntthieftyé enggo raiehighsitest & an ra d

tentTihoen al gor i t hnne epdosr t helri @ vadl iulalt ibount and de

provides an interesting avenue for further

I n the fol Iwewiprgb Mihdagph eémpsleivnlosus research.

451 wS3Adzf F §2NE LYILE ADNNARY at 2 @S NIKSI § NA E

To | ink our contr i butoinccpevretnopwaor pdoss et hteh arte gtuhl ea
created, the Algorithm Pbweusmdtasxaatbhdot be
ure and classify algorithms according to th
Especially as t hdc aile ghall ighocirtm ghhanss plraospeods eon t
file, our tools would offer an avenue for r
i ng of the toolad gaonrd twvhany3sh etfsof eca fpairsgsa Efywwe | | wi
previoushbyieseachkdarand 202ri ani,wl&i Owi iechs 1 @
mai ntain the pawiet hoofutAlo viemrndwamiinogn Al devel
craloe. Al gorit hmoPpwetmkeba SB8UI Y I Act regul ati c
rithm riskniing mhdf,i mepecadi c transparency, hi
The Q4f riamesmoo Kkl d r ecei v & asepgeucliaatlo rayt tpeunrtpi oosne
amine i f the threshold overl aps the unaccer

studeéshme appropriate risk profiles for our
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Wer ecogmieze i mitations and the required | ega
t i oAndsd.i t ifuorntahlelry ,studi es alFgomierhms’ tloegalkci &

boundaries, and responsibilities

452 Ly (S 3 NHzaNA yCR FARIAKY JENSSBASE IO E A a G AV FR a2 RSt &
Yy2ef SREBS G2 NJ

Based on ,t hwe fpsreapeansget ar ease awrceomeaacamrut e dut
ing the algorrigvhinew igreecwicdwes | yWepr esented mo
with our findings. Further reseahch psefl equ
i namuygeWe iiomtowrdufciehdUfpgevimusly introduced
managing algorithm aredi daplpdenemtd ptenn t he
tabl e.

¢l oMABontri buti ons towards pdrooViseus research

wSEtFGSR t NA2NJ 22NhdzNJ / 2YGNROGdzUA2Y

ADMS f r a(nMawoarbkee 2 0 2 1 fFExt endiegctl ee ahial yse v

ronmeme aii fsikc anal ysi s

Dat a SI'crjiaaem(Ntarryt—PhamecAdd'ng the camenol r oaas

al2.021) . well as the i repxedtorad.n

ML devel opment pipelTwo addreianportfolio
purposes and an urmiinmtke

ysi swhicherwe quwilreess and

Threour gl ass model (M Two additi ons:e npvoirrtoebnpni

cigovcer namicek aamrdal ysi s

Concl usi on Our findings fit wel/l
fer a compeétement ways t

wort himesever al areas.
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this kind of perspea@tri

vious wnetsealksdt s

To hi ghflrigmeaworuk' s suitability for compl eme
essentialfpametwmn oMa roaubré 2024 ) et ADMIS. f r amewor k
aging strategic choices. Essential tchlreanges

environment al factor on where and with what

Explanation: analysis of opennes and control results in risk
analysis and determining appropriate resources

'
Lifecycle of | | | strategic Choices | H Supporting H Operational ! Key Research Agenda
ADMS ! ! mechanism ! environment 1 ltems
1 Short term Efficiency 1 1 :
' ' 1
'
1 1 1
*  Transparent vs. / ] Open vs. closed [ .
: Blackboxed : Team diversity : p ll Dataset issues and the role of
~ Design ' algorithms ' 1 ! team diversity
/ ! v enadited ' [ ! - Small datasets & shallow NN
,f,' : v p : : \\‘ High amount of : - Potential to run quick lab tests
\ ‘I\ ' H control vs. hard to ' Process enabling HITL with no
:ﬂl _ Passivevs. aclive ' ! / control H punichment attached for stepping in
' P
h Human in the lao 1 COVID related monitoring issues
[~ Implementation | Seemavs apen i HITL) P ! Ethical boardiwhistieblowers
'\‘I implementation ' v H Implementation of facial recogn.
;’! ih H H “ 1 systems
l /) | A :
/ _ compl risk- i : I Polifical use of ADMS
/. mi;:; iance vs. 1 : : \ RISk_anaIVSIS for : Preserving data-driven cultures while
b useinpracice 7! || ontostualvs. ' Constant 1 “a|  controlling widespread H questioning ADMS use
| standardized use of ' monitoring H impact and resource 1 NN training and environment
! ! ADMS /o 1 requirements H Biased industry research
! _ ' ! i Methods to capture ongoing use
| Long tem Flexibility 1 ' H
' '

CA ddsmBnproved ADMS fr amewo2rlk) .( Mar abel | i et

ot}

Addit,j owalhgve introduced our additions for
from M#&1uimeez  1002a) . Agai n, essenti al addit
green colour. Our contributions again rel af
with what freedom the algorithomwmaldlydi oager

and identifying the potenti al uni ntended <co
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Environment Environment
opennes control
Data value
Business Data Exploration
understanding Data acquisition understanding

Exploration
2
1 ; -
Goal Deplovmant Data simulation Data // Result
Exploration i Data architecting preparation Exploration
J
] Data release 3

° Product Evaluation Modelling Narrative

Exploration Exploration

4

Unintended
consequences
Exploration

Data
Source

CA JdgmMEBnp r o virejale cD(SMa y tPil uene d et al ., 2021) .

As pepi péleine for ML devbeHlepmghtt2 &alodr opendt
i ngs cdarmt rtiwou taer ea s . Firstly, the algorithm
menpispel i ne management by adding a unified
al gor ipi lpmlime nrmmanadgemerctommended that this 1
a new role description for algorithm port fc
al gorithms wit.lSecohdéyr pbet abhbosetnhtns power
the monitoring capabntended byhsdqoneontegs mgl
mentary i mprovements should be tied to the
t he verEsiddinagrnagt.i on S mowlddipn @oniade vi ew for
team to i mprove theimnundiesiegunetdocloowelgueineert

prove the trustworthiness of the algorithm
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Project initiation Data collection Data preparation Data analysis

B & B a8 v
iy Mome R e = T
[0 L s,

([:=)) oe.0s. Mg, moe [( 3

Algorithm portfolio
management

Pipeline management

| Deployment g ™. Model deve\npmem¢
= e H H yrom ]k
X
CAddaERm hanced ML pdewdlimpemdgrEtken et al ., 2024

We believe talasgoopuroviicdea i angmiipolre mehnet aerayr |fieeart
duced hourglass mo,delDDBY . Mamtdy milsi eath aamlc.e t

model by installing ttleeralaga rsiatyhem nmdirhti fso Iwioc
increase the transpargaay sabdormhgi bBndi fwuta
ritmms Mantym@ko2 )t eadphias nedgani sati onal | a
| ayer to ensure a strategic alignment withi
one way thhatkenswhe®el e organi sation is aligned

opment can be viewed fTrhoem sa ctnrda tceognitcr i pbeurts
adding the algorhehmdl pewesexematevehe¢ o“ti sk a2
management ”. We argue that ohi bBawbnongdai hame
i ncreasingly tr uperwfoortnmayn cad gaorrd trhiasdkd anso ni t o

under the portfolio management tool to ensu
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Environmental: -
Reguirements from the Principles and Stakehaolder

| Hard law uidelines ressure
contextual environmant // | g | | P Communicaicn
and engagerent
________________________________ I S|
| \ f |

Organizational:

! ekt - Algorithm
Organizational practices and ."r * S.hsteglc portfolic Walue alignment
. alignment

capabilities i management

[ 1
......... + y S— S—
[ f
Imgseme r.lr on Al system design Algorithm design Risk and impact
| b and operations and operations management
processds

Al Sytem: I"‘

Operafional governance for )\ Dats operstions Development cperations
development, use, and

management of Al systems 7 Y

. Accountabili Transparenc Compliancs
- ty P td P
[ownership) and contestation {regulation]

CAJddaERI hanced hourglass model (Mantymaki et

Further studies are requuirke ch gtameld dbtoeesstmi pnrea ct
ti cewtiflbihteiowmd s prntdhwei cxdrmiph egsampl e, it shoul
mi ned whether the portfolio should be all o
tems basddtemdielddiu®innes sorursiotme dthkeeri dway,

ri sk tol.erance | evel

Nexwe aifrartmaburseontri buti ofniseltd HtyhparteiSl ireisre

viously presented | S research framewor k
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En\rirnnment IS Reseamh K“‘:WIedgE Ease

People Develop/Build

- Algorithm perifolio - A framework (artefact) Foundations
manager - Lifecycle of
|dentify unintended ) Application algarithms
risk areas E‘;ZE:S Knowledgs - The data science

A projectory
Refine - The ML development
pipeline
i - The hourglass madel

Methodologies

Aszsss
Organisations
- Unified approach on

managing algorthms

Technology Justify/Evaluate - Dats Science
- Framework for - Literature review Research
evaluating algorithm - Two expert interviews - DERM process model

consequences and
risk

Application in the Additions to the
Approrpiste environment knowledge Base

Tools for de\.relnprnent teams and A overview of the contributors for algorithm

g S risks
NG EE L LTEE Knowledge for algorithm risk threshold

management

New role algorithm portfolio manager

Enhanced visibility on risks of Algorithm classification and portfolio
algorithms approach

CAJddzx@Rir contributions t,@008)research (Hevne

We evaluate dwmwacarrst rtihleu ®ibdm® esmiamicihng t he ut
truth of ,asurSearn(dotdpdplp.osed. The ®prubh com
knowl,addewe have done prxewisictieare trua se aornc hmud nt
mains concerning this matter. We hawe found
more comppiebtetmsée viey bri ngomtgr ipthaigodrtohkesra wilTehdug
we hmrvevi ded an hevearswiuew boyyf combining previ
wayhe Tutility comes from bei whiwehetoburiada
byterating our artefact .wiRdl lexwiemrg etnitee ds @ a
vi ewwe received overal/l positive feedback f

confirmed on a slilganl whai fverentsuskeadase

Based on the 1S rese@0hhsd)f,i gwe ee vayl uHetven eau re
buti ons taogwarrodesn vtaht eeannidenrotw| ed.g @ basecontri bu
tohe knowl edvge hmageeadded an increased under

guences by ndmecowusriinnggt ancesontshiastdi ¢ @e d t



89

devel oping trustworthy algoritlmgordubodm as-
teractions in an open and closed environme
presenftaebtdl.ei As our study includedmseveekal ot
have BaddeHde knowledge base by evaluating th
l ngsdiasncdover ed areas to i mprOmv & hien ott hhes rs afi di
haseggesnpadvements considering pPepipée orge
retleed | mprovements are adding new responsib
whi ch rveoqwlid e mor e tchoen suind enrt aetnidecerd ocfonsequenc
rithm portfoli o \aildwintsiMi beicpellsiiner@mnte eant e
et ,(@024)where we enhanced the original mod el
portmamhageas seel6Asnf &fi guhe aregdammiveatiidemt i f
need for i mproved tthrea rcoprebri enready arl gparidihmyg por
consequUémcsas. presented in the enhanced hour
(20,23we added an addititommadr dayerprfeaci valgyan
The t ecphanrotl ocgoynsi st s of our whit glwacdoenbpnt epower

mentary toolset for evalwuating and managing

Based oanddtihteisoens we concl ucdoen ttrhiabtu ttihoenr et oh atsl
search on muhlitcihplset idrlearse q@Quirr ec ofnutrrtihbeurt iroens e
field offerwi eamn oanddaltg corniatthm devéebwpmdnat ar

trustworthy behavior.

453 /| 2y Of dzZRAY3 t NBO@A2dza / KIFLIWIISNBRY . NAYy3IAy3I A

To provide the reader a cohesive reading ex
clude the | earnings of pr evihoowms tchhea pAlegrosr iatl
Power Matrix @anwkd| apptéveaniba@al yze t wo exa
rithms previously introduced in thpisethesis
sent eMbnbhyanar(o20@tB8dala genet i c hienatlrtohdcuacreed ah yc

Lammer mag26.24TpHese two algorithms wil/l be e
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concepts: Al regul ations, the Algorithm Poy
presented. in Table 1
We begin bylabliteer a s soepeegn ntehses «fhosem eal gor it
spective oper adihoinsala neanlvyi sruosndmednersmi aeet hlee I
sitioniAd g oirn tthhme BBvewwerh Ma tl rti,hcel a s & woff n coautri a k
chosen at@eppropmsatree gwigrddm&oirsyt ructured aj
demonstrates hows wppoiftr-mdecvmgilkd t phe areas r
to algorithms and Al
¢l oMdE x amp | feo rc arsesa souprei nngé stshlegor i t hms environr
Element Algorithm Explanation
Stateof the EMRAC Semidynamic environment, operatesin Mars

environment andin spaceexploration.

HealthcareAl Dynamicstatusof the patientsor healthprofes-

sionalscanchangerapidly.

Paceof EMRAC Environmentchangesncludeasteroidsand so-

chan ge lar flareswhichcanbe observed.

HealthcareAl Deteriorationof patienthealthcanbe rapidand
unexpected Amountof patientscanchangeas

new patientsenter andold leave.

Observability EMRAC Spaceasextremelyobservableandpreparingfor
changess good.
HealthcareAl Observing patient health relies on constant

monitoring which canstill fail or causeun-fore-
castedevents.Also,health data canbe spread

out on multiple databases.

Ageand EMRAC Spaceenvironmentoffersrich andfull historical
available dataset.
data HealthcareAl Trendssuchasinfluenceseasonsreknownbut

on personallevelhealthdatacanbelackingand

un-known.
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EMRAC
pl ayer

ava rt thr oolu r

¢

S

C

-

Predictability | EMRAC Behavioris largelydeterministicwith minor ex-
ceptions.

HealthcareAl A combinationon both deterministicand sto-
chasticpropertiesexistssuchasthe un-known
sideeffects of certain medications or treat-
ments.

Thenumber | EMRAC Spaces ruled by the laws of physicsmakingit

of possible discreteenvironment.

changes HealthcareAl Somewhatdiscrete but also continuous envi-
ronment sincemultiple changesare a possibil-
ity.

Otherplayers | EMRAC Limited amount f other playersexists,we can
classifyit assingleagentenvironment.

HealthcareAl Both single and multi-agent environment are
possibility.

Typeof play- | EMRAC Collaborationbetween agentsis at leastat the
ers momentthe dominanttrend.

HealthcareAl Botharea possibility.

Feedback EMRAC Thereis a feedbackloop for exampleon the ro-
loop bot adaptingto the spacetrajectory.

HealthcareAl Twowayfeedbackoop, both the algorithmand
doctor or patient canalter their behaviorbased
onthe algorithmsactions.Makingit anadaptive
environment.

Based on this assification we can

Power Matri x. conclude that the

ronmenti agitnowens doesn’t affect ot her

high | evel of human ovedsiieghto ftdre Dpagaa i sxj
ture of space exp.Tdn st iadn gmiss wied n

the threshol ds how the resoupbpoesfot hehe
al gorTitehnmheal t hcare Al on taamepenhandhdwpndami
environment

wi th gnudh igddckp eotadneels fagg,imaynesd r at i



92

The Algorithm Power Matrix

Low
EMRAC Space
exploration

Healthcare Al

Medium risk High risk

Control over the
operational °

environment

@

Low risk Medium risk

High N
Closed Open

How open the operational environment is

CAddafire Al gor it hwi tPlo wex a v@alt @ § x

Asve ecaer IAh gtoméet hm Potwke BMMRAC xalt h@uad-hm f al
ramt!| dssi 1 pywnag igiotksiiamsltc®m i t sotpreircattleys noranr tano | | e
me natnldami nicradsfcoarni nt ended d®aaon g dgu eyt cheere hand
Heal t hcare Alt Quademmat &lglos hizmgthdjuda sgkasi t s

tentidalruefciimt ended conkBemaenkbeal th, ethical

ul at or y dvrioonh atthiiosnscat egori sati on we can con
ate regul atory measures for t he ssepaaclegcorraiftth m
i's not in a position to cause a major unint
ul ations showut d DPeeadedli elcaoe Al has the p
negative consequences which can Cootbdd-dat

i ng tthhast ki nd of algorithm should be under |

Thi s eixlalmpsitet datee Al lgow i t hpr cPwiwkas Matgtirxuct ur
eval ubaottihn gal g oAli tshynsst eaansd i n a di fferent oper

matrix offers a waygofresry bmampi req d toliok she s
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policymakers and nitredqu attrey alp@a pepranndtt @ovegnahl
measumaevards al gorithms without needl essly
the field.
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5 5Aa0dzaarzy

The objective of this study was to contri bu

by addoesstimgearcls:question

RQLy o¢KIG glea Oty ¢S ARSYGATe GKS AYLN (
RQ21lYy ¢S YSINGUANG 20NXK Ay Saa 2F f A2NAGKY A
YSyidak

RQ3KAOK TIFIOU2NAR | FFSOU GKS ao0FrtS 27F Nz

Our additional objectives for this thesis W

7 A

1. ¢2 SEFYAYS (K ONRPIR StSYSyida Ay I f3I2NR
LINA yOA LI Sa

2.¢2 S@lLfdz2GS GKS Fft3I2NAGKYA Ay RAGSNARS Sy
GSNREFE f3IA2NAGKY aeaidaSyYn Bgadmady OLINR Yy OA LJX S

3.¢2 RSO@OSt2L) FNIXYSg2Nla yR Gz22fa GKIFIG Syl
YSyG> RSLX 28YSyds yR 2LISNYGAzy 2F Ff3a2N
gABKAlFI yAARGAAY Y R aldl yRINRA

These objectiweisngueDesipgm s8eidence Research
al(.2007) , whliiicthe riatwaleveasnal ysi s and practi c:é
perts. Given that the reseauthltiweeldde sreaslht
framewor k f (a2 189¢i nt oetenaslure both practical
knowl edgeOQucrr efaitnidoinn.gs i ndi cate that there i:
guards to ensure trustworthy algorithms. Th
search conduct gd O0Ry2 ) Mi kFar(e2edn2aznt ,eaB@AIRZH)i, et
andei nke( 202 4) .

We began by conducting a comprehensive |ite

view of algorithm devel opment, I ntroduci n
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spectrum of algorithms. We est-abmpeshed 1t he
teraction and examined how this interacti ol
and algorithmic perspectives, conclbeding th
hav.i oAddi tionally, we provided an overview
trustworthy devel opment of algorithims and
regul ation of algorithm development, which
vati on.

Based loint etrhaet ur e, an “@K$ elffa®2 NJWEaKY btr d@aBinlda | |

tefvaxcs designedthe amadwefrttutaedal gorithm itse

an
er
by
en
i d
pe
An
fo

i s

y

Ci
t

Vi

en

gi ven ,empviovardmergt dmeamewer mi m aR@bn of

sed bywabebabkbgdrobhmwo essential factor
he devel oper team and the interactions
ronment. The operating environment was

t t htawo rtthhei nterssss of the al gqodi taltrhi depe ad
ormed in certain environments which <can

algorithm that developed uninfTeerded con

, an aal gornistilrsmetnt | y achieves intended ¢
eemed.trustworthy

environment causes significant chall eng
e the more comphexhaheeenvi rios meant tilke
uni ntended consequences. For comp®-reas
the artgfaatoendil dddvest level opers to mit]
the i mpact and behavior of the algori:t
e the morearntmhitermarndernsi tt hieg ,gthoe rcecbnyt r o |
hegpoe#inbintienhged consequences. This wa:

|l itenadunessweundyng RQ2 and RQ3.
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The spaondof the arwedeikposeveuroparetneaf act t

experts. This step proved to be vital Sinc
wouldn't have been exposed and all the faul
based solely on the I|Iiterature review.

The ori gwasalhcbhboaelved Hbyeet hef atc tiad amaw odl ear
the matrix can offer benefits iIin two ways.

pl ace existing algorithms and present them

ment. This would offer thteaemlamidmwsrcddpiectha n dhiety
are currentlTyhiospeirsatanmgeasy way to visualis
algorithms behind them. This would al so of

audit the atlhdgeo rgihtelsms rwistkls or establish a g

their behavior.

Seco,ndtlhyi s i s a way for the developing team
down the areas where they intend to place t
of interactions and control f otrh emeaal sguorriintgh m

Using the matrix for this would offer them
algorithm in the first place. Simplifying a
opmepnrtact iThea s matri x all ows developers to

their ambitiocesi ted maitskh ¢ategory

Additionally, we provi da&d oaf cfoamtptroerhse nasfifweec tti
urement of the openness of the algorithmic

RQ2 and RQ3 and provides-up pesemiasicmg direct

At the end ,we combi@aeedaocah findings with th
ti puée hwhrower k we htath et cawgdeddyshandl gor i t hm |
scapest notabl vy, we managed to i modagrlat e oL

and frameworks which have been actively use
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algorithm deeefopméeni nt eADMS i fomaf wadrwk t h t |
abel |,iQ02tl1)aher e we added &rhwi rcesnpneecndt ésrkat i o n
anal ysi s. Our secaoam®at at Sgfiaethic@edyawas nwizt h

Pl umedé& 1amh.ere we enhanced the original m
the control offheheheedrabnmentvas towards th
pipeline hy2Exe)hcltradei ved enhancement fr
al gorithm portf onloino tmanagermemt aamrydThent ende
fournhhegratrentwwar d® the govelrmsasmcmodelveby
Mant ymak@iz2023)al .where we irrtgagdatngd enwrn r bini
considerati on®adanmd ,omuinmsakf lignndai lnygssi scc.an provi de
for the regulatory authoritiesrifok iom€fasgoi n
effectively without causing unnecessary del
ment i i myWwedocchiaro (2024) andi Matilgni w& Bad
case studyfionndihnogns oaurre awpoprllidc asbcleen afroiro ab yr eial
two algorithms and t he&ivre rogaudrd i,rte soena megh -i pnr oovuir
tiple contributions and furtwercomrtsreiab cthe d\
the prior models oniatgodiucthmgdeéehnel opment ib

thinking into these model s.

51 wS02YYSyRIGA2ya FT2NJ NBaSHNDKSNAE 39 L

For prache tuosefeulsnedgs of the gui delaitnes pr
| east for tThheeerreatsfubereeedhtresneasadrethe m
ment i ntowhieah iwgs pointed out during the e
too complex a topic for this thesis and rec
ti.Bleanwhiwe recommend and encouragertohe pr a
vided in this study and actively develop t
poi nt etdheouttoool s we developed in this study

managand, communi cating t he state of al go
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or ganiVghaitlireenr esearch on t hi lsetreepiilcl keepisneea
ti vepr ifwampani es to start actively sharing
rithms Wbekaeal ways the problem that algoritt
ertyl mtnedl | ectuall PPR awpechy dBieght $ Mmake it ea
secrets gtroe aatcehri etvreaulsit ovog h ht massparendhni and e
is why | believe there wil!/l ba sa amae & eirnt itfh
tions for auwhtrchgaakgoboargbmed especially i
can al sao bcurseiantees s opporturmirtowiweseninhlce eansegd
ti vepr ifwate companies to incl udeamddtihterng ar
already early signs of new iasdunsaMeidensbhgbei ng
et ,(a20.24) .

Forres e smweh a e c ountmelmidizri nfgi ndi ngs as one compl
defining future ways of measuring algorithm
ti oAnsot her recommendation for researchers i
i ng clear way for measuring the threshol ds
ing possibility for wutilising our matrix t
ments and industries. For researchers interce
vestigatnitreggrtaie on of our matri x and ot her
adaptive regulations for aWeadsgiof Bmsdbasedac
ditional wayyvitoutaleeazebrsd raarcd nature of al gor
study cul minated the previous work by brincg

possible solution in a simple format.

As conclusion there seems to be a need to
i mpact algorithms can bhmeed ifnoroudevalvemsi.nAAl
advanced algori tthhms . r dqulnayt i @mi nainodn ri sk ev

should not be an obstacle for the innovatio
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The liomfbhasisnhudy i s t heansdmatlldd tpatrhtei cm ppoawe
matri x was neveal godlevi@gimd piment heytulkel It re
retical tool wonmtlidl exsaaeng | ien d&uradler | i mitati

thresholds separating tthhee tfeorugiilbiliee Qleigneke tt oy u
ul atory a@uisdhelnioned uildy established.

Further studi es,esshpoeuclida|b ey coonn dtubcatteednet ie mie m g
algorithms and measuring tA® mémkeishomédsalorf e
cl aad comprabBensitweli es across industry and
test the mafThexi mpacégaigedi t hms have on o1l
furtherThsitshdiirsesimi th prevooufexampbaer mhn et
al(.2024) .

For designing trasnswvoddrhyt ad gwarnitdiuns ,envi ro
al gorithms operate, the interface between nh
how that is Iinked in the design phase. Al s
does trustwor tthhiante sosf da fcfaemrs imeorm t o t hat of

al(.2022) also previously explained this

I n concltlhsxiren are still mul tiple aspects to
t ween man dmd smaowkirneur ownl Nasmf equniobr it
be unintended consequences, but in the |l ong

i o.n sl remain optimistic about the future.
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