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Abstract: This article proposes a new passive islanding detection technique for inverter-based dis-
tributed generation (DG) in microgrids based on local synchrophasor measurements. The proposed
method utilizes the voltage and current phasors measured at the DG connection point (point of
connection, PoC). In this paper, the rate of change of voltages and the ratio of the voltage and
current magnitudes (VoI index) at the PoC are monitored using micro-phasor measurement units.
The developed local measurements based decentralized islanding detection technique is based on
the VoI index in order to detect any kind of utility grid frequency fluctuations or oscillations and
distinguishing them from islanding condition. The simulation studies confirm that the proposed
scheme is accurate, robust, fast, and simple to implement for inverter-based DGs.

Keywords: distributed generation; inverter-based generation; islanding detection; microgrid;
non-detection zone; point of DG connection; VoI index

1. Introduction

In recent decades, the significant penetration of distributed generations (DGs) in distri-
bution networks has created new challenges in protection of these networks. One of
the most well-known of these challenges is the detection of islanding conditions [1].
During an islanding event, a part of the distribution network with DGs is unintention-
ally separated from the main grid, often caused by protection relays and circuit breakers
operation [2,3]. The islanding condition should be detected appropriately. Otherwise,
it can cause successive damages to DGs and their equipment. In addition, non-detected
islanding condition may result in voltage and frequency deviations from the standard
ranges, improper operation of protections, and hazards for personnel [4].

The microgrid (MG) is one of the energy provision concepts that has attracted a lot of
attention with the increasing penetration of DGs [5]. It is worth noting that the islanding
conditions should be correctly detected in MGs as well [6]. In view of the fact that the
operation, control, safety, and protection strategies would be different in intentional island
mode and grid-connected mode [7–10], it is also necessary to implement an efficient scheme
to detect the unintentional islanding conditions in MGs. The following criteria should be
considered for designing an efficient islanding detection scheme:

• It should be able to detect islanding events in a wide range of operational conditions.
• It should not operate incorrectly for non-islanding disturbances, e.g., short-circuit

faults and load changes.
• It should be able to detect islanding events as quickly as possible. However, based on

the standards [11–13], a maximum delay of 2 s has been allowed for
islanding detection.
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• It should be as low-cost as possible.
• It should be as simple as possible.
• It should be compatible with and easily implementable in most of the existing infras-

tructures and systems.

So far, many schemes have been proposed for islanding detection in MGs,
which can be categorized into remote and local schemes [6,14]. Remote islanding de-
tection schemes need telecommunication channels and infrastructures, since they operate
based on measurements and information received from both the utility grid and MG
sides. This requirement increases the cost and complexity of these schemes compared to
local islanding detection schemes that need only local measurements and information.
Local schemes can also be categorized into passive, active, and hybrid schemes [6,14].
Passive schemes decide based on the local measurements and predefined thresholds with-
out any changes in MGs, while active schemes usually inject perturbations to MGs to
decide based on the consequent changes in local measurements [15,16]. A hybrid scheme
is a combination of passive and active schemes [17,18]. Among the various local islanding
detection schemes, passive schemes have the lowest cost, lowest complexity, and highest de-
tection speed and, unlike active schemes, do not have negative effects on power quality [6].
However, the non-detection zone of passive schemes is usually higher compared to active
and hybrid schemes [19]. This shortcoming may be even more pronounced in MGs con-
taining inverter-based DGs. Some researchers have attempted to improve the performance
of local passive islanding detection schemes for MGs containing inverter-based DGs.

Merino et al. [20] designed a passive islanding detection scheme considering the mag-
nitude of the fifth harmonic voltage. The test results showed that this low-cost scheme [20]
can correctly detect the islanding events in MGs with significant penetration of inverter-
based DGs. However, it may not apply to MGs with only synchronous DGs due to its
dependency on a specific harmonic order. Also, the stability of this scheme [20] has not
been examined for non-islanding disturbances like short-circuit faults.

Khamis et al. [21] proposed a passive islanding detection scheme based on the locally
measured three-phase voltage signals, phase-space feature extraction technique, and the
ensemble of extreme learning machine classifiers. The test results confirmed the effective
detection performance of this scheme [21] in MGs, including synchronous and inverter-
based DGs. The need for many training patterns in the preparation stage is one of the
disadvantages of this scheme [21].

Mlakić et al. [22] designed a passive islanding detection scheme for MGs with inverter-
based DGs by employing the adaptive neuro-fuzzy inference system and some locally
measured input data. They considered the input data, voltage’s root mean square value,
voltage’s total harmonic distortion, current’s root mean square value, current’s total har-
monic distortion, active power, reactive power, and frequency. Baghaee et al. [23] also used
these features as inputs to a support vector machine classifier for passive detection of the
islanding events in MGs with inverter-based DGs. Despite the good test performance of
these schemes [22,23], the need for a considerable number of training patterns in various
conditions is one of the challenges to their implementation.

Xie et al. [24] designed a passive islanding detection scheme based on the equivalent
resistance’s change-of-rate. The simulation results revealed the good performance of this
scheme [24] in MGs with synchronous and inverter-based DGs under various islanding
and non-islanding events. However, the stability of this scheme [24] against various
disturbances needs more investigation. Abdelsalam et al. [25] presented a passive islanding
detection scheme for MGs with synchronous and inverter-based DGs using the locally
measured three-phase voltage and current signals, discrete Fourier transform, and the
long short-term memory classifier. Although the comprehensive test results showed the
promising performance of this scheme [25] in a wide range of conditions, the need for
several training patterns is one of the difficulties toward its implementation. Despite
the introduction of these innovative passive schemes for MGs with inverter-based DGs,
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the problem is still a hot topic and needs more improvement in terms of accuracy, speed,
and applicability.

This paper proposes a new passive islanding detection technique for MGs with syn-
chronous and inverter-based DGs. This technique operates based on the locally measured
voltage and current phasors at the DGs’ output terminals. The scheme is fully compatible
with decentralized control strategies, since it can be independently and locally executed
at each inverter-based DG’s output terminal. The ratio of the magnitudes of the voltage
and current (the VoI index) at the point of DG connection is introduced in this paper. Then,
an islanding detection technique based on the VoI index is introduced for distinguishing an
islanding condition from non-islanding event in MGs. The proposed scheme is validated
by PSCAD/EMTDC simulation-based study. The results are proven that the scheme is
robust, fast, and simple to implement in the MGs.

In the rest of this paper, the proposed passive islanding detection technique is pre-
sented in Section 2. Next, in Section 3, a test system model of MG with synchronous and
inverter-based DGs is presented. Afterward, the results are discussed in Section 4. Finally,
this paper is concluded in Section 5.

2. Proposed Passive Islanding Detection Technique

The proposed passive islanding detection method utilizes voltage and current pha-
sors of micro-phasor measurement units (µPMUs), which are introduced for monitoring
purposes of distribution networks. It is assumed that the µPMUs are installed in the DG
connection points (PoC) in the distribution network. The proposed local and decentralized
detection method is applicable for distribution networks with different penetration levels
of inverter-based generation.

2.1. Concept of the Proposed Method

The proposed method is based on monitoring of the power system parameters, such
as voltage and current, with µPMUs installed in DGs connection points (PoC) in the
distribution network. It is necessary to select critical parameters and their rate of changes
to create a new real-time islanding detection strategy. In this way, the rate of change of the
voltage (RoCoV) will be also obtained as an input signal for islanding detection purpose
from the µPMUs at PoC. Therewith, the voltage and current, in PoC, are also monitored
to distinguish the fault cases from the islanding event. To illustrate the concept of the
proposed islanding detection method and the reason for selecting RoCoV as the indicator
for islanding detection, a simple test system model with 2 buses was created as shown
in Figure 1. In this simple two-bus network, |VDG| is the voltage magnitude of the bus
where the DG is connected (at PoC) and |VMG| represents the voltage magnitude of the
MG side which is actually connected to the main grid. As it is obvious, Equations (1)–(4)
can be used to obtain |VDG|.
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Equation (3) can be obtained from Equations (1) and (2):

|VMG|∠0 = |VDG|∠δ−
[
(P− jQ)

|VMG|∠0
× (R + jX)

]
(3)

|VDG|∠δ = |VMG|∠0 +
1

|VMG|∠0
[(PR + QX) + j(PX−QR)] (4)

In Equation (4), if |VMG| is assumed to be equal to 1 p.u., then Equation (5) can be
achieved:

|VDG|∠δ = (1 + PR + QX) + j(PX−QR) (5)

In the distribution network, it is obvious that, for the line parameters, R is comparable
with X, and in such cases contrarily from transmission line parameters, R cannot be
ignored. Actually, in the transmission lines, the X/R ratio is larger than the distribution
lines. This ratio will be very small and may be smaller than 1 in the case of underground
cables in distribution networks meaning that, for the line parameters, X has a small value
in distribution lines against R. Hence, by drawing the phasor diagram of Equation (5),
VDG can be obtained as presented in Figure 2.
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2.2. New VoI Index

To enable enhanced passive islanding detection, a new index is proposed in this article
in order to distinguish islanding condition from any fluctuations and oscillations in the
grid side, e.g., faults and switching events of large loads in the MG. The new index is
defined as the ratio between the magnitudes of voltage and current at the PoC of any kind
of inverter-based DG. This index is named as the VoI index and it can be calculated easily
using the Equation (6) for all three phases.

|VoIa| =

∣∣∣∣→Va

∣∣∣∣∣∣∣∣→Ia

∣∣∣∣ , |VoIb| =

∣∣∣∣→Vb

∣∣∣∣∣∣∣∣→Ib

∣∣∣∣ , |VoIc| =

∣∣∣∣→Vc

∣∣∣∣∣∣∣∣→Ic

∣∣∣∣ (6)

As mentioned in Section 1, the islanding detection function should be fast, reliable,
and selective, as well as low-cost and simple. The algorithm proposed in this article
has only a few steps. Therefore, it will be simple to implement and execute in real time.
This algorithm only relies on the voltage and current data locally sampled at a low rate
using common measurement devices. Hence, it will also be cost-effective, since it does not
require additional communication infrastructure or special measurement devices.

2.3. Proposed Algorithm for Islanding Detection Technique

The flowchart of the proposed islanding detection technique is illustrated in Figure 4.
In this proposed islanding detection technique, µPMU is assumed to be installed for
monitoring the voltage and current phasors of the inverter-based DGs in the connection
point with the microgrid (at the PoC). Phase-to-ground voltages and line currents of all
3 phases were used in this method. At first, it was necessary to check the fault condition
and distinguish the fault from the other events. For this purpose, symmetrical components
of the voltage were calculated. The currents in all phases and symmetrical components
of the voltage were used to detect any fault condition and distinguish it from the other
phenomenon. After that, the RoCoVs and the VoI index at the PoC were calculated,
where Va(t), Vb(t), Vc(t), Ia(t), Ib(t), and Ic(t) were the fundamental phase quantities of
voltages and currents, respectively. A sampling frequency of 1 kHz was used to calculate
the RoCoVs and VoI index, with a sliding window concept. A set of samples that is
required to estimate and calculate these indexes was included in the sliding window.
However, it is worth mentioning that the number of samples in the sliding window was
fixed and, by obtaining new samples from µPMU, the oldest samples were discarded from
the window. For the next step, calculated values of RoCoVs were compared with the preset
threshold values, and if this variation became greater than certain level, then the proposed
algorithm proceeded to distinguish any kind of rapid utility grid frequency fluctuations or
oscillations, switching events, such as the connection/disconnection of large loads from
the islanding event as a next step.

In order to assess the event, the magnitude of the new index was utilized in the
proposed method and monitored for duration of around 0.1 s until 0.6 s (right after the
event is detected). It is obvious that, after any events, the value of VoI index will be changed.
However, for any kind of switching events, such as the connection/disconnection of large
loads, this value will be changed and then will be almost constant right after the event.
In the case of the islanding condition, as opposed to the switching event, the value of
the VoI index will keep on changing for the mentioned monitoring time and it will be
settled after around 2 s or even more, mainly depending on the system configuration.
By implementing the new index, islanding event can be recognized. As a result, the
proposed algorithm can easily distinguish between the switching event and islanding
condition within less than 2 s, in accordance with IEEE Std. 1547-2018 [26]. On the
other hand, the proposed islanding detection technique is compatible with the grid code
requirements of DG units (e.g., in terms of their fault-ride-through, frequency-ride-through,
low-voltage-ride-through, and rate-of-change of frequency ride-through capability).
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The selection of the threshold value requires great attention, and it is one of the
main challenges of all passive islanding detection methods. In the proposed method,
the threshold value for RoCoV needs to be adjusted. However, it is only to detect any kind
of system disturbance or event (such as an islanding or non-islanding event). Then, after the
detection/function start, the proposed method distinguishes an islanding conditions from
non-islanding events. This process does not depend on any threshold value.
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3. Test System Model and Case Studies

This section describes the test system model which is used for the investigation of the
proposed islanding detection method along with the definition of the test case studies.

3.1. Test System Model

A distribution network model, described by the authors of [27], was used to prove the
concept of the proposed islanding detection method. The single line diagram of the test
system model is presented in Figure 5. In this test system model, the PV is connected to
bus number 12, the synchronous generator is connected to bus number 33, and the point
of common coupling (PCC) with the grid is bus number 30 via a 4 MVA 132 kV/11 kV
transformer. The test system consists of 33 buses. The 26 active loads are considered as
static impedances in the simulations, which utilizes a 2.5 MVA mini-hydro generation
unit and a 2.5 MW PV array panel as the main renewable energy resource units. In this
test system model, a total load of 3.09 MW was simulated in peak loading condition
(including distribution line losses).
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3.2. Test Cases Studies

It is important to validate the proposed method with a variety of islanding and non-
islanding case studies in the test system model. In order to fulfill the mentioned statement,
the following case studies were chosen for the validation and investigation of the proposed
method. These case studies are presented in Table 1. Furthermore, 2 different scenarios
were investigated in each case. In these scenarios, different active and reactive power
mismatches were chosen, as presented in Figures 6 and 7. The active and reactive power
mismatches were 0.0538 MW and 0.084 MVAr in scenario A and −0.538 MW and −0.0328
MVAr in scenario B, respectively.
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Table 1. Different proposed scenarios.

Case Studies Description

Case 1 Islanding event
Case 2 Single phase to ground fault
Case 3 Three-phase to ground fault
Case 4 Sudden connection of load
Case 5 Capacitor switching

4. Results and Discussion

The proposed islanding detection technique was considered under the following
operating conditions: (a) Islanding event and (b) non-islanding events, such as single or
three-phase to ground fault, the sudden connection of loads, and capacitor switching in
grid connection mode.

4.1. Islanding Event

In this case, which should be detected by the proposed method as either an intentional
or intentional islanding event, disconnection of the grid is simulated by opening the
circuit breaker at PCC (which is located between buses No. 30 and 31). In this event,
the distribution network may continue to support the customers’ loads. According to
IEEE Std. 1547-2018, participating DGs may have to adjust several control and protection
settings in order to meet the adaptive protection and control settings for operating in an
intentional islanding condition, which was not in the scope of this article.

The active and reactive power of the DGs and grid during this case study event are
presented in Figure 6a,b, respectively. The active power and reactive power, prior to the
islanding condition, were 0.0538 MW and 0.084 MVAr for scenario A and −0.538 MW and
−0.0328 MVAr for scenario B, respectively. The negative value indicates that the power
was injected into the grid from the MG.

As it is presented in Figure 6c, the RoCoVs clearly showed that there was an occurrence
of an event at t = 0.5 s. The sharp variation of the RoCoVs indicated the right time to define
whether the MG was islanded or not. It was worth investigating whether the event was
due to load changes or islanding event. At this stage, the proposed VoI index could assess
the event. The graph of the VoI index is illustrated in Figure 6d, and it can be seen clearly
that, after sharp changes in the VoI index, the changes were settled and continued almost
for 1 s. Normally, even for the scenarios where power transmission between grid and MG
is near to zero, these changes are much larger than the changes occurring in load variation
cases.

The results of the proposed method are shown in Figure 7. As it can be seen, the
proposed method successfully detected an islanding event within 0.149 s and 0.108 s
after event for scenario A and scenario B, respectively. The islanding detection signal is
presented in red and blue color for scenario A and B, respectively, in this figure.
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4.2. Single Phase to Ground Fault

In order to validate the proposed method, the single line to ground fault was simulated
in different locations of the test system, and the furthermost bus from the PV was selected
for presentation. System parameters, such as the active and reactive power of the DGs
and grid, were monitored before and after the event and are illustrated in Figure 8a,b,
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respectively. As it is obvious, there was a jump in the active and reactive power during the
single line to ground fault event at t = 0.5 s.
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A and B; (d) Symmetrical component of the voltage at the PoC, scenario A; (e) Symmetrical component of the voltage at the
PoC, scenario B.
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In this case study, RoCoV was detected during the event at t = 0.5 s as shown in
Figure 8c. As a next step, it is required to check the symmetrical component of the voltage.
Symmetrical components of the voltages for scenario A and B are presented in Figure 8d,e,
respectively. It can be seen that, in both scenarios, a fault condition was detected due
to changes in negative sequence value of the voltage. In the proposed method, the fault
condition was detected right after the changes in RoCoVs, and the fault detection signals
for both scenarios are presented in Figure 9.
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Figure 9. Fault detection signal for scenario A and B.

4.3. Three-Phase to Ground Fault

It is important to validate the proposed islanding detection technique against the
three-phase to ground fault event. In this regard, the three-phase to ground fault event
was simulated in different locations of the test system, and the furthermost bus from the
PV was selected for presentation in the content of this article. System parameters, such as
the active and reactive power of the DGs and grid, were monitored before and after the
event and are illustrated in Figure 10a,b, respectively. In this case study, it can be seen that
there was an extreme change in both the active and reactive power due to the three-phase
to ground fault event at t = 0.5 s.

RoCoVs values of scenario A and B are also illustrated in Figure 10c. In this case study,
symmetrical components of the voltage are presented in Figure 10d,e for scenario A and B,
respectively. A faulty condition was detected due to changes in negative sequence value of
the voltage. Thus, the signal of fault detection was changed from zero to one as depicted in
Figure 11. It can be seen that the proposed method was able to successfully distinguish any
kind of the faulty conditions from islanding condition.
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Figure 11. Fault detection signal for case 3, scenarios A and B.

4.4. Sudden Connection of Load

This case was studied to prove the performance of the proposed method under non-
islanding conditions such as the sudden connection of loads in the MGs. The sudden
connection of loads has been studied for different ranges of loads and only two scenarios
are presented here. As it is shown in Figure 12a,b, the active power and reactive power
of the DGs and grid changed due to the sudden connection of the load. In this case study,
the load was connected at t = 0.5 s with a value of P = 0.6 MW and Q = 0.6 MVAr for the
two scenarios, A and B. It should be noted that a 20% increment of the total load was
simulated for this case study, and the proposed islanding detection technique was expected
to recognize any kind of load changes in the MG from islanding event.

From Figure 12c, it can be seen that occurrence of the event was detected at t = 0.5 s
due to significant changes in the RoCoVs. As mentioned earlier, the proposed algorithm
checks the VoI index whenever an event is detected. The calculated value of the VoI index
for this case study is presented in Figure 12d. It can be seen that, contrarily to the islanding
event presented in case study 1, the VoI index settled right after the event into a new
value and there was not any other changes in the magnitude of the VoI index. In Figure
12d, it can be seen that the VoI index fluctuated around 0.05, and this fluctuation was not
really significant when compared to case 1. The islanding detection signal for this case is
presented in Figure 13, and it was proven that the proposed method did not detect any
islanding or fault event in the test system in this case.
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Figure 12. Load increment in MG (a) Active power generation of DGs and grid, scenario A and B; (b) Reactive power
generation of DGs and grid, scenario A and B; (c) Rate of change of the voltages at the PoC of PV, scenario A and B; (d) The
VoI index at the PoC of PV, scenario A and B.
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Figure 13. Islanding and fault detection signal for case 4.

4.5. Capacitor Switching

To study the performance of the proposed method, capacitor switching was also
simulated as a non-islanding event, and the proposed method was expected to differentiate
it from the islanding condition. In this case, a capacitor with the rated value of 0.6 MVAr
was selected for connection into the MG. The reactive power generation of DGs and the
grid are depicted in Figure 14a, before and after the event. From Figure 14b, it can be seen
that there an event occurred at t = 0.5 s due to rapid changes in RoCoVs. Next, it was
investigated whether the event was an islanding event or non-islanding event. At this
stage and right after the event, the VoI index which is depicted in Figure 14c, was used to
distinguish the event. From this figure, it can be clearly seen that the VoI index remained
almost constant after reaching the new value. Hence, it can be concluded that the event
was a non-islanding event, and the Boolean signal for islanding detection was equal to
zero, as presented in Figure 15.
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4.6. Non-Detection Zone

In most of the passive islanding detection techniques, the non-detection zone (NDZ) is
declared as a region in which the islanding technique fails to detect islanding phenomenon
of MG within 2 s. This region is usually defined by the percentage of the MG power
imbalance. The proposed islanding detection technique was evaluated for more than 198
different scenarios to determine the NDZ. Various scenarios of active and reactive power
imbalance within MG were simulated to determine the NDZ of the proposed technique.
In this regard, the NDZ of the proposed islanding detection technique is depicted in
Figure 16 and compared with the recent published methods [24,28]. The proposed method
was unable to detect the islanding event for the imbalance power region of [−0.5%, 0.5%]
and [−0.5%, 0.5%], referring, respectively, to active and reactive power mismatches.
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5. Conclusions

A new passive islanding detection technique for inverter-based DGs was proposed
and investigated in this paper. The developed method is based on the rate of change of
voltage (RoCoV) and the ratio of voltage and current magnitudes (VoI) at PoC in order
to detect all kind of events and distinguish them from islanding condition. The main
advantages of the proposed method are:

(1) It is quick enough to detect an islanding event in less than 2 s, which is a requirement
according to IEEE Std. 1547-2018.

(2) The NDZ is narrow when compared to other traditional passive methods.
(3) It has a decentralized operation principle, which may simplify and reduce the cost of

implementation.
(4) It is compatible with traditionally used distribution network infrastructures.
(5) It is robust robust against system short circuit faults and load switching, as well as

both stable and unstable power swings.

It can be concluded that the proposed islanding detection technique is promising
for detecting islanding events even with very low values of active and reactive power
mismatches. Moreover, it can be easily implemented in different kind of distribution
systems.
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Nomenclature
DG Distributed Generation
MG Microgrid
NDZ Non-Detection Zone
PCC Point of Common Coupling
PMU Phasor Measurement Unit
PoC Point of DG Connection
RoCoV Rate of Changes of the Voltage
VoI The ratio of the magnitudes of the voltage and current
µPMU micro-Phasor Measurement Unit
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