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Abstract—A smart grid is an advanced electricity network
enabled by IoT, ICT, and advanced grid technologies. 5G and
beyond networks are expected to serve as the communication in-
frastructure of smart grids, providing intelligence, virtualization,
and connectivity for millions of devices. This paper investigates
the potential of 5G communication infrastructure for smart grids,
specifically in the protection of smart grids. We evaluate the
communication performance of 5G SA and NSA in a protection
scenario, where a UE acting as an IED simulates R-GOOSE and
R-SV packets and transmits them over the 5G network. We test
the 5G network latency, packet loss, and jitter to evaluate its
performance. By visualizing and computing the R-GOOSE and
R-SV traffic it is observed that the latency of the majority of
packets was 12-15 ms in SA and 20-45 ms in NSA.

Index Terms—5G, smart grid, communication infrastructure,
R-GOOSE, R- SV

I. INTRODUCTION

Fifth-generation (5G) cellular wireless technology is consid-
ered to be an enabler for digitalizing power grids by providing
solutions to time-critical low-latency power quality issues and
by supporting the concept of the Internet of Things (IoT) and
Information and Communication Technology (ICT) in smart
grids [1]-[5].

The digitalization of the power system is commonly referred
to as the Smart Grid, which facilitates bi-directional power
flow and two-way communication between distributed energy
resources (DERs), prosumers, and other entities. The literature
indicates that with increasing DER integration and bidirec-
tional power flow the traditional protection schemes may not
be suitable for future power systems [6]-[10].

To address this, 5G technology, equipped with the possibil-
ity of having virtualized functionalities, edge computation, and
dedicated sliced networks, can serve as an enabler to advance
protection schemes by enabling real-time monitoring, control,
and coordination of power system components, thus enhancing
the overall resiliency and adaptability of the Smart Grid. The
incorporation of 5G technology in the Smart Grid architecture
can unlock new possibilities and enhance the effectiveness of
the protection schemes, paving the way for a more sustainable
and efficient energy future.

Smart grid use cases are mostly related to Ultra Reliable
Low Latency Communication (URLLC) and Massive Machine
Type Communication (mMTC). In certain power system pro-
tection applications, it is required that communication latency

should be less than 10 ms [11]. 5G aims to provide low latency
of up to 1 ms along with connectivity of 100,000 devices/km?2
in a single cell, and reliability of 99.999% which means 5.26
minutes of downtime per year or 25.9 seconds per month [12].

This research paper is divided into four sections. Section II
and Section IIT present background and related research work
in the application of 5G in smart grids and grid protection.
Section IV explains our laboratory test setup which simulates
and transfers (Routable Generic Object Oriented Substation
Events) R-GOOSE and (Routable Sampled Values) R-SV
packets over a 5G network. In Section V results are analyzed.

II. BACKGROUND

Communication Infrastructure plays an essential role in
monitoring and controlling a smart grid by enabling real-
time data flow between the grid management systems and
the controlled devices [13]. With the integration of 5G, it
might be possible for devices to directly communicate with
each other without the need of routing data to a centralized or
decentralized management system.

For 5G networks to be integrated with smart grids, it is
relevant to discuss the monitoring, control, and communication
infrastructure of power systems. Monitoring and control play
a critical role in power system protection by providing real-
time data on the state of the power system and enabling fast
and accurate responses to faults and disturbances.

Monitoring, protection, and control applications of an elec-
trical grid can be categorized into three classes namely Local
area, Wide area, and Remote area network [14]. Each class
application has varying time constraints and latency require-
ments. The response time of these different classes ranges from
less than 1 ms to more than 1-minute [14].

Local area class focuses on the operation of local appli-
cations or localized protection functionalities which senses
disturbances and isolate faults at a local level, for example,
communication of Intelligent Electronic Devices (IEDs) in
a substation. Local area operations are highly time-critical
in order of less than 10 ms [14]. In the case of local area
applications, the communication is carried out at vertical levels
between the process level, bay level, and station level.

In wide-area communication, the IEDs located in remote or
far areas coordinate with each other. Wide area class operation
is slightly less time critical ranging from 10-1000 ms [14]. For



example, in protection application such as (loss-of-main) LOM
and Logic selectivity, the IEDs located at remote distances
needs to communicate with each other within the time limit
of 300 ms and 100 ms respectively [14].

In this paper, our focus is to present a 5G communication
infrastructure concept for protection use cases Fig. 1 and test
the communication of simulated IEDs over a 5G network.
Power system protection is one of the use cases of a smart
grid which requires a reliable cost-effective latency-critical
communication infrastructure. In this paper, we will evaluate
how the latency requirements are met with our 5G test setup.

III. RELATED WORK

Bag et.al. in [11] discussed 5G uses cases in power sys-
tems related to load compensation, power management, and
protection in microgrids. It is essential to mention that time
synchronization is needed for some protection cases, such as
line-differential protection. Any time desynchronization will
result in false tripping.

A software based framework using SG communication to
solve issues related to auto network reconfiguration, network
function virtualization (NFV), plug-and-play of devices, and
metering infrastructure is presented in [15]. In the proposed
framework an energy layer connects to virtualized function
layer and application layer through a telecom (5G) layer.

Author in [16] also proposes a novel architecture for vir-
tualizing power systems by moving some control logic to
the edge, communicating over a 5G network. The proposed
method allows some functions near the field devices and other
decision-making functions for protection IEDs to be virtual-
ized by moving them to the edge. The work also compares 5G-
based virtualized architecture and Ethernet-based IEC61850
architecture.

A novel, 5G-based architecture with a real-time test setup
for sending IEC61850 GOOSE messages over a commercial
non-standalone (NSA) 5G network was presented in [17]. The
results show that the 5G communication was suitable for the
voltage drop in an (Feeder Circuit Breaker) FCB opening
scenario but not for the (Transmission System Operator) TSO
fault simulation scenario. The authors also proposed to deploy
some (Fault Detection Isolation and Recovery) FDIR system
functionalities at the edge.

Two wireless power network management strategies were
tested for power network control, and monitoring in [13]. The
first approach was an LTE communication-based centralized
management, and the other was 5G-based distributed network
management. The performances were evaluated and compared
by simulating a fault management scenario in a co-simulation
framework. The result shows that 5G-based distributed net-
work management performs better than LTE-based centralized
network management in terms of latency and speed.

Authors in [18] studied 5G performance in distribution
grid protection and fault location scenarios. The controlled-
hardware-in-loop setup developed by the authors was used to
test 5G communication in different scenarios including line
differential protection, intertrip protection, and virtualized fault
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Fig. 1. 5G Communication Infrastructure for Protection Use Case.

passage indicator. They used a 5G commercial NSA network
for sending RSV and R-GOOSE messages. According to the
test results 5G had better performing throughput and latency as
compared to 4G. Similarly, authors in [14] also investigated the
performance of IEC61850-90-5 based R-Goose messages over
commercial NSA 5G network. Authors performed test and
statistical analysis for logic selectivity and LOM protection
schemes. By comparing the latency and packet loss of both
networks the authors reasoned that the reliability of the current
commercial NSA 5G network is lower as compared to the
reliability of commercial 4G network. Authors also performed
a commercial 5G network test by encrypting R-GOOSE mes-
sages and sending over a VPN tunnel to the device which was
also time synchronized.

A framework is proposed by [19] in which an Al-native
based Radio Access Network (RAN) slicing framework is
introduced which will help in integrating IEC61850 services
in 5G and beyond network. [20] research work proposes
hardware-based network slicing for isolating critical control
and monitoring traffic used in smart grid self-healing appli-
cations. In the proposed prototype, the authors implemented
Field Programmable Gate Array (FPGA) based 5G network
and isolated R-GOOSE traffic over a 5G network by multiple
network slices. The results of the proposed approach by the
authors show a round trip time delay of 10.02 ms from a smart
grid control center to the IEDs with a packet loss of 0.3%.

Data transmission over wireless communication could be
affected by the size of the packets. Authors in [21] highlighted
that packet size according to IEC 61850 may not be optimal
for protection communication over a wireless channel. Trans-
mission of smaller packet sizes over wireless communication
might result in higher packet losses. To mitigate these packet
losses, authors in [21] suggested aggregating multiple data
packets horizontally — bundling packets from several merging
units under one Ethernet header — or aggregating multiple data
packets vertically which means bundling consecutive packets
of a single merging unit. The results of the experiment by the
authors show that packet aggregation can decrease packet loss
in a wireless communication channel.



Previous work mostly focused on utilizing commercial 5G
networks or simulated 5G networks. In our work, we have
tested a 5G network which can be considered as a private 5G
network. With this private 5G network we experimented and
analyzed the performance of R-GOOSE and R-SV messages
over SA and NSA 5G networks.

IV. R-GOOSE/R-SV OVER 5G TEST SETUP

The 5G network created in the laboratory is based on
Amarisoft callbox, a 3GPP release-16 compliant solution.
With the callbox, the communication of R-GOOSE and R-
SV messages is tested over NSA and SA architecture. NSA
architecture tested in the laboratory uses LTE band b40 for
control plane signaling and New Radio (NR) band n77 for data
plane traffic. The core in the NSA deployment is an Evolved
Packet Core (EPC), which means that this architecture does
not have 5G core functionalities such as NFV and network
slicing.

The 5G SA architecture consists of a gNodeB (gNB), 5G
core, and control plane signaling and data traffic over the NR
band carrier. In our laboratory, 5G SA services are running
over NR band n77 at 3.9 GHz frequency. Table I shows the
5G network configuration in NSA and SA deployment modes.

For the user equipment (UE) to connect to band B40 and
band n77, the wireless chipset should support these band
connectivity. The wireless module used by the 5G HAT in
this test setup is SIMCom’s SIM8200EA-M2 module which
is built on a Qualcomm Snapdragon X55 platform. This
wireless module is 3GPP release-15 compliant and it supports
connectivity in n77 and B40 bands [22].

A UE connects over-the-air to the basestation (BS) through
a 5G test sim card. The sim card information is configured
with the callbox to allow test sim cards to be registered
and authenticated with the IMS server. Once the registration
process is completed and an IP address is assigned to a UE,
data traffic can be sent over a 5G network. A test sim card
inserted in a 5G HAT allows the Raspberry PI (RPI) to connect
with the laboratory 5G network.

In this experimental setup, communication of two simulated
IEDs is tested over-the-air 5G network by sending R-GOOSE
and R-SV messages Fig. 2. A 5G HAT connects with RPI
through a USB 3.1 connection which allows R-GOOSE/R-
SV data traffic to transfer from RPIs to 5G HAT using USB
communication protocol. The USB connection between the
5G HAT and RPI is a USB 3.1 Gen 2 which can provide
data rates up to 10 Gbps but it can also cause radio frequency
interference in the 2.4 GHz and 5GHz frequency band regions
[23]. To establish the connection between a 5G HAT and a
RPI, the RPI can use NDIS or RNDIS dial-up methods. In
our experiment, we used the NDIS dial-up method to connect
RPI with the 5G HAT. Fig. 3 shows the protocol stack for
sending R-GOOSE and R-SV data traffic in our test setup.

RPIs are configured to act as IEDs which generate, send, and
read R-GOOSE/R-SV messages. An open-source application
[24] compliant with IEC61850-90-5 standard protocol is used
to transmit and receive R-GOOSE and R-SV messages. The

TABLE I
DEPLOYMENT CONFIGURATIONS

Deployments StandAlone Non - StandAlone
Bands n77 40 and n77
. 2.300 — 2.305 GHz,
Frequencies 3.900 - 3.950 GHz 3.900 — 3.950 GHz
. 5 MHz (band 40),
Bandwidth 50 MHz 50 MHz (n77)
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Fig. 2. R-GOOSE and R-SV over 5G Setup.
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application written in C++ uses UDP multicasting to send and
receive R-GOOSE and R-SV data traffic. Author in [25] used
the same application to evaluate the communication delay of
R-GOOSE/R-SV transmitted over Ethernet.

A sender RPI generates R-GOOSE/R-SV UDP packets and
sends them to a USB connected 5G HAT which converts the
digital signals into radio frequency signals and sends them over
the air. On the receiving side, the same process continues in
the reverse order. Every second one R-GOOSE and R-SV data
packet is generated. The frequency rate of packet generation
can be increased by reducing the time between consecutive
packets.

Wireless signals are influenced by the channel condition
through which they travel. Since the test setup is located in
a closed building with dense metallic infrastructure, it might
affect the 5G network performance. However, these conditions
are not studied in detail in this paper.
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Fig. 3. Test setup data traffic protocol stack.



V. RESULTS AND ANALYSIS

The performance of the 5G network established in the lab-
oratory is evaluated by using the iperf3 network performance
measurement tool and by measuring the latencies using one-
way ping command. Parallel to these testing, the R-GOOSE
and R-SV message’s latency and packet loss is verified by
visualizing the packets captured by Wireshark at the interfaces
of sender RPI and receiver RPI.

A. Network Perfromance Evaluation

To validate the Quality of Service (QoS) of the 5G network,
we compared the network performance of 5G SA and NSA
deployments by measuring latency, jitter, and packet loss.
Since the R-GOOSE and R-SV protocols are mapped over
the IP layer using the UDP protocol, we tested the UDP
performance of the 5G network.

In UDP mode, iperf3 sends UDP packets and measures
packet loss rate and jitter. We ran the UDP test for two minutes
for all deployment types and observed that when the data
traffic is normal the packet loss for both deployments is zero.
However, if data traffic significantly increases, packet loss also
increases which might be due to RPI’s inadequate processing
capability or 5G network congestion. The results in Table II
show that the jitter for SA and NSA was approximately 7-16
ms.

To evaluate the one-way latency in a 5G network, we used
the OWAMP protocol, which is an Internet Engineering Task
Force (IETF) standard protocol specified in RFC 4656 [26].
We used the one-way ping tool to measure the unidirectional
latency between the two UEs.

B. Captured R-GOOSE and R-SV messages

The packet capturing process continued for more than 22
hours and every second R-GOOSE and R-SV packets were
generated and transferred over the 5G network.

The R-GOOSE and R-SV packet information is extracted
with a code written in Python. More than 80,000 R-GOOSE
and 80,000 R-SV packets are processed to compute the latency
of the data traffic and visualize the results. The latency of
the R-GOOSE and R-SV packets is computed by taking the
epoch time differences of the captured packets at the sender
RPI and the receiver RPI. From the extracted data, the mean,
median, mode, and standard deviation of all the latencies
are computed. The visualization of the density graph of the
extracted data shows that majority of the R-GOOSE and R-SV
packets are located in the region of 12 ms to 45 ms (Fig. 4).
In the case of NSA deployment, majority of the R-GOOSE
and R-SV packets have one-way latency of approximately 30
ms with zero packet loss. On the other hand, in the SA 5G
deployment, the majority of R-GOOSE and R-SV packets have
a latency of 12-13 ms, shown in Table. III. Packet loss in SA
is significantly higher than NSA this might also be because
the signal strength in SA was noticed to be weaker than NSA.

The RPIs were initially poorly time synchronized, causing
inaccurate latency measurements with even negative latency
observations, as shown in Fig. 5. In this case, the receiver RPI

TABLE II
QOS PERFORMANCE OF 5G NETWORK
Iperf3 Iperf3 OWAMP OWAMP
Deployment (packet (Jitter) (one-way (one-way
loss) latency) jitter)
NSA 0.00% 8-9 ms 25-28 ms 10-17 ms
SA 0.55% 7-16 ms 9-13 ms 3-6 ms
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Fig. 4. Packets Density Distribution.

sometimes seemed to have an arrival timestamp of millisec-
onds before the packet was generated and transferred over the
5G network. To solve this issue, we synchronized both RPIs
with a time server RPI, developed as a GNSS-based Stratum-1
NTP server, thus leading to microsecond-level synchronization
and eliminating negative latency observations.

TABLE III
CAPTURED PACKET’S ONE-WAY LATENCY AND PACKET LOSS
Test Results Non-StandAlone | StandAlone
R-GOOSE 27 12.5
Avg. Latency (ms) RSV 31 3
R-GOOSE 0 12794
Packets Lost SV 0 T3%0%

NSA RGOOSE Histogram of Negative delay

500

400

packets

200

100

-40 -30 =20 -10
latency (ms)

Fig. 5. Negative Latencies



CONCLUSION

In conclusion, this paper evaluated the applicability of pri-
vate 5G SA and NSA communication networks for protection
use cases in smart grids. To determine if the 5G network
can meet stringent requirements of protection applications, the
performance of the 5G network was evaluated by measuring
jitter, latency, and packet loss. In addition, the performance of
simulated R-GOOSE and R-SV messages transmitted over a
5G network was visualized by capturing packets and comput-
ing packet loss and latencies.

The results show that the 5G communication between simu-
lated IEDs was able to provide low latency communication in
the order of 12-40 ms depending upon the 5G deployment
type. 5SG SA showed a lower latency as compared to 5G
NSA but had a higher packet loss. In this experimental setup,
the sampling rate of both R-GOOSE and R-SV messages
was | Hz. In the future, we plan to test the performance
of the 5G network for higher sampling rates. Overall, this
study demonstrates that the 5G network shows promising
performance in the communication of protection applications
and it can be considered as an enabler for the digitalization of
smart grids.
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