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A B S T R A C T   

A Cluster-Based Wireless Sensor Network (CBWSN) is a system designed to remotely control and monitor specific 
events or phenomena in areas such as smart grids, intelligent healthcare, circular economies in smart cities, and 
underwater surveillance. The wide range of applications of technology in almost every field of human activity 
exposes it to various security threats from cybercriminals. One of the pressing concerns that requires immediate 
attention is the risk of security breaches, such as intrusions in wireless sensor network traffic. Poor detection of 
denial-of-service (DoS) attacks, such as Grayhole, Blackhole, Flooding, and Scheduling attacks, can deplete the 
energy of sensor nodes. This can cause certain sensor nodes to fail, leading to a degradation in network coverage 
or lifetime. The detection of such attacks has resulted in significant computational complexity in the related 
works. As new threats arise, security attacks get more sophisticated, focusing on the target system’s vulnera
bilities. This paper proposed the development of Cluster-Based Wireless Sensor Network and Variable Selection 
Ensemble Machine Learning Algorithms (CBWSN_VSEMLA) as a security threats detection system framework for 
DoS attack detection. The CBWSN model is designed using a Fuzzy C-Means (FCM) clustering technique, whereas 
VSEMLA is a detection system comprised of Principal Component Analysis (PCA) for feature selection and 
various ensemble machine learning algorithms (Bagging, LogitBoost, and RandomForest) for the detection of 
grayhole attacks, blackhole attacks, flooding attacks, and scheduling attacks. The experimental results of the 
model performance and complexity comparison for DoS attack evaluation using the WSN-DS dataset show that 
the PCA_RandomForest IDS model outperforms with 99.999 % accuracy, followed by the PCA_Bagging IDS model 
with 99.78 % accuracy and the PCA_LogitBoost model with 98.88 % accuracy. However, the PCA_RandomForest 
model has a high computational complexity, taking 231.64 s to train, followed by the PCA_LogitBoost model, 
which takes 57.44 s to train, and the PCA_Bagging model, which takes 0.91 s to train to be the best in terms of 
model computational complexity. Thus, the models surpassed all baseline models in terms of model detection 
accuracy on flooding, scheduling, grayhole, and blackhole attacks.   

1. Introduction 

In a wireless sensor network, the clustering architecture provides 
various advantages. It can reduce the size of inter-node communication, 
for example, by focusing on data transmission inside defined clusters 
and minimizing the number of transmissions to the base station (Tirani 
et al., 2020). However, security attacks have been a major concern in 
both homogeneous and heterogeneous wireless sensor networks 

according to John and Igimoh (2017). Attackers may purposefully 
exploit the target system’s vulnerabilities and launch various threats to 
gain access to the system, some of which may divulge sensitive infor
mation (Kocher et al., 2020). Unfortunately, new threats and vulnera
bilities arise at a rapid pace as attackers become more expert (Zhou 
et al., 2020). In wireless sensor networks (WSNs), an intrusion detection 
system (IDS) is a tried-and-true approach for dealing with hostile 
threats, Saranya et al. (2020) An intrusion detection system (IDS) is a 
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where ‖ ak � ci‖ is the Euclidean distance between kth data and jth. 

Step 5: Using the following formula, compare the cluster centre to 
the updated one: 

If ‖ μ(i+1) � μ(i)‖ < ε, then the iterations will end. Where ˝ε” is the 
termination criterion (0 ≤ ε ≤ 1). 

4. The design implementation of CBWSN_VSEMLA framework 

Fig. 2 shows the proposed security framework for detecting and 
evaluating DoS attacks due to node isolation in order to secure the 
cluster-based wireless sensor network against such attacks. This design 
merges the Cluster-Based Wireless Sensor Network (CBWSN) with a 
Variable Selection Ensemble Machine Learning Algorithm (VSEMLA). 
The VSEMLA is designed to accurately detect various types of DoS at
tacks, such as blackhole attack, grayhole attack, flooding attack, and 
scheduling attack on the CBWSN. 

5. The design development of the CBWSN 

This section proposes the use of the Fuzzy C-Means algorithm. The 
algorithm can be employed to represent and approximate human 
reasoning. Here, it is utilized to create a Cluster-Based Wireless Sensor 
Network (CBWSN). The objective is to minimize the Fuzzy C-Means 
objective function and generate a CBWSN with fewer isolated nodes, 
which represents the underlying topology of the network. According to 
the flowchart for the proposed Algorithm 1 as shown in Fig. 3, all nodes 
generated in the network tend to execute the Fuzzy C-Means algorithm 
synchronously distributed in order to obtain the final centres and the 
membership degree value of the Fuzzy Partition Matrix, which describes 
the degree of membership of "k" nodes that belong to the cluster "j" 
obtained by each node. 

The algorithm of the Fuzzy C-Means for ith node above consists of the 
following steps:  

I. Defining the cluster centres and limiting the range to a certain 
number of clusters so that the number of clusters "n" is not larger 
than two but less than "m" membership degree of a real integer 
less than infinity, and then generating test data for the nodes.  

II. To build the Fuzzy model, choose the initial cluster centres by 
randomly initializing the Fuzzy C-Means partition matrix.  

III. To build the cluster network, find the cluster nodes by calculating 
the membership matrix.  

IV. Update the cluster centres of the original Fuzzy C-Means partition 
matrix to get new centres for the next iteration and continuing 
comparing it with the Euclidean distance between each cluster 
and its membership until the Euclidean distance achieves the 
termination condition.  

V. To gain the new membership for each cluster centre for the 
CBWSN of the approximation imagination, use the newly ob
tained Fuzzy C-Means model to detect node’s isolation by 
generating uniformly sampled data dispersed across the range of 
the network’s "X" and "Y" planes. 

6. The design development of VSEMLA 

The operational flowchart of the Variable Selection Ensemble Ma
chine Learning Algorithm (VSEMLA) module for the proposed security 
framework of CBWSN is described in Fig. 4. The WSN-DS dataset is a 
specialized network traffic dataset for CBWSN, which includes normal 
traffic flows and four types of DoS attacks: flooding, scheduling, gray
hole, and blackhole attacks. The data was initially uploaded into the 
WEKA simulation environment and cleaned. The attack attribute was 
then selected. To ensure that the data was cleaned, null values were 
checked for before normalization. If any duplicates or null values were 
found, the cleaning process was repeated until they were all removed. 
Finally, the data was visualized to show the number of data points per 
class distribution or the relationship among the attributes. A counter 
was set for the machine learning algorithms used in the ensemble 
method. Principal Component Analysis (PCA) was chosen for each al
gorithm to detect and evaluate Denial of Service (DoS) attacks present in 
the network traffic flows. The system checks the number of algorithms 
selected for each alteration, and when it is less than three, it saves the 
detected attacks and informs the counter to select the next algorithm for 
attack detection. Otherwise, the system outputs the detected attack 
classes for the entire iteration and ends the process. Algorithm 2 depicts 
the entire process involved. 

7. The WSN-DS dataset 

The WSN-DS is a specialized dataset for detecting four types of DoS 
attacks in a wireless sensor networks, specifically Cluster-Based Wireless 
Sensor Networks (CBWSN): blackhole, flooding, grayhole, and sched
uling attacks, all of which are referred to as DoS attacks. Almomani et al. 

Fig. 3. Flowchart Diagram for the CBWSN Development.  
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(2016) created the dataset in a Network Simulation Two (NS2) envi
ronment with 100 nodes in a 10,000 m2 region, resulting in eighteen 
different attributes of a class label of around 374,661 data records for 
intrusion detection systems in wireless sensor networks. The dataset can 
be used to prevent infiltration by prohibiting malicious nodes from 
entering the network, with DoS attacks being the most hazardous and 
damaging to WSNs due to vulnerabilities to security threats. Table 1 
gives the attack labels in the WSN-DS dataset and the amount together 
with the relative weight of each attack label, while Table 2 shows the 
relationship between the labels based on the number of attributes, in
stances, and the sum of the weight. 

Gray hole attack 

The attacker established a link with each node as shown in Fig. 5; in 
order to disrupt the network and communicate with other nodes at high 
speeds over the networks in order to breach routing in sensor networks, 
due to the fact that routing protocols have no measures in place to 
prevent attacks (Boubiche et al., 2021; Fang et al., 2020). This malicious 
node functions as a normal node, discarding selective packets that pass 
through it and sending malicious packets to the next node. They disrupt 
the normal operation of the CBWSN by packet creation and can act as 
isolated nodes that are not part of the network but place hostile nodes to 
carry out the network attack (Khan et al., 2021; Younas et al., 2022). 

Fig. 4. Flowchart diagram for VSEMLA.  
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