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ABSTRACT:

Teollisuusautomaatiojarjestelman kayttdonotossa on varmistettava, etta logiikka, valvomojar-
jestelm3, logiikan ja valvomojarjestelman valinen kommunikointi, Runtime-tietokanta ja histori-
ankeruu vastaavat toisiaan. Poikkeama tassa ketjussa ei aina tarkoita prosessi- tai laitevikaa. Se
voi johtua esimerkiksi keskeneraisesta konfiguraatiosta, puuttuvasta valvomomuuttujasta, vaa-
rastd tietotyypistd, heikosta kommunikoinnin laadusta tai siitd, ettei historiankeruu ole vield
tuottanut naytteita.

Tassa diplomityossa kehitettiin kayttoonottoa tukeva analyysimenetelma teollisuusautomaa-
tiojarjestelmien signaali-, konfiguraatio- ja logiikkatason poikkeamien havaitsemiseen. Mene-
telma yhdistaa saantdpohjaisen analyysin ja paatospuupohjaisen koneoppimismallin. Saanto-
pohjainen osa tarkastaa suoraan todennettavia asioita, kuten valvomomuuttujien 16ytymista,
tietotyyppien vastaavuutta, kommunikoinnin laatua, ajonaikaisia arvoja ja historiankeruun nayt-
teitd. Paatospuuta kdytetdaan tukevana vertaisvertailuna, jossa samankaltaisia entiteetteja ver-
rataan toisiinsa rakenne- ja konfiguraatiotason poikkeamien tunnistamisen tukemiseksi. Mene-
telmaa arvioitiin esikdyttoonotossa ja kdyttoonotossa. Esikayttoonotossa logiikkaa simuloitiin
ohjelmointiympériston simulointiominaisuudella, jolloin analyysia voitiin kayttaa konfiguraation
ja signaaliketjun tarkastamiseen ennen varsinaista kdyttoonottoa. Kayttdonotossa signaalit lu-
ettiin laitoksen oikealta logiikalta, jolloin analyysi pystyi hydodyntaméaan todellisia ajonaikaisia
arvoja ja historiankeruun naytteita.

Tulosten perusteella sdantépohjainen analyysi soveltuu hyvin kdyttéonoton selkeiden ja toden-
nettavien poikkeamien tunnistamiseen. Paatdéspuuhun perustuva vertaisvertailu tuo lisdtukea
silloin, kun jarjestelmassa on riittdvasti samankaltaisia entiteetteja vertailua varten. Simuloidut
entiteettitason koulutustapaukset soveltuvat paatéspuumallin kehittdmiseen ja rakenteen tar-
kastamiseen, mutta ne eivat yksin riitd osoittamaan mallin luotettavuutta todellisessa kayttoon-
otossa. Tyon tuloksena syntyi menetelm3, joka kokoaa havainnot, niiden perusteet, entiteetti-
kohtaisen taustan, selitykset ja mahdollisen vertaisvertailun yhteen insindoriraporttiin. Mene-
telma ei tee lopullisia kdyttoonottopaatoksia eika korvaa kayttdonottoinsindorin arviointia. Sen
tarkoitus on auttaa kohdistamaan tarkastus niihin kohtiin, joissa automaatiojarjestelman eri ker-
rokset eivat vastaa odotettua kokonaisuutta.

KEYWORDS: Industrial Automation, Commissioning, Fault Detection, Machine Learning, De-
cision trees, Rule-Based Systems, Hybrid Methods, Explainability
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1 Introduction

An industrial automation system typically comprises field devices such as sensors and
pumps, programmable logic controllers (PLC), supervisory systems (SCADA), communi-
cation layers, and data management systems. This architecture is complex and tightly
integrated, meaning that errors may compromise operational reliability and safety. As a
result, before taking such a system into use, it must be tested thoroughly. The testing
usually includes many levels, including end-to-end validation and system-level con-
sistency. Commissioning commonly involves extensive manual validation of signal map-
pings and integration consistency. Unlike equipment malfunctions, issues during com-
missioning frequently result from inconsistencies in configuration, communication, or
signal mapping. To examine this problem more closely, it is necessary to review existing

approaches to fault detection and diagnosis in industrial automation systems.

1.1 Commissioning in Industrial Automation

Commissioning takes place between installation and full operational use, and it repre-
sents the final validation phase of an automation project. Schamp et al. (2020) describe
commissioning as typically being performed on the real hardware, meaning that verifi-
cation takes place in the actual production environment rather than in a simulated test

environment.

During commissioning, the automation system is tested end-to-end to verify that data
flows correctly from field devices to the supervisory level and back. Signals must be val-
idated throughout the entire control architecture to ensure that measurements, logic,
and control actions operate as required. According to Schamp et al. (2020), correct sys-

tem behaviour and early testing are essential to reduce risks during plant operation.



Modern automation systems include a large number of signals and dependencies across
system layers. Configuration changes are often introduced late in the project phase, and
integration issues may only become visible when subsystems are connected. Commis-
sioning is often conducted in difficult circumstances, including delays and time pressure.
As Schamp et al. (2020) state “In a traditional workflow, the main commissioning part of
industrial control systems is performed on the real set-up and consequently during a

time critical phase of the project.”

Validation is manual and commonly based on checklists and signal-by-signal testing. In-
creasing system complexity adds to the workload, often resulting in extensive manual
debugging efforts (Schamp et al., 2020). Because of the manual nature of the process,
errors remain undetected due to oversight or limited testing time. Given the scale and
complexity of commissioning activities, additional systematic diagnostic support could
improve reliability and efficiency. This creates a clear motivation to examine how fault

detection and analysis methods can support commissioning engineers during this phase.

1.2 Fault Detection in Industrial Automation

Continuous supervision is essential to ensure safe and reliable operation of an industrial
automation system. In automatic control, supervisory functions are responsible for iden-
tifying undesired or unpermitted process states and initiating appropriate counterac-
tions (Isermann, 1997). Fault detection and diagnosis (FDD) form a central part of super-
vision. Fault detection refers to the identification of deviations from normal operation.
Fault diagnosis aims to determine the type, location, and possible size of the fault (Iser-
mann, 2005). In industrial automation systems, it is vital to identify faults before they
lead to malfunctions or system failures. The objective of early fault detection is to pro-
vide sufficient time for corrective actions such as reconfiguration, maintenance, or repair

(Isermann, 1997).



Various methods have been developed for fault detection and diagnosis in industrial au-
tomation systems. These methods include model-based approaches and data-driven
techniques. Model-based methods use mathematical models of the system, whereas
data-driven methods use measured process data to identify abnormal behaviour. Both

approaches are widely used in industrial applications.

Most research focuses on fault detection during normal system operation. In many cases,
the system is assumed to operate in a stable production phase. However, fault detection
challenges also appear during commissioning, when the system configuration is still be-
ing verified, and different subsystems are being integrated. Traditional fault detection

approaches are not always designed for these conditions.

1.3 Research Gap

Despite the availability of various fault detection methods, explainable diagnostic meth-
ods designed specifically for commissioning are not clearly addressed in the literature.
Some approaches aim to support commissioning through virtual commissioning or digi-
tal twin technologies. These methods utilise simulation models to test control logic be-
fore physical deployment. While such approaches can reduce risks, they depend on ac-
curate virtual models and do not remove the need for validation in the real system envi-

ronment.

Commissioning engineers often work with actual configuration files, database structures,
and runtime data. Errors may relate to incorrect signal mappings, inconsistent data types,
or integration mismatches between subsystems. The use of diagnostic methods directly
on real configuration and runtime data during commissioning is less visible in the litera-

ture.



1.4 Research Questions

Based on the identified research gap, this study investigates the role of a hybrid and

explainable diagnostic approach during commissioning.

Research Question 1: How can a hybrid, explainable analysis agent combining rule-
based logic and machine learning support fault detection during commissioning?
Research Question 2: To what extent can simulated entity-level training cases be used
to support the training and model structural validation of the machine learning compo-
nent during the development phase?

Research Question 3: How does a hybrid and explainable analysis approach support

commissioning engineers in interpreting signal-level and logical anomalies?

The following chapters present the theoretical background, system design, and valida-

tion of the proposed approach.

1.5 Scope and Delimitations

The scope of this study is limited to configuration mismatches and integration-related
faults that occur during the commissioning phase of industrial automation systems. The
focus is on errors related to signal mappings, data types, and inconsistencies between
interconnected subsystems such as PLC, SCADA, communication, and data management
layers. The proposed approach is designed to support commissioning engineers in iden-

tifying these types of faults using real project configuration and runtime data.

This study does not address mechanical or electrical component failures, nor does it fo-
cus on process-level physical faults that may occur during long-term system operation.

It neither aims to develop new machine learning algorithms nor digital twin models, and
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cybersecurity aspects as well as large-scale production monitoring remain outside the

scope of this study.
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2 Literature Review

The purpose of this chapter is to review the main research directions related to fault
detection and diagnosis. The literature includes model-based approaches, process-level
diagnostic strategies, and data-driven monitoring techniques. In some cases, different
methods are combined. As machine learning is applied in industrial contexts, issues such
as dataset shift and model transparency have become relevant. This chapter presents
the theoretical foundation that supports the development of a hybrid and explainable

diagnostic approach for commissioning.

2.1 Model-Based Fault Detection

Model-based fault detection is based on the use of mathematical or physical models that
describe how a system is expected to behave. The main principle is simple: measured
process variables are compared with values calculated by the model. If the difference
between the measured and calculated values exceeds the predefined limit, the system

is considered to deviate from the normal operation.

Isermann (1997) explains that model-based methods rely on analytical redundancy. In-
stead of using additional hardware sensors, the process model is used to generate resid-
uals. A residual represents the difference between measured and estimated values.
When the difference becomes large enough, it may indicate a fault. Fault diagnosis then

aims to determine the type and location of the deviation.

Venkatasubramanian et al. (2003a) describe these methods as quantitative model-based
techniques. In this approach, explicit mathematical models derived from first principles

or system identification are used for fault detection and isolation. When accurate models
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are available, this approach can provide structured information about the system behav-

iour and support systematic analysis.

However, model-based methods depend strongly on the quality of the underlying model.
In complex industrial systems, obtaining accurate models can be difficult because of non-
linear behaviour, parameter uncertainties, and changing operating conditions. If the
model does not represent the actual system correctly, residuals may indicate deviations

that are not related to real faults.

This becomes challenging during commissioning. At that stage, system configuration may
still change; parameters may not yet be fully tuned, and integration between subsystems
may be incomplete. In such conditions, deviations detected by the model may result
from configuration inconsistencies rather than physical faults. For this reason, purely
model-based approaches may have limitations when applied directly during commis-

sioning.

2.2 Qualitative and History-Based Fault Detection

Process-level fault detection focuses on the overall behaviour of the process rather than
on detailed mathematical models of individual components. Instead of comparing meas-
ured values to model-based predictions, these methods analyse patterns, trends, and

relationships between process variables.

Venkatasubramanian et al. (2003b) describe qualitative model-based methods as ap-
proaches that use structural knowledge of the process, such as cause-effect relationships
and logical connections between variables. These methods do not always require precise
numerical models. Instead, they rely on qualitative reasoning or rule-based structures to
identify abnormal situations. This can make them more flexible in complex systems

where accurate quantitative models are difficult to obtain.
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In addition to qualitative approaches, history-based methods use past process data to
detect deviations. Venkatasubramanian et al. (2003c) classify these as process history-
based methods, which rely on historical process data for feature extraction. The quanti-
tative approaches within this category formulate fault diagnosis as a pattern recognition

problem.

Process-level methods can be useful in large-scale industrial systems because they con-
sider interactions between multiple variables. They may detect faults that are not visible
at the component level. However, their effectiveness depends on the availability of rep-

resentative process data and clearly defined normal operating conditions.

During commissioning, defining normal operation can be challenging. The system may
not yet operate in a stable production state, and configuration changes may still occur.
As a result, historical references or qualitative assumptions may not fully represent the
actual system behaviour. This can reduce the reliability of purely process-level ap-

proaches during commissioning.

2.3 Data-Driven Industrial Monitoring

Data-driven fault detection differs from model-based approaches in that it does not re-
quire prior physical and mathematical knowledge of the process. Shen et al. (2014) state
that model-based fault detection requires prior knowledge of the process. Data-driven
approaches instead analyse large sets of recorded process data. In such methods, the
necessary process information is derived directly from data rather than from explicit pro-

cess models.

A central category of data-driven methods is multivariate statistical process monitoring.
Shen et al. (2014) identify principal component analysis (PCA) and partial least squares

(PLS) as widely applied techniques in industrial process monitoring. These methods
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project correlated process variables into a lower-dimensional subspace and apply statis-
tical test measures for fault detection. In this way, deviations are detected through sta-

tistical evaluation rather than through consistency checks against first-principle models.

Data-driven methods are relevant in complex industrial equipment where accurate
mathematical modelling is difficult. Sahu et al. (2024) emphasise that industrial systems
are structurally complex and that their behaviour is difficult to model due to internal
dependencies and environmental interactions. In such cases, data-driven approaches

combined with expert knowledge are often preferred.

At the same time, data-driven monitoring introduces challenges. Blazquez-Garcia et al.
(2021) note that observations identified as outliers in time series may correspond to
noise, errors, or otherwise unwanted data. This complicates anomaly detection because
such observations may not represent meaningful system behaviour. The authors also
discuss methods designed for data streams where underlying distribution may change
over time, referring to situations where data can be subject to concept drift. These char-

acteristics make the construction of stable anomaly detection models challenging.

During commissioning, stable and representative historical data may not yet be available,
and system configurations may still change. Under such conditions, the assumptions re-
quired for data-driven monitoring may not fully hold. This limits the applicability of

purely data-driven approaches during the commissioning phase.

2.4 Hybrid Fault Diagnosis Approaches

Hybrid fault diagnosis approaches combine multiple diagnostic methods within a moni-
toring framework. In industrial automation systems, individual fault detection methods
often have limitations when used independently. For this reason, research has explored

diagnostic systems that integrate different types of knowledge and analysis methods.
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Venkatasubramanian et al. (2003a, 2003c) classify fault detection and diagnosis ap-
proaches into several categories, including quantitative model-based methods, qualita-
tive model-based reasoning, and process history-based methods. While these categories
are often studied separately, practical diagnostic systems may benefit from combining
information from several sources. Such integration can improve diagnostic performance

when the assumptions of a single method are not fully satisfied.

In industrial monitoring applications, hybrid approaches frequently combine data-driven
analysis with engineering knowledge or rule-based reasoning. Shen et al. (2014) note
that statistical monitoring techniques are often used together with process knowledge
to improve fault detection and interpretation. In such systems, statistical models may
detect abnormal patterns in process data, while expert knowledge helps interpret the

meaning of these deviations.

Recent research also highlights the role of machine learning in hybrid diagnostic systems.
Sahu et al. (2024) describe industrial diagnostic frameworks where machine learning
techniques are applied together with domain knowledge to analyse complex industrial
equipment. These approaches attempt to combine the pattern recognition capability of

machine learning with the interpretability provided by engineering knowledge.

A hybrid diagnostic system can therefore provide a more flexible framework for fault
detection and diagnosis in complex industrial environments. At the same time, integrat-
ing different diagnostic components requires careful system design and clear interpreta-
tion of the results. Without such structure, hybrid systems may become difficult to ana-
lyse or validate (Venkatasubramanian et al., 2003c; Sahu et al., 2024). This motivates the
use of a hybrid approach in commissioning conditions, where no single method can fully

address configuration-related inconsistencies.
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2.5 Decision Tree-Based Machine Learning

Machine learning methods are increasingly applied in industrial monitoring and fault di-
agnosis. Data-driven approaches can analyse large amounts of operational data and
identify patterns that may indicate abnormal system behaviour (Sahu et al., 2024; Ham-
rouni et al., 2023). In these approaches, models learn relationships between variables

directly from data rather than relying on explicit physical models.

Decision trees are one of the commonly used machine learning methods for classifica-
tion and decision support. Braga-Neto (2024) describes decision trees as models that
partition the feature space into regions associated with different class labels. The result-
ing structure can be represented as a hierarchical tree where each node corresponds to

a decision rule based on feature values.

In diagnostic applications, decision trees are attractive because their reasoning process
can be expressed in a transparent rule-based form. Each branch represents a decision
condition, and each leaf node corresponds to a predicted class or diagnostic result. This

structure allows engineers to follow how a conclusion has been reached.

Interpretability is an important consideration when machine learning methods are ap-
plied in technical systems. Arp et al. (2020) emphasise that machine learning models
should be carefully used in engineering contexts and that model behaviour should be
understandable to system operators. When models are used for decision support, trans-

parent reasoning can improve trust and allow experts to verify the results.

Practical deployment of machine learning models can also introduce challenges. Sculley
et al. (2015) discuss how machine learning systems may accumulate hidden technical
complexity when models interact with real operational data. These challenges highlight
the importance of selecting methods that remain understandable and manageable in

engineering environments.
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For these reasons, decision tree models are often considered suitable for diagnostic sup-
port tasks where both predictive capability and interpretability are required. In this study,
decision tree-based analysis is used as a component of a hybrid approach designed to
support commissioning engineers. In this work, decision tree analysis is not used as a
standalone fault classifier, but as an interpretable supporting method within a hybrid

analysis process.

2.6 Dataset Shift and Non-Stationarity

Machine learning models typically assume that the statistical properties of the training
data remain similar during model deployment. When this assumption does not hold, the
data encountered during operation may differ from the data used during training. This
phenomenon is commonly referred to as dataset shift. Moreno-Torres et al. (2012) de-
scribe dataset shift as a situation where the joint distribution of input variables and tar-

get variables changes between the training and the application phases.

Dataset shift can appear in several forms depending on how the data distribution
changes. Moreno-Torres et al. (2012) describe several forms of dataset shift. These in-
clude covariate shift, where the distribution of input variables changes, and prior prob-
ability shift, where the class distribution changes between training and application
phases. In such situations, models trained on historical data may produce unreliable pre-

dictions because the learned relationships no longer represent the current environment.

In time-dependent systems, these changes are often described using the concepts of
concept drift or non-stationarity. Lu et al. (2019) explain that concept drift occurs when
the statistical relationship between input data and the target concept evolves over time.
As a result, models that were previously accurate may lose predictive performance when

the underlying system behaviour changes.
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Industrial monitoring environments are sensitive to such changes because operating
conditions and system configurations may evolve over time. Shen et al. (2014) note that
industrial processes often generate large volumes of operational data under varying op-
erating conditions. These variations can introduce challenges for data-driven monitoring
systems because models trained under one set of conditions may not generalize well to

other operating states.

Similar challenges have also been discussed in the context of machine learning systems
deployed in real operational environments. Sculley et al. (2015) emphasise that machine
learning models may degrade in performance when the data distribution encountered
during operation differs from the training data. Such effects can introduce hidden tech-

nical challenges in practical machine learning deployments.

During commissioning, these issues may become even more visible. The automation sys-
tem is still under configuration, and subsystems are still being integrated. Signal map-
pings, parameter settings, and communication structures may change during this phase.
In addition, the data available during early system testing may not represent the behav-
iour of the fully configured system. These characteristics introduce dataset shift between
development, testing, and operational phases, which complicates the application of

purely data-driven diagnostic methods during commissioning.

2.7 Explainable Artificial Intelligence

Explainable Artificial Intelligence (XAl) refers to methods that make behaviour and deci-
sions of machine learning models understandable to human users. Chamola et al. (2023)
describe XAl as an approach that improves transparency and trust in artificial intelligence

systems by providing explanations for model predictions.
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Explainability is essential in industrial diagnostic applications, where machine learning
results often support engineering decision-making. When models are used for fault de-
tection or condition monitoring, engineers must be able to interpret the reasoning be-
hind a diagnostic result. Brusa et al. (2023) note that explainable machine learning mod-
els can help engineers understand how different features contribute to fault classifica-

tion and diagnostic outcomes.

Tree-based machine learning models are often considered more interpretable than
many other machine learning approaches. Methods have been developed to analyse
how individual input features influence predictions produced by tree models and to pro-
vide both local explanations for individual decisions and global insights into model be-
haviour (Lundberg et al., 2020). In engineering applications, interpretability is also im-
portant for ensuring that machine learning systems remain understandable and control-

lable by system developers and users (Arp et al., 2020).

In this study, decision tree-based machine learning is used as a supporting analysis
method. The primary diagnostic reasoning and explanations are produced using rule-
based analysis, while the machine learning component provides additional insight for

identifying signal-level and logical anomalies during commissioning.
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3 Methodology

The purpose of this chapter is to describe the methodological approach used to develop
the proposed commissioning support tool. The approach is based on a hybrid analysis
concept that combines rule-based logic and machine learning to detect signal-level and
logical anomalies. The methodology follows a layered approach, where each layer en-
riches the dataset without discarding information. This design supports explainability,

traceability, and robustness under incomplete commissioning data conditions.

Commissioning support in this work is treated as a system-level testing and validation
support activity. The purpose of the tool is not to automate final acceptance decisions,
but to collect evidence, identify deviations, and report observations in a form that sup-
ports engineering judgement. This is consistent with the view of software and systems
testing, where testing is based on defined test items, test basis, observed results, and

reporting of findings (ISO/IEC/IEEE, 2022).

The chapter first defines the commissioning context and the available data, followed by
the key requirements for the tool. After this, the structure of the solution is described,
focusing on how data is processed, analysed, and interpreted. Finally, the integration of

the analysis results into a unified commissioning report is presented.

3.1 Commissioning Context and Data Sources

This study focuses on data that is available during commissioning without relying on his-
torical process datasets. The analysis is based on configuration data and current runtime

values obtained directly from the automation system.
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The data used in this work is obtained from three sources that represent different levels
of the system. PLC configuration files provide the definition of control logic, data types,
and signal structure. This data describes how the system is intended to operate and is
used as a reference in the analysis (PLCopen, 2016). At system level, the same signals
and structures are represented in engineering and runtime databases. These databases
contain signal definitions, object structures, and relationships between components,
forming a structured representation of the configured system. In practice, this infor-

mation is accessed using SQL queries.

Runtime data is obtained through OPC-based communication interfaces, which enable
data exchange between devices and higher-level systems (Velesaca et al., 2025). This
data represents the current state of the system during operation and provides the ob-

servable behaviour of signals.

The methodology is based on analysing consistency between these data sources. PLC
configuration defines the intended behaviour, database structures represent the config-
ured system, and OPC data reflects runtime behaviour. Fault detection is formulated as
the identification of mismatches between these representations. Table 1 shows data

sources and their role in the analysis.

Table 1. Data sources and their role in the analysis.

Source Purpose in analysis Example information
Defines intended control
PLC configuration structure and signal DDTs, signal names, data types, bit map-
file model pings
Provides live runtime
OPC UA visibility current values, timestamps, signal quality
Provides engineering
Galaxy SQL database | model structure objects, templates, attribute bindings
Runtime SQL Provides runtime and

database historical evidence snapshots, historical values, availability
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3.2 Requirements for Commissioning Support Tool

The commissioning support tool was designed to operate on configuration and runtime
data available during system commissioning. The analysis does not rely on historical da-
tasets or predefined system models but is based on data collected directly from the au-

tomation system.

The analysis was implemented as a read-only process. No modifications were made to
PLC configuration, databases, or runtime data. All data processing was performed locally
after collection. This approach ensures that the tool can be used during commissioning

without affecting system operation.

Direct integration with SCADA user interfaces or vendor-specific APls was not used. In-
stead, SQL-based access was selected to retrieve system configuration and structural in-
formation. This allows the analysis to be performed independently of the SCADA appli-

cation layer while still providing access to relevant system data.

The analysis is performed at signal level. Each signal is processed individually using its
available attributes, including configuration data, database information, and runtime val-
ues. The method compares these representations to identify inconsistencies between
them. Missing or incomplete data is handled explicitly and is not treated as a fault with-

out sufficient evidence.

The output of the tool is a structured dataset that combines all collected information for
each signal. This dataset is used as the input for further analysis stages described in the

following sections. The structure of the tool is described in Figure 1.
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Orchestration and Configuration Layer
Controls tion flow, loads configuration, and enables or
disables optional layers.

Evidence Collection Layer
Collects raw OPC UA and SQL evidence for later analysis.

Sorting and Pipeline Classification Layer
Assigns each tag to a single analysis pipeline.

Semantics Layer
Adds semantic context for reporting, filtering, and peer
comparison.

Rule-Based Analysis Layer
Detects tag-, signal-, and entity-level findings using rule-
based analysis.

saL

PLC Configuration Audit Layer (Optional)

Explanation and Summary Layer

PLC and selected
consistency.

g

e

ML-Based Peer Analysis Layer (Optional)

findings, peer results, and into
readable report content,

structurally similar entities and reports peer-level
deviations.

g Report
the final

Presentation Layer
Visualizes the commissioning report,

Figure 1. Commissioning support tool structure.
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The commissioning support tool was developed in Python, and the data is stored in JSON
format. Python was selected to support local execution, straightforward data processing,

and integration of rule-based logic and lightweight machine learning components.

3.3 Evidence Layer

After data collection, the analysis proceeds by constructing a unified dataset from the
available sources. This step is referred to as the evidence layer. Its purpose is to combine
PLC configuration, SQL data, and OPC runtime data into a single structure that can be

used in further analysis.

In this work, PLC configuration, OPC data, and SQL data are first read separately. PLC
configuration provides the reference structure and signal definitions when available.
OPC data provides the current runtime view of signals. SQL queries provide system-level
information, including signal bindings, object structures, and metadata stored in the da-

tabase. These sources are not assumed to be complete or consistent.

The collected data is merged at tag level. Each tag is represented as a single entry in the
resulting dataset. All available attributes from PLC, SQL, and OPC are attached to the
same tag entry. If a tag exists in one source, but is missing from another, this is preserved

in the data. No attempt is made to correct or infer missing information at this point.

During the merge, initial flags are added to describe the state of the data. These flags
indicate conditions such as missing OPC data, missing SQL mappings, or unavailable his-
tory data. The purpose of these flags is to record what was observed during data collec-
tion, not to classify faults. The same information is later used in the analysis without re-

reading the original data sources.



25

After merging and flagging, all tag-level entries are written into a single JSON-based
structure. This structure contains the combined data from all sources together with the
generated flags. The structure is not filtered, and no tags are removed, even if the data

is incomplete or inconsistent.

The evidence layer therefore produces a complete representation of the collected sys-
tem data. This representation also preserves structural relationships between tags,

which are later used in entity-level analysis.

3.4 Sorting Layer

After the evidence dataset has been constructed, the next step is to assign each tag to a
processing pipeline. This step is referred to as sorting. Its purpose is to classify tags based
on their data type and structure so that they can be analysed using appropriate logic in

later stages.

Each tag is assigned to a pipeline. In this work, the pipelines are Boolean, Integer,
FloatDouble, Word, and Array. The assignment is based on the attributes available in the
evidence layer, such as data type, value format, and structural characteristics. However,
project configuration is also used where the value type alone is not sufficient. Word tags
are identified using configured exact names, suffixes, and regular expressions. These
rules are used to route tags to the correct analysis pipeline, but they do not create diag-

nostic conclusions by themselves.

The sorting step does not perform any analysis or fault detection. It only determines how
each tag will be processed in the rule-based layer. The output of this stage is the evidence
dataset extended with pipeline information for each tag. This information is used in the

next stage to route tags to the corresponding analyzers.
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3.5 Semantics Layer

After sorting, the dataset is enriched with semantic information. The purpose of this step

is to provide context for each tag without affecting the rule-based analysis logic.

The semantic roles are assigned to tags based on naming patterns and available
metadata. These roles describe the purpose of the signal, such as measurement, status,
parameter, or selector. The role assignment is based on consistent naming rules and does

not depend on runtime behaviour.

Semantic information is not used for fault detection, and it does not affect the rule-based
decisions, but it provides context that can be used in later stages. The result of this step
is an enriched dataset where each tag includes both structural context and its semantic
role. Semantic roles are added to the same dataset as the previous layer’s information.

Semantic information may later be used for reporting and peer-level comparison.

3.6 Rule-Based Analysis Layer

After the evidence dataset has been constructed and enriched with pipeline and seman-
tic information, the analysis proceeds by applying rule-based checks to the data. The
purpose of this stage is to evaluate each tag and entity based on the available infor-
mation and to identify inconsistencies between configuration, database, and runtime

data.

The analysis is performed separately for each pipeline. Tags have already been assigned

to pipelines in the sorting layer, and each pipeline is processed using its own analyzer.
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The analyzers use the attributes collected in the evidence layer together with pipeline
information and semantic context. This includes data type, runtime value, availability of

OPC data, database information, and the structural context provided by entities.

The rule-based analysis evaluates the consistency of each tag using explicit conditions
derived from the available data. Typical checks include whether a tag exists in all required
sources, whether the data type matches configuration and runtime, and whether a
runtime value is available when expected. The analysis also uses the flags generated in

the evidence layer to determine how each tag should be handled.

In addition to tag-level checks, the analysis is applied at entity level. Tags that belong to
the same entity are evaluated together to detect inconsistencies within structured ob-
jects. This allows the analysis to identify issues that are not visible at individual tag level,

such as missing signals or structural mismatches inside an entity.

The results are divided into findings and journal entries. Findings represent the actual
analysis output and include both state information and detected issues. Journal entries
are used to record analysis context, such as missing data, skipped checks or situations

where a reliable conclusion cannot be made.

The rule-based layer does not use statistical models or pattern recognition. All results
are based on checks that can be directly traced to the underlying data. Each finding is
linked to the corresponding tag or entity and to the specific condition that triggered it.
The output of the rule-based layer is an updated dataset where each tag and entity in-

cludes the results of the analysis.
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3.7 Peer-Level Machine Learning Layer

In addition to rule-based analysis, a machine learning component is used to support the
interpretation of results at entity level. Entity-level consistency is already evaluated in
the rule-based layer, where tags are grouped based on structures derived from PLC con-
figuration. The machine learning layer uses the same entity structure and operates on

top of the existing analysis results without modifying them.

The machine learning implementation is based on a decision tree agent operating on
entity-level feature vectors. Decision trees were selected because the results must re-
main explainable in a commissioning context. The model logic can be inspected directly
from its structure, which allows the engineer to verify how a conclusion has been formed.
In addition, the solution must remain lightweight and suitable for industrial environ-
ments. Decision trees can be executed with low computational overhead and do not

require complex infrastructure or large-scale training.

More complex machine learning methods were not selected because explainability was
a mandatory requirement in this work. The machine learning component had to support
commissioning engineers by producing results that can be inspected, traced, and ex-
plained together with the rule-based findings. Methods such as neural networks, sup-
port vector machines, and ensemble models can be useful in classification tasks, but
their decision logic is less directly visible to the engineer. Since the purpose of the ma-
chine learning layer was not to maximise classification performance, but to provide ex-
plainable peer-level support, a single decision tree was selected. Its structure can be in-

spected directly and its decision logic can be presented in a rule-like form.

An example of the decision tree inspection output is shown in Figure 2. The output shows
the feature-based split conditions and feature importance values used by the trained
peer-level model. The class label belongs to the synthetic training setup, and it is not

interpreted as an independent fault conclusion in the commissioning report.
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=== DECISION TREE (TEXT) ===

--- history changed ratio <= 8.1583
|--- class: 1
--- history changed ratio > ©.1583
--- cfg delay sum median <= 119.4118
--- n_opc_status bad <= 1.5880
| --- word_history coverage ratio <= @.8517
| |--- class: 1
|--- word_history coverage ratio > 8.8517
| |--- class: @
--- n_opc_status _bad > 1.56888
|--- class: 1
--- cfg delay sum median > 119.4118
|--- class: 1

=== FEATURE IMPORTANCE ===

history_changed ratio

cfg delay sum median
n_opc_status bad

word history coverage ratio

Figure 2. Example inspection output of the decision tree used in the peer-level machine
learning layer.

The purpose of the machine learning layer is not to detect faults independently, but to
provide a peer-level comparison between structurally comparable entities. For each en-
tity, a peer summary is generated by comparing its signals to other similar entities. This
allows the analysis to highlight peer-level differences that are not directly visible from
individual tag checks. Table 2 summarises the conceptual differences between rule-

based analysis and ML peer-level comparison in this work.
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Table 2. Rule-based analysis vs. ML peer comparison.

Aspect Rule-based analysis ML peer comparison
. Detect directly verifiable inconsisten- Highlight relative dif-
Main role cies ferences between
peers
Explainability High High
Supporting observa-
Output Findings with reasoning tions
Dependency on history Low Moderate
Dependency on peer popula-
tion None Required
Used for severity classifica-
tion Yes No

Peer groups are formed from structurally comparable entities. In this work, comparabil-
ity is based on shared entity type, similar signal composition, pipeline distribution, and

semantic roles where applicable.

For example, if one entity differs from others of the same peer group while the rest be-
have consistently, this may indicate a local issue rather than a system-wide problem.
Conversely, if multiple entities show similar deviations, the issue may relate to shared
configuration or communication. This type of comparison complements the rule-based
findings and provides additional context for interpretation. If no comparable peers are

available, the entity is treated as a singleton, and no peer-based conclusion is made.

During development, simulated entity-level training cases were used to train and initially
test the decision tree component under controlled conditions. While such training cases
can provide controlled peer-level differences, the selected approach relies on peer-level
comparison of real commissioning data, where entities are evaluated relative to one an-
other. This reduces the need for predefined fault cases and keeps the analysis aligned

with the actual structure and variation of the commissioned system.
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The output of this stage is a peer summary for each entity. The summary highlights de-
viations in entity-level feature values and structural attributes relative to structurally
comparable peer entities. These results are not interpreted as independent fault conclu-
sions, but as supporting information that is combined with rule-based findings in the

following stages.

3.8 Explanation and Summary Layer

After rule-based and peer-level analysis, the results are further processed to support
interpretation during commissioning. This stage focuses on explaining the findings and

prioritizing them so that the engineer can identify the most relevant issues.

The analysis produces findings at both tag and entity level. These findings are extended
with explanations that describe why a specific result was produced. The explanations are
generated directly from the rule-based analysis logic and the conditions that triggered
each finding. No additional machine learning or external models are used in this stage.
Each explanation can be traced back to specific checks, flags, and data values in the evi-

dence layer.

Explanations are used to make the results understandable in practical troubleshooting
situations. For example, if a single tag is not working while other tags of the system are,
it is not likely that there would be communication or a system-wide problem. At the
entity level, the results provide a summary of the condition of a structured object, which

helps to narrow down the location of the issue.

In addition to explanation, severity-based prioritisation is applied to the findings. The
purpose of prioritisation is to make the most relevant commissioning issues visible first.

Findings are normalized into engineering severity levels, such as high, medium, and info.
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The report then orders findings according to these severity levels instead of calculating

a universal risk score.

Prioritisation is necessary because commissioning often produces many findings. A find-
ing that prevents reliable signal interpretation is more important than several informa-
tional observations. For this reason, tag-level issues are ordered by severity, each tag
inherits its top severity from its most severe issue, and each entity inherits its top sever-
ity from its most severe tag. The machine learning component remains support-only in-

formation and does not override or escalate rule-based findings.

The result of this stage is a structured output where findings are explained and ordered
according to their importance. This makes the analysis results usable in practice by help-
ing the engineer understand the cause of the issues and focus on the correct part of the

system.

3.9 Commissioning Report Integration

The final output of the method is a single commissioning report that combines all results
produced during the analysis. All data is integrated into one JSON-based structure that
contains the full analysis result for the system. The data is visualised through an HTML-

based report interface.

The report is constructed from the analysed dataset, where each tag already contains its
evidence data, rule-based findings, journal entries, severity information and explana-
tions. In addition, entity-level results and peer summaries are included in the same struc-

ture.

The integration process does not introduce new analysis. Its purpose is to organise the

existing data into a consistent report format. All information is preserved, and no
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findings are removed or filtered during this stage. This ensures that the report reflects

the complete result of the analysis.

The structure of the report follows the system hierarchy. Tags are grouped under their
corresponding entities, and both tag- and entity-level information are available at the
same time. This allows the engineer to navigate the results in the same way as the system

is organised.

The use of a single report is a design decision. Instead of producing separate outputs for
different analysis, all results are integrated into one report. This avoids fragmentation of
information and ensures that the engineer can work from a single source. The outcome
is @ commissioning report that contains all the relevant information required for system-

level troubleshooting.
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4 Case Study and Results

This chapter presents the application of the proposed analysis method in an industrial
automation system and evaluates its behaviour in practical use. The results are analysed

in two phases: pre-commissioning and commissioning.

In the pre-commissioning phase, the analysis is limited to configuration and structural
data, and the focus is on identifying inconsistencies between system definitions. During
commissioning, runtime data becomes available, allowing the analysis to incorporate

observed tag-level and entity-level behaviour.

4.1 Case Environment and Evaluation Approach

The case study was conducted in a real industrial automation environment consisting of
one SCADA system, several plants, and multiple PLCs. Due to the timing of the industrial
project and this work, a controlled before-and-after comparison of the same plant was
not available. Therefore, the case study uses two reports from the same SCADA environ-
ment as an alternative evaluation setup: one from pre-commissioning and one from

commissioning.

The two plants are not identical, but they are not separate systems either. They use the
same SCADA environment and, where possible, similar PLC structures. In practice, this
means that the same DDT structures have been reused as much as possible. At the same
time, the plants differ in size, signal structure, and complexity. This is important for the

case study, because the method should not depend on one specific plant structure.

The first report represents the pre-commissioning phase. This report was generated

from the larger and more complex plant. At this stage, live commissioning had not yet
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started and therefore a live commissioning report from this plant was not available at
the time of writing. The report is still relevant because it shows how the method can be
applied before live commissioning, when the focus is on configuration data, structure,

and completeness of available system information.

The second report represents the commissioning phase. This report was generated from
a smaller plant where runtime data was available. This makes it possible to examine how

the same method works when signal values can be included in the analysis.

The reports are therefore used to examine the method in two commissioning situations
within the same SCADA environment. The pre-commissioning report tests the method
against a larger and more complex automation structure. The commissioning report

shows how the method works when runtime data is available.

The evaluation focuses on the reports generated. The purpose is to examine whether
the reports support commissioning work by presenting collected evidence, detected
findings, explanations, and entity-level context in a form that can be inspected by an
engineer. The following sections first discuss the pre-commissioning report, then the
commissioning report, and finally compare the role of the method in these two situa-

tions.

4.2 Pre-Commissioning Analysis

The pre-commissioning report was generated from the larger plant where live commis-
sioning had not yet started. The plant had not been operated as a live plant, and real
runtime history was not available. The available execution context was based on engi-

neering data and PLC simulation.
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In this phase, the analysis could not be used to inspect process behaviour. Instead, the
report was used as a programming-phase check. The purpose was to compare PLC-side
and OPC-visible signal structures against the SCADA and SQL-based runtime structures,

and to show which expected signals were not yet present in the supervisory system.

4.2.1 Role of analysis in pre-commissioning

In the pre-commissioning case, the analysis was used before real commissioning had
started. The plant was still under PLC and SCADA engineering, so the report was not used
to judge process operation or plant readiness. Its role was to check whether the engi-

neering chain was built consistently.

The report contained 137 entities and 877 tags. Of these, 57 entities and 287 tags had
high-severity findings. In this case, these findings should not be read as 287 faults in an
operating plant. They mainly show that the SCADA-side implementation was still incom-

plete at the time of the report.

The main question in this phase was whether the expected PLC-side and OPC-visible sig-
nals were also present in the SQL-based runtime structures. If a signal was visible
through OPC but missing from the runtime-side data, the report marked it as a mismatch.

This gives the SCADA programmer a direct list of signals that required checking.

The role of the analysis was therefore practical. It reduces manual comparison between
PLC engineering data, OPC browse results, and runtime database content. Instead of
checking the signal chain one tag at a time, the report collected the missing or mismatch-

ing items into one engineering report.
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4.2.2 Detection of configuration mismatches

The main configuration mismatch in the pre-commissioning report was related to signals
that were visible through OPC but were not found from the SQL-based runtime struc-

tures. These findings were reported as OPC_SQL TAG_NOT_FOUND.

This means that the signal had reached the OPC, but the corresponding runtime-side
representation was not found from the supervisory system data. In this phase, the plant
was still under engineering, so the finding was interpreted as an open SCADA/runtime

implementation item rather than a process fault.

The report contained 287 findings of this type. The result shows that a large part of the
PLC and OPC signal structure had already been created, but the same structure had not
yet been fully implemented on the supervisory side. This is expected in an unfinished
programming phase, but it is still useful because the report points to the exact tags that

require checking.

For the SCADA programmer, the finding narrows the work to concrete configuration
items. The missing runtime-side representation may be caused by an object that has not
yet been deployed, a tag that has not been generated, an incomplete import, or a nam-

ing difference between OPC and runtime data.

The same principle also applied to structured signals. When the PLC engineering data
contained the expected structure, the report could show that the PLC-side definition ex-
isted even if the corresponding supervisory-side representation was still missing. In this
case, the finding did not mean that the PLC-side structure was wrong. It meant that the

SCADA/runtime side had not yet been completed to the same level.
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4.2.3 Behaviour under incomplete or missing data

The pre-commissioning report was generated from incomplete data. This was not an ex-
ception in this case, but part of the test setup. The plant had not been live, and the

supervisory-side implementation was still in progress.

History analysis was therefore not applicable. There was no real process to analyse, so
missing history samples were expected. They were not treated as history collection faults,

stuck signals, or evidence of process behaviour.

Missing runtime-side data was handled in the same conservative way. If a tag was not
found from the SQL-based runtime structures, the report did not try to infer why it was
missing. At this stage, the reason could simply be that the SCADA configuration had not

yet been created.

4.2.4 Limitations of analysis in pre-commissioning phase

Pre-commissioning analysis prepares the system for live commissioning. It can reveal
missing tags, missing runtime structures, and incomplete mappings before the real signal

tests begin.

This matters especially in this case, because the plant was still under engineering. The
report was useful for checking the PLC-OPC-SCADA chain, but it was not a finished pre-
commissioning package. A signal may look correct in the engineering data and still re-

quire later testing with the real field device, wiring, and process state.

No live history was available, so behaviour-based analysis was outside the scope of this

report. The peer summary was generated, but it had little practical value. Peer
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comparison becomes practically useful during commissioning, when real runtime data is

available.

The result is therefore mainly a preparation aid. The report helps to remove configura-
tion gaps before commissioning, so that live testing can focus on the actual plant instead

of missing supervisory-side structures.

4.3 Commissioning Analysis

The commissioning report was generated from the smaller plant where runtime data
was available. In this phase, the analysis could therefore include current OPC values to-

gether with configuration and SQL-based information.

This section examines how the report supported commissioning work when live runtime
data was available. The following subsections discuss the role of the analysis during com-
missioning, signal-level and entity-level observations, peer comparison, and combined

interpretation for troubleshooting.

4.3.1 Role of analysis during commissioning

During commissioning, the automation system is tested with live communication and
runtime data. The analysis can therefore use current OPC values, not only configuration
data. This makes it possible to check whether signals are visible through OPC, and

whether their live values can be read.

The analysis also uses SQL-based runtime and history information. This is important be-

cause a signal being visible in OPC does not yet mean that the whole system chain is
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working. For commissioning and later troubleshooting, the signal must also exist in the
database structures and, when required, produce history values. If history is missing, the

signal may still be visible live, but it cannot be verified later from stored data.

Commissioning is also a phase where the system can still change. PLC logic, signal defi-
nitions, and data structures may be corrected when faults or missing functions are found.
After such changes, it is not enough to check only the PLC side. The change must also be
visible in OPC, SCADA, SQL-based data, and history collection if the signal is expected to

be stored in history.

For this reason, the analysis is used to support checking the signal chain after changes.
It helps to see whether a signal exists in the expected structures, whether it can be read
live, whether it is represented in SQL-based data, and whether history collection is work-
ing. The report does not replace manual commissioning tests, but it gives a structured

way to find where the chain may be incomplete.

In this phase, the main value of the analysis is that it brings these checks into one engi-
neering report. The engineer can inspect live values, database information, history ob-

servations, findings, and explanations without checking each system layer separately.

This phase also includes peer summaries. During commissioning, these summaries are
more useful than in pre-commissioning because the comparison can use live runtime
values. The peer summary shows whether one entity differs from comparable entities in
the same environment. For example, it can highlight differences in operating bands or
other entity-level values that may require engineering review. It does not replace the
rule-based findings, but it gives the engineer an additional way to inspect configuration-

level and entity-level differences together with the rest of the report.
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4.3.2 Signal-level and entity-level observations

The commissioning report contained 129 entities and 715 tags. Most of the analysed
system was classified as informational. Only two entities and two tags had high-severity
findings, and three entities and three tags had medium-severity findings. This shows that
the analysed signal chain was mostly working from the field level to the supervisory level.
PLC, OPC, SCADA, and SQL-based data could be read and combined in the report, and

there were no signs of a system-wide communication problem.

One clear signal-level finding was related to OL1_PM5560.Current_G. The signal be-
longed to the OL1_PM5560 entity, which contained 36 tags in the report. The other tags
of the same device were available, but the ground current signal did not provide a usable
value. This made the finding more specific. The issue did not indicate that the whole
device or communication path was missing. Instead, it indicated that the ground current

value itself was not available from this device.

This observation was useful from a commissioning point of view. Because the other sig-
nals of the same device were working, the next action did not need to focus on the whole
device communication. The finding pointed to one specific signal. If the device does not
provide this value in the actual system, the signal can be removed or corrected in the
PLC and SCADA configuration. In this case, the report helped separate a single unavaila-

ble measurement from a wider communication problem.

The report also produced observations related to history collection. Some Word bit sig-
nals did not have history values, although other signals in the same entity had history.
These findings were related to OL1_SC105.HalytysSana, OL1_UIQ004.StatusWord, and
OL1_UlQ211.StatusWord. This was useful because the report did more than state that
history was missing. It showed that history was missing for a specific part of an entity
where other signals were already being stored in history. OL1_UIQ004.StatusWord is

shown in Figure 3.
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Figure 3. Example of a Word bit history finding in the commissioning report.

This type of finding is important during commissioning because live visibility alone is not
enough. A signal may be readable through OPC, but it must also be stored in history if it
is needed for later verification or troubleshooting. The Word bit findings therefore

pointed to history configuration checks rather than to PLC logic or live communication.

The report also showed that SQL access itself was working. The SQL-related evidence did
not return query errors. This means that missing SQL or history information should not
first be interpreted as a failed SQL query. It is more likely that the missing information is
related to configuration, naming, history collection, or system-level implementation.

This helps direct troubleshooting to the correct part of the system.

At entity level, the report helped to interpret whether a finding was isolated or part of a
wider pattern. The OL1_PM5560.Current_G case showed an isolated signal issue inside

an otherwise readable entity. The Word bit history findings showed a different type of
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issue, where a specific category of signals inside an entity required history checks. In
both cases, the entity-level view made the result more useful than a flat tag list, because

it showed where the finding belonged and what kind of follow-up action was reasonable.

4.3.3 Use of peer comparison in runtime context

The peer comparison produced two useful result types in the commissioning report. It
showed cases where comparable entities were consistent with each other, and it high-

lighted configuration differences in measurement entities.

One consistent peer group was formed by OL1 _UIQ004 and OL1_UIQ211. These were
comparable energy measurement entities, and the report did not show deviations from
the peer median in the compared features. This indicated that the two entities were

similar in the selected comparison features.

The clearest peer findings were related to configured operating bands. In this context,
operating band means the difference between the configured high and low limits of a
measurement. A different operating band does not automatically mean that the config-
uration is incorrect, because the measurements may have different process roles. How-

ever, it shows which signals should be checked manually during commissioning.

For pressure measurements, OL1_PT209 and OL1_PI301 were compared in the same
peer group. The peer median for the operating band was 2.88. OL1_PT209 had a lower
operating band of 2.25, while OL1_PI301 had a higher operating band of 3.5. This
showed that the two pressure measurements were not configured with identical ranges.
The report therefore pointed to a concrete configuration difference that could be

checked against the intended measurement ranges.
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For temperature measurements, one peer group included OL1 T/101, OL1 TI201, and
OL1_TT205. The peer median for the operating band was 52.5. OL1_T/201 had a much
lower operating band of 12.5. This means that its configured high and low limits were
much closer to each other than in the comparable temperature measurements. This may
be correct if the signal has a different purpose, but it is a clear candidate for engineering

review. OL1_TI201 is presented in Figure 4.

oL1_TI201
. INFO Tags: 16

Peer summary

Compared against peer group: XSY:AL Map_v3:kl_vesi_lampotila

Peer group size: 3

Members: OL1_TI01, OL1_TI201, OL1_TT205

Main differences:

- configured operating band (Hi-Lo) is lower than peer median: 12.5 vs 52.5

Figure 4. Example of peer-level comparison in the commissioning report.

Another temperature-related example was the peer group containing OL1_TIC002 and
OL1_TIC107. The peer median for the operating band was 46.75. OL1_TIC002 had a
lower operating band of 35, while OL1_TIC107 had a higher operating band of 58.5. This

again showed a configuration difference between comparable measurements.

The peer comparison therefore produced both confirming and deviating observations.
In this report, the clearest deviations were related to configured operating bands in pres-

sure and temperature measurements.

4.3.4 Combined interpretation for troubleshooting

The commissioning report allowed findings to be interpreted together instead of as sep-
arate tag-level observations. This was important because the same issue can look differ-
ent depending on whether it is inspected through OPC, SQL-based data, history collec-

tion, or entity context.
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The OL1_PM5560.Current_G finding was one example of this. At signal level, a usable
ground current value was not available. At entity level, the same device contained 36
tags, and the other tags were available. This changed the interpretation of the finding.
The issue did not indicate a device-level or communication-level problem. Instead, it
pointed to one unavailable measurement. The next check could be directed to the device

data, PLC configuration, and SCADA configuration for that specific signal.

The Word bit history findings required a different troubleshooting path. In these cases,
the issue was not live communication. The relevant observation was that history values
were missing for specific Word bit signals, although other signals in the same entities
had history. This directed the check towards history configuration rather than PLC logic

or OPC communication.

The peer comparison added configuration-related observations to the same report. The
pressure and temperature findings showed differences in configured operating bands
between comparable measurements. These differences were not direct fault conclu-
sions, but they marked values that could be checked against the intended measurement

ranges.

The combined interpretation helped separate different types of follow-up actions. From
one report, the engineer could inspect the signal itself, the related entity, SQL-based in-
formation, history observations, and peer comparison results. This made it easier to see
whether the next check should focus on one signal, history collection, configuration lim-
its, or a wider part of the system chain. As a result, the report was more useful for trou-

bleshooting than a separate list of individual findings.
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4.4 Comparison Between Pre-Commissioning and Commissioning

The two reports were generated from different project phases, and this changed how
the results were interpreted. In pre-commissioning, the report was used before live sig-
nal testing. The focus was on whether the PLC-side and OPC-visible signals had corre-
sponding SCADA/runtime structures. During commissioning, live runtime data was avail-
able, so the same analysis and report format could also be used to inspect current signal

values and history collection.

The clearest difference was the meaning of data. In pre-commissioning, missing runtime-
side structures and missing history were expected because the programming phase was
still ongoing. During commissioning, missing data was more specific. If a live signal was
expected to be stored in history but no history was found, the finding pointed to a history

configuration check.

The severity counts also had to be read differently. The pre-commissioning report con-
tained more high-severity findings due to unfinished programming phase. In the com-
missioning report, there were fewer high- and medium-severity findings, and these
could be interpreted more directly because the system chain was already mostly availa-

ble.

Peer comparison has limited use before commissioning due to lack of real OPC values.
During commissioning, peer comparison was more useful, and it was possible to inspect

differences such as operating band deviations between similar measurements.

The comparison shows that the role of the analysis depended on the project phase. Be-
fore commissioning, it was mainly a configuration and completeness check. During com-
missioning, it became a troubleshooting aid that combined live values, history observa-
tions, entity context, and peer comparison. Table 3 summarises the results pre-commis-

sioning versus commissioning.
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Table 3. Pre-commissioning and commissioning result comparison.

Metric

Pre-commissioning

Commissioning

Entities analysed

137

129

Tags analysed 877 715

High severity entities 57 2

High severity tags 287 2

Medium severity entities 0 3

Medium severity tags 0 3

Runtime availability Limited Available
Peer comparison usefulness Limited More useful
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5 Discussion

This chapter discusses the case study in relation to the research questions. The focus is
on how the hybrid analysis approach supported commissioning, how simulated data can
be used during development, and how explainability affected the interpretation of the

results.

The discussion also considers the limitations observed in the case study, especially the
difference between configuration-based analysis and live commissioning data. The fol-

lowing sections discuss each research question separately.

5.1 Research Question 1 — Hybrid Approach Effectiveness

The first research question asked how a hybrid and explainable analysis approach can
support fault detection during commissioning. Based on the case study, the answer is
that the hybrid structure was useful because the two parts did different work. The rule-
based part handled the main signal-chain checks, while the machine learning part added

peer-level context when data was complete enough for comparison.

The case study also showed that the hybrid approach relied mainly on rule-based analy-
sis. This was expected, because the most relevant commissioning findings were concrete
integration and configuration problems rather than patterns that needed to be learned
from data. Missing mappings, missing runtime structures, unavailable values, and incom-
plete history collection could be checked directly against the available engineering evi-

dence.

The machine learning component was useful in a narrower situation. It helped when

entities were implemented far enough to be compared with each other. In that case,
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peer comparison could show configuration differences that were not visible from one
tag alone. In the unfinished pre-commissioning case, this condition was not met, so the

peer summary did not have much practical value.

The effectiveness of the hybrid approach came from this separation. Rule-based checks
produced the main findings. Peer comparison added a second view when the data sup-
ported it. The report did not decide the final cause of a fault, but it helped to narrow

where the next engineering check should be done.

5.2 Research Question 2 — Simulated Data

The second research question asked to what extent simulated entity-level training cases
can be used to support the training and model structural validation of the machine learn-
ing component during the development phase. Based on the case study, the answer is
that simulated data had a limited but useful role. It supported the training and structural
validation of the decision tree used in the peer-level analysis, but it could not prove the

practical reliability of the whole commissioning support method.

In this context, simulated cases do not refer to physical process faults or equipment fail-
ures. They refer to artificial entity-level training cases used when creating the synthetic

peer-relative dataset.

In this work, simulated data was used to create a synthetic peer-relative dataset for train-
ing the decision tree used in the peer-level analysis. The dataset consisted of artificial
peer groups where most entities represented typical peer behaviour, while some entities

were made atypical by changing selected entity-level features.

The simulated features described simplified entity-level conditions. These included, for

example, finding counts, missing live values, pipeline and semantic role counts, OPC and
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type-related issue counts, runtime and history availability indicators, Word bit indicators,
and configuration-related values such as scale spans, operating bands, and delay sums.
Peer-relative features were created by comparing selected entity values against the peer

group median.

This means that simulated data was mainly useful for training the decision tree to distin-
guish typical and atypical peer behaviour in a controlled dataset. It supported the tech-
nical development of the peer classification mechanism, but it did not represent the full
commissioning environment. It did not model the complete PLC, OPC, SCADA, SQL, and

history chain in the same way as real project data.

The actual commissioning analysis was based on real project and runtime data. Entity
features, peer groups, peer medians, peer differences, findings, and history observations
were formed from the real report data. The machine learning component was used only
as supporting information. It did not override rule-based findings and did not create new

fault-level conclusions.

For this reason, real reports were still needed to evaluate the method in commissioning
conditions. Real commissioning data contains project-specific naming, incomplete con-
figurations, missing values, history collection issues, and system-layer behaviour that

cannot be fully reproduced with synthetic data.

In this study, the decision tree component was not evaluated as an independent fault
classifier using metrics such as accuracy, recall, or a confusion matrix. A sufficiently large
labelled ground truth dataset was not available for that type of evaluation. Instead, the
evaluation focused on whether the peer-level analysis produced traceable and engineer-
ing-relevant observations in the real commissioning report. The output was reviewed
through the decision tree structure, feature importance, and the peer summaries gen-

erated for the analysed entities.
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5.3 Research Question 3 — Explainability

The third research question asked how a hybrid and explainable analysis approach sup-
ports commissioning engineers in interpreting signal-level and logical anomalies. Based
on the case study, the answer is that the approach supported engineers by making the
analysis traceable and reviewable. The report helped the engineer understand why a
finding was raised, what part of the system it referred to, and what kind of follow-up

check it pointed to.

In this study, explainability means that the result can be traced back to the signal, entity,
evidence, and comparison that produced it. This was important because the report was
not intended to be a black-box fault list. The engineer needed to see why a finding was

raised and what part of the system it referred to.

The OL1_PM5560.Current_G case showed this at signal level. The report explained the
high-severity finding with the text: “OPC value is not finite (NaN/Inf); cannot trust signal.”
This explanation stated the immediate technical reason for the finding. When it was in-
terpreted together with the entity context from Section 4.3.2, the result was not only
that one tag had a problem. It was possible to see that the issue was limited to one

unavailable measurement in an otherwise readable device.

The Word bit history findings showed a different kind of explanation. The report stated:
“No history found for any bits of this word, while other signals in the same entity have
history.” This explanation was useful because it described why the finding mattered in
that specific entity. The report also showed that the Word bit structure had been found
and that bit values could be computed from the packed live value, which separated live

signal interpretation from history collection.



52

The peer summaries showed the same principle in the decision tree-based part of the
analysis. For example, the report explained that OL1_PT209 had a “configured operating
band (Hi-Lo)” lower than the peer median, 2.25 compared with 2.88. In another peer
result, OL1_T/201 was marked with an unusual operating band, 12.50 compared with
the peer value 52.50. These explanations were useful because they showed the com-
pared feature, the direction of the difference, and the peer reference value. The result
was therefore not only a label saying that an entity differed from its peers, but a com-

parison that the engineer could review against the intended configuration.

These examples show that explainability in this work was not limited to the decision tree
model itself. It was also created by the way rule-based findings, entity context, evidence,
and peer summaries were presented together in the report. This is important in com-
missioning, because the engineer must be able to decide whether a finding is an actual
issue, an expected configuration difference, or a situation that only requires further
checking. The value of the approach was therefore not automatic decision-making, but

traceable support for engineering review.
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6 Limitations and Future Considerations

This study has several limitations that should be considered when interpreting the re-
sults. The method was evaluated in one industrial environment, although the environ-
ment included several plants and PLCs. The case study therefore shows that the method
can be applied in a real project context, but it does not prove that the same approach

would work without changes in every automation environment.

The method is also limited by the data that is available during the project phase. If a
signal is missing from PLC configuration, OPC, SQL-based data, or history collection, the
report can show the missing information and place it in the related entity context. How-
ever, the report cannot always determine the original reason for the missing information.
In these cases, the interpretation still requires project knowledge and engineering judg-

ment.

Another practical limitation was the dependency on project-specific configuration rules.
The PLC structures, signal naming conventions, and implementation practices were not
fully uniform, and a significant amount of configuration was needed to classify and in-
terpret the data correctly. This included rules for pipelines, Word signals, semantic roles,
and other project-specific structures. The method was still able to handle the data, but
the amount of required configuration showed that the quality and consistency of engi-

neering data strongly affect how easily the analysis can be applied.

The method was intentionally designed as a commissioning support tool rather than as
an autonomous commissioning system. Fully automatic commissioning decisions would
require a much more complete model of the plant, including process behaviour, control
logic, operating states, and intended functional relationships between signals. In practi-
cal commissioning work, the information is often project-specific and not available in a

form that could be used reliably for automatic decision-making. For this reason, the
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method focuses on collecting evidence, identifying inconsistencies, and explaining find-

ings in a form that supports engineering judgement.

One future improvement would be to make the project phase explicit in the software
configuration. The current implementation can be used in both pre-commissioning and
commissioning situations, but the analysis phase is not yet selected as a separate con-
figuration option. This could be useful because the same observation may have a differ-
ent meaning depending on the project phase. For example, missing history values may
be expected in pre-commissioning if live operation has not yet started. During commis-
sioning, the same observation may be more important if the signal is expected to be
stored in history. A configurable pre-commissioning or commissioning mode could there-
fore affect severity classification and prioritisation without changing the basic analysis

logic.

The peer-level machine learning layer is another area for future development. In this
work, the peer comparison focused on entity-level features and differences between
structurally similar entities. This was useful for identifying configuration differences such
as operating band deviations. A possible extension would be to analyse logical relation-
ships between related signals such as process value/setpoint relationships, output/feed-
back relationships, and command/status pairs. However, these relationships are not al-
ways located inside a single entity, and they may depend on project-specific naming,

control structures, and engineering conventions.

The commissioning report showed that live signal visibility and stored data availability
are separate issues. Some signals were visible through OPC and had stored history values,
while others were visible live but did not have history values. Since the implementation
separates missing history data from SQL query failures, the report could show that this
was not an SQL access problem. This made the uneven history collection visible during

commissioning and helped direct the follow-up towards history configuration.
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7 Conclusion

This study examined how fault detection during commissioning of industrial automation
systems can be supported with a hybrid and explainable analysis approach. The work
started from a practical problem: during commissioning, many faults are not failures of
physical equipment. They are missing mappings, incomplete signal chains, unavailable
runtime values, missing history collection, or inconsistencies between PLC, OPC, SCADA,
and database structures. These problems are difficult to handle with methods that as-

sume stable operation, completed process history, or an accurate process model.

The work addressed the research gap identified in the introduction. It showed that real
project configuration and runtime data can be used for commissioning-focused analysis,

even when the system is still incomplete.

The developed method worked best as an engineering support method. Rule-based
checks formed the main part of the analysis, because the relevant findings could be
checked directly from available evidence. The machine learning component had a
smaller role. It supported peer-level comparison when enough comparable data was

available, but it did not replace the rule-based findings or make final fault decisions.

The case study showed that the same analysis approach can be used before and during
live commissioning, but the findings must be interpreted according to the project phase.
Before live commissioning, the report mainly helped to find missing supervisory-side
structures and incomplete mappings. During commissioning, live values and history ob-
servations made the findings more useful for troubleshooting. A missing item therefore
did not always mean the same thing. In an unfinished system it could be open imple-
mentation work, while in live commissioning it could point to a configuration item that

should be checked.
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The report made the findings usable by showing them together with evidence, entity
context, explanations, and peer information when available. This helped the engineer
see whether the next check should focus on one signal, history collection, a missing

runtime structure, or a configuration difference between comparable entities.

With the defined scope, the objective of this work was achieved. The method supported
commissioning fault detection by reducing scattered manual checking across system lay-
ers and by showing where the next engineering check should be made. It did not remove
the need for manual commissioning or engineering judgement, but it made the available

evidence easier to inspect.

The results also show that the method can be developed further. Future work should
focus on making the project phase explicit in the tool configuration, extending peer-level
analysis towards logical relationships, and adapting the method to environments with
different data sources, communication protocols, or database structures. These exten-
sions would not change the purpose of the method. The goal would remain to support

commissioning engineers with a unified engineering report.
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