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Abstract

The topic of artificial intelligence (Al) governance has rapidly become central to the debate on
digital transformation and machine learning (ML) systems. While considerable efforts have
been invested in developing frameworks and identifying sectors and governance strategy,
responsibility and accountability models, and, perhaps more than anything else, data regulation
(i.e., General Data Protection Regulation, GDPR), we still face a situation where systems and
practices are beyond the jurisdiction of any one body. Moreover, the power imbalance is
increasing between corporations, nations, and national sectors owing to a number of factors:
knowledge and expertise of systems; ownership of computational resources, networks, and
critical information communication technology infrastructure; the standards and regulations
themselves; and those who support the law bending the law. Large technology business can
derive huge benefits via the regulation of others who use its resources and then applying the
safeguarding software and systems that the large companies themselves develop. In this chapter,
the authors explain and illustrate the nature of the beast of Al governance and regulation and their
impact on innovation and national security.

Keywords: Governance, General Data Protection Regulation (GDPR), innovation, economics,
Big Tech, business, national security

Introduction

There is a war going on and this war entails information, public governance and corporate spheres in
the context of national security and innovation. Amidst the actions of innovation and governance is a
very human core of emotional control that is based on both reason and desire. In a statement made on
X (formerly Twitter) on October 31, 2023, Google Brain co-founder Andrew Ng emphasized the role
of open-source technology in driving Al development and the strategic incitement of irrational fear
(fearmongering) powered by large technology corporations in order to tighten legislation, restricting
the life-blood of innovation among smaller technology businesses, and the open-source community in
general (Nolan 2023).

Accordingly, reason and a desire for techno-corporate dominance are competing against the background
of governance. Here, reason has a two-fold significance. First, it pertains to a sense of rationality
through the understanding that in order to progress in a technological landscape characterized by
complex technology, some form of framework (ethical, security, and otherwise) is needed to maintain
control by certain parties (e.g., governments and official administration (Borras and Edler 2020).
Second, reason or strategic reasoning operationalizes fearmongering rhetorically to influence the
general public and key policymakers. Fear is a basic primal emotion (See, e.g. Ekman 1999) that impels
humans to act prior to conscious thought, or in others words, impulsively.

Humans have a natural tendency to be prejudiced towards phenomena, scenarios, and narratives
associated with negative emotions. That prejudice subsequently affects future decision-making practice
(Cahir and Thomas 2010). There is a desire among corporate players and technologists alike towards
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reaching the peak of technological science fiction fantasy and corporate dominance (Suarez-Villa 2016,
200) no matter what the cost. Governance is used as a weapon in anti-competition and national security
(see, e.g., Brannen et al. 2020), suppressing the pace of democratic innovative advancement (Wu and
Pang 2021). Ironically, there are current indications that large corporate technology players (here, Big
Tech) are using fear and regulation to achieve their corporate domination goals. This battle is a complex
one that is dividing industries and sectors alike (see e.g. Taylor 2021). What is at stake is not the pure
aspect of healthy competition and, indeed, advancement of technological prowess but rather the security
of nations internationally. The matter of national security itself is one of safety, autonomy, and ethics
(Mowery, 2009; Weiss, 2014).

Research suggests that blind trust in technological advancement and implementation are inadequate
options for the governance of the information society (Saariluoma, Karvonen, and Rousi 2019).
Discussions and artificial-intelligence-related initiatives on the governance of emerging machine
learning (ML), deep learning (DL), and related autonomous cognitive technologies are necessary not
only from a societal order perspective (Satra and Fosch-Villaronga 2021; T. Wu 2019) but also in
relation to several aspects of ethical artificial intelligence (Al) — human oversight, transparency,
explainability, and prevention of black-box scenarios (Jobin, Ienca, and Vayena 2019; Vakkuri et al.
2020). Nevertheless, due to the tensions brewing below the surface of the administrative level that
pertain to economics and corporate competition, getting to the heart of who, how, and what should be
regulated remains a silent part of the discussion. Individuals and small organizations dealing directly
with personal data (researchers and research organizations included) are affected by policies such as the
General Data Privacy Regulation (GDPR), according to which individuals and organizations must
protect and promote advocacy of personal data through every stage of data handling from collection to
storage. The GDPR is one of the most all-encompassing data protection laws ever enacted and has
significantly contributed to increasing privacy awareness and directing data handling practices
(Geradin, Karanikioti, and Katsifis 2021).

The enemy within is a manifestation of corporate versus national interests, seeing official governance
posed with a conflict of interest between national and citizen safety, and the ownership networks that
supply this ‘safety’. The tension between private ownership of components of critical information
communication technology (ICT) infrastructure, governance and regulation over the technology, and
the worldwide information war that is rapidly unfolding (Siroli 2018; Smith 2006; Walker 2000) raises
numerous considerations that must be addressed. On the basic level, companies, similar to nations from
a techno-economic and cultural perspective (historical heroism, national rhetoric and propaganda), have
to varying degrees frontier-style agendas for domination, and recognition. The technological landscape
is characterized by a network of unruly information systems whose governance can be likened to
providing a smoke screen for unethical corporate behaviour. This enemy within, or in other terms ‘the
Beast Inside’ (Platform Revolution 2023), refers additionally to the socio-technical paradox of Big
Tech’s campaign for technology regulation while a) its systems often bypass this regulation through
pervasive (multi-source) data collection and practices (Geradin, Karanikioti, and Katsifis 2021; Zarsky
2017), and the force of popularity coupled with economically-determined social-peer pressure mean
that users are prepared to offer data no matter what the cost (i.e., the privacy paradox, (see e.g. Kokolakis
2017); and b) the fact that Big Tech’s technology is used at the core of many critical infrastructures
(Hendricks 2022). Currently, and increasingly in the current phases of Al deployment across societal
sectors, information communication technology (ICT) infrastructure is critical for all the other critical
infrastructure sectors (see Figure 1).
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Figure 1 — Landscape of Al-embedded systems from a critical infrastructure & ownership perspective

The issues of governance (policy and regulation), Al-system development, and Big Tech are entangled
in a complex assemblage of ethical considerations and security concerns that demand attention and
strategic consideration. In this chapter, the authors explain and illustrate the nature of the beast of Al
governance and regulation and their impact on innovation and national security. The chapter begins
with a brief conceptual analysis of governance, Al governance, and ethics (Attard-Frost, Brandusescu,
and Lyons 2023; Jobin, lenca, and Vayena 2019). There follows an overview of national security and
then considerations of the relationship between innovation and national security. The discussion
highlights the tensions between governance, Big Tech (its connection to governance and presence
within critical infrastructure), and the shortcomings of current European policy that is weakening
innovation advancements among small to medium-sized enterprises. We approach this highly sensitive
topic as a call to action towards delicate balancing act between competing economic and political
interests in the context of a techno-economic superstructure that is no longer defined by nations per se
— even in matters pertaining to national security.

Governance, Al systems, and Ethics

Challenged by grand societal challenges, wicked problems, accelerating globalization, and increasing
uncertainty, many countries are searching for a new form of governance that is better adapted to the
times to gain an advantage in economic competitiveness and create substantial and sustainable social
growth. The English word governance derives from Latin (gubernare) and ancient Greek (kubernaein),
the original meaning being to steer, control, guide, and manipulate (Mohan, 2023). The word
governance has long overlapped with the word government, mainly used to refer to administrative and
political activities related to national public affairs (Keping 2018). Governance is a term that is used
widely but not always precisely. The term governance is typically used in several contexts, such as
corporate governance, international governance, national governance, and local governance. James
Rosenau (1999) deems all types of governance as “mechanisms for steering social systems toward their
goals” (cited in Weiss 2000, 801). Francis Fukuyama (2013) defines governance as the “government's
ability to make and enforce rules, and to deliver services, regardless of whether that government is
democratic or not” (p. 3).

Currently, the data policies of technology giants dominate the handling of private users’ data. As
consumers are increasingly adopting data-driven digital technologies, the data they generate, such as
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location-tracking and other personally identifiable information, can create opportunities for companies
to enhance consumer engagement. Once processed and classified, the data provide relevant information
for companies on consumers’ interests and activities, which is extremely useful for advertising (Esteve
2017). Users’ personal data have certain commercial value to the companies, as they may use data to
better understand unmet customer needs. Insights into consumer data help companies develop new
products and services and personalize advertising and marketing (Anant et al. 2020).

As governance and regulation are mainly top-down processes, where the policymakers and governing
bodies make and implement new rules and legislation, the role of private citizens, users, and particularly
small organizations and enterprises is very much to obey and adapt to new regulations, such as GDPR
(Watt 2021). In this context, the choices of private users are very limited - they are required to accept
the new rules (terms and conditions) set by the service providers if they want to continue using the
services. In the current debate around data protection and fair use of private users’ data, bottom-up
perspectives and the inclusion of different user groups as the voice of end users of digital services are
widely neglected topics (Kalliomaiki et al. 2022). It should also be noted that the relationship between
technology providers (Big Tech companies) and governance is complex. Commercial providers must
both follow regulations established to implement governance; however, technology providers are also
setting their own rules for users to permit them to benefit financially from the data provided by the users
(Breen, Ouazzane, and Patel 2020; Tosza 2021; West 2005).

Governance from user to policy

Private citizens and the users of digital services face dilemmas related to the sharing of personal data
(see Figure 2). Internet-based services require users share their personal data and give the service
providers permission to use that data. Users being forced to accept the rules set by companies
encourages this form of corporate behaviour (Zuiderveen Borgesius et al. 2017; Margulies 2021). That
tacit approval enables companies, particularly Big Tech, to use the data for commercial purposes, while
users are often unclear about how their personal data is used (Anant et al. 2020). Users also voluntarily
and carelessly share their personal data and other content, such as images and videos, on social media
platforms. However, it may be quite unclear to the users how the data is actually used by the service
providers, for which ML and Al provide new tools to make even more commercial value from the users’
personal data than before.
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Figure 2: The relationship between individual users and national security via Big Tech
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The positive implications of GDPR are overshadowed by several factors that both impinge on fair
corporate competition (between company sizes and types) and harm innovation ecosystems.
Furthermore, for all the control that GDPR places on screen-based and mobile applications, the
pervasiveness of other data-gathering systems, including the Internet of Things, means that significant
quantities of personal data are collected without the subject’s knowledge (Costin 2016; Wood 2016).
These issues are coupled with the internal user conflict of a desire for a seamless user experience without
interruption via cookie privacy statements, the fear of missing out (FOMO), and regular self-disclosure
on social media fo be seen and represented (see e.g. Nabity-Grover et al. 2020). The fact that numerous
points of human-technology interaction, data collection, and handling not only occur without individual
agency over personal data but are forced upon individuals as conditions of service (voluntary and
involuntary alike) by Big Tech and public sectors means that this is no equal playing field (Karaboga
et al. 2017). These are not only intrusions into individual privacy but constitute national security
concerns (Zajko 2018).

When discussing regulation, security, safety, and ethics, scholars and experts encounter three core
problems: 1) the field of internet-connected and enabled technology is already too complex and
complicated to govern in a genuine sense. The internet was not originally developed with security and
governance in mind; quite the reverse, creative freedom, democracy of knowledge, and information
sharing were its ideological bases (Oppliger 1997); 2) a corporate agenda not only conflicts with
established and emerging policies, laws, and standards designed to regulate the field, but adherence to
these places Big Tech in a position of advantage due to their size and social popularity (see e.g. Moore
and Tambini 2021); and 3) the pull of the imagination — Al and other forms of autonomous technology
have long been in the collective consciousness via popular culture (Cave and Dihal 2019), fear is easily
incited among people, and is likely to drive support for hasty decisions, tight regulation, and immature
policy strategies (Liwang 2022).

Traditionally, a bureaucratic and political governmental approach has been mainstream practice for
governance in Europe (Pagallo, Ciani Sciolla, and Durante 2022). Governance has been applied via a
means—end rationality, legal rules, and the exploitation of scale economies (Ansell, Serensen, and
Torfing 2021). However, during the past few decades, there has been growing criticism regarding the
inability of public bureaucracy to solve complex or wicked societal problems that are often
characterized by unclear problem definitions, complex causalities, conflicting goals, and a lack of
standard solutions (Peters 2017). Consequently, a number of scholars have argued that the best approach
to solving complex problems is through multi-actor collaboration in networks and partnerships that help
mobilize valuable resources, spur innovation, and build common ownership over joint solutions (Ansell,
Serensen, and Torfing 2021; Kunttu and Neuvo 2019; Torfing 2019; Wegrich 2019).

As the process of governance is related to decision-making and the implementation of the decisions,
the analysis of governance should cover the formal and informal actors involved in these processes
(Starke and Liinich 2020). Adaptive governance refers to the ability to deal with complex societal issues
involving many stakeholders, diverging interests, and uncertainty about the actions to be taken, such as
in climate-change-induced community relocations (Bronen and Chapin 2013). Evidence-informed
governance ensures that decisions are made based on the best available information, analyses, and
assessments through governance structures that absorb, adapt, and respond to new evidence (Janssen
and van der Voort 2020). Anticipatory governance requires an evidence-informed approach and, at the
same time, emphasizes a whole-society perspective with an inclusive approach. Inclusive governance
aims to provide equal opportunities for different members of society to benefit from and participate in
innovation (Kunttu et al. 2021). When governance is inclusive, it should effectively serve and engage
everyone and consider gender and other facets of personal identity. Inclusiveness also requires that the
institutions, policies, processes, and services be accessible, accountable, and responsive to all members
of society (OECD 2014). An important principle in the anticipatory governance approach is to learn
from past experiences and feedback, which makes it possible to use them in real-time decision-making.
Being able to do so is particularly important in a societal context where the problems are complex and
the speed of change rapid (Ansell, Serensen, and Torfing 2021). Governance is implemented on micro,
meso, and macro levels, from smaller projects and organizations via structured processes, rules, and
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protocol (Hall, Link, and Scott 2001; Klijn et al. 2013) to regional scale governance comprising
departments and offices. The scenario encompasses laws and regulations (Spanhove and Verhoest
2007) and national administration as a whole, as well as governing rules, regulations, and legislation.

Ethical principles and governance

Ethical principles play a central role in effective governance (e.g. Congleton 2020). From an ethical
perspective, management rules, practices, and processes are driven by moral principles. Ethics promotes
greater responsibility in transactions between citizens and administration. It helps to foster confidence
in interactions in such a way that citizens can be convinced that the administration is working in favour
of the public interest (Fejzullahu and Batalli 2019). For this reason, every action in good governance
(Weiss 2000) must be taken in accordance with ethical rules and principles. As with governance, ethics
play a central role in business. Since corporations and their leaders exercise great power in our society,
ethical viewpoints consider corporate behaviour should be governed by a more demanding set of
standards than those that apply to private individuals. Then business ethics refers to the standards for
morally right and wrong conduct in business. Law partially defines this, but legal and ethical are not
always the same. Business ethics may refer to contemporary organizational norms, values, or principles
that govern individuals’ behaviour in business organizations. Accordingly, business ethics extends the
law by outlining acceptable behaviours beyond government control.

The notion of ICT governance refers to how ICT decision-making responsibilities and rights are
distributed between various stakeholders and their accompanying procedures and rules (Peterson 2004).
This form of technological governance mainly applies to the corporate sector, attempting to isolate the
levels and components of responsibility and intervention needed to maintain an optimal direction in
technological development, implementation, and performance (Ferguson et al. 2013). An increasingly
popular form of governance, and one that is fast becoming one of the most valid in light of the
technological landscape, is Al governance. Governance models for Al span the components of
accountability and responsibility to concepts that are both challenging to define and highly complicated
to decipher in emerging ML-based systems (Rousi 2022). Numerous efforts have been made to establish
Al governance models and frameworks, one such being Jean-Francois Gagné’s (2018) Framework of
Al Governance. In that model, a scale of autonomy is represented across a spectrum ranging from IT
that is directly human-controlled, coached, or driven to fully autonomous technology. The dimensions
of governance comprise 1) performance — completeness, accuracy, and bias; 2) security — adversarial
robustness and adaptability; 3) privacy — IP data capture and affected users; as well as 4) transparency
— intent and explainability.
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Figure 3: Layered Al governance model (adapted from Rousi, 2022)

Other noteworthy data-driven technology governance models include the layered model for Al
governance (Gasser and Almeida 2017) that divides the technology across the fabric of technical (data
governance, algorithm accountability, and standards) and societal layers (social and legislative — norms
and regulation). In this model, consideration is given to the temporal-spatial dimension that impacts all
layers. The ethical responsibility model for robot governance (Rousi 2022) builds on the layered model
and incorporates frust as the cornerstone of ethical Al-driven systems (see Figure 3). The model draws
on two frameworks: 1) an applied framework represented by Hubert Laferriere (n.d.), who
operationalizes trust as the result of compliant, effective, and principled system design, and 2) an
integrated Al governance framework for public administration that accounts for the dark sides of Al
(Wirtz, Weyerer, and Sturm 2020). Laferriére stresses that policymakers seeking to develop and
maintain effective governance in social-technological systems of systems must adopt an acute
cybernetic (human and technology) approach to ensuring the compliance of privacy, security,
transparency, explainability, fairness, human oversight (human-based control), and training model
performance. This training model performance links to other elements in the framework and is
especially enhanced by data literacy to ensure issues such as bias and discrimination are not inherent
within the systems (Agbese et al. 2021; Vainio-Pekka et al. 2023).

The intersection between governance and security, however, can be seen to rest in the heart of
intentionality (Rousi 2022) — the motives, goals, and intentions behind behaviour and decision-making.
This conceptualization assumes a consciousness spanning both short- and long-term objectives. This
intentionality can be exhibited through political decision-making and national or international level
policies and regulations (Starke and Liinich 2020) that are designed with the interests of citizens in
mind. It may also manifest on a deeper level of personal interest with strong economic implications
and incentives. Here, it is important to dissect the concept of national security.

National security

The term national security conjures many ideas and thoughts about military, private state-run
operations, and warfare (Wolfers 1952). Unfortunately, in a global society run by humans with varying
interests, values, aims and objectives, national territory, patriotism, and politics can be likened to a team
sport and, at their worst, a personality battle between dictators and superpowers (see, ¢.g. Mann 2023).
Accordingly, state-run and national-level operations are as much about political ideals, rhetoric, and
influence as they are about keeping citizens safe (Leffler 1990). In the context of the United States,
national security has been described as “an ambiguous symbol” (Leffler 1990, 144). The term security
encompasses numerous goals, rendering it difficult to offer a concise definition (Wolfers 1952).
National security alludes to more than the mere survival of a nation. Analyses of the concept, such as
those offered by Barry Buzan (2011), posit that scholarly realists concentrate on the factor of power
within national security, while idealists emphasize peace.

There is also a tendency to raise ethical, moral, and legal aspects as priorities dwarfing the core aspects
of security itself (Leffler 1990). David A. Baldwin described the cottage industry of redefining the
concept of security in which emphasis has been placed on re-framing policy agendas of nation-states
rather than scrutinizing and capturing the basic components of what security entails in and of itself
(Baldwin 1997). Accordingly, redefinition has seen the proposals of agenda that, for instance, promote
human rights, sustainability, health, social justice, economics, and crime (including cybercrime). There
is also consideration given to military threats. Yet, what Baldwin critiques is the normative assumptions
of which values should be protected and promoted on behalf of certain communities in populations.
Security mingles with value-based and ideological levels, with highly practical consequences (Martill
2022). Other points of focus linger on the extension of geopolitical territories and mixing into corporate
interests (Verstein 2017).

This current chapter focuses on corporate aspects that transcend national boundaries while
simultaneously threatening them (Lutterbeck 2005; Reveron and Savage 2020). We seek to highlight
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the conflict between concern for national security in a globally connected Al landscape with embedded
core values (Leffler 1990) of corporate logic and technological development. This desire to highlight
holds equally for the interwoven relationship between Al ethics and national security. While focusing
on the obvious in terms of, e.g., algorithmic bias, the threats of job displacement, copyright, and data
privacy (Agbese et al. 2021), matters of corporate ownership and its link to black box algorithms
(lacking transparency and explainability) remain overlooked (Yu and Carroll 2021).

In Cyberpower and National Security: Policy Recommendations for a Strategic Framework, Franklin
D. Kramer (2009) stated that the cyber world is not secure. Kramer (2009) highlights that every level
of cyber, or cyberspace (human, technical and informational elements of the internet-connected digital
domain), is prone to security vulnerabilities. These vulnerabilities leave cyber susceptible to what was
termed breakdown in various ways, both intentional and unintentional. The numerous layers of cyber
comprise software, hardware, information, and human factors, and any are subject to breakdown, via
accident, leak, infiltration, or organized attack (Humayun et al. 2020). The baseline of these systems
involves the techno-corporate infrastructure and systems of systems involved in this (Clarke and Knake
2019). Observing the situation from a national societal level reveals that all areas of public
administration are now reliant on cyber-based information systems. Critical infrastructures are at the
mercy of vulnerabilities that threaten all types of information assets (White House 2003). In addition to
the systematic organized attacks, there are always challenges that arise from weaknesses in the
technology itself.

This observation carries over into 2023 and perhaps becomes more pronounced as we enter into the era
of data warfare. Data warfare can be described as being more about people than territories (Berman,
Felter, and Shapiro 2018). In particular, civilians are in focus as they are the main sources of critical
information. Another juncture for this transformative form of warfare is market gravity and socio-
technical behaviour. A recent example of the oscillation between the individual and collective can be
seen in the case of the data-driven assistive writing (a form of Al) software Grammarly. Grammarly
was introduced to the market in 2009 by Alex Shevchenko, Max Lytvyn, and Dmytro Lider (Venture
Beat 2018). The software was created by the developers of My Dropbox and was intended to aid in
improving English language skills. Due to its capabilities in polishing text, the software boomed in
popularity (Tameem, 2020) and was quickly adopted by individuals and institutions alike. Over 1400
universities alone had purchased Grammarly licences as of June 2023 (Essential Grammarly Statistics
2023). However, as early as 2018, Grammarly’s beta version browser extension was discovered to
expose authentication tokens to websites (Tavis 2018). Consequently, websites had direct access to
users’ data, including documents (Ormandy, 2018). Grammarly adopted a hotfix approach to rectifying
the problem with the help of white hat hackers (ethical security hackers) (Okpa et al. 2022; see e.g.
Sinha and Arora 2020) to find vulnerabilities. Grammarly is again on the banned technology list of
organizations and national states in 2023 (State of Nevada, 2023). The add-in and browser extensions
of the software are not recommended for use with the Microsoft network because they open access to
information rights management protected content in documents and emails — a problem already detected
in 2018 (Warren 2019).

Seemingly, individual-focused security threats are one concern. Nevertheless, the repercussions of
targeting individual users or groups of users are another. Direct implications of data breaches can be
identity theft, financial loss, reputational damage, operational downtime, loss of sensitive data, and legal
action (MacKay 2023). Specifically, each individual user and their numerous documents, user accounts,
platforms, access to administrative and enterprise software, etcetera, can be seen as gateways to
organizations — businesses, institutions, and even governmental departments themselves. It only takes
one person to compromise an entire network, either due to accidentally utilizing vulnerable software
such as Grammarly, via creating weak credentials (Kaspersky 2023), or through unethical and/or
malicious intent as seen in the case of Alibaba in 2019 (tied with Aadhaar in 2018, see (Hill and Swinhoe
2022)) where 2.2 billion users’ personal information including names, addresses and biometric data
were scraped and sold. From the micro (individual) through to the macro (nation-state), the risk
sequences of security and the compounded vulnerabilities posed by data-driven (Al) systems leave
software like Grammarly on banned technology lists. Others include Alibaba, Tencent Holdings,
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TikTok, and Huawei Technologies — all either linked to China by ownership or otherwise tied to the
Chinese authoritarian government (see 2News 2023). Interestingly, Grammarly, founded in Ukraine,
does not have direct public links to either China or Russia. A recent report of Grammarly’s security
ranks it at 888 out of 950 (an acceptable rating), with issues of HTTP Strict Transport Security (HSTS)
not being enforced (vulnerabilities to man-in-the-middle attacks), HttpOnly cookies not used (client-
side attack vulnerabilities), no use of secure cookies (possibilities for third-party interception of
information), among others (Upguard, 2023).

Given the expansiveness of information systems and the integration of Al throughout all sectors of
society, it is increasingly vital to engage in what Kramer (2009) terms the cyberpower of support for
national security and, even more so, to apply a detailed theoretical (cyber power theory) approach to
understanding critical elements in international security. All critical infrastructure is dependent on cyber
information systems. Increasing complexity, as in the inevitable case of Al-driven technology,
heightens the likelihood of vulnerabilities from countless perspectives.

Fearmongering and doomsday thinking of artificial general intelligence (AGI, the uncontrollable Al),
from a technical and Al practitioner perspective, are based on very little tangible premise (Bieger,
Thorisson, and Wang 2015; Goertzel 2014). Instead, from a security and governance perspective, the
malicious implementation of Al solutions such as large language models (LLMs) by bad actors to be
used in contexts such as amplifying disinformation is a more realistic concern (Baum et al. 2023).
Further, the actual impacts of advanced Al such as LLMs are not to be found in the fictional doomsday
scenarios of rampart AGI but in the widespread societal impacts of a general technology (Eloundou et
al. 2023). The idea of creating regulations that would blanket-ban certain types of technologies or force
the reporting of certain computational-based metrics (as in Executive Order, (White House 2023) might
sound like a reasonable way to control the development of Al there is a lack of empirical and impact-
driven justification of the problems that these are supposed to answer.

The chicken and egg of innovation and national security

When the GDPR was officially implemented in 2018, shockwaves were felt by small to medium
businesses, as well as other organizations. Big Tech companies such as Google and Facebook were
among those who campaigned for GDPR. While in the short-term, it was predicted that Big Tech players
such as Google and Facebook (Meta) would find it easier to gain consent to earn revenue from personal
information than smaller businesses, it was seen that as time goes by, there would be a backlash by the
European Union (Proud 2018). In 2023, the predicted scenario is still yet to prove itself. However, the
reality that did emerge during GDPR’s early days was that of the ‘spooking effect’ that the regulation
and its sanctions would have on small to medium businesses. The sanctions are so stringent that
detection by national regulators of GDPR breaches could mean either a fine higher than EUR 20 million
or four per cent of the business’s annual global turnover (ibid.).

From a practical perspective, GDPR means the obligatory appointment of a data protection officer —
meaning resources spent on hiring an extra employee for the position or using the time resources of
existing employees for data protection-related duties (ibid.). AdTech (advertising technology, e.g., ad
trackers, targeted advertising) in particular dropped significantly in value, losing 18-31% of the market
share as ad trackers decreased in usage post-GDPR introduction (Lomas 2018). In contrast, the market
value of Google slightly increased by just under 1%. Google, Amazon, Facebook, and Apple were seen
as too big to be affected by regulation (Yueh 2018). Google is a search engine. Its logic is to collect and
match data, and in the era of Al, Google is in the best position to develop Al as its core business deals
with the mind game — knowledge retrieval and sharing. Nevertheless, similarly to the mantra of Ng
(2023) in his critique of the fear stirred by Big Tech towards the development of Al, Google is said to
be taking a cautious route to Al development (see, e.g. Aten 2023).

Regarding contemporary discourse on the relationship between national security and governance in the
forms of policymaking and regulation, there is much discussed in online media about the challenges in
regulating fields of technology. While many highlight the risks taken when allowing Big Tech to occupy
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central provider roles in infrastructure (see, e.g. Hendricks 2022), a lack of affordance towards smaller
companies (start-ups through to medium-sized enterprises) to freely engage in development means: a)
decreased agile innovation that can strengthen national security on the international front; and b) less
technological democracy that would spread control of the cyber systems among many.

BIG TECH BONERNAMCE
i v s w e FR Policies, Regulation
Big Tech promotes governance while Big Tech holds ‘all-access’ to data-
being engrained in policy-making. driven systems & citizen-based data.
INNOVATION e SECUR’ l '
Small Tech or SMEs fuel innovation, yet C:\' T 0 Technological warfare & national
are stifled by regulations. B security require rapid innovation.

Figure 4: Maximized innovation potential equals increased likelihood for cutting-edge national security.
Restricting small to medium-sized business innovation capacity via fear of penalty or increasing resources
placed on data handling compliance weakens capability in national Al advancement overall.

World Bank data demonstrates that GDPR has damaged European economic growth, showing that
China (2.25%) had outpaced Europe by far (Germany 0.4% and France 0.3%) by the year 2021 (Lewis
2022). It is imperative for both economic and military strength that entrepreneurship and innovation
processes are reasonably free from tight regulation (see Figure 4). That is, innovators should be given
opportunities in which experimentation, research (data-driven), and development occur without fear of
being penalized. Furthermore, small tech players with more agile structures for innovation are often
bought by Big Tech once significant breakthroughs are made (Affeldt and Kesler 2021; Manne,
Bowman, and Auer 2021).

Breaking up the Big Ones?

There are arguments for disrupting current trends in the exponential growth of Big Tech to force major
players into breaking the corporations up into small companies (Lewis 2022), as seen in the break up
of the Bell System that led to mass innovation in 1982. This type of phenomenon was seen in Finland
with the downfall of Nokia, whereby thousands of former Nokia employees either founded their own
technological start-ups or went to work at other companies. There was a distribution of innovation, and
perhaps in many senses, an enabling of innovation that would not have been possible in the former large
company. The City of Oulu has reaped the benefits of start-ups originated by ex-Nokia employees (see
e.g. Belton 2015). Supercell (revenue 2022, 1.6 billion euros — now owned by Tencent China), Gofore
(revenue 2022, 78 million euros), drawElements (now owned by Google), Pryte (merged into Meta
Platforms), Jolla and Sailfish are just some companies that sprouted from the demise of Nokia.
Nevertheless, Nokia was already falling. Its bureaucracy was too rigid and pervasive, perhaps similar
to the logic behind strict Al regulation. Moreover, Nokia was slow to recognize opportunities and the
importance of culture around products, as Apple had done with its lifestyle branding. Finally, the
internal competitive culture of Nokia was said to be toxic and self-destructive. Both of these former
reasons could be attributed to overly constrictive and regulatory administration (Cannon 2022).
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Transferring the Nokia experience to national security, David C. Mowery (2009) argues for the
application of the national systems of innovation (NSI) framework to analyse policy and performance
in light of defence-related research and development investment and its subsequent innovation. That
NSI framework is particularly useful in terms of its isolation of the factors that encourage innovation
and the relationship between organizations or institutions (including culture), learning, and evolutionary
processes (Borras and Edquist 2013; Edquist 2006). The chicken and the egg of the relationship between
Big Tech and national security is that throughout history, once discoveries have been made in publicly
funded science, entrepreneurs have taken the seed discoveries to the next level. For instance, the world
wide web had its beginnings at the European nuclear physics research facility, CERN, yet was
transformed into a network of networks by American entrepreneurs (Mowery, 2009). Without
governmental (European) financial backing, combined with entrepreneurial freedom, the ‘new
electricity’ of the twenty-first century, the web — and its subsequent enabling of Al — could not have
developed in the way that it has (Jewell 2019).

There is a to recognise the limiting effects of regulation on innovation, and as a result, the vulnerabilities
placed on national security when innovation does not advance at the rate of international rivals (Lewis
2022). Ironically, when observing nations such as China, this does not mean that there is an absence of
regulation or, indeed, Al ethics. The Chinese government is taking strides in Al governance, leading to
consequences for national security and the global development of Al alike (Sheehan 2022; Zhu 2022).
Separate branches of the Chinese administration exhibit three approaches to Al governance that guide
opinions on strengthening ethical governance of science and ethical norms for new generation Al: 1)
rules for online algorithms — focus, public opinion (Cyberspace Administration of China (CAC)); 2)
tools for testing and certification of trustworthy Al systems including trustworthy facial recognition
applications and protections plan (China Academy of Information Communications Technology); and,
3) establishing Al ethics principles and creative tech ethics review board within companies and research
institutions (Ministry of Science and Technology). The CAC is by far the strongest and most mature
regulator in China and has published a three-year roadmap to govern all algorithms on the internet.
Accordingly, if successful, Chinese initiatives on Al governance could affect Al governance in all
nations. Given the market strength of Chinese Big Tech (Alibaba, Tencent, Huawei, ByteDance — the
owner of TikTok, etc.) and the fluidity of multinational ownership, there is a possibility that the Chinese
government will be involved in critical infrastructure globally'.

Discussion and Conclusions - From ethical considerations to wicked problems

In this chapter, we have considered a complex technological landscape riddled with contradictory goals,
needs, and targets of governance, technology companies, and citizens. Governance (incorporating both
policymaking and regulation), technological development (implicated in the advancement of ML and
Al systems), and Big Tech each have their own preferences regarding how data-driven digital
transformation unfolds. Of particular interest here has been the nature of Big Tech’s relationship with
regulation and critical ICT infrastructure from an innovation-propelled national security perspective. A
key concern is the rate at which Al-based methodologies advance and in which context. Where the
corporate slogan is “move fast and break things” (Taplin 2017), an alternative slogan for national
security might be “move faster, before others break our things.” While cutting innovation capacity due
to tight regulations that either a) require extra resources for already struggling smaller businesses or b)
scare smaller organizations away from engaging in high-risk, high-gain research, one might say that
nations or unions of nations are leaving themselves exposed to the elements.

There are clear conflicts of interest between what is planned and implemented on the policy level and
what is happening in practice within the technological systems themselves are dominated by the
financial interests of Big Tech. Rapid technological development enables new methodologies for using
data collected everywhere, including from private citizens’ everyday lives. Those data will continue to
grow in importance until they resemble the oil of the twenty-first century until ML is so advanced that

! Incidentally, the official mobile devices of Danish and Canadian governmental workers cannot have TikTok
installed (2News, 2023).
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original input is no longer needed. The situation can be seen emerging in synthetic data generation (see,
e.g. Kishore et al. 2021). The implementation of governance maintains certain interests towards data
and system integrity from the viewpoint of national security. The ‘enemy within’ or ‘the beast inside’
(Platform Revolution 2023) refers to Big Tech’s interest in taking over governance and competition.
There is a motive and intention on the part of Big Tech to utilize data regulation to serve its own
financial interests. That is most likely to happen through crippling smaller competition unable to afford
either regulatory implementation or penalties while sneaking in the backdoor with socio-technical
systems that many cannot refuse (social media, even public administration software, and platforms).
Via data, this backdoor opens up critical infrastructure to more external (international) threats.

Accordingly, these dynamics lead to slower security development and regulation that is able to expand
the grey areas in data private users’ data security (Mowery 2009). This kind of development may also
cause data security vulnerabilities due to the lack of transparency in data regulation (Heiman 2020).
Whereas Al governance and regulation have an impact on innovation, private users’ data protection,
and national security, they also call for ethical considerations and security concerns that require
attention and consideration in terms of which organizations, who, and for what reasons they have access
to critical infrastructure. Consideration of these factors cannot only involve applying a top-down (policy
and administration-led) approach to governance but must include a bottom-up approach starting with
individual users. The latter aspect would help ascertain how stakeholders and societal groups enhance
and impact national security via participation in Al-driven socio-technical systems. Moreover, once
arriving back at the top again, there is a need to move inwards towards the economic superstructures
that sustain critical (ICT) infrastructure, thus underlining the continuous interaction between micro and
macro levels in the societal context.

If Al governance is to be taken seriously in Europe, policymakers must pay careful attention to the
actions of external neighbours. The Chinese Al Ethics policies (Zhu 2022) are not only initiatives to
ensure harmonious human-Al symbiosis but are mechanisms for establishing an ethic that sees citizens
embrace the systems via a perceived “fairness ”. Meanwhile, technological Al advancement is at the
helm of often quite ruthless corporate competition and under-the-table development behaviour that
leads to radical innovations (Hartmann and Henkel 2020; Lundvall and Rikap 2022). In China, this
form of corporate competition feeds governmental efforts as tight relations are maintained between
business and government, including recruitment of ex-industry professionals. In Europe, there is often
a substantial distance between policymaking and expert technical knowledge (Lowes and Woodman
2020; Sharon 2021). Our advice for policymakers is to provide small to medium-sized businesses with
a safe space to innovate and to encourage curiosity through educational efforts addressing white hat
hacking and other ethically driven explorations of the technology being developed. Then, finally, build
strong relationships with and employ fresh industrial experts and less institutionalized radicals to
continuously test, stress, and exceed the system boundaries. This way, our nations’ capacity to protect
critical infrastructure will not be limited to the regulations in place.
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