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Abstract

This study explores how users perceive their privacy in cookie consent requests that feature deceptive patterns,
and the role of deceptive design in shaping these perceptions. It proposes a theory-informed analytical framework
synthesizing four key factors influencing privacy perceptions: privacy concerns, control over privacy, trust in
data collectors, and privacy risks. Using method triangulation — combining user testing, think-aloud protocol, and
thematic interviews - the empirical study adopts a user-centered perspective. The findings reveal a predominantly
negative influence of deceptive design on privacy perceptions. Although users may have learned to withstand
or bypass deceptive patterns, their perceptions were fluid, shaped by the design, context, and personal habits.
Overall, users felt their privacy was often compromised, undervalued, and unprotected. This study advances
existing knowledge by emphasizing design’s role and offering a synthesized framework capturing the joint
influence of perceptual factors on privacy perceptions. It underscores the importance of user experience in
privacy evaluations, moving beyond the traditional view of privacy as mere compliance. Moreover, it highlights
the paradox of protective mechanisms employing deceptive patterns that compromise user privacy.
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1. Introduction

We are facing ever more complex times, when the systems we live by have exceeded our propensity
to understand their logic. One of the baffling areas of modern existence pertains to privacy and the
paradox of maintaining it in the age of data-driven systems. Media headlines continuously report on
data breaches and international legislation, including the General Data Protection Regulation (GDPR)
[1] and the ePrivacy Directive [2], raising an alertness to the critical nature of privacy. Under GDPR,
it is necessary for users to consent to data collection (i.e., internet cookies) before it occurs [3]. In
instances when we have an option to opt-in or opt-out of data sharing, such as when visiting a website,
we are shown a message attached to consent options. Yet, these notices are not always designed with
the user’s best interests in mind [see e.g., 4].

In fact, for decades, web design has included strategies to direct user behavior toward actions that
are in the interests of the companies behind the designs and domains, rather than those of the user [5].
This approach to design has many names such as ‘deceptive patterns’, ‘deceptive design’, ‘manipulative
patterns’, ‘dark patterns’, and ‘dark design’ to name some. These phenomena are visible also in the
context of cookie consent requests, which have — more often than not — been seen to include deceptive
patterns [6, 7, 8, 9].

This paper contributes to the growing need to understand and protect user privacy while deceptive
patterns become increasingly prevalent. Cookie consent requests have an important role in users’
ability to control their privacy, yet deceptive patterns have been shown to undermine informed decision-
making and diminish user privacy [10, 11, 12]. While cookies can improve a website’s functionality and
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user experience, unintentionally sharing excess cookie data because of deceptive patterns can impose
threats to user privacy [6, 4]. Despite privacy legislation attempting to safeguard user privacy, many
organizations still use deceptive design in their services [see e.g., 6, 13].

While prior studies have explored users’ emotions and impressions of both deceptive design [e.g.,
14, 15, 16] and cookie consent requests [e.g., 17, 18], they often examine them separately, without
considering privacy as a holistic user experience. Limited qualitative research [e.g., 19] combines
privacy-related factors such as trust, control, risks, and concerns into an integrated view of users’
privacy perceptions. Moreover, the influence of deceptive patterns on privacy perceptions remains
underexplored [e.g., 20]. This study addresses these gaps by examining privacy as a design-influenced,
lived user experience — rather than only a regulatory concern - integrating multiple perceptual factors
within a unified qualitative framework.

This study looks at how users perceive privacy in cookie consent requests that feature deceptive
patterns and how such design influences their privacy perceptions. The goal is to uncover the influence
of unethical design practice on user privacy protection and the complexities of legislatively enforced
design mechanisms, in order to encourage improvements to design practices and legislation. Advocating
for ethical and transparent design to improve users’ privacy perceptions and empower informed choices,
the study highlights the crucial role of user experience in privacy research, emphasizing that privacy
perceptions are integral in the comprehensive evaluation of a system’s privacy. Thus, the main research
question is: What are users’ overall perceptions of privacy in cookie consent requests that feature deceptive
patterns? The main question is supported by a subsequent, overarching question of: What is the role of
deceptive patterns in shaping this perception of privacy?

2. Background and Related Work

Cookies, or the small text files that websites store on users’ browsers to track their online interactions
[21], serve various purposes, from improving the functionality, security and privacy of the website
to making the site more suitable for users’ interests [22]. However, not all cookies are essential, and
their functionality, origin, and purpose vary, making user consent a critical aspect of data privacy [23],
driving policymakers to regulate involuntary data collection.

Legislative changes, such as the GDPR [1] and the ePrivacy Directive [2], now mandate user consent
for collecting and using non-essential cookies on any website in the European Union (EU). This is
most commonly done by presenting the user with a cookie consent request when entering a website.
These requests inform users about the purpose, storage, and use of cookies while maintaining informed
consent [24]. They also raise users’ awareness of their privacy and the company’s privacy practices
[24]. Under GDPR [1], a cookie consent request must specify what type of data is collected, why, where,
and for how long the data will be saved, and whether third parties have access to the cookie data. A
good practice would be to not only allow the user to opt-in or opt-out their consent, but to also select
which types of cookies they want to provide consent for [24]. Additionally, the request must feature a
simple option for rejecting the collection of all non-essential cookies [24], and the user should be able
to withdraw their consent as easily as it was given [1]. Crucially, users should be able to access the
website even without consenting to non-essential cookies [1].

The topic of cookie consent requests and their impact on user experience continues to be examined
in human-computer interaction and information systems research. Many studies observe how the
design of cookie consent requests affects user behavior [e.g., 12, 13, 20, 25, 26], meanwhile other studies
examine unethical design practices that particularly manipulate users into disclosing more information
than they might be comfortable with [e.g., 8, 9, 27, 28, 29].

2.1. Deceptive Patterns in Cookie Consent Requests

Deceptive patterns are design choices that suppress user autonomy by hindering or misleading users
from making informed choices [30, 11]. Where these patterns can exist regardless of designers’ ill
intent [30], they can also be implemented knowingly to reach business aims or even to enable illegal



exploitation of user data [4]. One of the first classifications of deceptive patterns has been presented
and later updated by Brignull et al. [31], listing 16 different deceptive patterns. In addition, several
scholars have presented taxonomies and ontologies of deceptive patterns [see e.g., 32, 33, 30]. Bosch et
al. [4] have contributed to the categorization of deceptive patterns by describing strategies that explain
the approaches of deceptive patterns in the context of privacy. Also, Soe et al. [9] have suggested
additional cookie consent request-specific deceptive pattern types to the existing taxonomies.

Deceptive patterns are frequent in cookie consent requests. For example, Alharbi et al. [6] found
deceptive patterns in more than 90 percent of their sample of 100 e-government cookie interfaces and
Soe et al. [9] recognized deceptive patterns in 297 of the studied 300 consent notices from news outlet
webpages. Following the descriptions by Brignull et al. [31], the typical deceptive patterns in cookie
consent requests (based on [6, 34, 8, 35, 36, 9]) are obstruction; comparison prevention; sneak into basket;
visual interference; misdirection; forced action; preselection; nagging; and confirmshaming. These are later
exemplified in the mock-ups for this study’s user testing.

The GDPR [1], Unfair Commercial Practices Directive (UCPD) [37], and Digital Markets Act (DMA)
[38] discourage the use of deceptive patterns in the EU. The UCPD and the DMA prohibit unfair,
misleading, and aggressive commercial practices. Additionally, the DMA mandates companies to share
important information that consumers need to make well-informed decisions, which deceptive patterns
often disguise. Furthermore, the UCPD prohibits companies from hiding or obscuring information in
any way that could mislead customers. According to the GDPR, hiding information needed for users’
informed consent is prohibited, consent must be given voluntarily, transparency from data collectors is
insisted, privacy as the default option is required, and vague language or preselected cookie choices are
not acceptable.

2.2. Privacy and Online Data Collection

In this study, privacy is seen as the protection of an individual and their property. It includes three
main perspectives based on previous research [6, 39, 40, 41, 42, 43]: a) an individual should have the
right and consent over their own information, b) an individual’s information should be concealed from
third parties, and c) the solitude of the individual should be preserved.

Online data collection involves various types of information of individuals, such as anonymous,
personally unidentifiable, and personally identifiable information [44]. However, not all this data might
necessarily be considered private by a person, as privacy perceptions and the desired level of privacy
vary [45]. As online data collection has increased, so have individuals’ online privacy concerns [46].
This increase has also made individuals more aware and interested in privacy-related questions [47].

Growing concerns and the rise of data collection technologies, such as cookies, has pushed poli-
cymakers to regulate online data collection more precisely [1, 2]. In response to the rising risks and
concerns that an online environment opposes to privacy, various privacy protection tools have as well
emerged [see e.g., 48]. One of the measures to protect user privacy is through design, such as adhering
to the Privacy by Design (PbD) principles [49] or taking into account the Privacy Attributes [47] in the
user interface design process.

2.3. Related Work on Users’ Perceptions of Privacy in Cookie Consent Requests and
Deceptive Patterns

Previous research shows that deceptive patterns and poor usability in cookie consent requests primarily
have a negative influence on users’ privacy perceptions. To outline some key findings, Gray et al. [50]
and Mathur et al. [11] found that deceptive patterns undermine and diminish users’ sense of privacy.
Habib et al. [8] linked deceptive patterns to privacy fatigue caused by frequently encountering consent
requests.

Understanding how deceptive patterns influence privacy perceptions begins with users’ initial impres-
sions and emotions. Throughout previous studies, users have described deceptive patterns negatively
as sneaky, hidden, triggering, forcing, dishonest, unethical, and manipulative [16]. Furthermore, these



patterns have been described as ridiculous [14], aggressive, unprofessional, twisted, and short-sighted
[50]. Reported emotions include anger, anxiety, annoyance, irritation, frustration, worry, stress, and
feeling stupid or pressured [16, 14, 51]. Gray et al. [50] additionally found users feeling distressed,
upset, and hostile, as well as some of the following emotions: being nervous, afraid, scared, or jittery.
While most studies highlight negative reactions [11], Keleher et al. [52] found the majority of the users
in their study to describe interfaces with deceptive patterns with positive adjectives (e.g., honest and
ethical), although they still labeled them as intrusive.

Interestingly, some participants in Maier and Harr’s [16] study displayed a "resigned” attitude to
deceptive patterns, due to excess exposure to the phenomena. Seberger et al. [53] refer to this effect as
“resigned acceptance” in which, regardless of whether individuals are bothered by potential privacy
breach, they accept it with the acknowledgment that the situation cannot be changed. Similarly, Di
Geronimo et al. [15] and Lupiafez-Villanueva et al. [51] found that the ubiquity of deceptive patterns
normalizes them, making users less aware of their negative effects.

2.3.1. Perceptions of Privacy Concerns

Alharbi et al. [6] have stated that privacy is one of the greatest worries of users since websites started
using cookies, with the main concern of users being that of who has access to their data. Gray et
al. [50] instead found that users’ main privacy concerns relate to the type and amount of collected
data, as well as fears of unauthorized use for the organization’s benefit. The participants of a study by
Bongard-Blanchy et al. [14] were concerned about the potential risks that deceptive design could cause,
although the participants stated that they were not generally worried about their privacy in relation
to deceptive design. Mildner and Savino [54] observed in their study that deceptive patterns caused
privacy concerns, leading users to share less data. Lastly, a study by Ha et al. [17] shows that users
were concerned about the amount of effort needed for managing the cookie data collection.

2.3.2. Perceptions of Control

Deceptive patterns affect users’ control as suppressing user autonomy is at the core of deceptive patterns
[11, 55]. Accordingly, Maier and Harr [16] found that users protect their privacy by staying cautious
online and recognizing that not all parties act in users’ best interest. Grafil et al. [26] have suggested
that some deceptive pattern styles could decrease users’ perception of control to make informed choices,
but more evidence was needed to prove this. A study by Gray et al. [50] showed that users found
deceptive patterns to guide them toward certain consent choices in forcing and aggressive ways, which
could further translate to reduced control. Furthermore, Lupiaiiez-Villanueva et al. [51] found users
to perceive interfaces with deceptive patterns as more difficult to understand, less transparent, and
unclear regarding the completion of intended actions. Similarly, Gray et al. [50] found participants to
describe deceptive patterns as misleading, complicated, and difficult. Additionally, deceptive patterns
have been found to cause feelings of powerlessness [56] and a sense of reduced control [54]. Some
deceptive patterns create an illusion of control by restricting users’ ability to decline consent and instead
providing ineffective cookie settings [3, 57, 26]. It should also be noted that some requests may falsely
indicate control by registering positive consent when users have declined it [58, 9]. Furthermore, despite
regulation, the information in these notices and requests may not be true or accurate [see e.g., 59].

2.3.3. Perceptions of Trust

User’s consent choice is largely impacted by their trust in the website [11, 13], while deceptive de-
sign erodes trust in websites that use it [60, 51]. This distrust may stem from users perceiving such
organizations as dishonest [16]. Mejtoft et al. [20] found that deceptive patterns increase suspicions
about a website’s trustworthiness and credibility, aligning with Gray et al. [50], where participants
described deceptive design as uncanny and inaccurate. Interestingly, while Mejtoft et al. [20] linked
cookie acceptance with increased trust, they noted that deceptive design influences consent choices



more than trust itself. Conversely, some users in Gray et al. [50] felt sympathy toward data collectors,
assuming deceptive patterns were not used on purpose.

2.3.4. Perceptions of Privacy Risks

Users have perceived deceptive patterns as posing risks, such as becoming a crime victim (via e.g.,
fraud, virus, or hacking) [14, 50]; being lured to buy more resulting in financial loss [14, 11], and losing
self-confidence due to more difficult decision-making [14]. Ha et al. reported that while users recognize
privacy risks related to cookies, they often take no action [17], possibly due to unawareness of cookies’
purpose and function [61, 62]. Moreover, users struggle to assess privacy risks of cookies accurately, as
cookie data collection methods may obscure their true extent [61, 62]. Another reason for irrational
responses to perceived risks may be that users rely more on intuition rather than rational thinking in
consent-giving situations [26, 12]. For instance, they may perceive privacy as easier to relinquish than
time and money [e.g., 63], increasing potential privacy risks. Regarding risk-benefit assessments, Maier
and Harr [16] found that deceptive design primarily benefits organizations, yet users continue using
such services, suggesting the perceived benefits outweigh the risks. Similarly, Gray et al. [50] observed
that users view deceptive data collection as self-serving, leading to feelings of undervaluation.

3. Analytical Framework for Perception of Privacy

To guide the qualitative analysis of users’ privacy perceptions, an analytical framework for understand-
ing users’ perceptions of privacy was constructed by adapting and synthesizing existing models by
Adams [19], Chang et al. [64], and Dinev et al. [65]. Adams’ [19] model consists of three factors —
sensitivity of personal data, trust in the data collector, and the risk-benefit assessment of data usage —
culminating in the user’s perceived privacy. The model by Chang et al. [64] focuses on how individuals
evaluate institutional privacy policies and practices, balancing the perceived security of their personal
data with trust and assurance in data handling. The model explores how individuals come to a decision
of their privacy boundaries (perceived privacy) — what information to keep private and what to disclose
— with factors such as control, risks, concerns, and trust influencing the decision. Dinev et al. [65]
describe perceived privacy as an individual’s privacy attitude, shaped by perceived control over privacy
and privacy risks.

The current framework is not intended as a new theory, but rather as a conceptual lens through
which qualitative data on users’ privacy perceptions can be interpreted. It adopts elements from each
of the three models and is structured around four factors: privacy concerns, control over privacy, trust
in the cookie data collector, and perceived privacy risks. Each of these factors influence a user’s overall
perception of privacy (see Figure 1). Despite previous models focusing on users’ perceptions regarding
the four influencing factors individually, none has qualitatively looked at how these factors jointly
contribute to the overall user experience (perception) of privacy, and what kind of role (deceptive)
design has in shaping the perception.

While the previous previous models [19, 64, 65] have studied perceived privacy, the current study
distinguishes between perceived privacy — a measurable, rational, and often static concept — and the
perception of privacy — a fluid, subjective, and lived user experience. The current framework attempts
to take a qualitative, flexible, interpretive, and user experience-oriented perspective on the topic, in
contrast to the quantitative focus on user behavior of the previous models by Chang et al. [64] and
Dinev et al. [65]. Adams’ [19] model, despite its qualitative applicability, was too narrow on its own to
capture comprehensive perceptions. To capture multifaceted perceptions, we consider the individual’s
thoughts, understandings, feelings, impressions, responses, and beliefs about the state of their privacy.

3.1. The Framework Explained

The theory-informed analytical framework was operationalized across the entire study. Its four factors
served as guiding themes shaping the interview themes, guiding the analytical process, and presenting
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Figure 1: Analytical Framework for the Perception of Privacy

the findings. Relevant theories and models informed the factors’ measurement, as detailed next.

Privacy concerns are user anxiety regarding the collection, control, storage, and sharing of personal
information [66, 67]. These concerns are initially shaped by an individual’s perception of the organi-
zation’s privacy practices and coherence to them [68]. Westin’s privacy concern index [69] and the
Concern for Information Privacy (CFIP) [66] model measure these concerns through categories such as
threats to personal privacy; collection of excessive personal data; invasion of personal privacy; control
over privacy; unauthorized secondary use; improper access; and errors. The scale for Internet Users’
Information Privacy Concerns (IUIPC) [67] later refines the CFIP model, focusing on collection, control,
and awareness of information privacy practices.

Control is the user’s perception of their ability to manage their personal information [68], such as
giving consent for cookies. The Communication Privacy Management model [70] focuses on how
individuals manage their privacy boundaries — creating a border between private and public information
— based on a set of rules [70]. Furthermore, Dinev et al. [65] introduce three aspects of perceived
information control: anonymity, secrecy, and confidentiality. Fair Information Practice Principles [71]
further influence perceived control over privacy boundaries through ethical guidelines for notice, choice,
access, security, and enforcement — helping in understanding data collector adherence to ethical and
responsible data collection.

Trust can be defined through its multiple layers. Mayer et al. [72] define organizational trust through
three key attributes: the trustee’s ability and responsibility, good intentions, and adherence to privacy
policies. McKnight et al. [73] extend this to web environments through the following constructs:
general willingness to trust; belief that the overall web environment is trustworthy, functional, and
secure; belief that the trustee adheres to the legislation and that technology functions reliably; perceived
trustworthiness of the trustee; and willingness to depend on the trustee. Gefen and Straub [74] take the
definition of trust to digital environments, adding a component of predictability, where trust reduces
the uncertainty about the trustee’s reliable behavior.

Privacy risks include two different types [75, 76]: behavioral risks — disclosing private information
that can be detrimental economically, personally, or sales-wise; and environmental risks — economic
risks and privacy risks such as theft of private information or illegal disclosure. A privacy calculus
theory has previously been used to explain the influence of risks on perceived privacy [19, 64, 65]. The
theory explains how users weigh potential risks against benefits in data-sharing decisions, which in
digital environments is influenced by privacy concerns regarding third-party data sharing; trust in
the data collector; perceived reliability of the data exchange situation; and personal motivation for



sharing the information [75]. Privacy calculus can additionally explain users’ disposition to valuing
their privacy.

A design factor was added to the framework to examine how deceptive patterns influence privacy
perceptions, as existing research suggests a potential connection between design and privacy perceptions,
although it has not been definitively established. For example, the Online Buying Persuasion model
(OBP) [77] shows that a website’s design affects customer satisfaction, which in turn affects trust. As
shown in the models by Chang et al. [64] and Adams [19], trust directly affects perceived privacy.
Similar to the OBP model, a study by Lai [78] shows that design affects the system’s perceived usefulness
and perceived ease of use (also applying to the usability of privacy protection mechanisms), which
influence motivation to use. Additionally, Bélanger and Crossler [79] found that design choices, such
as transparency, could influence users’ trust and privacy concerns. Lastly, multiple scholars [e.g.,
49, 47] have discovered a relationship between design and user privacy, leading to the need to develop
privacy-protective design guidelines.

4. Methodology

In this study, a qualitative approach was taken, combining user testing, think-aloud, and thematic
interviews to capture users’ multifaceted privacy perceptions in relation to deceptive patterns in cookie
consent requests. This triangulated approach was chosen for its ability to reveal nuanced insights into
user behavior, attitudes, and experiences [80, 81, 82]. The study was conducted online via Microsoft
Teams in compliance with the Finnish Code of Conduct for Research Integrity [83] and GDPR [1].

Participants were informed about the study’s purpose, procedures and any potential risks or benefits.
They received an information leaflet and a privacy notice via email prior to the study, and informed
consent was obtained before participation. The study was voluntary for participants and they had the
right to withdraw at any point. External ethical clearance was not required, as the study involved only
adults, did not include vulnerable populations, and did not collect personal, invasive, or medical data
[84]. Data was handled anonymously and transcriptions followed the participants’ answers verbatim,
with only bodily expressions and sighs left out.

The participants (N=8) selected for the study were Generation Z university students, born between
1995 and 2002. The gender representation was five females, two males, and one other. Seven interviews
were conducted in Finnish and one in English. The participants were bachelor’s (five) and master’s
(three) level students, representing various academic fields: information technology, humanities, arts,
education, health and well-being, natural sciences, and economics.

4.1. User Testing and Think-Aloud Protocol

User testing was conducted with three high-fidelity cookie consent request mock-ups. The participants
had a simple task of opting in or out of cookie data collection in order to proceed to the website.
Concurrently with the user testing, the participants were encouraged to verbalize their thoughts and
feelings while interacting with the interface.

Three mock-ups were designed in Figma, containing the most common cookie consent request
styles [e.g., 85, 6, 23] and the most common deceptive patterns found in cookie consent requests [e.g.,
6, 34, 8, 35, 36, 9]. Figure 2 presents the first mock-up as an example®. The first mock-up is a binary
choice between accepting or declining cookies, with a short text explaining the practical information
related to cookie data collection. Four deceptive patterns were intentionally used in this mock-up.
Misdirection shifted the user’s focus from the decline-button to the big and colorful accept-button, visual
interference disguised the decline button as unimportant text, forced action made the user return to the
request to make a consent choice if they tried to close it by clicking the X, and confirmshaming made
the text of the decline-option emotionally manipulative in trying to get the user to steer away from it
(i.e., “bad user experience”).

The figures of all three mock-ups are accessible at https://doi.org/10.6084/m9.figshare.29118059



We use cookies

This website uses cookies to provide you with the best possible user
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Figure 2: The first mock-up

The second mock-up is an informational cookie interface. This mock-up has more text and an option
to read more about the privacy policy and cookie data collection. The consent options in this mock-up
were to accept all cookies or go to settings where different types of cookies could be selected from.
This mock-up consisted of at least five deceptive pattern types. Misdirection was used similarly to the
first mock-up; visual interference disguised the decline-option as a settings-button and did not specify
what settings it directs to; forced action made it seem like declining all cookie types would be possible
when in reality essential cookies were mandatory to accept; nagging appeared in the error message of
attempting to decline essential cookies by requesting the user to accept them, which is not in their best
interest; and confirmshaming made accepting all cookies seem more beneficial than declining them.

The style of the third mock-up is called cookie categories (also known as multiple-choice banner
or numerous options banner). The categories could be selected with radio buttons and the consent
options were “accept all” and ”save settings”. Three deceptive patterns were intentionally added to
this mock-up: preselection introduced all cookie types as preselected options; comparison prevention
presented the user with many options in a complex manner making it more difficult to compare cookie
types for making a consent choice; and misdirection showed an imbalance between accepting all cookies
and saving settings.

The second and third mock-ups did not include a simple option to decline consent. Additionally,
they included a deceptive pattern called sneak into basket, guiding the user toward accepting all cookies
instead of saving their selected cookie category settings. This pattern sneaks both non-essential and
essential cookies in the data collection, as the user may mistakenly click "accept all” even if they
intended to consent to fewer cookie categories. All of the mock-ups blocked access to the website
before making the consent choice, which was intentionally done so that the participant would have to
complete the request and think about its design. Blocking access to the website before consenting to
cookies is a type of deceptive pattern called obstruction.

4.2. Semi-Structured Thematic Interviews

Following the user testing, semi-structured thematic interviews were conducted to gain deeper insights
into participants’ experiences, impressions, attitudes, beliefs, and perceptions of privacy regarding each
of the four influencing factors from the analytical framework. Semi-structured interview method was



chosen due to its flexibility, as it allows for discussing specific themes while encouraging participant-led,
open-ended responses that genuinely reflect the participant’s perceptions.

4.3. Data Overview and Analysis

The study sessions, each lasting between 90-130 minutes, produced 513 pages of transcribed data,
offering rich qualitative insights on the topic. Although the study employed three different data
collection methods, they were conducted as a single, continuous session per participant, resulting in
integrated, continuous discussions that were transcribed and analyzed as unified datasets rather than
separated by method, with all parts contributing equally to the findings.

The data analysis followed a qualitative content analysis approach [86], supported by the structural
steps of thematic analysis [87]. First, coding, theme development, and refinement were conducted
iteratively, guided by the analytical framework. Then, the coded data was organized using Excel, where
themes were further synthesized into broader categories. Repetitive responses were also quantified to
highlight the prevalence of key patterns. The elements of thematic analysis were used to help organize
the data, but the overall analysis and interpretation were primarily rooted in content analysis. The
structured themes and categories served as a foundation for the study’s findings.

5. Results

The results are presented in four sections, following the factors from the analytical framework. Lastly,
additional findings influencing the overall privacy perceptions in the context of cookie consent requests
are presented.

5.1. Privacy Perceptions in Relation to Concerns

Just over half of the participants (5/8) perceived deceptive patterns to increase their privacy concerns.
Many described deceptive cookie consent requests as dishonest, unclear, and difficult to understand,
which heightened suspicion of the data collector’s intentions. Similarly, the motives behind deceptive
data collection were questioned:

It just makes me feel uncertain about what my information is actually used for because they
are so difficult to understand. (P6)

If they have to create the request in a deceptive way, then of course it makes me think what
my data is actually used for. (P3)

In contrast, the rest of the participants (3/8) did not find deceptive patterns to meaningfully increase
their privacy concerns. Some already had high online privacy concerns, while others consciously
avoided thinking about privacy concerns to avoid frustration or anxiety:

I try to keep my sanity by thinking that [sharing my data] can’t be that bad... maybe it’s just
easier to not think about it. (P2)

For some, perceived control over privacy choices mitigated concerns. P4, for instance, said that
deceptive design did not meaningfully affect their concerns, as they felt capable managing their consent
choice. While P1 saw deceptive patterns as a reminder to stay in control rather than as threats to
privacy.

Overall, while deceptive patterns heightened privacy concerns for some, most participants felt the
increase was not substantial enough to negatively influence their overall sense of privacy: ”[Deceptive
design] increases my suspicion and worrying... but ultimately, not enough” (P7).



5.2. Privacy Perceptions in Relation to Control

Most participants (7/8) perceived that deceptive design either decreased their ability to control their
privacy or made controlling more difficult. While many acknowledged that control has a substantial
positive influence on their privacy, they believed that deceptive patterns (e.g., comparison prevention or
misdirection) mainly add obstacles rather than entirely diminish control. Regardless, some participants
still felt in control, shaping their overall perception of privacy:

If I feel that I can control the things related to my privacy, then yes, I think that my privacy is
in a better state. (P5)

For some other participants, deceptive design was a major barrier to their privacy, making them
frustrated and even anxious due to the perceived loss of autonomy, for example:

I can only see here an “accept all” button, so it immediately makes me feel that I don’t have
any other option than to accept all. (P8)

In contrast, one participant initially claimed deceptive patterns to only have little influence on their
privacy perception due to being accustomed to encountering them in cookie consent requests, but later
acknowledged that some patterns could create obstacles to managing their privacy:

If the deceptive pattern really hides a button or makes finding it more complicated, then yes,
of course... it in some way can affect my control indirectly. (P7)

Many participants (such as P3, P4, P5, and P6) agreed that the influence of deceptive design depended
on the specific patterns used:

I think [my perception] varies a lot. There are so many different [deceptive patterns]. (P4)

Five participants felt that the persuasive and manipulative nature of deceptive patterns deliberately
guided them toward accepting all cookies, making declining cookies feel less like an autonomous,
informed, and voluntary choice:

[Deceptive patterns] try to persuade or guide me toward accepting all... That option looks
much more tempting to click on. (P5)

Beyond influencing choices, deceptive patterns often made the requests unclear, uninformative,
unpredictable, and difficult to understand (expressed by 5/8 participants). Some struggled to find
essential information, which made navigating the request more complicated, requiring additional effort
to maintain control over one’s consent choice:

It’s a lot of work to figure out... Sometimes it’s designed in a very difficult way, like a piece of
code to me [a non-programmer], and I have to read through it very carefully. (P2)

These barriers resulted in exclusively negative emotions, such as annoyance, frustration, and even
anger (indicated by 7/8 participants), as deceptive patterns were perceived as obstructive and time-
consuming;:

It makes me angry. It frustrates me because I just wanna complete [the request] as effortlessly
as possible. (P4)



5.3. Privacy Perceptions in Relation to Trust

Almost all participants (7/8) reported lower trust in the cookie data collector when deceptive design
was used, negatively influencing their privacy perceptions. Deceptive patterns in the cookie consent
requests made the collector seem dishonest and raised suspicions about data usage:

If they use deceptive design, and they are not capable of doing it in an honest way, it doesn’t
inspire trust in me. (P6)

The lack of transparency and care for users’ interests made the participants skeptical, cautious and
uneasy about what happens to their personal data:

I can’t immediately find the information about what my cookie data is used for... so maybe
there could be something else going on that is not told. (P2)

Deceptive patterns also indicated a lack of ethical responsibility, eroding the participants’ trust. While
some described a gradual decline in trust, others experienced a complete loss:

It shakes my trust every time I see them use a deceptive tactic. The more I encounter deceptive
design... my trust just starts crumbling down and diminishing. (P1)

One participant’s trust, however, remained unaffected: ”I want to trust them because it’s also for their
own benefit to be truthful and trustworthy” (P4).

Some participants perceived that deceptive patterns in the cookie consent request make it seem like
the data collector is prioritizing its own interests over the user’s privacy. Furthermore, no participant
found deceptive patterns to offer any personal benefit — instead, five participants believed deceptive
design solely existed for the collector’s financial and operational advantage:

[The cookie data collectors], for sure, do not think what is best for the user, they just think
what is best for them. (P3)

It seems that [the cookie data collectors] are desperate to gather as much data as possible... not
for my benefit, but for their own. (P6)

Approximately six participants perceived deceptive design as evidence of the cookie data collec-
tor’s incompetence, non-benevolence, unpredictability, and dishonesty, making the collector seem
untrustworthy:

I kind of feel like [the data collectors] treat me in a degrading way. (P2)
If it’s designed deceptively, it makes me question whether [the collectors] are honest. (P1)

[Deceptive design] projects a certain lack of professionalism... it doesn’t feel like the request
was designed by a professional. (P8)

Despite the dominant perception of decreased trust, some participants empathized with the data
collectors, expressing a desire to trust them and speculating that they might not be intentionally using
deceptive patterns to harm the users:

».

I don’t want to think bad about them because they are “just doing their job”. They might not
be [using deceptive design] on purpose. (P8)



5.4. Privacy Perceptions in Relation to Risks

Half of the participants (4/8) believed that deceptive design increased privacy risks, primarily due to
uncertainty about what the cookie data is used for and with whom it is shared:

Yeah, deceptive design does increase the feeling of risks... I am not sure what the information
is being used for or my information might be used wrongly. (P5)

In addition to this uncertainty, six participants described deceptive patterns making the consent
requests more difficult to understand, amplifying mistrust and further heightening perceived privacy
risks:

It’s often unclear what my data is used for. And do I then trust that the information is only
used for what I give permission for? Maybe they just are so difficult to understand and trust in
the first place. (P6)

For these participants, the greatest risk that deceptive design could cause was the potential misuse or
illegal use of cookie data. A more frequently discussed risk was accidentally or unknowingly sharing
more cookie data than intended due to deceptive patterns:

Deceptive patterns might make me click on something that I don’t wanna click and then I
might share more information than I intended or my information may be shared with people
that I don’t wanna share with. (P7)

The suspiciousness of unclear or misleading consent requests contributed to a heightened sense of
privacy risks:

If the request is not straightforward and circles around any other option than accepting all... It
makes me think that there’s something they are trying to hide, making me think there are
more risks involved. (P3)

While most participants reported an increase in perceived privacy risks, three stated that deceptive
design doesn’t have a direct connection with actual privacy risks:

My idea of risks doesn’t get triggered by how the cookie banner is designed. (P7)

Only one participant reported deceptive design to decrease perceived privacy risks, as it simplifies
decision-making:

Deceptive design makes it clearer and easier to make the [accept all] choice, so I don’t see any
risks of choosing wrong. (P8)

Despite this, most participants (7/8) weighed the potential benefits of cookies against the perceived
privacy risks when making a consent choice, sometimes leading to avoiding websites that excessively
use deceptive patterns.

5.5. Additional Findings

The participants’ privacy perceptions were influenced by personal interest, the ubiquity of cookie
consent requests and deceptive design, and reluctance to think about privacy. Most participants (6/8)
commented that their personal interest toward privacy and thus, their own active control over their
privacy, is a more meaningful factor for their perception of privacy than deceptive design. Furthermore,
five participants perceived deceptive design to be a common part of their internet use, with some being
used to actively avoiding the misleading and deceptive consent options. Additionally, five participants
noted that cookie consent requests are so common that they barely notice them when browsing the
web, making it difficult to describe how they feel about their privacy as it feels less significant. Lastly,
three participants expressed privacy to be a difficult or even intimidating topic, leading to reluctance to
think about it.



6. Discussion

This chapter discusses participants’ impressions and attitudes toward deceptive design in cookie consent
requests, reflecting how such design influences their perceptions of privacy as protected, respected,
compromised, undervalued, or unimpacted.

6.1. Control over Privacy

The results point out that deceptive patterns contribute to a general loss of perceived control over
user privacy. This is potentially caused by the feeling of being undervalued due to data collector
non-benevolence, and impressions of manipulation. This finding is supported by Gray et al. [50],
who found that the use of deceptive patterns prioritizes organizational interests and pressures users
in forceful and aggressive ways toward certain consent choices. Participants in the current study
also described deceptive cookie consent requests as complicated, unclear, and difficult to understand,
further diminishing perceived control and potentially disempowering informed consent choices. These
perceptions of diminished control contribute to a perception of user privacy being undervalued or
compromised when deceptive design is used.

Additionally, participants often chose to ignore potential issues related to deceptive design despite
recognizing them. Ignoring or minimizing the existing privacy issues could imply that consciously
interacting and constantly being worried about them would require more cognitive effort than the users
would be willing to invest in their interaction with cookie consent requests.

6.2. Trust and Transparency Issues

Deceptive design seemed to diminish participants’ trust in cookie data collectors, mainly due to a
lack of transparency and perceived dishonesty. These findings are consistent with previous studies
[16, 51, 20, 60]. Distrust and lack of transparency may be taken to indicate that the users perceive
their privacy to be at risk, as the findings are contrary to privacy-protective design principles [49, 47].
Keleher et al. [52] found users to perceive interfaces with deceptive design more positively — describing
them as honest and ethical, coercing users to make the “right” decisions — suggesting that researchers
often wrongly assume users’ perceptions. The overall negative findings of the current and previous
research challenge the argument made by Keleher et al. [52].

However, similar to Gray et al. [50], some participants expressed empathy toward the cookie data
collector, highlighting the complexity of users’ perceptions: while they might not trust the data collector,
they recognize that not all of them consciously act maliciously. Despite empathy, the general lack of
trust caused by deceptive design suggests an overall perception of privacy not being well protected.

6.3. Privacy Concerns and Risks

Consistent with the privacy calculus theory, participants often weighed benefits against perceived risks,
leading them to compromise their privacy for convenience. Users may be aware of the risks but their
perception of the severity of those risks is downplayed by the immediate benefits. This suggests a
more pragmatic viewpoint on privacy, aligning with existing research that has shown users to often
rely on intuitive judgments rather than rational analysis in consent-giving situations [26, 12]. This
highlights the tension between users’ awareness of privacy risks and their perception of trade-offs,
further emphasizing the complexity of privacy perceptions in the digital environment.

One finding in this study was related to users’ habitual engagement due to deceptive design and
cookie consent requests’ ubiquity and general reluctance to think about privacy concerns and risks.
This aligns with Maier and Harr [16] and Seberger et al. [53] who suggest that users have a resigned
attitude toward privacy issues due to deceptive design’s prevalence in daily life. The resignation and
habitual functioning of users might suggest that maintaining privacy is perceived as difficult, especially
with the normalization of deceptive design. Likewise, the avoidance of the topic by some participants
suggests an emotional complexity surrounding privacy. This finding indicates that fear or anxiety



about privacy issues may stop users from critically evaluating cookie consent requests, as suggested by
Lupiafiez-Villanueva et al. [51].

6.4. Users’ Descriptions and Reactions to Deceptive Cookie Consent Requests

Participants predominantly expressed negative emotions such as frustration, annoyance, and uncertainty
towards deceptive cookie consent requests, leading them to doubt the cookie data collector’s privacy
measures and intentions. Compared to previous studies, uncertainty was a pronounced feeling in this
study. Negative descriptions and emotions suggest that users perceive a general threat to their privacy
due to not being able to fully understand or be informed of the consequences of sharing their data.
Furthermore, deceptive design was described as suspicious and misleading, reflecting mistrust in cookie
consent requests and cookie data collectors.

Building on previous studies’ characterizations of cookie data collectors, participants in this study
described them as non-benevolent, dishonest, and even incapable. Mayer et al. [72] argue that benev-
olence and capability are crucial building blocks for trust. From this perspective, the findings of the
current study suggest that deceptive patterns in cookie consent requests increase uncertainty, thereby
diminishing users’ trust. Overall, the prevalence of these negative characterizations further suggest
that users generally perceive their privacy as neither respected nor protected.

7. Conclusion

This study explored how users perceive privacy in cookie consent requests featuring deceptive patterns,
and how such design practices shape these perceptions. By combining user testing, a think-aloud
protocol, and thematic interviews, multifaceted perceptions were captured. The findings suggest that
privacy is not perceived binarily as negative or positive, protected or compromised, but rather as a
flexible concept shaped by specific deceptive patterns, habitual behaviors, and personal interest in
privacy protection. However, deceptive patterns predominantly influenced these perceptions negatively,
leading users to perceive their privacy as compromised, undervalued, and unprotected. The overall
negative perceptions stemmed from feelings of frustration, mistrust, uncertainty, and lack of control, as
well as skepticism toward deceptive design. Although users may have learned to withstand or bypass
deceptive patterns, they still perceive them as undermining user privacy, suggesting it is neither fully
protected nor respected.

An analytical framework was developed by adapting prior models, structured around four key
factors influencing privacy perceptions: privacy concerns, control over privacy, trust in data collectors,
and perceived privacy risks. While these dimensions have been addressed individually in previous
research — and many findings align with prior studies — this study contributes by demonstrating their
combined influence on users’ overall privacy perceptions in the context of deceptive cookie consent
requests. It distinguishes itself by integrating these factors into a qualitative, synthesized, and user
experience-oriented perspective on privacy. The findings further suggest expanding the framework to
include design and emotional factors, as strong emotional responses notably shaped users’ perceptions.
The framework thus offers a more holistic understanding of privacy especially within legislatively
mandated interface designs, providing a conceptual lens for future research investigating users’ privacy
perceptions in response to evolving interface designs and regulatory environments.

Beyond its theoretical contributions, this study also draws attention to the crucial role of user
experience in privacy research. Privacy perceptions are not only central to users’ trust in digital
services and data collectors, but they also form an essential component for evaluating a system’s overall
privacy. This challenges the traditional compliance-based approach by showing that privacy should
additionally be assessed as a lived, design-mediated experience. On a practical level, the study advocates
for treating privacy as a user experience issue, urging designers, developers, and policymakers to adopt
privacy-protective, transparent design principles [such as, 49, 47]. Embedding such principles into
legislative frameworks could clarify compliance requirements. Societally, this study calls for stricter



privacy legislation explicitly prohibiting deceptive design practices, to enhance user trust and autonomy
in online interactions.

While the study’s limitations include a small sample size (N=38), a specific demographic (generation Z
university students), and a limited context (mock-up cookie consent requests), it provides a holistic,
user experience-oriented foundation for future research. Future studies should empirically test and
refine the analytical framework in diverse, real-world settings. Large-scale quantitative research could
complement the qualitative insights, while design-specific research could isolate which deceptive
patterns most influence users’ perceptions and why, leading to actionable privacy-protective design
guidelines.

In conclusion, as deceptive design continues to affect user privacy, this study calls for an industry-
wide commitment to ethical, transparent, and user-centric design of protective systems, which would
empower users to navigate online services without compromising privacy while enhancing their trust
in digital platforms and the parties behind them.
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