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A B S T R A C T

The main objectives of adaptive protection are isolating only the faulty network section and operating with
varying network topologies and levels of generation. To accomplish this, the settings of protective devices may
need to modify if, for example, the network topology is changed. Protection relays can have several predefined
setting groups (SGs) depending on the number of possible configurations. However, centralized protection and
control devices can store a limited number of setting groups, in many cases by far less than the number of
possible network topologies. Therefore, in adaptive centralized protection schemes where online setting calcu-
lation is not feasible, a proper method should be used to cluster the different possible configurations and reduce
their number to match or be fewer than the number of available SGs in relays. The offline calculated settings for
each cluster can be stored in the centralized protection and control devices, which continuously monitor the
status of circuit breakers (CBs) online. Then, upon detecting a change in the CB status, the corresponding SG will
be activated. This paper presents three new methods for clustering network topologies, considering N-1 con-
tingency in adaptive relay coordination. These methods are compared to the one in the literature and each other
in terms of operation time delay of relays. Moreover, to mitigate false operations of relays due to unavailability of
communication networks, a setting group is dedicated to the robust setting group. Finally, a practical imple-
mentation of the proposed method using IEC 61850 standard is illustrated using two schemes step by step. IEEE
14-bus is selected as a test system to evaluate the applicability of the proposed methods. The results, obtained by
using MATLAB, DIgSILENT Programming Language, and hardware-in-the-loop setup show the effectiveness of
the proposed methods in minimizing operating time delays of overcurrent relays.

1. Introduction

The need for a continuous supply of ever-increasing electricity de-
mand is of paramount importance, which means the implementation of
a resilient and intelligent protection system to ensure the continuity of
service is imperative (Ghadiri & Mazlumi, 2020). There is a plethora of
challenges when it comes to designing such a system. One of the major
issues has been the evolution of passive power networks with unidi-
rectional power flow into active ones (Conti, 2009; Aushiq Ali Memon&
Kauhaniemi, 2015). Variation in topologies of such networks can cause
several problems in protection systems, including but not limited to
protection blinding, false tripping, unintentional islanding, electrical
device replacement, and relay setting modification due to varying fault

level (El Naily, Saad, Elhaffar, Hussein, & Mohamed, 2017). In tradi-
tional protection systems, a fixed setting is determined for all the
possible topologies of power networks. Protection systems that are
designed by using conventional methods have several drawbacks such as
lack of sufficient sensitivity, slow response, extended modification
requirement in relay settings, lack of automatic periodic testing features,
and inflexible fixed settings (Detjen, 1988). In the conventional relay
coordination, it is costly, time-consuming, and sometimes impossible to
change settings after any variation in the topologies of power networks
(Urdaneta, Restrepo, Márquez, & Sánchez, 1996). Therefore, traditional
protection systems are no longer effective to address the problems
concerning active networks with different scenarios and varying topol-
ogies (Shih, Conde, Leonowicz, & Martirano, 2017).

One viable solution to tackle challenges associated with traditional
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power system protection with a fixed setting is adaptive protection and
control system (APCS), which has been shown in various studies
(Abbasi, Karegar, & Aghdam, 2019; Alam, 2019; Ataee-Kachoee,
Hashemi-Dezaki, & Ketabi, 2023; Barranco-Carlos, Orozco-Henao,
Marín-Quintero, Mora-Flórez, & Herrera-Orozco, 2023; Carlos, Henao,
Quintero, Florez, & Orozco, 2022; Chabanloo, Safari, & Roshanagh,
2018; Chattopadhyay, Sachdev, & Sidhu, 1992; Cintuglu, Ma, &
Mohammed, 2017; Detjen, 1988; El Naily et al., 2017; Ganoo, Joshi,
Valtari, & Niveri, 2022; Ghadiri & Mazlumi, 2020; Karimkhan Zand,
Mazlumi, Bagheri,& Abdali, 2023; H Laaksonen, Ishchenko,&Oudalov,
2014; Aushiq Ali Memon & Kauhaniemi, 2015; Ojaghi & Mohammadi,
2018; Piesciorovsky & Schulz, 2017a, 2017b; Rockefeller, Wagner,
Linders, Hicks, & Rizy, 1988; Saber, Zeineldin, El-Fouly, & Al-Durra,
2023; Samadi & Mohammadi Chabanloo, 2020; Shih et al., 2017;
Singh & Agrawal, 2018; Atul Kumar Soni, Kumar, Panda, Mohapatra, &
Singh, 2023; Sorrentino& Rodríguez, 2023; Thorp et al., 1993; J. Wong,
Tan, Rahim, & Tan, 2023; Zanjani, Mazlumi, & Kamwa, 2018; Zhang,
Guo,& Liang, 2011). These studies show that APCS is not a new idea, but
recent developments in technology, communication standards, and
affordable communication links have made it feasible to implement and
overcome the limitations of traditional protection schemes. APCS can
recognize the topologies of networks by monitoring the status of circuit
breakers and determines suitable setting groups based on the topologies.
(Chattopadhyay et al., 1992) define the devices that are essential for
APCS implementation by using a miniature model of the Saskatoon
distribution network to change relay setting and pickup current upon
detecting any changes in load and generation level. (Thorp et al., 1993)

in the K8 working group (Substation Protection relaying Subcommittee
of the IEEE) have evaluated the feasibility of using adaptive protection
for several protective functions from the technical perspectives in 1993,
concluding that while protection engineers have a high level of satis-
faction with current functions in use, they welcome adaptive function-
alities in overcurrent, differential and distance protection. (Rockefeller
et al., 1988) present the different methods for APCS in transmission lines
such as adapting impedance matrices for fault calculation, adaptive
reclosing, and adaptive setting in islanding mode. In that reference,
reliability improvement, sensitivity to high impedance fault, and the
acceleration in the rate of restoration with monitoring of false trips are
mentioned as the adaptive protection advantages. As well as technical
aspects, economic one has always been a key factor to put the proposed
schemes in use. (Detjen, 1988) conducted the technical evaluation as
well as the economic one, and the results show that despite the high
initial investment, the benefit-to-cost ratio of adaptive protection varies
from 4.3 to 33, which means adaptive protection is expected to be
significantly more cost-effective compared to traditional schemes in the
long term. Today, the implementation of APCS is in reach thanks to the
advances in technology and maturity of IEC 61850, which enables the
implementation of a fully modular and scalable protection system.

APCS can be classified from different perspectives. One of them is the
communication aspect, which divides the schemes into communication-
less or communication-assisted types. (Zanjani et al., 2018) analyze the
use of micro-Phasor Measurement Units (µPMUs) for the adaptive
communication-based protection of a microgrid. In that reference, by
voltage and current phasor estimation in the point of common coupling

Nomenclature

Indices
k Number of setting groups
ci ith cluster
d(x,mi) Distance between the input data and centroids
x ∈ ci Data which belong to clusters
dst Distance between xs and xt vectors
j Dimension of vectors
Ri Cohesion and separation indices
Si Distance between centroid and data in a cluster
di,j Distance between the centroids of two clusters
mip pth dimension of centroid
mi Centroid of the ith cluster
t Constant for cohesion index (di,j)
q Constant for separation index (Si)
Ni The number of data in the ith cluster
p Constant for Minkowski distance calculation
N The number of main/backup relay pairs
M Index for main/backup relays in each pair
i Index for relay pairs
j Index for relays in each pair
tij Time delay of the relays
tm, tb Operating time for main and backup relays
Iscij Fault current passing through the relay
Ipj Pickup current of relays
A,B Constant coefficients for the characteristic curves of relays
TDSj,min Lower bounds of TDS tij
TDSj,max Upper bounds of TDS tij
Ipj,min Lower bounds of pickup currents
Ipj,max Upper bounds of pickup currents
TDS Time Dial Setting
CTI Coordination time interval
OCR Over Current Relay

DOCR Directional Overcurrent Relay

Acronyms
SG Setting Group
CB Circuit Breaker
DPL DIgSILENT Programming Language
APCS Adaptive Protection and Control System
PCC Point of Common Coupling
μPMU Micro-Phasor Measurement Units
PV Photovoltaic Systems
PRP Parallel Redundancy Protocol
HSR High-availability Seamless Redundancy
MU Merging Unit
OF Objective Function
LAN Local Area Networks
AI Artificial Intelligence
ML Machine Learning
IED Intelligent Electronic Device
ICD IED Capability Description
SCL Substation Configuration Language
PTP Precision Time Protocol
MAC Media Access Control
SV Sampled Values
ASDU Application Service Data Units
RIAPS Reliability Improvement in Adaptive Protection Systems
ACPCS Adaptive Centralized Protection and Control System
GOOSE Generic Object Oriented Substation Event
HHO Harris Hawks Optimization
GWO Grey Wolf Optimizer
PSO Particle Swarm Optimization
GA Genetic Algorithm
TLBO Teaching-Learning-Based Optimization
GA Genetic Algorithm
MAC Media Access Control
AppID Application Identifier
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(PCC), the Thevenin impedance matrix is calculated so as to monitor the
upstream network topology changes and have adaptive relay setting.
Adaptive protection of overcurrent relays for radial distribution net-
works is examined by (A A Memon & Kauhaniemi, 2021) to make better
use of IEC 61850 standard and GOOSE protocol to issue a faster trip and
alarm decisions. Another relevant study, referenced as (A K Soni, Kumar,
Panda, Mohapatra, & Singh, 2023), focuses on adaptive coordination
and comprehensively considers various scenarios and the reconfigura-
tion process, while also considering the dual-setting characteristics for
each relay using hardware-in-the-loop setup. (J. Wong et al., 2023; J. Y.
Wong et al., 2023) employed a communication-less adaptive protection
scheme within the reconfiguration process, which is specifically rec-
ommended for regions characterized by limited access to communica-
tion links and essential infrastructure. In this approach, a
microcontroller is utilized to predict the future settings of the relays by
continuously monitoring the load flow. When it comes to the section-
alizing of a network comprising multiple microgrids, there is a signifi-
cant potential for protection coordination failure, as observed in a
specific case study where it reached 68.4%, as detailed by (Saber et al.,
2023). To tackle this issue, a non-communication-based protection
scheme is proposed, which incorporates novel relay characteristics.

APCS, from the control system point of view, is divided into
centralized, decentralized, and hybrid systems (Ganoo et al., 2022). In
central adaptive protection, a central server or monitoring and protec-
tion control device is utilized to process data, to detect any changes in
topologies of networks, and to send or activate proper settings to relays
(H Laaksonen et al., 2014). The need for communication links and strong
central servers as well as vulnerability against single point failure, are
considered drawbacks of this system, while we believe that by consid-
ering full redundancy, single-point failure will be solved. Nevertheless,
we put forward another method for networks that do not use full
redundancy. (Cintuglu, Ma, & Mohammed, 2017b) proposed a decen-
tralized adaptive protection, which is based on multi-agent systems and
the IEC 61850 standard, for addressing the central adaptive protection
problems, while structural and operational uncertainties are considered.

APCS from the setting calculation point of view is categorized into
the online and offline methods. In the online method, after topology
variation, settings of relays are calculated and sent to relays, but in the
offline method, the settings of relays are calculated before the identifi-
cation of topologies (Ojaghi&Mohammadi, 2018). In both methods, the
status of network and circuit breakers is monitored online. In this paper,
an offline method will be discussed, which offers a solution to the
computational burdens associated with online adaptive protection
methods. This approach is particularly beneficial for small networks or
grids with lower number of scenarios, as it allows them to avoid
investing in an online setting calculation. In the offline adaptive pro-
tection method, with respect to the limitation of industrial relays in
terms of saving different SGs, a proper method should be used to cluster
topologies, so that the number of clusters does not violate the limitation
of OCRs on storing the setting groups (Abbasi, Karegar, & Aghdam,
2019; Alam, Chakrabarti, & Pradhan, 2022; Ataee-Kachoee et al., 2023;
Barranco-Carlos et al., 2023; Carlos et al., 2022; Chabanloo, Safari, &
Roshanagh, 2018; Chou, Su, & Lai, 2004; Davies & Bouldin, 1979;
Karimkhan Zand et al., 2023; Ojaghi & Mohammadi, 2018; Piescior-
ovsky & Schulz, 2017a, 2017b; Samadi & Mohammadi Chabanloo,
2020; Singh & Agrawal, 2018; Sorrentino & Rodríguez, 2023; Zhang
et al., 2011). It is noteworthy that all the references mentioned for
adaptive protection, consider N-1 contingency analysis, where each
scenario involves the outage of a single device. This type of analysis is
commonly employed in power systems. However, (Karimkhan Zand
et al., 2023) presents an adaptive protection study incorporating clus-
tering techniques, which considers N-2 contingency analysis, which has
rare occurrences in power systems.

Clustering is the task of grouping a set of objects which has many
functions in a wide range of scientific subjects such as machine learning,
pattern recognition, image processing, data compression, computer

graphics, and classification of scenarios in power system (Chou et al.,
2004; Davies & Bouldin, 1979; Zhang et al., 2011). Clustering algo-
rithms have become very popular tools for grouping different scenarios
in offline adaptive protection schemes (Abbasi et al., 2019; Ataee-
Kachoee et al., 2023; Samadi & Mohammadi Chabanloo, 2020).
(Ghadiri & Mazlumi, 2020) applied Self-Organizing Map (SOM) clus-
tering algorithm for a new setting group-based adaptive protection co-
ordination scheme that groups the miscoordinated relay pairs based on
their similarity. The scheme aims to resolve the mis-coordination be-
tween the primary and backup relays. (Chabanloo et al., 2018b) models
an offline adaptive protection problem as a multi-objective function and
proposes a new method to optimize the number of SGs and time delays
of overcurrent relays. However, frequent changes among the SGs in
adaptive protection can reduce the reliability and availability of relays
in protection systems according to (Piesciorovsky & Schulz, 2017c),
which compared programmable logic and setting group methods for
adaptive overcurrent protection systems. In the programmable logic
method, a setting group is determined by utilizing a programmable logic
method and mathematical operators instead of utilizing several different
SGs. Clustering and setting group methods for adaptive protection sys-
tems, including the voltage-current characteristic curve of relays, are
suggested to eliminate the adverse effects of photovoltaic systems (PVs)
integration on the coordination of relays (Singh & Agrawal, 2018).
(Sorrentino & Rodríguez, 2023) introduces an additional factor in the
study to evaluate the probability of topology occurrence in the system.
Although this factor may present challenges in certain cases, it yields
favorable outcomes even when approximated or based on the expertise
of power system operators. (Alam et al., 2022; Carlos et al., 2022; Zhang
et al., 2011) suggest clustering-based protection scheme using K-means,
while considering merely short circuit current as input in clustering
process. This is improved by (Ojaghi &Mohammadi, 2018) considering
time delay of relays as an input data for clustering, but the effects of time
dial setting on the index calculation (time calculation) during clustering
process (not final relay setting) is marginalized; in other words, the
value of each TDSs is assumed to be 1. However, the calculation of time
delays to be used as clustering input by using unity TDS (TDS=1) is not a
precise approach. (Barranco-Carlos et al., 2023) compared several
clustering algorithms, namely K-means, K-medoids, and Hierarchical
Agglomeration, to each other and it was emphasized that there is min-
imal disparity among these methods in terms of their clustering per-
formance. This means the index selection to be used as clustering input is
more important than merely focusing on the algorithms (Barranco-
Carlos et al., 2023; Zhang et al., 2011). In this study, K-means algorithm
with Manhattan distance and maximum short circuit current as clus-
tering input yields the best result. The existing literature aims to find a
promising solution to address the drawbacks of the conventional system
with a fixed setting. However, only some of them consider an acceptable
index for clustering the topologies into the number of SGs or fewer.
Moreover, communication failure is not considered in the clustering
process. In this research, we ensure the clustering process by considering
the realistic value of relays operation time and then present two prac-
tical schemes that use IEC 61850 sampled values and GOOSE protocol to
monitor the system and activate the related SG depending on the
changes in the network topology. Therefore, the main contributions of
this research are summarized as follows:

1) In the existing literature, the impact of the TDS during the clustering
process has been overlooked. Some researchers have justified this
omission by citing the need for simplicity. However, this approach,
which involves setting groups, is part of the offline phase. The pur-
suit of simplicity is not a significant advantage in offline and non-
real-time calculations, such as the offline calculation of the setting
group presented in this paper. Moreover, such studies including
(Ojaghi&Mohammadi, 2018) have typically assumed a TDS value of
1 during the clustering process for all relays. While this assumption
simplifies the process and reduces the computational load, which is
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not a significant concern in offline calculations, it has been found to
yield inaccurate results. By incorporating realistic TDS values into
our clustering methodology, we have rectified the inaccuracies
inherent in previous approaches. This enhancement ensures that the
clustering process considers the unique characteristics of each to-
pology, thereby enabling the calculation of more precise and reliable
relay settings. This process employs two clustering methods to tackle
the common memory limitation in commercial relays. The first is K-
means, where ‘K’ represents the number of clusters. The second
method is Automatic Clustering, which is used to evaluate the impact
of clustering without constraining the algorithm to group the 25
topologies into a specific category, which considers both cohesion
and separation indices in clustering and compares with traditional
methods, adaptive protection based on K-means and the method in
previous research in the Table 11. Therefore, Method 1 is based on
what presented by (Ojaghi & Mohammadi, 2018) to have compari-
son, and Method 2, Method 3, and Method 4 is what we have pro-
posed to achieve the mentioned goals.

2) Existing literature, lacks a detailed description of the setting group-
based Adaptive Centralized Protection and Control Scheme
(ACPCS) using commercial devices and IEC 61850. This includes
Scheme 1 and 2, as depicted in Fig. 2 and Fig. 3, which cater to the
protection of up to 30 feeders, with or without traditional relays. This
paper explores the opportunities and challenges these schemes pre-
sent. Moreover, these two practical ACPCS implementations address

Fig. 1. General overview of the proposed method.

Fig. 2. Proposed centralized adaptive protection scheme 1 which covers the
protection of up to 30 feeders combined with traditional relays.

M. Pashaei et al.
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the limitations of conventional methods, such as miscoordination
and extended delays. In addition, traditional relay testing, which
involves isolating the relay from the power system and injecting
current to check the operation time, is also discussed. In this current
form of relay testing, engineers are primarily testing the depend-
ability of protection schemes, i.e., issuing a trip when required.
However, the security of the protection system, which involves
avoiding unnecessary trips for other system zones when testing a
specific zone, has been overlooked. This issue, along with other
benefits that these two proposed schemes offer, is also addressed in
the paper. Furthermore, the paper discusses the use of a disturbance
recorder to generate real values from the setup. This allows for a
comparison between the Artificial Intelligence (AI) or Machine
Learning-based (ML-based) method and the available methods for
better judgment.

3) Additionally, we proposed the concept of robust setting group, RIAPS
method, to cover all or most topologies in scenarios involving fail-
ures in networks that lack redundant communication, such as those
without PRP (Parallel Redundancy Protocol) or HSR (High-avail-
ability Seamless Redundancy).

4) Hardware-in-the-loop implementation of the proposed schemes
using IEC 61850–9-2 LE (SVs) and IEC 61850–8-1 (GOOSE) along
with the challenges and opportunities are also proposed to tackle the
problems related to traditional protection schemes.

This paper is structured as follows. Section 2 describes the method-
ology and algorithms used in this study, including the mathematical
formulation of the K-means clustering algorithm, the automatic clus-
tering algorithm, the protection coordination objective function, and the
general overview of the proposed method and the practical imple-
mentation of ACPCS. Section 3 introduces the test system and the results
of the conventional protection coordination in the test system. Section 4
discusses the simulation results for the proposed Methods 1 to 4. Section
5 is intended for hardware-in-the-loop implementation of the proposed
method. The final section concludes the paper and suggests directions
for future studies.

2. Methodology and algorithms

When it comes to storing SGs in relays, there exist two approaches.
The first approach assumes that relays have a limited capacity to store
SGs. On the other hand, the second approach involves real-time calcu-
lation of settings and allows for multiple settings to be sent and activated

within a single setting group. The primary focus of this paper is on the
first approach, which emphasizes the necessity of clustering network
topologies and reducing their numbers in situations where networks
lack the capability to perform online setting calculations or where
implementing a power system with online setting calculation is not cost-
effective. This is necessitated by the limited storage capacity of com-
mercial relays. In this approach, the clustering index plays a key role.
Among the various indexes used for clustering in power system pro-
tection, the time delays of relays have been identified as one of the most
effective (Ojaghi & Mohammadi, 2018). This index considers the in-
fluence of both short circuit currents and load flow, which contribute to
its calculation. It is important to note that during the clustering stage,
precise relay operation times for different faults cannot be determined
since the exact time can only be determined after the relay settings are
calculated, which occurs after the clustering step. Nevertheless, clus-
tering the scenarios based on this approximate index is an effective
method of categorization. In contrast to the first method (section 4.1),
which assumes a fixed TDS for all relays (TDS=1) (Ojaghi & Moham-
madi, 2018) during clustering process, this paper proposes three alter-
native methods that employ different TDS values based on the
topologies and use Equation (11) on page 12 of this paper to generate
clustering input. In summary, Methods 1, 2, and 3 utilize both section
2.1 and section 2.3 for the tasks of relay clustering and coordination,
respectively. On the other hand, Method 4 employs section 2.2 and
section 2.3 for these same tasks. To illustrate the proposed method, a
general flowchart is presented in Fig. 1, depicting the various steps
involved. In the following subsections, the K-Means (Section 2.1) and
automatic clustering (Section 2.2) algorithms, along with the time delay
objective function, will be presented in detail.

At a practical level, once all the necessary processes such as clus-
tering, setting calculation, and storing them in different setting groups
have been completed, mature standards like IEC 61850 can be imple-
mented. In this implementation, voltage and current values are
measured at the process level. These values can be transmitted to
centralized protection and control devices using merging units, which
digitize the values with a 4 kHz sampling rate. Upon receiving the values
and status information from the power system, the centralized protec-
tion and control device acts by issuing alarms or initiating trips based on
predefined values within the SGs. Additionally, the centralized device is
responsible for monitoring the status of the system and implementing
control actions as necessary. This includes the ability to modify the
setting group based on the current topology of the network, ensuring
optimal protection and control measures are in place. It is worth
mentioning that merging units can also support the capability of sending
circuit breaker status information to monitor the state of the system and
activate the relevant setting group as well. Another crucial aspect of the
proposed scheme is the utilization of centralized protection and control
devices. For instance, the SSC600 (ABB) can be considered as an
example of a centralized protection device utilized in both schemes 1
(Fig. 2) and 2 (Fig. 3). Based on the existing relays, networks, and the
vendor of the centralized protection and control devices, several
schemes can be engineered. Two examples of such schemes are Scheme
1 and Scheme 2, which are illustrated in Fig. 2 and Fig. 3 respectively
(field devices shown in both figures are from Hitachi). In scheme 1
(Fig. 2), there is the possibility of using relays as a backup and intelligent
merging unit, which can eliminate the need for separate merging units in
the centralized protection scheme. However, these relays must support
both IEC 61850 and the necessary features of centralized adaptive
protection. It is worth noting that this scheme may not be cost-effective
if the aim is to design such a system from scratch. In Scheme 2 (Fig. 3),
the bay-level relays are eliminated, resulting in reduced system costs. In
all schemes based on IEC 61850, time synchronization plays a pivotal
role. A grand master clock using IEEE 1588 can be used for this purpose,
and in case of failure, any of the other relays with the best performance
can act as a master to provide necessary continuity. To gain a more
comprehensive understanding of the centralized protection scheme in

Fig. 3. Proposed centralized adaptive protection scheme 2 which covers the
protection up to 30 feeders without traditional relays.
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the industry extensive investigation was done by (Ganoo et al., 2022).
The study investigates various aspects such as requirements, benefits,
and challenges associated with the centralized protection scheme, while
also acknowledging that the discussion is not limited to these aspects
alone. The research highlights the advantages such as centralized data
acquisition and future-proof solutions, which significantly reduce the
physical footprint of substations and minimize the time required for
engineering, commissioning, maintenance, and also real-time testing of
relays as discussed by (Piesciorovsky & Schulz, 2017b). These ad-
vancements contribute to cost-efficiency benefits in terms of total
expenditure, asset management, enhanced protection reliability leading
to higher availability, reduced mean time to repair, and efficient spare
part management. Additionally, the study reveals unprecedented flexi-
bility in the system, resulting in up to 15% savings in lifecycle costs,
alongside other benefits and challenges that are thoroughly explored.
The proposed schemes offer several key advantages, one of which is
their ability to address traditional relay testing, which involves isolating
the relay from the power system and injecting current to verify the
operation time. Such relay testing primarily focuses on the depend-
ability of protection schemes, ensuring a trip is issued when necessary.
However, the security aspect, which involves avoiding unnecessary trips
for other system zones when testing a specific zone, is often overlooked.
These issues highlight the benefits of the proposed centralized adaptive
protection and control schemes. These schemes consolidate measure-
ments from various points into a centralized protection and control
device at the substation level. This centralization also allows for the use
of a disturbance recorder to generate a large amount of real values from
the setup. Such data can assist Distribution System Operators (DSOs) in
developing new functionalities using machine learning techniques and
artificial intelligence to develop new functionalities such as prediction
of permanent earth faults, thereby preventing intermittent earth faults
from developing into permanent ones (Pashaei et al., 2023). This
approach also enables a comparison between Artificial Intelligence or
Machine Learning-based methods and existing methods, allowing for
better judgment of ML-based techniques. Dynamic testing of devices in
the IEC 61850-based protection scheme in the proposed setups allows
for considering the entire system and devices effect on relays setting.
This ensures service continuity and considers the impact of the entire
system on relay settings (Valtari, Dominguez, Coggan, Starck, &
Pritchard, 2023). Simplicity of testing and running various test pro-
cedure in the initial engineering phase brings about many opportunities
to improve relays setting at the same time as reducing the cost (Valtari,
Dominguez, et al., 2023). In the proposed scheme for setting group-
based centralized adaptive protection scheme, SSC600 is a physical
device. The scheme can also benefit from virtualized centralized pro-
tection and control as a software image to be run at the edge (Kulmala
et al., 2023a; Schönborn, Birke, Kozhaya, & Sivanthi, 2023a; Valtari,
Kulmala, et al., 2023b). Virtualization decouples software from the
underlying hardware and enables deploying applications from different
vendors on the same hardware. Virtual Machines (VMs) and containers
are among virtualization technologies (Schönborn et al., 2023; Valtari,
Kulmala, et al., 2023). Using 5G as a communicationmedium to improve
latency of communication is also an ongoing research and some inter-
esting papers can be found in (Kokkoniemi-Tarkkanen et al., 2023;
Raipala et al., 2023). (Kokkoniemi-Tarkkanen et al., 2023) make use of
wireless 5G-enabled edge computing for fault location and edge-to-edge
interstrip to improve communication latency in both 5G Stand Alone
(SA) and Non-Stand Alone (NSA) networks. It compares the latency,
jitter, and shows that 5G SA reaches closer to the requirements of pro-
tection application.

Both Scheme 1 and Scheme 2 employ a Parallel Redundancy Protocol
(PRP) with zero-switchover time to improve the reliability of substation
communication. This strategy mitigates potential link and switch fail-
ures and aligns with the IEC 62439–3:2012 standard. The redundancy
scheme, based on the SSC600 technical manual is illustrated in Fig. 4,
duplicate all transmitted data across two independent LAN and Ethernet

ports. The implementation of these schemes necessitates two SSC600
devices, two switches, and two grand master clocks. Furthermore, the
schemes can be extended using the COM600 for monitoring and inter-
substation communication, although this extension is not within the
purview of this paper. For additional information, please refer to the IEC
62439–3:2012 standard, as well as the technical and engineering man-
uals of the SSC600 and SMU615.

2.1. K-means clustering algorithm

Clustering algorithms are normally used for grouping different data.
Data that belong to the same group (cluster) has the same features. The
selection of the K value, which determines the number of clusters, is
indeed a significant point of discussion. We acknowledge that the choice
of setting groups is influenced by various factors, including but not
limited to the specific objectives of the study, the expertise of Distri-
bution System Operators (DSOs), the limitations imposed by relays in
terms of the number of setting groups they can accommodate, the reli-
ability and availability index of the relays in the reliability analysis, and
the availability of setting groups in the relays themselves. For instance,
one scenario where different setting groups may be utilized is in studies
involving islanding or the adaptation of setting groups for different
seasons, such as winter and summer, where only two setting groups are
employed. In our proposed scheme for the IEEE 14 bus test system, we
have explored the use of four, three, and two setting groups based on
different methods and the availability of setting groups. One of the most
popular and useful clustering methods is K-Means algorithm, which is
also known as Loid’s algorithm. In this algorithm, the objective function
(OF) is defined as:

OF :
∑k

i=1

∑

x∈ci

d(x,mi) (1)

In this method, there are several options for calculating the distances
and extracting similarities such as Minkowski. In Minkowski method,
the distance between two vectors (xs, xt) is calculated by using (2).

dst =
̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅
∑n

j=1

⃒
⃒xsj − xtj

⃒
⃒pp

√

(2)

After the clustering, for each cluster, optimum settings based on objec-
tive function (7) are computed.

2.2. Automatic clustering algorithm

The clustering of topologies based on fixed or fewer number of
setting groups by using K-Means will be analyzed by the objective

Fig. 4. Parallel redundancy protocol for schemes 1 and 2.
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function presented in the section 2.1. In this algorithm, the number of
clusters, which is fixed through the procedure, is given to the algorithm,
but it is not guaranteed that this number is the one that leads to the
optimal time delays of the relays. Another drawback of this algorithm is
that cohesion is the only index for clustering. In other words, only
similarity is important in this method and the differences among input
data are neglected. However, considering the separation index or in
other words, considering the amount of differences among input data
can positively affect the number of clusters, thus the settings. The large
number of SGs is also a reason for reducing the availability of relays in
protection systems because of multiple changes among the SGs (Ojaghi
& Mohammadi, 2018). Therefore, in this paper, automatic clustering
algorithm (Davies& Bouldin, 1979), which includes both separation and
cohesion indices concurrently, is also used to analyze the effect on
clustering topologies of networks. We looked into the employment of the
Harris Hawks Optimization (HHO) (Heidari et al., 2019), Grey Wolf
Optimizer (GWO) (Faris, Aljarah, Al-Betar, & Mirjalili, 2018), Artificial
Bee Colony (ABC) (Karaboga & Basturk, 2007), Particle Swarm Opti-
mization (PSO) (Marini & Walczak, 2015), Genetic Algorithm (GA)
(Mirjalili &Mirjalili, 2019), and Teaching-Learning-Based Optimization
(TLBO) (Rao, Savsani, & Vakharia, 2011) algorithms to optimize K-
means and Automatic clustering objective functions in our research. All
of the methods produced similar results, with HHO showing an advan-
tage in the cost function’s convergence, which will be discussed. As a
result, we focused on HHO in this study. In Algorithm 1, the pseudo code
for both K-means clustering and Automatic clustering using using Harris
Hawks Optimization (HHO) algorithm is presented. The objective
function for automatic clustering, where there is no requirement to
determine and enforce the number of setting groups (clusters), is as
follows.

OF = DBind :
1
k

∑k

i=1
Ri (3)

Ri = max
j∕=i

(Si + Sj/di,j) (4)

di,j =
̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅
∑d

p=1

⃒
⃒mip − mjp

⃒
⃒tt

√

(5)

Si =

̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅

1
Ni

∑

x∈ci
d(x,mi)

qq

√

(6)

2.3. Optimization algorithm for time delays of relays

The main objective in time delays of relays optimization is to
determine the optimal coordination between overcurrent relays in
different scenarios while minimizing the sum of operating times of the
primary and backup relays for near-end faults (forward current). To
calculate settings of relays, it is essential to calculate time dial settings
(TDS) and pickup currents (Ip) firstly. TDSs and Ips are obtained by
optimizing the following objective function (7), while all the technical
constraints (8)-(10) are satisfied.

OF :
∑N

i=1

∑M

j=1
tij =

∑N

i=1

∑M

j=1
A× TDSj/(Iscij/Ipj)

B
− 1 (7)

tb − tm ≥ CTI (8)

TDSj,min ≤ TDSj ≤ TDSj,max (9)

Ipj,min ≤ Ipj ≤ Ipj,max (10)

Pseudo code for both K-means and Automatic clustering using Harris

hawks optimization (HHO) algorithm is presented as follows.
Algorithm 1: Pseudo code for clustering using HHO
Begin Clustering using the Harris hawks optimization
Input parameters:MaxIterations, PopulationSize, Data x, Number of Clusters k (only
for K-Means method)
Initialize Population: Let M = PopulationSize
Generate M initial possible solutions (hawks positions) randomly within the data
bounds
Evaluate fitness values according to Eq (1) for K-Means clustering and according to
Eq (3) for Automatic clustering
While (not reached MaxIterations):

For each hawk in the population:
Generate a random number q in the range [0, 1]
If q >= 0.5 (Exploration phase):
Generate a random number r in the range [0, 1]
If r < 0.5:

Update hawk’s position using Levy Flight Strategy relative to GlobalBest
Else:

Update hawk’s position using Random Exploration relative to another randomly
selected hawk
Else (Exploitation phase):
Generate a random number r in the range [0, 1]

If r < 0.5:
Update hawk’s position using Soft Besiege strategy towards GlobalBest

Else:
Update hawk’s position using Hard Besiege with rapid dives towards GlobalBest
Apply bound constraints to hawk’s position
Evaluate the new position’s fitness
If the new fitness is better than the hawk’s current fitness:

Update hawk’s position and fitness
If the hawk’s fitness is better than GlobalBest’s fitness:
Update GlobalBest with hawk’s position and fitness

End For
Termination Criteria:
Check if termination criteria are met, such as reaching a maximum number of

iterations or achieving convergence
Update Best Solution:
Keep track of the best solution found so far in terms of fitness
End while
Report the population as the final set of cluster centroids

End Clustering using Harris hawks optimization

3. Case Study: IEEE 14-Bus test system

In Fig. 5, IEEE 14-bus test system that is available in Power Factory
15 (Examples Section) is illustrated. Relays in this test system must be
directional in order to provide a selective protection system due to the
bidirectional flow of current. Relays’ coordination is done for the 33 kV
sector of the test system, considering N-1 contingency, which can be
modeled as a line outage, a generation unit outage or a transformer
outage. The purpose of this study is to examine the coordination of
overcurrent relays in power systems bymodelling these changes through
equipment outages, which can also be planned for maintenance pur-
poses, to minimize power losses, or to balance loads among feeders.
While the IEEE 14 Bus system does not explicitly include DGs in its
distribution part, we incorporated the impact of DGs through the
consideration of various resource outages. Specifically, we considered
five generators (G1, G2, G3, G4, G5) and their outages as five different
scenarios in the active network. This approach allowed us to assess the
coordination of all relays in the distribution part under different outage
conditions. The topologies 1–16, represent the outage of lines 1–16 (L1,
L2… L16), respectively. The transformers 1–3 (T1, T2, T3) outages create
the topologies 17–19; the topologies 20–24 are related to the G1-G5
outages. The main topology of the network (without any outage) is
considered as the topology 25. The characteristic curves of the relays are
standard inverse. In addition, A, B, CTI, TDSj,min, and TDSj,max, are 0.14,
0.02, 0.2, 0.05, and 2, respectively. Moreover, Ipj,min and Ipj,max are
considered to be 1.2 and 1.5 times as large as the maximum load current,
respectively. In conventional relay coordination for networks, the goal is
to determine a robust setting that ensures coordinated operation of re-
lays for all topologies, which means the robust setting that covers to-
pology number 1 to 25. To compare the result of proposed methods, a
conventional relay coordination problem is solved for all 25 topologies
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by analyzing the three-phase maximum near-end fault in this section.
The load currents passing through the relays are calculated for each line,
generation unit, or transformer outage. The quantities of Ipmin , Ipmax are
assumed to be 1.2 and 1.5 times larger than the maximum load current,
respectively. The optimization algorithm is applied to the data gener-
ated by short circuit and load flow analysis using the DIgSILENT Pro-
gramming Language (DPL). It determines the values of TDS and Ip for the
conventional setting and main topology setting, considering worst-case
scenario among all possible topologies. Table 1 presents the results of
solving the relay coordination problem for 22 relay pairs, aiming to
minimize the operating times of the main and backup relays.

4. Proposed methods relay for coordination

Table 1 indicates that the average operating time of the relays is
substantial due to the need for their settings to be compatible with all
topologies. The conventional method of coordination, which relies on a
single robust setting to address all scenarios, can result in instances
where coordination between specific main and backup relays is insuf-
ficient. Even when proper coordination is achieved, the operation delay
time may not meet the desired level of satisfaction. Therefore,
employing adaptive protection mechanisms is a more sensible approach
to tackle such issues and avoid miscoordination between relays. It is
important to note that the selection of an appropriate index for topology
clustering has a profound impact on the effectiveness of adaptive coor-
dination. Hence, in this section, we analyze the effects of index selection

Fig. 5. Single-line diagram of the IEEE 14-bus test system.

Table 1
Optimal setting for the OCRs.

Main Relays Optimal settings for the OCRs Backup Relays

Main Topology Setting Conventional Setting

TDS IP (kA) TDS IP (kA)

1 0.28 0.190 0.29 0.292 5,8
2 0.05 0.200 0.05 0.292 4
3 0.33 0.041 0.27 0.199 1
4 0.16 0.044 0.12 0.160 6,15
5 0.05 0.379 0.08 0.382 3,15
6 0.22 0.460 0.23 0.396 2,8
7 0.30 0.200 0.22 0.342 2,5
8 0.18 0.195 0.15 0.342 10
9 0.27 0.102 0.15 0.373 7
10 0.31 0.098 0.20 0.373 12
11 0.17 0.168 0.10 0.477 9
12 0.36 0.160 0.24 0.477 14
13 0.16 0.251 0.17 0.388 11
14 0.16 0.249 0.12 0.388 16
15 0.13 0.147 0.15 0.239 13
16 0.26 0.144 0.20 0.239 3,6
∑
t 23.76 26.40

taverage 0.540 0.614
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on the operating times of the relays within the context of clustering.

4.1. Time delay-based clustering of the relays (Method 1)

One of the clustering indices is time delays of the relays, which in-
cludes pick-up and short-circuit current. For simplification purposes, the
quantity of TDS for each relay is suggested to be 1 (Ojaghi & Moham-
madi, 2018). By knowing the quantities of Isc and Ip and using (11), the
time delays of the relays for all topologies are determined as Fig. 6,
which is only used for clustering process. The average operating times
for all 16 relays in each of the 25 topologies, for three-phase close-in
faults (Singh& Agrawal, 2018), which is the worst-case scenario and the
most severe type of fault that can occur in the test system, are utilized as
input data for the clustering algorithm. These averages, representative
of each topology in clustering which is shown in Fig. 6, are calculated
based on the operating times of relays R1 to R16 within each topology.
For instance, the outage of line 1 results in topology 1. In this topology
the time delay for the short circuit current for R1 to R16 is calculated
and their average is the representative of topology 1 in the clustering.
This is repeated for all other 24 topologies.

t = (0.14× TDS)/((Isc/Ip)0.02 − 1) (11)

Fig. 6 shows the variation in average time delays used for clustering
process across topologies 1 to 25. Notably, Topology 23 indicates the
highest value and is related to a generation contingency (G4), followed
by Topology 17 representing a transformer contingency. These varia-
tions stem not only from the type of equipment involved but also from
the network configuration, installation location etc. The figure further
presents the impact of selected topologies representing different sce-
narios on relays 1 to 16 in clustering process. These scenarios include
line contingencies in cluster 1 (topologies 12, 13, and 14), generation
contingency (topology 23), transformer contingency (topology 17), and
a line in transmission level contingency (topology 1). In Fig. 6, we can
observe zero-time delays for relays 7, 8, 9, and 11 in Topology 12. This is
because, after the outage of line 12, these relays are not part of the
relevant topology for the three-phase close-in fault scenario in coordi-
nation process for main and backup pairs. Similar observations can be
made for other topologies where relays are not involved in the specific
fault scenario being analyzed.

After applying K-means clustering algorithm, optimizing the objec-
tive function (1), topologies are categorized into four different clusters

based on Table 2, Fig. 7, and Fig. 8.
The depicted figure serves as a valuable means of validating the

clustering results, as it clearly demonstrates that the selected topologies
for each cluster must adhere to a specific order. This order ensures that
topology 13, for instance, cannot be grouped within the same cluster as
topology 23.

Fig. 6. Clustering input for Method 1.

Table 2
Topology clusters by using Method 1.

Cluster 1 Cluster 2 Cluster 3 Cluster 4

14،13،12 1–8,11, 24–17 25،9 16،15،10

Fig. 7. Bar diagram of clustering input based on time delay index considering
only the effect of load flow and short-circuit.
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The index of topologies in each cluster is presented in Table 2. The
settings of relays for each cluster are determined by optimizing the
objective function (7). The results for settings of relays are presented in
Tables 3 and 4. The bar diagram of the time delays of the relays in
different topologies that is illustrated in Fig. 7 shows that similar to-
pologies (in terms of time delay) belong to the same clusters, which
verifies the accuracy of the clustering algorithm. The convergence of K-
means clustering is depicted in Fig. 9.

The average of time delays of the relays, which is obtained using the
conventional method is 0.614 s. According to Tables 3 and 4, the
average of time delays of the relays in clusters 1 and 2, which includes
80% of the topologies, decline by 30.78% and 7.49% in comparison with
the conventional method, respectively. In addition, the total average of
time delays of the relays decreases to 0.576 (about 6% in comparison
with conventional method). In cluster 3, accounting for only 8% of the
topologies, an increase in time delay is observed. Despite satisfying the
coordination problem, this increase is undesirable. To cluster the to-
pologies more efficiently, the effects of TDSs must be included in the
clustering algorithm. This aspect is further investigated in Method 2.

4.2. Time delay-based clustering of the relays by considering TDSs effects
(Method 2)

In Method 1, the clustering process only considers the impacts of
fault and load flow (pickup) currents. Furthermore, all Time Dial Set-
tings (TDSs) are assumed to be 1 during the clustering process. While
this approach is simple and requires fewer calculations, it has been
found to be inaccurate. It is worth noting that simplicity is not a sig-
nificant advantage in an offline and non-real-time calculation like the
one described in this paper. By incorporating the realistic TDS values
into our clustering methodology, we can overcome the inaccuracies of
the previous approach. This enhancement ensures that the clustering
process takes into consideration the specific characteristics of each to-
pology and enables us to calculate more precise and reliable relay set-
tings. To elaborate further, our methodology places emphasis on
gathering the average time delays of 16 relays for each of the 25 to-
pologies, which are used as inputs for the clustering algorithm as shown
in Fig. 10. The setting and time delays in this stage (TDS and Ip to
calculate the t for all 16 relays in all 25 network topologies) are just for
clustering. To calculate the average time delay of 16 relays for each
topology to be used in clustering process, the setting calculation does not
require considering other topologies and scenarios, unlike the next stage
in which we consider all topologies in each cluster for the final relay

settings to cover all possible topologies within each cluster. In this case,
the results of clustering are shown in Table 5, and the results of optimum
relay settings are demonstrated in Table 6. The results for cluster 1 and
cluster 2 are same as Table 3. In Fig. 11, the bar diagram of the average
time delays of the relays in the different topologies is presented, which
confirms the accuracy of clustering; for example, topologies 12–14
which belong to the same cluster, appear subsequently in the bar
diagram.

The method achieves a reduction of 7.65% and 1.56% in the overall
average time delays of the relays, ultimately reaching a value of 0.567.
This indicates that the proposed method outperforms both the conven-
tional method and Method 1 in terms of reducing time delays in relay
operations.

Fig. 12 presents the final operation time delays for all relays in To-
pology 12 considering the maximum three-phase close-in short circuit
current. These delays account for bothmain and backup pairs, as defined
in Table 6. It is important to note that some relay pairs, namely ((R1,
R8), ((R6, R8), ((R8, R10), ((R11, R9), ((R13, R11)) show a zero-time
delay for Topology 12. This indicates that, due to the outage of line
L12 in this specific topology, there is no current flowing through these
relays during the three-phase close-in fault scenario, meaning that there
is no need for coordination between these pairs.

4.3. Reliability Improvement in adaptive protection systems (RIAPS)
(Method 3)

In the Sections 4.1 and 4.2, the relay settings were determined using

Table 3
Optimal settings for the OCRs at the cluster 1 & 2 by using Method 1.

Main Relays Optimal settings for the OCRs Backup Relays

Cluster 1 Cluster 2

TDS IP (kA) TDS IP (kA)

1 0.29 0.123 0.27 0.292 5,8
2 0.05 0.117 0.05 0.292 4
3 0.30 0.033 0.24 0.199 1
4 0.19 0.033 0.11 0.160 6,15
5 0.09 0.302 0.08 0.324 3,15
6 0.22 0.302 0.21 0.335 2,8
7 0.12 0.215 0.20 0.342 2,5
8 1.16 0.194 0.15 0.342 10
9 0.05 0.127 0.14 0.373 7
10 0.05 0.127 0.19 0.373 12
11 1.16 0.192 0.09 0.477 9
12 0.13 0.214 0.24 0.477 14
13 0.23 0.156 0.16 0.388 11
14 0.12 0.174 0.11 0.388 16
15 0.17 0.124 0.15 0.207 13
16 0.22 0.124 0.18 0.207 3,6
∑
t 14.47 24.43

taverage 0.425 0.568

Table 4
Optimal settings for the OCRs at the cluster 3 & 4 by using Method 1.

Main relays Optimal settings for the OCRs Backup relays

Cluster 3 Cluster 4

TDS IP (kA) TDS IP (kA)

1 0.38 0.116 0.32 0.148 5,8
2 0.05 0.105 0.05 0.118 4
3 0.31 0.093 0.32 0.057 1
4 0.14 0.093 0.16 0.057 6,15
5 0.09 0.374 0.07 0.396 3,15
6 0.33 0.374 0.26 0.396 2,8
7 0.46 0.122 0.39 0.152 2,5
8 0.30 0.122 0.24 0.152 10
9 0.43 0.065 0.35 0.097 7
10 0.47 0.065 0.38 0.097 12
11 0.29 0.097 0.22 0.154 9
12 0.53 0.097 0.43 0.154 14
13 0.31 0.162 0.23 0.234 11
14 0.26 0.162 0.18 0.234 16
15 0.29 0.085 0.16 0.239 13
16 0.42 0.085 0.24 0.239 3,6
∑
t 32.74 25.06

taverage 0.744 0.659

Fig. 9. Convergence of K-means clustering algorithms.
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clustering into four groups, without considering potential failures of the
central server and communication links. In this method, an additional
setting group is assigned for robust settings, which would be activated in
the event of a central server or communication link failures. This
approach ensures coverage for all or most of the network topologies.
When a failure occurs, an alarm is triggered for the operator simulta-
neously with the activation signal for the last setting group dedicated to
the robust settings. The logic for activating the setting groups may vary
depending on the manufacturer. For example, in ABB’s centralized
protection device known as SSC600, the last setting group holds higher
priority, allowing important settings to be stored in this group. In other

words, when two setting groups receive an activation signal, only the
last one with higher priority will be activated. Once the alarm command
and activation signal are deactivated, the robust setting group is
disabled, and the settings are reset to the normal operating conditions.
In terms of activating the relevant setting group using the IEC 61850
standard, relay communication supervision is facilitated through
GOOSE engineering. This is accomplished by configuring the “Max time”
parameter within the GOOSE control block, which represents the
background heartbeat cycle time. The Max time parameter determines
the duration of the supervision heartbeat, enabling the client to detect
any failures or disruptions in the communication source within the
specified timeframe. The value of this parameter can range from “1000
ms” to “60000 ms” and ensures continuous transmission of messages by
the protection relay, even in the absence of data changes. This contin-
uous transmission allows the receiver to detect any loss of communi-
cation, thus enabling effective supervision of the communication link.
This method involves activating the last setting groups in Scheme 1
(presented in Fig. 2) or taking the necessary actions by the operator in
Scheme 2 (shown in Fig. 3). Considering that the relay can store four
different setting groups, and one setting is allocated for robust settings,
the number of clusters needs to be reduced to three. This robust setting is
derived from a traditional method and will not be superior to a setting
obtained from clustering. However, it serves as the only viable solution
to salvage a significant portion of the networks that lack redundancy
schemes in the event of communication link unavailability. In this case,
the clustering results are presented in Table 7. The settings for clusters 1
and 2 are the same as cluster 1 and cluster 2 in Method 2, respectively.
The settings for the other clusters are shown in Table 8.

Fig. 10. Clustering input for Method 2.

Table 5
Topology clusters by using Method 2.

Cluster 1 Cluster 2 Cluster 3 Cluster 4

14،13،12 1–8,11
17–22,24,25

23 16،15،10،9

Table 6
Optimal settings for the OCRs at the cluster 3 & 4 by using Method 2.

Main relays Optimal settings for the OCRs Backup relays

Cluster 3 Cluster 4

TDS IP (kA) TDS IP (kA)

1 0.32 0.115 0.31 0.148 5,8
2 0.05 0.102 0.05 0.118 4
3 0.39 0.022 0.27 0.093 1
4 0.20 0.022 0.14 0.093 6,15
5 0.10 0.265 0.07 0.396 3,15
6 0.26 0.265 0.26 0.396 2,8
7 0.38 0.098 0.39 0.152 2,5
8 0.29 0.098 0.24 0.152 10
9 0.35 0.051 0.35 0.097 7
10 0.47 0.051 0.38 0.097 12
11 0.18 0.134 0.22 0.154 9
12 0.46 0.134 0.43 0.154 14
13 0.24 0.165 0.23 0.234 11
14 0.18 0.165 0.18 0.234 16
15 0.22 0.076 0.16 0.239 13
16 0.33 0.076 0.24 0.239 3,6
∑
t 29.18 25.85

taverage 0.663 0.646

Fig. 11. Bar diagram of the average time delays of the relays in each topology.
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In this case, the total average of time delays of main and backup
relays (0.563 s) decreases by 8.31%, 2.26%, and 0.7% in comparison
with the conventional method, the Method 1 and Method 2, respec-
tively. For this network (IEEE 14-bus test system), the RIAPS method is
the best option because it achieves the best results in terms of time de-
lays and performance. By changing the setting group to the robust one,
the RIAPS method improves the protection system’s performance when
facing failures.

4.4. Time delay-based clustering of the relays by using automatic
clustering algorithm (Method 4)

The automatic clustering algorithm described in Section 2.2 assumes
that the maximum number of setting groups that can be saved by relays

is 4. Based on the separation and cohesion indices presented in the
objective function of the algorithm, it determines whether the clustering
should be performed into four groups or fewer. The results of the clus-
tering obtained using the Automatic Clustering Algorithm are presented
in Fig. 13 and Table 9.

The settings for Cluster 1 and Cluster 2 are shown in Table 10.
Comparing with the conventional method, the average time delays of
the relays in Cluster 1 decline by 30.78%, while in Cluster 2, they in-
crease by 3.75%. The total average time delay of the relays decreases by
0.49% compared to the conventional method, reaching 0.611 s.
Furthermore, in 19 out of 22 pairs of relays (main and backup) in Cluster
2, the relay coordination is superior to the traditional method. In this
method, due to the smaller number of setting groups, the availability of
relays in the protection system is better compared to clustering into
more groups. The two extra setting groups can also be utilized for other
purposes similar to Method 3. For example, one of the additional setting
groups can be dedicated to the robust setting group to handle commu-
nication link and central server failures, or for seasonal variations such
as summer and winter due to temperature variations, thus adjusting
relay settings.

Fig. 14 depicts a bar diagram illustrating the average time delays of
the relays in different topologies. The arrangement of the bars in the
diagram confirms the accuracy of the clustering, as topologies belonging
to the same cluster appear consecutively. This visual representation
reinforces the consistency of the clustering results, ensuring that similar
topologies are grouped together in the analysis.

Fig. 15 displays the convergence of the automatic clustering algo-
rithm, highlighting that its convergence occurs later compared to the K-

Fig. 12. Operation time delay for a selected scenario in cluster 1 (Topology 12).

Table 7
Topology clusters by using method 3.

Cluster 1 Cluster 2 Cluster 3

12–14 1–8,11,17–25 9,10,15,16

Table 8
Optimal settings for the OCRs at the cluster 3 & 4 by using Method 3.

Main relays Optimal settings for the OCRs Backup relays

Cluster 3 Cluster 4

TDS IP (kA) TDS IP (kA)

1 0.31 0.148 0.29 0.292 5,8
2 0.05 0.118 0.05 0.292 4
3 0.27 0.093 0.27 0.199 1
4 0.14 0.093 0.12 0.160 6,15
5 0.07 0.396 0.08 0.382 3,15
6 0.26 0.396 0.23 0.396 2,8
7 0.39 0.152 0.22 0.342 2,5
8 0.24 0.152 0.15 0.342 10
9 0.35 0.097 0.15 0.373 7
10 0.38 0.097 0.20 0.373 12
11 0.22 0.154 0.10 0.477 9
12 0.43 0.154 0.24 0.477 14
13 0.23 0.234 0.17 0.388 11
14 0.18 0.234 0.12 0.388 16
15 0.16 0.239 0.15 0.239 13
16 0.24 0.239 0.20 0.239 3,6
∑
t 25.85 26.40

taverage 0.646 0.614

Fig. 13. Automatic clustering for relays up to 4 SGs.
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means clustering depicted in Fig. 8.

5. Real-time hardware-in-the-loop implementation of the
proposed scheme

In a laboratory setting, the methodology described can be applied
using a hardware-in-the-loop setup as demonstrated in Fig. 16.
Communication between devices in this setup, which is shown in
Figs. 17 and 18, is identical to Scheme 1 and Scheme 2 (Fig. 1 and Fig. 2).
However, instead of using a real grid, a power system is modelled in
MATLAB and executed by a real-time simulator. In this testbed, the
OPAL-RT simulator is capable of generating sampled values (IEC 61850-
9-2 LE) at a frequency of 80 per cycle. This can eliminate the need for
merging units or amplifiers, as shown in Fig. 18. In essence, if only one
merging units is available at a university laboratory, it is still possible to
implement centralized protection scheme covering up to 30 feeders by
exporting an SCL (ICD) file from the sole MUs and make necessary
modifications. Additionally, the setup allows for publishing or sub-
scribing to GOOSE (IEC 61850-8-1) messages for tripping and moni-
toring the status of CBs.

To achieve protection coverage for up to 30 feeders, the OP6500
simulator sends sampled values at a sampling rate of 4000 Hz to the

Table 9
Topology clusters by using Method 4.

Cluster 1 Cluster 2

12–14 1–11, 15–25

Table 10
Optimal settings for the OCRs at the cluster 1 & 2 by using Method 4.

Main relays Optimal settings for the OCRs Backup relays

Cluster 1 Cluster 2

TDS IP (kA) TDS IP (kA)

1 0.29 0.123 0.31 0.292 5,8
2 0.05 0.117 0.05 0.292 4
3 0.30 0.033 0.29 0.200 1
4 0.19 0.033 0.14 0.160 6,15
5 0.09 0.302 0.07 0.395 3,15
6 0.22 0.302 0.24 0.395 2,8
7 0.12 0.215 0.24 0.342 2,5
8 1.16 0.194 0.16 0.342 10
9 0.05 0.127 0.17 0.373 7
10 0.05 0.127 0.20 0.373 12
11 1.16 0.192 0.10 0.477 9
12 0.13 0.214 0.25 0.477 14
13 0.23 0.156 0.18 0.388 11
14 0.12 0.174 0.11 0.388 16
15 0.17 0.124 0.16 0.239 13
16 0.22 0.124 0.20 0.239 3,6
∑
t 14.47 27.41

taverage 0.425 0.637

Fig. 14. Bar diagram of the average time delays of the relays in each topology.

Fig. 15. Convergence of automatic clustering using HHO.

Fig. 16. Hardware-in-the-loop setup for centralized adaptive protec-
tion scheme.
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SSC600 device. The initial step involves application configuration in the
IED software, including time synchronization (GNRLLTMS1), receiving
sampled values (SMVRECEIVE), disturbance recorder (RDRE1), over-
current relay (PHLPTOC), receiving the open status of CB1 (GOOSRCV),
and protection block (Protection) for activating setting groups shown in
Fig. 19. Then process bus, GOOSE, and the signal matrix engineering,
which connects the status of three CBs to the application is also con-
ducted and shown in Fig. 20 and Fig. 21.

After conducting IEC 61850 engineering for the process bus, GOOSE,
and the signal matrix between the first merging unit and the central
relay using the IED software, PCM600, the ICD file from the first
merging unit and centralized device is exported and uploaded to RT-LAB
(Fig. 22), enabling the transmission of sampled values and the status of
circuit breakers upon receiving GOOSE messages from the centralized
protection and control devices (SSC600). For the remaining merging
units, the ICD files from PCM600 are copied as new feeder devices, and
the necessary settings such as AppID, Sampled Value ID, MAC Address,
and Configuration Revision are adjusted accordingly. In GOOSE engi-
neering, each GOOSE control block requires specific parameters,
including AppID, MAC Address, Configuration Revision, Max time, and
Min time. The Max time parameter represents the background “heart-
beat” cycle time, expressed in milliseconds, and can range from 1000 ms
to 60000 ms. The protection relay continues to transmit the message
within the designated heartbeat cycle, even when there are no changes
in the data. This continuous transmission ensures that the receiver can
identify any loss of communication, thereby enabling communication
supervision. The Min time parameter signifies the maximum response
time, also measured in milliseconds, to data changes. This time interval
allows the receiver to discard messages that have become outdated. For
protection relays, the value of the Min time parameter is consistently set
at 4 ms for the transmitted data. Regarding time synchronization, the
setup considers the use of Reason RT430 GNSS Precision-time clock and
Oregano Syn1588 PCI (Installed in OPAL-RT). PTP with power profile
C37.238–2011 is chosen as the synchronization mode, and a peer-to-
peer delay mechanism is employed. The synchronization achieved has
an accuracy of 100 nsec. The modeling also includes epoch time in
seconds and nanoseconds, as well as the PTP state, which shows the 9
states of synchronization: initializing, faulty, disabled, listening, pre-
master, master, passive, uncalibrated, and slave. For more detailed in-
formation, you can refer to the OP5600 catalogue, which provides
comprehensive specifications and features of the OP5600 real-time
simulator. From the provided configuration in Fig. 22, it can be
observed that the SCL file for the IEC 61850-8–1 (GOOSE) publisher is
the same as mentioned earlier, which is the ICD file exported from the
first merging unit and subsequently modified for other two publishers.
As for the GOOSE subscriber, the ICD file exported from the centralised
protection device is utilized. In the case of IEC 61850-9–2 (sampled
values) publishing, there is no need for ICD files when configuring the
RT-LAB.

After completing these steps, the final settings of protection functions
and IEC 61850 engineering in PCM600 are written into SSC600. Now
the centralised protection scheme is ready to study some cases.

There are various scenarios that can be considered, such as the
outage of each source, loads, transformers, and changes in the load
levels. However, for the sake of simplicity, only four scenarios have been
taken into consideration to demonstrate the reliability of the centralised
protection and control scheme using the IEC 61850 standard and the
model of Sundom Smart Grid in Finland (Hannu Laaksonen & Hovila,
2016). The test system, as shown in Fig. 23, is part of Sundom Smart Grid
operating at a dual voltage of 110/21 kV. Three feeders originate from
main substation, each connected to different distributed generation
(DG) sources and loads. Feeder 1 connects to a 3.6 MW wind farm
located 0.733 km away. This wind farm operates at a lower voltage of
575 V. Feeder 2 connected to a 400-kW solar farm located 23.15 km
distant. Finally, Feeder 3 delivers power to a load located at a distance of
7.035 km.

The main topology, which assumes no outages, is referred to as To-
pology I (SG1). When the first, second, and third feeders, which are
equipped with fault controllers in the simulation model, encounter
outage, the resulting network configurations are referred to as Topology
II (SG2), III (SG3), and IV (SG4), respectively. For these four scenarios,
the relay settings are stored in four distinct setting groups (SGs) within
the SSC600. After receiving sampled values (SVs) from the SMU615,
which triggers a trip action that alters the network topology in the

Fig. 17. Hardware-in-the loop implementation of centralized adaptive protec-
tion scheme without MUs and amplifiers.

Fig. 18. Hardware-in-the loop implementation of centralized adaptive protec-
tion scheme with MUs and amplifiers.
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OPAL-RT system using the GOOSE protocol, the circuit breakers are
opened, the status of the breakers is transmitted from the OPAL-RT to
the SSC600 using a GOOSE message. This communication is used to
activate the corresponding setting group associated with the new to-
pology. It is worth noting that SSC600 has different logics for setting
group activation. In this case study logic mode 1 is selected, meaning
that the higher the setting group, the higher the priority. This is shown in
Table 11 according to the technical manual of the relay. In practical
applications, it is often recommended to allocate the higher setting
group of the inverse-time overcurrent relays to scenarios where the
settings can also cover other topologies or situations of significant
importance. This approach is considered crucial to ensure reliable pro-
tection and adequate coordination between relays in power systems.

The operating time of the relay is determined using the IEC standard

inverse curve, which is defined by equation (11) and the relays setting
are as Fig. 24.

Upon successful configuration and setting, the SSC600 is capable of
seamlessly changing the SGs based on different topologies, namely I, II,
III, and IV. The relay operation after applying three-phase close-in faults
in three feeders is depicted in Fig. 25. Prior to the fault occurrence, SG1
is active, indicating the absence of any outage. Subsequently, in
response to the faults, the overcurrent relays promptly issue trip com-
mands. These trip signals are transmitted to the OPAL-RT platform using
GOOSE messages, triggering the opening of the corresponding circuit
breakers in the real-time simulation model. Following the breaker
openings, the status of the breakers is communicated back to the
SSC600, allowing it to accurately determine the current grid topology
and subsequently adjust the setting group accordingly.

Fig. 19. Protection function blocks in the Application Configuration interface of PCM600.

Fig. 20. Signal matrix engineering for the MU of the first feeder.

Fig. 21. Signal matrix engineering for receiving the status of CBs from real-time simulator.
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The results indicate that, in all three cases, after applying faults to
feeders 1, 2, and 3 (F1, F2, and F3), GOOSE messages were sent to the
CBs in the OPAL-RT system, successfully disconnecting them
within 200 ms, with F3 taking nearly 100 ms. Upon receiving the status
of the CBs after opening using the GOOSE message, the setting group,
which was initially SG1, seamlessly changed to 2, 3, and 4 after F1, F2,
and F3, respectively. After ending GOOSE, the setting groups reverts to
its previous state.

While there are numerous settings, logics, and descriptions related
to IEC 61850, the limitations of this paper prevent us from delving
deeper into this section. Our group plans to explore this further in future

works, utilizing the same setup but incorporating 5G as the communi-
cation medium in different use cases. It is important to emphasize that
changing the setting group was a contributing factor to the reduced
availability of relays in the literature. However, the results shown in
Fig. 26 demonstrate that this process takes less than 100 ms, which is a
promising development for centralized protection and control devices. It
is important to note that changing a setting group after issuing trip signal
can be influenced by several factors. These include the communication
protocol used to activate setting groups (e.g., GOOSE, MMS), dedicated
communication links, and other communication network characteris-
tics. Additionally, using GOOSE messages for communication between
CBs and the SSC600 relay in our HIL setup achieves setting group
changes within 1–2 ms for all tested cases, as shown in the event
recorder data. This significantly improves the availability of the power
system protection scheme. It is also important to acknowledge that the
status of circuit breakers can undergo immediate changes upon
receiving a GOOSE message in OPAL-RT. However, the exact timing of
these changes in real-world scenarios varies due to various factors,
including the opening time of the circuit breakers. In certain cases, the
actual timing may be extended by approximately 40 ms compared to the
previously mentioned values.

6. Conclusion

In this paper, hardware-in-the-loop implementation of centralized

Fig. 22. Application of generated SCL files in RT-LAB software for configuration of IEC 61850.

Fig. 23. Test system.

Fig. 24. Overcurrent relays setting in SSC600.
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adaptive protection and control scheme along with the introduction of
three novel clustering methods are presented. The primary objective of
these methods is to minimize the operating time delays of overcurrent
relays. A proper index selection for the clustering of topologies, which
have to be equal to or less than the number of setting groups, plays a key
role in offline adaptive centralized protection scheme. In this paper, in
order to cluster the topologies more effectively and precisely, average
time delays of the relays for all the topologies are calculated by
considering the realistic TDS values. In other words, by contrast to
previous studies, all the TDSs are not assumed to be one. Moreover, a
robust setting is suggested for reliability enhancement in adaptive pro-
tection systems. In this approach (RIAPSmethod), a proper setting group
is allocated to a robust setting that will be activated using GOOSE (IEC
61850–8-1) message whenever the central server or communication

links fail. Results of the optimal setting groups obtained by using this
method illustrate that not only the reliability of the protection system
will be increased but also the average time delay is improved. Table 12
shows the summary of proposed methods. In future research, there is a
plan to conduct hardware-in-the-loop simulation of the second scheme
(Fig. 3), incorporating 5G communication. Additionally, it is recom-
mended in the future research to consider various critical factors such as
dependability, security, and availability. It is worth noting that changing
the setting group in relays may have implications for these factors. In
future studies, exploring the numerical positive potential impact of the
clustering on dependability and security, while potentially reducing
availability, would be valuable. We also recognize that a more
comprehensive study would ideally incorporate different DG sources
from different types in the test system. This approach would allow for a
more direct investigation of their impact on adaptive centralized pro-
tection systems.
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