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ABSTRACT: 
This bachelor's thesis reviews methods for detecting deepfake media, examining peer-reviewed 
literature published between 2020 and 2025. This review also briefly covers deepfake genera-
tion methods such as GANs, autoencoders, and diffusion models. Detection methods are 
grouped into twelve categories, including CNN-based classification and physiological signal anal-
ysis. While many methods score above 95% accuracy on standard benchmarks, they struggle 
when tested on data they were not trained on, and video compression makes detection even 
harder. Methods based on physiological signal measurement and identity features performed 
better in robustness testing. The review concludes with recommendations for future research 
priorities. 
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1 Introduction 

Deepfakes are fake pieces of media, either images, videos, or audio, that are altered in a 

way that the person or people depicted in the media take on some other individual’s 

likeness or voice believably, but without participating (Zhang, 2022). Deepfakes can also 

be used just to alter a person’s facial expression, without changing their likeness to re-

semble someone else. They are created using methods based on artificial intelligence 

and machine learning (Kietzmann, 2020), and they are becoming more believable and 

easier to create, as the technology is becoming more common and more accessible. 

Currently, deepfakes present many opportunities for malicious activities, and this 

threat raises many security concerns (Masood et al., 2023). This has led to many meth-

ods being developed for detecting and combating deepfakes, often employing different 

approaches to the problem. These methods are split between machine learning based 

methods and feature-based detection methods (Zhang, 2022). Different methods are 

used for detecting fake images, video, and audio (Nguyen et al., 2022). 

This review aims to investigate literature regarding methods for detecting deepfakes 

currently in use or development and briefly summarize deepfakes as a phenomenon and 

as a piece of technology. It is structured as follows: Section 2 provides the literature re-

view, beginning with the technical foundations of deepfake creation before examining 

current detection methods organized by approach. Section 3 synthesizes the findings, 

comparing performance across methods and identifying key factors that influence de-

tection accuracy. Section 4 concludes with a summary and recommendations for future 

research. 

 

1.1 Background and significance 

Manipulated pieces of media have existed since the early days of photography, film, and 

audio recording. However, recent advancements in artificial intelligence (AI), machine 

learning, and deep learning have introduced highly sophisticated new tools and tech-

niques for creating synthetic media (Rana et al., 2022). These tools and techniques have 

become increasingly accessible and produce more realistic results (Zhang, 2022), making 
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it possible for almost anyone to create altered images, video, or audio in an instant that 

is difficult to distinguish from real content.  

The first appearance of deepfakes happened in the year 2017 when a Reddit user, 

named “deepfakes”, began posting pornographic videos where the performers’ faces 

were substituted with celebrity faces, without their consent, using deep learning (Mirsky 

& Lee, 2022). Later, in 2018, a video of former United States president Barack Obama 

giving a speech on the matter was published by BuzzFeed; it was created using the same 

software used to create the videos posted to Reddit. Since these events, large numbers 

of deepfake videos have begun to emerge, and continue to do so to this day. 

As a piece of technology, deepfakes have multiple positive applications, and for ex-

ample, are being used for enhancements in filmmaking and virtual reality (Yu et al., 2021). 

Deepfake technology has legitimate uses, but it is far more often discussed in the context 

of misuse, as in privacy violations, political manipulation, and misinformation. Deepfakes  

have already been used to damage personal privacy and spread political misinformation, 

and as the technology improves, the potential for abuse grows with it (Zhang, 2022). 

As deepfake quality improves, both humans and algorithms are finding it harder to 

tell real from fake (Nguyen et al., 2022). This makes reliable detection methods more 

important than ever. Addressing this has led to the development of deepfake detection 

methods that often employ the same deep learning techniques that are used to create 

them in the first place, such as generative adversarial networks (GANs) and convolutional 

neural networks (CNNs) (Rana et al., 2022). 

  

1.2 Literature search and selection strategy 

This literature review integrates findings from peer-reviewed articles published between 

2020 and 2025. These articles focus on different detection methods for deepfake media. 

Relevant sources were retrieved from well-established academic databases and pub-

lisher platforms, including IEEE Xplore, arXiv, ACM Digital Library, PubMed, PubMed Cen-

tral, ScienceDirect, and SpringerLink, as well as Taylor & Francis, Wiley Online Library, 

CVF Open Access, MDPI, and AAAI Digital Library. 
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To identify relevant studies, Semantic Scholar and Google Scholar were used to ex-

plore databases. Keyword searches included search terms such as “Deepfake detection”, 

“AI-generated content”, “synthetic media detection”, “deepfake video detection”, “audio 

deepfake recognition”, “machine learning in deepfake detection”, “GAN-based deepfake 

detection”, and “deep learning based deepfake detection”. Results were filtered based 

on publication year, peer-review status, and their relevance to deepfake detection tech-

niques. 
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2 Literature review 

This section reviews recent research on deepfake detection, focusing on detection meth-

ods, benchmarking datasets, and key challenges; it also briefly discusses methods for 

generating deepfakes to provide context for detection approaches. 

  

2.1 Technical Foundations of Deepfake Creation 

To better understand and develop methods for detecting deepfakes, it is essential to 

know how synthetic media is created. This section provides a technical overview of the 

primary machine learning approaches used for deepfake generation. Understanding the 

creation methods helps identify the characteristic artifacts and patterns that detection 

algorithms exploit to distinguish fake content. 

Deepfakes can be categorized by media type and the nature of manipulation. Visual 

deepfakes can be split into four categories: reenactment, replacement, editing, and syn-

thesis (Mirsky & Lee, 2022). An example of reenactment would be the use of a source 

face or body to drive the expression or pose of a target. Face swapping would be classi-

fied as replacement. Editing focuses on methods for facial attribute editing, for example, 

while synthesis involves generating photorealistic images or videos of individuals who 

do not exist in real life.  

Audio deepfakes commonly include text-to-speech synthesis, in which the target’s 

voice reads written text aloud, and voice conversion, in which the speech of a source 

speaker is altered to resemble the target’s voice.  

The following subsections examine the core architectural components that underpin 

these techniques. 

 

2.1.1 Convolutional Neural Networks (CNNs) 

Convolutional neural networks (CNNs) are a fundamental deep learning architecture that 

has become the backbone of computer vision applications (Zhang, 2022), as their ability 

to capture hierarchical patterns within data makes them highly effective for processing 
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visual information (Mirsky & Lee, 2022). In deepfake generation, CNNs serve as building 

blocks within larger generative frameworks, providing the computational mechanisms 

for feature extraction and image reconstruction. A CNN produces a feature map by slid-

ing learned filters systematically across the input image, detecting local patterns at each 

position. The feature map represents the presence and location of specific visual pat-

terns across the image (Mirsky & Lee, 2022).    

Unlike generative adversarial networks (GANs), which constitute a complete adver-

sarial training framework, CNNs are most often used as components within deepfake 

generation pipelines. They are commonly integrated into encoder-decoder architectures, 

autoencoders, and as the generator or discriminator networks within GANs themselves 

(Masood et al., 2023; Mirsky & Lee, 2022). This CNN-based approach with GANs was first 

introduced by Radford et al. as  Deep Convolutional GAN (DCGAN) (Radford et al., 2016), 

shortly after GANs themselves were first introduced (Goodfellow et al., 2014).  

CNNs can adapt to various deepfake creation tasks, offering clear benefits but also 

several drawbacks. CNNs excel in image processing efficiency, especially when compared 

to fully connected networks, and they produce high-fidelity images with realistic features 

within the deepfake generation context (Masood et al., 2023; Mirsky & Lee, 2022). By 

stacking multiple convolutional layers, CNNs are able to capture more complex variations 

in human faces, with each layer learning increasingly complex feature representations 

from the previous layer (Nguyen et al., 2022). Furthermore, CNNs are able to handle 

different levels of detail simultaneously – from fine-grained textures to overall facial 

structure (Nguyen et al., 2022). However, CNN-based methods require large amounts of 

training data, and are often subject-specific (Masood et al., 2023). They are also prone 

to visual artifacts in generated content, especially when significant modification is 

needed (Masood et al., 2023). 

 

2.1.2 Generative Adversarial Networks (GANs) 

Generative Adversarial Networks (GANs) were first introduced by Goodfellow et al. 

(Goodfellow et al., 2014) as a framework for generating realistic synthetic data. The 

framework uses an adversarial training process in which a generator and a discriminator 
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compete. The generator learns to produce synthetic data that mimics real data as closely 

as possible to fool the discriminator, while the discriminator is trained to distinguish be-

tween fake and real samples. This process improves the generator’s ability to produce 

convincing synthetic outputs that the discriminator struggles to differentiate from real 

data. Once training is complete, the discriminator is no longer required, and the gener-

ator can synthesize new data independently (Mirsky & Lee, 2022). 

In the context of deepfake creation, GANs have become the dominant tool for face 

manipulation. The generator network learns to map facial features from a source to a 

target person, while the discriminator ensures the output appears realistic. Popular 

deepfake applications use variants of GANs, such as CycleGAN (Zhu et al., 2020) and 

StyleGAN (Karras et al., 2019), which have been specifically adapted for manipulation 

tasks and facial synthesis. 

The adversarial training process makes GANs particularly effective for deepfake gen-

eration because the discriminator acts as a quality control mechanism, pushing the gen-

erator to synthesize better samples of fake faces that eventually fool the automated 

training system and potentially a human observer presented with images created by the 

generator. 

 

2.1.3 Encoder-Decoders, Autoencoders, and VAEs 

Encoder-decoders are a fundamental architecture used in deepfake generation. Specifi-

cally, they are a type of neural network architecture designed to learn efficient represen-

tations of data through compression and reconstruction; the minimum structural re-

quirement is that they consist of at least two networks: the encoder and the decoder. 

The encoder compresses the input data into a lower-dimension latent representation – 

a compact numerical form capturing essential features, while the decoder produces the 

output from this compressed representation (Mirsky & Lee, 2022). 

An autoencoder is a specific type of encoder-decoder network that aims to recon-

struct the input as output. To facilitate reconstruction, the encoder and decoder need to 

be dimensionally compatible (Minaee et al., 2020; Mirsky & Lee, 2022). Autoencoders 

were used in the original 2017 Reddit deepfake generation network, where a shared 
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encoder was paired with person-specific decoders. These components were trained in 

parallel as two separate autoencoders. This enabled the encoder to map the features of 

its inputs, such as pose and expression, into a shared latent space. Face swapping was 

then achieved by encoding the source person’s face with the shared encoder, and recon-

structing it with the target person’s decoder (Mirsky & Lee, 2022). The shared encoder 

learns identity-independent facial features, while each decoder learns person-specific 

reconstruction, thus enabling identity transfer while preserving expression and pose. 

Variational autoencoders (VAEs) are an advanced form of autoencoders that include 

probabilistic elements by learning distributions in latent space rather than fixed points 

(Mirsky & Lee, 2022). First introduced in 2013 (Kingma & Welling, 2013), VAEs did away 

with mapping features to specific coordinates, instead encoding to a distribution – typi-

cally Gaussian – characterized by mean and variance. This probabilistic approach enables 

smooth interpolation between expressions and generation of natural variations not pre-

sent in training data, thus producing more realistic deepfakes as a result (Pei et al., 2024).  

 

2.1.4 Diffusion models 

Diffusion models represent a more recent approach to deepfake generation. They are 

probabilistic generative models that create realistic high-quality content by reversing a 

noise-infusion process, gradually transforming random noise into realistic images or vid-

eos (Ayodele R. Akinyele et al., 2024; Chen et al., 2024). These models work through 

forward and reverse processes; first adding noise to data over multiple steps, then learn-

ing to denoise the data and generate new realistic content (Ayodele R. Akinyele et al., 

2024). This approach enables high-quality synthesis with greater stability and control 

compared to earlier methods, such as GANs and VAEs, and has been widely adopted in 

computer vision and audio generation applications (Chen et al., 2024). However, diffu-

sion models are computationally expensive due to their multi-step generation process, 

which is a considerable limit regarding their scalability (Ayodele R. Akinyele et al., 2024). 



13 

2.2 Deepfake Detection Methods 

The following subsections present detection methods organized by technical approach, 

with consistent reporting of accuracy metrics to enable comparison in Section 3. Detec-

tion methods are typically evaluated in two settings: within-dataset, where training and 

testing use different portions of the same dataset, and cross-dataset, where the model 

is tested on entirely different data than it was trained on. 

 

2.2.1 CNN-Based Detection Methods 

Convolutional Neural Networks have become the foundation of most detection ap-

proaches. Researchers commonly use CNN architectures such as XceptionNet and Effi-

cientNet (Dolhansky et al., 2020), ResNet (T. Zhao et al., 2021), and Inception-ResNet 

(Singh et al., 2021) as backbone networks, the base model that extracts features before 

classification, for binary classification tasks, distinguishing real from fake content. 

To improve detection capabilities, several studies have combined CNNs with special-

ized modules. The multi-attentional network by Zhao et al. used multiple spatial atten-

tion heads, components that identify the most relevant regions in an image, to focus on 

local discriminative features while enhancing textural information from shallow features 

(H. Zhao et al., 2021). This approach achieved 97.60% accuracy and 99.29% AUC (area 

under the curve, a classification metric where 1.0 is perfect and 0.5 is random chance) 

on high-quality FaceForensics++ data, demonstrating state-of-the-art performance (H. 

Zhao et al., 2021). Raza et al. proposed a hybrid combining a VGG16 with another CNN 

architecture, achieving 95% precision and 94% accuracy (Raza et al., 2022). 

For spatiotemporal analysis, some researchers turned to 3D CNNs. Almestekawy et al. 

employed an enhanced 3D CNN with spatiotemporal attention in a Siamese architecture, 

which processes two inputs through identical networks to compare them, combining 

texture features with deep learning. This approach improved accuracy by 7.9% and 

achieved AUC scores of up to 97.51% in the same-dataset scenarios and 95.44% in cross-

dataset evaluation (Almestekawy et al., 2024). 
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2.2.2 Transformer-Based Approaches 

Transformer architectures have emerged as alternatives to CNNs. Khan et al. developed 

a hybrid transformer network with early feature fusion, combining XceptionNet and Ef-

ficientNet-B4 as feature extractors trained jointly as a single system with a BERT-styled 

transformer. Their model achieved 95.00% accuracy on face swapping and 90.00% on 

NeuralTextures in FaceForensics++ (Khan & Dang-Nguyen, 2022). 

Wang et al. took a different approach with the Anti-Deepfake Transformer (ADT), 

which modeled both global and local information via attention-based modules, multi-

forensic modules, and variant residual connections. By capturing both fine details and 

overall structure, this approach addressed the limitations of CNN methods that rely too 

heavily on local texture information, achieving state-of-the-art performance in cross-da-

taset evaluation (P. Wang et al., 2022). 

Transformers have also shown promise for audio deepfakes. Channing et al. evaluated 

transformer-based models, including AST and Wav2Vec-based architectures. AST 

achieved 85% accuracy on FakeAVCeleb with 0.985 AUC, while Wav2Vec reached 81% 

accuracy with 0.990 AUC; both of these transformer models outperforming traditional 

methods such as Gradient Boosting Decision Trees (Channing et al., 2024). 

 

2.2.3 Physiological Measurement Methods 

Physiological signals present in videos provide distinctive cues for detection. Hernandez-

Ortega et al. developed DeepFakesON-Phys using remote photoplethysmography (rPPG) 

to analyze subtle color changes in skin that reveal blood flow patterns (Hernandez-

Ortega et al., 2022). Their method employed a Convolutional Attention Network to ex-

tract spatial and temporal information from video frames. Single-frame detection 

achieved over 98% AUC on both Celeb-DF v2 and DFDC databases, and when combining 

scores from consecutive frames, the system reached 100% accuracy on Celeb-DF v2 

(Hernandez-Ortega et al., 2022). 

The strength of these methods lies in exploiting physiological signals that are difficult 

for current deepfake generation techniques to replicate (Juefei-Xu et al., 2022). However, 
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they require careful extraction of physiological features and can be sensitive to video 

quality and lighting conditions. 

 

2.2.4 Multimodal and Audio-Visual Methods 

Several approaches have leveraged consistency between audio and visual modalities. 

Cheng et al. proposed voice-face matching based on the principle that individuals exhibit 

high homogeneity between voice and face, while deepfakes often involve mismatched 

identities (Cheng et al., 2023). Their VFD method first trained on a large general dataset, 

then refined the model on deepfake-specific data, achieving 86.11% AUC on FakeAVCe-

leb and outperforming baselines by nearly 2% (Cheng et al., 2023). 

Taking a different approach, Wang et al. developed ART-AVDF using articulatory rep-

resentation learning, employing an audio encoder to extract articulatory features and a 

lip encoder trained through self-supervised learning, where the model learns patterns 

from unlabeled data (Y. Wang & Huang, 2024). Their system integrated a multimodal 

joint-fusion module to exploit inherent audio-visual consistency, achieving significant 

performance improvements over comparable models. 

Muppalla et al. combined audio-visual features with fine-grained deepfake classifica-

tion, categorizing samples into four types based on modality-specific labels (Muppalla et 

al., 2023). Using Capsule networks and Swin Transformers, their approach achieved 

99.20% accuracy with Capsule Forensics on FakeAVCeleb. They tested both feature fu-

sion, combining raw data representations, and score fusion, combining final classifica-

tion outputs. 

 

2.2.5 Temporal Consistency and Recurrent Approaches 

Temporal analysis exploits inconsistencies across frames in deepfake videos. Chintha et 

al. combined convolutional latent representations with bidirectional recurrent struc-

tures and entropy-based cost functions. Their XcepTemporal model achieved 100% ac-

curacy on FaceForensics++ for both frame-level and video-level detection, enabling iden-

tification of both spatial and temporal signatures of deepfakes (Chintha et al., 2020). 
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To address the specific challenge of compressed deepfakes, Hu et al. proposed a two-

stream method that analyzes frame-level and temporal-level features. The frame-level 

stream gradually pruned the network to prevent overfitting, as in learning noise patterns 

specific to training data rather than general features, to compression artifacts, while the 

temporality-level stream extracted temporal correlation features. This approach outper-

formed state-of-the-art methods on compressed videos (Hu, Liao, Wang, et al., 2022). 

Liu et al. developed a detector that leverages temporal consistency to distinguish be-

tween clean and perturbed videos, achieving 100% detection accuracy for weakly adver-

sarial deepfakes. Their work also introduced a framework for generating high-quality ad-

versarial deepfake videos using optical flow to restrict the temporal coherence of adver-

sarial perturbations (Liu et al., 2023). 

Caldelli et al. took a more direct approach, utilizing optical flow fields, a technique 

which tracks pixel movement between consecutive frames, to detect motion dissimilar-

ities in video sequences. Their method achieved 97% accuracy for uncompressed videos 

(C0), 91% for lightly compressed (C23), and 76% for heavily compressed video (C40) in 

the same-forgery scenarios. Notably, this approach demonstrated superior robustness 

in cross-forgery scenarios compared to frame-based methods (Caldelli et al., 2021). 

 

2.2.6 Identity-Based and Metric Learning Methods 

Identity-aware approaches characterize individuals through biometric traits. Cozzolino 

et al. introduced ID-Reveal, which learned temporal facial features specific to how indi-

viduals move while talking through metric learning, training the model to measure sim-

ilarity between examples, and adversarial training. What makes this approach notable is 

that it required only real videos for training, not fake data. ID-Reveal achieved more than 

15% average improvement in accuracy for facial reenactment on highly compressed vid-

eos compared to supervised approaches (Cozzolino et al., 2021). 

Dong et al. identified a different problem: “Implicit Identity Leakage”, where binary 

classifiers unexpectedly learned identity representations rather than forgery artifacts, 

hindering generalization. Their ID-unaware Deepfake Detection Model with Artifact 
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Detection Module addressed this issue, achieving 99.70% AUC on FaceForensics++ with 

ResNet-34 and 93.88% on Celeb-DF with EfficientNet-b4 (Dong et al., 2023). 

Rather than analyzing faces in isolation, Nirkin et al. detected face swapping by iden-

tifying discrepancies between faces and their context. Their method employed a face 

identification network analyzing the tightly segmented face region, alongside a context 

recognition network examining surrounding features such as hair, ears, and the neck. 

This approach achieved state-of-the-art results on FaceForensics++ and Celeb-DF-v2 

benchmarks (Nirkin et al., 2022). 

 

2.2.7 Artifact-Based and Self-Consistency Methods 

Several approaches have focused on detecting manipulation artifacts. Zhao et al. pro-

posed pair-wise self-consistency learning (PCL), which detects deepfakes by measuring 

the inconsistency of source features within forged images. Their method introduced an 

inconsistency image generator (I2G) for creating training data, improving the average 

AUC from 96.45% to 98.05% in within-dataset evaluation and from 86.03% to 92.18% in 

cross-dataset evaluation (T. Zhao et al., 2021). 

Li et al. tackled the challenge of separating meaningful artifacts from noise with the 

Artifacts-Disentangled Adversarial Learning (ADAL) framework. Their Multi-scale Feature 

Separator precisely transmitted artifact features, while Artifacts Cycle Consistency Loss 

enabled pixel-level supervised training. ADAL achieved 97.71% accuracy and 99.51% AUC 

on FaceForensics++, though performance dropped to 79.87% accuracy and 84.62% AUC 

on the more challenging Celeb-DFv2 (X. Li et al., 2023). 

Shiohara et al. took a novel approach with self-blended images (SBIs), synthetic train-

ing data generated by blending pseudo-source and target images from a single pristine 

image. This technique reproduced common forgery artifacts, such as blending bounda-

ries, without requiring actual forged photos for training. The results were promising, out-

performing baselines by 4.90% on DFDC and 11.78% on DFDCP in cross-dataset evalua-

tion (Shiohara & Yamasaki, 2022). 

A different strategy came from Li et al., who proposed forensic symmetry using a 

multi-stream learning architecture with two feature extractors capturing symmetry and 
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similarity features from face patches. Their approach achieved 95.99% accuracy at the 

image level and 99.43% at the video level for DF-TIMIT, with a maximum AUC of 99.44% 

at the image level (G. Li et al., 2023). 

 

2.2.8 Frame Inference and Prediction Methods 

Hu et al. developed FInfer, a frame-inference-based detection framework designed for 

high-quality deepfakes. The approach learned to reference representations of current 

and future frames, using an autoregressive model to predict upcoming facial represen-

tations from current ones. The key insight being that real videos show higher correlation 

between predicted and actual frames than fake ones. FInfer achieved 90.47% accuracy 

and 93.30% AUC on Celeb-DF (Hu, Liao, Liang, et al., 2022). 

 

2.2.9 Adversarial Training and Robustness Methods 

Adversarial training has shown promise for improving model generalization to unseen 

manipulations. Wang et al. used additive, spatial-transformed, and blurring-based ad-

versarial examples to strengthen detection methods. Their approach with two genera-

tors (Two-Gen-BAT) improved EfficientNet accuracy from 81.35% to 84.10% and Xception 

accuracy from 96.77% to 97.45% on FaceForensics++. More importantly, cross-dataset 

performance saw significant gains, Xception jumped from 54.88% to 64.85% on Celeb-

DF (Z. Wang et al., 2022). 

 

2.2.10 Color Space and Frequency Domain Methods 

Mo et al. explored a different angle, analyzing differences in color space components to 

improve discrimination rates. By combining color-space channel recombinations with a 

channel attention mechanism, their Xception-based model achieved up to 99.10% accu-

racy on the same face generation task. Notably, the model maintained 98.71% accuracy 

even with JPEG compression factor of 100, demonstrating strong robustness (Mo et al., 

2022). 
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2.2.11 Continual and Reinforcement Learning Approaches 

As new deepfake methods emerge, detectors need to adapt without forgetting previous 

ones. Li et al. (2023) addressed this through continual learning, evaluating XceptionNet, 

ResNet-50, and various incremental learning strategies, including NSCIL, LRCIL, iCaRL, 

and LUCIR. Vision Transformer-based methods like DyTox achieved the best results, 

around 86% average accuracy with a memory budget of 100, outperforming CNN-based 

methods (C. Li et al., 2023). 

Nadimpalli et al. took an unconventional approach, formulating deepfake detection 

as a hybrid of supervised learning and reinforcement learning. Their RL agent selected 

optimal augmentations for each test sample individually, with classification scores aver-

aged to determine the final result. This approach achieved 0.952 AUC on DeeperForen-

sics-1.0 and 0.669 on Celeb-DF in cross-dataset evaluation (Nadimpalli & Rattani, 2022). 

 

2.2.12 Dual-Level and Multi-Task Frameworks 

Pu et al. proposed a dual-level collaborative framework that tackles frame-level and 

video-level forgeries simultaneously, using a joint loss function optimizing both the AUC 

score and error rate. The key advantage of this multitask structure is that frame-level 

and video-level detection reinforce each other. Their AUC-based loss function also han-

dled imbalanced data better than focal loss, resulting in improved robustness to video 

quality variations and stronger cross-dataset generalization (Pu et al., 2022). 
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3 Synthesis of findings 

3.1 Performance Across Different Approaches 

Detection performance varied substantially across methods and evaluation scenarios. 

Within-dataset evaluation typically yielded excellent results, with many CNN-based ap-

proaches achieving over 95% accuracy on FaceForensics++ (H. Zhao et al., 2021). How-

ever, methods optimized for specific datasets often experienced dramatic performance 

degradation when tested on unseen data (Cozzolino et al., 2021). 

Factors that explain these differences in performance can be identified as: 

• Dataset quality and manipulation diversity 

• Compression and video quality effects 

• Temporal vs. spatial analysis trade-offs 

• Artifact-specific vs. generic feature learning 

Studies using high-quality datasets like Celeb-DF, which contains more realistic deep-

fakes, showed lower detection rates compared to studies that used FaceForensics++ 

(Nadimpalli & Rattani, 2022). Wang et al. found that when trained on FaceForensics++ 

and tested on Celeb-DF, Xception baseline performance dropped to 54.88%, though ad-

versarial training improved this to 64.85% (Z. Wang et al., 2022). This pattern is more 

indicative of the quality gap between training and testing data rather than inherent 

method limitations. 

Detection accuracy suffered significantly with increasing compression. Caldelli et al. 

demonstrated that optical flow methods maintained 97% accuracy on uncompressed 

videos (C0) but dropped to 91% for C23 and 76% for C40 compression levels (Caldelli et 

al., 2021). Similarly, Zhao et al. noted their multi-attentional network achieved 97.60% 

accuracy on high-quality FaceForensics++ but only 88.69% on low-quality versions (H. 

Zhao et al., 2021). Physiological measurement approaches proved particularly robust to 

compression, with DeepFakesON-Phys maintaining over 98% AUC even on compressed 

data (Hernandez-Ortega et al., 2022). 

Methods emphasizing temporal consistency generally showed better cross-manipu-

lation generalization but required more computational resources. Chintha et al.’s 
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recurrent approach achieved perfect 100% accuracy on FaceForensics++ (Chintha et al., 

2020), while optical flow-based methods demonstrated superior cross-forgery robust-

ness (Caldelli et al., 2021). However, single-frame methods like the multi-attentional net-

work traded some temporal robustness for computational efficiency while still achieving 

competitive performance (H. Zhao et al., 2021). 

Methods learning manipulation-specific artifacts often excelled within their training 

domain but struggled with novel forgery techniques. In contrast, approaches like self-

blended images that learned generic forgery patterns showed improved cross-dataset 

generalization, outperforming baselines by 4.90% on DFDC and 11.78% on DFDCP 

(Shiohara & Yamasaki, 2022). Similarly, identity-based methods like ID-Reveal achieved 

more than 15% improvement on compressed videos by focusing on identity-level fea-

tures rather than manipulation-specific artifacts (Cozzolino et al., 2021). 

 

3.2 Method Specific Strengths and Limitations 

3.2.1 CNN-Based Methods 

CNN-based methods form the backbone of many detection systems; however, they do 

display some fundamental limitations. Wang et al. noted that CNNs’ overreliance on lo-

cal texture information hindered generalization to unseen data (P. Wang et al., 2022). 

This limitation manifested as the “Implicit Identity Leakage” phenomenon identified by 

Dong et al., in which binary classifiers unexpectedly learned identity representations ra-

ther than forgery artifacts. The ID-unaware approach addressing this issue improved 

cross-dataset AUC from 91.15% to 93.88% on Celeb-DF (Dong et al., 2023). 

 

3.2.2 Transformer Approaches 

Transformer-based methods showed promise for improved generalization by modeling 

both global and local information (P. Wang et al., 2022). Khan et al.’s hybrid transformer 

achieved 95% accuracy across multiple FaceForensics++ subsets (Khan & Dang-Nguyen, 

2022). For audio deepfakes, transformers like AST and Wav2Vec substantially 
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outperformed traditional methods, though they lacked the interpretability of hand-

crafted feature approaches (Channing et al., 2024). 

 

3.2.3 Multimodal Methods 

Audio-visual approaches leveraged cross-modal consistency but did not always surpass 

single-modality detection (Muppalla et al., 2023). Cheng et al.’s voice-face matching 

achieved 86.11% AUC on FakeAVCeleb, representing a notable improvement over vision-

only baselines. However, these methods faced challenges when both modalities were 

manipulated simultaneously (Cheng et al., 2023). The effectiveness of multimodal ap-

proaches depended critically on the availability of synchronized, high-quality audio-vis-

ual data. 

 

3.2.4 Physiological Signals 

Biological signal-based detection exploits features that are difficult for current deepfake 

techniques to replicate (Juefei-Xu et al., 2022). Hernandez-Ortega et al.’s rPPG-based 

method achieved over 98% AUC, demonstrating the power of physiological cues 

(Hernandez-Ortega et al., 2022). However, these approaches required careful feature ex-

traction and could be sensitive to video quality and lighting conditions. 
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4 Conclusion 

4.1 Summary of findings 

This review covered detection approaches ranging from CNN-based classifiers to physi-

ological signal analysis. Most of these methods work well in controlled settings but ap-

plying them to real-world content is a different matter. 

Within-dataset evaluation consistently achieves high detection accuracy, with many 

methods often surpassing 95% accuracy on standard benchmarks, such as FaceForen-

sics++. However, cross-dataset generalization remains an issue, as methods trained on 

one dataset frequently experience dramatic performance degradation when tested on 

unseen data. In other words, many detectors learn to recognize artifacts from specific 

datasets or manipulation methods. They fail to learn general signs of tampering. 

Another persistent challenge is presented by video compression. Detection accuracy 

suffers greatly as compression increases, with some methods losing over 20 percentage 

points between uncompressed and heavily compressed video. This poses problems for 

real-world deployments of these approaches, as many deepfakes are distributed via so-

cial media platforms that apply compression to shared content to reduce the content’s 

data footprint. Malicious actors can also use this to their advantage and reduce the video 

quality on purpose to evade deepfake detection systems. 

Physiological approaches, especially remote photoplethysmography (rPPG), handled 

compression well. These methods detect subtle signals like heartbeat patterns in skin 

color. Current deepfake generation technologies cannot replicate these signals reliably. 

Identity-based methods that focus on behavioral consistency instead of manipulation 

artifacts showed improved performance on compressed video. Approaches using syn-

thetic training data designed to capture generic manipulation patterns, such as self-

blended images, showed better cross-dataset generalization than methods trained on 

specific manipulation types. 

 Methods that extend beyond single-frame spatial analysis each address part of the 

problem but introduce their own tradeoffs. Temporal analysis methods traded high com-

putational cost for better cross-manipulation performance when compared to frame-
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level approaches. Transformers can capture both global and local detail, which may help 

them avoid the texture-dependence problem that limits CNNs. Multimodal approaches 

leverage anomalies in audio-visual consistency and are effective in situations where only 

one modality is manipulated but are less effective when both are faked simultaneously. 

A single approach is rarely enough to cover all scenarios where detection takes place. 

 

4.2 Recommendations for future research 

Current literature leaves several gaps that require further investigation. Poor cross-da-

taset generalization limits practical applications. This needs more attention in future 

work. Evaluation should be done using only previously unseen manipulation types rather 

than held-out samples from the same distribution. Diffusion-based generation is a newer 

problem. Most current detectors were built to catch GAN or autoencoder outputs, and 

it is unclear how well they handle diffusion-generated content. 

Real-world deployment considerations receive only minor attention in current re-

search. Most studies evaluate on curated datasets under controlled conditions, which 

leaves questions regarding computational efficiency, latency requirements and integra-

tion into current content moderation pipelines unexplored. There is also a practical need 

for methods that can run locally on a phone or laptop, without needing to send every 

video to a cloud server for analysis. 

On a broader level, generation and detection methods are locked in an arms race. As 

detection methods become more sophisticated, the generation methods evolve to 

evade them. A long-term solution would likely require content authenticity verification 

at the point of creation, in addition to the detection methods discussed in this paper. 

Finally, the interpretability of detection decisions remains underdeveloped. Most cur-

rent methods function as black boxes, providing binary classifications without explana-

tions on how they reached that conclusion. This would enhance trust in these methods 

in real-world use, such as content moderation or legal proceedings. 

As deepfakes continue to evolve, detection methods must develop at a similar pace. 

If detection does not keep up, the credibility of all digital media is at risk, and with it, the 

public’s trust in what they see or hear online. 
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