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Abstract—The emergence of the communication infrastructure
in power systems has increased the variety and sophistication of
network assaults. Intrusion Detection Systems’ (IDS) importance
has increased in relation to network security. IDS, however, is no
longer secure when confronted with adversarial examples, and
attackers can boost assault success rates by tricking the IDS.
As a result, resilience must be increased. This paper assesses
the Decision Tree, Logistic regression, Support Vector Machines
(SVM), Naive Bayes, K-Nearest Neighbours (KNN), and Ensem-
ble’s effectiveness. Using the WUSTL-II0T-2021 dataset and CIC-
IDS2017 dataset, we train the algorithms on the unmanipulated
dataset and then train the algorithms on the manipulated dataset.
Per the simulation results, the accuracy and prediction speed
drop on the manipulated dataset while the training time rises.

Index Terms—Communication infrastructure, Intrusion detec-
tion systems, Network security, Power systems

I. INTRODUCTION

The growing interconnectedness of smart systems has led
to increased concerns regarding their security vulnerabilities
[1]. These systems are extensively utilized in several areas,
including intelligent industries, smart cities, healthcare, and,
many more, making security a critical issue [2]. Security
measures such as authentication, authorization, encryption,
Intrusion Detection Systems (IDS), and Intrusion Prevention
Systems (IPS), have been employed to mitigate these vulnera-
bilities. Despite these efforts, these systems remain vulnerable
to cyber-attacks [3].

The energy sector is not an exception and thus, the sector
faces a wide range of cyber-attacks, including physical, inter-
nal, external, and cyber threats. Cyber threats, in particular,
can emerge from any location and pose significant challenges
for the industry. Although it is impossible to eliminate these
threats [4], mitigation strategies can help reduce their im-
pact. However, implementing these strategies often requires
significant financial resources and effort. In addition, cyber-
attack mitigations can affect negatively and create psycho-
logical consequences that can be detrimental to the industry,
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leading to a decline in performance and potentially affecting
national economies. Therefore, it is crucial to prioritize and
implement effective cyber-attack mitigation strategies while
also considering their potential economic and psychological
impacts [5].

Utilizing the power of information technology, smart grid
technology uses a two-way communication system to intel-
ligently distribute energy [6]. This enables the integration
of green technologies to satisfy environmental requirements.
However, the use of communication technology also leaves
the system open to many security risks. Even though many
survey studies have addressed these problems and suggested
solutions, most of them categorize attacks according to how
they affect confidentiality, integrity, and availability [7]. As
the prevalence of cyber-attacks continues to rise in the smart
grid [8], the need for reliable and accurate IDS becomes
increasingly critical [9].

The authors of [10] classified attack scenarios into control-
based and measurement-based attacks. The control-based at-
tack includes altering or fabricating control signals sent to
the targeted power system assets. It can directly result in
frequency and transient voltage instability, line overloading,
load reduction, and cascading failures. The measurement-
based attack seeks to compromise measurements in order to
conceal or falsely represent the system’s current state, impair
observability, and ultimately deceive operators or control sys-
tems.

It’s critical to comprehend the possible repercussions [11]
of data manipulation on the accuracy of IDS algorithms. Any
system that relies on these algorithms to detect malicious
traffic may be at risk if the data has been manipulated. As
such, it is crucial to identify and address the challenges asso-
ciated with data manipulation in IDS algorithms to improve
their reliability and effectiveness. In this paper, we aim to
explore the impact of data manipulation on the performance
of machine learning algorithms. We will evaluate the strengths



and weaknesses of various approaches used to mitigate these
effects. By examining the limitations and vulnerabilities of
these algorithms in the face of manipulated data, we can
develop more robust and effective systems to safeguard against
cyber-attacks [11].

The remaining sections of the paper are structured as fol-
lows. The system model is presented in Section II, and the data
description is summarized in Section III. The experimental
analysis is presented in Section IV of the paper, and the
conclusions are presented in Section V.

II. SYSTEM MODEL

The modeling approach used in this paper is borrowed
from Linnartz et. al. as shown in Fig.1. The figure depicts
a simplified schematic summary of the crucial components of
the Cyber-Physical Systems (CPS), including the manipulation
strategy. Information and Communication Technology (ICT) is
used to link the power system’s assets (physical system) to the
central control system (cyber system).
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Fig. 1. Overview of the cyber-physical system. .

Supervisory control and data acquisition (SCADA) systems
are used by Transmission System Operators (TSOs) and Dis-
tribution System Operators (DSOs) to continuously monitor
and control the transmission and distribution assets of the
power system (closed-loop control). Standardized protocols
like IEC 61850, IEC 60870-5-104 or DNP3 are used for
communication between the central management system and
the assets. Typically, the information is transmitted through
private channels, but neither of these protocols supports se-
curity features like authentication or integrity protection [12].
Thus, the communication channels are open to online threats.

For this experiment, the following assumptions are made.

o The attacker gains access and can interact with the assets

according to the rules of the communication protocols. As
a result, the attacker can alter control signals, create new
ones, or stop all contact with the central control center.

o The attacker gained entry to the DSO’s communication

network. Due to earlier extensive reconnaissance opera-
tions, the attacker also has adequate knowledge of the

control system, the power system, and its resources. He
can then use the communication system to implement
manipulation strategies by using denial of information
attacks to transmit control signals to every connected
DER.

o The attacker can attack and make data manipulations
without the DSO noticing.

III. DATA DESCRIPTION

Our proposed model’s simulation evaluation stage utilizes
the WUSTL-IIoT-2021 dataset [13] and the WUSTL-IIoT-
2018 dataset. The WUSTL-I10T-2021 dataset contains network
data from an Industrial Internet of Things (IIoT) system.
The dataset was developed using an IIoT testbed to support
cybersecurity research, with the aim of emulating real-world
industrial systems as accurately as possible. This testbed also
allows for the simulation of actual cyber-attacks, providing a
realistic environment for evaluating the effectiveness of the
models. The normal and abnormal attacks are included in the
WUSTL-IIOT-2018 dataset for ICS (SCADA) Cybersecurity
research which closely matches true real-world data. It was
constructed using a SCADA system testbed, which enabled
the execution of an authentic cyber-attack [14].

A. Data pre-processing

The data preprocessing along with the data-cleaning process
is depicted in Fig. 2. In the data pre-processing stage, columns
with headings ‘StartTime’, ‘LastTime’, ‘SrcAddr’, ‘DstAddr’,
‘sIpld’, ‘dIpld, are removed from the data because they
are specific to certain types of attacks. Including them in
the training data would result in the algorithms being too
specialized and not being able to accurately generalize to new,

unseen data.
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Fig. 2. The experimental model design.
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Therefore, they were excluded to ensure the algorithms’
ability to make accurate predictions on a wider range of input
data. In the normalization and digitization stage, with respect
to the target column, we represented normal with O and attack
with 1. This column is manipulated by editing some 0’s to 1



and some 1’s to 0. The dataset is then split into a 70:30 ratio
and used for the experiment.

However, Pearson’s Correlation Coefficient (PCC) analysis
is carried out on the dataset to perceive if it includes correlated
features. This method was required because it guarantees the
elimination of over-fitting. The PCC is mathematically given
as
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The symbol z; represents the content of the variable in

the dataset while x; is referring to the average value of that

variable. Similarly, y; represents the values of the sample y;

represents the average value of that variable in the sample.
Correlation coefficients are statistical measures that describe

the strength and direction of the relationship between two
variables. A correlation matrix is typically square, with each
variable listed on the table’s rows and columns. The diagonal
elements of the matrix are always 1 since each variable is
perfectly correlated with itself, and the off-diagonal elements
represent the correlation coefficients between the correspond-
ing pairs of variables. A high positive correlation coefficient
between two variables indicates that they tend to increase or
decrease together, while a high negative correlation coefficient
indicates that they tend to move in opposite directions. Cor-
relation matrices score between -1 and +1 are often used to
analyze the relationships between variables and identify data
patterns and trends [15].
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Fig. 3. The correlation matrix for the wustle-2021 dataset.

The effectiveness of the algorithm’s categorization is as-
sessed using a confusion matrix [16]. A confusion matrix is a
method to evaluate how well a classifier algorithm is perform-
ing. It is composed of four fundamental parameters, including
True Positive (TP), True Negative (TN), False Positive (FP),
and False Negative (FN) [17].
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Fig. 4. The correlation matrix for the wustle-2018 dataset.
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Fig. 5. The confusion matrix.

TP refers to when the algorithm correctly predicts a positive
class, while TN indicates when the algorithm correctly predicts
a negative class. FP happens when the algorithm predicts a
positive class, but the actual class is negative, while FN refers
to when the algorithm predicts a negative class, but the actual
class is positive. Several performance metrics can be calculated
based on these parameters, including accuracy, F1-score, pre-
cision, and recall. Accuracy measures the overall correctness
of the algorithm’s predictions. The algorithm’s capability to
correctly predict positive classes is measured by precision. The
algorithm’s capacity to recognize positive classes is measured
by the recall, also known as sensitivity. Finally, the F1-score is
a harmonic mean of precision and recall, providing a combined
metric that balances both measures. The formulas are given as



follows [18], [19]

Accuracy = TP+ TN 2
TP+TN+FP+FN

Precision = Tiji—ipFP 3)
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Precision + Recall

IV. EXPERIMENTAL ANALYSIS

In this section, we will present the experimental analysis
of the impact of data manipulation on the performance of
IDS algorithms. We conducted a series of experiments to
evaluate the accuracy, prediction speed, and training time
of these algorithms when the data they analyze has been
manipulated. We will present our findings and analyze the
strengths and weaknesses of these algorithms in the context
of manipulated data. Evaluating the performances of the
algorithms, we selected the best-performing algorithm in each
category. Performance is evaluated in terms of the likelihood
of a successful detection [20]. The performance of these
algorithms in terms of accuracy, considering the manipulated
and unmanipulated WUSTL-IIoT-2018 dataset is presented in
Fig. 6.
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Fig. 6. Performance of the best-performing algorithms on the WUSTL-IIoT-
2018 dataset.

The accuracy of the Fine Tree, Linear Discriminant, and
Linear SVM all slightly declined with the manipulated data,
as shown by the figure in Fig. 6. The Fine KNN showed little
degradation while the Gaussian Naive Bayes experienced a
significant decline. Surprisingly, the Booted tree’s accuracy
rose from 96.1% with the unmanipulated data, to 98% with
the manipulated data.
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Fig. 7. Performance of the best-performing algorithms on the WUSTL-IIoT-
2021 dataset.

The performance analysis of the best-performing algorithms
is shown in Fig. 7. The Coarse Tree, Linear Discriminant,
Quadratic SVM, and Bagged Tree classifiers experienced a
moderate decrease in their performance when tested on manip-
ulated data. On the other hand, the Fine KNN classifier showed
a significant drop in accuracy, while the Kernel Naive Bayes
performed poorly on both unmanipulated data and manipulated
data.

Unmanipulated CIC- | Manipulated CIC-
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Algorithms Prediction Trainin Prediction Training
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Fig. 8. Prediction Speed and Training Time Comparison on the WUSTL-
IIoT-2018 dataset.

The simulation results comparing prediction speed and
training time on manipulated versus unmanipulated data are
shown in Table 1. The Fine Tree, Linear SVM, and Booted
Tree exhibited a decrease in prediction speed on the manipu-
lated data, resulting in an increase in training time. Conversely,
the Linear Discriminant and Gaussian Naive Bayes classifiers
demonstrated an increase in prediction speed accompanied by
a reduction in training time on the manipulated data. The Fine
KNN classifier, on the other hand, demonstrated an increase
in both prediction speed and a decrease in training time on
the manipulated data.
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Fig. 9. Prediction Speed and Training Time Comparison on the WUSTL-
II0T-2021 dataset.

The simulation results comparing prediction speed and
training time on manipulated versus unmanipulated data
(WUSTL-II0T-2021) are presented in Table II. On the manipu-
lated data, the Coarse Tree, Kernel Naive Bayes, and Quadratic
SVM exhibited a decrease in prediction speed, leading to an
increase in training time. Conversely, the Linear Discriminant
demonstrated an improvement in prediction speed and a de-
crease in training time on the manipulated data. In contrast,
the Bagged Tree showed a reduction in prediction speed while
maintaining a consistent training time across both datasets.

V. CONCLUSION

This paper exposes the potential risk of power systems to
cyber-attacks where a malicious actor could alter the data.
In intrusion detection systems, which are commonly used to
defend networks against adversarial attacks, machine learning
or deep learning techniques are extensively used due to their
high accuracy and quick detection rates. The effectiveness of
the top machine learning algorithms on manipulated datasets is
examined in this paper. The experimental assessment made use
of the WUSTL-IIoT-2021 dataset as well as the WUSTL-IIoT-
2018 dataset. We evaluate the performance of several machine
learning algorithms on both unmanipulated and manipulated
datasets. According to experimental findings, except for the
Boosted Tree algorithm, all algorithms’ accuracy dropped,
prediction speed decreased, and training time increased.
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