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Abstract
The industrial Internet of Things (IIoT) is revolutionising manufacturing and production
of small and medium enterprises (SMEs) by enhancing efficiency and product quality.
While developed countries like the USA, UK, Canada, Finland, and Japan have widely
adopted IIoT, developing nations such as Bangladesh, India, Pakistan, and Malaysia are
still lagging. This study explores IIoT adoption in manufacturing SMEs, emphasising its
potential for economic growth despite challenges like budget constraints and skill gaps in
developing countries. It presents a novel model based on 17 factors from the TOEI
(Technology, Organization, Environment, and Individual) framework to support deci-
sion‐makers in integrating IIoT technologies. The model’s reliability and validity are
confirmed through rigorous testing and a survey of three SMEs. This proposed model
serves as a roadmap for SMEs, breaking down complex processes into manageable steps,
and providing SMEs with a structured approach.

K E Y W O R D S
computer integrated manufacturing, Internet of things, m2m communication, product customisation, small
medium enterprises

1 | INTRODUCTION

The IoT has transformed the way humans interact in the
physical world. It refers to a network of physical devices
embedded with sensors, actuators, smart systems and advanced
technologies that collect, process and exchange data over the
Internet [1]. The IoT‐based devices can range from simple
wearables to complex industrial machineries, all connected to a
central network for monitoring and control [2].

Industrial IoT (IIoT) takes the basic concept of IoT a step
further by focusing on various applications within industrial

sectors. IIoT is specifically focused towards addressing the
requirements and challenges of the whole industrial sector [3].
IIoT empowers the machine‐to‐machine (M2M) communica-
tion, connectivity, automation and data‐driven decision‐
making, to optimise industrial operations efficiently [4] as
shown in Figure 1.

Figure 1 demonstrates the concept of Industrial IoT (IIoT)
within the manufacturing and production SMEs. It particularly
represents the integration of different industrial systems and
technologies that allow production processes and smart
manufacturing. The small icons in the figure highlight the
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potential key components and the capabilities of IIoT
including automated production lines, sensor networks, robotic
systems, data analytics, remote monitoring, supply chain
management, workforce collaboration and energy manage-
ment. The diverse range of applications and technologies that
are the main part of the IIoT framework have been shown.
Overall, Figure 1 conveys the idea of a data‐driven, connected
and intelligent industrial landscape, where different systems
and smart technologies work together to improve the
manufacturing processes, production, quality and overall per-
formance within the manufacturing and production SMEs.

Small medium enterprises (SMEs) are considered as the
small businesses as compared to larger corporations and in-
dustries that maintain assets, revenues and a number of em-
ployees up to a certain level. These SMEs are running
independently in various sizes according to the countries.
Furthermore, SMEs have employees less than 250 and are
playing a significant role in the economy of the country. Small
medium enterprises have various types that operate in different
sectors, such as agriculture, healthcare, information technology,
logistics, manufacturing, production, retail and tourism [5].
Manufacturing SMEs refer to the types of SMEs that produce
and provide goods or products from raw materials while
production SMEs refer to the types of SMEs that both services
and goods.

The comparison of manufacturing and production SMEs
based on SMEs' features is demonstrated in Table 1, including
focus, processes, tangibility, capital requirement, quality con-
trol, regulations, skills, customer interaction, resource man-
agement and benefits of IIoT. Furthermore, both the
production and manufacturing SMEs need to be focused
together as both SMEs are facing the same unique

opportunities and challenges when adopting the IIoT tech-
nologies within their environment. The adoption of IIoT can
benefit both manufacturing and production SMES by
enhancing overall operational performance, efficiency and
quality.

In the context of manufacturing and production SMEs, the
role of IIoT is dominant and transformative, to improve
product quality, enhance the efficiency, real‐time monitoring,
predictive maintenance and optimised production processes,
and also play a significant role in economic growth. These
SMEs face various unique challenges and complications by
adopting IIoT technologies due to several constraints, such as
lack of budget, skills, knowledge etc. However, IIoT opens a lot
of opportunities for SMEs to improve their competitiveness,
by leveraging IIoT solutions for the manufacturing and pro-
duction SMEs [6].

Industrial IoT (IIoT) serves at the forefront of trans-
forming the manufacturing and production sectors across
developed nations, such as Austria, Australia, Canada,
Denmark, Finland, France, Germany, Japan, Italy, Netherlands,
Norway, Singapore, South Korea, Sweden, Switzerland, United
Kingdom and the United States, where advanced technology
adoption is common, and already IIoT has revolutionised in-
dustrial sectors [7]. However, to the best of the authors un-
derstanding developing countries, such as Brazil, China,
Indonesia, Malaysia, Nigeria, Pakistan, Saudi Arabia, Thailand
and Vietnam are lagging behind in adopting IIoT technologies
within their manufacturing and production sectors. Several
factors contribute to disparity including the individual, envi-
ronmental, Organisational and technological factors [7].

IIoT facilitates the transition towards Industry 4.0 and
Industry 5.0, where interconnected systems enable seamless

F I GURE 1 Industrial Internet of Things (IIoT).
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communication and collaboration across the industrial sectors.
The potential benefits of IIoT adoption for manufacturing and
production SMEs in developing countries are significant that
can overcome various challenges and limitations while open
new opportunities for growth and innovation [8]. Through the
digitisation of manufacturing and production processes by the
adoption of IIoT technologies, SMEs can achieve greater
agility, flexibility and resilience in the evolving market dynamics
at a high level. IIoT also enhances collaboration between
SMEs, large enterprises and multinational industries, by
enabling ecosystem partnerships that drive collective innova-
tion, economic growth, competitiveness and sustainable
development [6].

The adoption of IIoT holds immense promise for trans-
forming manufacturing and production SMEs in developing
countries. However, there is a need for a comprehensive model
that can support the adoption of IIoT technologies for
manufacturing and production SMEs and help SME stake-
holders and decision makers to follow the specific IIoT
adoption model and adopt the IIoT technologies smoothly
within their business environment. For this purpose, a
comprehensive IIoT adoption model serves as a roadmap,
guiding SMEs through the process of adopting IIoT technol-
ogies seamlessly into the manufacturing and production op-
erations. Moreover, alongside the adoption model, there is also
a need for detailed recommendations and suggestions. These
recommendations and suggestions provide valuable insights
for the manufacturing and production SME stakeholders and
decision‐makers in facilitating a smooth implementation and
successful transition to IIoT. Therefore, this research study
emphasises the need to fill the adoption and implementation

gap and provide solutions for the specific issues and challenges
experienced by SMEs in developing countries, during the
adoption of IIoT technologies.

TOEI framework stands for technological, organisational,
environmental, and individual. This framework is used to
determine and classify the influencing factors for the successful
adoption of technologies in industrial sectors. It is similar to
other frameworks that are used for technological adoption
such as Unified Theory of Acceptance and Use of Technology
(UTAT), structural equation modelling (SEM), technology
acceptance model (TAM), technology Organisation and envi-
ronment (TOE Framework) etc. However, TOEI framework is
an extended version of the TOE framework by adding the
individual concept [8]. It is also referred to some time as
TOEH (for technological, organisational, environmental, and
human) framework [9]. The significance of this framework is it
can be used to develop an actionable and structured techno-
logical adoption model. By integrating the individual concept
in the TOE framework, the TOEI framework offers a broader
view of the factors that influence the adoption of technologies.
It ensures that the individual‐centric aspects are considered
along with the technological, environmental, and organisational
requirements [8]. The framework is versatile and can be applied
in different industries on different scales. The framework is
mainly useful in situations where the technology adoption
concentrates on both individual level and structural level
engagement. The current study adopts the TOEI framework to
help the manufacturing and production SMEs in the successful
adoption of IIot technologies. The comprehensive approach of
the framework that consider technological, organisational,
environmental, and individual factors ensure that all the

TABLE 1 Comparison of manufacturing and production SMEs based on SMEs' Features.

SME features Manufacturing SMEs Production SMEs

Focus Produce goods or products from raw materials on a large scale Provide both goods and services on a large scale

Processes Transformation of raw materials into finished goods and products Assembly or transformation of materials into finished goods and
services

Tangibility Tangible (goods and products) such as machinery, surgical and
healthcare equipment, fibre glass, steel items, clothes and fabrics, spare
parts and many more

Tangible or intangible (goods and services) such as food items,
software, plastic materials, glass items and many more

Capital
requirements

Mostly higher capital or initial investment is required for the
installation of machinery and equipment.

Lower capital or initial investment is required for production and
services.

Quality control Essential for consistent product and goods quality Essential for maintaining good and service quality

Regulations Dependent on safety, environmental regulations and labour Dependent on specific requirements and standards set by the
industry

Skills Requires skilled workforce for production and operations. Requires specialised workforce for the production and services.

Customers'
interaction

Mostly indirect interaction and communication with the customers
through the distribution channels

Mostly direct interaction and communication with the customer

Resource
management

Manage large quantities of resources such as raw materials, machineries
assets, labours and inventory are managed efficiently.

Manage the materials, machineries, labours and services are managed
efficiently.

Benefits from
IIoT

IIoT can enhance production efficiency, predictive maintenance, supply
chain optimisation, efficiency and quality control throughout the
process.

IIoT can enhance service delivery, customer experience, business
insights, predictive maintenance, efficiency and quality control
throughout the process.

Abbreviation: SMEs, small medium enterprises.
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important aspects of influencing IIoT adoption are systemati-
cally addressed. It also allows the manufacturing and produc-
tion SMEs to understand the challenges that arise from
technological, organisational, environmental, and individual
factors. It offers a structured and organised roadmap for the
manufacturing and production SMEs to not only incorporate
the IIoT technologies successfully but also adapt to the
transforming requirements of the digital industrial revolu-
tion [10].

A conceptual IIoT adoption model for manufacturing and
production SMEs for developing countries has already been
proposed by Shah et al. [8]. The proposed conceptual IIoT
adoption model has been developed based on the identification
of 47 influencing factors, categorised into four groups based
on TOEI framework as shown in Figure 2. Among the 47
influencing factors, this study aims to analyse the most critical
influencing factors to finalise the IIoT adoption model by
conducting the quantitative research method for the successful
adoption and implementation of IIoT in manufacturing and
production SMEs. Also, this research study intends to close the
gap by looking at IIoT adoption and implementation
comprehensively in Malaysia to increase efficiency, productivity
and competitiveness for manufacturing and production SMEs.

The main contributions of this research study are given
below:

� Provide the comparison of manufacturing and production
SMEs based on SMEs' features and for a better under-
standing IoT to IIoT technological features in
manufacturing and production SMEs are also evaluated.

� Utilisation of the technology organisation environment in-
dividual (TOEI) framework to overcome the limitation of
existing TOE framework for the identification of influ-
encing factors impacting the adoption of IIoT in
manufacturing and production SMEs in Malaysia.

� Define and express the 17 influencing factors with the
relevant equations for the adoption and implementations in
manufacturing and production SMEs, and validate these 17
influencing factors for the IIoT adoption model through the
data collection from 492 manufacturing and production
SMEs in Malaysia.

� Comparative and statistical analysis of influencing factors
for the reliability and validity of IIoT adoption model for
manufacturing and production SMEs in Malaysia while
design and development of IIoT adoption model based on
validated 17 influencing factors for manufacturing and
production SMEs in Malaysia.

� Provide details of potential advantages, risks, assumptions,
and recommendations and suggestions for industry stake-
holders, policy makers and decision makers for the smooth
adoption and implementation of IIoT technologies within
the manufacturing and production SMEs.

A well‐organised research study makes it easier for the
readers to understand the actual flow and structure of the
research paper. Therefore, to maintain the quality of the
research, this research study is organised as follows: Section 2
focuses on examining the existing studies on the adoption of
IIoT for manufacturing and production SMEs in developed
and developing countries, particularly Malaysia. Section 3
compares the technological features of IoT and the IIoT for
manufacturing and production SMEs. Section 4 defines the
problem formulation and elaborates the challenges faced by
Malaysian manufacturing and production SMEs while adopting
IIoT. Section 5 explains the research methodology of the study
based on background, analysis and planning, conducting the
survey, and data analysis and recommendation. Section 6
demonstrates the results and discussion based on demographic
analysis, descriptive analysis, IIoT model assessment, analysis
and discussion in detail. Section 7 presents the finalised IIoT
adoption model for manufacturing and production SMEs in
Malaysia. Section 8 is the evaluation of the IIoT adoption
model from the SME's Experts. Section 9 concentrates on the
potential advantages of IIoT adoption model for
manufacturing and production SMEs. Section 10 sheds light
on risks of the IIoT adoption model for the manufacturing and
production SMEs, while Section 11 highlights the assumptions
about the IIoT adoption model. Section 12 is the discussion of
the finalised IIoT adoption model, while Section 13 presents
the suggestions and recommendations regarding the IIoT
adoption model for manufacturing and production SMEs.
Finally, Section 14 conclusion and future works that summarise
the key findings, contributions and implications of the
research.

2 | RELATED WORKS

This section investigates the existing studies regarding the
adoption of IoT for manufacturing and production SMEs.

For the developing countries, Ramos et al. [11] propose the
readiness model for the adoption of IoT to identify the

F I GURE 2 TOEI framework for IIoT adoption in SMEs. IIoT,
Industrial Internet of Things; SMEs, small medium enterprises.
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influencing factors for manufacturing SMEs in the Philippines.
Quantitative research methodology is applied for the data
collection from the 250 respondents. Profitability, ease of
management, supply chain visibility, initial investment and risk
are identified as key influencing readiness factors for the
adoption of IoT for manufacturing in SMEs in the Philippines.
The results show that the majority of the SMEs are shown the
willingness to IIoT Adoption in their SMEs to minimise cost,
improve quality control and reduce the waste. In the same way,
Rajbhandari et al. [12] propose the readiness model for the
adoption of IR 4.0 in SMEs in Nepal. For identifying the
influencing factors, quantitative research methodology is
applied for the data collection from the 287 respondents from
the industrial sector of Kathmandu Valley in Nepal. 15
Enabling technologies are identified that include autonomous
robot, simulation, vertical/horizontal integration, cyber secu-
rity, cloud computing, additive manufacturing, cyber security,
autonomous vehicles, M2M communication, smart factory,
intelligent material, mobile computing, RFDI, artificial intelli-
gent and cyber‐physical system based on five technological
factors those effect of SMEs decision making for the adoption
of new technologies.

In India, Patil and Pramod [13] focus on the influencing
factors to adopt the industrial IoT adoption for smart
manufacturing Micro SME (MSME). Technology acceptance
model is combined with TOE framework to capture the
technological and organisational factors along with the user
perspective. Quantitative research methodology is used for the
data collection from the 307 respondents. Based on TOE‐
TAM framework, easy to use, benefits (relative advantage),
competitive pressure, government rules, top management
support and organisational commitment are identified for the
successful IIoT adoption for smart manufacturing in Indian
MSMEs. Specific educational qualifications and training are
necessary for decision makers to adopt the Industrial IoT
successfully. However, Mukherjee et al. [14] investigate the
potential Industrial IoT technologies that can help Indian
SMEs to improve their business performance. The study has
prepared a questionnaire based on several factors, such as
organisation, technology, environment and people. The find-
ings of the study highlight that the factors including compat-
ibility, trust, relative advantage, top management support,
technical capability and competitive pressure have a closed and
significant linked with the IIoT adoption However, factors
such as infrastructure, organisational readiness, prior experi-
ence and internal excellence are not directly affecting the
adoption of IIoT in the SMEs.

Similarly, Kumar et al. [15] propose a novel adoption IR 4.0
framework for digital manufacturing in Indian SMEs. For
identifying the influencing factors, quantitative research
methodology is applied for the data collection from the 121
respondents. Acceptability, Safety, Behaviour, Market and
Cultural factors based on individual and organisational. Find-
ings from the data analysis show that industrial experts and
decision makers have a significant role in the adoption of IR
4.0 in Indian manufacturing SMEs. In the same way, Mittal
et al. [16] investigate the necessities and challenges faced by

manufacturing SMEs and developed a smart manufacturing
adoption framework for the Indian manufacturing SMEs. The
study examines the number of existing studies to understand
the early adoption frameworks that were utilised by the early
adopters. Furthermore, the study proposes an adoption model
for smart manufacturing based on five steps to be followed for
the successful adoption including identify manufacturing data
available within the SME including the readiness assessment of
the SME data‐hierarchy, developing smart manufacturing
awareness of SME leadership, staff develop a smart
manufacturing tailored vision for the SMEs, and identify
appropriate smart manufacturing tools and practices necessary
to for smart manufacturing adoption in SMEs.

However, Narwane et al. [17] investigate the role of cloud
of things for the adoption on the SMEs' performance and the
various factors, which influence the privacy, security, ease of
use, top management support, security risk, big data analytics,
trust, customers and suppliers' intentions, manufacturing
infrastructure IT support, knowledge sharing, and external
environment support. The study is conducted in India and data
from 96 SMEs is collected which is then analysed for the
confirmatory factor analysis using structural equation model-
ling. The results of the study indicate that the influencing
factors, such as big data analytics, top management support,
trust and perceived security risk require the mediating support
of cloud of things in the SMEs.

For Malaysia, Shahzad et al. [18] examine the influencing
factors for the adoption of IR 4.0 in Malaysian SMEs. DOI is
combined with TOE framework to capture the technological
and organisational factors along with the user perspective.
Quantitative research methodology is applied for the data
collection from the 300 respondents. Relative advantage,
compatibility, organisational readiness, top management sup-
port, competitive pressure and government rules are identified
for the successful adoption of IR 4.0 in Malaysian SMEs.
Policymakers understand the challenges during the adoption
and implementation of IR 4.0 in Malaysian SMEs and should
be ready to compete in the international market. Similarly,
Jayashree et al. [19] propose the comprehensive IR 4.0 adop-
tion model for improving the production and sustainability of
SMEs through transforming the digitalisation. Quantitative
research methodology is used for the data collection from the
314 respondents from Malaysia. The outcomes from the data
analysis shows that resource availability, management leader-
ship, teamwork, competitive pressure and external support
have significant influence factors for the adoption of IR 4.0.
Also, it provides the directions for both policy makers and
industry experts to contribute in the field of IR 4.0.

Bumiputera represents the indigenous people of Malaysia.
For this purpose, Abd Shukor et al. [20] focus on the decision
of adopting IoT in Malaysian Bumiputera SMEs. Quantitative
research methodology is applied for the data collection from
the 384 respondents from the Bumiputera SMEs' owners.
Organisational change, adhocracy and business transformation
are identified as influencing factors of organisation. With great
knowledge and awareness, SMEs will be able to adopt IoT in
Malaysian industries. Furthermore, Yi et al. [21] propose the
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readiness and adoption IR 4.0 model for furniture
manufacturing of Malaysian SMEs. A questionnaire‐based
survey is conducted to evaluate the influencing factors from
the 160 SMEs. Government policy, relative advantage and
external support are identified as influencing factors as the
results of data analysis while the SMEs are hesitant to adopt
the IR 4.0 due to the lack of financial resources and employees'
skills among the furniture manufacturers. However, Abdulaziz
et al. [22] explore the current practices, status and challenges of
IoT adoption to develop an IoT based framework for IR 4.0 in
Malaysia. The interviews have been conducted with five
different participants from three different SMEs for thematic
analysis for the qualitative research. The study findings show
that the adoption of IoT in the context of IR 4.0 is low in
Malaysia due to mostly SMEs face several challenges. Also, the
study highlights the factors, such as education, training and
lack of experience as main factors for influencing the adoption
of IoT in SMEs in Malaysia. Furthermore, the study proposes
an IoT adoption framework for IoT‐based technologies
implementation including ordering materials from suppliers'
storage and production processes.

Smart factories are highly digitalised and use advanced
technologies such as IoT, AI and Big Data to optimise the in-
ternal and external operations. Won and Park [23] investigate the
organisational influencing factors for the adoption of smart
factories for manufacturing in Korean SMEs with respect to IR
4.0 revolution. Relative advantage, organisational readiness and
competitive pressure are identified as organisational influencing
factors for the successful adoption of Smart factories in Korean
SMEs. Digital technology‐based manufacturing will be a suc-
cessful growth of Korean SMEs. Similarly, Jung et al. [24]
examine the influencing factors for the adoption of smart fac-
tories in Korean manufacturing SMEs. The study is based on
quantitative research and focuses on identifying the success
factors including top management support, relative advantage,
performance and intention of Transformation for information
systems. The results demonstrate useful insights for stakeholders
and decisions makers to change traditional systems in produc-
tion to smart factories. It also highlights the suggestions and
guidelines for outsource experience.

Furthermore, Madhavan et al. [25] investigate the levels of
practices and IR 5.0 readiness level for the processing of
seafood in Thailand. Furthermore, the study developed a
framework based on seven scenarios regarding the production
line, major energy source, seafood processing, packaging,
labelling and anti‐bacterial testing methods sensory along with
a questionnaire of 42 questions related to IR 1.0 and IR 5.0
practices in terms of seafood processing for the SMEs. The
findings of the study show that the SMEs are still running their
business under IR 1.0, IR 2.0 and IR 3.0 context. There is less
attention towards the adoption of IR 4.0 However the interest
rate toward IR 5.0 is quite high. Similarly, Nguyen and Luu [26]
investigate the effect of factors that are influencing the adop-
tion and implementation of IR 4.0 by SMEs in Ho Chi Minh
City of China. Both qualitative and quantitative methods have
used in the research by interviewing 12 participants and 365

respondents, who are the representatives of their SMEs. The
SPSS and Smart PLS software have been deployed for the
analysis. Furthermore, the study results indicate that cost, time,
resources and conditions of the SMEs in their businesses en-
vironments, product quality, saving time, ease of use, useful-
ness, customer relationship and adoption intentions have a
great positive impact toward actual adoption of IR 4.0.

For the developed countries, Parra‐Sánchez et al. [27]
explore Colombian SMEs for adopting new technologies and
ready to adopt and accept these technologies in their business
environment. The study utilised the data from the Annual Trade
survey from 2017 to 2018 to investigate the policies based on
ICT affect the SMEs' readiness for the adoption of new tech-
nologies. The results show that SMEs used digital technologies
but the adoption of IoT technologies mainly for e‐commerce is
still very low, which is due to higher costs and unclear policies.
The study suggests that the government should pay more
attention to SMEs in terms of guidance and support for helping
SMEs adopt IoT technologies. Furthermore, Marcon et al. [28]
examine the enhancement of manufacturing SME integration
and the adoption of smart manufacturing technologies, such as
data exchange and automation technologies. The research is
conducted in Denmark. The results of the study show that
paying attention to the technologies is not the only solution the
SMEs. Also, there is a need to pay attention to technical, social
and environmental factors for the successful integration and
adoption of the technologies in the context of IR 4.0. The study
has chosen case study about Danish SME that has adopted
technologies in their business in the context of IR 4.0 in a faster
and better way the reason is because the SME is focusing on both
social and technological factors.

Furthermore, the study also highlights the importance of
workers in SMEs. It reveals that the companies should invest
more in worker skills and involve them in more trainings,
which will help SMEs to adopt IIoT technologies more quickly.
Moreover, Ghafari et al. [29] explore the cost‐effectiveness of
IIoT adoption in U.S. manufacturing SMEs. The data that
combines energy assessment for U.S SMEs has been collected
from the Industrial Assessment Centers database for the study
analysis focussing on 62 U.S. manufacturing SMEs across 10
states and 25 Standard Industrial Classifications. Furthermore,
the study demonstrates the challenges related to the financial
adoption of IIoT in the industry. The aim is to examine
whether IIoT financial aspects advantage the initial costs in
SMEs. The results of the study highlights that the difference
between implementation costs and saving based on statistics
analysis is significant which indicates that SMEs faces high
initial costs is expected to be invested in counter balanced
through substantial savings.

Table 2 shows the detailed comparison of existing studies
focused on the adoption of various advanced technologies in
SMEs including the adoption of IoT, Industrial IoT, IR 4.0, IR
5.0, digital manufacturing, smart factory and cloud of things
with various aspects. The studies use a combination of quali-
tative and quantitative research methods and are conducted in
various developed and developing countries, including the
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United States, Demark, Columbia, India, China, Korea,
Thailand, Philippines, Nepal and Malaysia.

The dynamic nature of IIoTadoption research, shifting from
exploratory studies to implementation‐focused analyses.
Furthermore, in terms of theory or framework majority of the
existing studies rely only on the established frameworks such as
TOE and DOI‐TOE etc. However, there is a need for a more
structured framework for the adoption of IIoT within the
manufacturing and production SMEs. Furthermore, the major-
ity of the existing studies primarily emphasise the technological,
environmental and organisational. However, less attention has
been paid to the individuals who play a significant role in any
organisation including themanufacturing and production SMEs,
it is suggested that there is a need to pay attention to the in-
dividuals as well to ensure the successful adoption of IIoTwithin
the manufacturing and production SMEs.

In terms of SME respondents, the majority of the existing
studies have taken surveys from either manufacturing or pro-
duction SMEs, also some of the studies have not even clarified
whether the data they collected is from manufacturing or
production SME respondents. The majority of SMEs collected
data from many respondents from a few SMEs such as 5
participants from 3 SMEs, and 365 participants from 12 SMEs
that do not represent the whole manufacturing and production
SMEs population. In order to ensure the successful adoption
of IIoT in both manufacturing and production SMEs the re-
sponses must be collected from both manufacturing and
production SME respondents on a large scale while one
respondent should represent only one SME.

According to the findings from the literature review, a
significant research gap has been identified. Majority of the
existing research studies about IIoT adoption in manufacturing
and production SMEs are conducted based on TOE frame-
work in developing countries neglecting the individual aspect
which plays an important role in the industrial sector.
Furthermore, developing countries specifically Malaysia only
focus on the adoption and implementation of IoT in the
manufacturing sector based on TOE framework. To address
this gap, this current research study is finalising and designing
an IIoT adoption model for manufacturing and production
SMEs in Malaysia based on TOEI framework to adopt and
implement IIoT technologies successfully.

3 | COMPARISON OF INTERNET OF
THINGS AND INDUSTRIAL INTERNET
OF THINGS BASED ON
TECHNOLOGICAL FEATURES IN
MANUFACTURING AND PRODUCTION
SMES

This section of the study demonstrates a comparison of IoT
and IIoT according to the technological features including a
wide range of industrial applications, devices or tools, software
and systems as shown in Table 3.

Table 3 compares the technological features of the IoT and
IIoT in manufacturing and production SMEs. The table

focuses on three aspects, including applications, devices/tools,
and systems/software. In terms of applications, the IoT con-
centrates on convenience and consumers including tasks, such
as asset tracking, smart packaging, monitoring and remote
quality control. However, the IIoT is more focused on the
industrial applications. It supports advanced activities, such as
machine monitoring, real‐time production tracking, automated
quality checks, and predictive maintenance. The IIoT also al-
lows for features, such as just‐in‐time inventory management,
smart inventory tracking and remote machine management
that are required for optimising industrial operations.

Regarding the devices and tools, IoT includes sensors for
humidity, temperature, light, and air quality, as well as wearable
devices, smart plugs, RFID tags, and barcode scanners that are
particularly utilised for monitoring, detecting changes, and
ensuring basic automation. However, IIoT on the other hand
focuses on more advanced tools, such as advanced machine
health sensors, industrial robots, acoustic emission sensors and
collaborative robots (cobots). Furthermore, IIoT also focuses
on virtual reality, augmented reality (AR) and advanced ro-
botics to help with design, maintenance, and hands‐free op-
erations. In terms of systems and software, IoT concentrates
on energy management, environmental monitoring and secu-
rity, utilising systems such as process control and warehouse
management that are particularly useful for small‐scale man-
agement. However, the IIoT goes a step further by utilising
systems such as human‐machine interfaces, machine vision and
predictive maintenance, and advanced inventory management.

From Table 3, it can be concluded that IoT is more
consumer‐oriented concentrating on making tasks easier and
more convenient in smaller‐scale settings. However, IIoT con-
centrates on large‐scale industrial use, focusing on efficiency,
automation, and advanced technology for optimising produc-
tion processes. This comparison shows that while IoT is about
improving everyday operations, IIoT addresses the complex
needs of industries by integrating smart and automated systems.

Mainly, IoT focuses on consumers and enhancing conve-
nience in daily life, whereas IIoT primarily focuses on indus-
trial applications that aim to improve overall efficiency in
manufacturing and production processes.

Applications or devices used in manufacturing and pro-
duction SMEs, IoT devices are often used for basic tasks, such
as asset tracking, object monitoring, data collection, smart
packaging, remote quality control and inventory management.
On the other hand, IIoT devices or applications are more
specialised for industrial use, including machine monitoring,
predictive maintenance, real‐time production tracking, auto-
mated quality checks, real‐time defect detection, smart in-
ventory tracking, just‐in‐time inventory management and
remote machine management [6].

In terms of devices and tools, IoT commonly utilises
temperature sensors, humidity sensors, smart electrical appli-
ances, light sensors, smart plugs, proximity sensors and wear-
able sensor devices. However, IIoT employs more advanced
tools such as programmable logic controllers (PLCs) for
automated control, industrial robots, Collaborative robots
(cobots), advanced sensors for machine health monitoring
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(such as vibration, temperature etc), smart metres for tracking
energy consumption, thermal imaging cameras, smart laser
scanners for 3D products and AR glasses [30].

Moreover, IoT systems and software often include envi-
ronmental monitoring systems, track and trace systems, security
and safety systems, access control systems, energy monitoring
systems, and warehouse management systems. However, IIoT
systems and software aremore advanced, such asmachine vision
systems, smart inventory management software, automated in-
ventory picking systems, supervisory control and data acquisi-
tion systems, predictive maintenance software, cloud‐based
manufacturing execution systems, advanced industrial data an-
alytics software, access control systems with IIoT integration,
and real‐time GPS tracking for delivery vehicles [31].

While both IoT and IIoT technologies involve inter-
connected devices and systems, IIoT is more focused on in-
dustrial settings, offering specialised tools and software to
optimise manufacturing and production processes.

4 | PROBLEM STATEMENT

By analysing, the existing studies reveals a significant gap in the
adoption of IIoT technologies in manufacturing and produc-
tion SMEs. It shows that developed countries, such as the
United States, Denmark and Columbia have adopted IIoT
technologies within their business environment and have revo-
lutionised their industrial sectors. Though, the major focus of

TABLE 3 Comparison of IoT and IIoT based on technological features in manufacturing and production SMEs.

Features IoT IIIoT

Focus Consumers and convenience Industrial application and efficiency

Applications in manufacturing and production
SMEs

• Asset tracking
• Monitoring
• Collecting data
• Smart packaging
• Remote quality control
• Inventory management
• Automation

• Machine monitoring and predictive maintenance
• Real‐time production tracking
• Automated quality checks
• Real‐time defect detection
• Smart inventory tracking
• Just‐in‐time inventory management
• Remote machine management

Devices/Tools • Temperature sensors
• Humidity sensors
• Smart electrical appliances
• Light sensors
• Smart plugs
• Proximity sensors
• Air quality sensors
• Wearable sensor devices
• Basic leak detection sensors
• Smart water flow metres
• RFID tags and readers
• Barcode scanners
• Smart manufacturing sensors

• PLCs for automated Control
• Industrial robots
• Cobots (collaborative robots)
• Advanced sensors for machine health monitoring (vibration,
temperature)

• Smart metres for tracking energy consumption/energy‐guzzling
• Thermal imaging cameras
• Smart laser scanners for 3D products
• Advanced thickness gauges for measurement
• Acoustic emission sensors for real‐time machinery sound detection
• Spectrometers
• Industrial drones for inventory management and inspection
• AR for remote assistance and training
• VR for immersive design and simulation
• Advanced real‐time electrical industrial appliances
• Industrial wearables for hands‐free operation
• Advanced robotics for material handling and assembly

Systems/Softwares • Environmental monitoring
systems

• Track and trace systems
• Security and safety system
• Access control systems
• Energy monitoring systems
• Process control systems
• Warehouse management systems
• Smart lighting systems

• Machine vision systems
• HMIs
• Smart inventory management software
• Automated inventory picking systems
• WMS
• SCADA systems
• Predictive maintenance software
• Cloud‐based MES
• Advanced industrial data analytics software
• Access control systems with IIoT integration
• Real‐time GPS tracking for delivery vehicles
• RTLS
• CNC machines
• Automated material handling systems
• RPA for repetitive tasks
• Automated inspection systems for quality assurance
• Automated inventory management systems

Abbreviations: AR, augmented reality; CNC, computer numerical control; HMIs, human‐machine interfaces; IoT, Internet of Things; MES, manufacturing execution systems; PLCs,
programmable logic controller; RPA, robotics process automation; RTLS, real‐time location systems; SCADA, supervisory control and data acquisition; SMEs, small medium enterprises;
VR, virtual reality; WMS, warehouse management systems.
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these studies is focusing on the financial impact of IIoTadoption
only within the organisation, IR 4.0 and IoT adoption, respec-
tively. Particularly in developing countries, India is trying to focus
on IIoTadoption in SMEs based onTOE framework. China and
Nepal focus on IR 4.0 adoption, whereas Thailand focuses on
the adoption of IR 5.0. Moreover, the studies conducted in
Malaysia focus only on the decisions to adopt IoT and IR 4.0 for
manufacturing SMEs only while neglecting the adoption of IIoT
in production SMEs.

Additionally, most of the existing studies focus on the
technology adoption framework, such as TOE, TAM and DOI
with respect to technological, organisational and environ-
mental. However, individuals are the main part and play an
important role in the industrial sectors that are not paying
attention during the adoption of advanced technologies.
Furthermore, the adoption models developed in the existing
studies are based on three to seven influencing factors while
some more key influencing factors should be included ac-
cording to the TOEI framework equally. However, there is a
need for the adoption of IIoT for manufacturing and pro-
duction SMEs in developing countries, especially in Malaysia.
To address the gap the main research question is as follows:

How a reliable and validated IIoT adoption model
can be designed and developed for Malaysian
manufacturing and production SMEs to adopt
IIoT technologies?

5 | RESEARCH METHODOLOGY

A good comprehensive research framework enhances the
quality of any research project [32, 33]. It helps researchers to
manage research steps in the right order. Each step of the
process has its own deliverables and guides the researchers to
confidently move to the research's next steps. This research
consisted of three main phases: Phase I: Background, Analysis
and Planning, Phase II: Conducting Survey and Phase III: Data
Analysis and Recommendations as shown in Figure 3.

For the background analysis and planning, Shah et al. [8]
examine the existing studies concerning the adoption of IIoT
in manufacturing and production SMEs, to identify a signifi-
cant research gap in developing countries, comprehensively.
Forty‐seven key influencing factors have been identified based
on a thorough literature review. After the identification, these
47 factors have been classified into four main groups based on
the technology, organisation, environment and individual
(TOEI) framework. By using this classification, researchers and
industrial experts will gain a better understanding, knowledge
and importance of these influencing factors with their rela-
tionship with each other for the adoption of IIoT and its
impact on Manufacturing and production SMEs. Shah et al. [8]
have been proposed a conceptual model for IIoT adoption in
manufacturing and production SMEs based on the TOEI
framework. The proposed IIoT conceptual model serves as a
foundation to guide policymakers and stakeholders of

manufacturing and production SMEs in developing countries
that are looking to adopt and implement IIoT technology
within industrial sectors. Additionally, the model visually rep-
resents the factors and their interactions in the context of IIoT
adoption for manufacturing and production SMEs.

Following the proposed IIoT conceptual model, a
comprehensive survey has been conducted involving both
academic experts and industry professionals by Shah et al. [34].
The aim was to prioritise and rank the highly key influencing
factors for the successful adoption and implementation of
IIoT in manufacturing and production SMEs. Both academic
experts and industrial professionals rated these factors within
each category based on their perceived importance and priority
for IIoT adoption. By analysing both factors based on existing
studies and factors ranked based on experts' surveys, Table 4
highlights the strategy for selecting the factors for the finalised
IIoT adoption model for manufacturing and production SMEs
based on Equation (1). The factors for the finalised adoption
model are selected based on the common factors in both
Factors Ranked based on Experts Survey ðFacEÞ and the Top‐
Rated Factors based on Existing Studies ðFacRÞ.

FacE ∩ FacR ¼ FacS ð1Þ

In terms of technological factors, there are six factors
ranked by experts based on the survey conducted including the
ease of use, technical support, efficiency, privacy and security,
real‐time tracking, and Network and communication. Similarly,
six factors are highlighted in the majority of existing studies,
including efficiency, capability, privacy and security, real‐time
tracking, flexibility, and network and communication. The
technological factors selected for the finalised adoption model
including the ease‐of‐use, efficiency, network and communi-
cation, privacy and security, and real‐time tracking, are com-
mon in both sets. For the organisational factors, the experts
highlighted training, infrastructure, readiness, performance,
and openness to change as organisational factors for the
adoption of IIoT in manufacturing and production SMEs,
whereas existing studies ranked cost, performance, infrastruc-
ture, support and training factors. Therefore, the organisational
factors selected for the finalised adoption model including the
cost, infrastructure, performance and training, are common in
both factors ranked by both existing studies and experts.

Furthermore, in terms of environmental factors experts
raked resources, government policies, legal and ethical concerns,
tools, and imposition by the environment. In existing studies,
highlighted factors are tools, sustainability, government policies,
business environment and legal and ethical issues. However,
selected factors for the finalised model are government policies,
legal and ethical concerns, resources and tools, which are based
on the combination of both experts' ranking and existing studies.
Finally, the individual factors that are ranked by experts include
safety, knowledge, adaptability, acceptability and skills, while
existing studies ranked safety, adaptability, acceptability, knowl-
edge, and skills as the main factors for the IIoT adoption.
However, factors chosen for the finalised model include adapt-
ability, knowledge, safety and skills. All selected influencing
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factors are briefly defined and expressed with the help of equa-
tions from Equations (2)–(17) in Table 5 for IIoT adoption and
implementation in manufacturing and production SMEs.
Furthermore, Industrial IoT is also briefly defined and expressed
with the help of Equation 18.

A total of 51 questions was created for the questionnaire
based on selected 17 influencing factors for finalising IIoT
adoption model for manufacturing and production SMEs. The
questionnaire was designed using an online platform Google
Forms, which is widely used for data gathering and ensure the
reliability of the data. Additionally, survey questionnaires were
printed for personal data collection to get a fast response.

Before conducting the data collection, experts' opinions have
been taken to further refine andfinalise the questionnaires. Based
on the feedback from experts, the questionnaire items were
revised as necessary. The experts were stakeholders such as
SMEs' owners, entrepreneurs and professional academic staff.
Experts reviewed the questionnaires and provided feedback on
their clarity, relevance and effectiveness for making the survey
and data collection process more smoothly and to maintain the
quality of the survey. To ensure the instrument's reliability, five
experts were selected for content validity and face validity of the

questionnaire. Content validity refers to ensuring that all the
questions or items in a survey are accurate and right and cover the
entire range of the concept it is intended to measure [46].
However, Face validity is a subjective measure that determines
whether a measurement tool looks to measure what it is sup-
posed to measure [47]. It is essentially a decision regarding
whether the instrument "looks like" it is measuring what it
promises to measure. For the data collection, a list of registered
Malaysian SMEs from the website of "SME Corporation
Malaysia [48]” has been used. The contact information of has
been obtained and shortlist only the manufacturing and pro-
duction SMEs of Malaysia for sending questionnaires through
emails, social media channels and physical visits to the SMEs.

A sample of 627 manufacturing and production SMEs
were invited to participate in the main research survey. A total
of 543 responses have been received, out of which 51 re-
sponses have been terminated during the data screening and
cleaning process. Data screening refers to checking the data for
any errors, inconsistencies, or missing information. While data
cleaning is the process of correcting mistakes and in-
consistencies that are discovered during the screening process.
This could include eliminating duplicate entries, correcting

F I GURE 3 Research framework of the study.
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mistakes, or filling in missing values [49]. Both data screening
and cleaning are essential and play significant roles in the
research because accurate and reliable data is required to derive
meaningful conclusions and make data‐driven decisions [50].
Furthermore, if the data is inaccurate or unreliable it can lead
to produce incorrect or wrong results and unreliable findings
[51]. Therefore, to maintain the standard of the survey and
produce meaningful results with high quality information.
Following successful data collection, the data was screened and
inspected for high quality checks that will lead to more reliable
and accurate results for the analysis. During this process, the
responses from other SMEs, such as logistics, retail, agriculture
etc. were removed and the responses only from manufacturing
and production SMEs were retained as the main focus of the
study is IIoT adoption model for manufacturing and produc-
tion SMEs only. Also, the duplicate records, missing values and
incomplete responses have been removed during this stage.
And after the screening and cleaning we have successfully
finalised a sample of 492 for the analysis to validate and finalise

the influencing factors for the successful adoption of IIoT in
manufacturing and production Malaysian SMEs.

In the final phase, the comparative and statistical analysis of
the research are performed using structural equation modelling
(SEM) in Smart PLS tool. Respondent demographics analysis,
descriptive analysis, reliability and validity are accomplished for
analysis and validation of collected data and finalising the
influencing factors for the successful adoption of IIoT for
manufacturing and production SMEs in Malaysia. The mea-
surement model and structural model are assessed successfully,
and the results of each are shown in Figures 4–7, Tables 6–12.

After successful data analysis and validation, the final IIoT
adoption model is developed for manufacturing and production
SMEs to adopt IIoT technologies in Malaysia. This model in-
corporates the validated influencing factors and provides a
comprehensive understanding and recommendation for the
future policymakers of the Malaysian manufacturing and pro-
duction SMEs in order to help them speed up industrial opera-
tions, increase efficiency, productivity and competitiveness for

TABLE 4 Criteria for selecting factors to finalise the IIoT adoption model.

Sr
No.

Factors ranked based on experts
survey ðFacE Þ

Top rated factors based on existing
studies ðFacRÞ

Selected factors for the finalise IIoT adoption
model ðFacS Þ

Technological

1 Ease of use Efficiency Efficiency

2 Technical support Capability Ease of use

3 Efficiency Privacy & security Network and communication

4 Privacy and security Real‐time tracking Privacy and security

5 Real time tracking Flexibility Real‐time tracking

6 Network and communication Network and communication

Organisational

1 Training Cost Cost

2 Infrastructure Performance Infrastructure

3 Readiness Infrastructure Performance

4 Performance Support Training

5 Openness to change Training

Environmental

1 Resources Tools Government policies

2 Government policies Sustainability Legal and ethical concerns

3 Legal and ethical concerns Government policies Resources

4 Tools Business environment Tools

5 Imposition by the environment Legal and ethical issues

Individual

1 Safety Adaptability Adaptability

2 Knowledge Safety Knowledge

3 Adaptability Ability Safety

4 Acceptability Skills Skills

5 Skills Knowledge
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F I GURE 4 Analysis of IIoT familiarity, usage and preference for adoption of IIoT in SMEs. IIoT, Industrial Internet of Things; SMEs, small medium
enterprises.

F I GURE 5 IIoT adoption model for manufacturing and production SMEs in smart PLS. IIoT, Industrial Internet of Things; SMEs, small medium
enterprises.

manufacturing and production SMEs. Based on the analysis of
the feedback from manufacturing and production SMEs'
stakeholders and the final IIoT adoption model, recommenda-
tions and suggestions are proposed for future policymakers and
SMEs' stakeholders to adopt the IIoT technologies in
manufacturing and production SMEs in Malaysia. Furthermore,
potential advantages, risks and assumptions regarding the
finalised IIoT adoption model are also comprehensively dis-
cussed. Finally, the final IIoTadoptionmodel has been evaluated
and validated by the experts frommanufacturing and production
SMEs.

6 | RESULTS AND DISCUSSIONS

The result and discussion section is divided into five main
subsections: demographic analysis, descriptive statistics, IIoT
model assessment, analysis the IIoT model results and dis-
cussion of IIoT model assessment results.

6.1 | Demographic analysis

Table 6 provides an overview of the demographic analysis of
the respondents during the data collection for the IIoT
adoption for the Manufacturing and Production SMEs in
Malaysia. In total, 492 respondents have been surveyed. The
492 respondents are actually the individuals working in various
manufacturing and production SMEs including owners, di-
rectors, supervisors, managers and decision makers within the
manufacturing and production SMES. Among the 492 re-
spondents that represent 492 SMEs, the majority belong to
manufacturing SMEs comprising of 73.98%, whereas 26.02%
of SMEs belong to production. Regarding the number of
employees: 43.90% of SMEs have 10–50 employees, 33.54% of
SMEs have 51–100 employees, 15.65% have 101–150 em-
ployees, 4.88% have 151–200 employees, 1.83% have 201–250
employees and only 0.20% have more than 250 employees.

In terms of job status, 96.34% of the respondents are
employed full‐time, whereas 3.59% worked part‐time.
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F I GURE 6 Data analysis of IIoT adoption model for manufacturing and production SMEs in smart PLS. IIoT, Industrial Internet of Things; SMEs, small
medium enterprises.

Regarding gender representation, 47.36% of the respondents
who participated in this survey are female, while 44.51% are
male and 8.13% are identified as others. Age‐wise, 47.76% lie
between 26 and 35 years, 38.41% are between 36 and 45 years,
7.32% of the respondents are between 20 and 25 years and
6.50% are above 45 years old.

Based on the experience, 40.45% have six (06) to 10 years
of experience, 35.98% have one (01) to five (05) years of
experience, 17.28% have 11–15 years of experience, 5.49%
have more than 15 years of experience and 0.81% of the re-
spondents have less than one year of experience.

When asked about familiarity with the concept of Indus-
trial IoT (IIoT), 92.68% of the respondents indicated that they
were familiar with the concept of IIoT while 7.32% specified
that they were not familiar as shown in Figure 4a. Regarding
awareness of specific IIoT applications or devices, 40.04% of
the respondents have heard about IIoT applications and de-
vices while 59.96% said that they are not aware of the appli-
cation and devices of IIoT as shown in Figure 4b. When it
comes to knowing the usages of IIoT applications or devices,
only 23.17% of the respondents indicated that they are
currently using IIoT technologies while 76.83% of respondents
said that they are not using any kind of IIoT technologies in
their SMEs as shown in Figure 4c. However, after examining
the responses in detail, we found that these SMEs are actually
using basic IoT devices, such as temperature sensors, gas
sensors, light sensors, smart water flow metres, detection
sensors, smart electrical appliances, smart plugs, security alarm
system, barcode scanners, RFID tags and readers, pressure
sensors and quality sensors, security and safety systems, CCTV
cameras, proximity sensors, wearable sensors, motion sensors
and condition monitoring sensors, do not specifically belong to

IIoT but due to the lack of knowledge they are considering
these technologies as IIoT technologies. However, in reality,
these devices or applications fall under IoT as shown in Table 3
that highlights the difference between IoT and IIoT in detail
based on applications, devices or tools and systems or soft-
ware. Although in reality, IoT mainly focuses on the consumers
and convenience while IIoT focuses on industrial applications
and efficiency of the SMEs. In conclusion, the majority of the
99.39% of respondents are preferred a preference for the
adoption and implementation of IIoT in their SMEs while only
0.61% were not interested in the adoption of IIoT in
manufacturing and production SMEs as shown in Figure 4d.

6.2 | Descriptive analysis

Table 7 highlights the descriptive analysis of the collected data
from a sample of 492 manufacturing and production SMEs in
Malaysia. For the descriptive analysis, mean, median, minimum,
maximum, standard deviation, excess kurtosis and skewness
methods are calculated for each item of the IIoT adoption
model. Mostly, the average values of Mean and Median are lied
around 4 that means respondents agree according to the Likert‐
scale for the adoption the IIoT while in a few cases the average
values are lied around 2 that means respondents are disagreed
according to the Likert‐scale in terms of insufficient skills and
tools. However, in most of the cases the minimum value is 1 and
the maximum value is 5 that shows the unbiased of the data.

According to the observation, standard deviation with
smaller values shows that the values are closer to themeanwhich
suggests that there is less dispersion or variability in the data [52].
The standard deviation of a majority of the items in data
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collected is less than 1 and closer to zero that clearly shows that
there is no variability or dispersion in data. Normal data distri-
bution occurs when skewness and kurtosis are both zero.
However, according to the [53, 54], the kurtosis value is less than
seven, and the Skewness value of less than two is acceptable. The
Excess Kurtosis calculated for the items outlines a universal
threshold for excess kurtosis that shows acceptable it's applica-
bility. Lastly, the skewness of each item in the data also fulfills its
criteria as the skewness of each item falls within an acceptable
range based on the specific analysis, and therefore it can be
considered "good" for the intended IIoT adoption model.

6.3 | IIoT model assessment

The IIoT adoption model has been assessed in two primary
adoption model assessment methods: construct reliability and
construct validity. Figure 6 demonstrates the process of data
analysis for assessing the IIoT adoption model.

6.3.1 | Construct reliability

It is the assessment of multiple items (items/constructs) that
are used to measure a specific factor (factor/variable) to ensure

that the factors are measuring the true idea or concept it is
supposed to measure. Construct reliability ensures that the
items those are used for the IIoT adoption model are reliable,
constant and measuring the intended concepts. If items of an
adoption model are not reliable it can lead to an unreliable
adoption model [55, 56].

Internal consistency reliability
It canbe defined as ameasurementwhich is closely related to a set
of items in a group. It evaluates the extent towhich the items that
are designed to measure the same construct produce consistent
or homogeneous scores. In other words, internal consistency
reliability assesses whether the items that make up a construct or
scale are all measuring the same underlying dimension or
concept. If an adoption model has strong or high internal con-
sistency reliability then the factors of themodel are considered as
robust and reliable which enhances and improves the overall
trustworthiness and quality of the adoption model [56].

However, if the items or constructs are having weak or low
internal consistency, it demonstrates that items are measuring
different aspects or are not aligning properly with factors,
which can compromise the validity and reliability of the
adoption model.

Cronbach's alpha Cronbach's alpha is a statistical tech-
nique that is used for the measurement of the internal

F I GURE 7 Final IIoT adoption model for manufacturing and production SMEs. IIoT, Industrial Internet of Things; SMEs, small medium enterprises.
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TABLE 6 Respondents' demographic analysis.

Demographic analysis

Type of SMEs Frequency Percent (%)

Manufacturing 364 73.98

Production 128 26.02

Total 492 100.0

Number of employees in SMEs

10–50 216 43.90

51–100 165 33.54

101–150 77 15.65

151–200 24 4.88

201–250 09 1.83

More than 250 01 0.20

Total 492 100

Job status

Full time 474 96.34

Part time 17 3.59

Total 492 100

Gender

Female 233 47.36

Male 219 44.51

Others 40 8.13

Total 492 100

Age

20–25 years 36 7.32

26–35 years 235 47.76

36–45 years 189 38.41

Above 45 years 32 6.50

Total 492 100.0

Working experience in SMEs

Less than one (01) Year 04 0.81

One (01)–Five (05) Years 177 35.98

Six (06)–10 Years 199 40.45

11–15 Years 85 17.28

More than 15 Years 27 5.49

Total 492 100

Are you familiar with the concept of IIoT?

Yes 456 92.68

No 36 7.32

Total 492 100

Have you ever heard about IIoT applications or devices before?

Yes 197 40.04

No 295 59.96

Total 492 100

(Continues)
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consistency of the set of items of an adoption model. It is a
statistical measure that indicates the internal consistency or
reliability of a set of items used to measure a particular
concept. Cronbach's alpha demonstrates an estimate of the
items and whether they are measuring the expected concept or
not. A higher value of Cronbach's alpha indicates that items are
close to each other and are measuring consistently the expected
concept for a desired factor, which is important for the reli-
ability of an adoption model. If a set of items or constructs has
low Cronbach's alpha value it highlights that the items are not
measuring the expected concept and revision or modification
of the items for a desired factor or variable may be needed
[57, 58].

Composite reliability Another technique that is used for
assessing the internal consistency reliability is the composite
reliability, which examines and evaluates the overall reliability
or internal consistency of a set of items that are used for the
measurement of a single factor in an adoption model. Unlike
Cronbach's alpha, composite reliability counts various loadings
of each item on the factor. The calculation of composite reli-
ability is based on the summation of the factors loading and
the summation of the variance error that is associated with
each item. If an adoption model has higher or stronger com-
posite reliability measures, it shows that the items are highly
reliable and consistently measure the desired concept for a
variable or factor even though the factor loading of the items
may differ [59].

Similarly, if an adoption model has lower or weak com-
posite reliability it demonstrates that the items are not reliable
and consistently measuring the expected concept for a desired
factor which can affect the overall validity and reliability of an
adoption Model. The composite reliability of an adoption
model can be further assessed through two commonly used
coefficients, rho_a (Jöreskog's rho) and rho_C (Dillon‐Gold-
stein's rho).

� Rho_a and Rho_c

Rho_a is the measurement of composite reliability that
considers various factor loadings of a set of items to represent a

factor. It is calculated based on the summation of the squared of
factor loading and the summation of itemmeasurement or error
variances. It provides a more accurate estimate of the reliability
of an adoption model as compared to Cronbach's Alpha. Simi-
larly, it is also a measurement of the composite reliability of an
adoption model that is used to determine the internal consis-
tency of a set of items, which represent a factor or variable within
an adoption model. Its calculation is the same as rho_a and takes
various factor loading to represent a single variable or factor and
demonstrates its reliability and internal consistency. Both rho_a
and rho_C are the appropriate measures of the internal consis-
tency reliability of an adoptionmodel, especially when evaluating
factors that are represented by multiple or a set of items or
constructs with various factor loading.

6.3.2 | Construct validity

The second method for assessing the adoption model is
construct validity, which is the accurate measurement of a set
of items to represent or measure a desired concept that they
are expected to measure. Construct validity is very important
for an adoption because it ensures the accurate measurement
of various factors that influence the adoption model. Without
determining the construct validity of an adoption model the
model can be inaccurate [55, 56]. Construct validity can be
assessed further using convergent validity and discriminant
validity.

Convergent validity
Convergent validity is themeasurement of a set of items to shape
or converge a high proportion of variance. Convergent validity is
essential for an adoption model because it indicates the desired
constructs or items are being measured accurately and consis-
tently. Discriminant validity is the degree to which a set of items
is different from other items in the adoption model. This means
that the measures or values of various items should not be highly
correlated or share a significant proportion of variance.
Discriminant validity of an adoptionmodel is important because
it ensures that a set of items or constructs within an adoption

T A B L E 6 (Continued)

Demographic analysis

Type of SMEs Frequency Percent (%)

Is your SME currently using any IIoT technologies or solutions?

Yes 114 23.17

No 378 76.83

Total 492 100

Would you like to prefer the adoption and implementation of IIoT in your SME?

Yes 489 99.39

No 3 0.61

Total 492 100

Abbreviations: IIoT, Industrial Internet of Things; SMEs, small medium enterprises.
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TABLE 7 Descriptive analysis.

Items Mean Median Minimum Maximum Standard deviation Excess kurtosis Skewness No. of observations used

IIoT1 4.276 4 2 5 0.664 −0.576 −0.418 492

IIoT2 4.163 4 1 5 0.709 2.377 −0.932 492

IIoT3 4.201 4 2 5 0.649 0.276 −0.448 492

IIoT4 4.333 4 3 5 0.640 −0.691 −0.433 492

T‐EFC1 4.303 4 1 5 0.776 2.632 −1.318 492

T‐EFC2 4.268 4 1 5 0.764 1.759 −1.101 492

T‐EFC3 4.266 4 1 5 0.761 1.698 −1.074 492

T‐EOU1 4.329 4 1 5 0.679 1.611 −0.909 492

T‐EOU2 4.407 4 1 5 0.664 2.205 −1.097 492

T‐EOU3 4.419 5 1 5 0.696 2.548 −1.255 492

T‐NWC1 4.242 4 1 5 0.714 2.185 −0.964 492

T‐NWC2 4.319 4 1 5 0.721 1.262 −0.957 492

T‐NWC3 4.159 4 1 5 0.779 1.413 −0.882 492

T‐PS1 3.862 4 1 5 0.864 0.988 −0.795 492

T‐PS2 4.264 4 1 5 0.765 1.239 −1.008 492

T‐PS3 3.949 4 1 5 0.920 −0.158 −0.671 492

T‐RTT1 4.325 4 1 5 0.675 1.426 −0.899 492

T‐RTT2 4.323 4 1 5 0.710 0.924 −0.900 492

T‐RTT3 4.346 4 1 5 0.680 1.426 −0.947 492

O‐CST1 4.266 4 1 5 0.784 0.330 −0.863 492

O‐CST2 4.252 4 1 5 0.743 3.080 −1.222 492

O‐CST3 4.130 4 1 5 0.809 2.133 −1.121 492

O‐INF1 3.809 4 1 5 0.962 1.582 −1.155 492

O‐INF2 4.120 4 1 5 0.987 2.355 −1.482 492

O‐INF3 3.886 4 1 5 0.924 2.604 −1.418 492

O‐PER1 4.394 4 1 5 0.690 3.312 −1.337 492

O‐PER2 4.366 4 1 5 0.673 3.576 −1.276 492

O‐PER3 4.346 4 1 5 0.671 3.495 −1.228 492

O‐TRN1 4.313 4 1 5 0.675 0.614 −0.713 492

O‐TRN2 4.232 4 2 5 0.663 −0.209 −0.422 492

O‐TRN3 4.067 4 2 5 0.751 −0.864 −0.226 492

E‐GP1 4.158 4 1 5 0.868 2.578 −1.364 492

E‐GP2 3.829 4 1 5 0.884 1.311 −0.921 492

E‐GP3 4.148 4 1 5 0.840 2.405 −1.260 492

E‐LEC1 4.191 4 1 5 0.690 2.980 −1.016 492

E‐LEC2 4.225 4 1 5 0.739 0.643 −0.781 492

E‐LEC3 4.288 4 1 5 0.692 1.229 −0.860 492

E‐RES1 4.361 4 1 5 0.663 1.549 −0.937 492

E‐RES2 4.294 4 2 5 0.673 0.165 −0.632 492

E‐RES3 4.256 4 1 5 0.675 0.679 −0.639 492

(Continues)
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model are empirically and conceptually distinct from each other.
If an adoption model lacks discriminant validity, it can affect the
adoption model and provide inaccurate results about the re-
lationships between factors [60, 61].

Average variance extracted Average variance extracted
(AVE) is the measurement of the total amount of variance of a
desired factor from its construct or item (e.g. survey questions).
It demonstrates the strength of a specific item representing a
variable or factor. The higher value of the AVE suggests higher
validity and reliability of the measurements [62].

Factor loading Factor loadings are the coefficients that
represent the direction, strength and relationship among the
various items and their factors. It actually determines the level
of an item contributes towards the underlying variable or
factor [63].

Discriminant validity
Discriminant validity is defined as the measurement of various
factors that are distinct from each other. It ensures that the
measures that are intended to capture different concepts or
ideas do not overlap much by confirming the uniqueness of
each factors in the adoption model [64]. In the context of an
adoption model, discriminant validity refers to the extent to of
different items (such as adaptability towards adoption vs. ease
of use) are truly distinct from each other. It ensures that the
measures intended to capture separate concepts do not overlap
too much, thereby confirming the uniqueness of each item in
the model. Discriminant validity is further assessed using two
methods, such as Fornell‐Larcker and Heterotrait‐Monotrait
(HTMT) [65].

Fornell‐Larcker. Fornell‐Larcker criterion compares the
square root of the AVE of a set of items with the correla-
tions between those factors and all other factors in the

model. It is calculated to examine the discriminant validity. In
order for the discriminant validity to be well established in an
adoption model, the square root of AVE for a desired
construct or item should be greater than the correlation
between that item and all other items in the adoption model.
It shows that the items share more variance with its factors
than other items [66].

HTMT. HTMT (Heterotrait‐Heterotrait ratio of correla-
tions) is a statistical criterion that is used to assess the
discriminant validity of an adoption model. It ensures that all
the items within a model are accurately different from each
other by comparing their correlation. Discriminant validity
suggests the items or constructs that represent factors in a
model are sufficiently different. It is considered as a more
reliable and sensitive measure of discriminant validity than the
Fornell‐Larcker criterion [66].

All the above methods, including assessing construct reli-
ability through measures such as Cronbach's alpha and com-
posite reliability (rho_a and rho_c), as well as evaluating
construct validity through convergent validity (using AVE and
factor loadings) and discriminant validity (using cross‐loadings,
Fornell‐Larcker and HTMT) must be assessed for the adoption
model in order to ensure that the model is robust, reliable, and
valid. The required criteria for each method are shown in
Table 13.

6.4 | Assessment of measurement model of
IIoT adoption

In this section, the results of IIoT adoption model assessment
have been demonstrated based on construct Reliability and
validity for the manufacturing and production SMEs.

T A B L E 7 (Continued)

Items Mean Median Minimum Maximum Standard deviation Excess kurtosis Skewness No. of observations used

E‐TLS1 2.168 2 1 5 1.198 −0.825 0.677 492

E‐TLS2 2.156 2 1 5 0.990 −0.255 0.606 492

E‐TLS3 1.723 1 1 5 0.999 0.561 1.252 492

I‐ADP1 4.059 4 1 5 0.846 1.405 −0.984 492

I‐ADP2 3.829 4 1 5 0.951 0.435 −0.782 492

I‐ADP3 3.161 3 1 5 0.949 −0.366 −0.082 492

I‐KNW1 3.699 4 1 5 1.046 0.169 −0.756 492

I‐KNW2 4.063 4 1 5 0.988 1.048 −1.145 492

I‐KNW3 3.669 4 1 5 1.169 −0.137 −0.761 492

I‐SFT1 3.837 4 1 5 1.065 0.151 −0.819 492

I‐SFT2 3.980 4 1 5 0.959 0.943 −1.030 492

I‐SFT3 4.126 4 1 5 0.805 1.455 −0.961 492

I‐SKL1 2.606 2 1 5 1.138 −0.649 0.492 492

I‐SKL2 2.006 2 1 5 0.948 0.022 0.723 492

I‐SKL3 1.953 2 1 5 0.993 0.200 0.871 492
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6.4.1 | Internal consistency reliability

The initial criteria for the measurement of IIoT adoption
model reliability is construct reliability, which is assessed with
the help of Cronbach Alpha, a common method for assessing
and evaluating the internal consistency of the adoption model.
The results highlight all the Cronbach Alpha's values of
selected influencing factors for IIoT adoption model, all the
values lied between 0.697 and 0.910 as shown in Table 8. All
the values are more than 0.700 which means all Cronbach
Alpha's values are considered good for the IIoT adoption
model. However, only one factor T‐Network and Communi-
cation (T‐NWC) has a value 0.697, which is still acceptable as it
is above 0.400 and does not influence the reliability of the IIoT
adoption model, according to Table 13. Similarly, Composite
reliability is another method for assessing the internal consis-
tency of the IIoT adoption model, rho_a and rho_c are used to
assess the composite reliability. For the rho_a, all the values are
lied between 0.710 and 0.991 while for the rho_c, all the values
are lied between 0.782 and 0.923 as shown in Table 8. All the
values of rho_a and rho_c are more than 0.700 that means all

composite reliability's values are considered good for IIoT
adoption model, according to Table 13. The findings show that
all the items have adequate internal consistency reliability,
which means that all the influencing factors of IIoT adoption
model are reliable.

6.4.2 | Convergent validity

Convergent validity is related to the measurement of how well
items measure the factors it is intended to measure. The AVE
is one of the most common and widely used methods for
assessing the convergent validity. The results of the AVE
demonstrate that all the influencing factors for IIoT adoption
model are lied between 0.558 and 0.844 for the convergent
validity as shown in Table 8. All the values are more than 0.500
which means all AVE's values are considered good for IIoT
adoption model, according to Table 13.

Factor loadings are used to check the direction, strength and
relationship between factors and their item for the adoption
model. All the values of factor loading are lied between 0.489 and
0.966 for the adoption of IIoTmodel as shown in Table 9. Most
of the values are more than 0.700 which means all factor load-
ing's values are considered good for IIoT adoption model.
However, few values of T‐EFC2, T‐EOU1, T‐RTT2 and O‐
TRN2 have the values 0.489, 0.667, 0.593 and 0.573, respec-
tively, which are still acceptable as it is above 0.400 and does not
effect on the validity of the IIoT adoption model, according to
Table 13.

6.4.3 | Discriminant validity

Discriminant validity refers to the level of a factor in the
adoption model that differs from other factors using the
Fornell‐Larcker and HTMT methods. The standard conven-
tional criteria for Fornell‐Larcker are that the square root of
AVE should be bigger than its correlation as shown in
Table 13, and similarly, one of the criteria is required for the
discriminant validity of the IIoT adoption model. The square
root of AVE of all factors (IIoT: 0.803, T‐EFC: 0.807, T‐EOU:
0.776, T‐NWC: 0.785, T‐PS: 0.804, T‐RTT: 0.789, O‐CST:
0.817, O‐INF: 0.894, O‐PER: 0.789, O‐TRN: 0.747, E‐GP:
0.792, E‐LEC: 0.864, E‐RES: 0.794, E‐TLS: 0.846, I‐ADP:
0.919, I‐KNW: 0.835 and I‐SFT: 0.843) are greater than its
correlations values of remaining factors (column‐wise) as
shown in Table 10. The results of Fornell‐Larcker show the
positive discriminant validity for the IIoT adoption model.

The standard criteria for the HTMT are all the factors'
values should be less than 0.850 which are considered good
results and all the values should not be closer or equal to one as
shown in Table 13. The results show that HTMT values of all
influencing factors lied between 0.032 and 0.841 as shown in
Table 11. All the values of HTMT are less than 0.850 and far
away from one that shows the positive discriminant validity for
the IIoT adoption model.

TABLE 8 Construct reliability and validity.

Influencing factors Cronbach's alpha

Composite
reliability

AVErho_a rho_c

T‐EFC 0.805 0.932 0.840 0.652

T‐EOU 0.727 0.952 0.817 0.603

T‐NWC 0.697 0.728 0.827 0.616

T‐PS 0.742 0.779 0.846 0.647

T‐RTT 0.709 0.969 0.827 0.622

O‐CST 0.757 0.848 0.857 0.668

O‐INF 0.879 0.945 0.923 0.800

O‐PER 0.735 0.722 0.831 0.623

O‐TRN 0.718 0.985 0.782 0.558

E‐GP 0.725 0.772 0.835 0.628

E‐LEC 0.842 0.980 0.898 0.747

E‐RES 0.706 0.712 0.836 0.630

E‐TLS 0.823 0.960 0.883 0.716

I‐ADP 0.910 0.962 0.942 0.844

I‐KNW 0.806 0.991 0.873 0.697

I‐SFT 0.810 0.924 0.880 0.711

I‐SKL 0.707 0.753 0.833 0.626

IIoT 0.819 0.840 0.878 0.644

Abbreviations: E‐GP, E‐government policies; E‐LEC, E‐legal and ethical concerns;
E‐RES, E‐ resources; E‐TLS, E‐tools; I‐ADP, I‐adaptability; IIoT, Industrial Internet of
Things; I‐KNW, I‐Knowledge; I‐SFT, I‐safety; I‐SKL, I‐skills; O‐CST, O‐cost; O‐INF,
O‐infrastructure; O‐PER, O‐performance; O‐TRN, O‐training; T‐EFC, T‐efficiency;
T‐EOU, T‐ease of use; T‐NWC, T‐network and communication; T‐PS; T‐privacy and
security; T‐RTT, T‐real time tracking.
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TABLE 9 Factor/item loadings.

IIoT
T‐
EFC

T‐
EOU

T‐
NWC

T‐
PS

T‐
RTT

O‐
CST

O‐
INF

O‐
PER

O‐
TRN

E‐
GP

E‐
LEC

E‐
RES

E‐
TLS

I‐
ADP

I‐
KNW

I‐
SFT

I‐
SKL

IIoT1 0.725

IIoT2 0.829

IIoT3 0.802

IIoT4 0.849

T‐
EFC1

0.885

T‐
EFC2

0.489

T‐
EFC3

0.966

T‐
EOU1

0.667

T‐
EOU2

0.911

T‐
EOU3

0.731

T‐
NWC1

0.702

T‐
NWC2

0.819

T‐
NWC3

0.827

T‐PS1 0.850

T‐PS2 0.824

T‐PS3 0.735

T‐
RTT1

0.924

T‐
RTT2

0.593

T‐
RTT3

0.813

O‐
CST1

0.771

O‐
CST2

0.765

O‐
CST3

0.908

O‐
INF1

0.872

O‐
INF2

0.919

O‐
INF3

0.892

O‐
PER1

0.853

O‐
PER2

0.728

0.781
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T A B L E 9 (Continued)

IIoT
T‐
EFC

T‐
EOU

T‐
NWC

T‐
PS

T‐
RTT

O‐
CST

O‐
INF

O‐
PER

O‐
TRN

E‐
GP

E‐
LEC

E‐
RES

E‐
TLS

I‐
ADP

I‐
KNW

I‐
SFT

I‐
SKL

O‐
PER3

O‐
TRN1

0.652

O‐
TRN2

0.573

O‐
TRN3

0.960

E‐GP1 0.826

E‐GP2 0.746

E‐GP3 0.802

E‐
LEC1

0.908

E‐
LEC2

0.744

E‐
LEC3

0.929

E‐
RES1

0.787

E‐
RES2

0.753

E‐
RES3

0.840

E‐TLS1 0.868

E‐TLS2 0.755

E‐TLS3 0.909

I‐ADP1 0.933

I‐ADP2 0.909

I‐ADP3 0.913

I‐
KNW1

0.833

I‐
KNW2

0.762

I‐
KNW3

0.904

I‐SFT1 0.859

I‐SFT2 0.777

I‐SFT3 0.890

I‐SKL1 0.748

I‐SKL2 0.750

I‐SKL3 0.870

Abbreviations: E‐GP, E‐government policies; E‐LEC, E‐legal and ethical concerns; E‐RES, E‐ resources; E‐TLS, E‐tools; I‐ADP, I‐adaptability; IIoT, Industrial Internet of Things;
I‐KNW, I‐Knowledge; I‐SFT, I‐safety; I‐SKL, I‐skills; O‐CST, O‐cost; O‐INF, O‐infrastructure; O‐PER, O‐performance; O‐TRN, O‐training; T‐EFC, T‐efficiency; T‐EOU, T‐ease of
use; T‐NWC, T‐network and communication; T‐PS; T‐privacy and security; T‐RTT, T‐real time tracking.
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TABLE 11 HTMT discriminant validity.

IIoT
T‐
EFC

T‐
EOU

T‐
NWC

T‐
PS

T‐
RTT

O‐
CST

O‐
INF

O‐
PER

O‐
TRN

E‐
GP

E‐
LEC

E‐
RES

E‐
TLS

I‐
ADP

I‐
KNW

I‐
SFT

I‐
SKL

IIoT

T‐EFC 0.064

T‐
EOU

0.098 0.788

T‐
NWC

0.124 0.679 0.841

T‐PS 0.122 0.323 0.322 0.460

T‐RTT 0.059 0.523 0.549 0.565 0.376

O‐
CST

0.080 0.333 0.287 0.368 0.204 0.215

O‐INF 0.072 0.331 0.361 0.271 0.170 0.309 0.191

O‐
PER

0.082 0.440 0.519 0.382 0.175 0.360 0.238 0.225

O‐
TRN

0.075 0.636 0.665 0.566 0.212 0.469 0.375 0.286 0.402

E‐GP 0.051 0.432 0.399 0.264 0.180 0.287 0.151 0.289 0.323 0.330

E‐
LEC

0.032 0.353 0.394 0.459 0.179 0.399 0.338 0.215 0.285 0.418 0.390

E‐RES 0.078 0.559 0.641 0.680 0.304 0.558 0.433 0.283 0.352 0.605 0.426 0.496

E‐TLS 0.111 0.181 0.192 0.242 0.085 0.189 0.142 0.204 0.196 0.173 0.166 0.185 0.230

I‐ADP 0.067 0.373 0.453 0.375 0.112 0.324 0.281 0.223 0.248 0.500 0.214 0.274 0.359 0.105

I‐
KNW

0.168 0.124 0.190 0.211 0.069 0.139 0.215 0.082 0.107 0.177 0.098 0.165 0.189 0.082 0.125

I‐SFT 0.093 0.389 0.364 0.280 0.111 0.295 0.257 0.233 0.208 0.369 0.417 0.198 0.321 0.093 0.201 0.233

I‐SKL 0.240 0.174 0.179 0.192 0.151 0.186 0.290 0.155 0.188 0.267 0.159 0.244 0.258 0.450 0.204 0.131 0.136

Abbreviations: AVE, average variance extracted; E‐GP, E‐government policies; E‐LEC, E‐legal and ethical concerns; E‐RES, E‐ resources; E‐TLS, E‐tools; I‐ADP, I‐adaptability; IIoT,
Industrial Internet of Things; I‐KNW, I‐Knowledge; I‐SFT, I‐safety; I‐SKL, I‐skills; O‐CST, O‐cost; O‐INF, O‐infrastructure; O‐PER, O‐performance; O‐TRN, O‐training; T‐EFC,
T‐efficiency; T‐EOU, T‐ease of use; T‐NWC, T‐network and communication; T‐PS; T‐privacy and security; T‐RTT, T‐real time tracking.

TABLE 12 Manufacturing and production SMEs expert’s demographics.

SMEs' expert Area of expertise Working experience SME name Type of SME

Expert 1 Industrial IoT, technology adoption and digital transformation 11–15 years Company A Manufacturing

Expert 2 Industrial IoT 6–10 years Company B Manufacturing

Expert 3 Industrial IoT, technology adoption and digital transformation 6–10 years Company C Production

Abbreviations: IoT, Internet of Things; SMEs, small medium enterprises.

TABLE 13 Construct reliability and
validity criteria for IIoT adoption model
assessment.

Measurement Criteria

Reliability Cronbach Alfa ≥0.400 (acceptable) ≥ 0.700 (good)

Composite reliability (rho_a and rho_c) ≥ 0.400 (acceptable) ≥ 0.700 (good)

Convergent validity AVE ≥ 0.500 (good)

Factor loading ≥0.400 (acceptable) ≥ 0.700 (good)

Discriminant validity Fornell‐Larcker = sqrt (AVE) > correlation

HTMT ≤0.85 (good) and ≠ 1

Abbreviation: AVE, average variance extracted.
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7 | FINALISED INDUSTRIAL
INTERNET OF THINGS ADOPTION
MODEL FOR MANUFACTURING AND
PRODUCTION SMES

The finalised IIoT adoption model for the manufacturing and
production SMEs is demonstrated in Figure 7, after the
detailed assessment and analysation of IIoT adoption mode for
seamlessly adopting IIoT technologies within the industrial
environment. The model has been developed based on TOEI
framework as shown in Figure 5 that contain technological,
organisational, environmental and individual factors. The final
IIoT adoption model contains 17 influencing factors for the
successful adoption of IIoT in manufacturing and production
SMEs including five technological factors (efficiency, ease of
use, network and communication, privacy and security, and
real‐time tracking) that can optimise their operations, improve
productivity, and gain a competitive edge, four organisational
factors (cost, infrastructure, performance and training) to
ensure a strategic and well‐planned approach, aligning IIoT
adoption with business goals and resource allocation, four
environmental factors (government policies, legal and ethical
concerns, resources and tools) to create an enabling environ-
ment for successful adoption of IIoT technologies and four
individual factors (adaptability, knowledge, safety and skills) to
embrace change and effectively utilise the new technologies,
promoting a culture of continuous improvement and innova-
tion. By considering all these influencing factors of the IIoT
adoption Model will help SMEs to successfully adopt IIoT
technologies without any difficulty.

8 | EVALUATION OF THE INDUSTRIAL
INTERNET OF THINGS ADOPTION
MODEL FROM THE SMALL MEDIUM
ENTERPRISES’S EXPERTS

To evaluate the finalised IIoT adoption model, a survey has
been created and sent to the manufacturing and production
SME experts that contains two sections: an introduction to the
model and an expert opinion on IIoT adoption model. The
purpose of the evaluation from the experts is to observe the
expert's opinion based on the findings of the IIoT adoption
model.

The targeted experts for the evaluation of IIoT adoption
model are particularly the experts from manufacturing and
production SMEs, those who have relative IIoT, technological
adoption and digital transformation experience. The de-
mographic information of the respondents includes the area of
expertise, working experience, SME name and the type of the
SME as shown in Table 12.

The questions asked from the experts for evaluation of the
IIoT adoption model include the relevance and importance of
the IIoT adoption model dimensions including technological,
organisational, environmental and individual, and show each
category of model dimensions accuracy in reflecting the
consideration of adopting IIoT for Malaysian SMEs. Also,

whether the designed IIoT adoption model can be used for
practical implementation of IIoT technologies within the
manufacturing and production SMEs in Malaysia. A total of
three 3 manufacturing and production SMEs participated in
the evaluation phase and the results from the experts have
been presented in Figure 8.

The first question of the model is to what degree the four
dimensions of the model (technology, organisation, environ-
ment and individual) are essential for the successful adoption
of IIoT technologies in the manufacturing and production
SMEs. The primary aim of the question was to gain a better
understanding of experts' insights into the four main di-
mensions of the IIoT adoption model defined in the initial
stages of the research. The finding of the survey shows that all
three experts strongly agree and agree that the model dimen-
sion is truly significant and has a very important role in the
adoption of IIoT technologies within manufacturing and
production SMEs.

The second question focuses on the significance of the
technological factors (efficiency, ease of use, network and
communication, privacy and security and real‐time tracking).
The third question is about the organisational factors impor-
tance (cost, infrastructure, performance and training). The
fourth question focuses on the significance of environmental
factors (government policies, legal and ethical concerns, re-
sources, and tools). The fifth question mainly emphasis on the
individual factors’ importance (adaptability, knowledge, safety
and skills). The results of the analysis presented in Figure 8
show that all experts strongly believe and agree that all 17 key
influencing factors have a positive effect and play a highly
significant role for the successful adoption of IIoT technolo-
gies in the manufacturing and production SMEs in Malaysia.

Question six is whether all the 17 key influencing factors
accurately reflect the key considerations of SMEs when
adopting IIoT technologies. The ranking for this question is
agree, strongly agree, and agree which shows that all the ex-
perts agree that the model accurately addresses all the main
considerations of the manufacturing and production SMEs
regarding the IIoT technologies adoption.

The degree of the IIoT adoption model contains important
factors for the adoption of IIoT technologies that need to be
considered by the SMEs to enhance overall economic growth
and technological advancement in the manufacturing and
production sectors is addressed in question seven. The ranking
of this question is agree, strongly agree and strongly agree,
which shows all three experts agree that the model in-
corporates all the 17 key influencing factors that can be
considered by the manufacturing and production SMEs for the
successful adoption of IIoT technologies.

The last question is, to what extent the expert believe that
the IIoT adoption model is practical and implementable for the
successful adoption of IIoT technologies in the SMEs. The
findings of the last question strongly confirm the model.
Almost all three experts confirm that the current study's
finalised IIoT adoption model is practical and can be followed
by the manufacturing and production SMEs in Malaysia in
conclusion, the IIoT adoption model evaluation survey's
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findings from questions 1‐8 offer evidence for validation of the
IIoT adoption model.

9 | POTENTIAL ADVANTAGES OF
INDUSTRIAL INTERNET OF THINGS
ADOPTION MODEL FOR
MANUFACTURING AND PRODUCTION
SMALL MEDIUM ENTERPRISES’S

This section demonstrates the potential advantages of adop-
tion IIoT model for the manufacturing and production SMEs.
The advantages are highlighted based on the industry experts'
and academicians' opinions.

1. Increase Productivity and Operational Efficiencies:
The successful IIoT adoption will help manufacturing and
production SMEs to increase productivity and overall
operational efficiencies. By using IIoT technologies,
manufacturing and production SMEs can reduce produc-
tion processes, efficient inventory management, automate
tasks, improve project management, optimal resource
management, minimise downtime and efficient production
via predictive maintenance that will lead to smoother and
more effective business processes, higher productivity and
operational efficiencies.

2. Improved Product Quality and Consistency: The
adoption of IIoT technologies can enable manufacturing
and production SMEs for real‐time quality monitoring,
early defects detection, quality control of the products,
reduce technical issues, better adherence to industry
standards and regulations, which will help SMEs to
enhance product quality, consistency and customer satis-
faction. Furthermore, IIoT can also help SMEs to identify
and fix problems with machines faster, which would

reduce downtime and keep manufacturing and production
processes running smoothly.

3. Cost Reduction and Operational Optimisation: The
IIoT adoption can help manufacturing and production
SMEs to reduce operational, manufacturing and produc-
tion costs by optimising resource allocation, minimising
wastage, improving energy efficiency and minimise main-
tenance costs through predictive maintenance practices.
IIoT can also help SMEs to optimise energy consumption,
and automate repetitive tasks to minimise manual labour.

4. Enhanced Customer Service and Satisfaction: IIoT
adoption can also help, manufacturing and production
SMEs to improve customer service and satisfaction by
offering faster order fulfillment, real‐time order tracking
and personalised product customisation enabled.
Furthermore, customers' expectations such as shorter
delivery times, higher service quality, and greater trans-
parency in manufacturing and production processes all can
be achieved through the adoption of IIoT.

5. Improved Inventory Management and Supply Chain
Visibility: The successful adoption of IIoT technologies
can provide more good visibility into inventory levels,
allowing manufacturing and production SMEs just‐in‐time
replenishment and reducing stockouts. Additionally, it can
improve traceability throughout the supply chain with the
help of IIoT technologies.

6. Optimised Resource Allocation: By adopting IIoT
technologies, manufacturing and production SMEs can
gain real‐time data insights that will help SMEs to optimise
the allocation of resources processes, including raw ma-
terials, energy and individuals' resources, which will also
lead to improved efficiency and cost savings.

7. Enhanced Worker Safety and Well‐being:
Manufacturing and production SMEs by adopting the
IIoT technologies can create a more safe and secure
working environment for their workforce safety and pri-
vacy by enabling real‐time monitoring of the equipment,
delivering predictive maintenance notifications from time
to time and work conditions that will reduce the risk of
accidents and injuries within their environment.

8. Improved Maintenance Practices: Through the adop-
tion of IIoT Technologies manufacturing and production
SMEs can improve predictive maintenance abilities by
reducing equipment downtime, extending machinery life-
span, early fault detection and ensuring smooth
manufacturing and production execution.

9. Enhanced Collaboration and Communication: IIoT
Technologies can help manufacturing and production
SMEs to enhance the communication and collaboration
through the departments, customers and with stakeholders
through real‐time data sharing and improved transparency.

10. Increased Responsiveness: The IIoT adoption will
improve the ability of manufacturing and production
SMEs to quickly respond to the transforming market
landscape, and will allow them to easily adapt to fluctu-
ating customer preferences or demands, and manufacture
new products or provide services more rapidly.

F I GURE 8 Manufacturing and production SMEs Expert's opinion
results. SMEs, small medium enterprises.
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11. Better and Informed Decision‐Making: The adoption
of IIoT technologies will help manufacturing and pro-
duction SMEs to make strong informed decisions by
gaining real‐time insights into various aspects of their
operations, such as machine performance, energy con-
sumption, and customer preferences, through data ana-
lytics enabled by IIoT technologies.

12. Environmental Impact and Sustainability: The suc-
cessful adoption of IIoT technologies will also help
manufacturing and production SMEs to support the
environmental and organisational sustainability efforts by
optimising energy consumption, minimising waste, and
enabling more eco‐friendly manufacturing and production
processes and operations.

13. Market Demand and Competitiveness: The adoption
of IIoT can help manufacturing and production SMEs to
remain competitive in a global market where the tech-
nological improvements are becoming increasingly
important. Manufacturing and Production SMEs can
frequently observe the pressure that motivates them to
stay up with competitors that are already utilising IIoT
technologies.

14. Improved Manufacturing and Production Moni-
toring: IIoT can enable manufacturing and production
SMEs to enhance their ability to monitor production
processes in real‐time. This includes tracking machine
performance, identifying bottlenecks, and optimising
workflows to maximise output efficiency. With the help of
IIoT, SMEs can track the inventory levels more closely
and avoid running out of materials.

15. Risk Mitigation: The adoption of IIoT technologies can
also help manufacturing and production SMes to reduce
the risks associated with manual processes and human
error by automating critical tasks and providing early
warnings of equipment failures. This proactive approach
reduces production disruptions and ensures operational
continuity.

16. Empowered Workforce: IIoT technologies can enable
manufacturing and production SMEs to empower their
workforce by automating repetitive tasks and freeing up
employees to focus on more strategic and value‐added
activities that can lead to improve the job satisfaction
and workforce engagement in the business environment.

17. Production Monitoring Innovation: includes data digi-
talisation, smart factory applications, technologies, and
implementation that is beneficial for data visibility,
reduction of paper consumption, digital logs, data trace-
ability, and errors and non‐conformity reduction

These are the advantages that manufacturing and produc-
tion SMEs can expect from the adoption of IIoT technologies,
ranging from operational efficiencies to risk mitigation, pre-
paring manufacturing and production SMEs for long‐term
growth and success in an increasingly digital and competitive
business landscape.

10 | RISK OF INDUSTRIAL INTERNET
OF THINGS ADOPTION MODEL FOR
MANUFACTURING AND PRODUCTION
SMALL MEDIUM ENTERPRISE'S

This section highlights the key risks SMEs may face if they do
not adopt the structured finalised IIoT adoption model vali-
dated in this study. These risks highlight the potential chal-
lenges that manufacturing and production SMEs can face by
the non‐consideration of the IIoT adoption model for the
successful adoption of IIoT technologies.

1. Inadequate Technological Integration: Without
following the guidance of the finalised IIoT adoption model
when adopting the IIoT technologies, manufacturing and
production SMEs may fail to properly adopt the IIoT
technologies.

2. Missed Operational Insights: The model demonstrates
the use of real‐time data collection and analysis for
improving operations. Without following the model, SMEs
may miss the important insights into machine performance,
production bottlenecks, and quality issues preventing their
SMEs from making informed adjustments to their
processes.

3. Weak Decision‐Making Framework: The finalised IIoT
adoption model provides a base for data‐driven decision‐
making. Without adopting it appropriately, manufacturing
and production SMEs could result in slower reactions to
demand fluctuations or emerging opportunities.

4. Lagging Behind Industry Standards: By not adopting the
structured guidance provided by the finalised IIoT adoption
model, SMEs can be at risk of meeting industry standards.
This could lead to a loss of business opportunities, as clients
mostly prefer vendors with modern capabilities.

5. Reduced Competitiveness: Failure to adopt IIoT tech-
nologies without following the finalised IIoT adoption
model may leave SMEs lagging behind competitors who
have embraced modern, efficient IIoT technologies.

6. Inability to Scale: The neglection of the finalised IIoT
adoption model may restrict SMEs from expanding their
operations or adapting to the latest modern technologies.

7. Loss of Strategic Focus: Without the finalised IIoT
adoption model, SMEs may struggle to align their opera-
tions with long‐term strategic goals, leading to fragmented
efforts and wasted resources.

8. Reputational Damage: By ignoring the necessary steps
and guidance of the finalised IIoT adoption model the
operational inefficiencies, missed deadlines, or quality issues
caused by outdated IIoT technologies may harm the SME's
reputation in the market.

9. Dependency on Manual Processes: Without the adop-
tion of IIoT technologies according to the IIoT adoption
model guidelines, SMEs may remain fully dependent on
manual operations that can increase the likelihood of hu-
man error and inefficiencies.
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Each of the above‐mentioned risks demonstrates the po-
tential challenges SMEs face when they do not adopt a
structured IIoT adoption model validated in this study that
emphasises the importance of systematic planning and execu-
tion for successful IIoT adoption.

11 | ASSUMPTIONS ABOUT
INDUSTRIAL INTERNET OF THINGS
ADOPTION MODEL FOR
MANUFACTURING AND PRODUCTION
SMALL MEDIUM ENTERPRISE'S

This section demonstrates the key assumptions about the
finalised IIoT adoption model. These assumptions outline the
necessary conditions and expected outcomes for a successful
adoption of IIoT technologies, emphasising the IIoT adoption
model's potential to transform the manufacturing and pro-
duction SMEs processes and operations.

1. Improved Operational Efficiency: It is assumed that the
finalised IIoT adoption model will help the manufacturing
and production SMEs to streamline their manufacturing
and production processes reducing inefficiencies, and
improving the overall productivity.

2. Enhanced Decision‐Making: The finalised IIot adop-
tion model will enable manufacturing and production
SMEs SMEs to make faster and better decisions by
providing actionable insights through advanced IIoT
technologies and tools.

3. Cost Optimisation: The finalised IIoT adoption model
will help manufacturing and production SMEs optimise
operational costs by reducing energy consumption, mini-
mising downtime through predictive maintenance and
improving resource utilisation.

4. Scalability for Future Growth: It is assumed that the
finalised IIoT adoption model will allow for scalable IIoT
technologies adoption, allowing manufacturing and pro-
duction SMEs SMEs to expand their operations and adopt
new technologies without significant disruptions.

5. Improved Quality Control: The finalised IIoT adoption
model will enhance quality assurance processes by
enabling continuous monitoring and real‐time feedback
during production leading to higher‐quality products and
reduced defects.

6. Increased Competitiveness: It is assumed that following
the finalised IIoT adoption model will make
manufacturing and production SMEs more competitive by
aligning their operations with industry standards and
leveraging advanced IIoT capabilities to meet market de-
mands effectively.

7. Government and Policy Support: The model assumes
that governments will offer necessary regulations, policies,
and incentives that facilitate IIoT adoption in
manufacturing and production SMEs, such as tax breaks,
subsidies, or grants.

8. Scalability of IIoT Solutions: The finalised IIoT adoption
model assumes that IIoT technologies will be scalable and
flexible enough to grow with the needs of manufacturing
and production SMEs over time. This assumption presumes
that SMEs will be able to easily expand or upgrade their
systems as their operations evolve.

9. Employee Willingness to Adopt Change: The model
assumes that employees and management in
manufacturing and production SMEs will be willing to
embrace the changes brought by IIoT adoption.

10. Sufficient Training and Knowledge Transfer: The
model assumes that adequate training programs will be
available to upskill the workforce and enable employees to
operate and maintain IIoT systems effectively. Without
sufficient training, employees may struggle to adapt,
leading to inefficiencies or errors in the adoption process.

Each of the above assumptions demonstrates a specific
way the finalised IIoT adoption model provides benefits to
manufacturing and production SMEs, emphasising its potential
to transform their operations effectively.

12 | DISCUSSION OF FINALISED
INDUSTRIAL INTERNET OF THINGS
ADOPTION MODEL

In terms of technological factors, efficiency is considered the
most important influencing factor in the industrial sectors due
to streamlining their operations, reduce waste, and increase
productivity. IIoT technologies can help to increase the effi-
ciency of the manufacturing and production SMEs by max-
imising resource utilisation, minimising downtime and
improving overall profitability. Moreover, user‐friendly IIoT
technologies along with an easy understanding interface and
less training requirements can encourage manufacturing and
production SMEs to adopt IIoT technologies more smoothly.
By providing the IIoT technologies that are easy to use in
manufacturing and production SMEs can be utilised, config-
ured and managed these technologies in terms of interface,
complexity and testing without any difficulty. Additionally, a
reliable and secure Internet connectivity is very important for
the manufacturing and production SMEs to ensure that their
current infrastructure or any planned upgrades facilitate the
communication criteria of the IIoT technologies before
adopting it. A reliable and secure Internet connectivity will help
manufacturing and production SMEs to support the exchange
of data, information and instructions within the manufacturing
and production settings as well as with external parties, such as
distributers, stakeholders and suppliers while making a good
and strong relationship with their customers.

Privacy and security are also very important influencing
factor for any industry, including manufacturing and production
SMEs. In order for the manufacturing and production SMEs to
adopt long‐term safe and secure IIoT technologies, they should
prioritise IIoT technologies with robust security features to
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protect their sensitive data, information and systems from any
potential threats or breaches. By implementing strong cyberse-
curity measures, access control and utilising protection protocol
canmake sure the integrity and confidentiality of the information
assets within the manufacturing and production SMEs.
Furthermore, IIoT technologies can enable real‐time moni-
toring and tracking of operations, assets and resources to provide
SMEs with valuable insights for informed decision‐making and
process optimisation. It can help SMEs to track up‐to‐the‐
moment products, information and data for fast response to
issues while optimisation of operations.

In the context of organisational factors, cost plays a sig-
nificant role in any organisation including manufacturing and
production SMEs. IIoT technologies can help SMEs to reduce
operational cost and maintenance cost, labour cost, inventory
cost, waste cost and avoid unplanned downtime cost.
Affordable and cost‐effective IIoT technologies that demon-
strate a clear return on investment can encourage the adoption
of IIoT technologies in manufacturing and production SMEs.
Furthermore, SMEs need to analyse and assess their existing
infrastructure and ensure necessary upgrades or investments to
support the successful adoption of IIoT technologies. This
may include upgrading IT systems, networks, or acquiring
compatible hardware and software that are required for the
adoption and implementation of IIoT technologies within the
manufacturing and production SMEs.

Industrial IoT technologies that have the potential to
improve their operational performance, improve quality, and
increase competitiveness in the market. It can also help SMEs
meet demanding quality standards and improve customer
satisfaction. Moreover, proper training and skill development
opportunities for the workforce can help SMEs overcome the
learning challenges associated with new IIoT technologies and
ensure successful adoption and utilisation of IIoT technolo-
gies. In order to make the efficient manufacturing and pro-
duction processes, SMEs should invest in educating their
workforce on the principles, operation, maintenance, config-
urations and utilisation of IIoT technologies. This can include
hands‐on training sessions, online courses or partnering with
technology providers or educational institutions. A good IIoT
technologies’ training programme can ensure that employees at
all levels understand the benefits and are equipped to effec-
tively utilise the IIoT technologies.

Regarding the environmental factors, the financial in-
centives, regulations, rules, standards and initiatives such (taxa-
tion, trading agreements, environmental standards and
regulations, labour laws, and incentives or subsidies) provided by
the government to the manufacturing and production SMEs can
facilitate the successful adoption and implementation of IIoT.
Government should make proper polices and standards to
provide more initiatives to support the SMEs in adopting IIoT
Technologies. Small medium enterprises must ensure compli-
ance with any industry‐specific regulations or standards related
to data privacy, cybersecurity, or environmental considerations
set by the government. Similarly, legal and ethical concerns
ensure the regulatory compliance, maintain consumer security
and privacy and improve SMEs reputation. Manufacturing and

production SMEs should consult legal experts and develop
robust policies and procedures to address these concerns. This
may involve obtaining necessary licenses, ensuring data ano-
nymisation, and establishing clear guidelines for data usage and
sharing. Small medium enterprises also have to set a legal
frameworks and ethical standards when using IIoT. Adhering to
these guidelines develop trust with customers and stakeholders,
supporting long‐term business sustainability.

For the successful IIoT adoption and implementation,
SMEs must ensure to explore the available resources such as
finance, guidelines, individuals, potential technologies, raw
materials, equipment, labour and energy. The majority of the
SMEs are lacking the internal resources to invest and adopt
IIoT technologies. External resources such as government
grants, subsidies, and financial incentives can offer the SMEs
with the initial funds to prepare the initial cost for adopting
IIoT technologies. Overall, the resources can motivate SMEs
to adopt IIoT technologies to optimise operations, improve
efficiency, and stay competitive in their industry. Similarly, the
availability of specialised tools such as software, hardware,
communication technologies, equipment and integration sup-
port play an important role within the manufacturing and
production environment for facilitating SMEs towards the
adoption of IIoT technologies. Tools can support real‐time
monitoring of production processes, predictive maintenance,
and data‐driven decision‐making. Moreover, tools also have
advanced analytics and visualisation capabilities that motivate
SMEs to execute actionable insights, reduce resource allocation
and improve the overall efficiency. Manufacturing and pro-
duction SMEs need to ensure that they have all the required
tools within their environment that can be utilised for the
successful adoption of IIoT technologies.

From the perspective of individual factors, adaptability helps
individuals in SMEs to adapt to new situations and environments
for rapid processes adjustments, systems, optimisation,
improved productivity and operations to support the adoption
of IIoT technologies seamlessly within the manufacturing and
production SMEs. IIoT requires the manufacturing and pro-
duction SMEs to adapt processes, workflow and adaptable
mindset among their workforce to facilitate their openness to the
changes and support the adoption of IIoT technologies into
their daily operations. Additionally, developing a strong knowl-
edge potential about IIoT technologies is very important for
SMEs. This includes conducting research, organising seminars
or workshops, consulting with experts, or partnering with aca-
demic institutions or technology providers. When
manufacturing and production SMEs gain a deeper under-
standing of the benefits, capabilities, and adoption consider-
ations of the IIoT technologies. Therefore, the SMEs are
required to invest more in building their knowledge based and
understanding of IIoT technologies through workshops, semi-
nars, trainings programs, research, consultations or partnerships
with experts in the field.

The prioritisation of SMEs towards safety measures and
minimising the risk that is associated with the adoption and
implantation of IIoT technologies ensure a more safe and
secure work environment, reduce operational risks, potential
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attack, accident, physical hazards, risks to personnel or threat
and protect individuals and their assets. Implementing robust
safety measures and practices can mitigate potential hazards,
enhance workplace safety, and improve a culture of employee
well‐being. Moreover, building potential skills among the
workforce to develop the capacity for the adoption and im-
plantation of IIoT technologies improves operational effi-
ciency and supports SMEs growth. Small medium enterprises
are required to identify skill gaps within their workforce and
provide relevant training or hire skilled professionals to
effectively manage and maintain IIoT technologies. Small
medium enterprises should also be in skills development
programs or initiatives for the workforce to troubleshoot,
innovate, and maximise the benefits of IIoT technologies
within manufacturing and production SMEs. A skilled work-
force can ensure that IIoT systems are effectively managed,
maintained, and configured to their full potential.

Each factor of the IIoT adoption model has its own ad-
vantages for manufacturing and production SMEs. If the
manufacturing and production SMEs consider each factor
properly, they can take the advantages offered by IIoT tech-
nologies and facilitate a smoother transition towards digital
transformation. Furthermore, the final IIoTadoptionmodel will
serve as a roadmap and strategic guide for themanufacturing and
production SMEs in Malaysia to adopt IIoT technologies within
their business environment. The final IIoT adoption model
developed in this research study will not only facilitate
manufacturing and production SMEs in the adoption process
but will also encourage the SMEs to enhance and improve their
overall global market competitiveness, speedup their business
process, reduce costs and optimise their operation, efficient
operations, improve product quality, reduce environmental
impact and sustainability of manufacturing and production
SMEs in Malaysia. By following the final IIoT adoption model
for adopting IIoT technologies SMEs can prepare themselves
for long‐term growth and success in a digitalised economy.

13 | SUGGESTIONS AND
RECOMMENDATIONS

In order to adopt IIoT technologies seamlessly, SMEs in
developing countries, including decision and policymakers,
stakeholders need to take a unique approach and follow some
suggestions and guidelines along with the IIoT adoption model
to ensure the smooth adoption and implementation of IIoT.
Firstly, SME owners and top management must have to
acknowledge the importance and significance of IIoT tech-
nologies including executing the operational excellence,
improving product quality, and enhancing overall competi-
tiveness etc. They should invest in educating themselves and
their workforce about the advantages of IIoT technologies and
how it can be adopted, implemented and utilised to take its
advantages, such as streamlining processes, reduce costs, and
increase profitability. IIoT technologies should be available for
supporting and encouraging production scheduling managers,
quality inspectors and line operators to integrate and imple-
ment them into the manufacturing and production phases.

1. Industries and Academics Collaborations: SMEs
should actively do collaborations with educational in-
stitutions and technology providers to gain a deeper un-
derstanding of IIoT technologies for their specific industry
and requirements. Such collaborations, partnerships and
communications can provide access to expert knowledge,
training programmes and potentially co‐develop industry‐
specific IIoT applications. Well‐established knowledge‐
sharing platforms among SMEs can also improve the ex-
change of the best practices, successful implementation
strategies and lessons learnt. Furthermore, educational
institutions should improve collaborations with industry
partners, particularly with SMEs, to gain insights into the
specific challenges and requirements faced by these
manufacturing and production SMEs. These collabora-
tions will lead to the development of industry‐relevant
IIoT curriculum and research projects, ensuring that the
knowledge and skills imparted are directly applicable to
real‐world scenarios.

2. Training and Skill Development Programs: Educa-
tional institutions, including universities, colleges, and
vocational training centres, should prioritise the develop-
ment and incorporation of IIoT‐related courses and pro-
grammes into their curriculum. These courses should
cover theoretical aspects as well as hands‐on training in
IIoT technologies, applications, and implementation stra-
tegies. By equipping students with the necessary skills and
knowledge, educational institutions can contribute to
building a workforce that is well‐prepared IIoT adoption
and implementation in the industrial sector. Additionally,
educational institutions should actively engage in organ-
ising workshops, seminars, and training programs specif-
ically designed for SME owners, managers and employees.
These programmes can help raise awareness about IIoT
benefits, address common concerns and misconceptions,
and provide practical guidance on implementation strate-
gies. By offering these resources in accessible formats,
educational institutions can empower SMEs to make
informed decisions about IIoT adoption and overcome
potential barriers.

3. Government Financial Support: The government
should provide financial incentives, such as tax breaks,
subsidies, and grants for the manufacturing and produc-
tion SMEs stakeholders to make IIoT technologies more
accessible and affordable for them, as a majority of the
SMEs face financial challenges when adopting IIoT
technologies. The government should support the adop-
tion of IIoT in manufacturing and production SMEs by
providing funded training opportunities, partnering with
educational institutions to build relevant programmes, and
building industry‐academia collaboration platforms.

4. Industrial Financial Solutions: Financial organisation
should also contribute by offering attractive loan packages
and financing options to SMEs investing in IIoT tech-
nologies. These financing solutions should account for the
potential long‐term benefits and return on investment
associated with IIoT adoption, making it more accessible
for SMEs with limited capital resources.
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5. Awareness Campaigns: The government should also
arrange some public awareness campaigns with the help of
educational institutions that highlight the advantages of
IIoT which will help to increase understanding and
encourage adoption among SMEs. Moreover, large cor-
porations and multinational companies should engage in
knowledge‐sharing and mentorship programmes with
SMEs, sharing their experiences and best practices in IIoT
adoption.

6. Government Policies and Regulations: The govern-
ment must support the IIoT adoption by providing sup-
portive policies, regulations, rules, standards and initiatives
including developing regulatory frameworks for the suc-
cessful IIoT adoption and implementation in SMEs, while
ensuring data protection, and establishing national IIoT
standards. Governments should also support the public–
private collaborations and partnerships to facilitate the
IIoT technologies‐based research and adoption and create
dedicated funds to support manufacturing and production
SMEs in their IIoT technologies adoption. Additionally,
SMEs also have to stay informed regarding relevant gov-
ernment policies, incentives, or regulation that may be
announced by the government that may impact the
adoption of IIoT technologies.

7. Customers' Satisfaction and Requirements: SMEs
should leverage the IIoT technologies that have the ca-
pabilities of fulfilling the satisfaction of customers and
requirements, such as product customisations, improving
the quality of the product, offering data‐driven insights,
reducing lead times and optimise the manufacturing and
production processes. SMEs should prioritise the usage of
IIoT‐enable insights to gain a better view of customers'
behaviours and preferences. They should also focus on
exploring new ways to utilise the IIoT technologies to
build unique value‐added services such as predictive
maintenance or optimisation of the performance that can
give them an edge in the global competitive market.

8. Sustainability: Manufacturing and production SMEs
should adopt and implement the IIoT technologies that
have the capabilities to contribute in sustainable
manufacturing and production practices including the
reducing energy consumption, waste and optimising the
overall environmental impact. SMES should seek for the
technologies that can offer real‐time resources manage-
ment and utilisation and environmental insights to enable
SMEs to make informed decisions for improving the
sustainability [67–70]. SMEs should also support the
economic initiatives for instance monitoring
manufacturing and production life cycle for better reuse
and recycling. They should also ensure to adhere with the
environmental secure and safety standards and regulations.

9. Predictive Maintenance: For better maintenance
manufacturing and production SMEs should adopt the IIoT
technologies that provide fast and robust predictive main-
tenance abilities. The IIoT technologies must have built in
advanced machine learning and analytics models to predict
equipment failure before it occurs, minimise downtime,

detect anomalies, reduce operational costs, reduce mainte-
nance schedules and prolong the lifespan of the equipment
and machinery. SMEs should seek for IIoT technologies
that can easily integrate and accommodate data fromvarious
multiple resources for instance weather conditions.

10. Technological Support: Technology providers, in-
novators and developers should focus on developing user‐
friendly, affordable, and industry‐specific IIoT technolo-
gies that address the unique challenges faced by SMEs.
Additionally, they should provide comprehensive technical
support, guidance, step‐by‐step clear instructions and
consultation services to assist SMEs in navigating the dif-
ficulties of IIoT adoption and implementation. SMEs
should choose the IIoT technologies that require less effort
for the integration or upgrades with the existing systems.

11. Strong Network and Communication: For the safe and
reliable adoption of IIoT technologies, the manufacturing
and production SMEs must ensure about a strong network
and communication setting including fast Internet
connection, dependable warless network, secure data
transmission protocol and communication etc [71]. The
government should provide high‐bandwidth Internet ac-
cess in industrial areas and subsidies for SMEs to upgrade
their networking capabilities. Additionally, SMEs should
explore 5G technology adoption and implementation for
enabling the faster and more reliable communication be-
tween devices and systems.

12. Real‐Time Tracking and Monitoring Systems: The
IIoT technologies should have the capability of providing
real‐time tracking and monitoring. These IIoT technolo-
gies should provide SMEs with fast and instant insights
into manufacturing and production operations, including
allowing SMEs for frequent tracking and monitoring of
inventory levels, manufacturing and production processes,
supply chain movements and equipment performance and
failure. Real‐time tracking and monitoring of IIoT tech-
nologies can enhance decision‐making speed and accuracy
by removing the need for manual tracking. SMEs should
also seek foe the IIoT technologies that can provide real
time notifications and alerts that will allow SMEs to
respond fatly to the failure or possibilities of difficulties.
Real‐time tacking and monitoring based on IIoT tech-
nologies can also enable SMEs to monitor product quality
and performance after delivery, which can lead to
increasing customer satisfaction and product development.

13. Privacy and Security: Manufacturing and Production
SMEs should prioritise robust privacy and security stan-
dards and measures, including workforce safety and data
security to secure their SMEs based on IIoT technologies.
It can be possible by implementing strong encryption
mechanisms, enabling multi‐factor authentication, and
constantly updating all software and firmware. SMEs
should also conduct regular security checks and vulnera-
bility assessments to identify and track the vulnerabilities
[72–75]. The technology providers or innovators must
ensure that built‐in security mechanisms and continuing
maintenance services are resilient to emerging cyber
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threats. Additionally, manufacturing and production SMEs
should create and implement effective data handling pol-
icies, train employees on cybersecurity best practices, and
consider collaborating with cybersecurity professionals to
build a strong defence against future attacks.

14 | CONCLUSION AND FUTURE
WORKS

The Industrial IoT has transformed the industrial sector espe-
cially the manufacturing and production SMEs due to its po-
tential advantages for the SMEs, such as increasing efficiencies,
providing real‐time tracking capabilities, improving predictive
maintenance and customer experience. The aims of the research
have been achieved by developing the finalised IIoT adoption
model based on TOEI framework. The model has contained 17
key influencing factors for the successful adoption and implan-
tation of IIoT technologies in themanufacturing and production
SMEs. Furthermore, the research has adopted comprehensive
quantitative statistical analysis methods and the final IIoT
adoption model has been assessed using Smart PLS in terms of
reliability and validity using the validationmethods, including the
Construct Reliability, Internal Consistency Reliability, Cron-
bach's Alpha, Composite Reliability, Rho_a and Rho_c,
Construct Validity, Convergent Validity and AVE. The result of
the analysis shows that all the influencing factors from each
category, including technological, organisational, environmental
and individual have a positive impact and fulfilled the required
criteria for the adoption of IIoT technologies for the
manufacturing and production SMEs that show the final IIoT
adoption model is valid and reliable and can be utilised by the
manufacturing and production SMEs. Moreover, this research
study also demonstrates a comprehensive comparison of IIoT
versus IoT technologies, this comparison will help SMEs in
developing countries to clearly understand the concept of both
IoT and IoT technologies and will also guide them to make
informed decisions related to the technological advancement.
Furthermore, this research study also proposes potential ad-
vantages, suggestions and recommendations for the
manufacturing and production SME stakeholders, owners,
government, policies and decision makers and educational in-
stitutions that need to be followed in order to ensure the smooth
adoption of IIoT technologies in the SMEs.

Additionally, this research study opens avenues for future
research to explore the integration of IIoT within various
sectors beyond manufacturing and production SMEs. It sug-
gests examining the scalability of the IIoT adoption model in
larger enterprises and across different industries. Additionally,
it encourages investigating the long‐term impacts of IIoT on
business performance, workforce dynamics, and economic
growth. Future studies could also focus on the development of
sector‐specific IIoT frameworks and the role of government
policies in facilitating IIoT adoption. Moreover, there is a
potential to delve into the ethical implications and cyberse-
curity challenges associated with IIoT deployment.
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