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Abstract
The increasing complexity of organized cybercrime, fueled by rapid technological 
advancements and global interconnectedness, challenges traditional criminologi-
cal theories and fragmented policy responses. This study conducts a comprehen-
sive literature review using both systematic and snowballing methods across two 
databases. From a review of 92 articles, the study identifies: (1) major journal 
publications in organized cybercrime, (2) major theoretical foundations employed 
by academic research in organized cybercrime, and (3) significant gaps in current 
theoretical frameworks and practical interventions, particularly concerning informal 
governance structures, ideological cohesion, and technological enablers that sustain 
cybercriminal ecosystems. The study proposes (4) an organized cybercrime ecosys-
tem framework, drawing on criminology, institutional theory, technology adoption 
models, and socio-technical perspectives, and (5) targeted intervention strategies 
to disrupt the operational logic of organized cybercrime. Theoretical and manage-
rial implications, along with important limitations and avenues for future empirical 
research, are discussed at the end of the paper.
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Introduction

The rise of complex and transnational cybercrime has intensified in recent years, 
with significant implications for national sovereignty, economic stability, and global 
security. According to Symantec’s, 2024 report, ransomware operations (i.e., a sort 
of cybercrime) remained highly resilient despite intensified law enforcement actions 
(Symantec, 2024). Attacks escalated in late 2023, with incidents almost doubling 
in September and October compared to the previous year. Ransomware attacks 
increased from 2,859 in 2022 to 4,713 in 2023 and 4,873 in 2024, representing a 
70% rise over the two-year period (Symantec, 2024). Similarly, the FBI’s Internet 
Crime Complaint Center (IC3) reported 880,418 cybercrime complaints in 2023, 
representing a 10% increase from 2022 and resulting in financial losses exceed-
ing $12.5  billion. Among the most financially damaging schemes were business 
email compromise and investment fraud, with cryptocurrency related scams alone 
accounting for over $3.96 billion (Federal Bureau of Investigation Internet Crime 
Complaint Center [IC3], 2024). Similarly, the National Institute of Standards and 
Technology (2020) estimated that cybercrime in the U.S. caused economic losses of 
up to $770 billion in 2016, equivalent to 4.1% of GDP with a considerable impact on 
the manufacturing sector.

These developments highlight an urgent need for conceptual frameworks that 
extend beyond technical or policy responses to explain how cybercriminal organiza-
tions emerge, establish trust, and adapt under conditions of anonymity and uncer-
tainty (Lusthaus, 2013; Yip et al., 2013). While the Fourth Industrial Revolution has 
created technological conditions that enable cybercrime with increased connectivity, 
data centralization, and AI-driven tools (Whelan et al., 2024), questions remain about 
the organizational nature of cybercrime and the factors that allow it to evolve into 
complex, flexible networks (Lusthaus, 2013; Lavorgna, 2015).

Transnational organized crime has historically evolved in tandem with broader 
shifts in globalization, immigration, and advancements in communication technolo-
gies (Finckenauer, 2005). These breakthroughs have made controlling communica-
tions more challenging, giving rise to new forms of cybercrime (Finckenauer, 2005; 
Di Nicola, 2022). Organized cybercrime now extends beyond profit-seeking behavior, 
encompassing ideological, conspiratorial, and networked motivations that challenge 
existing criminological paradigms (Paquet-Clouston et al., 2018; Lavorgna, 2019; 
Di Nicola, 2022; Childs, 2023). As Di Nicola (2022) notes, the boundaries between 
digital and physical criminal environments have blurred, exposing gaps in existing 
frameworks that fail to fully reflect the hybrid nature of modern illicit activity.

However, many official efforts to address organized cybercrime continue to rely 
on conventional assumptions about hierarchy, centralization, or purely economic 
motives. For example, the Organization for Security and Co-operation in Europe 
(OSCE) identifies cybercrime as one of its top five security threats. Still, it primarily 
emphasizes cooperation, training, and legal harmonization as key tools (Lyzhenkov, 
2018). These approaches, while valuable, may overlook how cybercriminal net-
works structure relationships and how broader societal and systemic forces shape 
these evolving ecosystems. Experimental evidence shows that social norms materi-
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ally shape the impact of economic deterrents. When fraud is socially condemned, 
fines have stronger compliance effects, whereas enforcement-only strategies tend to 
be costly and insufficient (Cahyonowati et al., 2022). In this study, we define the 
term “ecosystem” as a complex, adaptive system of actors and technologies, draw-
ing on its origins in biology and business studies (Stam & van de Ven, 2021; Moore, 
2006). We use the term in an analytical (not merely metaphorical) sense to high-
light interdependence and feedback effects, explaining how changes in platforms, 
enforcement, and security practices reshape incentives and coordination across the 
system over time. In the context of organized cybercrime, this ecosystem includes 
not only the economic actors and their interdependencies but also the technological 
infrastructures, governance gaps, and ideological drivers that enable criminal activi-
ties to flourish. By conceptualizing organized cybercrime as an ecosystem, we aim 
to move beyond linear or hierarchical models of criminal organization to capture the 
dynamic interactions and adaptive structures that sustain these illicit networks. This 
lens provides analytical leverage beyond static factor lists by explaining persistence 
and adaptation, including displacement and reconfiguration following interventions, 
rather than only describing drivers.

The literature on organized cybercrime is dispersed, and several research gaps 
can be identified. First, Di Nicola’s (2022) theory of digital organized crime and 
Agrawal et al.’s (2022) critique of legal informatics both point to the inadequacy of 
existing legal and theoretical models. A holistic overview of organized cybercrime 
ecosystem remains limited in the current literature. Second, the necessary relation-
ships for cybercriminal networks are not clearly identified in academic research 
(Paquet-Clouston et al., 2018). Yet, identifying these relationships is essential for 
disrupting the organized cybercrime ecosystem. Third, while academic research 
has identified organized cybercrime drivers, there are additional factors that have 
remained underexplored (Finckenauer, 2005; Lavorgna, 2019). Thus, the purpose of 
this study is threefold. First, it conceptualizes organized cybercrime as a complex 
ecosystem. Second, it explores how relationships are structured within the organized 
cybercrime ecosystems. Third, it examines how broader societal and systemic fac-
tors influence the organized cybercrime ecosystem. Drawing on a multidisciplinary 
framework, this study not only applies but also integrates theoretical perspectives, 
including transaction cost economics, institutional theory, conspiracy thinking, social 
network theory, and the securitization approach, to propose a hybrid and contextual 
approach to understanding and disrupting cybercrime networks.

Prior studies show that online criminal forums and illicit marketplaces rely on 
informal governance mechanisms to structure cooperation, reduce uncertainty, and 
build trust among otherwise anonymous participants. Yip et al. (2013) demonstrate 
that carding forums employ vendor review systems, escrow mechanisms, and hierar-
chical oversight to lower transaction risks. Similarly, Lusthaus et al. (2023) describe 
how the Gozi network balanced firm like internalization with market flexibility to 
sustain operations under high uncertainty. Yet, these studies remain case-specific and 
do not explain how such relational structures function more broadly across different 
cybercrime ecosystems. Moreover, Paquet-Clouston et al. (2018) highlight the pas-
sive role of law enforcement in these systems, but their analysis does not explore 
the relational architecture itself. This gap raises fundamental questions about how 
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relationships are organized, sustained, and scaled in cybercriminal environments. 
Accordingly, this study formulates the first research question as:

How do cybercriminal networks structure relationships within organized cybercrime 
ecosystems?

Research indicates that organized cybercrime cannot be understood in isolation from 
broader societal and systemic conditions. For instance, Finckenauer (2005) traces 
how globalization and technological innovation transformed organized crime, while 
Holt et al. (2018) show that political systems and democratic freedoms can inad-
vertently increase exposure to malware infections. Bui and Lee (2022) demonstrate 
how socialist and Western states adopt contrasting cybersecurity regimes, reflect-
ing ideological and institutional differences, and cross-country evidence links gov-
ernance quality to the size of illicit financial outflows. Stronger regulatory quality is 
associated with lower outflows, while corruption and weak government effectiveness 
increase them (Abotsi, 2018). Shad (2019) finds that the absence of securitization in 
Pakistan limits state-level responses. Di Nicola (2022) further argues that the digital 
and physical criminal worlds are increasingly intertwined, shaped by sociopolitical 
and institutional asymmetries. Despite these insights, the literature lacks a systematic 
account of how such societal and systemic drivers collectively influence the devel-
opment and resilience of organized cybercrime ecosystems. To address this gap, the 
study formulates the second research question as:

What societal and systemic factors shape the organized cybercrime ecosystem?

While criminological theories such as Routine Activity Theory (Cohen & Felson, 
1979; Yar, 2005) and Differential Association Theory (Sutherland et al., 1992; 
Dearden & Parti, 2021) explain offender behavior and learning processes, they pro-
vide only partial insights into cybercrime ecosystems. Economic perspectives such 
as Transaction Cost Economics (Williamson, 1991; Yip et al., 2013) and relational 
contracting (Walsh,2007) highlight governance under uncertainty but overlook ide-
ological and sociopolitical dimensions. At the same time, conspiracy frameworks 
(Lavorgna, 2019; Childs, 2023) and securitization approaches (Buzan & Hansen, 
2009; Shad,2019) emphasize narratives and state responses but neglect organiza-
tional structures and technological infrastructures. This fragmentation underscores 
the need for interdisciplinary integration that captures the relational, institutional, 
technological, and ideological dimensions of organized cybercrime. Therefore, this 
study formulates the third research question as:

How can interdisciplinary frameworks help explain and respond to the complexity of 
cybercrime ecosystems?

Taken together, these questions motivate an ecosystem perspective because they link 
micro-level relationship structuring, meso-level governance and infrastructures, and 
macro-level societal and institutional conditions into a single dynamic explanation of 
persistence and change.
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Research method

This conceptual paper on organized cybercrime employs a comprehensive literature 
review, integrating both snowballing and systematic approaches to develop a thor-
ough understanding of the subject. The research commenced with advanced keyword 
searches focusing on “organized cybercrime” to identify relevant initial literature. 
The first phase was a theory-driven forward-backward snowballing on Scopus data-
base conducted between November 2024 and January 2025. To ensure a comprehen-
sive search, the following search string was utilized: (organized OR organised) AND 
(cybercrime OR “cyber crime” OR “internet crime”). This search was conducted in 
the Scopus database to retrieve pertinent studies. Subsequently, a snowballing method 
was utilized, involving both backward and forward processes. Backward snowball-
ing entailed reviewing the reference lists of selected papers to discover prior pertinent 
studies, while forward snowballing involved examining subsequent publications that 
have cited these key papers (Webster & Watson, 2002; Jalali & Wohlin, 2012). This 
phase identified 39 articles, of which 36 were retained as relevant and used in the 
review. This dual approach is recognized for its effectiveness in systematic literature 
reviews, as it helps to uncover a comprehensive set of relevant studies. Seven of the 
36 snowballing retained papers later reappeared in the Systematic Literature Review 
(SLR) (see below), yielding 29 unique snowballed articles.

The second phase was an SLR conducted on ProQuest between February and the 
end of May 2025 to identify and synthesize scholarly research on organized cyber-
crime. The review was conducted using ProQuest, which aggregates content from 
major research databases. The review process followed four stages.

Stage 1) Initial search: An advanced search query was developed to identify 
relevant studies, using:

(abstract(organized OR organised) AND abstract(cybercrime OR (cyber 
crime) OR (internet crime))) AND (at.exact("Article" OR "Case Study") 
AND la.exact("ENG") AND PEER(yes)).
The focus was on articles mentioning organized or organised cybercrime and 
related terms within the abstract. Filters were applied to restrict results to 
peer-reviewed journal articles and case studies published in English. This 
search resulted in 170 articles.

Stage 2) Removal of duplicates: duplicate records across databases were identi-
fied and removed, reducing the number of articles to 130.
Stage 3) Title screening: titles and abstracts were screened to exclude studies 
that did not specifically address organized cybercrime. Following this stage, 92 
articles remained.
Stage 4) Data extraction: the remaining 92 articles underwent a full text review 
in which bibliographic information, citation contexts, study purposes, theories, 
data collection and analysis techniques, and major findings were extracted. Dur-
ing this stage, we created a structured template to ensure consistency across 
the reviewed papers. For each article, the following measurement items were 
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collected: (1) bibliographic information, (2) number of citations, (3) journal of 
publication, (4) stated purpose of the study, (5) theoretical frameworks applied, 
(6) data gathering methods, (7) data analysis techniques, (8) major findings, and 
(9) the article abstract. These items served as the coding basis for our synthe-
sis, allowing us to compare theoretical approaches, methodological choices, and 
empirical insights across the selected studies. Figure 1 depicts these stages. It 
should be noted that, while the search string is relatively generic, this was an 
intentional choice to ensure that relevant research was not prematurely excluded. 
Therefore, this review is best seen as an exploratory mapping of the field, iden-
tifying key trends, conceptual gaps, and future research directions, rather than a 
fully comprehensive review.

Literature review on organized cybercrime

Organized cybercrime covers a wide selection of illicit activities facilitated by digital 
technologies. While a comprehensive examination of all forms is beyond the scope 
of this section, several common types illustrate the diverse strategies employed by 
cybercriminals and the corresponding challenges for security and governance. These 
include ransomware attacks (Symantec, 2025), cyber fraud (Gilmour,2019), manip-
ulation of collective behavior through digital platforms (Chowdhury & Ramadas, 
2022), threats to Internet of Things (IoT) technologies (Aly et al., 2019) and transport 
systems (Tonn et al., 2019), as well as forms of exploitation such as sextortion and 
sex trafficking (Ray & Henry, 2024).

Fig. 1  Stages in systematic literature review
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Ransomware has been ranked among the highest cyber threats by the United 
Kingdom’s National Cyber Strategy and Europol’s European Cybercrime Centre 
(Whelan et al., 2024) and is among the most common attacks orchestrated by 
organized cybercriminals. DarkSide’s attack on the Colonial Pipeline (Russon, 
2021, as cited in Whelan et al., 2024) and REvil’s attack on JBS Foods (DiMag-
gio, 2022, as cited in Whelan et al., 2024) are notable examples of high-profile 
ransomware incidents. The attack on Colonial Pipeline severely disrupted fuel 
supplies across the United States, leading to temporary shortages and a spike 
in prices. To regain access to their systems, Colonial Pipeline paid a ransom of 
$4.4 million. Similarly, the ransomware attack on JBS Foods, one of the world’s 
largest meat suppliers, caused significant disruption to the food supply chain 
and operations in Australia, Canada, and the United States. JBS ultimately paid 
$11 million to regain control of their systems and resume operations. Although 
some scholars (Lusthaus, 2013; Leukfeldt et al., 2017; Lavorgna, 2019) argue 
that cybercrimes are not committed by organized criminal groups, Whelan et al. 
(2024) contend that ransomware should be classified as organized crime when a 
current, adaptable framework is applied.

Fraud has evolved into one of the most prevalent types of cybercrime, includ-
ing organized cross-border and international crime (Gilmour, 2019). Additionally, 
hive minds are another branch of cybercrime that is rooted in the manipulation and 
exploitation of collective behavior, particularly through social media and digital 
networks (Chowdhury & Ramadas, 2022). For instance, herd mentality, driven by 
robotics-based swarm intelligence and social media-based virtual reality games, 
can lead to new forms of control over individuals’ free will and to more complex, 
organized cybercrimes (Chowdhury & Ramadas, 2022). Chowdhury and Ramadas 
highlight the importance of investigating cyber bioterrorism and the role of alter-
nate reality games related to the spread of the SARS-CoV-2 virus. They argue for 
the development of laws and regulations to prevent ideology-driven manipulation, 
especially when alternate reality narratives merge with technological environments. 
Operation Tovar is a successful international collaboration in tackling cybercrime. 
This operation targeted the Gameover ZeuS botnet, a sophisticated network used for 
banking fraud and ransomware distribution. Law enforcement agencies from mul-
tiple countries, led by the US Department of Justice and the FBI, worked together 
to dismantle the botnet (Cartwright et al., 2019). The joint effort resulted in the 
disruption of the network and the prosecution of key individuals involved. Yet these 
successes are rare and highlight the complexity of dismantling distributed cyber-
criminal infrastructure.

De Liso and Zamparini (2022) reviewed the impact of transport security innova-
tions on global supply chains, emphasizing how threats from organized crime and 
the need for cybersecurity have driven these advancements. They highlighted the 
importance of coordinated efforts among stakeholders to manage security challenges 
effectively while considering the tradeoffs between strict security measures and their 
effects on supply chain efficiency and costs. Another type of organized cybercrime 
targets the Internet of Things (IoT). These technologies often rely on multi-layered 
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services to enable interoperability between different IoT devices (Aly et al., 2019). 
However, these architectures are susceptible to a range of threats, including unau-
thorized access, malicious code, denial of service attacks, data breaches, privacy 
violations, service abuse, data security issues, and authorization problems. These 
vulnerabilities are often difficult to manage with conventional tools.

Other forms of organized cybercrime, such as sextortion and sex trafficking, high-
light the human cost and the role of digital platforms in enabling coercion. Sextortion 
disproportionately affects youth and often occurs within peer relationships, yet it is 
severely underreported due to shame and fear (Ray & Henry, 2024). Similarly, sex 
trafficking has become more accessible through cyberspace, with offenders using 
encrypted platforms to facilitate recruitment, communication, and financial transac-
tions. This lowers the barriers to entry and enables smaller offender groups to oper-
ate (Greiman & Bain, 2013). While technology also aids investigations, research 
suggests that advancing law enforcement capabilities is more effective than merely 
increasing traditional penalties (Raets & Janssens, 2021).

Table 1 provides definitions of the major concepts in this research. Because the 
extant literature is inconsistent in its terminology (Phillips et al., 2022; Whelan et al., 
2024), we selected definitions that are most suitable for this study.

Table 1  Definitions
Concept Definition Reference
Cybercrime “A broad range of different criminal activities where computers and in-

formation systems are involved either as a primary tool or as a primary 
target.”

(European 
Commis-
sion, 2013, 
p. 3)

Organized 
Cybercrime

“Organized cybercrime refers to cybercriminal activities or groups 
that meet the defining features of organized crime. This means their 
operations and internal structures align with modern conceptions of 
organized crime, and they actively attempt to exert illicit governance, 
whether in physical spaces, digital environments, or both.”

(Whelan et 
al., 2024)

Ransomware “Ransomware is a form of malware that targets your critical data and 
systems for the purpose of extortion. Ransomware is frequently deliv-
ered through spear-phishing emails. After the user has been locked out 
of the data or system, the cyber actor demands a ransom payment.”

(United 
States 
Govern-
ment In-
teragency 
Guidance 
Document, 
2016, p. 2)

Cyber fraud “Cyber frauds (also referred to as cyber scams) are any type of fraud 
that exploits mass communication technologies (e.g., email, Instant 
Messenger, social networking sites) to trick people out of money.”

(Whitty, 
2019, p. 
277)

Ideological 
cyberattacks

“Cyberattacks by ideologically motivated offenders to cause harm and 
further their political and social agendas.”

(Holt et 
al., 2017, 
p. 212)

Cybersex 
trafficking

Cybersex trafficking involves “non-consensual sexual acts conducted 
through technology-mediated environments, typically via live-streamed 
webcam sessions that may also be recorded and distributed. This form 
of trafficking is inherently criminal and characterized by coercion, ma-
nipulation, abuse, entrapment, and often extortion, disproportionately 
affecting vulnerable populations.”

(Flanagan, 
2022, 
abstract)
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Descriptive statistics results

The systematic literature review of 92 articles reflects disciplinary and theoretical 
fragmentation. Journals that publish most frequently on organized cybercrime span 
criminology, security studies, financial regulation, and digital warfare, indicating 
broad concern but limited consolidation (see Fig. 2). Crime, Law and Social Change 
and Global Crime stand out with the highest number of contributions, each publish-
ing five articles. Ranking next are Trends in Organized Crime, the European Jour-
nal on Criminal Policy and Research, and the Journal of Information Warfare, each 
contributing three papers. These journals reflect both the criminal justice perspective 
and the growing concern with cyber operations and warfare. Several other journals, 
including Russian Education and Society, Studies in Conflict and Terrorism, Security 
and Human Rights, PLoS ONE, Journal of Financial Crime, and Journal of Money 
Laundering Control, have each published two articles on the topic, underscoring the 
relevance of organized cybercrime across fields ranging from global security to edu-
cation and financial integrity.

Citation data reveals a mix of conceptual, technical, and empirically grounded 
works. Among the most cited works on organized cybercrime, Broadhurst (2006) 
stands out with 332 citations (citation counts reported as of May 2025), provid-
ing a general review of international responses to the rapid expansion of computer 
crime. The study emphasizes that cybercrime frequently mirrors traditional forms of 
criminality, such as fraud, while introducing new challenges for global enforcement. 
Abdul-Ghani et al. (2018), with 267 citations, propose a four-layered IoT security 
reference architecture, taking a literature-based approach to address the vulnera-
bilities that make cyber infrastructures susceptible to organized cyber threats. Yar 
(2012), a conceptual and widely cited paper with 232 citations, critically explores 
the ontological and criminological challenges in defining and understanding cyber-
crime, particularly in its organized forms. Leukfeldt and Yar (2016), with 175 cita-
tions, base their analysis on 18 police investigation files and show that, although 
cybercriminal networks exhibit signs of structural organization, they often rely 

Fig. 2  Top 10 journals with the highest number of publications (counts retrieved May 2025)
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on temporary and loosely connected collaborations. In addition, Yip et al. (2013) 
analyze actual conversations from cybercriminal forums, revealing how carding 
communities facilitate the functioning and maintenance of organized cybercrime 
structures. Other influential themes that continue to shape the scholarly debate on 
cybercrime include the transformation of traditional organized crime groups into 
fully fledged cybercriminal networks (McCusker, 2006), the question of whether 
cybercrime is organized (Lusthaus, 2013), the reasons why cybercrime takes place 
(Frank & Odunayo, 2013), internet exploitation by organized cybercrime groups 
(Lavorgna,2015), and the wide spectrum of cybercrimes (Lin, 2012). Figure 3 illus-
trates the ten most cited articles.

A review of the theoretical frameworks applied in studies on organized cyber-
crime reveals a diverse and multidisciplinary landscape, reflecting the complexity 
of the phenomenon (see Table 2). The most frequently used theory is Transaction 
Cost Economics (4 occurrences), which emphasizes the costs of exchanges and 
governance structures in illicit online environments. Securitization approach and 
Routine Activity Theory each appeared twice, highlighting the role of perceived 
threats and the convergence of motivated offenders, suitable targets, and the absence 
of capable guardians in cyberspace. Several studies also employed criminological 
perspectives, such as Conspiracy Thinking, Differential Association Theory, Deter-
rence Theory, and Strain Theory, alongside more sociologically grounded models, 
including moral panic theory, Social Learning and Peer Influence, and Chicago 
School Theory. Interestingly, some studies adopted more contemporary lenses, 
Actor Network Theory, Network Society Theory, and Technological Self-Efficacy 
Theory, which focus on the interplay between technology, actors, and social struc-
ture. The use of Institutional Theory, Instrumental Theories of Compliance, and 
Rational Choice Theory further reflects the integration of organizational and deci-

Fig. 3  Top 10 most cited articles (counts retrieved May 2025)
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sion-making perspectives in understanding the strategic behavior of cybercrimi-
nal networks. It should be noted, however, that 65 papers in the dataset lack any 
explicit theoretical foundation, indicating that a sizable portion of the literature 
is still largely descriptive or empirically driven. This absence limits explanatory 
depth, particularly when addressing coordination, trust, or adaptation within cyber-
criminal networks.

The literature offers rich descriptions and introduces multiple theoretical perspec-
tives, but it lacks an integrated framework that can account for governance structures, 
ideological cohesion, and institutional asymmetries within digital criminal ecosys-
tems. Themes such as informal trust mechanisms, regulatory gaps, and the symbolic 
or conspiratorial dimensions of cybercrime are examined in isolation but rarely syn-
thesized. This diversity of frameworks reinforces the fragmented nature of theorizing 
in the field and points to the need for a synthesized, ecosystem-oriented approach. 
This study addresses that gap by conceptualizing organized cybercrime as a dynamic 
ecosystem and proposing a hybrid theoretical model that integrates governance, net-
work logic, and sociopolitical framing.

Number of articles Frameworks
65 No specific theory
4 Transaction Cost Economics
2 Securitization Approach
2 Routine Activity Theory (RAT)
2 Conspiracy Thinking
2 Institutional Theory
1 Situational Crime Prevention
1 Differential Association Theory
1 Moral Panic
1 Merged Actor-Network Theory 

& Social Network Theory
1 Deterrence Theory
1 Instrumental Theories of 

Compliance
1 Sutherland’s Theory of Behav-

ior Systems in Crime
1 Strain Theory
1 Actor Network Theory
1 Technological Self-Efficacy
1 Network Society
1 Social Network Theory
1 Social Learning and Peer 

Influence
1 Restrictive Deterrence
1 Rational Choice Theory
1 Cressey’s Criminal Organization
1 Mary McIntosh’s The Organiza-

tion of Crime
1 Chicago School Theory†,††

Table 2  Theoretical framework 
of the papers

There are some articles with 
several theoretical frameworks
†By “Chicago School,” we refer 
to the early urban ecology & 
social disorganization tradition 
in sociology and criminology 
associated with the University 
of Chicago, especially Park & 
Burgess’s The City (University 
of Chicago Press, 1967). Cited 
in Chen, A. (2005). Secret 
societies and organized crime 
in contemporary China. 
Modern Asian Studies, 39(1), 
77–107
††Shaw & McKay’s Juvenile 
Delinquency and Urban Areas 
(University of Chicago Press, 
1969)
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Unresolved policy and governance challenges in combating 
organized cybercrime

Earlier studies have identified theoretical shortcomings; however, many practical and 
governance challenges remain unresolved and continue to complicate efforts to coun-
ter organized cybercrime. Current approaches struggle to keep pace with the speed 
of technological innovation and the transnational nature of cybercriminal operations. 
Legal systems are constrained by jurisdictional boundaries, regulatory bodies face 
coordination challenges, and law enforcement agencies often lack the technological 
capabilities required to effectively disrupt cybercriminal ecosystems. This section 
critically examines these practical and institutional limitations, highlighting the need 
for solutions that are not only technically effective but also informed by a deeper 
understanding of how cybercrime operates across policy, governance, and techno-
logical domains.

Cyberspace challenges traditional notions of jurisdiction, sovereignty, and state 
boundaries. Existing debates question how political concepts originally rooted in the 
physical world apply to the borderless nature of the internet and cyber warfare (Cha-
tinakrob, 2024). These disagreements stem from both the complexity of global digital 
networks and the evolving definitions of sovereignty and governance. The metaphors 
and language used to describe cyberspace further shape how these issues are framed, 
influencing both policy and enforcement responses.

Cybercrimes entail direct, indirect, and prevention costs for states and organiza-
tions (Matsaung & Masiloane, 2024). In South Africa, defensive expenditures include 
significant investments in firewalls, antivirus programs, and other cybersecurity tech-
nologies. In Latin America and the Caribbean (LAC), cybersecurity investments have 
grown by 8% annually since the COVID-19 pandemic. However, ransomware attack 
costs have surged to an estimated $15 million, with incidents increasing by 200%. 
This suggests that rising expenditures are not yet translating into effective deterrence 
(Kosevich, 2023).

At the policy level, international conventions such as the United Nations Conven-
tion against Transnational Organized Crime have proposed stronger legislative mea-
sures to combat organized cybercrime (Apenov et al., 2021). However, enforcement 
gaps remain. Using Kazakhstan as a case study, Apenov et al. (2021) highlight that 
legal frameworks often lack effective mechanisms for implementation despite formal 
agreements. Fragmented and inconsistent regulatory systems further hinder efforts 
to combat cybercrime, as criminal actors exploit jurisdictional loopholes and the 
slow harmonization of cross-border legal processes (Broadhurst, 2006; Doig, 2018; 
Mugarura & Ssali, 2021).

These challenges are compounded by emerging technologies, which introduce 
new complexities for law enforcement. As Whelan et al. (2024) emphasize, under-
standing the internal dynamics of ransomware groups, including their governance 
structures, conflict resolution methods, and financial management practices, is criti-
cal for effective intervention. Di Nicola (2022) critiques existing cyber criminology 
frameworks for failing to address the organizational sophistication of digital criminal 
enterprises. He advocates developing new criminological theories that explain the 
causes of digital organized crime, explore its relationship with Industry 4.0 technolo-
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gies, and foster interdisciplinary dialogue between criminology, information technol-
ogy, and policy research.

Although these studies identify critical challenges (see Table 3), they often lack 
integrated theoretical frameworks that explain how organized cybercrime networks 
sustain themselves in fragmented regulatory environments and rapidly evolving tech-
nological landscapes. Addressing these gaps requires not only practical solutions but 
also conceptual models capable of capturing the complex interplay between tech-
nology, informal governance structures, ideological cohesion, and institutional gaps. 
The following section explores existing solutions and evaluates their effectiveness in 
addressing these multifaceted challenges.

These persistent governance and enforcement limitations highlight the need for a 
comprehensive conceptual framework capable of addressing the systemic complex-
ity of organized cybercrime. The following section explores this in greater detail.

Theories and approaches

Understanding organized cybercrime requires a multidisciplinary theoretical foun-
dation that accounts for its complex, adaptive, and decentralized nature. Existing 
theories offer valuable but partial insights into how cybercriminal networks establish 
trust, sustain cooperation, and evolve in environments characterized by high uncer-
tainty and limited formal governance (Yar, (Yar 2005) ; Leukfeldt & Yar, (Leuk-
feldt and Yar 2016) ). Classical criminological approaches, such as Routine Activity 
Theory (RAT) and Differential Association Theory (DAT), explain offender behavior, 
target selection, and the social learning processes in cybercriminal activity (Cohen & 

Table 3  Challenges and limitations highlighting the need for a new conceptual framework
Core Challenge 
Area

Specific Limitation or Gap Key References

Governance and 
Jurisdictional 
Gaps

Jurisdictional complexity; sovereignty concepts poorly applied 
to cyberspace.

Chatinakrob 
(2024)

Law enforcement gaps despite international agreements. Apenov et al. 
(2021)

Fragmented and inconsistent regulatory systems. Broadhurst 
(2006); Mugarura 
and Ssali (2021); 
Doig (2018)

Economic 
and Resource 
Constraints

High defensive costs with limited effectiveness. Matsaung and 
Masiloane (2024)

Ransomware surge despite increased cybersecurity investments. Kosevich (2023)
Technological 
Complexity

Emerging technologies outpace policy and enforcement 
capabilities.

Whelan et al. 
(2024)

Theoretical and 
Conceptual Gaps

Existing theories are inadequate to explain digital organized 
crime.

Di Nicola (2022)

Lack of interdisciplinary dialogue and new theory development. Di Nicola (2022)
Implication for 
Research

Highlights the need for integrated theoretical frameworks to 
address the interplay of governance, economics, technology, and 
ideology in organized cybercrime ecosystems.

Current study
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Felson, (Cohen and Felson 1979) ; Sutherland et al., 1992). However, these theories 
and approaches alone are insufficient to fully capture the organizational dynamics, 
governance structures, and ideological drivers of modern cybercrime ecosystems 
(Paquet-Clouston et al., (Paquet-Clouston et al. 2018) ; Di Nicola, 2022). To address 
these gaps, this study integrates perspectives from economic governance theories, 
including Transaction Cost Economics and relational contracting (Williamson, 1991; 
Walsh, 2007). It also incorporates technology adoption models and sociotechnical 
frameworks such as Actor-Network Theory and Social Network Theory (Callon, 
1999; Haas, 2023). In addition, lay theories and approaches of conspiracy thinking, 
moral panic, and securitization help illuminate how ideological narratives and politi-
cal structures shape both cybercriminal behavior and state-level responses (Lavorgna, 
2019; Shad, 2019; Childs, 2023). Together, these theories and approaches provide the 
conceptual foundation to analyze organized cybercrime not only as a series of iso-
lated criminal acts but as a dynamic and evolving ecosystem shaped by institutional 
gaps, digital infrastructures, and sociopolitical forces.

RAT, which is built upon three key elements of motivated offenders, a suitable tar-
get, and the absence of capable guardianship (Cohen & Felson, 1979), has been used 
extensively to explain the convergence of crime. Yar’s (2005) study frames cyber-
crime as an ecosystem, structured by key elements adapted from RAT. In this ecosys-
tem, predators (motivated offenders) include hackers, fraudsters, and cyberstalkers 
who seek out targets online. Prey (suitable targets) consists of personal data, financial 
information, and online services, all vulnerable to unauthorized access. Defenders 
(capable guardians) are both human, such as network administrators and vigilant 
users, and automated, such as firewalls and antivirus systems. Although it seems 
that cybercrimes can be analyzed using conventional criminology theories, there are 
significant differences between cybercrimes and traditional crimes. As Yar (2005) 
explains, the differences lie in the target’s value, properties, exposability, and acces-
sibility. In cyberspace: (i) value attaches to data, information, or asset; (ii) properties 
are often related to the services, making them weightless; (iii) exposability indicates 
the ease with which valuable properties can be found; and (iv) accessibility refers to 
the ease of access to the target. This online ecosystem mirrors the terrestrial crime 
environment, with dynamic interactions among offenders, targets, and guardians 
shaping cybercrime patterns. However, cyberspace is fundamentally different from 
the physical environment in that the distance between predators and prey is irrelevant 
(Leukfeldt & Yar, 2016). In relation to RQ1, RAT provides a baseline explanation of 
how networked offending becomes possible when targets and guardianship condi-
tions align in the digital environment, while also clarifying the role of technological 
and institutional guardians, which may vary across contexts (RQ2).

Drawing on RAT, Holt et al. (2018) emphasized the role of technological infra-
structure, political systems, attackers’ strategies, and the challenges of detection and 
removal, alongside the function of Computer Emergency Response Teams (CERTs), 
in addressing malware infections. They observed that democratic nations, with their 
robust technological resources and greater political freedoms, are more likely to 
experience malware infections. However, these same factors – including higher num-
bers of web hosts and internet users – also make detection and mitigation efforts more 
challenging. But the presence of CERTs in these countries was found to have a mini-
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mal impact on reducing infection rates or improving reporting processes in the fight 
against organized cybercrime. It is worth noting that applying existing cybercrime 
theories to the digital world poses significant challenges (Diamond & Bachmann, 
2015). While RAT in its traditional form emphasizes the convergence of offenders 
and victims in the absence of capable guardians (Cohen & Felson, 1979), Yar, (2005) 
argues that the framework’s core elements, motivated offenders, suitable targets, and 
the lack of guardianship, remain relevant and applicable in the virtual realm. This 
strengthens the RQ2 link by showing how national-level institutional capacity and 
infrastructural features condition guardianship effectiveness in practice.

DAT, also known as Sutherland’s theory of behavior systems, argues that indi-
viduals learn criminal behavior through social interactions (Sutherland et al., 1992). 
Building on this foundation, Dearden and Parti (2021) explored the impact of both 
online and offline social learning on self-reported cybercrimes, using a national sam-
ple of 1,109 participants. Their findings revealed significant correlations between 
social learning and cybercrimes, with lower self-control further amplifying the likeli-
hood of cyber offending when combined with social learning. Thus, these findings, 
highlight social learning and low self-control as key predictors of cybercrime, both 
independently and together. Expanding on this perspective, Paquet-Clouston et al. 
(2018) argued that cybercrimes emerge from the behaviors of all system actors, high-
lighting the passive role of law enforcement due to the lack of direct victims, the 
international nature of cybercrimes, and the high costs of investigations. For RQ1, 
DAT is particularly useful for explaining how participation, norms, and know-how 
circulate through social ties and online communities, which in turn shapes the rela-
tional structure and continuity of cybercriminal networks.

Integrating RAT and DAT provides valuable insights into organized cybercrime 
and offers strategies for prevention and enforcement. RAT suggests that cybercrimes 
occur when a motivated offender identifies a suitable target lacking adequate cyber-
security measures (Leukfeldt & Yar, 2016). For example, individuals engaging in 
online activities without proper safeguards might fall into phishing traps. DAT asserts 
that individuals learn criminal behaviors through interactions with others (Suther-
land et al., 1992). In cyberspace, this can involve learning hacking techniques or 
engaging in cybercriminal activities through online communities that encourage such 
behaviors (Dearden & Parti, 2021). Considering the borderless nature of cybercrime, 
effective responses require coordinated efforts at governmental, national, and inter-
national levels (Alweqyan, 2024). Collaborative actions enhance the ability to detect, 
prevent, and respond to cybercrimes. Taken together, RAT and DAT serve as the 
criminological anchor for RQ1, but they leave open the question of how large-scale, 
repeated cooperation is governed under anonymity and high uncertainty. This issue is 
addressed by the governance-oriented lenses below.

In addition to explaining offender behavior and target selection, it is also impor-
tant to consider how cybercriminal markets are structured to enable repeated, large-
scale collaboration. Transaction Cost Economics (TCE) offers a useful framework 
by interpreting uncertainty as a transaction cost that actors aim to minimize through 
governance mechanisms (Williamson, 1991). Yip et al. (2013) apply this perspec-
tive to carding forums, which they describe as environments where participants face 
uncertainty about both the quality of goods being exchanged and the true identity of 
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those involved in transactions. To mitigate these risks, forums develop hybrid orga-
nizational structures that blend market features with hierarchical oversight. Accord-
ing to Yip et al. (2013), mechanisms such as vendor reviews, escrow services, and 
role-based trust hierarchies reduce the likelihood of opportunism and facilitate insti-
tution-based trust among anonymous participants. These structural features support 
initial trust formation and enable scalable and sustained criminal exchanges. As Yip 
et al. (2013) demonstrate, carding forums function as markets where transaction costs 
are actively managed to support illegal collaboration under high uncertainty. This 
directly advances RQ1 by specifying which governance mechanisms enable trust and 
cooperation when formal enforcement is absent.

Relational contracting and institutional theories provide additional insights into 
cooperation in high-risk environments such as organized cybercrime. Institutional-
ist work (e.g. Keohane, 2005) explains how cooperation can emerge under anarchy 
through shared norms, reciprocity and mutual monitoring, while transaction-cost 
economics shows how long-term, incomplete contracts and hierarchical governance 
structures can be designed to manage uncertainty, bilateral dependency and oppor-
tunism (Williamson, 1985, 1991). Walsh (2007) applies these concepts to interna-
tional intelligence sharing, arguing that dominant states create hierarchical structures 
to reduce transaction costs and ensure compliance by offering oversight and selec-
tive material benefits. Although institutional theory assumes trust-based cooperation, 
relational contracting argues that trust is not always necessary when power and incen-
tives can be structured to reduce opportunism. In the context of organized cybercrime, 
these theories offer insights into how informal, yet stable governance arrangements 
can emerge to establish sustained coordination despite anonymity and legal risk. This 
perspective is supported by Lusthaus et al. (2023), who examine the Gozi cyber-
criminal network and discuss how core functions such as malware development and 
administration were internalized to reduce transaction costs. Their findings illustrate 
how cybercriminal groups operate as hybrid organizations that strategically balance 
firm-like control and market flexibility. The study also highlights how these groups 
are shaped by broader institutional environments, including corruption, jurisdictional 
differences, and informal norms, which influence how such networks are structured 
and maintained. The contribution is twofold: these lenses extend RQ1 by explaining 
how cooperation is stabilized through hybrid market-firm designs, and they extend 
RQ2 by demonstrating how broader institutional environments, including corruption 
and jurisdictional variation, constrain and enable governance arrangements.

These perspectives demonstrate how cybercriminal networks sustain coopera-
tion through hybrid structures, yet they lack a systematic account of how such rela-
tionships are organized within broader ecosystems; a gap addressed by this study 
in its first research question. Accordingly, in this study they are used narrowly and 
purposefully to clarify the governance micro-foundations of network relationships 
(RQ1), which are then assembled into an ecosystem-level explanation in RQ3.

Prior studies have largely applied adoption theories, including the technology 
acceptance model (TAM), innovation diffusion, and the Unified Theory of Accep-
tance and Use of Technology (UTAUT) to study financial technology solutions (Jafri 
et al., 2024). Given the importance of trust and security, prior studies have combined 
these factors into adoption theories. For instance, in the banking industry, various 
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models have been applied: cloud computing in Malaysia (TAM-Dual Process The-
ory Model), smartphone banking in South Korea (TAM), mobile banking in India 
(TAM-Social Response Theory-UTAUT), and Egypt (TAM with Service Dominant 
Logic) (see Jafri et al., 2024). While trust and security issues have been studied in 
the context of mobile and online banking in developing countries, limited research 
exists on digital-only banking (Saif et al., 2022) and cloud computing (Asadi et al., 
2017). This research gap, along with the increasing occurrence of organized cyber-
crime, underscores the need for focused attention from the research community and 
a supervisory framework in fintech to address this issue (Jafri et al., 2024). Build-
ing interdisciplinary connections among criminology, cybersecurity, and technology 
adoption, Alqahtani and Braun (2021) explored how technology adoption constructs 
relate to cybersecurity compliance. They identified factors such as performance 
expectancy, effort expectancy, social influence, facilitating conditions, hedonic 
motivation, price value, and habits as significant drivers of users’ intentions and 
behaviors toward cybersecurity compliance. These adoption-oriented perspectives 
are incorporated to illuminate a specific part of RQ2: how organizational and user-
level adoption and compliance conditions shape systemic exposure or resilience. 
They also support RQ3 by linking criminological explanations to practical levers for 
prevention and response.

In response to cyberattacks, Hasani et al. (2023) proposed a framework integrat-
ing the Technology-Organization-Environment (TOE) framework, the Technology 
Acceptance Model (TAM), Diffusion of Innovations theory (DOI), and the Balanced 
Scorecard. Their study highlighted that the perceived usefulness and ease of use 
of cybersecurity technologies strongly influence SMEs’ adoption in the UK, ulti-
mately enhancing organizational performance. The role of forensic photography 
and advanced imaging techniques has been emphasized in the investigation and 
documentation of fraud (Gilmour, 2019). This type of organized cybercrime often 
demands complex digital and financial elements to capture detailed, accurate, and 
objective images that can be analyzed and used as evidence in court. Building on 
social network theory, Haas (2023) proposed a cybersecurity-based solution to iden-
tify and eliminate wildlife traffickers, with the aim of disrupting their organized ille-
gal activities. Collectively, these studies are used to operationalize the response side 
of RQ3 by showing how sociotechnical and organizational frameworks translate into 
concrete investigative and prevention capabilities.

Similarly, Di Nicola (2022), drawing on Actor-Network Theory (Callon, 1999; 
Latour, 2005), emphasizes the interconnectedness of the digital and physical worlds. 
He argues that human and non-human actors are not disconnected but rather deeply 
intertwined. Di Nicola further asserts that the sociology of crime is crucial for under-
standing digital organized crime, as these crimes operate in both digital and offline 
environments. Consequently, he proposes the spectrum theory of digital organized 
crimes, conceptualizing criminal behavior as existing on a continuum that blends 
online and offline territories. This is particularly relevant for RQ3 because it supports 
the ecosystem premise that infrastructures, platforms, and human actors co-produce 
criminal opportunity and coordination, complementing the relational focus of RQ1 
with a sociotechnical account of what participates in networked offending.
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Conspiracy thinking and moral panic offer complementary perspectives for under-
standing the ideological dimensions and public narratives surrounding organized 
cybercrime. Rather than purely economic motivations, some cybercriminal networks 
operate within a framework shaped by distrust in government, opposition to per-
ceived surveillance, and libertarian ideologies. Childs (2023), in his study of fake 
vaccine certificate distribution on the alt-tech platform Gab, highlights how anti-
surveillance sentiment and conspiracy beliefs about global control and global tyranny 
shaped both the motivation and structure of this illicit community. These networks 
operated not only through transactional exchanges but were also bonded by a shared 
narrative of resistance, making ideological cohesion a critical component of their 
longevity. In parallel, Lavorgna (2019) examines how media and political actors con-
struct organized cybercrime as a public threat through moral panic, exaggerating the 
organizational features of online offenders and invoking the language of organized 
crime to justify surveillance, policing powers, and policy responses. In both cases, 
organized cybercrime is not just a technical or financial phenomenon but also a socio-
political one, shaped by shared belief systems and media-driven threats. Together, 
these perspectives expand the understanding of cybercriminal coordination beyond 
structure and strategy by highlighting the affective and rhetorical forces that legiti-
mize and mobilize action within and around digital criminal communities. This sec-
tion contributes to RQ2, showing how societal narratives and ideological alignment 
can act as a binding force within the ecosystem, sustaining communities over time 
and shaping both the intensity and form of external responses.

A nation’s political structure significantly influences its approach to cyberse-
curity and its vulnerability to cyber threats. In socialist economies, the state often 
centralizes cybersecurity efforts, prioritizing ideological stability and regime secu-
rity. This centralized approach can lead to challenges in bureaucratic efficiency 
and resource allocation. For instance, China’s cybersecurity strategy emphasizes 
controlling information flow to preserve social harmony and political stability, uti-
lizing extensive internet regulations and infrastructure such as the Great Firewall 
to monitor and restrict online content. This model of internet regulation is deeply 
integrated with China’s specific technological and political context and may not be 
easily transferable to other nations lacking similar infrastructure (Bui & Lee, 2022). 
These institutional differences are included to address RQ2 by clarifying how gov-
ernance models and political priorities condition both vulnerabilities and available 
countermeasures.

In contrast, Western nations typically perceive cybersecurity through the lens of 
technical threats, emphasizing the protection of data, privacy, and the integrity of 
information systems. This perspective leads to a focus on safeguarding individual 
rights and maintaining open internet access. However, greater online freedom and 
a larger number of potential targets can increase susceptibility to cyber threats. 
Research indicates that democratic governments often experience higher rates of 
active cyber infections due to extended attack lifespans and the hackers’ opportu-
nistic exploitation of these freedoms (Holt et al., 2018). This further supports RQ2 
by linking macro-level political conditions to ecosystem exposure and guardianship 
capacity.
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These differing approaches reflect broader ideological distinctions: socialist sys-
tems prioritize regime stability and ideological control, leading to stringent internet 
regulations and centralized oversight, while Western systems value individual free-
doms and open access, implementing cybersecurity measures that balance security 
with personal privacy and freedom of expression. Consequently, each system faces 
unique challenges and vulnerabilities in managing cyber threats.

Building on the role of political systems in shaping cybersecurity approaches, the 
securitization approach (Buzan & Hansen, 2009) helps explain how governments 
define and prioritize cyber threats within national security discourse. According to 
Buzan and Hansen (2009), securitization involves framing a topic as an existential 
threat that demands exceptional political or legal measures. Shad (2019) applies this 
approach to Pakistan’s cyber threat landscape, arguing that, despite growing digital 
vulnerability, Pakistan has not effectively securitized its exposure to threats from 
hacking, cybercrime, and cyberwarfare. Drawing on the work of Hansen and Nis-
senbaum (2009), Shad identifies three key modalities of cyber securitization: hyper-
securitization, everyday security practices, and technification, which remain largely 
absent in Pakistan. As a result, cyber threats in the country are politicized but not 
elevated to the level of urgent national security concerns. This gap between recog-
nition and response illustrates how the absence of securitization can hinder policy 
action and institutional readiness in the face of organized cybercrime. These insights 
indicate that institutional and political contexts decisively shape vulnerabilities and 
resilience in organized cybercrime, yet the combined impact of these societal and 
systemic factors remains underexplored, a gap that we explore in the second research 
question. Here, securitization is used specifically to support RQ2 by explaining varia-
tion in political prioritization and its influence on institutional readiness, rather than 
serving as an additional general-purpose theory of cybercrime.

Theoretical insights from criminology, economics, sociology, and political sci-
ence collectively illustrate that organized cybercrime cannot be fully understood 
through isolated disciplinary lenses. Instead, it must be conceptualized as a dynamic 
ecosystem in which informal governance mechanisms, ideological cohesion, and 
technological infrastructure interact to sustain criminal activity amid anonymity 
and institutional gaps. While classical theories and approaches explain patterns of 
offender behavior and target selection, newer frameworks shed light on how cyber-
criminal networks build and maintain trust, adapt to evolving technological environ-
ments, and leverage ideological narratives to legitimize their actions. Each lens is 
retained here only to the extent that it advances one of the study’s research questions: 
RQ1 (networked relationships and governance), RQ2 (societal and systemic shaping 
conditions), and RQ3 (interdisciplinary integration to explain and respond to ecosys-
tem complexity). This integrated perspective provides a foundation for addressing 
the research questions posed in this study, offering a holistic understanding of how 
organized cybercrime emerges, evolves, and persists within increasingly complex 
ecosystems (see Table 4).

This fragmentation emphasizes the importance of an interdisciplinary synthesis 
that integrates criminological, economic, sociological, and political perspectives 
into a unified framework, which is the focus of the third research question. Building 
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on the identified strengths and limitations of existing theories and approaches, this 
study proposes a conceptually organized cybercrime ecosystem framework that inte-
grates these perspectives to offer a more comprehensive understanding of organized 
cybercrime. Rather than viewing cybercrime through isolated theoretical lenses, the 
ecosystem model captures how diverse actors, trust-based relationships, enabling 
infrastructures, and ideological motivations interact dynamically to sustain crimi-
nal networks in digital environments. As a result, the framework consolidates the 
targeted contributions of RAT and DAT for RQ1, governance theories that bridge 
RQ1 and RQ2, and sociotechnical and narrative lenses that link RQ2 and RQ3 into a 
single explanatory structure designed for analytical coherence rather than theoretical 
completeness. This integrated framework is presented below through a structured 
analytical table and a conceptual figure.

Toward an integrated ecosystem framework for organized 
cybercrime

Table 5 outlines the key components of the organized cybercrime ecosystem, offer-
ing a structured view of the actors, their relationships, enabling conditions, and the 
resulting criminal outputs.

Figure 4 synthesizes the ecosystem model, illustrating the dynamic interactions 
among actors, governance structures, trust mechanisms, technological infrastruc-

Table 4  Strengths and weaknesses
Theory Key Explanations Limitations This Study’s Conceptual Focus
Routine Ac-
tivity Theory 
(RAT)

Explains convergence 
of offenders and targets 
(Yar, 2005).

Ignores role of digital infra-
structure and irrelevance of 
distance; underdeveloped 
concept of guardianship 
(Holt et al., 2018).

Expands guardianship to 
include digital infrastruc-
tures and CERTs; integrates 
ecosystem thinking to address 
borderless crime patterns.

Differential 
Association 
Theory (DAT)

Highlights social 
learning of criminal 
behaviors (Dearden & 
Parti, 2021.

Does not address network 
governance or community 
maintenance (Paquet-Clous-
ton et al., 2018).

Explores how informal online 
communities facilitate sus-
tained criminal behavior, using 
Social Network Theory.

Transaction 
Cost Econom-
ics (TCE)

Explains how uncer-
tainty is managed in 
illegal markets (Yip et 
al., 2013).

Overemphasizes rationality; 
ignores bounded rationality 
and informal trust.

Adds relational and social 
dimensions of trust formation, 
beyond economic transactions.

Institutional 
Theory & 
Relational 
Contracting

Explains cooperation 
under risk through 
hierarchy or shared 
norms (Walsh, 2007).

Difficult to apply to 
decentralized cybercrime 
ecosystems (Lusthaus et al., 
2023).

Frames cybercrime networks 
as hybrid organizations using 
flexible governance under 
uncertainty.

Conspiracy 
Thinking

Explains ideological 
cohesion and policy re-
sponses (Childs, 2023; 
Lavorgna,2019).

Focuses on ideology but 
overlooks organizational 
structures.

Highlights how ideological 
narratives both sustain crimi-
nal networks and shape state 
securitization.

Securitization 
Theory

Explains how cyber 
threats are framed in 
national discourse 
(Shad, 2019).

Discursive focus; securiti-
zation does not guarantee 
policy action.

Emphasizes the gap between 
securitization rhetoric and 
actual cybersecurity capacity.
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ture, and ideological drivers. This framework focuses on the initial steps, namely, the 
organized cybercrime drivers, the organized cybercrime ecosystem (with a focus on 
cybercriminal networks), and the organized cybercrimes. It does not investigate the 
victims and their disaster management and recovery phases. The aim of this research 
is to identify the drivers of organized cybercrime and to examine how cybercriminal 
networks take shape.

While the proposed ecosystem framework offers a conceptual understanding of 
how organized cybercrime operates, effectively addressing this phenomenon also 
requires targeted practical and policy interventions. The following section reviews 
existing responses and identifies areas for further development.

Table 5  Conceptualizing the cybercrime ecosystem: actors, relationships, antecedents, and theoretical 
foundations
Ecosystem 
Component

Description Examples Theoretical 
Foundations

Cybercriminal 
Actors

Diverse networks or individuals 
that plan, execute, or facilitate 
cybercrime activities at various 
levels

Hackers, carding groups, 
malware developers, botnet 
operators

Routine Activity 
Theory (RAT), 
Social Network 
Theory

Trust and 
Cooperative 
Relationships

Informal or semi-structured 
mechanisms for coordination, 
trust-building, or enforcement 
among offenders

Escrow systems, vendor 
review systems, admin-
enforced rules in forums

Transaction 
Cost Economics 
(TCE), Relation-
al Contracting

Enabling 
Infrastructures

Technological platforms and tools 
that support criminal activity or 
reduce traceability

VPNs, anonymizing brows-
ers, IoT vulnerabilities, 
blockchain-based markets

Technology 
Adoption Mod-
els, Actor-Net-
work Theory

Institutional, 
Ideological, 
and Political 
Antecedents

Structural conditions that foster 
organized cybercrime by creating 
regulatory gaps or ideological 
motivation

Weak regulations, under-se-
curitization of cybercrime, 
conspiratorial narratives, 
anti-surveillance ideology

Institutional 
Theory, Securi-
tization Theory, 
Conspiracy 
Theory

Fig. 4  Organized cybercrime as an evolving ecosystem
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Discussion

Although various technological, policy, and law enforcement solutions have been 
proposed to combat organized cybercrime, these efforts often remain fragmented and 
fail to address the complex interdependencies between governance, technology, and 
ideology. Technological solutions primarily focus on securing digital infrastructures, 
while policy frameworks emphasize regulatory harmonization and transnational 
cooperation. However, few approaches fully consider how trust, cooperation, and 
governance emerge within decentralized ecosystems or how ideological narratives 
and institutional gaps shape cybercriminal networks. This section reviews existing 
solutions, organized around the key thematic challenges identified in this study, and 
assesses their effectiveness in addressing the governance, institutional, and ideologi-
cal dimensions of organized cybercrime. It also outlines the theoretical contributions 
and implications for practice, demonstrating how an ecosystem perspective adds 
value beyond existing approaches.

To begin with, technological and infrastructural solutions have expanded rapidly, 
particularly in relation to IOT and cloud-based environments. Advances in machine 
learning (ML) and deep learning (DL) have introduced a range of tools to mitigate 
threats to IoT and cloud-based technologies. These include intrusion detection sys-
tems, cryptographic techniques, privacy-preserving models, blockchain applications, 
and hypervisor-based protections (Aly et al., 2019). Blockchain technology has been 
promoted for its potential to strengthen trust in digital environments through immuta-
bility, transparency, and decentralization (Jafri et al.,2024). However, these technolo-
gies also introduce new vulnerabilities, such as the misuse of ML models, blockchain 
transparency that creates privacy risks, and the challenges of securing multi-layered 
IoT environments. Despite these innovations, solutions remain focused on defend-
ing infrastructure rather than addressing the broader governance and trust mecha-
nisms that sustain cybercriminal ecosystems. Concepts such as Computer Emergency 
Response Teams (CERTs) have been introduced to strengthen collective guardian-
ship (Holt et al., 2018), yet their effectiveness is limited by fragmented institutional 
support and inconsistent international coordination.

Beyond technical defenses, governance and institutional responses remain central, 
particularly given the cross-border character of cybercrime. National and interna-
tional regulatory frameworks continue to face challenges in managing the cross-bor-
der nature of cybercrime. Efforts at legal harmonization, such as the UN Convention 
against Transnational Organized Crime and mutual legal assistance treaties, have 
aimed to strengthen international cooperation (Broadhurst, 2006; Clough, 2015). 
However, practical enforcement remains inconsistent due to jurisdictional com-
plexities, varying national capabilities, and bureaucratic inefficiencies (Doig, 2018; 
Mugarura & Ssali, 2021). At the institutional level, organizations such as Europol and 
the OECD play a critical role in facilitating information exchange and developing 
policy guidelines (Al Azzam, 2019). Successful national models, such as Taiwan’s 
inter-agency collaboration between the National Police Agency (NPA) and the Min-
istry of Justice Investigation Bureau (MJIB), demonstrate the importance of clearly 
defined mandates and integrated governance structures (Wang et al.,2021). Similarly, 
OSCE’s Police Academies Network (PAN) has advanced capacity building among 
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member states to improve coordination and operational readiness (Lyzhenkov,2018). 
Yet, these efforts often fall short in addressing the informal and hybrid governance 
structures that dominate cybercriminal ecosystems, where trust and cooperation are 
maintained through decentralized forums, escrow systems, and reputation mecha-
nisms rather than formal institutional arrangements (Yip et al.,2013; Lusthaus et al., 
2023).

At the same time, these governance gaps interact with ideological and social driv-
ers that shape how cybercriminal communities form and persist. Beyond structural 
governance challenges, organized cybercrime is increasingly shaped by ideological 
motivations and conspiracy-driven narratives. Platforms within the alt-tech ecosys-
tem have enabled the formation of cybercriminal communities bonded not just by 
profit motives but by shared ideological opposition to state surveillance and global 
governance structures (Childs, 2023). Efforts to counter these dynamics remain lim-
ited and often rely on over-securitization or moral panic narratives that risk amplify-
ing the visibility of these networks rather than dismantling them (Lavorgna, 2019). 
Some targeted interventions have emerged, such as online reporting tools and in-
system detection algorithms aimed at preventing sextortion (Ray & Henry, 2024), as 
well as networked investigative models aimed to combat wildlife trafficking (Haas, 
2023). However, these solutions tend to address specific offenses without consider-
ing the broader ideological frameworks that facilitate group cohesion and long-term 
survival.

While these existing solutions address important aspects of organized cybercrime, 
they often remain fragmented and reactive. To move from this assessment toward a 
more integrated response, building on the proposed ecosystem framework, this study 
outlines additional strategic interventions aimed at disrupting the key relational, 
technological, and ideological mechanisms that sustain cybercriminal activity. These 
proposed strategies highlight the importance of coordinated, interdisciplinary efforts 
to disrupt and dismantle the evolving ecosystems that sustain organized cybercrime.

In practical terms, Table 6 presents strategic policy and intervention recommen-
dations derived from the ecosystem-based conceptual framework proposed in this 

Table 6  Intervention strategies aligned with the organized cybercrime ecosystem framework
Intervention Area Proposed Strategies
Governance 
Structures

Enhance cross-border legal harmonization; establish specialized international task 
forces focused on dismantling hybrid governance models in cybercrime forums.

Trust and Coopera-
tion Mechanisms

Target and disrupt informal trust-building tools, such as vendor review systems 
and escrow services on dark web markets. Promote digital misinformation cam-
paigns that undermine trust in criminal platforms.

Technological 
Infrastructure

Strengthening digital guardianship through expanded CERT capabilities and AI-
driven threat detection systems. Promote mandatory security-by-design principles 
in IoT devices to reduce vulnerabilities.

Ideological 
Cohesion

Develop counter-narratives to disrupt extremist and conspiratorial ideologies on 
alt-tech platforms. Support content moderation partnerships between govern-
ments and tech firms to reduce the spread of radicalizing materials.

Institutional 
Readiness

Apply securitization theory to elevate cybercrime threats in national security 
agendas, ensuring adequate policy action and resource allocation. Invest in 
capacity building for law enforcement agencies to address the evolving digital 
landscape.
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study. These strategies aim to address the systemic enablers of organized cybercrime 
and provide actionable pathways to disrupt its technological, relational, and ideologi-
cal foundations.

These intervention strategies are designed to disrupt the organized cybercrime 
ecosystem, thereby impeding and mitigating cybercrimes. To clarify how these mea-
sures relate within the framework, Fig. 5 illustrates these strategies.

Building on these findings, this study offers both theoretical contributions and 
practical implications that together extend the current understanding of organized 
cybercrime and inform strategies to address it. In theoretical terms, this study 
advances theory by integrating criminological, economic, sociological, and political 
perspectives into a unified ecosystem-based framework. Whereas prior research has 
often applied isolated theories such as Routine Activity Theory (Yar, 2005), Differ-
ential Association Theory (Dearden & Parti, 2021), or Transaction Cost Economics 
(Yip et al., 2013) in narrow contexts, our framework highlights how technological 
infrastructures, governance gaps, and ideological narratives interact dynamically 
to sustain organized cybercrime. By bridging these perspectives, the study moves 
beyond single theory explanations, offering a holistic conceptualization that more 
accurately captures the hybrid, adaptive, and transnational character of cybercrimi-
nal ecosystems. From a practical standpoint, the proposed ecosystem-based frame-
work has clear implications for practitioners. For policymakers, it underscores the 
need to complement regulatory harmonization with targeted disruption of informal 
governance mechanisms such as escrow systems and reputation tools that sustain 
cybercriminal markets (Yip et al., 2013; Lusthaus et al., 2023). For law enforcement, 
the findings highlight the value of expanding CERT capabilities, adopting AI-driven 
detection, and applying networked investigative models drawn from other transna-
tional crimes (Holt et al., 2018; Aly et al., 2019; Haas, 2023). For industry actors, 

Fig. 5  Intervention strategies aligned with the organized cybercrime ecosystem framework
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particularly in the IoT and cloud domains, the study underscores the importance of 
embedding security-by-design principles and proactive vulnerability reduction (Aly 
et al., 2019). In parallel, collaboration with governments on counter-narratives and 
content moderation can help reduce the ideological cohesion that sustains cyber-
criminal communities (Lavorgna, 2019; Childs, 2023). Taken together, these insights 
suggest that only coordinated, cross-sector interventions can effectively weaken the 
resilience of organized cybercrime ecosystems. Overall, the study underscores how 
an ecosystem perspective advances theory while also informing practice, with the 
final section reflecting on its limitations and outlining avenues for future research.

Conclusion

This study arrives at four key conclusions. First, while existing criminological and 
economic theories such as Routine Activity Theory (Cohen & Felson, 1979), Differ-
ential Association Theory (Sutherland et al., 1992), and Transaction Cost Economics 
(Williamson, 1991; Yip et al., 2013) offer important insights into certain aspects of 
cybercrime, their explanatory power is limited when applied in isolation. By bring-
ing these perspectives into dialogue with institutional and sociopolitical approaches, 
this study demonstrates that an ecosystem perspective offers a more comprehensive 
and dynamic framework for understanding how organized cybercrime operates. Sec-
ond, a central finding is that hybrid governance arrangements where market-based 
coordination, informal trust systems, and hierarchical controls coexist are not only 
present but foundational to sustaining cybercriminal networks. These forms of gov-
ernance, while well documented in political science and organizational theory, have 
been insufficiently recognized in mainstream criminological accounts of cybercrime. 
Third, ideological narratives, including conspiracy-driven worldviews and resistance 
to state surveillance (Lavorgna, 2019; Childs, 2023), emerge as crucial mechanisms 
of cohesion and resilience. Far from being peripheral, they sustain trust, facilitate 
recruitment, and complicate law enforcement responses by framing criminal activity 
within larger political or cultural projects. Finally, although significant progress has 
been made in technological and institutional responses such as AI-based threat detec-
tion, blockchain-supported protections (Aly et al., 2019; Hasani et al., 2023), and 
cross-border law-enforcement coordination (Broadhurst, 2006; Lyzhenkov, 2018; 
Wang et al., 2021) these remain fragmented and reactive. Effective counter-cyber-
crime interventions must employ an integrated approach across governance, techno-
logical, and ideological dimensions to avoid merely addressing symptoms instead of 
tackling the ecosystemic foundations of organized cybercrime.

Limitations

Several limitations of this study should be acknowledged. The most fundamental 
challenge lies in the rapidly evolving nature of organized cybercrime, which means 
that new threats may quickly emerge that are not captured by the frameworks pro-
posed here. This temporal limitation affects all literature-based studies but is par-
ticularly acute in domains shaped by fast-moving technological innovations. Another 
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limitation concerns the difficulties of interdisciplinary synthesis: criminology, politi-
cal science, sociology, and economics approach cybercrime through distinct concep-
tual vocabularies and methodological traditions. Integrating these perspectives risks 
both oversimplification and conceptual stretching, even as it enables new insights. 
A further limitation relates to the scope of the literature review. Although an initial 
theory driven forward backward snowballing on Scopus yielded 29 unique sources, 
the subsequent systematic review on ProQuest identified 92 articles. Despite this 
two-stage process, the review excludes non-English studies, practitioner reports, 
and other grey literature that may contain valuable insights. Moreover, publication 
patterns in the reviewed literature show a strong emphasis on cyber-dependent and 
financial offenses, particularly ransomware and market-related fraud (Yip et al.,2013; 
Leukfeldt et al., 2017; Cartwright et al., 2019; IC3, 2024; Symantec, 2024; Whelan 
et al., 2024; Symantec, 2025), whereas ideologically motivated attacks and envi-
ronmental or wildlife-related cybercrimes are examined primarily in a smaller set 
of specialized studies (Holt et al., 2017; Childs,2023; Haas, 2023). Finally, while 
ecosystem thinking provides a unifying framework, it remains primarily conceptual 
in this paper; empirical validation will be required to assess its applicability across 
different contexts.

Future research directions

Building on these limitations, future research should advance in four main directions. 
First, at the theoretical level, classical frameworks such as RAT and DAT require 
further adaptation to account for digital infrastructures, decentralized governance, 
and ideological drivers. Their integration with institutionalism and securitization 
should also be developed more systematically (Keohane, 2005; Buzan & Hansen, 
2009; Shad, 2019). Second, methodological innovation is needed. Empirical studies 
should test the ecosystem framework using tools such as social network analysis to 
map trust relations, simulation modeling to capture adaptive behaviors, and compara-
tive case studies across sectors such as finance, healthcare, and maritime security. 
Mixed method designs that combine qualitative and quantitative insights would help 
overcome the current fragmentation of empirical evidence. Third, future work should 
engage more directly with the technological dimension. Emerging technologies such 
as artificial intelligence, blockchain, and the Internet of Things should be examined 
as dual use infrastructures. On the one hand, they provide new opportunities for crim-
inal exploitation. On the other hand, they hold potential for disruption and prevention 
if integrated into security and governance frameworks (Aly et al., 2019; Hasani et al., 
2023). Finally, research should evaluate the effectiveness of international coopera-
tion mechanisms and policy interventions, from Europol-style task forces to OSCE 
capacity building programs (Lyzhenkov,2018), to identify which governance strat-
egies most effectively weaken the relational, institutional, and ideological founda-
tions of organized cybercrime. In conclusion, this study demonstrates that organized 
cybercrime is best understood as an evolving ecosystem sustained by interlocking 
technological infrastructures, hybrid governance mechanisms, and ideological nar-
ratives. Addressing it requires both theoretical innovation and empirical robustness, 
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as well as cross-sectoral and international collaboration. By adopting an ecosystem 
perspective, scholars, policymakers, and practitioners can better anticipate emerg-
ing threats, design more integrated interventions, and ultimately disrupt the systemic 
foundations of organized cybercrime.
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