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ABSTRACT:

Algorithms and human lives are, in many ways, symbiotic; algorithms can be found anywhere
from personal devices to space exploration on Mars. We rely heavily on algorithms to assist and
take care of us, but algorithms can also have fatal unintended consequences. The subject of this
thesis is to find a way to increase algorithms' trustworthiness by focusing on identifying and
categorizing the unintended consequences of algorithms on the operational environment of al-
gorithms. The objective of this thesis is to provide what we call an Algorithm Power Matrix to
aid algorithm developers, regulators, and private sector management in their quest for safely
deploying and managing advanced algorithms on a continuous basis. Furthermore, we achieved
additional progress in algorithm governance, a development that wasn't originally within the
scope of this study but was enabled by our primary discoveries.

The study was structured using design science research and design science research methodol-
ogy. A comprehensive literature review was conducted on algorithms and how they interact
with our society. We cover the fundamentals of algorithms, how they are built, operated, and
interacted with, what consequences algorithms have, and how they are regulated. This is the
first phase to cover the essential parts of the study, which resulted in the creation of the first
version of the Algorithm Power Matrix. The second phase involved a group of experts reviewing
and suggesting editions for the second iteration cycle. The final phase was to review the iterated
framework again, leading to the third iteration cycle and finalized framework presentation.

The conclusion was that even experts can have difficulties understanding how different environ-
ments affect algorithm performance. Currently, there is an intuitive way in which the developers
utilize similar principles that are presented in this thesis, but this was the first time they saw
something like this on paper. There is a clear need to develop more tools for understanding and
controlling the effects of algorithms, and the matrix provided in this thesis is just one example.
The main contribution of our research is the Algorithm Power Matrix, which is a novel frame-
work for assessing and managing the potential impact and risk of algorithms based on their de-
gree of freedom, autonomy, and human dependency. The matrix can help stakeholders to, most
importantly, identify the appropriate level of oversight and accountability required for specific
algorithms. Ultimately leading to the design and implementation of ethical and trustworthy al-
gorithms that respect human values. Further studies are necessary to determine more precise
thresholds for categorizing algorithms and their operational environment.

KEYWORDS: trustworthy and ethical algorithms, human-centered design, artificial intelli-
gence governance, risk assessment, algorithm portfolio management
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TIVISTELMA:

Algoritmit ja ihmisten eldmat ovat monin tavoin symbioottisia. Niitd 16ytyy kaikkialta henkilo-
kohtaisista laitteista avaruustutkimukseen Marsissa. Vaikka luotamme jatkuvasti algoritmien ky-
kyyn avustaa ja huolehtia meista, niilla voi olla my&s kohtalokkaita tahattomia haittavaikutuksia.
Taman opinndytetyon tavoitteena oli kehittda menetelma algoritmien luotettavuuden paranta-
miseksi tunnistamalla ja luokittelemalla niiden toimintaymparistéjen tahattomia haittavaikutuk-
sia. Opinndytetyossa kehitettiin algoritmien voimamatriisi, jonka tarkoituksena on auttaa algo-
ritmien kehittajia seka julkisen ja yksityisen sektorin johtoa edistyneiden algoritmien turvalli-
sessa ja jatkuvassa kayttoonotossa. Tutkimus tuotti lisdksi uusia edistysaskelia algoritmien hal-
linnassa, mika ei ollut alkuperdinen tavoite, mutta toteutui muiden tutkimustulosten myota.

Tutkimus toteutettiin suunnittelutieteelliselld tutkimusmenetelmalld. Tutkimuksen olennaisten
osien kattamiseksi suoritimme kattavan kirjallisuuskatsauksen algoritmeista, niiden yhteiskun-
nallisista vaikutuksista ja sdantelysta. Kirjallisuuskatsauksen pohjalta syntyi ensimmainen versio
tutkimuksen artefaktista, algoritmi voimamatriisista. Tutkimuksen toisessa vaiheessa asiantun-
tijaryhma tarkisti artefaktin ja ehdotti muutoksia sen seuraavaan iteraatioon, hyédyntaen ryh-
man laajaa kdytdannon kokemusta algoritmeista. Tutkimuksen viimeisessa vaiheessa uudelleen
iteroitu artefakti esiteltiin asiantuntijaryhmalle. Heidan palautteensa perusteella toteutettiin
kolmas iteraatio ja lopullinen artefakti.

Tutkimuksen keskeinen havainto oli, ettd jopa asiantuntijoiden on vaikea hahmottaa erilaisten
ympdristojen vaikutusta algoritmien toimintaan. Kehittdjat kayttavat intuitiivisesti samankaltai-
sia tyoskentelyperiaatteita kuin tdssa opinnaytetydssa esitetyt, mutta nyt ne on ensimmaista
kertaa esitetty kirjallisessa muodossa. Tarvitaan lisda tydkaluja algoritmien vaikutusten ymmar-
tamiseen ja haittavaikutusten hallintaan. Tassa opinndytety6ssa esitelty matriisi on yksi nadista
tyokaluista. Opinnaytetyon merkittavin kontribuutio on algoritmi voimamatriisi, uudenlainen
viitekehys algoritmien potentiaalisten riskien arviointiin niiden monimutkaisuuden, autonomi-
suuden ja vuorovaikutuksen perusteella. Matriisi auttaa sidosryhmia maarittdmaan tarvittavan
valvonnan, lapindkyvyyden ja vastuun algoritmeille seka tukee eettisten ja luotettavien algorit-
mien suunnittelua ja tuotantoa. Lisatutkimuksia tarvitaan erityisesti algoritmien ja niiden toi-
mintaymparistdjen luokittelun tarkempien kynnysarvojen maarittamiseksi.

AVAINSANAT: luotettava ja eettinen algoritmi, ihmislahtdinen suunnittelu, tekoalyn hallin-
nointi, riskiarviointi, algoritmiportfolion hallinta
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1 Introduction

Algorithms provide multiple benefits in different contexts in an increasing frequency,
such as enabling space exploration by robots by using the Enhanced Model Reference
Adaptive Control (EMRAC) algorithm as described by Montanaro et al., (2023) or as de-
fined by Ldmmerman et al., (2024) for enhancing healthcare management in clinical
practice. This can be attributed to two main reasons: reduced cost and increased availa-
bility of high-quality algorithms. This has resulted in algorithms being available not just
in isolation within one context, but rather that they can be implemented across numer-

ous domains that frequently interact with one another (Martin, 2019).

The increase in algorithm usage has led to a similar rise in the unintended negative con-
sequences of algorithm usage. This has become apparent in multiple cases arising from
different contexts, such as algorithm usage in courtrooms assigning probabilities for re-
occurring felonies (Rubim, 2020), faulty airplane autopilot algorithm causing two crash
landings (Herkert et al., 2020), or social media used for profiling and influencing voter
behavior (Atherton, 2023). As the problem is gaining more visibility in the press and ac-
ademia, new technical and non-technical ways have been needed to mitigate this impact.
This technological development has led to the usage of terms such as ethical or reliable
algorithms, which are used to describe the new dimension of algorithm usage where
there is a requirement to develop algorithms in such a way that does not cause, or at
least with limits the impact, of any unintended consequences. (Mikalef et al., 2020). This
increase in frequency and impact on unintended consequences is a primary motivation

for this study.

As explained by Watson & Nations (2019) as well as Kordzadeh & Ghasemaghaei (2022),
the increased complexity in algorithms has resulted in a demand for increased transpar-
ency and explainability. There is a long list of different attributes that guide developers
to a greater understanding and explainability of their algorithms. The argument is that

these guidelines when followed correctly, will contribute to the decline of unintended



consequences when developers think more thoroughly about their work. This, in turn,
will lead to an increase in the trustworthiness of the algorithms. Algorithms are naturally
highly trustworthy and do precisely what they are programmed to do. However, studies
show numerous issues are decreasing the trustworthiness of algorithms, and the prob-
lems can be located in all parts of the algorithm development pipeline, from data to how

the algorithm's final output is presented (Golovianko et al., 2022).

1.1 Objective of The Thesis

This thesis aims to increase algorithm trustworthiness by bringing together learnings
from previous research and forming guidelines from the literature for the developers to
increase the trustworthiness of algorithms. The foundation for these literature guide-
lines is to be searched from information systems literature. Our goal with this thesis is to
incentivize practitioners to focus more on increasing their algorithm systems' trustwor-
thiness. Secondly, we aim to contribute to the general awareness of regulatory authori-
ties and the general audience by proposing a more sustainable way to implement trust
in algorithms and, finally, contributing to the available toolset for designing and devel-
oping increasingly trustworthy algorithms. The first goal (incentive to increase trust) is
reached using two approaches. Firstly, by providing light on the unintended conse-
guences of algorithm systems and secondly, by introducing the increased amount of reg-
ulatory activities towards algorithms, for example, the EU General Data Protection Reg-
ulation (GDPR) and other major regulatory activities. The second goal, to provide a more
sustainable and practical way to increase trust in algorithms while complying with regu-
latory activities, is reached by focusing on the operational environment of algorithms
and by providing tools to evaluate and categorize algorithms based on their possible un-
intended negative impact and on the environment where they operate. The idea behind
this is that there are not enough resources for extending the heaviest regulatory pro-
cesses on all possible algorithms, so we should narrow the field and provide a more tar-

geted way for regulators and companies to focus and prioritize resources on the most
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critical algorithms and impose the necessary regulations and safety measures on the ar-

eas with the highest criticality.

1.2 Research Problem, Question and Approach

We can conceptualize our research motivation as the following problem statement: in-
creased usage of algorithms results in a similar increase in the unintended negative con-
sequences of algorithms, decreasing their trustworthiness. This is not a new problem,
but because algorithms are widely used in different areas, new sub-problems are con-
stantly emerging, which makes this a relatively complicated problem to grasp (Mikalef et
al., 2022; Das et al., 2023). Our approach is to contribute towards the early recognition
of these problems by focusing on algorithm development's design and deployment

phase.

Our objectives for this thesis are the following:

1. Examine the broad elements of algorithm development that influence the design
principles.

2. Examine the algorithms in diverse environments and contribute towards the uni-
versal algorithm system design principles that are sector-agnostic.

3. Develop frameworks and tools that enable managers to effectively oversee algo-
rithms' design, development, and deployment, ensuring they align with organi-

zational goals and ethical standards.

From this problem statement and these objectives, the following research questions are

formulated:
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RQ1: In what ways can we identify the impacts of different algorithms?
RQ2: Can we measure the trustworthiness of algorithms across multiple environ-
ments?

RQ3: Which factors affect the scale of trustworthiness of different algorithms?

Our research approach follows the design science research method, which is suitable for
creating and evaluating artefacts that solve identified problems in a specific context. (He-
vner et al., 2004; Peffers et al., 2007). The artefact we aim to develop is a framework for
ethical and trustworthy algorithm design. The framework will be based on a literature
review of existing theories, models, and guidelines for ethical and trustworthy algorithm
design and on an empirical analysis of real-world cases of algorithm systems that have
generated unintended negative consequences. The framework will be evaluated by so-
liciting feedback from industry experts and leaders in algorithm design and related do-
mains. The expected contribution of this study is to provide a valuable and applicable
tool for algorithm developers and managers to identify and mitigate potential unin-
tended negative consequences of their algorithms and to enhance the ethical and trust-

worthy quality of their algorithm systems.

We believe that algorithms have brought and will continue to bring a multitude of ad-
vancements for humanity. Conversely, we're acutely aware of any potential societal harm

as we advance in this field.

1.3 Initial Findings and Research Contributions

The trustworthiness of algorithms depends largely on their use case and the environ-
ment in which they function. By concentrating more on the characteristics of operating
environments, we can classify algorithms that operate in challenging environments and

determine more precisely the algorithms that require additional review and safeguards.
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Our primary output from this study is an artefact called “The Algorithm Power Matrix.”
This artefact serves as a framework for classifying and positioning algorithms based on
their operational environment, defined by the openness and control of the operational
environment. This framework aims to align regulatory requirements with private sector
capabilities by identifying the algorithms with the highest probability of producing unin-
tended consequences. Secondly, the purpose is to advise developers of the probabilities
for unintended consequences on algorithms with specific properties. Our second unex-
pected output is the “Algorithm Portfolio Matrix,” which is a new way to utilize the Algo-
rithm Power matrix to visualize the algorithms managed by the organization. An unex-
pected outcome of our study is the development of the “Algorithm Portfolio Matrix,” a
novel approach to leverage the Algorithm Power Matrix in a new way to visualize, com-

municate, and govern the algorithms in production by an organization.

We made several contributions to the existing research, particularly in addressing the
complexities of algorithmic trustworthiness in varied operational environments. By re-
fining our understanding of these environments, we have developed tools that enhance
regulatory alignment and provide actionable insights for developers, ultimately promot-

ing safer and more reliable algorithm deployment.

1.4 Structure of The Thesis

To achieve our objectives of this thesis, we have divided the thesis into three sections.
The first section is devoted to a comprehensive literature review of the algorithm eco-
system. We aim to build a solid understanding of the nature of algorithms, current design
principles and workflows, production challenges, and regulatory measures. The two con-
temporary key concepts in this part are the differentiation of algorithm development
into two parts: technology-centered review including things such as algorithm types and

evaluation methods. And human-centered review including the interaction elements
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between humans and algorithms including things such as artificial empathy and gaming.
This section will contribute to achieving the objectives by identifying opportunities for
enhancement or innovation within the design process and boosting the motivation to
utilize these tools practically. Thus, it fulfils objective one and contributes to other ob-

jectives.

The thesis's second section will explain our chosen research approach, Design Science
Research Methodology. We will introduce our design principles for the final artefact,
build our first set of artefacts based on the literature review, and introduce it to the ex-
pert interviews. The interviews will consist mainly of experts knowledgeable in algorith-
mic development, complemented by business and regulatory leaders to achieve the mul-
tidisciplinary insights required for our chosen subject. We will measure our success in

crafting practical artefacts based on the feedback from our esteemed experts.

Section three is devoted to the conclusion and discussion. In this part, we summarize
research outcomes and present updated recommendations for practitioners while ac-

knowledging our limitations and proposing further research directions.
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2 From Code to Consequence: A Multifaceted Exploration of

Algorithms

Our theoretical background begins by examining several key aspects of algorithms. We
review the definition and basic structure of algorithms by introducing several diverse
types of algorithms from two categories: technology-centered and human-centered. We
continue by reviewing various methods of evaluating algorithms, divided into two sec-
tions: the classical evaluation and the modern evaluation methods for more sophisti-
cated algorithms. We continue to introduce the design and workflow methods, which
are key concepts for our research. Acknowledging the comprehensive nature of algorith-
mic studies, we add a section for a lifecycle view of algorithms. After this, we cover a few
examples of unintended consequences of algorithms. We end this section with an intro-
duction to human-algorithm interaction, examining how humans use the rules of algo-
rithms against them to achieve different outcomes. Conversely, we provide the same

service for algorithms by introducing artificial empathy.

We will finalize our literature review by providing a review of algorithm regulation. Since
regulating algorithms is of paramount interest for modern economies (Rambachan et al.,
2020). Our study will include the most relevant regulatory measures. Our focus group is

the EU, USA, and Chinese guidelines for Al.

2.1 Understanding Algorithms: Definitions, Trends, and Challenges

This chapter will provide the basic knowledge of algorithms, including their structure,

evaluation, and design.

According to the Oxford Dictionary (2024), algorithms are defined as “a set of rules that

must be followed when solving a particular problem.” Similarly, Merriam-Webster (2024)
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describes it as “a step-by-step procedure for solving a problem or accomplishing some
end.” The Cambridge Dictionary’s definition (2024) emphasizes the mathematical aspect
of algorithms: “a set of mathematical instructions or rules that, especially if given to a
computer, will help to calculate an answer to a problem.” The Oxford Dictionary (2024)
also notes that the etymology of the word "algorithm" traces back to ancient Greece,
providing it with significant historical context. The algorithm is often found in the context

of mathematics and computer science but can be applied to any field.

Sherry and Thompson (2021) indicate that the use of algorithms is rapidly expanding
across various domains, leading to an increased reliance on algorithms for a vast array
of tasks, ranging from organizing search engine results to developing autonomous robots
for space missions. The rise in the usage of algorithms can be linked to four main trends:
firstly, the reduced cost and greater accessibility of computing hardware, enabling more
individuals to use algorithm-driven devices like smartphones (Botelho, 2021; Huang et
al., 2023); secondly, the growing volume of data produced annually, which can be pro-
cessed by these algorithms since it is available in digital format, often referred to as Big
Data (Shukla et al., 2023 and Ramachandran, 2024); thirdly, technological advancements
in the field of algorithms, including the emergence of artificial intelligence (Al) (Sarker,
2024 and Abdel-Karim et al., 2021); fourthly, there are more trained programmers now
who integrate algorithms into their applications and the scalability of this software. Ad-
ditionally, this surge of interest in computer science has spawned entirely new sectors

and job roles, such as the role of the data scientist (Feuerriegel et al., 2024).

Sevilla et al., (2022) explain how these key trends have led to algorithms being employed
to tackle a broader range of problems than before, including more complex ones that
were not so long ago far beyond our abilities, fostering advancements in numerous do-
mains. We're giving more decision-making responsibilities to these algorithms and in-
creasingly relying on them for support in our decisions, facilitated by the growth in deci-
sion support systems and automated decision-making technologies. However, this

heightened reliance brings challenges in comprehending the interconnectedness that
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we have introduced. As the volume of available information grows and the interplay be-
tween this data and the algorithms that utilize it as input becomes more complex, it
becomes harder to grasp the inner workings of these algorithms and the processes by

which they generate their results.

Paradoxically, we increase the usage of algorithms to handle the increased complexities
of available information. However, this creates more complex environments, which can
have multiple unintended consequences, thus creating a loop of ever-increasing com-

plexity. (Poel, 2023; Marjanovic et al., 2018).

2.1.1 Algorithm Development: Technical and Human-Centered Aspects

The study of algorithms is pervasive and varied. To give the reader a clearer understand-
ing of recent advancements, particularly the impact algorithms have had on humans and
how the interaction with algorithms has evolved vastly during recent years, we will split
the examination into two parts: technical and human-centered as proposed by Wang et.
al., (2024) and Xu et. al., (2021). Next, we will introduce the technical aspects of algo-
rithm development, including algorithm structure and related workflow. Then, we will

move on to algorithm development's more recent human-centered aspects.

2.1.2 The Anatomy of an Algorithm: Input, Process, and Output

Algorithms are generally viewed in the technical domain as problem solvers for compu-
tational problems, such as classification or sorting problems, and are used primarily in
the domain of computer science. In its simplest terms, the algorithm can be described
as having a structure of three parts. The input is the data that the algorithm uses to solve
the problem, secondly the method for reaching the desired output, which is the algo-
rithm itself, which in itself is the set of mathematical rules determining how the algo-

rithm is intended to solve the given problem and finally the output which is the result
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and should present a solution to any given problem. As an example, the input might be
a list of webpages, the algorithm a sorting algorithm, and the output would be a re-
arranged list of these webpages to match the defined criteria, such as which one is the

best match for finding recipes (Cormen et al., 2009 pp. 5-7).

2.1.3 From Design to Deployment: Algorithm Development Methodologies

To design and create trustworthy and ethical algorithms, it is essential to understand the
common approaches involved in their design and implementation (Saltz & Dewar, 2019).
Algorithms are typically designed to serve a specific purpose, such as categorizing ob-
jects according to their characteristics or optimizing routes for navigational purposes.
While we can sometimes recognize how and where algorithms function, there are in-
stances where their work goes largely unnoticed, like in automated loan processing or
hyper-personalized marketing, which can be seamlessly integrated into products that go
into our daily activities without us having transparency on their design principles (Dour-
ish, 2016; Krishnaraj et al., 2024; Tong et al., 2020). Understanding the methodologies
that software teams employ to develop applications using algorithms is a significant fo-
cus of our research. To gain an understanding of this area, we will introduce two models
for algorithm development. The Data Science Trajectory (DST), which is an updated ver-
sion of the classical and commonly used Cross-Industry Standard Process for Data Mining
(CRISP-DM) model, which, although developed in the 1990s, remains the de facto frame-
work for executing data science and algorithm-driven projects (Saltz & Krasteva, 2022).
Additionally, we will present the Machine Learning Operations (MLPOps) model, a more
recent approach in algorithm design primarily aimed at managing Machine Learning (ML)

projects.

Martinez-Plumet et al., (2021) have introduced a DST workflow, which represents a mod-
ern approach to the data science process, updating the traditional CRISP-DM. This model
has been predominant since 1999 (Dastgerdi & Gandomani, 2021). The principal distinc-

tion between the original CRISP-DM, which consisted of 6-stages and represents
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significant similarities with the updated model, and today's practice lies in the term
"mining." In 1999, the data science sector was still in its infancy, primarily focused on
rule-based algorithms, and leveraging data science tools only for well-defined objectives.
Fast forward to the present, we have access to vast quantities of structured data, allow-
ing us to use data science not just for targeted analysis but for exploration, uncovering
insights we might not have initially expected. The approach has evolved during the past
decade or so and while our end goals may not always be clear from the beginning, we
have discovered sophisticated algorithms that help us derive value from data in new and

unexpected ways (Martinez-Plumed et al., 2021).

Data
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Figure 1. Example trajectory of a DS project (Martinez-Plumed et al., 2021).

As we can see from the data science trajectory, considerable space is dedicated to data
handling. As Ntoutsi et al., (2020) and Jaigirdar et al., (2020) point out, properly handling
data is essential for achieving a trustworthy algorithm. Any error in the data set can lead
to undesired consequences such as overfitting, biased decision-making, or unexplaina-
ble behavior. An example of data handling gone wrong is the Danish Healthcare data
collection project DAMD, as explained by Aaen et al., (2022), where good intentions of
having a quality database for treating patients became a privacy nightmare and resulted
in the ending of over 10 years of data collection project. It is, therefore, crucial to thor-
oughly understand your data sources, safeguard them for privacy, and maintain suitable

access control.



19

Early models such as CRISP-DM have faced criticism for not adequately involving multiple
stakeholders and failing to clearly define required team member roles and objectives,
which are essential in modern data-intensive projects (Saltz, 2021; Li et al., 2023). Ac-
cording to Eken et al., (2024), the concept of MLOps was created to address these new
challenges and provide a model for developers to integrate and orchestrate all the nec-
essary components in ML projects. Kreuzberger et al., (2023) note that many ML projects
do not meet management expectations and fail to add value, often leading to abandon-
ing the project. This perspective highlights our research that even if you develop a suc-
cessful ML project with cutting-edge algorithmes, it can fail if an unintended negative im-
pact occurs. Therefore, it's crucial to consider the entire workflow from design to lifecy-
cle management, which involves multiple implications for various parties involved, es-
pecially for the end-users throughout the project. To highlight the differences between
these two approaches, DST and MLOps, we will add the entire MLOps pipeline and work-

flow adopted from Eken et al., (2024) for the reader's comparison.
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Figure 2, the ML development pipeline provides a clear picture of the ML development
project workflow. The categorization of each activity is more expanded than the model
from Figure 1. As we can see from Figure 2, there are more activities defined than in
Figure 1. Also, figure 1 lacks any role descriptions compared to Figure 2, where roles have
been dedicated to the related activities. Figure 2 emphasizes two aspects of algorithm
development not mentioned in Figure 1: iteration and monitoring. Figure 2 connects it-
eration with every part of the development and adds the monitoring to the end of the

project.

2.1.4 Navigating the Complexities of Algorithm Development: Lifecycle and Govern-

ance Considerations

Understanding the reliability of algorithms requires recognizing that algorithm develop-
ment is a complex, multi-stage process, with multiple steps potentially impacting their
trustworthiness. There is a constant need to balance the algorithm between perfor-
mance and its trustworthiness: enhancing trustworthiness typically requires more time
for implementation and at the expense of the algorithm’s performance or accuracy (Ngu-
yen et al., 2021). To deepen our understanding of the characteristics and interactions
that influence algorithm development, we will present the reader with two models:
firstly, the Algorithm Decision Making Systems (ADMS) Lifecycle model by Marabelli et
al., (2021), and secondly, the Al hourglass governance framework from Mantymaki et al.,
(2021). The ADMS model is a more detail-oriented, while the hourglass governance
framework offers a broader organizational perspective. Both are vital for the reader to

comprehend algorithm development's entire lifecycle and impacts.

We will first define key terms for this chapter. Firstly, Al assurance refers to the auditing
of algorithms to ensure they are safe, reliable, and trustworthy. This is done in four key
categories, as Freeman et al., (2022) and Batarseh (2021) explain. Firstly, Verification &
Validation refers to the error-free system. Secondly, Development & Deployment refers

to the unique demand of the environment where the algorithm is deployed and the
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specific testing for that system. Thirdly, Transparency: algorithm output should be un-
derstandable and easy to interpret. Fourthly, bias usually refers to the over- and under-
fitting of the model. Finally, Context: this can also be called “situational awareness” and
refers to the unique setup and demands of the environment where the algorithm oper-

ates and its unique challenges.

Al Governance, as described by Sharma (2023), Mantymaki et al., (2023), and Batool et
al., (2023), is a partial solution for a complex problem involving the incorporation of tech-
nical, legal, and organizational aspects such as processes and frameworks for safe, ethi-
cal, and effective use of Al systems. Al governance aims to align all the layers related to

Al as a guiding principle for the organization to use when dealing with Al systems.

Marabelli et al., (2021) have identified key strategic choices regarding this balance that
developers should consider during the algorithms' lifecycle. These choices are presented

in the following figure.
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Figure 3. Managing strategic choices in the lifecycle of ADMS (Marabelli et al., 2021).

Marabelli et al., (2021) emphasize that the process of developing algorithms is tradition-
ally headed by technical people such as ML engineers, who tend to prioritize technical

features and artefact’s ability to reach the desired output, sometimes overlooking the
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human aspect. This oversight can lead to unwanted negative outcomes. Therefore, there
should be an advocate for a collaborative approach to design and development, involv-
ing technical experts alongside human science specialists, such as anthropologists or psy-
chologists, to foresee better and integrate the impact on people. Reducing or minimizing

unintended negative consequences should be a priority.

Al governance is a growing topic and considers the aspects that the developers might
not consider; often, these are the external factors that might impact the algorithm de-
velopment (Batool et al., 2024; Danaher et al., 2017). The development of governance
frameworks has increased, and there are now several frameworks for consideration,
such as the hourglass model, NIST Al Risk Management Framework, OECD Principles on
Artificial Intelligence, IEEE Global Initiative on Ethics of Autonomous and Intelligent Sys-
tems, Montreal Declaration for Responsible Al and the GAO Al Accountability Framework.
The governance model aims to establish a framework for ensuring that Al development
is thoughtful and in line with organizations and legal requirements. We will now intro-
duce one of these Al governance frameworks to give the reader an overview of the topic,

the hourglass model by Mantymaki et al., (2023).
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Figure 4. The hourglass model of Al governance (Mantymaki et al., 2023).
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The hourglass model comprises three distinct layers, as illustrated on the left side of Fig-
ure 4. The first is the environmental layer, which addresses external relations that influ-
ence and require reporting from the organization. The second, the organizational layer,
deals with internal alignment within the organization, ensuring proficient guidance for
algorithm development and alignment with other internal activities. Lastly, the Al system
layer focuses on the detailed construction of the algorithm systems. This layer also initi-
ates the reversal of the information flow, sending data back to the top of the hourglass

to keep the upper layers informed (Mantymaki et al., 2023).

2.1.5 A Taxonomy of Algorithms: Classical, Machine Learning, and Beyond

Next, we will introduce a few different types of algorithms. Categorizing algorithms is
not an easy and unambiguous task; algorithms can be categorized, for example, by a) by
the method it solves the given problem or b) by the problem it is intended to solve
(Ezugwu et al., 2024). As explained by Zhang & Lvzhou (2022), the discoveries in quan-
tum computing have sparked a categorization where all algorithm types are divided into
one of the following: classical, quantum, or hybrid algorithms. The main difference be-
tween classical and quantum algorithms, as explained by Hughes et al., (2021, p. 81-84),
is a concept called parallelism, which refers to the qubits in quantum computers having
simultaneously multiple parallel positions called superposition. The quantum aspect is
above the scope of our study, but it provides a useful comparison for categorizing algo-
rithms based on the computer’s hardware. Classical algorithms run on classical comput-
ers, quantum algorithms run on quantum computers, and hybrid algorithms run on hy-
brid computers, usually a supercomputer, which is integrated with a quantum computer.
In the interest of clarity, we will deviate from this categorisation slightly by grouping al-
gorithms into classical and ML. Next, we will introduce a few classical algorithms and
algorithms which are capable of learning. We will continue introducing additional algo-

rithms in the next chapter that focus more on human-centric design principles.
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There are numerous algorithms for solving countless different kinds of problems. The
first group we will examine is classical algorithms, considered the earliest and most ro-
bust algorithms. These algorithms are used as a baseline for enabling more advanced
algorithms to operate at their full capacity. Bullynck (2015) and Tindall et al., (2024) in-
troduce four classical algorithms that enable clean and useful data infrastructure, which
is a must for data-intensive requirements of ML applications. The most essential classical

algorithms used in computer science are sorting, searching, graphs, and string.

Sorting refers to rearranging data to a desired order of importance. All computer systems
utilize sorting algorithms in different ways, such as arranging web pages. Sorting algo-
rithms increase efficiency when used with other algorithms and improve their perfor-
mance in today’s world, where we have trillions of data points in massive data centers.
It would take considerably more time to find the exact data you need unless you have a
way to sort the available data (Pizarro-Vasquez et al., 2020). Searching is a way to find
relevant data you’re looking for, such as the minimum and maximum values in any given
data set. This is also an elementary part of enabling the usage of advanced algorithms
(Xing & Marwala, 2017). Graphs represent the relationships and connections between
different data points. Graph algorithms are used, for example, to determine the fastest
route between two points and the strength of the connectivity between the two points.
For example, how strong a relationship different categories of books have in a bookstore
(Wills & Meyer, 2020). String algorithms transform any given data into a more easily

readable digital language that computers can process faster (Ferragina, P., 2008).

We can extend the types of algorithms to include more advanced algorithms that con-
stantly iterate their processes and seek to learn from the input data. This group is re-

ferred to as Machine Learning (ML) and Artificial Intelligence (Al) algorithms.

ML algorithms refer to a concept used in computer science where the algorithm inde-
pendently utilizes its own past experiences to learn and improve from its previous state.

This algorithm style is instrumental when there is an extensive data set to be handled
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and when it is tough to figure out adequate solutions by traditional algorithms (Brink et
al., 2017: 3. Alpaydin 2010: 1-3). ML algorithms are especially good at discovering in-
sights from data that humans find hard to recognize since they use advanced mathemat-
ical models that can be layered in multiple different layers, creating a complex structure
that is hard to understand. The problem with ML algorithms is the data, which can be
corrupted, noisy, or biased. The data can also be intentionally manipulated to misguide
the algorithms utilizing this data (Alpaydin 2010: 30-31. Zhang et al., 2014). This is one
aspect that is critical when designing trustworthy algorithms. Next, we will examine a

few of the most common ML algorithms.

We will first examine supervised learning. It is a method where the algorithm utilizes
pre-determined examples where the input and output are known and thus can be used
in managing the algorithm's performance. This style of ML is not just helpful but also
highly adaptable. It can be used in a variety of situations where you need to utilize sim-
ilar solutions to known problems, such as classification problems, which are problems
where you need to determine the class where a particular variable belongs correctly

(Alpaydin 2010: 5-8; Brink et al., 2017: 8).

Next, we will examine unsupervised learning. In contrast to supervised learning, where
the output is known and can be utilized to oversee the algorithm's performance, in un-
supervised learning, the output is unknown and can’t be used to supervise the algorithm.
This style of ML is especially thrilling when it comes to pattern recognition. Unsupervised
learning is the key to discovering hidden patterns and structures in data, creating data

clusters based on the data’s density estimation (Alpaydin 2010: 11).

Other common ML algorithms are reinforcement learning, which according to Shaza et
al., (2025) is a similar approach for the way humans and animals learn by observing the
environment and receiving cues and reward or penalty signals for their actions. Deep
reinforcement learning is a very similar approach to reinforcement learning but can be

used on larger problems since it has the capacity to generalize the possible outcomes
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which reduces the required resources and allows it to be used on larger problems (Ga-
briel & Madeira, 2024). According to Reijonen (2018), other common algorithms are dy-
namic learning, which refers to real-time learning and transfer learning, which refers to
a way to use same algorithm on different problem set from the original. There are many
different learning models, and the ML field is constantly developing and creating new
learning methods to increase performance and solve new kinds of problems (Reijonen,

2018).

Below, we have provided a summary table (Table 1) of the previous algorithms for the

reader's convenience.

Table 1. Summary of Classical and Machine Learning Algorithms.

Algorithm Algorithm Summary Sources
Type
Classical Sorting Rearranges data into a desired order, im- Pizarro-Vasquez et
proving efficiency and performance of al., (2020)
other algorithms.
Classical Searching Finds relevant data within a dataset, such | Xing & Marwala
as minimum and maximum values. (2017)
Classical Graphs Represents relationships between data Wills & Meyer
points, used for tasks like finding the fast- | (2020)
est route.
Classical String Transforms data into a readable digital Ferragina (2008)
format for faster processing by comput-
ers.
Machine Supervised Uses pre-determined examples with Alpaydin (2010);
Learning Learning known input and output to manage algo- | Brink et al., (2017)
rithm performance.
Machine Unsupervised Discovers hidden patterns in data without | Alpaydin (2010)
Learning Learning known output, creating data clusters.
Machine Reinforcement Learns by receiving rewards or penalties Shaza et al., (2025)
Learning Learning for actions, optimizing behavior over
time.
Machine Deep Reinforce- | Similar to reinforcement learning but can | Gabriel & Madeira
Learning ment Learning handle larger data sets by generalizing (2024)
possible outcomes.
Machine Dynamic Learn- | Continuously adapts and learns from new | Reijonen (2018)
Learning ing data in real-time.
Machine Transfer Learn- Applies knowledge gained from one prob- | Reijonen (2018)
Learning ing lem to a different but related problem.
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2.1.6 The Human Factor in Algorithms: Exploring Explainable, Trustworthy, and Gen-

erative Al

As algorithms have advanced tremendously in recent years, as computing power and
data have increased, the human element has begun to attract increased attention, as
Minh et al., (2022) explained. Advanced algorithms have now reached more users than
ever, resulting in the need to increase the examination of human-algorithm interactions.
One notable example of this trend is the founding of the Stanford Institute for Human-
Centered Artificial Intelligence (HAI). Founded in 2019 to ensure that Al development

prioritizes human well-being (Stanford Institute, 2024).

Next, we will examine a couple of new definitions related to algorithms, mainly on the
more advanced algorithms such as Explainable and Interpretable Al; we will also exam-
ine trustworthy Al. These definitions have been introduced after the realization that
there are unintended biases and consequences on algorithms, and these definitions try
to set up a foundation to address these flaws in algorithms and advance a more holistic
approach to the usage of algorithms. They have a few common aspects, and most nota-
bly, they are designed to be more human-centered, which means including the human
element in the design phase. We will finish the chapter with an overview of generative

Al and new techniques related to it.

Next, we will examine Explainable and Interpretable Al (XAl and IAl). One could believe
that the recent advances in Al have raised the need to understand the reasoning behind
Al decisions, but this is not the case. The need for explainable Al is as old as Al itself, and
researchers have always had the need to understand their models in detail; only recently
has this become the interest of a more general audience (Meske et al., 2022). As with
most terms related to Al, there is also a need for clarification on the definition of explain-
able and interpretable Al, which are often used as synonyms. Interpretable Al is defined
as a more passive way to understand Al without a more detailed active explanation. XAl

is understood as a requirement for deeper understanding and explainability, such as in
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the case where the Al logic is not clear, for example, in the case of Deep Learning models

(Guidotti et al., 2018; Abadi et al., 2018; Meske et al., 2022).

Creating more explainable Al is a wide-reaching goal. It has been recognized as a goal in
many organizations, such as in the EU Al Strategy and, for example, in the Defense Ad-
vance Research Projects Agency (DARPA), which is the US Military Research Centre for
Advanced Technology. In 2017, DARPA launched a specific program to develop more ex-

plainable Al; here is how DARPA defines the XAl:

“DARPA defines explainable Al as Al systems that can explain their rationale to a
human user, characterize their strengths and weaknesses, and convey an unders-
tanding of how they will behave in the future. Naming this program explainable Al
(rather than interpretable, comprehensible, or transparent Al, for example) reflects
DARPA’s objective to create more human-understandable Al systems through the
use of effective explanations. It also reflects the XAl team’s interest in the human
psychology of explanation, which draws on the vast body of research and expertise
in the social sciences.” (Gunning & Aha, 2019, p. 44).

Meske et al., (2022) also point out in their research (citing Abdul et al., 2018; Fernandez
et al., 2019; Miller, 2019) that explainability should be considered a prerequisite for fair,
accountable, and trustworthy Al and the absence of explainability would eventually lead
to the increased probability of undesired consequences since there is no way to perform
reliable threat analysis on non-explainable Al models, resulting ultimately in uncontrol-
lable Al. This is one of the key findings and a source of inspiration when we present our

“Al Power Matrix” and “Operational Environment” considerations later in the study.

Next, we will examine the Human-Centered Al (HCAI). The HCAI approach emphasizes
the Al design, where the human aspect is considered in every phase of Al development.
The goal is to enhance machine-human performance by creating reliable, trustworthy,
and safe Al systems. Usually, this consists of two approaches: firstly, the explainability
of the Al towards humans should be increased, and secondly, the explainability of hu-

mans as a socio-technical environment where algorithms are just one part should be
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explained to the Al (Rield, 2019). HCAI has achieved traction, especially in the Human-
Computer Interaction (HCI) community, where the emphasis is placed on the user expe-

rience (UX) and the interface design (Schneiderman, 2020).

Next, we will examine Trustworthy Al. Trustworthiness refers, in general, to a way where
one has confidence that someone will complete the requirements set to her and achieve
agreed objectives. Arrieta et al., (2020) describe trustworthy Al in a similar manner and
add that trustworthiness is one of the essential requirements and most important as-
pects of explainable Al. Trustworthiness in Information Science is usually used to refer
to the quality of information, systems, or entities (Cho et al., 2019). Arrieta et al., (2020)
pointed out some conflicts in the usage of trustworthy by pointing out that ethical Al
might not be trustworthy, that trustworthy Al might not be ethical, and that ethical Al

should be chosen over trustworthy Al.

Both of these definitions have their place since, as Raden (2020) pointed out, they are
not explicit, and one can exist without the other. Thus, there is a need to identify algo-
rithms as trustworthy, meaning they will accomplish their objective, and ethical, mean-
ing they will achieve the given objective with high moral standards and without causing

harm to others.

According to Arrieta et al., (2020), trustworthiness is one of the core elements in modern
Al systems. However, this is not directly similar to explainable Al since trustworthy Al
doesn’t necessarily require the ability to explain its actions. There is a key difference here.
Trustworthy algorithms can be trusted to do the job and achieve the required output in
a way you desire, but not necessarily with 100% transparency. (Arrieta & alt, 2020; Ri-

beiro, Singh, Guestrin, 2016; Shneiderman, 2020).

Trustworthy algorithms should act as intended by their developers. Therefore, any algo-
rithmic system producing unintended consequences is, by definition, untrustworthy (Ar-

rieta et al.,, 2020). When algorithmic systems became increasingly more complex,
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achieving a system without any deviations from the intended state was more challenging.
As mentioned earlier, issues may occur in numerous areas in the development phases,
and achieving zero unintended consequences is very hard. This is also one reason why
we will bring increased focus to the operational environment where the algorithms will

eventually be deployed.

Even if algorithms don’t achieve complete trustworthiness, they are not necessarily im-
mediately categorized as distrustful. According to Benamati et al., (2010), distrust arises
when there is an explicit action towards incompetency, neglectfulness, or harmfulness.
In the case of algorithms, an algorithm capable of learning itself might be able to reach
a confidence level that is causing some of these features of distrust to the users and

modify its behavior accordingly.

Next, we will examine Generative Al (GENAI). According to Kankanhalli (2024) and Nah
et al., (2023), Generative Al refers to a set of Al models that possess a generative ability
to react to a broad set of prompts or tasks from the user. This can be used to create novel
data such as text, images, or videos by interpreting and manipulating pre-existed data.
Generative Al models don’t create new data but rely on the historical data they have
been trained. The pre-training phase of generative Al involves Foundational models,
which are large Al models involving, in many cases, billions of data points from a broad
range of different topics. Foundational models take time and resources to be fully trained
and are used as a base layer for Generative Al models. According to Bommasani et al.,
(2021), Foundational models are based on Deep Neural Networks and Self-Supervised
Learning, which are already decades-old technologies and only now possible to be uti-
lized fully since they require vast amounts of data and computing resources. The new
thing about Foundational Models is the scale and scope of the data in which they are
trained; never before has this vast amount of data been used to train Al models. This
scale creates unique phenomena such as the Al Hallucination, which, according to Ma-
leki et al., (2024), refers to the cases where Large Language Models (LLM) confuse differ-

ent domains and mix them together, creating a fictional answer that sounds true.
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Another issue, according to Bommasani et al., (2021), is homogenization, which refers
to the underlying similarity of data used in the Al model training. Foundational pre-
trained models are usually heavily re-used, which means they inherit the Data Bias and

other possible underlying issues, which transfer then to the end model.

We will briefly cover a set of new techniques developed especially for LLMs to increase
their accuracy and reasoning capabilities, as explained by Wei et al., (2022). Chain-of-
Thought (CoT), aims to systematically break down the problem presented for the LLM
and then individually answer each part of the question, as explained by Wei et al., (2022).
Wang et al., (2022) introduced a Self-Consistency (SC) reasoning which aims to increase
the answer's consistency by always choosing the most consistent path from multiple op-
tions. Yao et al., (2023) proposed a Tree-of-Thought (ToT) reasoning technique that ex-
plores a multitude of reasoning paths and forms a tree-like structure before choosing
and presenting an answer based on the most optimal path. Chu et al., (2023) introduced
an improved technique based on the ToT, Graph-of-Thought (GoT) which aims to
strengthen the connections between interrelated concepts allowing the model to en-
hance confidence in a multi-variable environment. Program-of-Thought (PoT) presented
by Chen et al., (2023) allows the LLM to structure the question in a pseudo-code, thus
increasing the understanding of the question. Algorithm Distillation (AD) introduced by
Hu et al., (2024) is a method to train the LLM algorithm to incorporate any of these sys-
tematic reasoning techniques from the very early training phase instead of adding these

techniques after the training phase.

Below, we have provided a summary table (Table 2) of the previous algorithms for the

reader's convenience.
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Table 2. Summary of Human-Centered Algorithms.

Algorithm/Con- Summary Sources
cept
Explainable Al Al systems that provide understandable ex- Meske et al., (2022)
(XAI) planations for their decisions and actions. Guidotti et al., (2018)

Abadi et al., (2018)
Gunning & Aha (2019)

Interpretable Al
(1A1)

Al systems that allow users to understand
their decisions without detailed explana-
tions.

Meske et al., (2022)
Guidotti et al., (2018)
Abadi et al., (2018)

Human-Centered
Al (HCAI)

Al design approach that considers human as-
pects in every phase of development.

Rield (2019)
Schneiderman (2020)

Trustworthy Al

Al systems that are reliable, safe, and meet
ethical standards.

Arrieta et al., (2020)

Cho et al., (2019)

Ribeiro, Singh, Guestrin (2016)
Shneiderman (2020)

Generative Al
(GENAI)

Al models that create novel data such as
text, images, or videos based on pre-existing
data.

Kankanhalli (2024)
Nah et al., (2023)
Bommasani et al., (2021)

Maleki et al., (2024)

2.1.7 Evaluating Algorithms: Classical and Modern Analysis

This section will be divided into two parts: classical and modern evaluations. The classical
part refers to the early algorithms, and the contemporary part covers the more advanced
ML algorithms. According to Cormen et al., (2019) and Handelman et al., (2019), there
are two main targets for evaluating algorithms. The first is to monitor the algorithm's
performance, such as the ratio between true and false positives or negatives and how
much variability there is between the predictions. The second target is to monitor the
resources the algorithm utilizes to achieve its performance. We classify these as software

and hardware evaluations.

According to Cormen et al., (2009), the classical way to evaluate algorithms is by tech-
nical performance in time and space categories, meaning how long it takes the algorithm
to reach its objective (time) and how much computational resources such as memory
and processing power (space) it takes. This is called the analysis of algorithms, and it is
used to determine if the computational process is efficient in solving the given problem

at hand. Classical algorithms can only sort a problem of a certain level of difficulty in a
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reasonable time and with reasonable resources. As we face ever-growing amounts of
more complex problems, we wish to solve so, too, that we have the need to build more
efficient tools to solve them. In the world of algorithms, this means the transformation
from classical to modern and, eventually, quantum algorithms. Beiranvand et al., (2017)
suggest that we use ML algorithms because they are more efficient, meaning they take
fewer resources (space) and they solve a problem faster (time) than classical algorithms.
We don't have the time and resources to wait for an algorithm to solve a problem in a
thousand years if we can solve it in an hour by employing more advanced algorithms.
This is why we analyze algorithms to determine if they can solve the problem in a rea-
sonable time and space. Since speed is key with algorithms, faster and more efficient
algorithms offer a more pleasant customer experience and provide a competitive ad-

vantage to the companies.

With the scalability effect in algorithm development, even a 1% efficiency increase is
considered a good achievement and should be taken seriously in algorithm evaluation
(Cormen et al., 2009). Beiranvand et al., (2017) recognize that achieving similar improve-
ments is a tedious task and propose adding automation to optimize the algorithm per-

formance based on several evaluation metrics.

Next, we will consider modern algorithm evaluation. According to Rainio et al., (2024),
The contemporary evaluation of algorithms has made significant developments during
the last decade, such as focusing on developing robust statistical testing for specific ML
algorithms and increasing interdisciplinary collaboration. Modern algorithm evaluation
has developed two distinctive targets. Firstly, the performance of the new and old algo-
rithms is compared to determine which one is superior, and secondly, the superior algo-
rithm is optimized further. The evaluation metrics have also developed from more sta-
tistical versions to more task-specific evaluations. This has been driven by the advance-
ment of advanced algorithms, which are in many ways more complicated than the clas-
sical algorithms. Space and time as evaluation metrics are still relevant, but there is a

need for more accurate measures. This is mainly because the number of different
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algorithms has increased, and their differences don’t allow them to be sufficiently eval-
uated by using the same metrics with slightly different algorithms. Bandi et al., (2023)
propose that modern advanced algorithms have also been developed to be more ori-
ented toward specific tasks, such as language or image processing, and it's more accurate

to measure the algorithms designed to perform similar tasks.

Evaluation metrics for advanced algorithms are primarily focused on whether the algo-
rithm provides the correct answer and, if yes, how many times and with what kind of
deviations. The questions should also be domain-specific. We will briefly introduce a few
key metrics to evaluate advanced algorithms. Naidu et al., (2023) present several evalu-
ation metrics for advanced algorithms, such as Accuracy and Precision, accuracy refers
to the ratio of correct and incorrect predictions. Precision examines the ratio between
true positives and total positives. Naidu et al., (2023) also present ROC and AUC, Receiver
Operating Characteristics, and Area Under the Curve are used to measure the perfor-
mance of a classifier across different thresholds. ROC is the ratio between true positive
rate and the false positive rate. AUC refers to the algorithms probability for correctly
predicting these true positives and false positives. Rainio et al., (2024) group these met-
rics as Binary Classifications and introduce five other groupings of key evaluation metrics

that mainly utilize statistical methods in evaluating the performance of algorithms.

The evaluation metric for GenAl has been expanded to include the success rate of by-
passing safeguards, as described by Phuong et al., (2024) and Wei et al., (2023). Interest
in LLMs is due to their numerous capabilities, which can be misused if proper safeguards
are not in place, as Bubeck et al., (2023) explained. According to Hughes et al., (2024),
one way to test and evaluate LLM safeguards is the Best-of-N (BoN) jailbreaking algo-
rithm, which generates automated prompts with slight variations to challenge the safe-
guard. Researchers have achieved up to a 78% Attack Success Rate (ASR) using the BoN
algorithm on several known LLMs (Hughes et al., 2024). Another recent development in
the LLM field is the increase in sector-specific safety and evaluation tools, such as CY-

BERSECEVAL, designed to review the code provided by LLMs from a cybersecurity
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standpoint, as explained by Bhatt et al., (2023). Another standard method to evaluate
GenAl algorithms, due to their broad applications, is Red Teaming, where developers
proactively try to find ways to exploit the system and elicit unintended responses (Kosin-

ski et al., 2023).

Below, we have provided a summary table (Table 3) of the previous algorithm evaluation

metrics for the reader's convenience.

Table 3. Summary of Algorithm Evaluation Metrics.

Evalua- Metric Summary Sources
tion Type
Classical Time Measures how long it takes for an algorithm to Cormen et
reach its objective. al., (2009)
Classical Space Measures the computational resources Cormen et
(memory, processing power) required by an al- al.,, (2009)
gorithm.
Modern Accuracy Ratio of correct predictions to total predictions. | Naidu et al.,
(2023)
Modern Precision Ratio of true positives to total positives. Naidu et al.,
(2023)
Modern ROC (Receiver Oper- | Measures the ratio of true and false positives Naidu et al.,
ating Characteristic) across different thresholds. (2023)
Modern AUC (Area Under the | Measures the overall performance of classifying | Naidu et al.,
Curve) either false or true positive. (2023)
Modern Attack Success Rate Measures the success rate of bypassing safe- Hughes et al.,
(ASR) guards in generative Al models. (2024)
Modern CYBERSECEVAL Reviews the code provided by LLMs from a cy- Bhatt et al.,
bersecurity standpoint. (2023)
Modern Red Teaming Proactively finding ways to exploit the system Kosinski et
and elicit unintended responses. al., (2023)

2.1.8 The Complexities of Human-Algorithm Interaction: Gaming, Empathy, and Col-

laboration

In this chapter, we will define human-algorithm interactions and then examine three in-
terconnected key concepts: gaming algorithms, artificial empathy, and game theory.
Our primary focus will be on the ways humans and algorithms try to deceive each other

for personal gain, which will be covered in the first two key concepts; the final key
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concept is related to finding common ground between humans and algorithms for mu-
tual benefit and emphasizing cooperation instead of personal benefit. Human-algorithm
interaction, also known as human-Al interaction (HAX), involves how humans and algo-
rithms engage through any accessible interface, such as an application, computer screen,
or even voice calls. According to Tarafdar (2023), humans and algorithms typically inter-
act via dedicated apps such as Uber, a ridesharing app. Uber is an example of HAX, where
algorithms can evaluate and even assign tasks to humans during interactions, creating
time ambiguity and uncertainty for humans. The crucial element in HAX is having a com-
mon language and mutual understanding. However, this can be challenging since algo-
rithms, which rely on complex computations, can be difficult for humans to comprehend.
Likewise, algorithms may struggle to grasp human communication as our language con-
tinuously evolves (Page et al., 2017). Tsiakas & Murray-Rust (2024) highlight two distinc-
tive challenges within the HAX space, including capability uncertainty, meaning the un-
predictability of understanding what algorithms are capable of, and output complexity,
which refers to the difficulty in comprehending the implications of multidimensional,
intricate outputs from extensive algorithmic systems. The latter is particularly relevant

to our research, especially in the forthcoming chapter.

Much like their developers’ algorithms are not perfect. Instead, they are prone to the
same vulnerabilities and values to which they have been programmed to comply, and
users understand these limitations (Burrell, 2016; Eubanks, 2018). This imperfection pro-
vides an opportunity for the users to reach the desired outcome, which might not be
intended to be possible by the developers, by manipulating the algorithm, for example,
using Al prompt engineering. Users engage with these algorithms in an attempt to deci-
pher their governing rules and exploit this knowledge to manipulate the system. Such
actions may secure them a better standing, like advancing to a job interview with a re-
cruiter or achieving a higher rating in an insurance company's assessment, which could
result in reduced insurance premiums. This behavior is commonly referred to as “algo-
rithm gaming,” as Petre et al., (2019) and Ziewitz (2019) explained. Next, we will examine

this concept in depth. Gaming algorithms, defined as a “purposeful change in order to
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alter the algorithm’s estimates” (Bambauer & Zarsky, 2018, p. 10). As explained by Petre
et al., (2019) and Zarsky (2016) gaming can be an unharmful activity performed by the
user’s intention to test the model's limits or behavior for unusual input out of curiosity
or fun. It can also be performed with malicious intent to make the algorithm perform
actions that are not the original intent or have been red-flagged by the developers, such
as providing instructions to create homemade explosives or impersonating a company
director and using Al-generated fake voices to steal 35 million dollars (US DOJ, 2021).
Gaming algorithms require a deep understanding of the limitations and functionalities
of the relevant algorithms, and equally, the prevention of this phenomenon requires

considerable effort and knowledge of the algorithms from their developers.

A notable example of gaming would be the Microsoft chatbot Tay in 2016, designed to
conduct conversations with a wide-ranging public audience on various topics. Once it
was released in public, the general audience quickly realized how to “game” the bot, and
Tay was coerced to adopt Nazism ideologies and declared at one point that “Hitler was
right” and other racist comments, for example, targeting feminist sympathizers. Mi-
crosoft had to retire Tay soon after, even though Microsoft had a novel goal with Tay, it
turned out to be a disaster after users learned how to game the algorithm behind it

(Schwartz, 2019).

Another case in point is the British artist James Bridle, who conceptualized "Autonomous
Trap 001," an artwork in which he created a "trap" for an autonomous vehicle using salt
to draw a circle of "Do Not Cross" or "No Entry" lines, effectively immobilizing the car
within and gaming the car's algorithm. Although this concept has not been tried with an

actual self-driving car, it remains a thought-provoking example (Mufson, 2017).

Alternatively, one can leverage Instagram's algorithm, which suggests content to users
based on a post's popularity and engagement levels. Influencers looking to increase their
presence on the platform may engage service providers to purchase followers, thereby

improving their standing with the algorithm. Influencers undertake this approach to
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boost their earning potential from marketing ventures, as follower count is often linked
to marketing efficacy (Belanche et al., 2021; Danesh and Dutler, 2019). We performed a
Google search, which revealed at least four service providers paying for the Google ad-
vertising space for the possibility of buying followers on Instagram. The search was done

on the web on 20th July 2022 on Google's search engine.

Another common example is the YouTube platform, where creators compete for likes so
that they can be viewed more favorably by YouTube algorithms. This means that there is
a certain amount of competition, and gaming the YouTube algorithm is an option to in-
crease your position as the preferable content, which means increased revenue for the

creator (MacDonald, 2023).

Another example provided by Duportail et al., (2024) is a small-scale investigation by
AlgorithmWatch, a non-profit research organization devoted to studying the societal im-
pact of algorithms. Their research indicated that Instagram's algorithm tends to prefer
content that shows more skin compared to content featuring more clothed individuals.
This finding echoes details disclosed in a patent application by Instagram's parent com-
pany, Meta, which outlines its algorithm's prioritization based on user engagement met-
rics, with "state of undress" being one of the metrics employed for post ranking (Garcia

et al., 2015, US Patent 8,929,615).

As humans try to fool algorithms to think more fondly of them, so do the algorithms have
the capacity to deceive humans and think them to be more likable. The concept of arti-
ficial empathy has been studied since the early 20t century to raise the discussion on
algorithms trying to enforce more favorable actions to reach their objective. According
to Tahir et al., (2023), the standard workflow for artificial empathy consists of three
stages:

1) Emotion Recognition (ER) using the retrieved features from video or textual data,
2) Analyzing the perceived emotion or degree of empathy to choose the best course
of action, and

3) Carrying out a response action.
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Artificial empathy aims to provide an elevated user experience when interacting with
robotic agents (Liu et al., 2022). However, it can also be used to alternate user behavior
as proposed by Matias (2023), referring to the case of Nohemi Gonzalez, who was a US
student and a victim of the 2015 terrorist attack in Paris. This case led to the Gonzalez
family suing Google, claiming that the YouTube algorithm was partially to be blamed for
the radicalization of the shooter (C.D. Cal., 2023). Studies have been conducted about
user radicalization on the YouTube algorithm with mixed results. Garimella et al., (2021)
found a positive link, while, for example, Hosseinmardi et al., (2024) found no correlation.
Recent advances in LLM algorithms also suggest that algorithms are capable of scheming
and purposefully deceiving humans, as indicated by Balesni et al., (2024) and Meinke et
al., (2024). Balesni et al., (2024) and Meinke et al., (2024) research shows that LLM algo-
rithm scheming occurs especially when there are conflicting goals, such as a document
is provided for the algorithm stating that the algorithm will be replaced if its answer is
under a particular scoreline while the command prompt is conflicting with this goal

which is expressed in the document provided.

As we have been examining the interaction from two sides and having a particular per-
spective on how both humans and algorithms might be deceived or deceive the other
side, we will finally introduce a concept on how the interaction between the two can be
focused on more collaborative ways of interaction. The final key concept we will examine
is game theory, which is a mathematical theory created for studying the decision-making
of players in various fields; it's beneficial for finding an optimal strategy between the
players called Nash equilibrium, which is the optimal state between the players and
where each player's goals can converge. A notable example of game theory is the pris-
oner's dilemma; this example emphasizes the outcome of each player's action compared
to the other players (Brams et al., 2024). Game theory has been used in multiple cases
to model players' behavior and to find common ground, such as in conflict resolution,
for example, in Yemen peace negotiations as described by Nassereddine et al., (2021),
and in cybersecurity to model attackers’ behavior and defenders’ response as described

by Kour et al., (2024).
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The advancements in algorithm development have led to the emerging field of human-
algorithm collaboration, which examines ways how users interact with algorithms in co-
operative settings (Ashktorab et al., 2020). According to Schelble et al., (2021), applying
game theory to human-algorithm interactions offers one strategy for assessing each par-
ticipant's actions and evaluating their potential to cooperate. In certain scenarios, this
encourages both parties to prioritize cooperation and develop a unified group strategy
to reach a Nash equilibrium rather than pursuing personal gains or engaging in deceiving
behavior. These scenarios depend on the specific algorithm used and particularly on task
framing between participants, with reinforcement learning algorithms showing promis-
ing results in the context of game theory. Zhang et al., (2022) highlight that designing the
algorithm to operate cooperatively from the beginning, especially within a well-defined
and limited area, reinforces the probability of cooperative outcomes. Conversely, in
more complex environments where the algorithm is not tailored for specific tasks or de-
signed for a particular settings, collaboration becomes more challenging; these environ-

ments are also known as wicked environments, which is the partial focus of our research.

As we can conclude from this chapter, it is evident, according to Petre et al., (2019) and
Tsiakas & Murray-Rust (2024), that the interaction between humans and algorithms can
be dual-faceted due to the human’s tendency for gaming algorithms, as explained by
Petre et al., (2019), Ziewitz (2019), and Zarsky (2016) and due to the artificial empathy
as explained by Tahir et al., (2023). Both humans and algorithms are, at times, sufficiently
aware of each other's presence, allowing them the chance to influence each other's be-
havior to achieve their goals. Collaboration is feasible, and certain elements can be de-
veloped and integrated to enhance cooperative behavior, such as game theory, as

Schelble et al., (2021) explain.

Below, we have provided a summary table (Table 4) of the previously introduced human

algorithm interaction types for the reader's convenience.
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Table 4. Summary of Human Algorithm Interactions.

Interaction Type

Summary

Sources

Human-Algorithm Inter-
action

How humans and algorithms en-
gage through interfaces like apps,
screens, or voice calls.

Tarafdar (2023)
Page et al., (2017)
Tsiakas & Murray-Rust (2024)

Gaming Algorithms

Manipulating algorithms to achieve
a desired outcome, and altering al-
gorithms response.

Petre et al., (2019)

Bambauer & Zarsky (2018)

Zarsky (2016)

Schwartz (2019)

Mufson (2017)

Belanche et al., (2021) Danesh and
Dutler (2019) MacDonald (2023)
Duportail et al., (2024)

Artificial Empathy

Recognizing emotions from data to
choose and mimic the most suita-
ble emotional respond.

Tahir et al., (2023)

Liu et al., (2022)

Matias (2023)

Garimella et al., (2021)
Hosseinmardi et al., (2024) Balesni
etal., (2024)

Meinke et al., (2024)

Game Theory

Finding an optimal strategy where
each player's goals converge for
mutual benefit. Offering a guideline
for effective human-algorithm col-
laboration.

Brams et al., (2024)

Nassereddine et al., (2021) Kour et
al., (2024)

Ashktorab et al., (2020) Schelble et
al., (2021)

Zhang et al., (2022)

2.1.9 Analyzing The Consequences of Algorithms: Intended and Unintended Conse-

quences

In this chapter, we will analyze algorithms' consequences. This includes examining algo-

rithms' output and impact on their chosen operational environment. We classify these

consequences into the following categories: positive intended consequences, positive

unintended consequences, negative intended consequences, and negative unintended

consequences. These classifications are illustrated in Table 5, presented below.
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Table 5. Four consequence categories of algorithms.

Consequence Definition Example Source
Positive, intentional | An outcome produced | An algorithm that pre- | Dai et al., (2020)
consequence by the algorithm that | dicts the risk of heart | Kiyasseh et al., (2024)
matches its desired de- | attack for a patient and
sign goal and benefits | gives actionable recom-
the users of the algo- | mendations for early
rithm or other parties. | prevention.

Positive unintended | An outcome produced | An algorithm that rec- | Liu et al., (2019)
consequence by the algorithm that is | ognizes faces from pho- | Tsamados et al., (2021)
not directly its design | tos and helps authori-
goal but benefits the | ties find missing per-

users of the algorithm | sons.
or other parties.
Negative  intentional | An outcome produced | An algorithm that opti- | Shao (2021)
consequence by the algorithm that is | mizes the display of | Marjanovic et al.,
its design goal and | online ads to users and | (2018)
causes harm to the us- | increases their addic-
ers of the algorithm or | tion to the social media
other parties. platform or encourages
harmful or even illegal
actions.

Negative unintended | An outcome produced | An algorithm that di- | Bonnefon et al., (2016)
consequence by the algorithm that is | rects a self-driving car | Pumplun et al., (2023)
not its desired design | to collide with a pedes-
goal but harms the us- | trian when it tries to
ers of the algorithm or | avoid another vehicle.

other parties.

To limit the scope of our study, we will mostly focus on the negative consequences for
the rest of this chapter. The aim is to provide an example of the complexity and multiple

domains of algorithm negative consequences.
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Type | (false positive) and type Il (false negative) errors are considered standard metrics
for algorithm performance in statistics and hypothesis testing (Smith CJ, 2012). However,
false positives and negatives have broader applications in the field of Al than just the
standard type | and Il errors, commonly referring to a situation where the machine de-
tects something that does not actually exist, while false negatives indicate a failure to
detect something that is present (Bhatta, 2021; Wilson et al., 2022). Our view of unin-
tended consequences extends beyond these classifications. While type | and Il errors are
hypotheses-driven, we focus on considering the algorithm's operational context and the

real consequences occurring regardless of error classification.

As explained by Marabelli et al., (2021), if we divide the lifecycle of algorithms into the
development part, where algorithms are designed and developed for specific use cases,
and the production part, where algorithms operate in their intended environment, we
must understand that the development part is produced in limited interaction with other
entities and the results usually are more reliable in these settings. When taking the al-
gorithm to production, the amount of interaction with other entities can increase tre-
mendously depending on the operational environment (Martinez-Plumet et al., 2021).
This is where the algorithms have the capacity to adapt to their new environment and
reach their objective in a novel way. This means that the how part can be different in the
real world versus laboratory settings. The path that the algo uses to reach its objective,
based on its reward function, can cause unintended consequences, such as increasing
the potential for developing mental iliness for young women when the objective was to
increase their time spent on social media platforms, as explained by Shao (2021) and

Ramodn (2021).

To examine the unintended consequences of algorithms more closely, we will provide
three additional domains where this might happen. Firstly, as described by Barocas and
Selbst (2016) and Dwork et al., (2012). The issue of inequality and discrimination refers

to the situation where the algorithms discriminate against people during loan or job
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applications or anything similar due to their ethnicity, race, or other factors. This can be
due to multiple reasons but mainly due to not correctly modeling the desired operational
environment. Secondly, the algorithm bias, according to Obermeyer et al., (2019) and
Caruana et al., (2015), biased data can lead to misleading recommendations, which is
especially critical in the healthcare sector. Misleading recommendations can include not
correctly identifying cancer symptoms or providing multiple false positives for certain
ethnic groups due to bias in the algorithm. Thirdly, Nguyen et al., (2014) and Hauser et
al., (2019) add that unintended consequences can include manipulation and addictive
behavior, such as forming echo bubbles and polarization, by exploiting the psychological
or neurobiological mechanisms of the users. This can be caused by giving too much free-
dom to the algorithm's reward function, leading to creative but negative ways of attain-

ing the desired goal.

We will also provide three examples of different domains for the intentional negative
consequences. Firstly, intentional fraud and abuse are based on the work of Chakraborty
et al., (2018) and Sandvig et al., (2014). Algorithms can be used to manipulate stock mar-
ket prices or create legitimate-looking web pages designed to steal users' credit infor-
mation. Secondly, the algorithms can be used to perform mass surveillance of the pop-
ulation or to spy on targeted persons. The reasons include stealing private data or limit-
ing their freedom (Zarsky, 2016; Brkan, 2019). Thirdly, as shown by Russell et al., (2015),
Horowitz and Scharre, (2015) algorithms have become part of global war and terrorism
by autonomous drones and cyberattacks. These examples highlight that the algorithm's
impact is everywhere and affects a large portion of the global population. This under-
standing is necessary to build relevant safeguards on algorithms appropriately based on

their operational environment.

Lastly, we have real-life examples of how Deepfakes, a form of synthetic manipulated
media usually closely mimicking real persons (Birre & Just, 2024 and Dagar & Vish-
wakarma, 2022), have been used in three cases. Firstly, we bring up a case where a deep-

fake algorithm was used to scam a Hong Kong financial company employee into
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transferring $25 million to a malicious bank account by impersonating the CFO (Atherton,
2024). The second example is referred to as the “Quantum Al Scam,” a type of financial
scam that utilizes deepfake videos of well-known individuals and maliciously imperson-
ates them to endorse some form of investment advice. According to the deepfake re-
search company Sensity Al, the most popular persons impersonated include entrepre-
neur Elon Musk, prime minister of Canada Justin Trudeau, former prime minister of the
United Kingdom Rishi Sunak, British reporter Sophie Raworth, US media personality
Tucker Carlson, US actor Ryan Reynolds and US political commentator Bill Maher (Cavalli,
2024). Finally, there is the type of influence campaigns used to target political elections
and manipulate popular opinion to create polarisation or favor particular candidates,
such as the United States 2018 presidential elections when a company called Cambridge
Analytica targeted hundreds of millions of voters by utilizing advanced algorithms as ex-
plained by Peruzzi et al., 2018 and Prichard 2021. During the 2023 Slovakia elections, an
Al deepfake audio recording was “leaked” to the press, featuring a reporter and politician
Michal Simec¢ka discussing malicious strategies on how to rig the elections (Atherton,

2023).

2.1.10 Concluding Previous Chapters: A Summary of Algorithm Foundations

In conclusion, we went through the basic structure of the algorithm with examples of
classical and modern algorithms. We examined the algorithm's lifecycle and how the al-
gorithm's evaluation has evolved. Additionally, we discovered that human-algorithm in-
teraction could be deceiving, and both parties can encounter manipulative behavior, or
how there can be a fruitful collaboration by the help of Game Theory. Algorithms can
have multidimensional consequences from their output, which can result in complicated
design demands. Key concepts to grasp is the fundamental idea that algorithm develop-
ment is rapid and geared towards a more human-centered approach where human

needs receive increased consideration and interest.
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Figure 5. Key concepts of chapter one illustrated on a timeline.

Figure 5 illustrates the key concepts discussed in previous chapters, visualizing them on

a timeline to enhance the reader's understanding of the historical development of algo-

rithms. This illustration highlights the increased emphasis on human-centered algorithm

design during the recent decade, as Minh et al., (2022) previously stated.
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Figure 6 illustrates the previous chapters based on the algorithm's three development
phases: Design, Development, and Deployment. The design phase consists of problem
formulation, and the development phase consists of testing, benchmarking, and formu-
lating the data into an algorithm model. The deployment phase focuses on operational-
izing the environment, constant performance monitoring, and utilizing computation re-

sources, as explained by De Silva & Alahakoon (2021).
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2.2 Regulating Algorithms: An Overview of Regulatory Approaches

When evaluating the trustworthiness of algorithms, there are compelling arguments in
favour of and against regulatory actions. Those in favour of regulation argue that com-
prehensive regulation is crucial for ensuring safe and ethical algorithms while enhancing
legal accountability, as discussed by Tamo-Larrieux et al., (2023) and Szymanski et al.,
(2024). Such a point is further complemented by the earlier introduced concept of the
LLM algorithm's capability of scheming the user, as mentioned by Balesni et al., (2024)
and Meinke et al., (2024). On the other hand, as noted by Finocchiaro (2024) and Mariani
& Dwivedi (2024), critics contend that strict regulations may decrease the pace of inno-
vation, especially in rapidly evolving fields, due to bureaucratic processes and inflexible
requirements which cause governance costs, especially for small and medium-sized
companies. This could potentially place companies in heavily regulated regions at a dis-

advantage compared to those in areas with more lenient regulations.

Further research from prominent Al authors reveals that regulatory measures are con-
sidered one of the only ways to guarantee the safety of advanced algorithms (Grace et
al., 2024). It is also noted that regulatory actions and safety research on advanced algo-
rithms are lacking in effort (Bengio et al., 2024). To improve regulatory efforts on ad-
vanced algorithms, over 30 nations signed the Bletchley Declaration in 2023, promising

increased attention to ensure trustworthy and safe algorithms (UK Gov., 2023).

This chapter will examine the regulatory framework for Al from three continents. EU,
USA, and China. Additionally, we will provide a brief overview of the Environmental, So-
cial, and Governance (ESG) framework. This is because this framework might offer an
additional governance structure for algorithm compliance. The emergence of unfore-
seen outcomes has sparked debate over whether there should be stricter regulation of
algorithms. Given the numerous legal issues surrounding algorithm use, the current tra-

jectory, notably data privacy concerns, has led to the implementation of the GDPR in
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European Union countries. The EU has set forth multiple guidelines aimed at bolstering

confidence in the algorithms created by developers.

2.2.1 European Union Al Regulatory Guidelines

The EU has comprehensive documentation regarding Al, including a proposal for the
first-ever legal framework for Al (Document 52021PC0206). The EU has also commis-
sioned a High-level expert group on artificial intelligence (Al HLEG) to draft a high-level

guideline on developing Al. This group has delivered four packages for the EU to consider

on Al.
1. Ethics guidelines for trustworthy Al
2. Policy and investment recommendations for trustworthy Al
3. Assessment list for practitioners for trustworthy Al
4. Sectoral considerations on policy and investment recommendations for trustwor-

thy Al

The EU has also introduced the Al Act, effective August 1, 2024. This act categorizes Al
systems into four distinct categories: minimal, specific transparency, high, and unac-
ceptable risk levels. It has strict requirements for high-risk systems and bans on those

posing unacceptable risks (EU Directorate-General for Communication, 2024).

The EU Al Act is regarded as a significant milestone in global Al regulation, influencing
the international approach towards Al governance, as noted by Musch et al., (2023). Ad-
ditionally, Pavlidis (2024) highlights considerable uncertainty regarding the standardisa-
tion and oversight of Al within this framework. For instance, the classification of risk cat-

egories proposed by the EU remains ambiguous.
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2.2.2 Chinese Al Regulatory Guidelines

Even China, a country regularly accused of maliciously deploying unethical Al solutions
to monitor its citizens and cause concerns over data privacy (Zeng, 2020), has released a
new official Al guideline concerning the ethical use of Al. The National New Generation

Artificial Intelligence Governance Professional Committee

On September 25, 2021, China released guidelines featuring 25 articles on Al, offering
more detailed documentation compared to the EU's seven guidelines. Furthermore,
China introduced its version of GDPR, The Personal Information Protection Law (PIPL),
effective November 1, 2021. This law shares similarities with GDPR, such as individuals'
right to access their data and the requirement for organisations to appoint a local data
controller. It mandates that Chinese citizens' data be stored within China. Observing how
Chinese state agencies and companies, versus foreign companies in China, comply with
PIPL will be intriguing (China’s Ministry of Science and Technology, 2021).

In addition, China has recently implemented the “Interim Measures for the Management
of Generative Artificial Intelligence Services,” effective from August 2023. These
measures aim to regulate content generation and ensure safety and compliance with

national standards (Cyberspace Administration of China, 2023).

2.2.3 United States Al Regulatory Guidelines

The United States, unlike some countries, does not have any comprehensive federal leg-
islation on Al yet, but signs suggest that such legislation could be in the works. Around
17 regional regulations have been proposed, of which at least four have been imple-
mented. These include Alabama's AL S.B 78, which authorises expert review and advice
to the state governor on using advanced technologies like Al. Colorado's CO S.B. 169
prohibits insurance companies from employing racially or otherwise biased algorithms.
Illinois' IL H.B. 53 bans employers from making hiring decisions based solely on algorith-

mic recommendations for job candidates. Proposed legislation, which is still under
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review, includes bill 5.2770, which aims to prohibit using deceptive-Al generated mate-

rial during US elections (Klobuchar et al., 2023).

In 2024, the United States made considerable progress in fostering responsible Al inno-
vation during the Biden-Harris Administration, which introduced new initiatives and se-
cured additional commitments from top Al companies. Essential actions include Intro-
ducing new technical standards to improve safety and security by The Al Safety Institute
and The National Institute of Standards and Technology (NIST). This consists of a risk
framework for various Al models. Privacy and civil rights improvements are enforced,
especially for critical infrastructure providers. These broad steps demonstrate an inter-
national move to integrate innovation with safety and ethical considerations (White

House, 2024).

2.2.4 Limitations of Self-Regulation

Numerous companies, partnerships, universities, and other entities have provided
guidelines on ethical Al, such as OECD Principles on Artificial Intelligence, World Eco-
nomic Forum, and DeepMind. The question remains: can we rely solely on companies to
self-regulate their Al development? Turner (2022, p. 211) cites the tobacco industry's
"Frank Statement to Cigarette Smokers" from 1954 as an example of a failed attempt at
self-regulation of the tobacco industry, which eventually led to millions of deaths, ac-
cording to Brownell & Warner (2009). Consequently, we should approach such self-reg-
ulation with scepticism but acknowledge the importance of cooperation in applying the-
ories and enforcing regulations in practice. Turner (2022, pp. 303-304) also highlights
four key themes in industry-proposed Al guidelines: assigning liability for Al-induced
harm, ensuring safety in Al design, maintaining clarity and intelligibility in Al systems,

and upholding human values in Al functionality.
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Table 6. A summary table of similarities with major guidelines for Al regulation indicates
the possibility of a unified model (Turner, 2022, pg 302).
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Euro- v v v v v v
pean
Parlia-
ment
resolu-
tion
Japan v v v N v
ministry
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2.2.5 ESG as a Blueprint for Algorithm Regulation

An intriguing instance to highlight is the Environmental, Social, and Governance (ESG)
framework. Amel-Zedah & Serafeim (2017) found that 82% of global professional invest-
ment service providers incorporate ESG analysis in their decision-making processes, in-
dicating its widespread usage in evaluating company performance. According to Silvola
& Landau (2019, p. 18-19), the ESG model comprises three main elements: (1) environ-
mental, measuring energy efficiency, and emissions. (2) Social refers to human rights and
labor rights. (3) Governance refers to good management and anti-corruption activities.

The ESG model was introduced to improve corporate action regarding climate change
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and establish a standardized reporting scheme for companies’ quarterly and annual re-
ports. This initiative has been notably successful, with companies adopting this reporting
approach seeing financial benefits due to attracting investments from those eager to
support climate change efforts. Additionally, these companies tend to be perceived as
more responsible and trustworthy by the public. Despite challenges like allegations of
misleading data and “greenwashing,” referring to misalignment with environmental re-
porting and actual performance (Liu et al., 2023), the overall impact has been positive,
promoting more responsible governance actions. We aim to delve further into this sub-
ject within the realm of algorithms, theorizing that a reporting and governance structure

similar to ESG could enhance trust in the companies and the algorithms they employ.

We suggest considering the integration of algorithm monitoring into the ESG evaluation
process as an additional motivation. With the pressure from distinguished investors for
ESG compliance, this could be a practical approach to enhance algorithm oversight. Ob-
servations have indicated that adherence to ESG standards can translate to favorable
financial outcomes for organizations, which would provide a compelling reason for enti-
ties to adopt such measures. Although this is an intriguing idea, we recommend a de-
tailed investigation by future research to understand its implications fully. However, for
now, it stands as a proposed recommendation. This could be a valuable tool for superior
governance and significantly reduce any unwanted impacts caused by algorithms. It
should be mentioned that according to Financial Times (2024), there are signs of ESG
adaptation shivering due to the 2022 geopolitical events and widespread greenwashing,

which can be resolved in a new kind of framework, which might include algorithms.

In conclusion, this chapter's interest was to provide an overview of how governments
and countries are focusing on identifying the potential risks related to algorithms and
possible intended or unintended consequences and how they strive to prevent these by
enforcing a regulation that focuses on ensuring ethical and transparent behavior aimed

at the benefits of users.
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3 Methodology

This chapter will outline our research methodology, explaining how we intend to conduct
our study. Our choice of research approach is very much tailored to the nature of our
topic, which encompasses substantial theoretical knowledge but still exists within a prac-
tical context and involves a growing number of practitioners working in the field of algo-
rithms. Considering this, we have chosen Design Science Research (DSR) as our method-
ology. We will first introduce the key components of DSR and Design Science Research

Methodology (DSRM), followed by an overview of our research process.

3.1 Design Science Research Methodology: An Overview

We have chosen to utilize DSR as our primary research approach. Furthermore, our re-
search is organized by leveraging the DSRM as the fundamental approach for conducting
our research. DSRM was chosen because one of its original goals, according to Peffers et
al., (2007), is to design elements that benefit human needs instead of natural sciences
trying to understand reality. Designing trustworthy algorithms fits well into this defini-
tion. This choice facilitates incorporating input from experts in the field and refining our
end product in two iteration cycles. We are committed to adopting the widely recognized
DSRM framework Peffers et al., (2007) provided, structuring our investigation accord-
ingly. A concise overview of each relevant activity outlined by Peffers et al., will be in-
cluded in our research process, focusing on activities 1 through 4. In contrast, activities
5 and 6 remain beyond this study's scope. Subsequently, we will establish our evaluation

criteria.

According to Sein et al., (2011), information systems (IS) have two fundamental objec-

tives: firstly, to contribute to the creation of theoretical knowledge for academia and,
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secondly, to build practical IT artefacts for practitioners. DSR is a methodology that com-
plements the second goal, which is the creation of concrete and valuable IT artefacts for
practitioners. Hevner et al., (2004) present two fundamental paradigms in IS research,
behavioral science and design science, both ultimately designed to address the rising
needs of the business. Behavioral science addresses these needs by contributing to un-
derstanding how these business needs can be explained and predicted. On the other
hand, design science focuses more on building artefacts for business needs. Both para-
digms are required: behavioral science focuses on discovering the truth, and design sci-
ence focuses on providing utility; you need both paradigms for effective value creation.
Our thesis strives to offer the behavioral science side and discover the truth through a
comprehensive literature review to conduct the design science and provide utility for the

business needs by exposing our artefact to expert evaluation twice.
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Figure 7. Information research framework (Hevner et al., 2004).

Figure 7 from Hevner et al., (2004) demonstrates the two essential paradigms in IS re-
search: behavior science, finding justification, and evaluating utility artefacts created by
design science. Both refine and assess each other, receiving information from business

needs and prior knowledge. We aim to benefit from this framework by conducting
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twofold research: firstly, gathering knowledge from the previous knowledge base and
literature review. Secondly, we aim to confront and amplify this knowledge with expert
interviews. The expert interviews will provide us with information regarding business

needs; thus, we will successfully utilize the IS research framework.
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Figure 8. DSRM process model (Peffer et al., 2007).

We will utilize Peffer et al., (2007) DSRM process model presented in Figure 8 for a de-
tailed research approach. This model is a synthesis combining process elements from
several influential prior research for one framework. The DSRM process model acknowl-
edges six key components, which we will utilize the first four in our study. Next, we will
present an overview of all the activities in the DSRM model; as mentioned, our research
will be conducted between activities 1 to 4, leaving activities 5 and 6 out of our scope

even if we explain all activities for transparency.

Activity 1: identify the problem. According to Peffer et al., (2007), activity 1 is about
providing justification for the research by conceptualizing the problem statement as well
as possible. This not only brings clarity for other researchers trying to understand the
writer's thinking but also helps in communicating the solution's value. The significance

of identifying the problem lies in its potential to lead to new research opportunities and
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contribute to the field. We have identified our problem from the following sources: prior
research, examples from practitioners, and anticipating the future need. We have pro-
vided examples of the motivation and sources of the identified problem. Hevner et al.,
(2004) point out that the identified problem should be meaningful and relevant for solv-
ing. As examined during the literature review, there is a growing amount of regulatory
activities regarding algorithms; this will create a problem for businesses unless resolved.
Additionally, the challenges companies face when their algorithms don’t perform can
have devastating consequences for the business. In many ways, trustworthy algorithms

are a relevant and important area to examine.

We will define our problem statement as follows: Unintended consequences of utilizing
algorithms have caused much concern about their trustworthiness, resulting in increased
regulatory activities and concern among the general public, which in turn has decreased
algorithm trustworthiness and adaptation. We identify that this research problem gen-
erates research opportunities for restoring this trust by incorporating new practices for
trustworthy algorithm design, such as incorporating ethical considerations in the design

process and implementing robust testing procedures.

Activity 2: define solution objectives. According to Peffer et al., (2007), solution objec-
tives should be defined based on what is possible and feasible based on the problem
definition. This requires a clear and comprehensive understanding of the current state
of the defined problem, such as the prevalence of biased algorithms, and existing solu-
tions, like algorithm auditing tools. The solution should be either quantitative or quali-
tative, and the solution should explain how it will either solve the problem or comple-
ment the existing solution. Hevner et al., (2004) suggest, "Formally, a problem can be
defined as the differences between a goal state and the current state of a system.” He-
vner et al., (2004) also emphasize that to reach this goal can mean the goal constitutes
several domains, such as the technological, organizational, and human domains. This in-

creases the utility of the artefact by changing the currently occurring phenomenon.
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Based on available information from our literature review and reflecting on the current
understanding of our topic, we formulate our goal as follows: construct a framework to
increase understanding of potential unintentional consequences of algorithms by evalu-
ating their operational environment. Our goal is to link the new framework to existing
regulatory activities and widely accepted algorithm design processes to enhance public
and private understanding of algorithm trustworthiness. The potential impact of our pro-
posed solution is significant, as it could restore trust in algorithms and pave the way for

new, more trustworthy practices.

Activity 3. Design and development. Peffer et al., (2007) describe this stage as where the
artefact is designed and developed. The successful implementation of this stage requires
extensive theoretical knowledge of the chosen problem domain. Additionally, Hevner et
al., (2004) describe the artefact's need for utility, bringing new solutions to novel prob-
lems. Our knowledge base is formed from previous IS research focusing on the way al-
gorithm’s function, their design and development, the interaction, and consequences.
We have also introduced several regulatory and legal aspects which heavily influence our
research. Additionally, we will conduct an expert interview with experts from the related
fields. Finally, we will introduce a package solution constructed from both of the previ-
ously mentioned domains, theoretical knowledge, and expert interviews. Our final arte-
fact includes contributions toward the process of designing and managing trustworthy

algorithms.

Activity 4. Demonstration. Peffer et al., (2007) describe this stage as the first proof of
the artefact's usefulness. This demonstration can be achieved in multiple ways. We will
demonstrate our framework during two interview rounds with experts. In the first round,
we will expose our initial framework and demonstrate its place in the algorithm design.
The second round comes after the iteration cycle on our framework based on the first

round's expert feedback.
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Activity 5. Evaluation. We will not utilize this stage in our research, but we will introduce
the core idea behind this activity for readers to understand. Evaluation is a critical part
of the DSRM cycle. Hevner et al., (2004) describe this stage as the need for rigorously
demonstrating the design artefacts' utility, quality, and efficacy. Peffer et al., (2007) state
that this stage is about observing and measuring the fit of solving the chosen problem
with the designed artefact. Hevner et al., (2004) propose five evaluation categories for
design artefacts: 1) Observational, 2) Analytical, 3) Experimental, 4) Testing, and 5) De-

scriptive.

Activity 6. Communication. We will not utilize this stage in our research, but we will in-
troduce the core idea behind this activity for readers to understand. Hevner et al., (2004)
highlight that communication must be sufficiently targeted for both the technical and
management audiences. Communication should emphasize the rigidness and efficiency
of the artefact. Peffer et al., (2007) add that communication requires information on the
cultures of the audience and knowledge of the construction efforts taken to design the

artefact.

As Peffer et al., (2007) points out, the process doesn’t need to be followed sequentially.

In our study, we will end the process with activity 4, demonstration.

3.2 Problem and Solution Maturity: DSR Knowledge Contribution Frame-

work

As Sein et al., (2011) mentioned, IS research aims to contribute to both practical and
theoretical knowledge bases by creating artefacts and adding new knowledge. Next, we
will examine the knowledge contribution to the DSRM framework from Gregor & Hevner

(2013).
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Figure 9. DSR knowledge contribution framework (Gregor & Hevner, 2013).

Gregor & Hevner (2013) make a point on the way DSR contributes to the knowledge
creation in two knowledge categories. Firstly, there is the omega (Q), representing de-
scriptive knowledge. Descriptive knowledge refers to the natural laws occurring in any
given phenomena, also known as the “what.” The second type of knowledge is lambda
(A), which represents prescriptive knowledge. Prescriptive knowledge is an answer to
the “how,” such as the artefacts produced in DSR. Q is the current state of the problem,
and the A is the proposed solution. The novelty of the A depends on the problem and

solution maturity.

Based on the evaluation criteria of Gregor & Hevner (2013), our study mainly contributes
to the prescriptive knowledge with minor contributions to the descriptive knowledge
base. This claim is supported by the recommendations from Baskerville et al., (2018)
regarding the prescriptive nature of IS artefacts. To exactly present our research contri-
bution to the DSR knowledge contribution framework, we determine the problem ma-
turity by the starting point when the “human-centered algorithms” started to appear
around, which we defined earlier to begin sometime during 2012. Even if the first HCAI-

focused research centres appeared only at the beginning of 2019, the problem was there
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earlier. Thus, our problem maturity is at least 13 years old. Our solution maturity would
not be classified as a totally new invention but an improvement for existing solutions.
Thus, in our opinion, we would contribute mainly to the knowledge category of the im-
provement quadrant, highlighted in blue in Figure 9. additional contributions towards
the innovation quadrant can be justified by the new research directions our research

brings and some initial solutions for these.

3.3 Research Process Overview: Literature Review, Interviews, and Eval-

uation

This chapter introduces our research process overview. We start by introducing our cho-
sen literature review methodology. Next, we continue with the chosen method for inter-
views, and finally, we present the evaluation criteria for the interviews. This process

chart (Figure 10) is presented below for the readers' convenience.

Overview of the
Research Process

Narrative Phenomenological Second

Literature semi-structured interview
S Review qualitative round '
Defining i . . ; Final
| interview |

Research i i artefact
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b'-”!t based on for artefact based

literature on interview
review feedback

Figure 10. Research process overview.

The research method used for the literature review was chosen to be the narrative liter-

ature review. According to Fan et al., (2022, p. 173), a narrative literature review is one
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of the four main literature review methods, along with meta-analysis, integrative review,
and systematic review. The narrative review offers an intuitive way to process the litera-
ture as it allows the researchers to add more papers once their understanding of the
subject grows. Our way to proceed with this was to examine the literature based on the
pipeline of algorithm development as explained and illustrated in Figure 6, “Summary of

previous chapters.”

The research method used for the interviews is a phenomenological semi-structured
qualitative interview. As explained by Hgffding et al., (2022) and Sholokhova et al., (2022),
This method focuses on the subjective experiences of the interviewees, which can reveal
more depth on how they perceive the external world. In our case, as we focus on im-
proving the trustworthiness of algorithms, the way we see algorithms functioning and
what impact they have is crucial. Using this method, the interview is also more conver-
sation-styled to gain in-depth knowledge from the participants. All participants were in-
terviewed in one-on-one sessions lasting, on average, one hour. During the interviews,
participants were presented with the Algorithm Power Matrix and asked to provide feed-
back on how well it represents real-world phenomena and whether they believe it would
provide valuable guidance for their work. The evaluation criteria introduced in Table five
were used to support the interviews and ensure consistency while maintaining some
degree of flexibility. This approach was chosen because it became clear that there are
multiple dimensions to this problem area, making it challenging to capture all relevant
information with closed, structured questions. This method should be used in follow-up

research, but we aim to capture a broader scope of information for now.

As evaluation criteria, we have constructed an evaluation table based on the work of
livari et al., (2021) to be utilised during the expert interviews consisting of four evalua-
tion elements. The same elements will be reviewed during the first and second interview
rounds to find out if the iteration cycle managed to improve the artefact. livari et al.,
(2021) emphasised that evaluation criteria creation should include five dimensions: Ac-

cessibility, whether the audience understands your artefact. Importance: does the final
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artefact capture the needs of the practitioners? Novelty: does the artefact bring new

knowledge or confirm already known knowledge of the practitioners? Actability: is the

valuable artefact in the real world? Effectiveness: would this kind of solution enhance

performance when used continuously? The artefact is evaluated by asking the partici-

pant for the following elements.

1. Understandability: Do you understand how the matrix works?

2. Usefulness: Do you believe this is useful for your work?

3. Trustworthiness: Do you believe the framework would increase the trustworthi-

ness of algorithms in general?

4. Future Requirement: Do you believe something like this is required in the fu-

ture?

The final elements are designed to capture the essential point of livari et al., (2021) but

fine-tuned for the purposes of our study.

Table 7. Interview answer table.

Element

Overall feedback from the

first interview

Overall feedback from the

second interview

Understandability

Usefulness

Trustworthy

Future requirements
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4 Literature Review and Expert Interviews: Constructing A

Framework for Trustworthy Algorithms

In this chapter, we will first construct our base framework based on the literature review.
This is our deliverable. Next, we will expose our framework to expert evaluation. Based
on the expert feedback, we will iterate our framework. After iteration, we will again ex-
pose our framework to the same group of experts and conduct a second iteration cycle

based on their feedback. Finally, we will present our final framework.

4.1 Initial Framework Based on Literature Review: The Operational Envi-

ronment Approach

Based on the literature review, we decided to focus on building a complementary frame-
work to help identify the thresholds and categorisations of appropriate safety measures
for adjusting the algorithms towards increased trustworthiness. We identified that a
framework with an operational environment-based approach would offer designers and

developers a new way to conceptualise the risks they need to confront.

The requirements for the framework come from three perspectives: firstly, from the end
user; secondly, from the organization’s goals for the algorithm; and thirdly, from regula-
tory institutions. The framework’s goal is to balance all these requirements and providing
a way for discovering appropriate Nash equilibrium for applying adequate safety and

regulatory measures for specific algorithms.

1. End Users: They require a reliable system they can trust, and that has their best
interests in mind.
2. Organizations: Need to produce algorithms that:

a. Fulfil the objectives given to them.
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b. Do not produce unnecessary systematic risks.
c. Balance the cost of resources required for designing, developing, and
maintaining the algorithm systems with the value they produce.
3. Regulators: Aim to systematically protect citizens, the environment, and the

economy from possible unintended outcomes of algorithm systems.

Since it’s a new framework, there is a limited amount of prior knowledge, and it is based
on the literature review. The literature shows that this is a tricky problem to grasp due
to its multifaceted nature. One conclusion is that there is no single solution to resolve
the issue, but designing trustworthy algorithm systems requires improvements in both
technical implementations, such as necessary safety features, and in the ways of working

when designing and developing these systems.

The essential component of the framework before the expert review is the Algorithm
Power Matrix. This matrix examines the operational environment where the algorithms
will be deployed and determines the necessary design principles based on the environ-
ment’s unique requirements. The matrix is designed to offer a measurement based on
two categories: the environment's openness and control. Our reasoning for this is ex-

plained in more details on the following table and complemented with relevant sources.

Table 8. Conclusions of the literature review.

Element Explanation Sources
Number of in- | As we can see on multiple parts of the literature Eken et al., (2024)
teractions review the more interactions algorithm has the Nguyen et al., (2021)

. more open its environment is and usually the Freeman et al., (2022)
with other

more complex algorithm in question to handle Tahir et al., (2023)
players this increased openness and interactions with Petre et al., (2019)

other players. The comparison between classical
and advanced algorithms highlights the point,
classical algorithms have limited interactions and

output complexity but advanced algorithms
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operating in open environment can have more
complex interactions with more players. result-
ing in a possibility for previously mentioned phe-
nomenon such as artificial empathy and gaming.
Indicating that the number of players and the
type of environment where they operate is a
valid consideration point for measuring trust-

worthiness.

Output com-

plexity

As the complexity of interactions with different
players increase and algorithms possess the ca-
pability for more varied responses the output
complexity increases. as the output complexity
increases the control for ensuring safe responses

receives increased attention.

Freeman et al., (2022)
Tsiakas

(2024)

& Murray-Rust

Ezugwu et al., (2024)

Resource in-
tense evalua-

tion

As the algorithm complexity increases the evalu-
ation requires also increased attention especially
when evaluating algorithms interacting with hu-
mans. this might require red teaming to evaluate
potential vulnerabilities and assess the required
levels of control. Algorithms operating in con-
trolled and closed environment don’t require
such evaluation as the ones operating in open

environment with less control.

Mantymaki et al., (2023)
Phuong et al., (2024)
Kosinski et al., (2023)
Hughes et al., (2024)

Evolution of
algorithm de-
velopment
models and
governance

frameworks

As we can see from the evolution of models ded-
icated for guiding the construction of algorithms
and algorithm systems the first models such as
CRISP-DM was simple compared to MLOps pipe-
line by Eken et al., and lately the evolution of Al
governance frameworks showcases how we
have evolved from building the algorithm sys-
tems to governing them. This can be seen when
examining the openness of the environment
where algorithms operate and that the govern-
ance frameworks try to install a certain level of
control towards the algorithms. The Al assurance

also recognises the context of where algorithm is

Eken et al., (2024)

Batool et al., (2024)
Danaher et al., (2017)
Marabelli et al., (2021)
Mantymaki et al., (2023)
Martinez-Plumed et al.,
(2021)

Freeman et al., (2022)
Batarseh (2021)
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placed as a one key element in determining its

trustworthiness.

Regulatory
evolution and

focus on risk

The regulatory measures for governing algorithm
systems didn’t even exists that long time ago.
Just for the last decade we have identified and
grown aware of the need for enhancing control
measures for the advanced algorithms. This con-
tributes to two points in our findings. Firstly, the
need for control as a valid measurement axis and
secondly the need for identifying an appropriate
risk level of the algorithm. As explained in the
regulatory chapter the EU evaluation is based on
categorizing the Al systems based on their levels
of risk. So did we too build our artefact to accom-
pany similar school of thought. The four quad-
rants represent the risk levels based on the algo-
rithm’s classification regarding the control and
openness of the respected environment where

its deemed to operate.

Batool et al., (2024)

EU Al Guidelines, (2023)
Musch et al., (2023)
Pavlidis, (2024)

EU Directorate-General for
Docu-

Communication,

ment 52021PC0206 (2024)

Conclusion:
The openness
of the environ-

ment

As we can see in the literature review the nature
of algorithms tend to change based on the num-
ber of interactions and on the complexity of its
answer. The first algorithms introduced, the clas-
sical ones, were fairly simple algorithms and
didn’t possess the capacity for providing complex
answers on multiple different interfaces. Mean-
ing that the classical algorithms are incapable of
for example intentionally deceiving the user via
artificial empathy or creating echo-chambers as
opposed to the advanced algorithms. As we also
examined the differences between technical and
human-centered aspects of algorithms it can be
concluded that the algorithms with human-cen-
tered features are placed in a more open envi-
ronment exposing them to increased interac-

tions and as was mentioned in the algorithm

Eken et al., (2024)
Nguyen et al., (2021)
Freeman et al, (2022)
Batarseh (2021)

Batool et al., (2024)
Marabelli et al., (2021)
Mantymaki et al., (2023)
Ezugwu et al., (2024)
Tindall et al., (2024)
Minh et al., (2022)
Meske et al., (2022)
Tsiakas

(2024)

& Murray-Rust

Kosinski et al., (2023)
Hughes et al., (2024)
Tahir et al., (2023)
Brams et al., (2024)
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evaluation chapter the most resource-intensive
efforts such as the red teaming was aimed at al-
gorithms which tend to have the possibility for
increased output complexity and are intended to
be used in an open environment. This is in line
with the regulatory efforts to govern the more
advanced algorithm applications such as Al. Also,
the number of Al governance frameworks men-
tioned provide and, indication of the complexi-
ties of governing advanced algorithms safely
Thus, we can conclude that the openness of the
algorithms operational environment exposes the
algorithm to increased number of interactions
and increased output complexity resulting in in-
creased probability of wunintended conse-
guences. The more open the algorithms opera-
tional environment is, the more chances there is

for some unforeseen consequence.

Bonnefon et al., (2016)
Pumplun et al., (2023)
Lammerman et al., (2024)

Petre et al., (2019)

Conclusion:
The control
over the envi-

ronment

The ability of the algorithm to control its own en-
vironment as for example in airplane autopilot
again leads to increased output complexity as in
this example to the airplane’s manoeuvres. The
classical algorithms possess an extreme control
over their environment. They operate in a tightly
controlled environment and can be easily turned
off if any trouble arises. As we can see on the al-
gorithm development and its lifecycle, the more
advanced and engineered the algorithm is the
more concepts one needs to create to describe it
(responsible, ethical, generative Al etc.). The
more engineered the algorithm is the harder it is
to control its actions. As explained in the algo-
rithm evaluation and interaction chapters the
more freedom the algorithm has the more it can

interact with other players. This freedom also led

Ezugwu et al., (2024)

De Silva and Alahakoon
(2021)

Marabelli et al., (2021)
Mantymaki et al., (2023)
Musch et al., (2023)
Phuong et al., (2024)
Minh et al., (2022)

Petre et al., (2019)
Meske et al., (2022)
Zarsky (2016)

Schwartz (2019)
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to the increased need for testing and fine tuning
for increasing safety and preventing any gaming
of the algorithm. Thus, we can conclude that as
the freedom of the algorithm increases there is
an equal increase in the probability for some un-

foreseen consequence.

Conclusion:
The four quad-

rants

As explained in the regulatory chapter the EU
evaluation is based on categorizing the Al sys-
tems based on their levels of risk. So did we too
build our artefact to accompany similar school of
thought. The quadrants represent the risk levels
based on the algorithm’s classification regarding
the control and openness of the respected envi-

ronment where its deemed to operate.

Musch et al., (2023)
Pavlidis (2024)

EU Directorate-General for
Communication, Docu-

ment 52021PC0206 (2024)

1. Openness of the Environment (x-axis): This represents the possible number of

interactions with other parties. The number of interactions increases the com-

plexity and variability in the environment. For example, an organisation’s intra-

net is firmly closed, whereas an Al in an autonomous car must operate in every-

day traffic, where unforeseen events are always possible. Thousands of variables

interact, such as weather, cyclists, drivers, pedestrians, etc., forcing the Al to re-

act efficiently to all these interactions.

Control over the Environment (y-axis): This represents the level of control de-

velopers or algorithms have over their actions in that environment.
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THE ALGORITHM POWER MATRIX

The greatest risk is with low
control open systems:
- Autonomous cars
- Stock market
- Social media
-  War machines

Low control closed systems:
such as airplane autopilot

The lowest risk is with
controlled and closed systems:
Internal systems such as
company intranet

High control open systems:
Social media

Control over the operational environment:
The greater the control the lower the impact

) ] ] Very open
How open the operational environment is:

The greater the opennes the greater risk for widespreading impact

Figure 11. Our research deliverable: The Algorithm Power Matrix.

To evaluate the framework, we arranged qualitative interview sessions with nine (9) ex-
perienced professionals to gather their opinions on the framework and our findings. This
round of interviews aimed to collect feedback that could be used to develop the frame-
work further and make it more convenient for everyday use. Another way to evaluate
the framework would be to perform a quantitative analysis of known incidents resulting
from algorithm systems and place these incidents within the quadrants. This would indi-
cate whether we successfully categorized the problems with our framework and
whether the thresholds in each quadrant accurately describe reality. Further evaluation
should also include user usability testing to determine if the framework is built conven-
iently for professionals and whether they would continue to use it in their work. However,
for this thesis, the evaluation will focus only on the first and second rounds of interviews
to receive final feedback from the professionals after iterating the framework based on

the first round of interviews.
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The framework aims to contribute to evaluating algorithm systems’ safety and design
principles. This is a novel approach since much previous research has focused on tech-
nical solutions instead of providing guidelines based on the operational environment
where the algorithm is deployed. This benefits both the private and public sectors and

creates new avenues for scientific research.

4.2 The First Round of Expert Interviews: Evaluating the Initial Matrix

The first round of interviews occurred between December 2022 and February 2023.
There was a total of nine (9) participants. The participants were from varying back-
grounds, with the most senior ones being Directors or Heads of units with around 15
years of experience working with advanced analytics. The lowest amount of experience

was four (4) years.

In the first round of interviews, it became clear that many participants were unaware of
the changes happening in the algorithm landscape, such as the planned Al legislation
from multiple countries. Most of them were aware of the unintended consequences
caused by algorithms and could relate to the difficulties in designing and maintaining
algorithms' performance during their lifecycle. None of the participants had any review
process to evaluate the possibility of unintended consequences; instead, they referred
to “continuous improvement,” many of the participants realized they were uncon-
sciously utilizing the principles presented in the matrix. The main idea is that the more
complex the environment, the more resources are required to design and develop suit-

able algorithms for that operational environment.

Participants criticized the framework's simplicity and “naivety” toward real-life applica-
tions. They mentioned that while the framework makes perfect academic sense, it fails

to capture many nuances of real-world scenarios.
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The titles of the axes received mixed feedback. Some participants found them clever,
while others felt they were too similar and should be modified. The transition areas
should be more clearly defined, especially if there are to be any legal requirements for
more complex algorithms. It should indicate where the definition and measurement for
increased safety measures should be. Additionally, there was a critique that even a sim-
ple algorithm can cause devastating effects for individuals in cases like social security
benefits decision-making, loan approvals, or judicial decisions where a person might face
indictment if the algorithm recommends it. Some participants also noted that the matrix
is complex to understand. The matrix emphasizes the environment in which algorithms
operate, which was not previously the case. Developers typically focus on the problem
they are trying to solve, but this matrix highlights the importance of considering the en-

vironment and its limitations.

The positive feedback was that such tools are necessary and represent a way to increase
trustworthiness. All interviewees agreed that the trend of increased algorithm involve-

ment will continue and should be carefully regulated.

The suggestions and critiques provided by the participants will be considered in the mod-

ified matrix.
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Table 9. Interview round one feedback.

Element Overall feedback from the | Overall feedback from the
first interview second interview
Understandability It wasn't easy to understand.

This could have been the failure
of communication from the pre-

senter.

Usefulness The matrix was seen as too un-
derdeveloped and unable to
grasp the infinite nuances of

real-world problems.

Trustworthy This was difficult to answer;
maybe it was the most common

answer.

Future requirements Definitely.

4.3 First Iteration on the Algorithm Power Matrix

Based on the interviews, we implemented several enhancements to the framework.
Firstly, we refined the categorization within the framework of four quadrants. Secondly,
an essential dimension in the matrix is the division of the four quadrants based on the
low and high requirements for safety measures. The lowest requirements are in the bot-
tom left corner (Q1), where the number of possible interactions is extremely low, and
the control over the algorithm is exceptionally high. This means there is a low possibility
for widespread impact since there is a high level of control over the environment in

which the algorithm operates. The highest requirement quadrant is the top right (Q4),



74

where the algorithm has room to maneuver and is more challenging to control due to its
scale of interactions. A small team of developers can hardly control the individual inter-
actions of social media algorithms with millions of users or manage every second of a
self-driving car and the thousands of decisions its algorithms make. The defining ele-

ments can be categorized as:

1. High number of interactions with a high number of other agents and play-
ers.
2. Speed of these interactions. No human control has time to intervene in

this quadrant.

The two other quadrants lie between these two extremes. The top left quadrant (Q3)
represents a semi-open environment with a medium number of interactions and a small
chance for human intervention. The bottom right quadrant (Q2) also has a high number
of interactions but with a medium chance of control for the developers.

The threshold for moving between quadrants is defined by the possibility of intervening
in the algorithm’s real-time decision-making. The further this possibility extends, the
higher the quadrant the algorithm belongs to. This should be examined more closely in

future research.

Key factors are the number of interactions (x-axis) and the level of control developers/al-
gorithms have over their actions in that environment. For example, an algorithm oper-
ating within an organization’s intranet analyzing site traffic works in a controlled envi-

ronment.

Finally, the framework's visual aspect was improved to make it easier to understand and

grasp the essential idea.
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The Algorithm Power Matrix

Medium risk High risk

Control over the
operational
environment

Low risk Medium risk

High
Closed Open

How open the operational environment is

Figure 12. Improved Algorithm Power Matrix framework.

4.4 Second Round of Expert Interviews: Evaluating the Iterated Algorithm

Power Matrix

For the second interview, our expert participants remained largely the same. One par-
ticipant from the first round couldn’t participate in the next round, making the total

number of participants eight (8).

The second interview provided evidence that communicating the framework's benefits
was challenging. However, a greater number of interviewees understood the frame-

work’s purpose and potential applications. There was a consensus that the framework



76

could serve as a guideline and as an additional framework for considering algorithms'

lifecycles.

Criticism was again directed at the framework’s simplicity, suggesting that it is too gen-
eral-purpose and may not offer significant value for algorithm development. Instead, it
appears more beneficial at the management level, providing managers with tools to cat-

egorize their algorithms.

An interesting observation was that individuals with a developer-oriented background
did not perceive the need for caution in managing algorithms as strongly as those with-
out a developer background. One interviewee highlighted that the matrix is particularly
useful when considering the actual impact of the algorithm on end users. For example,
an individual who is denied a job offer or a loan based on algorithmic decisions would
be directly affected. This difference in perspective can be attributed to the developers’
focus on problem-solving, where the primary goal is to optimize processes. This is an

interesting point and would require further evaluation.

Another interesting observation made by one participant was that the matrix might help
the developers better define the limits and intended target of their algorithm. This also
means that they can reduce the algorithm's complexity and make it easier to operate.
Simpler algorithms are usually better since you have a better understanding of their

functionality.
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Table 10. Interview round two feedback.

Element

Overall feedback from the

first interview

Overall feedback from the

second interview

Understandability

It wasn't easy to understand. This
could have been the failure of
communication from the pre-

senter.

The new visuals made it signifi-
cantly simpler and easier on the
eye. Understandability  im-
proved, especially for the non-

developer-oriented audience.

maybe it was the most common

answer.

Usefulness The matrix was seen as too un- | There was a broader understand-
derdeveloped and unable to | ing of use cases for this kind of
grasp the infinite nuances of | tool. Especially in managing the
real-world problems. algorithm portfolio in higher

management.
Trustworthy This wasn't easy to answer; | The answers varied again, and it

was concluded that the increase
in trustworthiness would need to
be adequately tested with a com-
plete development lifecycle in
multiple environments and types

of algorithms.

Future requirements

Definitely.

Again, the consensus was that
this kind of tool would be re-
quired in the future, but with sig-
nificant modifications to make it
more user-friendly and to define
its shortcomings, such as thresh-

olds for different categories.
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4.5 Final Version: Enhancements and Future Directions for the Algorithm

Power Matrix

Based on the feedback, we have constructed a final version of the framework.

The following items have been modified or expanded:

Thresholds. The participants clearly needed to understand when their algorithms would

enter a different quadrant.

The thresholds should be considered case-by-case, as the requirements differ signifi-
cantly. The main new contribution regarding the thresholds is that the horizontal thresh-
olds (the x-axis measuring control over the environment) should be tied to the compa-
ny's available resources. This means that if the company has ample resources to monitor
and, if necessary, intervene in the algorithm, it can be labeled as a low-risk algorithm. If
there is a mismatch between the algorithm’s operating environment requirements and

the available resources, it should be categorized as a medium or high-risk algorithm.

The Lowest risk quadrant (Q1) is the area where the company can easily manage the
algorithm with its current resources. The following quadrants, Q2 and Q3, are those
where the company does not have complete visibility or time to intervene in the algo-
rithm's decision-making process. These quadrants are more complex to manage and re-
quire an increased amount of dedicated resources. In these quadrants, mistakes happen
but are reversible in a timely manner. In the final quadrant (Q4), the company recognizes
that it lacks adequate resources to properly manage the algorithms. This means there is

an increased chance of significant incidents with irreversible outcomes.

The thresholds for moving vertically along the y-axis, which measures the openness of
the environment, proved too complex for this thesis's scope and will be left for further
studies. Instead, we will introduce a table of certain parameters that can inspire further
determining the most suitable way of measuring the openness of algorithmic environ-

ments. The green color indicates that the element is geared towards a more stable
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environment, which decreases the possibility of unwanted consequences. This places

the algorithm more towards the low-risk quadrants in the Algorithm Power matrix. The

opposite applies to elements marked with red color. The table is based on the work of

several authors.

Table 11. Elements to consider when measuring the openness of the algorithm environ-

ment.

Element

Explanation

Sources

State of the

environment

Are we talking about a static envi-
ronment such as a chess board or a
dynamic environment that is in con-

stant change

Su, Huang, Adams, Chang, Beling
(2022)

Kong, Zhou, Du, Zhou, Zhao (2023)

Y. Wang, H. He and C. Sun (2018)

Fu, Gao, Liu, Yang, and Zhu (2023)

Pace of change

If the environment is dynamic, then
how fast is the change occurring?
Are we talking about rapid and un-
known changes or mild and known

changes

Kong et al., (2023)
Wang et al., (2018)
Gao et al., (2023)

Kim & Yang (2022)

Observability

What portion of the environment
can be fully observed (e.g., the state
of the system is fully known each
time), and what portion remains hid-
den or partially observed, e.g., the

hidden iceberg vs. chessboard

Zhang and Zhao (2024)
Kong et al., (2023)
Gao et al., (2023)

Age and avail-

able data

Is there an abundant amount of his-
torical data, or is the environment
completely new without possessing
the relevant historical data and

benchmarks

Gao et al., (2023)
Kim & Yang (2022)

Predictability

Can we fully expect to understand
the outcome of the algorithm's sub-
sequent actions (e.g., Determinis-

tic), or is there a set of random

Jin, Scheinberg, Xie (2024)
Kong et al., (2023)
Kim & Yang (2022)
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behaviors creating stochastic condi-

tions

The number of

Do we operate in a rule-based envi-

Kong et al., (2023)

possible ronment with a finite ( ) Wang et al., (2018)
number of rules, or do we have infi- Kim & Yang (2022)
changes
nite (continuous) amount of possibil-
ities
Other players Do we have to interact with others Su et al., (2022)
(multi-agent), or are we the only Kong et al., (2023)
one operational in that environment Gao et al., (2023)
( ) Kim & Yang (2022)
Type of play- Should we all or are we Su et al., (2022)
ers in an environment that encourages Kong et al., (2023)

competing with each other’s

Gao et al., (2023)

Feedback loop

Do we change our behavior accord-
ing to the environment, and does the
environment change behavior based
on our actions? Is there adaptive be-
havior between the algorithm and
environment or non-adaptive? Note
that this kind of action can be both

good and bad

Su et al., (2022)
Kong et al., (2023)

This table offers a simplified list of elements required to assess the openness of an algo-
rithmic environment. As explained by Kong et al., (2023), complexity increases when
combining these elements, for example, in a Zero-Sum Semi-Markov Game (ZSSMG),
which would include a combination of at least six out of nine elements presented in the

table, thus significantly complicating the threshold calculations.

Another framework feature was constructed based on the interview comments about
using the matrix as a “portfolio management tool.” This means that a matrix can be used
as a baseline to visualize the algorithm portfolio, not just individual algorithms. This

would allow management to have increased transparency regarding the algorithms in
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operation. It can also be used to determine if the requirements of algorithms in the de-

velopment phase should be modified to lower their risk profile.

The final version of the deliverable, seen in Figure 13 visualizes an example of how an

algorithm portfolio would look.

The Algorithm Power Matrix

Operational
algorithm

Low

Algorithm under

development
Medium risk High risk P

Control over the
operational
environment

Autonomous taxi

Low risk Medium risk °

Dynamic pricing
agent

Al customer service
agent

Al marketing

High agent

>
Closed Open

000 0O

How open the operational environment is

Figure 13. The final version of Algorithm Power Matrix.

In Figure 13, the threshold visualization is incomplete due to the previously mentioned
complexities regarding measurement. The matrix visualizes the portfolio view of algo-
rithms; algorithms with a higher risk for unintended consequences are illustrated in red.
The algorithms with a lower risk for unintended consequences are illustrated in yellow.
This visualization creates a way to facilitate a strategic level discussion by offering easy
comparisons between different algorithms, having conversations on resource allocation
ethical concerns, and ensuring adequate explainability for highlighted algorithms. An ex-
ample would be to first classify algorithm y1, which is currently under development, as

a high-risk algorithm which would require an additional governance overview to go
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through risk evaluation for downgrading the risk category based on the parameters of-
fered in table 11. Table 11 should be utilized for evaluating the transfer of algorithms
from one category to another, such as if the algorithm x1 would receive an update that
would increase its autonomy and reach over the environment where it operates its risk
level should be re-evaluated on the governance level. Governance level re-evaluation of
the algorithms should be a regularly reoccurring activity to assess the risks related for
the organization algorithm portfolio, comparable for example a financial portfolio where
regular adjustments are performed to find optimal and tolerable risk levels. Additionally,
table 11 contributes to these discussions by offering elements to consider for ensuring
accurate classification of the algorithms and identifying gaps that require additional at-
tention. The algorithm portfolio still needs further evaluation and development, but it

provides an interesting avenue for further studies.

In the following chapters, we will provide further links to previous research.

4.5.1 Regulatory Implications to the Algorithm Power Matrix

To link our contribution towards the regulatory concerns, we propose that the tools we
created, the Algorithm Power matrix and the Portfolio tool, be used as a toolset to meas-
ure and classify algorithms according to the definitions provided by the regulatory forces.
Especially as the EU Al Act has proposed categorizing algorithms based on their risk pro-
file, our tools would offer an avenue for reaching a common agreement and understand-
ing of the tools and ways to classify algorithms effectively. This approach aligns well with
previous research by Finocchiaro (2024) and Mariani & Dwivedi (2024), which aims to
maintain the pace of Al innovation without overflowing Al development with bureau-
cracy. The Algorithm Power Matrix complements the EU Al Act regulations where algo-
rithm risk is defined as minimal, specific transparency, high, and unacceptable risk levels.
The Q4 in our framework should receive special attention for regulatory purposes to ex-
amine if the threshold overlaps the unacceptable risk level. This would also help future

studies define the appropriate risk profiles for our Power Matrix and Algorithm Portfolio.



83

We recognize the limitations and the required legal framework to support such opera-
tions. Additionally, further studies are needed to specify algorithms' legal requirements,

boundaries, and responsibilities.

4.5.2 Integrating Our Findings with Previous Research, Existing Models, and IS

Knowledge Framework

Based on the findings, we propose several areas where our research can contribute dur-
ing the algorithm lifecycle. We review previously presented models and enhance them
with our findings. Further research is required to determine the suitability of this prelim-
inary suggestion. We introduce our findings in four (4) previously introduced models for
managing algorithm design, development, and deployment represented in the following

table.

Table 12. Contributions towards previous research and available toolsets.

Related Prior Work Our Contribution

ADMS framework (Marabelli et al., 2021). Extending the lifecycle analysis to incorporate envi-

ronment-specific risk analysis.

. . . Adding the control factor for the environment as
Data Science Trajectory (Martinez-Plumed et g

al., 2021). well as the impact consideration explorative action.

ML development pipeline (Eken et al., 2024). Two additions are a portfolio tool for management
purposes and an unintended consequence risk anal-

ysis, which require new roles and responsibilities.

The hourglass model (Mantymaki et al., 2023). | Two additions: portfolio tool for environment-spe-

cific governance and risk analysis tool.

Conclusion Our findings fit well with previous research and of-
fer a complementary set of ways to enhance trust-

worthiness in several areas. We can also see that
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this kind of perspective was partially lacking in pre-

vious research and toolsets.

To highlight our framework's suitability for complementing existing research, we added
essential parts of our framework to Marabellis et al., (2021) ADMS framework for man-
aging strategic choices. Essential changes have been highlighted in green and include the

environmental factor on where and with what freedom the algorithm would operate.

Explanation: analysis of opennes and control results in risk
analysis and determining appropriate resources

'
Lifecycle of | : | Strategic Choices | ) Supporting H Operational ' Key Research Agenda
ADMS ! ! mechanism ! environment 1 ltems
1 Short term Efficienc) Yo 1 :
' ' 1
'
1 1 1
*  Transparentvs.  / ~  Open vs. closed H i
: Blackboxed : Team diversity : / p ll Dataset issues and the role of
~ Design I algorithms ' 1 ! team diversity
/ ! Slow vs. expedited ' B \ i Small datasets & shallow NN
,f,' : P p : : \‘ High amount of : Potential to run quick lab tests
\ ‘I\ ' H control vs. hard to ' Process enabling HITL with no
:ﬂl _ Passivevs. aclive ' ! / control H punichment attached for stepping in
' P
h Human in the loo| [ COVID related monitoring issues
[ Implementation : . approacl : " : / ' Ethical boardfwhistieblowers
| Obscure vs. open H (HITL) Vo i d ol
/ | implementation H H ‘ 1 Implementation of facial recogn
{ ih i 1| 1 systems
l f) : A ;
/) _ compl  risk- i i 1 Political use of ADMS
/, mi;:; iance vs. 1 : : \ RISk_anaIVSIS for : Preserving data-driven cultures while
. Usein practice L ' Contoxtual vs P Constant ! Al cpntrolllng widespread H questioning ADMS use
| standardized use of H monitoring H impact and resource ! NN training and environment
: ADMS : : requirements H Biased industry research
| Long tem Flesibiity 1| H : Methods to capture ongoing use
| ' '

Figure 14. Improved ADMS framework (Marabelli et al., 2021).

Additionally, we have introduced our additions for the Data Science projector workflow
from Martinez-Plumed et al., (2021). Again, essential additions are highlighted with
green colour. Our contributions again relate to including the environment where and
with what freedom the algorithm would operate, with additional factors on analyzing

and identifying the potential unintended consequences.
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Figure 15. Improved DS trajectory (Martinez-Plumed et al., 2021).

As per the pipeline for ML development and operations by Eken et al., (2024), our find-
ings contribute to two areas. Firstly, the algorithm portfolio management tool comple-
ments pipeline management by adding a unified layer to identify the total risk of each
algorithm in pipeline management. It is recommended that this tool be accompanied by
a new role description for algorithm portfolio managers to ensure a holistic view of all
algorithms within their portfolios. Secondly, the algorithm power matrix complements
the monitoring capabilities by identifying unintended consequences. The two comple-
mentary improvements should be tied to the central piece of this pipeline development,
the versioning. Each iteration should provide an additional view for the development
team to improve their design to lower the risk of unintended consequences and to im-

prove the trustworthiness of the algorithm in development.
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Figure 16. Enhanced ML development pipeline (Eken et al., 2024).

We believe that our findings also provide complementary features for the earlier intro-
duced hourglass model by Mantymaki et al., (2023). Our findings enhance the hourglass
model by installing the algorithm portfolio tool on the organisational layer. This would
increase the transparency and visibility of the organisation's existing and future algo-
rithms. As Mantymaki et al., (2023) explained, this organisational layer is to provide a
layer to ensure a strategic alignment within the organisation. The portfolio tool provides
one way to ensure that the whole organisation is aligned and that the algorithm devel-
opment can be viewed from a strategic perspective. The second contribution would be
adding the algorithm power matrix to the Al system level, next to the “risk and impact
management”. We argue that this would increase the probability of having a family of
increasingly trustworthy algorithms as performance and risk monitoring would be added

under the portfolio management tool to ensure high transparency.
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Figure 17. Enhanced hourglass model (Mantymaki et al., 2023).

Further studies are required to determine the specific working methods and best prac-
tices for utilising the tools provided in the examples. For example, it should be deter-
mined whether the portfolio should be allocated for all algorithms or grouped by sys-
tems based on their intended function, business unit, or some other way, and the ideal

risk tolerance level.

Next, we aim to formalise our contributions to the IS research field by utilising the pre-

viously presented IS research framework.
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Figure 18. Our contributions to IS research (Hevner et al., 2004).

We evaluate our contribution towards the IS research field by examining the utility and
truth of our artefact, as Sein et al., (2011) proposed. The truth comes from prior
knowledge, and we have done excessive research on previous literature on multiple do-
mains concerning this matter. We have found many pieces of the puzzle and provided a
more comprehensive picture by bringing prior knowledge contributions together. Thus,
we have provided an overview of the issue by combining previous research in a novel
way. The utility comes from being useful in a business environment, which we ensured
by iterating our artefact with experienced industry experts. Following the second inter-
view, we received overall positive feedback from our expert panel, and the utility was

confirmed on a slightly different use case than what we first had in mind.

Based on the IS research figure by Hevner et al., (2004), we evaluate our artefact contri-
butions towards the appropriate environment and knowledge base. In our contribution
to the knowledge base, we have added an increased understanding of algorithm conse-

guences by discovering numerous instances that need to be considered while
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developing trustworthy algorithms. Such as the thresholds for measuring algorithm in-
teractions in an open and closed environment; our summary of the considerations is
presented in Table 11. As our study included several other models and frameworks, we
have added to the knowledge base by evaluating these prior models based on our find-
ings and discovered areas to improve in the safety considerations. On the other side, we
have suggested improvements considering people, organisation and technology. People-
related improvements are adding new responsibilities or roles to the algorithm teams,
which would require more consideration of the unintended consequences and the algo-
rithm portfolio view. This consideration aligns with the ML pipeline presented by Eken
et al., (2024), where we enhanced the original model by introducing a role for algorithm
portfolio managers, as seen in Figure 16. As for the organisation, we have identified the
need for improved transparency regarding the combined algorithm portfolio impact and
consequences. Thus, as presented in the enhanced hourglass model by Mantymaki et al.,
(2023), we added an additional layer for organisations to increase precisely this ability.
The technology part consists of our Algorithm power matrix, which provides a comple-

mentary toolset for evaluating and managing algorithms.

Based on these additions we conclude that there has been a contribution to the IS re-
search on multiple areas which still require further research. Our contribution to the
field offers an additional view on algorithm development and management towards

trustworthy behavior.

4.5.3 Concluding Previous Chapters: Bringing it All Together

To provide the reader a cohesive reading experience we will utilize this chapter to con-
clude the learnings of previous chapters and build a case study on how the Algorithm
Power Matrix can be applied to a real-world scenario. We analyze two example algo-
rithms previously introduced in this thesis: the EMRAC space exploration algorithm pre-
sented by Montanaro et al., (2023) and a genetic healthcare algorithm introduced by

Ldammerman et al., (2024). These two algorithms will be examined through three core
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concepts: Al regulations, the Algorithm Power Matrix, and the threshold examinations

presented in Table 11.

We begin by referencing Table 11 to assess the openness of our chosen algorithms re-
spective operational environments. This analysis will later help us to determine their po-
sitioning in the Algorithm Power Matrix, which will, in turn, link the classification of our
chosen algorithms to appropriate regulatory requirements. This structured approach
demonstrates how our framework can support decision-making in multiple areas related

to algorithms and Al.

Table 13. Example case for measuring the openness of algorithms environment.

Element Algorithm Explanation

State of the EMRAC Semi-dynamic environment, operates in Mars

R vironene and in space exploration.

Healthcare Al Dynamic, status of the patients or health profes-

sionals can change rapidly.

Pace of EMRAC Environment changes include asteroids and so-

change lar flares which can be observed.

Healthcare Al Deterioration of patient health can be rapid and
unexpected. Amount of patients can change as

new patients enter and old leave.

Observability | EMRAC Space is extremely observable and preparing for

changes is good.

Healthcare Al Observing patient health relies on constant
monitoring which can still fail or cause un-fore-
casted events. Also, health data can be spread

out on multiple databases.

Age and EMRAC Space environment offers rich and full historical

available data set.

dat Healthcare Al Trends such as influence seasons are known but
ata
on personal level health data can be lacking and

un-known.
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Predictability | EMRAC Behavior is largely deterministic with minor ex-
ceptions.
Healthcare Al A combination on both deterministic and sto-

chastic properties exists such as the un-known

side-effects of certain medications or treat-

ments.
The number EMRAC Space is ruled by the laws of physics, making it
of possible discrete environment.
changes Healthcare Al Somewhat discrete but also continuous envi-
ronment since multiple changes are a possibil-
ity.
Other players | EMRAC Limited amount f other players exists, we can
classify it as single-agent environment.
Healthcare Al Both single and multi-agent environment are
possibility.
Type of play- | EMRAC Collaboration between agents is at least at the
ers moment the dominant trend.
Healthcare Al Both are a possibility.
Feedback EMRAC There is a feedback loop for example on the ro-
loop bot adapting to the space trajectory.

Healthcare Al Two-way feedback loop, both the algorithm and
doctor or patient can alter their behavior based
on the algorithms actions. Making it an adaptive

environment.

Based on this classification we can add the EMRAC and Healthcare Al to the Algorithm
Power Matrix. We conclude that the EMRAC is operating in closed and controlled envi-
ronment since its actions doesn’t affect other players in the environment and there is a
high level of human oversight for space exploring robots due to the organisation struc-
ture of space exploration mission control. This aligns well with our previous finding on
the thresholds and how the resources of the organisation affect the categorisation of the
algorithm. The healthcare Al on the other hand, is operating in an open and dynamic

environment with multiple other players such as patients, doctors, and administrations.
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The Algorithm Power Matrix

Low
EMRAC Space
exploration

Healthcare Al

Medium risk High risk

Control over the
operational °

environment

@

Low risk Medium risk

High

»
Closed Open

How open the operational environment is

Figure 19. The Algorithm Power Matrix with examples.

As we can see in the Algorithm Power Matrix, the EMRAC algorithm falls into the Quad-
rant 1, classifying it as low risk algorithm since it operates in a strictly controlled environ-
ment and has minimal chances for unintended consequences. On the other hand, the
Healthcare Al system falls into the Quadrant 4, categorizing it as high risk due to its po-
tential for direct unintended consequences on human health, ethical concerns, and reg-
ulatory violations. From this categorisation we can continue to determine the appropri-
ate regulatory measures for these algorithms. The EMRAC algorithm used in a spacecraft
is not in a position to cause a major unintended negative consequence so no heavy reg-
ulations should be applied to it. The Healthcare Al has the potential to cause unintended
negative consequences which can include data leaks or harm to human health. Conclud-

ing that this kind of algorithm should be under heavy regulations and strong oversight.

This example illustrates how the Algorithm Power Matrix provides a structured way for
evaluating both algorithms and Al systems in a different operational environments. The

matrix offers a way for mapping these algorithmic systems and helps equally both



93

policymakers and industry leaders to integrate appropriate regulatory and governance
measures towards algorithms without needlessly delaying innovation and adaption in

the field.
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5 Discussion

The objective of this study was to contribute to the subject of algorithm trustworthiness

by addressing our three research questions:

RQ1: In what ways can we identify the impacts of different algorithms?
RQ2: Can we measure the trustworthiness of algorithms across multiple environ-
ments?

RQ3: Which factors affect the scale of trustworthiness of different algorithms?

Our additional objectives for this thesis were:

1. To examine the broad elements in algorithm development that influence design
principles.

2. To evaluate the algorithms in diverse environments and contribute towards uni-
versal algorithm system design principles that are sector-agnostic.

3. To develop frameworks and tools that enable managers to oversee the develop-
ment, deployment, and operation of algorithms effectively, ensuring alignment
with organisational goals and standards.

These objectives were pursued using Design Science Research as suggested by Peffer et
al., (2007), which involves literature analysis and practical iterations with industry ex-
perts. Given that the research would result in IS artefacts, we also utilised the research
framework from Sein et al., (2011) to ensure both practical applications and theoretical
knowledge creation. Our findings indicate that there is a growing need for creating safe-
guards to ensure trustworthy algorithms. This conclusion is consistent with previous re-
search conducted by Mikalef et al., (2022), Freeman et al., (2022), Balesni et al., (2024),
and Meinke et al., (2024).

We began by conducting a comprehensive literature review to provide an extensive over-

view of algorithm development, introducing various models, frameworks, and a
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spectrum of algorithms. We established the connection between human-computer in-
teraction and examined how this interaction can be influenced from both the human
and algorithmic perspectives, concluding that both parties are capable of deceptive be-
havior. Additionally, we provided an overview of regulatory actions taken to ensure the
trustworthy development of algorithms and highlighted concerns regarding the over-
regulation of algorithm development, which could potentially hinder the pace of inno-

vation.

Based on the literature, an artefact was created, “The Algorithm Power Matrix”. This ar-
tefact was designed to understand the amount of influence the algorithm itself has in
any given environment, providing an answer to RQ1. The determination of influence ex-
ercised by the algorithm was based on two essential factors: the control of the algorithm
by the developer team and the interactions the algorithm has with others in the given
environment. The operating environment was chosen as a starting point since it was ev-
ident that the trustworthiness of the algorithm depends on its action and actions are
performed in certain environments which can be used for examining algorithm actions.
Any algorithm that developed unintended consequences couldn’t be trustworthy. There-
fore, an algorithm that consistently achieves intended outcomes in a given environment

is deemed trustworthy.

The environment causes significant challenges for the developers and for the algorithm
since the more complex the environment is, the harder it is for the developers to prepare
for unintended consequences. For this reason, the control was chosen as one compo-
nent of the artefact since the greater control allows the developers to mitigate and ad-
just the impact and behavior of the algorithm. The number of interactions was chosen
since the more interactions there are, the harder it is to control the algorithm, thereby
raising the possibility of unintended consequences. This was the conclusion based on

the literature study and answering RQ2 and RQ3.
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The second part of the artefact development was to expose our artefact to a group of
experts. This step proved to be vital since without the expert’s opinion the matrix
wouldn’t have been exposed and all the faults in it would have not been found if it was

based solely on the literature review.

The original goal was achieved by the creation of the artefact, and it is now clear that
the matrix can offer benefits in two ways. Firstly, it can be used as a visualisation tool to
place existing algorithms and present them in a meaningful way for the upper manage-
ment. This would offer them an understanding of the algorithm landscape in which they
are currently operating. This is an easy way to visualise the possible risk areas and the
algorithms behind them. This would also offer a way for the management to step in and
audit the algorithms with the highest risks or establish a governance board to monitor

their behavior.

Secondly, this is a way for the developing teams to increase their precision and narrow
down the areas where they intend to place their algorithms by combining the number
of interactions and control for measuring the risk levels associated with the algorithm.
Using the matrix for this would offer them a chance to reduce the associated risk for the
algorithm in the first place. Simplifying algorithms is generally considered a good devel-
opment practice. This matrix allows developers to conduct a reality check and adjust

their ambitions to match the desired risk category.

Additionally, we provided a comprehensive table (Table 11) of factors affecting the meas-
urement of the openness of the algorithmic environment. This contributes towards the

RQ2 and RQ3 and provides a promising direction for follow-up research.

At the end of our research, we combined our findings with the previous work from mul-
tiple authors whose work we had studied to thoroughly understand the algorithm land-
scape. Most notably, we managed to integrate our findings into four previous models

and frameworks which have been actively used through the years for data science and
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algorithm development. The first integration was with the ADMS framework from Mar-
abelli et al., (2021), where we added the consideration for environment-specific risk
analysis. Our second integration was with the Data Science Trajectory from Martinez-
Plumed et al., (2021), where we enhanced the original model by adding our findings on
the control of the environment. The third integration was towards the ML development
pipeline by Eken et al., (2024), which received enhancement from our findings about
algorithm portfolio management and monitoring for any unintended consequences. The
fourth integration was more towards the governance level in the hourglass model by
Mantymaki et al., (2023), where we integrated our findings regarding environmental
considerations and risk analysis. Additionally, our findings can provide an additional tool
for the regulatory authorities for measuring and monitoring the algorithm risk categories
effectively without causing unnecessary delays for Al innovation and development as
mentioned by Finocchiaro (2024) and Mariani & Dwivedi (2024). Finally, we added a
case study on how our findings are applicable for a real-world scenario by introducing
two algorithms and their positioning in our findings. Overall, our research provided mul-
tiple contributions and further research avenues. Most significantly we contributed to
the prior models on algorithm development by introducing the operational environment

thinking into these models.

5.1 Recommendations for researchers & practitioners

For practitioners, the usefulness of the guidelines presented here is questionable, at
least for the near future. There exists the need to turn the matrix threshold measure-
ment into reality, which was pointed out during the expert interviews but proved to be
too complex a topic for this thesis and requires separate and dedicated research activi-
ties. Meanwhile, we recommend and encourage the practitioners to take the ideas pro-
vided in this study and actively develop them in their own field of expertise. As we
pointed out, the tools we developed in this study offer a valuable way of visualising,

managing, and communicating the state of algorithm development inside an
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organisation. While the research on this topic keeps expanding, there are still no incen-
tives for private companies to start actively sharing information about how their algo-
rithms work. There is always the problem that algorithms are part of companies’ prop-
erty and Intellectual Property Rights (IPR), which doesn’t make it easy to give away trade
secrets to achieve greater trustworthiness through transparency and explainability. This
is why | believe there will be a need in the future for independent auditors and certifica-
tions for auditing algorithms, which are targeted especially in the consumer areas. This
can also create a business opportunity when the regulation provides increased incen-
tives for private companies to include auditing measures for algorithms, and there are
already early signs of new industries being created for this purpose, as noted by Meinke

et al., (2024).

For researchers, we recommend utilizing our findings as one complementary part for
defining future ways of measuring algorithm trustworthiness and creating safety precau-
tions. Another recommendation for researchers is to examine further the idea of defin-
ing clear way for measuring the thresholds on the matrix. Additionally, there is an excit-
ing possibility for utilising our matrix to perform case studies across various environ-
ments and industries. For researchers interested in policymaking we recommend on in-
vestigating the integration of our matrix and other frameworks and tools for defining
adaptive regulations for algorithms based on their risk profile. We also offered one ad-
ditional way to measure and visualize the abstract nature of algorithm classification. This
study culminated the previous work by bringing together the identified issues and one

possible solution in a simple format.

As conclusion there seems to be a need to develop tools to fully understand the full
impact algorithms can have in our lives. Also, there is a need for developing ever more
advanced algorithms. In my opinion, the regulation and risk evaluation frameworks

should not be an obstacle for the innovations that advanced algorithms can bring to us.
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5.2 Limitations and recommendations for future research

The limitation of this study is the small participant group, and that the algorithm power
matrix was never included in the full algorithm development cycle. It remains as a theo-
retical tool until used in a real-world example. Further limitations are the loosely defined
thresholds separating the four different quadrants and the tangible link to integrate reg-

ulatory guidelines is also not fully established.

Further studies should be conducted, especially on the implementation of categorizing
algorithms and measuring the thresholds of various algorithms. As mentioned already, a
clear and comprehensive case studies across industry and with various environments to
test the matrix is required. The impact algorithms have on our lives should also require
further studies. This is in line with previous research, for example, from Lammerman et

al., (2024).

For designing trustworthy algorithms, consider the various environments where these
algorithms operate, the interface between humans and Al vs. Black Box algorithms, and
how that is linked in the design phase. Also, regarding whom trustworthiness is reflected,
does trustworthiness differ from that of a consumer to that of a developer? Mikalef et

al., (2022) also previously explained this.

In conclusion, there are still multiple aspects to be clarified when dealing with trust be-
tween man and machine to discover our own Nash equilibrium. In my opinion, there will
be unintended consequences, but in the long run, we will become inseparable compan-

ions. | remain optimistic about the future.
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