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Chapter 1

Innovative and Sustainable
Logistics: Main Direction
of Development

Khuram Shahzad'?, Oskar Juszczyk?, andJosu Takala’
T School of Technology and Innovations, University of Vaasa, Finland
2 Innovation and Entrepreneurship InnoLab

1.1 Introduction

The current image of thessupply chains appears to be increasingly complex,
where multinational business entities compete to gain their share of the market
(Saberi et al., 2019). The globalization of supply chains which has resulted in a
“flat world” (Friedman;,2005) makes this network even more intricate because
of divergent regulations as well as various customer behavioral patterns. This
complexity ‘causes difficulties in information and risk management, where
fraudulent practices cause challenges in terms of trust. Therefore, there is a
negessity ofincreasing the excellence of information distribution and transpar-
ency (Ivanov et al., 2018).
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Such trackability of the whole production and logistics process is
becoming a requirement for the growing share of environmentally conscious
stakehold-ers and end customers. It can make a radical change in the
competitive advan-tage of a given company, especially in the sectors of
agriculture (Kamilaris et al., 2019; Kamble et al., 2020), medicine (Rotunno et
al., 2014; Radanovi¢ & Liki¢, 2018), energy (Andoni et al., 2019; Teufel et al,,
2019), or luxurious goods (Maurer, 2017).

It is challenging to achieve it in the modern supply chains, which are
formed in centralized management-information systems, such assenterprise
resource planning (ERP), that are imperfect in terms of reliability, Such cen-
tralized information systems rely heavily on trust given to a single authority
for processing and storing valuable and sensitive data, whieh makes them sus-
ceptible to malfunction, cyberattacks, or even corruption (Dong et al., 2017).

Over the past few years, there has been an increasing pressure from all sec-
tors of society on supply chains to follow the idea.of sustainability. Therefore,
sustainable supply chains should generate added value according to the triple-
bottom-line approach that proposes harmony.in consideration of economic,
societal, and environmental aspects (Elkington, 1998, 2004). Following that
concept, organizations perceive sustainability as a fundamental principle of
smart management (Savitz & Weber, 20006), and following the triple-bottom-
line strategy can not only benefit the natural environment and society but can
provide long-lasting economi€ prosperity and a competitive advantage for the
company (Carter & Rogers,2008). However, in order to successfully achieve
sustainable practices, thete is a need to confirm and verify the processes,
activities, and end-praoducts that follow the specific sustainability criteria and
proofs for such actions, Moreover, the triple bottom line comes with its sup-
porting facets of sustainability that can serve companies to improve the qual-
ity of their risk management, transparency, strategy, and culture (Gladwin et
al., 19955 Hatt, 1995).

Henee,wthere is a need for better information sharing within the supply
chains, which are currently not fully capable of supporting data required
for the timely provenance of goods and services in a safe manner that is



comprehensible and solid enough to ensure trust. Consequently, the future-
oriented supply chains should improve their transparency, reliability, resil-
ience, and operations integrity (Sivula et al.,, 2021). The solution that may
provide such features could be blockchain technology. The application of
such an innovative technology makes these improvement targets more logis-
tically, economically, and technologically feasible (Abeyratne & Monfared,
2016). Blockchain, by being a distributed “trustless” database, is a distup-
tive technology that enhances global-scale transactions as well as(opera=
tion decentralization amidst different supply chain actors and could make a
critical—perhaps even revolutionary—impact on supply-chain mmanagement
(Helo, 2020).

There have been already several applications of blockchain in different
industries that have improved the transparency, integrity, and.interoperability
of the performed transactions. From a sustainable supply-chain-management
point of view, the example of Provenance can.be mentioned, which is a
provider of blockchain technology in the seafood'sector. In this specific sup-
ply chain, the visibility and legitimacy of sustainable standards are decisive
(Steiner & Baker, 2015). The use cases.show the potential applications of
blockchain have been deliberated broadly in the professional, academic, and
popular literature in terms of the topies related to environmental, economic,
or societal performance dimensions.

Even though there is a growing number of use cases over the recent
years, blockchain technology, as‘it is highly disruptive in nature, faces many
challenges for its widespread implementation within global supply chain
systems. While being in) its infancy stage of development, blockchain is
restricted by multifarious barriers of, for example, behavioral, structural,
technological, or regulatory aspects. These numerous bottlenecks as well as
measures to overcome them will be discussed more thoroughly later in this
chapter.

Thewmain goal of this chapter is to estimate the potential of blockchain
teehnology applicability in the sustainable supply-chain-management theory
and practice. In order to do so, we will introduce the main features of block-
chain technology first. Then, we will discuss the possible benefits coming
from its implementation by supply chains and how it could revolutionize
the current outlook of supply-chain management, based on current litera-
ture. Further on, we provide a conceptual framework for blockchain-based
sustainable supply chains. We will focus specifically on sustainable supply
chains and how blockchains could positively impact sustainable practices.
This will be followed by the presentation of various barriers to the adoption



of blockchain in sustainable supply chains together with the proposition of
several actions to tackle these challenges. Lastly, we will conclude the Chapter
with its theoretical and practical implications as well as the direction toward
future development.

1.2 Literature Review

To provide the conceptual background for this chapter, the review. of-the
existing literature is presented to shed light on the concepts of Sustainability
in logistics and supply-chain management. Then, basic featuresiof blockchain
technology and its potential impact on the supply chainssandimore, specifi-
cally on the concept of sustainable supply-chain management, are discussed.

1.2.1 Sustainability in Logistics and Supply-Chains

The most commonly used definition of~sustainability is developed by
Brundtland Commission: “Development.that meets the needs of the present
without compromising the ability of future’generations to meet their needs.”
This broad concept includes recognizing the environmental impact of busi-
ness activities all over the world (Erlich & Erlich, 1991), providing global
food security (Lal et al., 2002), fulfilling basic human needs (Savitz & Weber,
2000), or enhancing the preservation of nonrenewable resources (Whiteman &
Cooper, 2000). Such a-macroeconomic perspective causes challenges in its
understanding and application by organizations, where their specific situa-
tion affects the determination of present and future needs. Moreover, it pro-
vides limited guidance for the firms on how to decide which technological
and organizational resources are necessary to meet those needs, and to effi-
ciently balance cooperation liabilities with stakeholders within and outside
of theeompany—including society and the natural environment (Hart, 1995;
Starik. & Rands, 1995). Furthermore, it is troublesome for the companies to
éstablish their distinctive roles in such a broad concept (Stead & Stead, 1996).
Therefore, a more microeconomic approach was introduced in the opera-
tions management and engineering literature by mainly considering the envi-
ronmental dimension of sustainability, with limited apprehension of societal
and economic aspects (Shrivastava, 1995; Starik & Rands, 1995). Still, this
viewpoint continues a long-term perspective of sustainability, as Shrivastava
(1995) depicts sustainability as providing the “potential for reducing long-
term risks associated with resource depletion, fluctuations in energy costs,



product liabilities, as well as pollution and waste management.” Interestingly,
the engineering literature proves more inclusive, and has directly consid-
ered all three dimensions of sustainability, claiming that organizational sus-
tainability is “a wise balance among economic development, environmental
stewardship, and social equity,” (Sikdar, 2003) which includes “equal weight-
ings for economic stability, ecological compatibility and social equilibrium?”
(Goncz, 2007).

In the context of supply-chain management from the logistics perspective;
authors have scrutinized particular societal and environmental issues, 'such
as environmental-logistics strategies, environmental purchasing, improvement
of fuel efficiency, limiting greenhouse gas (GHG) emissions_initransport, the
safety of various means of transportation, etc. More lately, €arter.and Jennings
(2002) have provided a conceptual framework for integrating environmen-
tal and social issues within a theory of Logistics Social/ Responsibility (LSR),
which relates to the issues discussed previously, such as natural environ-
ment, human rights, safety, etc., to the logistics management field. They fol-
low their research by including purchasing impact of LSR, which they call
Purchasing Social Responsibility (PSR). According to their definition, PSR is a
second-tier concept composed of fisst-tier' dimensions discussed earlier, which
are: Environment, safety, diversity, philanthropy, and human rights (Carter &
Jennings, 2004). Although there are numerous definitions of sustainable logis-
tics, the foundations have always focused mainly on environmental and/or
social aspects, leaving the'eéconemic dimension unconsidered.

Having that in mind, the triple-bottom-line concept emerged including
three components of environmental, societal, and economic value creation,
where each of themwis considered simultaneously from the microeconomic
perspective (Elkington, 1998, 2004). This seminal theory has shed new light
on the theofy of sustainability and is still present in the literature as a founda-
tion for futute eoncepts.

Next, we' are going to discuss the notion of supply-chain management,
which was described by Mentzer et al. (2002) as “the systemic, strategic coor-
dination of the traditional business functions and the tactics across these busi-
ness functions within a particular company and across businesses with the
supply chains, for the purposes of improving the long-term performance of
the individual companies and the supply chain as a whole,” whereas Lambert
(2006) perceives it as “the integration of key business processes from end-user
through original suppliers that provides products, services, and information
that add value for customers and other stakeholders.” Basing on these clas-
sifications and by including the elements of sustainability discussed above,



Carter and Rogers (2008) define sustainable supply-chain management (SSCM)
as “the strategic, transparent integration and achievement of an organization’s
social, environmental, and economic goals in the systemic coordination of key
inter-organizational business processes for improving the long-term economic
performance of the individual company and its supply chains.” This definition
also strictly relates to the triple-bottom-line concept and the previously men-
tioned supporting features of sustainability—risk management, transparency,
strategy, and culture.

1.2.2 Blockchain Technology

Blockchain (or distributed ledger technology—DLT) is «a technology that
ensures digital information distribution in a shared™ database that con-
tains a continuously expanding log of transactionstand their chronological
order. In other words, it is a ledger that may eontain digital transactions,
data records, and executables that are shared among blockchain participat-
ing agents (Nakamoto, 2008; Andoni, 2019)#Blockchain technology is distinct
from other previously known information systems by its four main features:
Non-localization (decentralization), security, auditability, and smart execution
(Teufel et al., 2019). It is a highly innovative technology that is the result of a
decade’s efforts from “an elite group of computer scientists, cryptographers,
and mathematicians” (Tucker; 2019).

The basic process withinblockchains is structured as follows. First, the agent
creates a new transaction te be included in the blockchain. This freshly created
transaction is shared with the network for verification and auditing. When the
transaction is approved.by the majority of nodes based on predetermined and
multilaterally established rules, this activity can be transferred to the chain as a
new block. A record of that transaction is stored in several distributed nodes to
ensure sécurity: In the meantime, the smart contract, as a crucial component of
blackehaingfacilitates trustworthy transactions to be conducted without third
parties’ involvement (Cong & He, 2019; Saberi et al., 2019).

To.show the substantial change in current information systems, a compari-
sonwith the Internet could help the readers to realize the potential impact
of blockchain technology on existing structures. Principally, the Internet (as
opposed to blockchain), was designed to transfer information (not value) as
well as to process and relocate copies of things (not original information).
Therefore, in blockchains, value is generated through transactions recorded in
a distributed ledger which is secured by arranging a verifiable, time-stamped
record of transactions, which results in secure and auditable information



(Arora & Arora, 2018). These digital transactions go through a verification
process that is agreed upon by the network consensus rules. When the new
record passes this whole process, it is verified and included in the blockchain,
and then multiple copies are generated in a distributed way to form a trust-
worthy chain.

One of the most essential features of blockchain is decentralization, which
significantly increases information validity. Adding, updating, or removing
information in the centralized information systems is not only inefficiént and
costly, but such systems are more vulnerable to hacking, corruption, or-etiti-
cal errors (Casino, 2019). Blockchain, by providing decentralizedvinformation
sharing systems, significantly improves trust of the performed, transactions,
as there is no longer a need to estimate the credibility«of the middlemen
(who are removed) or of any parts of transactions in that network, and this
information is easily accessible and verified. This results in another substan-
tial benefit coming from blockchain utilizationp.which is the transparency
of information whilst protecting the anonymity of participants, e.g., through
cryptographic systems (Wang et al., 2019). Moreover, this structure allows lim-
iting any human or behavioral misconduct such'as dishonesty or sluggishness,
ensuring the integrity of the system.

Determined by a specific technology application, blockchain construc-
tion can be contrasting when“forming public (permissionless) or private
(permissioned) information /systems and ledgers. Both public and private
blockchain networks are decentralized and distributed between their users
to track all peer-to-peer transactions without the intermediary customarily
trusted to authorize them (Yang et al., 2020). However, in private or closed
blockchains, the partners know each other and there is no anonymity, which
creates a need to introduce certifiers who are responsible for certifying
network patticipants and maintaining these private networks. In public or
open blockchains, cryptographic methods are applied to ensure trust among
manyanonymous users to allow them to access the network and perform
operations inside of it. To continue this comparison, let us discuss a few
key differentiating aspects. Private blockchains have higher transaction pro-
cessing rates with fewer authorized participants. Therefore, a shorter time
is needed to achieve the network consensus and more transactions can be
processed within a second. By contrast, public blockchains have a signifi-
cantly limited transaction processing rate. The consensus mechanisms such
as Bitcoin’s Proof-of-Work (PoW) in public blockchains require the entire
network to reach a consensus on the state of transactions. Moreover, public
blockchains’ information privacy is more prone to risk due to their inherent



nature. Alternatively, private blockchains have stronger data security founda-
tions where any modification can be made basically when all nodes agree
that the data can be transformed by the consensus mechanism (Yang et al.,
2020).

In the meantime, the innovative transactional applications that enhance
trust, transparency, and auditability are possible through blockchain applica-
tions, and these applications are ruled by smart contracts. Smart contracts
are software solutions for storing principles and regulations during thé nego-
tiation of terms and actions between participants. It serves to automatieally
verify if preestablished rules and conditions have been fulfilled, and then
executes transactions. Smart contracts could mitigate informatienal*asymme-
try and expand welfare and consumer surplus through enhanced access and
competition, yet distributing information during consensus generation might
encourage larger complicity (Cong & He, 2019).

Blockchain has gained popularity as a trading.platform for Bitcoin, which
is a digital cryptocurrency (Nakamoto, 2008). However, it has been spread
across different industries as a tool for improvement in computing and infor-
mation-flow aspects, also with numerous implications for innovative supply
chains and logistics (Abeyratne & Monfared, 2016; Maurer, 2017; Cole et al.,
2019, Pournader et al., 2020). Therefore, we will discuss the applications of
blockchain in supply chains and possible multidimensional benefits coming
from blockchain technology implementation.

1.3 Conceptual Framework

In this section, we will present a conceptual foundation for the chapter. Based
on the literature review, we provide insight into blockchain-based sustainable
supply chains. The whole process of building the framework is depicted in
Figure 1.1

Inorder to perform deductive reasoning, we will start with the applications
of blockchain technology in supply chains. Next, we will apply blockchain
technology into the context of sustainability, which will strongly support and
directly lead us to the central concept of sustainable supply-chain management
implementing blockchain. Because of its automation and decentralization, we
will discuss the idea of blockchain as a governance mechanism as well.

Lastly, as it is an emerging technology in its early stages of development
and practical application, we will examine the main barriers and challenges



Figure 1.1 A Conceptual Framework for Blockchain-Based Sustainable Supply Chains.

Source: Own elaboration.

to a widespread blockchain implementation in supply chains. This whole
process will help us to critically review the pros and cons of deploying block-
chain in sustainable supply chains as well'as limitations in the recent litera-
ture which will allow us to propose. future directions for research and further
development of that concept in theory,and practice.

1.3.1 Blockchain-Based Supply.Chains

Blockchain, as a highly«innovative technology, can provide new solutions for
the structure, operations, and management of supply chains. Its capability of
ensuring dependability, traceability, and validity of information, as well as
connection with smart contracts creating a trustless environment for transac-
tions could result in major alterations in the current image and understanding
of modern and future supply chains. This possibly revolutionary impact can
beiseen, inFigure 1.2.

Dissimilar to certain public blockchain applications like Bitcoin or Ethereum,
blockehain-based supply chains might require a closed, private, permissioned
blockchain with multiple participants. However, the possibility of open, public,
permissionless blockchains may still be possible and thus, the determination of
privacy level will be one of the key initial decisions (Saberi, 2019).

Primarily, new actors’ groups might appear to support blockchain integra-
tion into supply chains. According to Abeyratne and Monfared (2016), there
would be a need to include:



Figure 1.2 Supply Chain Transformation.
Source: Adapted from Saberi et al., 2019.

D registrars, who form unique identities to network participants,

2) standards organizations, which develop standards frameworks, policies,
and technological.criteria,

3) certifiers, who give certifications to supply chain network participants, and

4) actors, ‘containing producers, retailers, or end-customers, that need to be
certified by an authorized auditor or certifier to ensure the system’s trust.

Moreover, the influence of blockchain on supply-chain material and prod-
uct flows can be observed as well. Each product could have a digital block-
chain existence so that all interested participants would have direct access to
product details. For security measures, only authorized users of blockchain
would have that access through the digital key. The information about the
materials or products could be of a different nature, such as their ownership
and localization status, type, origin, or quality. Each product would have a
digital information tag that connects the physical compound with its virtual
identity in blockchain (Pournader et al., 2020).



Especially important in the context of ownership, access to the trading
platforms granted to certified actors may be an important rule, whereas
getting that access might require smart contract agreements and consen-
sus mechanisms. Before the ownership is changed (by a sale or transfer),
both sides would sign a digital contract or meet the standards of the
smart contract to validate the transaction. After performing this exchange,
its details are updating the blockchain register. Blockchain provides‘the
automatic update of transactional data once the transaction is performed,
which leads us to another important feature of blockchain—cost-+and
time-efficient automation of processes within supply chains (Abeyratne &
Monfared, 2016).

As already mentioned, blockchain can provide detailed information on key
product characteristics, such as the nature (what it is), the\quality (how good
it is), the quantity (how many units are available), thelocation (where it is) and
the ownership (who owns it at any time). In that.eontext, blockchain removes
the need for a trusted central organization in these processes and provides
the access to direct, verifiable, and constantlyzupdated information about the
product across its life cycle.

Blockchain, by providing reliability. and transparency, facilitates material
and information flow across the supply chain, with distributed and automated
governance exigencies. This may cause an essential alteration from an indus-
trial, product-oriented economy. to an information and customization-centered
economy. It is claimed that*preducts will be more dependent on knowledge
and information sharing rather than on components’ features (Pazaitis et al.,
2017). This can also result in increased customers’ trust, as they could verify
all the necessary information about the given product.

Smart contracts, being a set of pre-agreed rules, facilitates information flow
between thé participants of a blockchain-based supply chain. A smart con-
tract can manage actors’ certification, by providing precise and up-to-date
information<on access statutes, requirements, and limitations for a particular
participant. The current state of rules cannot be changed without consensus
mechanisms. Smart contracts can be useful in procurement as well, because
of 'their ability to legally update the automated record of the transactions
between trading partners. Therefore, smart contracts have a huge potential to
provide substantial business process improvements in supply chains (Saberi,
2019).

To conclude this section, blockchains could bring many benefits to the
supply-chain management, by impacting process and product management
as well as financial transactions between supply-chain participants. A main



possible utility of blockchain in supply chains is the removal of the middlemen
from the transaction processes, and providing new trading possibilities which
would boost the efficiency of trading processes between business partners
and allow cost reduction of the end product, which could result in substantial
savings (Fanning & Centers, 2016; Kamilaris, 2019). Lastly, the automation of
financial transactions through smart contracts would facilitate their security,
interoperability, and integrity as preestablished financial management me¢ha-
nisms would allocate the funds to specific projects and departments in/a well=
timed and cost-effective manner, through their ability to mix currencies-and
resources in the optimized way (Tapscott & Tapscott, 2017).

1.3.2 Blockchain and Sustainability

As part of increasing environmental awareness in ‘general'on a global scale,
organizations are heading towards sustainability'which, besides environmen-
tal goals such as pollution reduction, also involves care for economic and
social sectors as part of an overall strategy-to,improve organizational opera-
tions and their performance in the supply.chain. Thus, sustainable supply-
chain management offers several benefits'to all participants by adopting more
efficient production and transportation,means, and reducing delays and costs.
However, achieving sustainability has been limited due to inherent inefficien-
cies in traditionally oriented processing involving data and material flows such
as inaccurate data, material waste, and the inability to meet requirements
involving supply and demand in terms of quality, quantity, and timing, in par-
ticular for those of end-customers. This has resulted in the centralized nature
of supply chains, withua lack of transparency and traceability across organiza-
tions. Therefore, as a technological solution, blockchain can be leveraged to
deliver benéfits, for example, tracking the origin of raw materials, production
locations, product carriers, storage, and retailers which can be done using IoT
combinedisolutions (Juszczyk & Shahzad, 2022). It allows to hold employees
and ultimately businesses with their supply chains accountable by providing
visibility into its tamper-resistant ledger. Such solutions enable decentralized
systems, peer-to-peer trading of natural resources and permits, supply-chain
monitoring and origin tracking, new financing models such as democratizing
investment, and realization of nonfinancial value such as natural capital (Dorri
et al., 2017; Tian, 2017).

Blockchain enables efficient tracking and transparency of defective and
substandard goods (Saberi et al., 2019). It also helps to verify the prove-
nance of a product and related sustainability practices, that is, if there are



any fraudulent and unethical labor practices involved (Nyman, 2019). Such
possibility of efficient tracking also helps to track the sustainability of sup-
ply chains, for example by calculating the carbon footprints of the products
(Saberi et al., 2019). The verifiable and transparent management of resources
enables an increase in the environmental sustainability of the supply chain.
This could be maintained and even increased by using a tokenized ecosystem
where resources, materials, and shipments are linked to tokens that in turn
are verifiable and traceable. When a supply chain’s practices are ideal from
an environmental standpoint and verified through the blockchaing the ‘orga-
nization would be rewarded with tokens. This ecosystem could,draw more
organizations into the ecosystem which would turn their supply chains more
environmentally sustainable.

Blockchain can promote circular economy practices’which include reduc-
ing materials and waste, reusing products, and recycling. The traceability and
transparency features mean that operating costssdecrease, and so can waste
decrease. Blockchain can be used to incentivize new behaviors by verifying
social sustainability claims, tokenizing sustainable purchases, and creating
new systems for pricing and trading. Each step and transaction of the supply
chain can be traced and its sustainability’can be evaluated. While Kohler and
Pizzol (2020) stated that there is no strong evidence as such that blockchain
would increase sustainability, if we think about the main advantages of block-
chain, i.e., transparency, traceability, authenticity, and trust, it can support a
sustainable supply chainify various ways (Saberi et al., 2019). For example,
having better informatien:available about product freshness can help reduce
food waste. Another example is how blockchain can enable certifications,
including sustainability. certifications, to be easily issued and tracked in a
trustworthy way. In that sense, it can also help tackle human rights issues.
Nevertheless, the design of the blockchain solution has a great influence on
achieving specific sustainability objectives; it enables more efficient tracking
of ssocial ‘and environmental conditions of supply chains (Saberi et al., 2019;
Kohler & Pizzol, 2020).

Blockchain helps organizations in ensuring an environmentally green and
sustainable supply chain. It is often difficult to verify that products are pro-
duced in an environmentally friendly way. If there is proof available that the
products are manufactured with the use of renewable energy and sustainable
material sources, consumers are more willing to buy the products. For exam-
ple, in the furniture industry, Ikea has a table in their catalog claiming that it
is made from a sustainable woodcut in Indonesia. Tkea must have an efficient
tracking system to ensure that the product is indeed made from a specific



material. It is a difficult process but can be accomplished with the use of
blockchain technology and the origins of the product can be tracked through
the whole supply chain (Saberi et al., 2019). Another aspect that blockchain
can help to achieve is social sustainability. Saberi et al. (2019) stated that the
food and beverage industries are just a few examples that face a lot of pres-
sure from consumers related to sustainability nowadays. Blockchain can help
organizations to ensure that only suppliers that provide proof of sustainable
practices are allowed, which can be validated as product, ingredient infor-
mation, and certificates need to be recorded in the blockchain. Varriale et
al. (2021 stated that blockchain can also help in preventing théwviolation of
human rights. This is necessary, especially in luxury products, such as dia-
monds where corruption and illegal practices are common. The transparency
offered by blockchain can help in achieving better sustainability, and control
suppliers to avoid human rights violations, child labor, inhuman working con-
ditions, and corruption.

1.3.3 Blockchain as a Governance Mechanism

Unlike traditional organizational govemance where rules and conditions
are enforced through economic governance, i.e., contractual governance or
through sociological governance, i.e, relational governance (Shahzad et al.,
2018), blockchain functions as an_autonomous system of formal rules—a self-
automated governance mechanism, relying on a set of protocols and code-
based rules that are imevitably applied by the underlying blockchain-based
network (Lumineau et al.; 2021). Since blockchain does not directly depend
on the enforceabilityof external legal obligations, smart contracts are placed
in a blockchain-based network that facilitates the enforcement of rules by
their embedded codes and algorithms (Catalini & Boslego, 2019). Blockchain
also negates the concept of dependence, expectations of partner’s behavior,
and/oryjudgment based on their history, as it facilitates collaboration beyond
these.notions of expectations in behaviors and integrity is established without
any direct contact between parties but through the system’s immutability. In
this' vein, scholars such as Lumineau et al. (2021) comprehensively differenti-
ated blockchain governance with contractual and relational governance based
on defining features, regulatory principles, modes of enforcement, and form.
They argued that, in blockchain, the identity of collaborating parties is less
important and blockchain governance is distinct from both contractual and
relational governance which facilitates hindering opportunism and boosting
cooperation.



Thus, a holistic understanding of blockchain governance, its processes,
implementation, and practices in the industrial ecosystem is required for fur-
ther research in order to produce a clear understanding for both research
and practice. It necessitates exploring and mapping the usage of blockchain
technology by firms to automate transactions as well as revising and renewing
their business model in order to achieve a successful innovation-management
process. Blockchain can help in breaking silos among different actors in‘the
supply chain and has the potential to make it an integrated ecosystem’ that is
fully transparent to all the players involved.

1.3.4 Challenges and Barriers to Adopting
Blockchain in the Supply Chain

Kshetri (2021) mentioned that blockchain has several challenges on its way
before entering mass adoption. One major issu€ is.the lack of standards, regu-
lations, and laws. Global supply chains operate intan environment where dif-
ferent countries have different regulations and standards on how to operate,
and most of the processes are managed by human beings in an old-fashioned
way with lots of documents. Datain the blockchain needs to follow differ-
ent regulatory requirements, and it isynot yet clear what can be recorded in
the blockchain and how the data needs to be managed in a secure way that
is aligned with the requiremients. Kshetri (2021) further identified common
barriers to blockchain adeption.including lack of institutional capacities, low
degree of digitization, lack of technological expertise and absorptive capacity,
and rank effect and barriers faced by small companies. The lack of institu-
tional capacities relates,to a lack of consistent societal, political, and economic
operational context involving environments with diverse laws, regulations,
and institutions where supply chains operate across the globe. Also, in devel-
oping countties, for instance, person-dependent patron-client relationships,
whichare.often informal, reach from the state structures to local levels and
determine which path will be taken in practice with respect to official laws
andregulations. A low degree of digitization is another issue typical in devel-
oping countries as high-degree computerization is a core requirement for
blockchain and the digitalization of supply chains overall. This means a lack
of digital devices as well as Internet access, which together inhibit the intro-
duction of the solutions.

Furthermore, since blockchain is in its infancy and developing in several
industrial sectors, the available use cases are limited and industry-specific,
and it becomes difficult to generalize its value for everyone by only looking



at some pilot projects. In such a scenario, several concerns regarding its
scalability and operability in the context of the supply chain arise, as there
exist chain limitations with the ever-increasing number of transactions and a
huge amount of information in blocks. A lack of technological maturity also
hinders the blockchain to run efficiently as this has to do with the scalabil-
ity aspect of the technology (Hackius & Petersen, 2017). The concern of the
cost of developing, maintaining, and implementing blockchain in the supply
chain is another factor that triggers an uncertainty as it is not just a question
of developing in-house but acquiring or outsourcing from externalsources to
fit with the requirements of a firm’s supply chain. Queiroz and Wamba'(2019)
highlighted that replacing a mature system to implement blockchain'can pose
several infrastructural challenges along with the cost of suchichanges. The
ability to connect blockchains with the existing infrastructure of the compa-
nies, in order to function effectively, creates uncertainty as the technological
usability remains low. Thus, it becomes unclear'whether the technology will
develop in the future and if so, how it will happen (Hackius & Petersen,
2020). Similarly, for small companies, it might be challenging to implement
blockchain as it requires infrastructural changes and investments (Queiroz &
Wamba, 2019), which small companies usually lack.

As traditional supply-chain operations face several challenges such as dam-
age, erroneous data entry, order mismanagement, etc., the effective implemen-
tation and smooth functioning of blockchain in supply-chain systems requires
the integration of variousssupply-chain players. As blockchain requires every
transaction to be processed and validated through each node, weak infra-
structure and political and institutional arrangements in developing countries
restrict flawless implementation (Kshetri, 2021; Min, 2019). Although the trans-
parency, visibility, and immutability of blockchain are great advantages in
supply chains, data duplication in certain nodes or individual tampering might
hurt the swhole ‘chain (Queiroz & Wamba, 2019). Furthermore, the mass adop-
tion efiblockchain technology is considered to be a challenge at the moment
as-the technology itself is not ready yet. Since the size of supply networks
has grown massively, the capacity of blockchains to deal with a huge number
of transactions seems to prevent scaling up. As several alternative solutions
exist and excel in dealing with such large sets of data in the supply chain, the
suitability of blockchain with legacy systems can pose several challenges for
firms. For example, global supply chains are complex; one cannot just employ
blockchain in operations to solve a certain supply-chain problem as it requires
the whole supply-chain parties to integrate and comply with diverse laws,
regulations, and institutions (Hackius et al., 2020; Kshetri, 2021). This might



also slow down the development of blockchain in supply-chain operations
because of the large number of participants involved. Also, each participant
would want to have their own ways of working applied and many participants
will have to change their existing way of working.

Regulating disruptive technologies is one of the main barriers when orga-
nizations want to implement blockchain. For blockchain, there are onlya
few standards placed while requiring more standards to execute the system
efficiently and securely. Also, the legislation is changing at a rapid pace and
questions remain as to whether the solutions will comply with /the_future
laws (Hackius et al., 2020). In addition to that, the lack of suppost from
governments in the form of regulatory frameworks and policies promoting
standards restricts the adoption of the blockchain (Choi'et al., 2020). The
legality of smart contracts is still unclear because of thé nature of encrypted
code that courts may not be able to recognize. Even ryptocurrencies are
still being monitored and policies are in the process of being established.

Another barrier that is restricting the adoption,of blockchain into supply
chains is the lack of understanding of the technology that stakeholders have
(Jabbar et al., 2021). Currently, there is a low.level of understanding that exists
among both industry leaders and,consumers. Blockchain technology con-
tains complex elements that are sometimes difficult to understand, and several
people stamp it as illegitimate due to the recent frauds and scandals reported.
Furthermore, lagging to adopt technology is not an unknown phenomenon
and is often studied by scholars..Costs, complexity, and skills are existing bar-
riers to technology adeption. Walsh et al. (2021) studied the resistance to a
blockchain system by assessing managers’ resistance to the change. In short,
perceived benefits deerease resistance, however there are challenges in under-
standing the full benefits because of a lack of knowledge about blockchain
technology (Walsh et al., 2021).

Kshetri (2021) states that another issue is that there is a relatively low level
of (digitalization in the supply chain and the technical requirements to start
using. blockchain. To adopt blockchain, a high degree of computerization is
required from the participants and many of them are in developing countries.
In such countries, there are challenges related to digitalization, and simply
not enough resources to implement blockchain in their operations. In addi-
tion to this, the overall level of skills regarding blockchain is still rather low.
As of 2018, there were approximately 20 million software developers in the
world, but only 0.1% of them knew about blockchain codes. It requires a lot
to implement a high-quality blockchain ecosystem that includes a wide net-
work consisting of different countries and operations. Similarly, Chang et al.



(2020) state that one of the main barriers to the larger adoption of blockchain
in supply-chain management is that most organizations are too suspicious of
the technology. Blockchain is easily considered a synonym for cryptocurren-
cies, and organizations are suspicious about the safety of the system and the
actual benefits that can be gained when implementing it in real-life projects.
For now, not many users see the benefits clearly as there are too many threats
such as fear of unintentional data compromise because the regulations ‘and
standards are not implemented yet.

One notable challenge related to blockchain adoption is alsg”that+it is
unclear whether it is needed and how beneficial it is compared to,the current
centralized data-sharing and management models. It costs a lot torset up a
blockchain network as it needs to be integrated with the existing systems. In
addition to the costs, and complexity, it remains unclear whether it is scalable
enough to handle all the transactions and whether the performance and level
of costs are sufficient to replace the old systems:

1.3.5 Overcoming the Challenges

Overcoming these challenges boils. downto recognizing the limitations of
implementing blockchain solutions, particularly on a large scale. Blockchain
could be leveraged in improvingtoperational efficiency by optimizing existing
business processes to recognize its benefits, if any. As blockchain technology
is young and future research is.required to develop new traceability applica-
tions, small-scale experimentations can be performed to quantitatively stress
the need for blockchains in the supply chain (Sunny et al., 2020). Moreover, as
experiments are conducted and relevant experience is acquired, technological
enablers become more applicable and available. With better capabilities com-
bined with lower prices as well as the establishment of a more comprehensive
digital infrastructure across the globe, implementation of blockchain solutions
onya wider.scale can be achieved for the benefit of all. The issue of ensuring
appropriate inputs into blockchain remains among the main concerns, which
requires the establishment and application of comprehensive governance
based on the decentralization principles for input validation in blockchain to
minimize the incentives to act based on adverse motivations when participat-
ing in blockchain-based cooperation.

Moreover, there is still a lot of work to do with the features and operations
of smart contracts, and those developments are expensive and troublesome.
The programmed codes with bugs can cost a lot to organizations, so they must



be precise, but also simple and cost-efficient. Regarding key management,
in a smart contract every user has public and private keys, which are used
for authentications; it can be challenging to store the private keys. Further,
a smart contract platform to keep up with the growth of organizations must
be scalable. However, current platforms are not capable and scalable enough
and have different limitations, such as time intervals and block sizes required
to generate new blocks (Omar et al., 2020). Similarly, these platforms*are
not equipped to prepare and handle unseen future events, such as natural
disasters or any unexpected change of circumstances. This obstacle could be
handled by combining the smart contract with artificial intelligenee, big data,
or machine learning, however, the combined technologies are not mature
enough (Omar et al., 2020). People can resist when a new platform or tech-
nology is set to be implemented in an organizational sétting.»Similarly, Omar
et al. (2020) argued that people are used to the old technologies and ways to
work and are afraid of the risks, and do not wantto try new possibilities. Also,
the privacy of data plays a role, as each countryhas its own laws and legal
requirements which make it difficult for smart contracts to be implemented
effectively (Khan et al., 2021). Also, due to the fact that the supply chain
involves various entities in different stages; having multiple decision makers
complicates the management and.therefore leads to information inequality.
Lack of information sharing and‘traceability makes the process, collaboration
among parties, sense, and response events more difficult to chart.

In order to ensure product.safety and quality, there is a need for greater
transparency throughout the entire supply chain. As the customers have more
knowledge in different fields, they demand to know the provenance of the
product before they eommit to buying it. It is vital to build trust and strong
relationships with the customers and all of the partners throughout the supply-
chain process.

Data losstis one challenge that the implementation of smart contracts has,
due tonthe.fact that the systems are mainly heterogeneous and categorized
under, different administrative domains. One challenge is the governance-
related issues, where it is important to know how governments should regu-
late'such contracts and how such heterogeneous regulations will be emerged.
For example, it is important to know how certain transactions will be taxed
and how the privacy and anonymity of data will be addressed as it can be
challenged. When a large number of transactions takes place simultaneously
and a hacker gains unauthorized access to the blockchain, they can create
false contracts that might be left unnoticed and accepted, which can lead



to many types of losses, of which the financial losses are the most obvious
(Rouhani & Deters, 2019).

1.4 Conclusions and Future Development Directions

In this opening chapter, we have gone straight to the future to suggest an
innovative technology solution that may revolutionize the whole supply chain:
In response to the global changes in the environment, society and business
areas, it is imperative for all of the actors in the supply chain fe follow the
sustainable path of operations.

Therefore, in the literature review, we have introduced the c¢oncept of sus-
tainability and linked its development all the way to sustainable supply-chain
management. Next, we have shed some light on the (principles and basic
features of blockchain technology, as it is still‘an, emerging technology with
relatively low levels of common understanding byisociety.

This theoretical foundation has led us tepresent a conceptual framework
for blockchain application in sustainable supply chains. We have achieved
it by mixing the concepts of blockchain-based supply chains together with
blockchain utilization in sustainability:, The supporting element of our frame-
work was blockchain as a governance mechanism, which can drastically
change the current administration of supply chains. As blockchain is still
in its infancy stage of development, we have identified major barriers to its
widespread implementation within supply chains and proposed practical
measures to overcome these numerous challenges. Therefore, this conceptual
framework provides both theoretical and practical implications by analyzing
extant seminal literature in the field of sustainable supply-chain manage-
ment together with proposing future research directions. Practitioners from
the logistics; blockchain technology, digitalization, and supply-chain areas
can utilize.this framework as a guide toward the successful implementation
of blockchain in future-oriented sustainable supply chains.

As.it is claimed that blockchain could revolutionize the current approach
toward supply-chain management, future research should further investigate
the impact of blockchain and its long-lasting benefits (Pournader et al., 2020).
By providing disintermediation and supply-chain transparency, blockchain
can support a trust-free environment for conducting business, which could
dramatically change the interrelations between producers and end custom-
ers and cause the rethinking of the current trust-based theories in the supply
chain (Saberi et al., 2019). As it is claimed that blockchain-based systems may



require business model innovation, an interesting area of future research
is the influence of blockchain’s application on the current business models
(Nowinski & Kozma, 2017; Shahzad, 2020). Moreover, as shown in the chap-
ter, blockchain would provide new governance mechanisms, which will put
the existent supply-chain governance structures into question. Furthermore,
as the main feature of blockchain is to improve information sharing, a more
advanced information processing theory would help to better understand
technical nuances related to the blockchain-based supply chains.

Importantly, as we have discussed sustainability in supply chains, further
research is recommended to analyze the blockchain-enabled sustainable sup-
ply chains from the environmental, economic, and societal aspects and to
measure each performance accordingly (Kshetri, 2021).

Lastly, blockchains, through providing decentralization;, transparency, and
smart contracts, might bring a very open and dynamic approach to perfor-
mance systems which would allow more operational relationships while
decreasing the importance of strategic alliances. Te,will strongly stimulate the
supply-chain risk management as well, by bringing efficiency improvements
which would serve to reduce delays and. overall risk levels across the supply
chain (Fu & Zhu, 2019). Hence, such a ‘possible significant influence of block-
chain on current structures requires deeper investigation.
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