W) Check for updates

Wiley

International Journal of Intelligent Systems
Volume 2025, Article ID 7304193, 23 pages
https://doi.org/10.1155/int/7304193

WILEY

Research Article

Ensuring Supply Chain Transparency by Deploying
Blockchain-Enabled Technology: An Overview
With Demonstration

Ahm Shamsuzzoha ,"?> Khuram Shahzad »,! Essi Nousiainen (»,®> Mikko Ranta ®,’
Petri Helo (),' and Kannan Govindan ©*

ISchool of Technology and Innovations, University of Vaasa, Vaasa, Finland

2Faculty of Graduate School, Daffodil International University, Dhaka, Bangladesh

%School of Accounting and Finance, University of Vaasa, Vaasa, Finland

“Centre for Sustainable Operations and Resilient Supply Chains, Adelaide Business School, Institute for Sustainability,
Energy and Resources, University of Adelaide, Adelaide, Australia

Correspondence should be addressed to Ahm Shamsuzzoha; ahsh@uwasa.fi
Received 12 March 2025; Accepted 29 May 2025
Academic Editor: Chalee Vorakulpipat

Copyright © 2025 Ahm Shamsuzzoha et al. International Journal of Intelligent Systems published by John Wiley & Sons Ltd. This
is an open access article under the terms of the Creative Commons Attribution License, which permits use, distribution and
reproduction in any medium, provided the original work is properly cited.

It is nowadays quite challenging to manage and control the supply chain concerning transparency, traceability, and zero-trust
security. Digital technology such as blockchain has shown promising features to ease the global supply chain for tracking, tracing,
and authenticity. This study critically examines the potential of blockchain technology and smart contracts to manage global
supply chain sustainability. It also analyzes the inherent opportunities, benefits, and common barriers to deploying blockchain in
the supply chain. Moreover, an overview of blockchain technology and its application in the various industries’ supply chain
management is illustrated in this study. Furthermore, an application demo related to blockchain in the supply chain is provided
within the scope of this study with the view to demonstrating how various transactions in the supply chain are executed with
higher authenticity. The study is concluded with several future research propositions and directions that may provide insight into
overcoming current challenges and the adoption of blockchain for the supply chain.
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1. Introduction

Digitalization and digital technologies, as major trans-
formational forces in the current business landscape, have
revolutionized the operational and innovation management
processes while driving firms to reinvent their ways of
conducting business [1-3]. Theoretically, research on digital
disruption and innovation is inciting existing theories to
conceptually develop interdisciplinary frameworks by capi-
talizing on digital transformation and organizational change
processes. Such a rise in the economic and knowledge
landscape has strengthened a crucial need for novel theorizing

on digital innovation management which can draw on dis-
ruptive technologies [4]. In such an emerging digital econ-
omy, blockchain technology appears to radically innovate the
whole supply chain and business models by providing several
opportunities for new value creation [1, 4, 5].

Blockchain has increasingly gained ground in literature
on e.g., strategy, innovation, entrepreneurship, and digital
economy and significant attention from different industries
e.g., energy supply chain, tech-startups, financial in-
stitutions, public sector, and food and luxury items supply
chain. Seminal studies in the literature have presented a set
of definitions and concepts in different contexts, considering
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blockchain with different labels and purposes. For example,
Treiblmaier [6, p. 547] defined blockchain as “a digital,
decentralized and distributed ledger in which transactions are
logged and added in chronological order with the goal of
creating permanent and tamper-proof records”. As such,
blockchain eradicates the exploiting role of middlemen,
thereby minimizing transaction costs and time [4, 7, 8]. The
encrypted transaction characteristics of blockchain and
a distributed process of authorizing transactions and
building blocks make it immutable with security and verified
platforms on cryptographic algorithms network [8-10].

To address the issue of authorizing transactions in the
logistics industry, a blockchain-based solution named
‘TradeLens’ formerly known as Global Trade Digitization
(GTD) led by Maersk and IBM allows real-time information
to be shared and digital collaboration in a decentralized way
across the whole network [11]. Similarly, within the retail
logistics industry, GSI, a global business communication
standards organization that maintains logistics and
transportation-related centralized identity repositories,
started a collaboration with IBM and Microsoft to leverage
its standardized processes in their enterprise blockchain
applications for supply chain network users. The aim of such
collaboration was not just to increase data integrity and
zero-trust security [12, 13] between parties but also to reduce
data duplication and reconciliation [9].

Over the past years, blockchain has started to be used
across sectors as a general-purpose technology [14]. It has the
potential to not only disrupt policies and services but also to
constitute a new institutional technology of governance that
can improve current organizational processes [15]. Thus far,
the overwhelming majority of blockchain research has con-
cerned financial transactions, the digital economy, and cryp-
tocurrency. However, there is a growing potential in analyzing
the use of blockchain technology in healthcare [16], the energy
sector [17], and other public services such as land registries,
innovation ecosystems, real estate industry, pension, and
income-based benefits, and tax administration [18]. Further-
more, existing research and applications on the blockchain
have been focusing on its implementation in supply chain
management (e.g., [8], real estate development [18-20]),
fashion retailing (e.g., [21], hospitality [22]), pharmaceutical
supply chain (e.g., [23, 24] and agri-food industry [25]).

Blockchain technology has the potential to disrupt the
existing industrial supply chains. Blockchain in the supply
chain has gained a great level of attention across all industrial
sectors due to its verified and immutable transactions in
a distributed network which eliminates intermediaries [26].
Similarly, smart contracts, conceptualized by Szabo [27],
became pertinent in supply chains as they offer automated
shared rules of exchange and predefined functions among
different actors [28]. Therefore, several researchers (e.g.,
[29-32]) have delved into different applications of block-
chain in supply chains. There remain several challenges of
traceability and transparency in global supply chains as
several partners with different sizes from upstream to
downstream function in a different manner. Therefore, the
advent of blockchains has been considered a solution for
addressing such challenges.
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Based on the above circumstances, the objectives of this
study are to present the basic concept of blockchain tech-
nology and its application in various supply chain segments.
In addition, various benefits or opportunities of blockchain
technology in the supply chain are explained within the
scope of this study. Moreover, different bottlenecks or
barriers to deploying blockchain in supply networks are also
stated with necessary explanations. Furthermore, a demo is
presented to explain how the blockchain smart contracts are
worked to provide necessary authentication services in the
wider supply network.

The rest of the article is organized as follows: Section 2
explains relevant literature in the field of blockchain ap-
plication to various business sectors, while, Section 3 out-
lines the fundamentals of blockchain technology. Specific
application of supply chain in the blockchain is illustrated in
Section 4, where opportunities, potential benefits, and
challenges are discussed too. In Section 5, the application of
blockchain in the various industries’ supply chains is de-
scribed, whereas, Section 6 presents a blockchain-enabled
smart contract framework for the supply chain. A demo of
blockchain-enabled smart contracts in the supply chain is
highlighted in Section 7. The article is concluded in Section 8
with proposed future works in the field of interest.

2. Literature Review

Blockchain offers transparency throughout the supply
chains in different industries which enables quality through
the visibility and accessibility of logistics information,
thereby building a trustworthy environment in supply chain
relationships [8, 33]. Different industrial sectors have
employed and witnessed the transparency feature of
blockchains such as transparent customer orders and ser-
vices [34], minimizing the lengthy processes of verification
and automating accounting services in the banking sector
[35], expediting claims settlements, and improving fraud
management [36], transparent document exchange in the
maritime supply chain [26], renewable energy sector
[37-39], preventing food issues in the food supply chain
[40-44] enabling reporting in the financial sector [45], and
secure and transparent pharma and healthcare [46-48].
As blockchain runs beyond bitcoin, though having roots
in cryptocurrency [49], its distributed ledger aspect func-
tions on a pile of technologies containing the internet as an
infrastructure to contain transaction records on established
consensus rules [50, 51]. Blockchain technology offers
several solutions based on transparency, zero-trust security,
reliability, and immutability across industries which makes
it unchallengeable and trustworthy between parties
[8,9, 52-55] and facilitates collaboration [56-58]. It has been
offering infrastructures to collaborate effectively and orga-
nize transactions in several industries, e.g., from payment
handling in the financial and insurance industry to song
tracking in the music and locating bills of lading in the
transportation and logistics industry [59, 60]. Since block-
chain, regardless of expectations in partner’s behavior, en-
ables trust among them, several multinational corporations,
start-ups, and venture capitalists are drawing their attention
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toward it by investing a good amount of resources to develop
several applications powered by blockchain [60].

In the recent literature (e.g., [51, 61, 62]), two dimensions
(i.e., novelty and complexity) are identified that guide how
a foundational technology and its business use cases evolve
in an ecosystem. The novelty dimension of a technology
which represents the degree to which a certain technology is
new to the world determines the efforts required to ensure its
tendency of solving certain problems. While complexity
represents the level of ecosystem coordination wherein the
number and diversity of ecosystem participants working
together evolve to produce value for the customers. Thus, the
novelty of blockchain is providing the foundation for new
ecosystems to shape up for collaboration and delivery
throughout the value chain [63]. However, significant in-
stitutional changes will be required to achieve the scalability
and impact of blockchain because blockchain also brings
certain challenges for adoption.

The growing experimentation with blockchain tech-
nology in both the private and public sectors has revealed
several technical and organizational challenges [64, 65].
These include the lack of efficiency in sharing data from
mobile devices, scalability and interoperability issues, and
privacy and zero-trust security concerns, particularly in the
context of GDPR [66-68]. Exemplary use cases for block-
chain that are often described include uses for various supply
chains [69] and transfer of contracts, applications that limit
the need for a trusted third party (such as a bank). Financial
instruments such as payments, trading records, etc., can also
be developed through blockchain which helps to avoid
adversarial behavior and certain consequences, for example,
extra costs, forgeries, and false disputes [70]. In addition,
blockchain can also be used for public and legalistic activities
where citizens’ data is handled [71].

Furthermore, prior research also remains fragmented
toward the use and goals of blockchain, for instance,
creating a decentralized environment without control of
transactions of any third party is considered a main goal of
blockchain. While some studies highlighted that block-
chain functions as an enabler of cloud computing and
immutable databases [72-74], similarly, some consider it as
a global platform for executing smart contracts [75].
However, according to recent research, only 1% of CIOs
reported blockchain implementation, and only 8% of re-
spondents get involved in short-term planning and pilot
planning [76, 77]. Table 1 presents the most recent and
relevant studies on blockchain in different sectors
explaining their findings and contributions.

3. Fundamentals of Blockchain Technology

Blockchain became popular when Nakamoto [84] published
an article on distributed ledger technology (DLT),
‘Bitcoin—A peer-to-peer electronic cash system’ which
aimed to transform the transactions and businesses, thereby
attracting both public and private sectors’ attention.
Blockchain’s central point lies in key elements of de-
centralization, transparency, autonomy, immutability, and
anonymity. The transactional data is chronologically

combined in a block while having an encrypted boundary.
Each block joins a new block with each transaction, thereby
creating a chain which is called a blockchain. Once a new
block is added, an updated chain of blocks is then distributed
to all nodes on the chain. It helps in tracking each trans-
action as well as the original blockchain. In other words,
each block holds a cryptographic hash of the previous block,
transaction data, and a timestamp. Therefore, it becomes
difficult to modify or change data because once recorded, the
data in any specified block cannot be changed retroactively
without altering all following blocks.

As blockchain is at the heart of the Bitcoin protocol, it
carries a series of blocks containing data, including the hash
of the block which connects to the next block. A blockchain
is a chain of blocks that contains certain information about
transactions and data (Figure 1). Such repeated process of
blocks makes it difficult for ones who want to modify some
blocks in the middle as it requires the modifications in each
block. As if one block is modified, the next blocks would then
carry a different hash [85]. As blockchain eliminates the
central authority or a third party, its distributed ledger and
logs of records enhance transparency and minimize the
chances of manipulation. The timestamp and a hash func-
tion of blockchain cryptographically link different blocks
together wherein the transactional data is stored inside the
blocks.

For example, a buyer and a supplier who want to conduct
a transaction on the blockchain should be a part of
a blockchain peer-to-peer network and need to have a digital
wallet that functions like a bank account that contains
cryptocurrencies and is associated with the public addresses
and private keys. Public addresses can be published on the
blockchain peer-to-peer network or web-based platforms
where senders can use them to send cryptocurrencies. While,
the private keys are used by the owners of digital wallets to
verify the transactions, similar to what we do in our bank
apps. A block in a blockchain also has a hash function similar
to fingerprints which is difficult to temper while having
unique characteristics. Such hash identifies a block and all of
its data. So once the block is created, its hash is calculated.
This means any changes inside the block will also affect its
hash and it will change the hash as well. So actually, hash
helps you to detect changes in the blocks. However, there are
some security concerns yet. There is still a risk for blocks to
get tampered with. Therefore, a Proof-of-Work (PoW),
Proof-of-Stake (PoS), and Proof-of-Authority (PoA) have
been introduced (Table 2) that can significantly mitigate
risks of tampering blocks [85], as well as keep the in-
formation reliable, valid and secure in the ledger. Thus, with
the three significant properties for example, decentralized,
verified, and immutable (Figure 2), blockchain becomes
a trust and transparent technology offering several solutions
to supply chains and other industries [31].

PoW is an apparatus that resists creating new blocks
rapidly. If one tampers with a block in the blockchain, the
recalculation of PoW for all blocks becomes necessary. Such
kind of security strengthens the blockchain [86] where all
users on the blockchain compete to validate transactions.
However, major drawbacks of such a protocol include high
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FIGURE 1: The basic architecture of blockchain (adapted from [85]).

TABLE 2: PoW versus PoS versus PoA.

PoW PoS

PoA

All users can compete to verify
Bitcoin uses POW to ensure
High energy consumption and
processing time—51% attack

Users with a larger share of the system

You ‘stake’ several tokens
Small groups of nodes validate transactions

Low cost and low energy consumption

Relies on a limited number of validators
A modified form of POS

Fits well with consortium networks

Relies on a limited number of validators

Through peer-2-peer
network
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Through signatures

Through consensus
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F1GURE 2: Properties of the blockchain (adapted from [31]).

energy consumption and longer processing time. Not just
that, but if any single entity obtains more than 51% of the
computing power, they could theoretically diverge the
blockchain to be whatever they want it to be, which is known
as a 51% attack (e.g., [87]). PoS is fundamentally different.
Instead of computational power to verify and expand the
blockchain, it “stake” several tokens (not necessarily
a cryptocurrency) on the blockchain network. This is nor-
mally done by creating a “node” that facilitates participating
in the blockchain ecosystem. A node could be a personal
computer or a network of computers.

Regarding the transactions, in PoS, only a small number of
nodes who have a dedicated power or responsibility to
maintain a public ledger can verify transactions as it has to do
with the proportion of cryptocurrency tokens that are asso-
ciated with that node [87]. This also means that the users with
a big share of the system wealth have more power to provide
trustworthy information and can validate transactions [86, 88].
PoA, however, represents a consensus mechanism that de-
pends on a few numbers of trustworthy nodes, in other words,
block validators that are preapproved. PoA is considered as an
adapted version of PoS, wherein the identity of validators to
some extent is not more important than the role of stake which
is quite important. These validators verify selected transactions
based on certain rules defined among them. PoA fits well with
consortium blockchains where certain preselected authorities
have permission to regulate and control the data which is added
to the public registry [86, 87].

4. Blockchain Technology in Supply
Chain Management

4.1. Opportunities and Potential Benefits of Blockchain in
Supply Chain Management. Blockchain technology can
transform the supply chain with three important use cases
such as traceability, transparency, and tradeability. Supply
chain stakeholders are nowadays more demanding to know
the status of the products they buy. In this situation,
blockchain can help companies to understand their supply
chain and engage consumers with real, verifiable, and im-
mutable data [89, 90]. This verification process supports to
enhance product traceability that ultimately reduces coun-
terfeiting and manages to streamline product recalls. Often,
companies need to recall their products or raw materials to
prevent injury or illness. This recall of consumer products or
ingredients negatively affects companies through losing
sales, replacement costs, and lawsuits. Recall of products can
be more efficient if it is possible to locate the affected
products as quickly as possible. Blockchain technology can
be considered in this scenario to facilitate faster and more
efficient recall [89, 91].

In addition to product traceability and recall, coun-
terfeiting is also an important concern in global supply
chain management. It is estimated that online counter-
feiting was responsible for 323 Billion USD in the year
2017 globally [92]. Blockchain technology enables to
overcome such counterfeiting by verifying a product
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from source to consumer accurately and ethically. Not
only to products, but counterfeiting is also common
among the certifications and official identifications of
supply chain documents. This technology not only pro-
vides physical products but also supports tracking of any
digital product throughout its life cycle. It is then ensured
sustainable and ethical production and consumption of
any commodity.

Alongside product traceability, blockchain provides
traceability to supply chain management, which is consid-
ered one of the top use cases. In general, traceability is one of
the top use cases to improve the operational efficiency of the
supply chain through better mapping and visibility.
Blockchain, which is a DLT, can increase trade volume by
15% if the traditional tracking processes are replaced by this
technology [93]. It can track the advancement of goods,
goods’ past locations, and record travel history. Such goods/
assets tracking support goods authenticity from source to the
end consumers. This transparency through process tracking
gives goods manufacturers bird-eye views into their value
chain and protects counterfeiting.

Asset tracking offers a real-time update of an asset,
whether it is physical or digital. Smart contracts are usually
used to implement these asset tracking processes through the
Ethereum blockchain. There are many useful applications of
asset tracking. For instance, in the pharmaceutical industry,
blockchain can provide improved compliance and report for
medical devices, patients’ reliance on prescription drugs, and
other consumer goods. It supports efficient pharmaceutical
supply chain management by avoiding under or overstocked
medications [89].

The third use case of blockchain deployment in supply
networks is tradeability. This tradeability is considered
a unique blockchain offering for marketing. By deploying
blockchain, an asset can be split into shares, which are
tokenized to digitally represent ownership. These tokens
are mutually tradable without changing the hands of the
physical asset. These fractional shares are allowed to
represent value and can be traded similar to the stock
exchange market. In this trading process, blockchain
enables accurate license services using automated smart
contract payments. It provides dispute-less supply chain
transactions by the potential and unique tracking of the
ownership records for assets such as real estate, auto-
mobiles, digital assets, etc.

From Figure 3, it can be noticed that by using block-
chain, supply chain stakeholders can achieve several
benefits such as a distributed ledger system, real-time
visibility, accessibility, trust, and security. In the case of
a distributed ledger system, blockchain offers secured
transactions. It provides real-time visibility by offering real-
time transfer of documents from one node to another
within the network. In line with accessibility, blockchain
offers secured information access between the network
partners in the supply chain. It also provides trust and
security that promotes reliability, motivation, and confi-
dence among the stakeholders. Trust is ensured through
establishing credibility between the business partners,
while security is maintained through codified rules.
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FiIGUurRe 3: The supply chain benefits from using blockchain
technology.
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The implementation of blockchain in supply chain
management supports achieving improved forecasting and
reducing process bottlenecks. It provides supplier reliability
by providing in-built digital currency-backed transactions,
rapid financial transaction fees, and lower goods lead-time
and cost [94]. The application of blockchain presents the
facility for any company, whether public or private, to es-
tablish a secured and trusted network, where partners can
share valuable information and exchange knowledge. This
sharing system is codified securely within the network, and
no one can change its content [95].

4.2. Challenges of Deploying Blockchain in Supply Chain
Management. Despite the obvious benefits of blockchains in
supply chains and logistics, there is a large number of
barriers and challenges for organizations to deploy block-
chains in their supply chains. Several barriers to blockchain
technology have been reported in recent research (e.g., [31]).
Since blockchain is a decentralized technology and has no
governing body as such, there remains confusion about who
owns it. There is no facet to being in charge and being in
charge means developing and offering the technologies and
the application, making sure that the legislation is followed
by the application, and also by the users, and generally
leading the agency.

Kouhizadeh et al. [51] identified the four most common
barriers namely technological, organizational, internal, and
external environments. Technological barriers contain
challenges related to blockchain technology, such as security,
accessibility, and immaturity. A lack of technological ca-
pabilities exists in most companies. Organizational barriers
include management commitment, culture, and policies.
While, environmental barriers can be divided into internal
and external challenges; internal challenges consist of in-
formation disclosure, collaboration problems, and lack of
awareness whereas external challenges include government
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policies, legislation, and ethical practices [96]. However,
such barriers can be addressed by developing a corporate
culture and communication between supply chain
stakeholders.

The use of blockchain technology in supply chain
management is not an easy task. There are still many
challenges to this technology such as scalability and security
problems that need to be overcome. This technology needs
to overcome challenges or hurdles, which is very common in
implementing any kind of new technology. These challenges
can be identified from various supply chains management
perspectives, such as legal aspects, standards, methodologies,
integration, and financial issues. Figure 4 presents the major
challenges faced by blockchain in implementing it in the
global supply chain network.

Figure 4 shows that the challenges of using blockchain in
the supply chain are categorized mainly as legal status,
standards, methodology, integration, and financial aspects.
In the case of legal rules, the accompanying challenges are to
the imposed rules and regulations of a country, whether in
the form of regional restrictions and/or currency issues. Any
changes to the rules and regulations of a country or a region
will directly affect blockchain technology, which may need to
adapt and adjust its operations according to the changed
rules and regulations. For standards, the challenges can be
following the international and organizational standards.
The challenges related to the methodology are to managing
the vast amount of data and maintaining its privacy, en-
cryption, and security.

For the integration issues, blockchain faces several
challenges such as cross-industry collaboration, conflict
management, and change management [97]. There is also
the challenge of integrating blockchain technology with
existing technologies employed by the supply chain stake-
holders. Usually, it is quite hard to change an existing
technology to adopt new technology in supply chain sys-
tems, and it is expensive [98]. Challenges related to the fi-
nancial aspect concern the acceptability of cryptocurrency,
financial transactions, and currency replacement. Consid-
ering all such challenges, there is also a need to analyze the
risks and rewards of blockchain technology to be successful
in the global marketplace.

In addition to the above-mentioned challenges, there are
additional technical barriers, which need to consider before
deploying blockchain in supply chain management. Some of
the barriers are presented in Table 3.

5. Application of Blockchain in Various
Industries Supply Chain Management

There are many examples of applications or efforts which
have endeavored to streamline the leverage of blockchain to
improve the supply chain (e.g., IBM, Walmart, Maersk, and
Provenance). The aims of implementing blockchain in the
supply chain network are to solve the inherent complexity of
diverse global supply chain relationships using an in-
corruptible distributed digital ledger of transactions that can
be programmed to record anything of value. It offers
a verification option, where every participant within the

supply chain can view a history of a database of critical
record-keeping items in a digital cryptocurrency in which
these historical records cannot be deleted or modified even
after the events are closed. There are different industrials
segments, where blockchain can be easily deployed for
mutual benefits and some of the segments are stated as
follows:

(a) Pharmaceutical industry supply chain: For the
pharmaceutical industry, blockchain can support
managing complicated supply chains by providing
ways to track medical products, such as drugs, de-
vices, tools, etc. In the pharmaceutical industry,
ingredients of drugs might come from third-party
manufacturers or suppliers, which are then pro-
duced in the base factory as finished drugs that are
then labeled and branded. In this production chain,
drug producers are required to control all the as-
sociated processes in the supply chain to guarantee
proper handoft of intermediate goods and final
product labeling. Pharmaceutical supply chains need
to follow strict regulatory standards. Blockchain
technology could be one way out to manage the
pharma supply chain through immutable data
management by reducing driving costs, better
compliance through trust and transparency, and
enhancing customer experience through trust and
transparency.

(b) Wood industry supply chain: In the wood industry
supply chain, blockchain technology can be used for
the real-time traceability of wood products from the
tree to the final user. This traceability is ensured by
integrating the information related to the physical and
digital documents with Radio Frequency Identifica-
tion (RFID) architecture, which is an online in-
formation system [127]. This online information
system ensures safer traceability through the block-
chain to the entire forest wood supply chain from
standing trees to the final product passing through the
tree cutting and sawmills process. Blockchain tech-
nology is integrated with different kinds of Internet of
Things (IoT) open-source devices and tags (e.g.,
RFID, QR codes, and sensors) to aim the forest op-
erations to collect and store in centralized database
information (e.g., species, date, position, densito-
metric, and commercial information) [99].

The tracking process of the wood supply chain works
by the implementation of automated identification
systems that establish a link among the wood
products and a database of the wood products and
processes it undergoes [128]. Blockchain is a process
to keep records revealing the trail of input from
suppliers to customers, which is an increasing in-
terest in the forestry sector. Blockchain provides
a single and tamper-proof system for digital tracking
of timber in its supply chain. It is used to generate
a digital ledger of transactions for trade in forest
products that are impossible to manipulate. The
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F1GUre 4: Challenges to using blockchain in supply chain management.

basic complexity of the wood supply chain is to
understand, where the timber is sourced and to find
out whether the source is legal or not. Blockchain
transactions can be linked to the legal authorities to
supervise legal timber to authenticate its legal status.

(c) Food industry supply chain: In the food supply chain,

the blockchain can be used as the information
storage of food circulation such as the category,
quantity, quality, origin, etc. In the food supply
chain, relevant information such as where it was
transported to or where it came from, helps stake-
holders to improve the traceability management for
food safety. All the necessary transactions in the
supply chain are recorded and stored by one or
several blocks within the blockchain to maintain
transparent and open information, which can be
searched and viewed by the stakeholders.

(d) Fishing industry supply chain: The application of

blockchain in the fish supply chain has the potential
to improve people’s lives and protect the environ-
ment through smart, sustainable fisheries. This
revolutionary technology contributes to stamping
out illegal fishing and human rights abuses in the
fishing industry globally. This digital technology
strengthens supply chain management by tracking
fish from vessel to the supermarket. Global fishing
industries are suffering from illegal, unreported, and
unregulated fishing problems. In addition, they are
also suffering from slave and child labor.

Nowadays, consumers are increasingly interested in
traceable seafood that is not sourced from illegal
fisheries or those that engage in human rights abuses.
Itisa common demand from the wholesale and retail
seafood buyers that are asking for improvements in
transparency and traceability to reduce the risk of
their brands being associated with dubious and il-
legal activities. Blockchain technology in combina-
tion with RFID and QR codes can be used to capture
information throughout the supply chain. Usually,
the RFID tag is attached when a fish comes on board
the vessel, which is registered automatically at var-
ious devices positioned at the dock and processing
facility. Such tags or codes are potentially used to
track the fish up to its final consumer all the way
passing the retailers from source to end.

(e) Agriculture and food industry supply chain: In-

tegration of blockchain with various digital

technologies (i.e., QR codes, RFID, NFC, online
certification and digital signatures, sensors and ac-
tuators, mobile phones, etc.) would be able to track
the agriculture and food supply. The relevant
tracking information of each of the stakeholders in
the food chain, which are empowered by digital
technologies is recorded and stored on the block-
chain [114, 129]. The stakeholders of the food supply
network, which forms a consensus between the
stakeholders, validate the collected information from
each transaction. The information from each of the
blocks is validated and added to the transaction
chain, which becomes a permanent record of the
entire supply network.

Blockchain is considered a way out to transparent de-
livery of international aid, where each of the delivery pro-
cesses is recorded and ensures efficient service in the wake of
humanitarian emergencies [130]. The integration of block-
chain with the IoT ensures real-time monitoring of the
distribution logistics of spoilable food products. Such in-
tegrated technologies enable notification of problems in the
food chain in real-time which helps to take fast action
immediately. There is a rapid growth of blockchain in the
food supply chain. For instance, Cargill Inc. uses blockchain
to let shoppers trace their turkeys from source to the
consumers [131]. Carrefour, a European food chain is using
blockchain to verify standards and trace food origins in
various categories, covering meat, fish, fruits, vegetables, and
dairy products [132]. The downstream beer uses blockchain
first time in the beer sector to tracking of beer from its
ingredients to brewing methods [133].

6. Blockchain-Enabled Smart Contract
Framework for Supply Chain

The smart contract is considered an important segment of
blockchain application in various industrial segments. It
enables the deployment and execution of different con-
tractual agreements through programming logic [134]. The
various contractual agreement in supply chain stakeholders
may architecture through defining various data structures
and functions. The unique feature of smart contracts in
blockchain can improve operational performance through
synchronization and automation of supply chain operations
and accompanied processes [135].

The characteristics of smart contracts ensure the en-
forcement of legal contracts among the supply chain
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stakeholders. In this consequence, smart contracts promote
to automatic transfer of the various types of assets owner-
ship, property, and value, which ultimately contributes to
process design for logistics operations and services. More-
over, a smart contract enhances transparency and trust in
the supply chain among the participating parties. It manages
supply chain actors with less intermediation to its processes
through re-engineering and automatic operational pro-
cesses. Furthermore, a smart contract also enables a more
transparent and automatic supply chain ecosystem by of-
fering distributed records in a shared ledger instead of an
exclusive centralized authority, which accelerates the overall
operational efficiency of the supply chain process concerning
cost minimization, efficient time management, and to en-
hance the scalability of the system [134].

Figure 5 displays the framework of blockchain-enabled
smart contracts in the supply chain domain, where required
communication is orchestrated by blockchain technology.
From Figure 5 it is seen that each of the actors in the supply
chain such as supplier, manufacturer, distributor, and
customer send data from its transactions to the blockchain.
In addition, the actors that manage the supply items
communicate with each other with smart contracts. These
smart contracts have been used for many forms of trans-
actions such as buying and selling items, delivery and re-
ceiving items, etc. From Figure 5, it is seen that blockchain is
the central communication pathway among relevant supply
chain actors, which are interconnected through the smart
contract.

In addition to added benefits of deploying blockchain-
enabled smart contracts in the supply chain domain, there
are also accompanying challenges to its widespread adop-
tion. Some of the relevant challenges can be stated as reg-
ulations/legal issues, lack of standards and protocols, data
privacy issues, error intolerance, lack of maturity in tech-
nology, etc., [136]. An additional challenge of deploying
smart contracts in the supply chain is related to the huge
issue concerning high-energy consumption, which increases
the cost to support the supply chain use cases. For example,
a PoW consensus algorithm such as PoS needs to be very
energy-intensive that rises the supply chain cost significantly
[137]. In such circumstances, it is noticed that smart contract
is not suitable for all kinds of supply chains and their
suitability mostly depends on certain scenarios as well as
agreement type, scale, and scope within the supply chain
operational processes.

7. Demo of Blockchain-Enabled Smart
Contracts in Supply Chain

A typical supply chain starts with a supplier that transports
component to a manufacturing site, which eventually site
reach a customer via warehouse and transportation. Figure 6
illustrates the fundamentals of a typical supply chain process
along with the flow of information as required to efficiently
execute the process. In reality, supply chain management is
a complex network, where multiple partners are involved at
each production stage, raw materials are purchased from the
upstream suppliers, processed, and transported to the final
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products to the downstream customers. At each phase of the
supply chain, necessary tracking of information is confirmed
for smooth coordination among the phases. For instance,
necessary information related to supplied components such
as quality, price, specification, and quantity is needed to
confirm between the phases of component supplier and
transportation as displayed in Figure 6.

To track necessary information flow within various
phases of the supply chain, a blockchain-enabled smart
contract can be demonstrated. The purpose of this dem-
onstration is to explore the key structures needed for
maintaining a working blockchain-enabled supply chain
operations. The daily operations in the supply network, such
as transactions, components, quality, quality, etc., can be
described step-by-step within the use of blockchain-enabled
smart contracts. In addition, how each block within
a blockchain is created and added along with various au-
thentication functionalities such as PoW, timestamp, hash
function, etc., are also provided. This lightweight demon-
stration uses Python language, but a similar solution could
be implemented with any common programming language.
Figure 7 displays the domain model of a blockchain-based
class diagram using unified modeling language (UML)
notations that contain the implementations of basic contents
of the supply chain and logistics monitoring system.

Figure 8 provides the initial steps of the application. The
blockchain implementation starts by defining the Block class,
which defines the contents of each block and includes
a method for calculating the hash object. The Block class will
be used inside the Blockchain class for creating blocks. One
block includes the following parameters: index, transactions,
timestamp, previous hash, nonce, and current hash. An index
is a sequential number starting from zero for the genesis
block, transactions include any information that is stored in
the blockchain, and timestamp saves the creation time of the
block. Previous_hash stores the hash object of the previous
block. This step links all the blocks together, as every new
hash is now calculated with the previous hash as a block
content, and changing the previous hash would change the
whole chain after it. A nonce is short for “number used only
once”. It is the number that is changed to alter the block
contents. Changing any information in the block will also
change the hash object. By changing nonce, the aim is to find
a hash object calculated from the block contents that solve
the condition explained later. Figure 8 also provides the
details of the hash_function method in the Block class, which
is used to encode the block contents as a hash object. It takes
all the information in the block and encodes it into a series of
characters. Our example uses the sha256 function from the
hashlib Python library to create an SHA-256 object that is
transformed as a hexadecimal string.

Our implementation uses the Blockchain class, which
contains all the essential methods for initiating a blockchain
object and adding new immutable blocks. Figure 9 provides
the details of the initialization of the blockchain object,
which establishes a new blockchain object by creating an
empty chain list and by creating a genesis block. The class
cannot be used without generating a genesis block, as it will
automatically be generated every time the object is initiated.
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FIGURE 5: A framework of blockchain-enabled smart contracts in the supply chain.
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FiGURE 6: Fundamentals of a typical supply chain management system with necessary information flow.

The genesis_block method creates a block with index 0,
empty transactions, current timestamp, and “0” for the
previous hash, as the Block class is constructed so that
a value for the previous hash is obligatory. After creating the
Block object, the genesis_block method calls the hash_-
function method to compute a hash object for the genesis
block and then adds it to the chain list that represents the
blockchain.

Figure 10 provides the details of the method used to add
transactions to a blockchain. The add method takes
a transaction as an argument and returns the index number
of the created block. How to define a transaction and use the
method will be explained later. First, the method calls the
last_block method of the Blockchain class, which will return
the last block of the current chain. This is done to verify that

the new block continues the same chain. Then, the Block
class is used to create a new Block object with the transaction
and other necessary information (index, timestamp, and
previous hash). Next, the method calls the proof of work
function and gives it the new block as an argument. The
proof_of_work function will alter the block contents by
changing the value of the nonce argument, and calculating
hash objects as long as needed to find the correct hash. The
criteria for a correct hash can be, for example, a predefined
number of zeros at the beginning of a hash string. The key is
to define the criteria so that it will take a lot of computing
power to search for the correct hash, making it impossible to
alter the whole chain afterward. When the PoW is com-
pleted, the new block will be added to the chain, where once
more, it is checked that the hash object is correct and the
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Blockchain

-chain: list
-genesisBlock: list item

-lastBlock: list item

-genesisBlock()
-proofOfWork()
-addBlock()
-isValidProof()

-addTransaction()

Block

-index: int

-transactions: transaction Transaction

-timestamp: string -timestamp: string

-previousHash: string -details: dictionary

-nonce: int

-hashFunction()

FIGURE 7: Domain model of blockchain-based supply chain class diagram using UML notation.

class Block:
def init (self, index, transactions, timestamp, previous hash, nonce=0):
self.index = index
self.transactions = transactions
self.timestamp = timestamp
self.previous hash = previous hash
self.nonce = nonce
def hash function(self):
block string = json.dumps(self. dict , sort keys=True)

return sha256 (block string.encode()) .hexdigest ()

FIGURE 8: The code for creating a ‘class block’ for a blockchain.

class Blockchain:
def  init (self):
self.chain = []
self.genesis block()
def genesis block(self):
genesis block = Block (0, [], time.time(), "0")
genesis block.hash = genesis block.hash function()

self.chain.append(genesis block)

FIGURE 9: The code for creating a ‘genesis block’ for a blockchain.

previous hash object of the new block matches the chain. If The Blockchain class also includes methods for calling
everything matches correctly, the block is permanently  the last block, PoW, adding a new block, and checking PoW
added to the chain. validity. The purpose of these methods is evident, and the
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def add(self, transaction):

last block = self.last block

new_block = Block(index=last block.index + 1,

transactions=transaction,

timestamp=time.time (),

previous hash=last block.hash)

proof = self.proof of work(new block)

self.add block(new block, proof)

return new block.index

Ficure 10: The details of the add method in the blockchain class, which is used to add new immutable blocks to a blockchain.

Component _supplier

= {

'transactions': [

{
'timestamp': time.time(),
'quality': 'lst class',
'serial number': '0001',
'name': 'Component',
'quantity': 100,

I

{
'timestamp': time.time(),
'quality': 'lst class',
'serial number': '0002',
'name': 'Component',

'quantity': 100,

}

FIGURE 11: An example of a component supplier’s transactions within the blockchain.

transportation = {
'transactions':

{

[

'timestamp': time.time (),

'vehicle number': 1,
'shipment location': 'City 1',
'CO2 footprint': '307 g'

'timestamp':

time.time (),

'vehicle number': 2,

'shipment location':

"city 1,

'CO2 footprint': '155 g'

}

FIGURE 12: An example of the transaction details for shipping.

details of the code for these methods are omitted. To add
transactions to the blocks, we must first define the trans-
action contents. As discussed, the transaction contents are
provided as an argument to add method of the Blockchain
class (see Figure 10).

Figure 11 presents an exemplary transaction from the
component supplier. In our example, transactions are added
to the chain as Python dictionaries. The transaction includes
shipping units of two components, which are both quality-
checked by the supplier. The transaction includes
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manufacturing = {
'transactions':

{
'delivery time': time.time(),
'order number': 1,
'signature': 'Approved',
'order status': 'delivered'

} 4

{
'delivery time': time.time(),
'order number': 2,
'signature': 'Approved',
'order status': 'delivered'

}

FIGURE 13: An example of the transaction details for manufacturing.

warehousing = {

'transactions':

{

[

'timestamp': time.time(),
'product': 1,

'quality': 'lst class',
'quantity': 60,

'price':

100

'timestamp': time.time(),

'product': 2,
'quality': 'lst class',
'quantity': 40,

'price':

}

1000

FIGURE 14: An example of the transaction details for product warehousing.

a timestamp to verify the transaction time. Now that the
transaction is defined, it can be added to the blockchain by
calling the add method and adding the Component_supplier
dictionary to it as an argument. After the transaction is
added and a new block is created, the information is
permanent.

An exemplary transaction by the transporting company
is shown in Figure 12. The transportation company has
gotten the shipping items from the component supplier and
is now adding the transportation details to the chain. The
transaction includes two shipping vehicles. The trans-
portation company tracks and reports the carbon footprint
of each vehicle for easier calculation of the products’ en-
vironmental impact.

Figure 13 displays an exemplary transaction inputted by
the manufacturer. The transportation company has delivered
the components, and the manufacturer is now confirming the
shipping of the items. The transaction includes two orders.
The manufacturer confirms that the shipped items are intact
and delivered. As the signature and order status are updated
to the chain, the information is permanent. This prevents
future product quality disputes since quality control is

confirmed at each phase of the supply chain, and all parties
confirm that the items are intact and of the required quality.

An exemplary transaction for product warehousing is
displayed in Figure 14. The transaction includes units of two
products received from manufacturing to be stored until
they are sold to the customer. The warehouse confirms
another quality check and product quantity and price.

An exemplary transaction for product delivery is dis-
played in Figure 15. The transaction includes the delivery of
two product units. The customer has ordered the products,
and the order quantity and payment are confirmed before
the delivery can begin.

Figure 16 displays the python code for adding the
transactions and creating new blocks to the blockchain. As
explained before, a new blockchain is created by initiating
a blockchain object using the Blockchain class. Then, a new
block is added by calling the “add” method. The add method
takes the transaction dictionary as an argument and starts
the PoW process to create a new permanent block with
a unique hash function.

Figure 17 displays the first three blocks of an exemplary
blockchain for one supply chain. The “get_chain” method
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productbDelivery = {

'transactions': [
{
'timestamp': time.time(),
'Payment': 'Approved',

'product': 1,
'quantity': 3

'timestamp': time.time (),
'Payment': 'Approved',
'product': 2,

'quantity': 15

}

FIGURE 15: An example of the transaction details for product delivery to the customer.

blockchain = Blockchain ()
blockchain.add (componentSupplier)
blockchain.add (transportation)
blockchain.add (manufacturing)
blockchain.add (warehousing)
blockchain.add (productDelivery)

FIGURE 16: Python code for initiating the blockchain and adding the transactions.

blockchain.get chain()

Blockchain:

[0

[]

1648195819.548159
3196f65dfd6cee30ab7d4bede72bede96d9510d4e7£3792062ac2006clabe086]

[1

{'transactions': [{'timestamp': 1648195805.7770144, 'quality': 'lst class',
'serial number': '0001', 'name': 'Component', 'quantity': 100},

{'timestamp': 1648195805.7770141, 'quality': 'lst class', 'serial number': '0002',
'name': 'Component', 'quantity': 100}]1}

1648195865.633855
0002173c87e6b090d7d12cd20190117a30649bf3belda%a2ba7eacd9fc7£575e]

[2

{'transactions': [{'timestamp': 1648195805.7770144, 'vehicle number': 1,

'shipment location': 'City 1', 'CO2 footprint': '307 g'}, {'timestamp': 1648195805.7770141,
'vehicle number': 2, 'shipment location': 'City 1', 'CO2 footprint': '155 g'}]}

1648195865.777814
00020431db991e3592ce04bd96376161cd4afd4f4af2765ac2d7909580417554]

FIGURE 17: Observing the contents of the blockchain for an exemplary supply chain.

17

prints the full blockchain for easier observation. The blocks
now display the transactions added in the previous phases. In
addition, the blocks include a timestamp for the exact time
that the block was created and the hash function. In this

demonstration, the hash function was required to begin with
three consecutive zeros (PoW). Figure 18 provides a frame-
work depicting the blockchain implementation in supply
chain for traceability. From Figure 18, it is seen that each of
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FIGURE 18: A framework depicting the blockchain implementation in supply chain for traceability.

the supply chain stakeholders are connected by blocks to
maintain the integrity among them that contributes to ensure
transparency among the supply chain stakeholders.

8. Conclusions and Future Works

The supply chain and logistics/shipping industry require
immense data transparency and traceability since several
independent entities are involved and there is a clear lack of
transparency due to complex processes and different roles of
middlemen [9]. The engaging parties coordinate with each
other through several different channels such as emails,
phone calls, etc. and the data is stored in several separate
systems that might result in the ineffectiveness of tracking
shipment [138]. Therefore, a self-governing system pro-
viding several layers of trust, effectiveness, and transparency
is needed to deal with such a complex process of the global
supply chain and logistics ecosystem.

As blockchain keeps a distributed and decentralized
record of digital transactions, it offers a real-time and
secured system for information sharing, and developing
integration in several ways in different sectors [139]. The
core purpose of blockchain in the supply chain is to bring
transparency through efficient and timely transactions
[134], real-time information, reliability, and visibility.
Blockchain is enabling radical innovations by providing
unprecedented transparency opportunities and technol-
ogy solutions across all industries’ SCs; thus, various ef-
forts to tackle such enriched flow of data and to transform
into a new ecosystem of developed capabilities and de-
signing/redesigning business models—the digital business
ecosystem—are occurring [8].

This paper contributes to explaining the fundamental
concept of blockchain technology and highlighted various
opportunities that can be achieved from it, especially in
the supply chain domain. It provides a comprehensive
definition of blockchain technology in the context of

supply chain management by conducting a content
analysis-based literature review. It also identifies the
possible impacts of blockchain in the case of supply chain
transparency. In addition, it proposes a conceptual
framework to interpret the relationships between block-
chain and smart contracts for the supply chain man-
agement. Moreover, this study not only highlighted the
accompanying benefits of blockchain in the supply chain
but also identifies the different barriers or challenges to
the deployment of blockchain technology in various
supply chain domains. Furthermore, this study contrib-
utes by providing a demo of how blockchain technology
can be programmed and deployed to ensure the trans-
parency of the supply chain stakeholders.

In the future, this study can be extended to investigate
how blockchain technology can improve the supply chain
maturity level and sustainability. In addition, this study also
can be extended to validate the smart contract demo by
deploying the procedure steps in real-life case examples.
Moreover, future studies can be orchestrated to identify
additional challenges to deploying blockchain in the supply
chain, which would act as the motivation for future research
in this domain. Furthermore, the study can be focused on
maintaining a balance between privacy and security to
manage global supply networks.

Data Availability Statement

Data sharing is not applicable to this article as no datasets
were generated or analysed during the current study.

Conflicts of Interest

The authors declare no conflicts of interest.

Funding

No funding was received for this manuscript.

QSULIIT suowwo)) danear) ajqesrjdde ayy £q pauIdA0T a1k sa[o1LIR () (ASN JO SA[NI 10] AI1RIqIT AUIUQ AS[IAN UO (SUOIIPUOI-PUB-SULID) /WO K[ 1M ATRIqI[aUI[UO//:sdNY) SUonIpuo)) pue swd [, a1 39S [$707/80/90] uo Areiqi auluQ Lo[ip ‘eseeA JO Ansioatun) £q €6 1H0ELAUYSS 10 1/10p/wod K[im Areiqijauljuo//:sdny woiy papeojumo( ‘1 ‘Sz ‘sift



International Journal of Intelligent Systems

Acknowledgments

The authors would like to thank the University of Vaasa,
Finland, to pay the open access fee of this article under
FinELib scheme.

References

(1]

(2]

(3]

(4]

(9]

(10]

(11]

(12]

(13]

(14
(15]

(16]

V. Parida, D. Sjodin, and W. Reim, “Reviewing Literature on
Digitalization, Business Model Innovation, and Sustainable
Industry: Past Achievements and Future Promises,” Sus-
tainability 11 (2019): 391.

C. Gauthier, J. Bastianutti, and M. Haggeége, “Managerial
Capabilities to Address Digital Business Models: The Case of
Digital Health,” Strategic Change 27, no. 2 (2018): 173-180.
A. Bharadwaj, O. A. El Sawy, P. A. Pavlou, and
N. Venkatraman, “Digital Business Strategy: Toward a next
Generation of Insights,” MIS Quarterly (2013): 471-482.

K. Shahzad, “Blockchain and Organizational Characteristics:
Towards Business Model Innovation,” in Proceedings of the
International Conference on Applied Human Factors and
Ergonomics (Cham: Springer, 2020), 80-86.

M. H. Abidi, H. Alkhalefah, U. Umer, and
M. K. Mohammed, “Blockchain-Based Secure Information
Sharing for Supply Chain Management: Optimization
Assisted Data Sanitization Process,” International Journal of
Intelligent Systems 36, no. 1 (2021): 260-290.

H. Treiblmaier, “The Impact of the Blockchain on the Supply
Chain: A Theory-based Research Framework and a Call for
Action,” Supply Chain Management: International Journal
(2018).

A. Reyna, C. Martin, J. Chen, E. Soler, and M. Diaz, “On
Blockchain and its Integration With IoT. Challenges and
Opportunities,” Future Generation Computer Systems 88
(2018): 173-190.

R. Cole, M. Stevenson, and J. Aitken, “Blockchain Tech-
nology: Implications for Operations and Supply Chain
Management,” Supply Chain Management: International
Journal (2019).

P. Helo and Y. Hao, “Blockchains in Operations and Supply
Chains: A Model and Reference Implementation,” Com-
puters & Industrial Engineering 136 (2019): 242-251.

A. Dahiya, B. B. Gupta, W. Alhalabi, and K. Ulrichd, “A
Comprehensive Analysis of Blockchain and its Applications
in Intelligent Systems Based on IoT, Cloud and Social
Media,” International Journal of Intelligent Systems 37, no. 12
(2022): 11037-11077.

R. Aitken, “IBM Forges Global Joint Venture With Maersk
Applying Blockchain to ‘Digitize’Global Trade” (2018).

S. Li, M. Igbal, and N. Saxena, “Future Industry Internet of
Things With Zero-Trust Security,” Information Systems
Frontiers 26, no. 5 (2024): 1653-1666.

I. U. Din, K. H. Khan, A. Almogren, M. Zareei, and
J. A. P. Diaz, “Securing the Metaverse: A blockchain-Enabled
Zero-Trust Architecture for Virtual Environments,” IEEE
Access (2024).

M. Iansiti and K. R. Lakhani, “Do Not Copy or Post” (2017).
S. Davidson, P. De Filippi, and J. Potts, “Economics of
Blockchain” (2016).

C. Esposito, A. De Santis, G. Tortora, H. Chang, and
K. K. R. Choo, “Blockchain: A Panacea for Healthcare Cloud-
Based Data Security and Privacy?” IEEE Cloud Computing 5,
no. 1 (2018): 31-37.

(17]

(18]

(19]

(20]

(21]

(22]

(23]

(24]

(25]

(26]

(27]

(28]

(29]

(30]

(31]

(32]

19

M. Andoni, V. Robu, D. Flynn, et al., “Blockchain Tech-
nology in the Energy Sector: A Systematic Review of
Challenges and Opportunities,” Renewable and Sustainable
Energy Reviews 100 (2019): 143-174.

D. Allessie, M. Sobolewski, L. Vaccari, and F. Pignatelli,
Blockchain for Digital Government (Luxembourg: Publica-
tions Office of the European Union, 2019).

A. Sivula, A. Shamsuzzoha, and P. Helo, “Blockchain in
Logistics: Mapping the Opportunities in Construction In-
dustry,” in Proceedings of the International Conference on
Industrial  Engineering and Operations Management
(Washington, DC, September 27-29, 2018).

I. Karamitsos, M. Papadaki, and N. B. A. Barghuthi, “Design
of the Blockchain Smart Contract: A Use Case for Real
Estate,” Journal of Information Security 09, no. 03 (2018):
177-190.

G. Caldarelli, A. Zardini, and C. Rossignoli, “Blockchain
Adoption in the Fashion Sustainable Supply Chain: Prag-
matically Addressing Barriers,” Journal of Organizational
Change Management (2021).

M. Sharma, R. Sehrawat, T. Daim, and A. Shaygan, “Tech-
nology Assessment: Enabling Blockchain in Hospitality and
Tourism Sectors,” Technological Forecasting and Social
Change 169 (2021): 120810.

T. Bocek, B. B. Rodrigues, T. Strasser, and B. Stiller,
“Blockchains Everywhere-a Use-Case of Blockchains in the
Pharma Supply-Chain,” in 2017 IFIP/IEEE Symposium on
Integrated Network and Service Management (IM) (2017),
772-777.

F. Fournier and I. Skarbovsky, “Enriching Smart Contracts
With Temporal Aspects,” in Proceedings of the International
Conference on Blockchain (Cham: Springer, 2019), 126-141.
F. Tian, “An Agri-Food Supply Chain Traceability System for
China Based on RFID & Blockchain Technology,” in Pro-
ceedings of the IEEE 13th International Conference on Service
Systems and Service Management (ICSSSM) (2016), 1-6.

V. Chang, P. Baudier, H. Zhang, Q. Xu, J. Zhang, and
M. Arami, “How Blockchain can Impact Financial Serv-
ices-The Overview, Challenges and Recommendations from
Expert Interviewees,” Technological Forecasting and Social
Change 158 (2020): 120166.

N. Szabo, “Formalizing and Securing Relationships on Public
Networks,” First Monday 2, no. 9 (1997): https://doi.org/
10.5210/fm.v2i9.548.

Y. Wang, J. H. Han, and P. Beynon-Davies, “Understanding
Blockchain Technology for Future Supply Chains: A Sys-
tematic Literature Review and Research Agenda,” Supply
Chain Management: International Journal (2019).

S. Saberi, M. Kouhizadeh, J. Sarkis, and L. Shen, “Blockchain
Technology and its Relationships to Sustainable Supply
Chain Management,” International Journal of Production
Research 57 (2019): 2117-2135.

N. Kshetri, “Blockchain’s Roles in Meeting Key Supply Chain
Management Objectives,” International Journal of In-
formation Management 39 (2018): 80-89.

N. Hackius and M. Petersen, “Blockchain in Logistics and
Supply Chain: Trick or Treat? In Digitalization in Supply
Chain Management and Logistics: Smart and Digital Solu-
tions for an Industry 4.0 Environment,” Proceedings of the
Hamburg International Conference of Logistics (HICL) 23
(2017): 3-18.

D. Dujak and D. Sajter, “Blockchain Applications in Supply
Chain,” in SMART Supply Network (Cham: Springer, 2019),
21-46.

QSULIIT suowwo)) danear) ajqesrjdde ayy £q pauIdA0T a1k sa[o1LIR () (ASN JO SA[NI 10] AI1RIqIT AUIUQ AS[IAN UO (SUOIIPUOI-PUB-SULID) /WO K[ 1M ATRIqI[aUI[UO//:sdNY) SUonIpuo)) pue swd [, a1 39S [$707/80/90] uo Areiqi auluQ Lo[ip ‘eseeA JO Ansioatun) £q €6 1H0ELAUYSS 10 1/10p/wod K[im Areiqijauljuo//:sdny woiy papeojumo( ‘1 ‘Sz ‘sift


http://doi.org/10.5210/fm.v2i9.548
http://doi.org/10.5210/fm.v2i9.548

20

(33]

,—
o
Ao

[41]

(42]

(43]

(44]

(45]

(46]

(47]

(48]

(49]

K. Shahzad, P. Helo, M. Ranta, and E. Nousiainen,
“Blockchain Technology for Operational Excellence and
Supply Chain Resilience: A Framework Based on Use Cases
and an Architecture Demonstration,” Technology Analysis &
Strategic Management (2024): 1-18.

V. Martinez, M. Zhao, C. Blujdea, X. Han, A. Neely, and
P. Albores, “Blockchain-Driven Customer Order Manage-
ment,” International Journal of Operations ¢ Production
Management (2019).

P. Garg, B. Gupta, A. K. Chauhan, U. Sivarajah, S. Gupta, and
S. Modgil, “Measuring the Perceived Benefits of Imple-
menting Blockchain Technology in the Banking Sector,”
Technological Forecasting and Social Change 163 (2021):
120407.

S. Grima, J. Spiteri, and I. Romanova, “A STEEP Framework
Analysis of the Key Factors Impacting the Use of Blockchain
Technology in the Insurance Industry,” The Geneva Papers
on Risk and Insurance-Issues and Practice 45, no. 3 (2020):
398-425.

I. Haryani, I. A. Aditya, A. H. Nuraini, et al., “Blockchain-
Based Renewable Energy Certificate System in Indonesia,”
Heliyon (2025).

O. Juszczyk and K. Shahzad, “Blockchain Technology for
Renewable Energy: Principles, Applications and Prospects,”
Energies 15, no. 13 (2022): 4603.

A. Rejeb, K. Rejeb, 1. Zrelli, E. Siile, and M. Iranmanesh,
“Blockchain Technology in the Renewable Energy Sector: A
Co-Word Analysis of Academic Discourse,” Heliyon 10,
no. 8 (2024).

D. Bumblauskas, A. Mann, B. Dugan, and J. Rittmer, “A
Blockchain Use Case in Food Distribution: Do you Know
Where Your Food has Been?” International Journal of In-
formation Management 52 (2020): 102008.

F. Casino, E. Politou, E. Alepis, and C. Patsakis, “Immuta-
bility and Decentralized Storage: An Analysis of Emerging
Threats,” IEEE Access 8 (2019): 4737-4744.

M. R. A. Rashid, M. Hasan, M. A. Islam, et al., “Transforming
Agri-Food Value Chains in Bangladesh: A Practical Appli-
cation of Blockchain for Traceability and Fair Pricing,”
Heliyon 10, no. 21 (2024).

A. Tang, E. T. Tchao, A. S. Agbemenu, E. Keelson,
G. S. Klogo, and J. J. Kponyo, “Assessing Blockchain and IoT
Technologies for Agricultural Food Supply Chains in Africa:
A Feasibility Analysis,” Heliyon (2024).

M. H. Sayma, M. R. Hasan, M. Khatun, A. Rajee, and
A. Begum, “Detecting the Provenance of Price Hike in Agri-
Food Supply Chain Using Private Ethereum Blockchain
Network,” Heliyon 10, no. 11 (2024).

S. Pearson, D. May, G. Leontidis, et al., “Are Distributed
Ledger Technologies the Panacea for Food Traceability?”
Global Food Security 20 (2019): 145-149.

C. Hopp, D. Antons, J. Kaminski, and T. Oliver Salge,
“Disruptive Innovation: Conceptual Foundations, Empirical
Evidence, and Research Opportunities in the Digital Age,”
Journal of Product Innovation Management 35, no. 3 (2018):
446-457.

S. Wang, G. Du, S. Dai, M. Miao, and M. Zhang, “Efficient
Information Exchange Approach for Medical IoT Based on
Al and DAG-Enabled Blockchain,” Heliyon 11, no. 2 (2025).
A. Padma and M. Ramaiah, “Blockchain Based Solution for
Secure Information Sharing in Pharma Supply Chain
Management,” Heliyon 10, no. 22 (2024).

S. Underwood, “Blockchain Beyond Bitcoin,” Communica-
tions of the ACM 59, no. 11 (2016): 15-17.

(50]

(51]

(52]

(53]

(54]

(55]

(56]

(57]

(58]

(59]

(60]

(61]

(62]

(63]

(64]

(65]

(66]

International Journal of Intelligent Systems

T. D. Smith, “The Blockchain Litmus Test,” in 2017 IEEE
International Conference on Big Data (Big Data) (IEEE,
December 2017), 2299-2308.

M. Kouhizadeh, S. Saberi, and J. Sarkis, “Blockchain Tech-
nology and the Sustainable Supply Chain: Theoretically
Exploring Adoption Barriers,” International Journal of
Production Economics 231 (2021): 107831.

V. J. Morkunas, J. Paschen, and E. Boon, “How Blockchain
Technologies Impact Your Business Model,” Business Ho-
rizons 62, no. 3 (2019): 295-306.

C. Catalini and J. Boslego, in Blockchain Technology and
Organization Science: Decentralization Theatre or Novel
Organizational Form? (Cambridge: Massachusetts Institute
of Technology, 2019).

Z. A. Collier and J. Sarkis, “The Zero Trust Supply Chain:
Managing Supply Chain Risk in the Absence of Trust,” In-
ternational Journal of Production Research 59, no. 11 (2021):
3430-3445.

L. Alevizos, V. T. Ta, and M. Hashem Eiza, “Augmenting
Zero Trust Architecture to Endpoints Using Blockchain: A
State-of-The-Art Review,” Security and Privacy 5, no. 1
(2022): el91.

S. Davidson, P. De Filippi, and J. Potts, “Blockchains and the
Economic Institutions of Capitalism,” Journal of In-
stitutional Economics 14, no. 4 (2018): 639-658.

A. Dutra, A. Tumasjan, and I. M. Welpe, “Blockchain is
Changing How Media and Entertainment Companies
Compete,” MIT Sloan Management Review 60, no. 1 (2018):
39-45.

M. Friedlmaier, A. Tumasjan, and I. M. Welpe, “Disrupting
Industries With Blockchain: The Industry, Venture Capital
Funding, and Regional Distribution of Blockchain Ven-
tures,” in Proceedings of the 51st Annual Hawaii In-
ternational Conference on System Sciences (Hawaii:
Waikoloa, 2018).

C. Catalini, “How Blockchain Technology Will Impact the
Digital Economy,” Blockchains Smart Contracts Internet
Things 4 (2017): 2292-2303.

F. Lumineau, W. Wang, and O. Schilke, “Blockchain Gov-
ernance—A New Way of Organizing Collaborations?”
Organational Science (2020).

S. Chen, X. Cai, X. Wang, et al., “Blockchain Applications in
PLM Towards Smart Manufacturing,” International Journal
of Advanced Manufacturing Technology 118 (2022):
2669-2683.

N. Deepa, Q.-V. Pham, D. C. Nguyen, et al., “A Survey on
Blockchain for Big Data: Approaches, Opportunities, and
Future Directions,” Future Generation Computer Systems 131
(2022): 209-226.

M. A. Agi and A. K. Jha, “Blockchain Technology in the
Supply Chain: An Integrated Theoretical Perspective of
Organizational Adoption,” International Journal of Pro-
duction Economics 247 (2022): 108458.

M. Mettler, “Blockchain Technology in Healthcare: The
Revolution Starts Here,” in 2016 IEEE 18th International
Conference on e-Health Networking, Applications and Ser-
vices (Healthcom) (IEEE, 2016), 1-3.

S. H. U. Hagq, S. Dan, and K. Shahzad, “Leadership Com-
petencies and Blockchain Implementation in Public Sector
Organizations: A Sensemaking Approach,” International
Journal of Public Sector Management 38, no. 1 (2024):
139-158.

Z. Chen, L. Yan, Z. Li, et al., “Research on Zero-Trust Se-
curity Protection Technology of Power IoT Based on

QSULIIT suowwo)) danear) ajqesrjdde ayy £q pauIdA0T a1k sa[o1LIR () (ASN JO SA[NI 10] AI1RIqIT AUIUQ AS[IAN UO (SUOIIPUOI-PUB-SULID) /WO K[ 1M ATRIqI[aUI[UO//:sdNY) SUonIpuo)) pue swd [, a1 39S [$707/80/90] uo Areiqi auluQ Lo[ip ‘eseeA JO Ansioatun) £q €6 1H0ELAUYSS 10 1/10p/wod K[im Areiqijauljuo//:sdny woiy papeojumo( ‘1 ‘Sz ‘sift



International Journal of Intelligent Systems

Blockchain,” in Journal of Physics: Conference Series, 1769,
no. 1 (IOP Publishing, 2021), 012039.

[67] K. Gai, Y. She, L. Zhu, K. K. R. Choo, and Z. Wan, “A
Blockchain-Based Access Control Scheme for Zero Trust
Cross-Organizational Data Sharing,” ACM Transactions on
Internet Technology 23, no. 3 (2023): 1-25.

[68] Z. Ma, X. Chen, T. Sun, X. Wang, Y. C. Wu, and M. Zhou,
“Blockchain-Based Zero-Trust Supply Chain Security In-
tegrated With Deep Reinforcement Learning for Inventory
Optimization,” Future Internet 16, no. 5 (2024): 163.

[69] K. Francisco and D. Swanson, “The Supply Chain has no
Clothes: Technology Adoption of Blockchain for Supply
Chain Transparency,” Logistics 2 (2018).

[70] V. Buterin, J. Coleman, and M. Wampler-Doty, Notes on
Scalable Blockchain Protocols (version 0.3. 2) (2015).

[71] J. Lindman, V. K. Tuunainen, and M. Rossi, “Opportunities
and Risks of Blockchain Technologies—A Research Agenda,”
in Proceedings of the 50th Hawaii International Conference
on System Sciences (2017).

[72] W. Zheng, Z. Zheng, X. Chen, K. Dai, P. Li, and R. Chen,
“Nutbaas: a Blockchain-as-a-Service Platform,” IEEE Access
7 (2019): 134422-134433.

[73] S. Rouhani and R. Deters, “Security, Performance, and
Applications of Smart Contracts: A Systematic Survey,” IEEE
Access 7 (2019): 50759-50779.

[74] B. B. Gupta, R. Mehla, W. Alhalabi, and H. Alsharif,
“Blockchain Technology With its Application in Medical and
Healthcare Systems: A Survey,” International Journal of
Intelligent Systems 37, no. 11 (2022): 9798-9832.

[75] K. Christidis and M. Devetsikiotis, “Blockchains and Smart
Contracts for the Internet of Things,” IEEE Access 4 (2016):
2292-2303.

[76] D. Furlonger and R. Kandaswamy, “Hype Cycle for Block-
chain Business. 2018” (2018).

[77] E. de Boissieu, G. Kondrateva, P. Baudier, and C. Ammi,
“The Use of Blockchain in the Luxury Industry: Supply
Chains and the Traceability of Goods,” Journal of Enterprise
Information Management (2021).

[78] Y. Maythu, A. O. Kwok, and P. L. Teh, “Blockchain Tech-
nology Diffusion in Tourism: Evidence From Early Enter-
prise Adopters and Innovators,” Heliyon 10, no. 2 (2024).

[79] W. ]. Obidallah, W. Rashideh, A. M. Kamaruddeen, et al,,
“Beyond the Hype: A TAM-based Analysis of Blockchain
Adoption Drivers in Construction Industry,” Heliyon 10,
no. 19 (2024).

[80] H. M. Rai, K. K. Shukla, L. Tightiz, and S. Padmanaban,
“Enhancing Data Security and Privacy in Energy Applica-
tions: Integrating IoT and Blockchain Technologies,” Heliyon
10, no. 19 (2024).

[81] W. Huang, Y. Han, Q. Gu, X. Han, and T. Gao, “Smart
Blockchain-Powered Natural Resource Asset Management
and Ecological Governance Countermeasures,” Heliyon 11,
no. 2 (2025).

[82] A. Yadav, A. Sachdeva, R. K. Garg, et al., “Challenges of
Blockchain Adoption for Manufacturing Supply Chain to
Achieve Sustainability: A Case of Rubber Industry,” Heliyon
(2024).

[83] A. T. Polcumpally, K. K. Pandey, A. Kumar, and
A. Samadhiya, “Blockchain Governance and Trust: A Multi-
Sector Thematic Systematic Review and Exploration of
Future Research Directions,” Heliyon (2024).

[84] S.Nakamoto, Bitcoin: A Peer-to-Peer Electronic Cash System,
Ist ed ed. (2008), http://www.cryptovest.co.uk/resources/.

21

[85] N. Vyas, A. Beije, and B. Krishnamachari, Blockchain and the
Supply Chain: Concepts, Strategies and Practical Applications
(Kogan Page Publishers, 2019).

[86] P. Tasca and C. J. Tessone, “A Taxonomy of Blockchain
Technologies: Principles of Identification and Classification,”
Ledge 4 (2019).

[87] N. Subramanian, A. Chaudhuri, and Y. Kayikei, Blockchain
and Supply Chain Logistics: Evolutionary Case Studies
(Springer Nature, 2020).

[88] A. Shamsuzzoha, J. Marttila, and P. Helo, “Blockchain-
Enabled Traceability System for the Sustainable Seafood
Industry,” Technology Analysis & Strategic Management 36,
no. 11 (2024): 3891-3905.

[89] Consensys, “Blockchain in Supply Chain Management,”
(2020), https://consensys.net/blockchain-use-cases/supply-
chain-management/.

[90] M. Rogerson and G. C. Parry, “Blockchain: Case Studies in
Food Supply Chain Visibility,” Supply Chain Management:
International Journal (2020).

[91] B. Esmaeilian, J. Sarkis, K. Lewis, and S. Behdad, “Blockchain
for the Future of Sustainable Supply Chain Management in
Industry 4.0,” Resources, Conservation and Recycling 163
(2020): 105064

[92] Research and Market, Global Brand Counterfeiting (2018),
https://www.researchandmarkets.com/research/hzjb9c/global _
brand?w=4.

[93] World Economic Forum, Enabling Trade Valuing Growth
Opportunities  (2020),  https://www3.weforum.org/docs/
WEF_SCT_EnablingTrade_Report_2013.pdf.

[94] J. Biggs, S. R. Hinish, M. A. Natale, and M. Patronick, in
Blockchain: Revolutionizing the Global Supply Chain by
Building Trust and Transparency (2022).

[95] R. Miller, “y,” IBM Unveils Blockchain as a Service Based on
Open Source Hyperledger Fabric Technolog (2018), https://
techcrunch.com/2018/10/24/ibm-unveils-Blockchain-as-a-
service-based-on-open-source-hyperledger-fabric-technology/.

[96] S.N.Khan, F. Loukil, C. Ghedira-Guegan, E. Benkhelifa, and
A. Bani-Hani, “Blockchain Smart Contracts: Applications,
Challenges, and Future Trends,” Peer-to-Peer Networking
and Applications (2021): 1-25.

[97] K. Sadouskaya, Adoption of Blockchain Technology in Supply
Chain and Logistics (Finland: Business Logistics, Kaakkois-
Suomen Ammattikorkeakoulu Oy, 2017), Bachelor’s Thesis.

[98] A. R. Earls, Blockchain Not a Panacea for Supply Chain
Traceability, Transparency (2022), http://
searchmanufacturingerp.techtarget.com/feature/Blockchain-
not-a-panacea-for-supply-chain-traceability-transparency.

[99] S. Figorilli, F. Antonucci, C. Costa, et al., “A Blockchain
Implementation Prototype for the Electronic Open Source
Traceability of Wood Along the Whole Supply Chain,”
Sensors 18 (2018): 3133.

[100] B. Kim, Z. Hilton, and J. Burks, “Reyesintegrating Block-
chain, Smart Contract-Tokens, and IoT to Design a Food
Traceability Solution,” in 9th Annual Information Technol-
ogy, Electronics and Mobile Communication Conference
(IEMCON) (IEEE, 2018).

[101] P. Xu, J. Lee, J. R. Barth, and R. G. Richey, “Blockchain as

Supply Chain Technology: Considering Transparency and

Security,” International Journal of Physical Distribution &

Logistics Management (2021).

I. Masood, A. Daud, Y. Wang, A. Banjar, and R. Alharbey, “A

Blockchain-Based System for Patient Data Privacy and Se-

curity,” Multimedia Tools and Applications 83, no. 21 (2024):

60443-60467.

(102

QSULIIT suowwo)) danear) ajqesrjdde ayy £q pauIdA0T a1k sa[o1LIR () (ASN JO SA[NI 10] AI1RIqIT AUIUQ AS[IAN UO (SUOIIPUOI-PUB-SULID) /WO K[ 1M ATRIqI[aUI[UO//:sdNY) SUonIpuo)) pue swd [, a1 39S [$707/80/90] uo Areiqi auluQ Lo[ip ‘eseeA JO Ansioatun) £q €6 1H0ELAUYSS 10 1/10p/wod K[im Areiqijauljuo//:sdny woiy papeojumo( ‘1 ‘Sz ‘sift


http://www.cryptovest.co.uk/resources/
https://consensys.net/blockchain-use-cases/supply-chain-management/
https://consensys.net/blockchain-use-cases/supply-chain-management/
https://www.researchandmarkets.com/research/hzjb9c/global_brand?w=4
https://www.researchandmarkets.com/research/hzjb9c/global_brand?w=4
https://www3.weforum.org/docs/WEF_SCT_EnablingTrade_Report_2013.pdf
https://www3.weforum.org/docs/WEF_SCT_EnablingTrade_Report_2013.pdf
https://techcrunch.com/2018/10/24/ibm-unveils-Blockchain-as-a-service-based-on-open-source-hyperledger-fabric-technology/
https://techcrunch.com/2018/10/24/ibm-unveils-Blockchain-as-a-service-based-on-open-source-hyperledger-fabric-technology/
https://techcrunch.com/2018/10/24/ibm-unveils-Blockchain-as-a-service-based-on-open-source-hyperledger-fabric-technology/
http://searchmanufacturingerp.techtarget.com/feature/Blockchain-not-a-panacea-for-supply-chain-traceability-transparency
http://searchmanufacturingerp.techtarget.com/feature/Blockchain-not-a-panacea-for-supply-chain-traceability-transparency
http://searchmanufacturingerp.techtarget.com/feature/Blockchain-not-a-panacea-for-supply-chain-traceability-transparency

[103] O. I. Akinradewo, C. O. Aigbavboa, D. ]. Edwards, and

A. E. Oke, “A Principal Component Analysis of Barriers to
the Implementation of Blockchain Technology in the South
African Built Environment,” Journal of Engineering, Design
and Technology 20, no. 4 (2022): 914-934.

A. Rejeb, K. Rejeb, J. G. Keogh, and S. Zailani, “Barriers to
Blockchain Adoption in the Circular Economy: A Fuzzy
Delphi and Best-Worst Approach,” Sustainability 14, no. 6
(2022).

M. Creydt and M. Fischer, “Blockchain and More-Algorithm
Driven Food Traceability,” Food Control 105 (2019): 45-51.
S. Gaurav, “The Market for Cryptocurrencies,” Economic and
Political Weekly 54, no. 2 (2019): 13.

P. Dudczyk, J. Dunston, and G. V. Crosby, “Blockchain
Technology for Global Supply Chain Management: A Survey
of Applications, Challenges, Opportunities & Implications,”
IEEE Access (2024).

M. Farooque, V. Jain, A. Zhang, and Z. Li, “Fuzzy DEMATEL
Analysis of Barriers to Blockchain-Based Life Cycle As-
sessment in China,” Computers & Industrial Engineering 147
(2020): 106684.

L. Petri, M. Barati, Y. Rezgui, and O. F. Rana, “Blockchain for
Energy Sharing and Trading in Distributed Prosumer
Communities,” Computers in Industry 123 (2020): 103282.
Y. Tribis, A. El Bouchti, and H. Bouayad, “Supply Chain
Management Based on Blockchain: A Systematic Mapping
Study,” in MATEC Web of Conferences (EDP Sciences), 200
(2018).

K. S. Hald and A. Kinra, “How the Blockchain Enables and
Constrains Supply Chain Performance,” International
Journal of Physical Distribution ¢ Logistics Management 49
(2019): 376-397.

Z. Chen, “Revolutionising HRM Practice With Blockchain
Technology: Unleashing Disruptive Paradigms of Work and
Overcoming Management Challenges,” Technology Analysis
& Strategic Management 37, no. 2 (2025): 125-138.

G. Mustafa, W. Rafig, N. Jhamat, Z. Arshad, and F. A. Rana,
“Blockchain-Based Governance Models in e-Government: A
Comprehensive Framework for Legal, Technical, Ethical and
Security Considerations,” International Journal of Law and
Management 67, no. 1 (2025): 37-55.

A. Kamilaris, A. Fonts, and F. X. Prenafeta-BoldU, “The Rise
of Blockchain Technology in Agriculture and Food Supply
Chains,” Trends in Food Science & Technology 91 (2019):
640-652.

G. Zhao, S. Liu, C. Lopez, et al., “Blockchain Technology in
Agri-Food Value Chain Management: A Synthesis of Ap-
plications, Challenges and Future Research Directions,”
Computers in Industry 109 (2019): 83-99.

M. Singh and S. Kim, “Blockchain Technology for Decen-
tralized Autonomous Organizations,” Advances in Com-
puters 115 (2019): 115-140.

[117] A. Arabsorkhi and E. Khazaei, “Blockchain Technology and

GDPR Compliance: A Comprehensive Applicability Model,”
International Journal of Web Research 7, no. 2 (2024): 49-63.

[118] N. Hackius and M. Petersen, “Translating High Hopes into

Tangible Benefits: How Incumbents in Supply Chain and
Logistics Approach Blockchain,” IEEE Access 8 (2020):
34993-35003.

[119] N. Kshetri, “Blockchain and Sustainable Supply Chain

Management in Developing Countries,” International
Journal of Information Management 60 (2021): 102376.

International Journal of Intelligent Systems

[120] B. Anthony, “Enhancing Blockchain Interoperability and

Intraoperability Capabilities in Collaborative enterprise-A
Standardized Architecture Perspective,” Enterprise In-
formation Systems 18, no. 3 (2024): 2296647.

M. A. Shah and N. Raj, “Examining the Role of Blockchain
and Public-Private Partnerships in Design and Deployment
of Blockchain-Enabled CBDC,” Digital Business (2025):
100111.

D. Mahmudnia, M. Arashpour, and R. Yang, “Blockchain in
Construction Management: Applications, Advantages and
Limitations,” Automation in Construction 140 (2022):
104379.

M. Hamma-adama, H. Salman, and T. Kouider, “Blockchain
in Construction Industry: Challenges and Opportunities,” in
International Engineering Conference and Exhibition (IECE
2020) (Riyadh, Saudi Arabia, March 2020).

N. P. Rana, Y. K. Dwivedi, and D. L. Hughes, “Analysis of
Challenges for Blockchain Adoption Within the Indian
Public Sector: An Interpretive Structural Modelling Ap-
proach,” Information Technology & People 35, no. 2 (2021):
548-576.

Z. Wang, T. Wang, H. Hu, J. Gong, X. Ren, and Q. Xiao,
“Blockchain-Based Framework for Improving Supply Chain
Traceability and Information Sharing in Precast Construc-
tion,” Automation in Construction 111 (2020): 103063.

M. Andrychowicz, D. Masny, and E. Persichetti, “Leakage-
Resilient Cryptography Over Large Finite Fields: Theory and
Practice,” in International Conference on Applied Cryptog-
raphy and Network Security (Cham: Springer, 2015),
655-674.

B. Diidder and O. Ross, Timber Tracking: Reducing Com-
plexity of due Diligence by Using Blockchain Technology
(2017).

I. Tzoulis and Z. Andreopoulou, “Emerging Traceability
Technologies as a Tool for Quality Wood Trade,” Procedia
Technology 8 (2013): 606-611.

X. Yang, M. Li, H. Yu, M. Wang, D. Xu, and C. Sun, “A
Trusted Blockchain-Based Traceability System for Fruit and
Vegetable Agricultural Products,” IEEE Access 9 (2021):
36282-36293.

Aid Tech, AID Techhow Blockchain Technology is Enabling
International Aid to be Delivered Transparently (2017),
https://v3.aid.technology/aid-in-lebanon/.

J. Bunge, Latest Use for a Bitcoin Technology: Tracing Turkeys
From Farm to Table (The Wall Street Journal, 2017), https://
www.wsj.com/articles/latest-use-for-a-bitcoin-technology-
tracing-turkeys-from-farm-to-table-1508923801.
Carrefour, Carrefour the Food Blockchain (2018), https:/
actforfood.carrefour.com/Why-take-action/the-food-blockchain.
Ireland Craft Beers, Ireland Craft Beers Downstream Beer
(2017), http://www.down-stream.io.

S. E. Chang, Y.-C. Chen, and M.-F. Lu, “Supply Chain Re-
Engineering Using Blockchain Technology: A Case of Smart
Contract Based Tracking Process,” Technological Forecasting
and Social Change 144 (2019): 1-11.

P. Treleaven, R. G. Brown, and D. Yang, “Blockchain
Technology in Finance,” Computer 50, no. 9 (2017): 14-17.
K. Cottrill and P. Harris, “Smart Contracts in Supply Chain:
Making Sense of a Potential Game Changer,” Chain Business
Insight (2017): https://www.chainbusinessinsights.com/store/
pl4/Smart_Contracts_in_Supply_Chain%3A_Making Sense_
of_a_Potential_Game_Changer_.html.

QSULIIT suowwo)) danear) ajqesrjdde ayy £q pauIdA0T a1k sa[o1LIR () (ASN JO SA[NI 10] AI1RIqIT AUIUQ AS[IAN UO (SUOIIPUOI-PUB-SULID) /WO K[ 1M ATRIqI[aUI[UO//:sdNY) SUonIpuo)) pue swd [, a1 39S [$707/80/90] uo Areiqi auluQ Lo[ip ‘eseeA JO Ansioatun) £q €6 1H0ELAUYSS 10 1/10p/wod K[im Areiqijauljuo//:sdny woiy papeojumo( ‘1 ‘Sz ‘sift


https://v3.aid.technology/aid-in-lebanon/
https://www.wsj.com/articles/latest-use-for-a-bitcoin-technology-tracing-turkeys-from-farm-to-table-1508923801
https://www.wsj.com/articles/latest-use-for-a-bitcoin-technology-tracing-turkeys-from-farm-to-table-1508923801
https://www.wsj.com/articles/latest-use-for-a-bitcoin-technology-tracing-turkeys-from-farm-to-table-1508923801
https://actforfood.carrefour.com/Why-take-action/the-food-blockchain
https://actforfood.carrefour.com/Why-take-action/the-food-blockchain
http://www.down-stream.io
https://www.chainbusinessinsights.com/store/p14/Smart_Contracts_in_Supply_Chain%3A_Making_Sense_of_a_Potential_Game_Changer_.html
https://www.chainbusinessinsights.com/store/p14/Smart_Contracts_in_Supply_Chain%3A_Making_Sense_of_a_Potential_Game_Changer_.html
https://www.chainbusinessinsights.com/store/p14/Smart_Contracts_in_Supply_Chain%3A_Making_Sense_of_a_Potential_Game_Changer_.html

International Journal of Intelligent Systems

[137] A. Litke, D. Anagnostopoulos, and T. Varvarigou, “Block-
chains for Supply Chain Management: Architectural Ele-
ments and Challenges Towards a Global Scale Deployment,”
Logistics 3, no. 1 (2019): 5.

[138] Ibm, “Blockchain Best Practices: From 100s of Client Pro-
jects,” (2018), https://www.ibm.com/blockchain.

[139] M. Janssen, V. Weerakkody, E. Ismagilova, U. Sivarajah, and
Z. Irani, “A Framework for Analysing Blockchain Tech-
nology Adoption: Integrating Institutional, Market and
Technical Factors,” International Journal of Information
Management 50 (2020): 302-309.

23

QSULIIT suowwo)) danear) ajqesrjdde ayy £q pauIdA0T a1k sa[o1LIR () (ASN JO SA[NI 10] AI1RIqIT AUIUQ AS[IAN UO (SUOIIPUOI-PUB-SULID) /WO K[ 1M ATRIqI[aUI[UO//:sdNY) SUonIpuo)) pue swd [, a1 39S [$707/80/90] uo Areiqi auluQ Lo[ip ‘eseeA JO Ansioatun) £q €6 1H0ELAUYSS 10 1/10p/wod K[im Areiqijauljuo//:sdny woiy papeojumo( ‘1 ‘Sz ‘sift


https://www.ibm.com/blockchain

	Ensuring Supply Chain Transparency by Deploying Blockchain-Enabled Technology: An Overview With Demonstration
	1. Introduction
	2. Literature Review
	3. Fundamentals of Blockchain Technology
	4. Blockchain Technology in Supply Chain Management
	4.1. Opportunities and Potential Benefits of Blockchain in Supply Chain Management
	4.2. Challenges of Deploying Blockchain in Supply Chain Management

	5. Application of Blockchain in Various Industries Supply Chain Management
	6. Blockchain-Enabled Smart Contract Framework for Supply Chain
	7. Demo of Blockchain-Enabled Smart Contracts in Supply Chain
	8. Conclusions and Future Works
	Data Availability Statement
	Conflicts of Interest
	Funding
	Acknowledgments
	References




