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Abstract—In our modern society, comfort plays an essential
role. To increase the comfort, more automation is required.
Most of the Automation Systems consist of multiple Embedded
Systems, that communicate with each other, either wired or
wireless. To ensure confidentiality, a secure communication is
required. Since most of the Embedded Systems use Central
Processing Units (CPUs) that are more energy efficient and
less powerful as Personal Computers (PCs), it is important to
use a Lightweight Cryptographic Algorithm (LCA). This paper
describes a new implemented LCA, that uses Symmetric Key
Cryptography, needs less computation power, and the risk that
it can be cracked by a Brute-Force Attack is vanishingly small.
The results show the benefits and drawbacks of the developed
LCA called SECURE-BEE, in comparison to two other LCAs. It
is to mention, that this paper focuses on the implementation of a
new LCA. A comparison of the memory usage and the average
time for the encryption and decryption has been made only, to
show that SECURE-BEE fulfills the encryption and decryption
time of LCAs.

Index Terms—Communicating Embedded Systems, Light-
weight Cryptographic Algorithm, SECURE-BEE

I. INTRODUCTION

Nowadays, there are many Automation Systems, that are
found in smart homes [1] or in modern vehicles [2]. These
Automation Systems consist of Embedded Systems, that are
connected with each other, either wired [3] or wireless [4].
Besides a reliable communication, it is also important to
have a secure communication [5]. In most of the Embedded
Systems, the computing power is limited, and therefore it is
essential to use LCAs such as the Lightweight Encryption
Algorithm (LEA) [6] or the Lightweight Advanced Encryption
Standard (Lightweight AES) [7]. All these algorithms need
a low computation power and therefore, they are suitable
for Embedded Systems. LEA uses ARX operations (modular
addition, bitwise rotation and bitwise xor) [8]. However, the
encryption and decryption as well as the key schedule follow
the same pattern. Although a key size of 128, 192 or 256 bits is
considered to be secure, the key could be found using a Brute-
Force Attack [9], that counts from zero up to 2k _ 1, where
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k is the number of bits used for the key size. This applies
also for the Lightweight AES. The advantage of LEA and the
Lightweight AES is, that only a 128, 192 or 256 bit key needs
to be shared. There are several cryptographic algorithms such
as Diffie-Hellman key exchange [10], RSA (Rivest-Shamir-
Adleman) [11] and Elliptic-curve Diffie-Hellman (ECDH) [12]
that can be used to share a key securely.

In this paper, we have developed a new Symmetric LCA
called SECURE-BEE, applicable in Communicating Embed-
ded Systems. In comparison to LEA or the Lightweight AES,
our developed LCA is less sensitive to Brute-Force Attacks,
but the required information for the encryption and decryption
is more than a shared key. Two files need to be exchanged.
One file contains the Bit Order Encryption/Decryption, the
other file contains the keys for the Periodic Stream Cipher
[13]. This can be seen as a drawback. The functionality of the
developed LCA called SECURE-BEE is described in Section
IL. In Section III, the security requirements and considerations
for SECURE-BEE are discussed and Section IV contains the
performance evaluation of SECURE-BEE. The conclusion can
be found in Section V.

II. FUNCTIONALITY OF THE DEVELOPED LIGHTWEIGHT
CRYPTOGRAPHIC ALGORITHM CALLED SECURE-BEE

The developed symmetric LCA called SECURE-BEE has
been designed for CPUs with less computing power, that are
mainly used in Embedded Systems. It uses two encryption
phases for encrypting a 128 bit message block. In the first
phase, there is a Bit Order Encryption while in the second
phase, the encrypted message block after the first phase will
be additionally encrypted with a Periodic Stream Cipher.

There are two files, the Bit Order Encryption/Decryption
File and the Key File. The Bit Order Encryption/Decryption
File contains the information to which new position every bit
in the message block is moved. Fig. 1 shows the contents of the
Bit Order Encryption/Decryption File. Each line holds seven
values, that are separated by commas. The first three values



are determining the new position (row, column and starting bit
position) of the bit(s), that is/are being moved. The last four
values determine the starting position and the number of bits,
that are moved to their new positions.

// BEGIN BLOCK ENCRYPTION/DECRYPTION (n0)
// WITH 34 LINES (Bit Order Instructions)
[00, 34]

// re,ce,posE, rm, cm, posM, numOfBits

// n0(0,0)

4,4
0,2
2,2
// BEGIN BLOCK ENCRYPTICON/DECRYPTICON (nl)
// WITH 34 LINES (Bit Order Instructions)
[01,34]

// re,ce,posE,rm,cm, posM, numOfBits

// nl(0,0)

Fig. 1. Contents of the Bit Order Encryption/Decryption File.

The following two matrices are used to illustrate, how the
Bit Order Encryption for the first byte with the value 72 (CH’)
works. Each message block is represented by a 4 x 4 matrix,
where each element has a size of one byte. The matrix P is
plaintext matrix and the matrix C is the ciphertext matrix.
By default, the first byte (element pgg) of the first message
block is encrypted with the Bit Order Instructions of n0(0,0).
According to the instructions of the Encryption/Decryption
File, the four most significant bits (Bit_4 to Bit_7) of element
Poo are copied to the most significant bits of element c33 and
the four least significant bits (Bit_0 to Bit_3) of element pgg
are copied to the least significant bits of element co3.

01001000 po1 poz Pos
Pys = P1o P11 P12 P13
P20 P21 P22 P23
P30 P31 P32 P33

Coo Co1 Co2 €o3

Cins = Cio €11 €12 C13
Co0 €21 C29 00001000
c30 €31 €32 01000000_

In the Bit Order Encryption/Decryption File, there are
Encryption/Decryption Instructions for n message blocks. If
the message to be encrypted needs to be split into m message
blocks, where m is bigger than n (amount of blocks containing
the Bit Order Instructions), then the message block n+l1 is

encrypted with the same instructions as the first message block
(m0). The message block n+2 is encrypted with the same
instructions as the second message block (ml). This is the
case, when the Bit Order Encryption is done periodically. In
other words, the cipher acts as a periodic cipher. However,
it is also possible to encrypt each message block with any
of the nth Bit Order Instruction blocks. After the Bit Order
Encryption each byte of each message block will be encrypted
using a Periodic Stream Cipher, that xor’s each byte with an
eight bit key stored in the Key File (see Fig. 2). The second
encryption is applied to increase the security.

// 48 EKeys
[048]

010 020
040 046
050 043
094 120
089 180
053 243

100
09é
178
156
231
091

255
200
154
07ée
08¢
020

neo
220
0e7
044
051
251

050
158
033
021
064
083

130
153
012
199
252
0le

148
207
00¢
219
l42
171

Fig. 2. Contents of the Key File.

When there are not enough bytes to fill the last message
block, then padding bytes need to be added. The receiver must
know the number of padding bytes. Therefore, the number of
padding bytes must be also transmitted.
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Fig. 3 illustrates the whole encryption and decryption pro-
cess of a 512 bit plaintext in detail. First, the 512 bit plaintext
is split into four 128 bit message blocks. Each message block
is represented by a 4 x 4 matrix, where the size of each
element is one byte, as emphasized before. After this step,
each message block is encrypted according to its preassigned
Bit Order Instructions. As mentioned before, the Bit Order
Encryption/Decryption File specifies to which new position
each bit of the message block is moved. Then follows the
second encryption with the Periodic Stream Cipher, where
each message block is additionally encrypted by using an
xor operation with an individual key. The variable ind is the
key start index, that determines the position in the Key File,
from where the first key is read. There is also a variable
k, that determines the number of keys in the Key File. In
the decryption process, first the Periodic Stream Cipher (xor
operation) is applied, before the plaintext with the Bit Order
Decryption is generated.

The following pseudocode shows the function implemen-
tations for the Bit Order Encryption and Decryption. In this
pseudocode, arrays are passed by reference.

/I global variables

re, ce, posE, rm, cm, posM,numO f Bits

bitMaskArray + {0200, 0201, 0203, 0207, 0z0F, 0z1F,
023F,0z7F,0zFF'}

function INITARRAYS(blockNT)
numO f Lines < readFromBitOrder File(blockNr)
re < new_array(numO f Lines)
ce < new_array(numO f Lines)
posE + new_array(numO f Lines)
rm < new_array(numO f Lines)
cm < new_array(numO f Lines)
posM < new_array(numO f Lines)
numO f Bits < new_array(numO f Lines)
// initialize re, ce, posE, rm, cm, posM and numOfBits
/I with the values of the Bit Order File for the
/I corresponding message block number

end function

function DOBITORDERENCRYPTION(m Block(4)(4))
tempArray < new_array(4)(4)
for i « 0 to (numOfLines — 1) do
tempArray[re[i]][ce[i]] <
(((mBlock[rmli]][em[i]] >> posM]i])
& bitMaskArraynumO f Bits[i]]) << posE]i])
end for
mBlock + tempArray
end function

function DOBITORDERDECRYPTION(m Block(4)(4))
tempArray < new_array(4)(4)
for i < 0 to (numO fLines — 1) do
tempArray[rm[i]][em]i]] <
(((mBlock]reli]][ce[i]] >> posE]i])
& bitMaskArray[numO f Bits[i]]) << posM]i))
end for
mBlock + tempArray
end function

function DOXORENDECRYPTION(mBlock(4)(4), ind)
// XOR Encryption/Decryptions is
/I implemented here!

end function

/I In this example, the message to send consists of only one
/I message block! Two padding bytes are added!
function MAIN
/I encryption of message block O
messageBlock0 «+ {{{H')/ O/ W'/ '},
{/D',/ O/,/ /7/ Y’},
{/O/,/ U’/ /,/D/},
{/0/,/?/,/ X',/ZI}}
INITARRAYS(0)
DOBITORDERENCRYPTION(message BlockQ)
DOXORENDECRYPTION(message Block(, 0)
// send encrypted message to receiver
// first parameter: message to transmit
/I second parameter: Bit Order Instr. block number
/[ third parameter: size of the message in bytes
/Il fourth parameter: number of padding bytes
/I fifth parameter: key start index (xor encryption)
// sixth parameter: receiver identification number
SEND(messageBlock0,0,16,2,0, 1)
end function




ITII. SECURITY REQUIREMENTS AND CONSIDERATIONS
FOR SECURE-BEE

SECURE-BEE needs two files for the encryption and de-
cryption. Both files, the Bit Order File and the Key File must
be shared between the communicating devices. Therefore, the
file exchange should be done securely by using the Secure
Shell (SSH) [14] or the Secure File Transfer Protocol (SFTP)
[15]. Furthermore, the Bit Order File and the Key File should
not be stored in plaintext. There are software tools [16] that can
encrypt files on an Embedded Linux System. When running an
Embedded Linux Operating System, it is highly recommended
to install a firewall. The firewall should be configured so,
that only the necessary ports are open. Furthermore, in this
application it is not a good idea, to run the SSH or SFTP
client(s) and server all the time. Crontab [17] could be used
to run the SSH or SFTP client(s)/server only at certain times.
Alternatively, pam_time [18] could be used. When using
iptables, the time at which certain ports should be open can
be configured [19]. It is also a good idea, to implement port
knocking [20] or to disable the external access to SSH entirely
and mandate the use of a Virtual Private Network (VPN).

IV. PERFORMANCE EVALUATION, BENEFITS AND
DRAWBACKS OF SECURE-BEE AND LIGHTWEIGHT AES

The performance of SECURE-BEE was tested on a Rasp-
berry Pi 3 Model B [21]. It is an Embedded System with
a 1.2 GHz Quad Core CPU (64 bits) and with a Random
Access Memory (RAM) of 1 GB. As described in Section
II, SECURE-BEE has been implemented for less powerful
CPUs, because it does not contain complex computations, that
require a lot of computing power. Raspian has been used as an
Operating System. To get an accurate result of the encryption
plus decryption time, several measurements have been taken,
and the average time has been computed. Furthermore, the
average encryption plus decryption time of Lightweight AES
[22] and LEA has been measured, too. It is to mention, that the
average encryption plus decryption time of Lightweight AES
has been measured for two different modes, the Counter (CTR)
Mode and the Cipher Block Chaining (CBC) Mode. The
average encryption plus decryption times of SECURE-BEE
and Lightweight AES are shown in Table I. In comparison to
the Least Significant Bit (LSB) Steganography [23], where
only three out of 24 bits (one pixel) can be used for the
encryption, SECURE-BEE has a much lower overhead. For
a 512 bit plaintext, encrypted using LSB Steganography, 4104
(roundup(512 / 3) * 24) bits need to be transmitted. When
encrypting a 512 bit plaintext with SECURE-BEE, only 512
bits need to be transmitted. In other words, an encrypted
512 bit plaintext is about eight times shorter when using
SECURE-BEE instead of LSB Steganography. The less bits
have to be sent, the more energy can be saved. For longer
plaintexts, SECURE-BEE is even more energy efficient than
LSB Steganography, because less bits need to be transmitted.
Therefore, the ciphertext can be transmitted on a lower bit rate.
According to [24], a lower bit rate results in a lower energy
consumption.

TABLE I
AVERAGE ENCRYPTION PLUS DECRYPTION TIME OF SECURE-BEE,
LIGHTWEIGHT AES AND LEA

Algorithm Average Time
(Encryption + Decryption)

SECURE-BEE 621 us

(512 bit plain-/ciphertext)

Lightweight AES (CBC Mode) 726 us

(512 bit plain-/ciphertext)

(key size is 128 bits)

Lightweight AES (CTR Mode) 140 ps

(512 bit plain-/ciphertext)

(key size is 128 bits)

LEA 26 us

(512 bit plain-/ciphertext)

(key size is 128 bits)

Table II shows the memory consumption of the algorithm
programs in the Random Access Memory (RAM) and the
code size on disk. In the RAM, the VmRSS and the VmPeak
memory consumption have been measured. VmRss is the
resident set size and VmPeak is the peak virtual memory
size. It can be clearly seen, that SECURE-BEE has the lowest
memory consumption. In terms of the code size on disk for
SECURE-BEE it is to mention, that the size of the Bit Order
Encryption/Decryption File and Key File has not been taken
into account.

TABLE 11
MEMORY CONSUMPTION OF THE ALGORITHM PROGRAMS IN RAM AND
CODE SIZE ON DISK

Algorithm RAM RAM Code
usage usage Size
VmRSS VmPeak | on Disk

SECURE-BEE 312 kB 1888 kB 16.384 kB

(512 bit plain-/ciphertext)

Lightweight AES (CBC Mode) | 336 kB 1892 kB 20.480 kB

(512 bit plain-/ciphertext)

(key size is 128 bits)

Lightweight AES (CTR Mode) | 348 kB 1892 kB 20.480 kB

(512 bit plain-/ciphertext)

(key size is 128 bits)

LEA 364 kB 1888 kB 16.384 kB

(512 bit plain-/ciphertext)

(key size is 128 bits)

Table III presents the benefits and drawbacks of SECURE-
BEE, Lightweight AES and LEA. The main advantage of
SECURE-BEE is the Double Encryption (Bit Order Encryp-
tion and Periodic Stream Cipher Encryption) which makes
this algorithm very secure. It is faster than Lightweight AES
used in CBC Mode. However, two files for the Encryp-
tion/Decryption need to be shared between the Communi-
cating Devices. The Bit Order Encryption/Decryption File is
used for the Bit Order Encryption/Decryption, while the Key
File is used from the Periodic Stream Cipher. Furthermore,
it needs to be emphasized, that generating the Bit Order
Encryption/Decryption File is complicated. In comparison to
SECURE-BEE, Lightweight AES and LEA require only one
initial key. Lightweight AES operating in CTR Mode and LEA



TABLE III
BENEFITS AND DRAWBACKS OF SECURE-BEE, LIGHTWEIGHT AES AND

LEA
Algorithm Benefits and Drawbacks
SECURE-BEE + Very Secure! Double Encryption enhances the
security!
+ Faster than Lightweight AES used in CBC
Mode!

+ Requires the lowest amount of RAM (VmRSS)!

- Generation of the Bit Order Encryption/Decryption
File is complicated!

- Two files for the Encryption/Decryption need to be
shared between the Communicating Devices!

+ Requires one initial key!

+ Faster than SECURE-BEE when used in CTR
Mode!

- Can be cracked with a Brute-Force Attack!

+ Requires one initial key!

+ Faster than SECURE-BEE and Lightweight AES
(in CBC and CTR Mode)!

- Can be cracked with a Brute-Force Attack!

Lightweight AES

LEA

have a lower encryption/decryption time than SECURE-BEE.
Since AES and LEA require one initial key to perform their
Encryption/Decryption, they can be cracked with a Brute-
Force Attack. However, the time to crack the AES or LEA
Cipher will take quite long, because long key lengths are used.

V. CONCLUSION

In this paper, we have described and evaluated our new
developed LCA called SECURE-BEE. SECURE-BEE does
not contain complex computations, and therefore it is suitable
for devices equipped with less powerful CPUs. Two files,
the Bit Order Encryption/Decryption File as well as the Key
File, must be shared securely between the communicating
devices. In the encryption process, there is first the Bit
Order Encryption, before each byte of each message block is
encrypted with an individual key, stored in the Key File. The
decryption process is done in reverse order. Since SECURE-
BEE uses the Bit Order Encryption and a Periodic Stream
Cipher, it is not so vulnerable against Brute-Force Attacks.
However, generating the Bit Order Encryption/Decryption File
is complicated. In comparison to LSB Steganography, with
SECURE-BEE the length of the encrypted message is much
shorter. The encryption/decryption time of SECURE-BEE is
shorter than the encryption/decryption time of Lightweight
AES (CBC Mode), but longer than the encryption/decryption
time of Lightweight AES (CTR Mode) and LEA. Furthermore,
SECURE-BEE has the lowest memory consumption in the
RAM.
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