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ABSTRACT: The thesis investigates how the European Union leverages extraterritorial jurisdiction
measures in legislation to enforce compliance beyond its borders, particularly through mechanism called
contractual cascading that impose EU standards on international partners. As globalization increasingly
interconnects markets and businesses, the EU has embedded extraterritorial elements in critical areas,
including data protection, sanctions enforcement, and corporate sustainability. This study focuses on
three major legislative acts, the General Data Protection Regulation (GDPR), the sanctions regime against
Russia, and the Corporate Sustainability Due Diligence Directive (CSDDD), to illustrate how these
frameworks extend compliance obligations to third-country entities via contractual agreements with EU
companies.

The GDPR serves as a global benchmark in data protection, mandating that any company handling EU
citizens' data comply with its standards, even if the company operates outside the EU. To enforce this,
GDPR requires EU-based companies to contractually oblige third-country partners to adhere to its
provisions, creating a chain of compliance throughout data handling processes. Similarly, the EU sanctions
regime against Russia employs contractual cascading to prevent sanctioned entities from accessing
restricted goods and services via intermediaries. This system mandates that EU companies include
contractual clauses prohibiting re-export to Russia when engaging with third-country buyers, thereby
extending EU sanctions to foreign partners who otherwise would not be bound by EU law. The CSDDD
further exemplifies extraterritoriality by requiring large companies to ensure compliance with
environmental and human rights standards across their entire supply chain, regardless of where suppliers
operate, aiming to create a sustainable and ethically responsible global business environment.

The thesis explores the significant challenges businesses face when adapting to these extraterritorial
requirements. Companies must navigate varied national legal frameworks, which can introduce conflicts
between EU and local regulations, as well as increased compliance costs due to the need for extensive
contractual controls and monitoring. Operational complexity is heightened by the diversity of compliance
standards across countries and the need to enforce EU rules on non-EU partners who may lack familiarity
with these standards. To address these challenges, the thesis investigates the role of legal design,
particularly the development of standardized model clauses, in making compliance requirements more
enforceable. By integrating model clauses into contracts, companies can streamline compliance, enhance
enforceability, and reduce the legal and administrative burden associated with ensuring adherence across
complex supply chains. The thesis concludes to the discussion on the EU’s approach to extraterritorial
jurisdiction strategically extending its regulatory influence, using market power to enforce global
compliance with EU standards.

KEYWORDS: European Union, Extraterritorial Jurisdiction, Data Protection, Sanctions,
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TIVISTELMA: Tutkielmassa tarkastellaan, kuinka Euroopan unioni kayttdd ekstraterritoriaalista
toimivaltaa lainsddadanndssa edistadkseen saadosten noudattamista myos EU:n ulkopuolella, erityisesti
niin kutsuttujen sopimusvelvoitteiden ketjutuksen avulla, joka asettaa EU-standardit kansainvalisille
kumppaneille. Globalisaation sitoessa markkinoita ja yrityksia yha tiivimmin yhteen EU on sisallyttanyt
ekstraterritoriaalisia elementteja keskeisille osa-alueille, kuten tietosuojaan, pakotteiden toimeenpanoon
ja yritysvastuuseen. Tutkimuksessa keskitytdan kolmeen merkittavaan saadokseen: yleiseen tietosuoja-
asetukseen (GDPR), Venajan vastaisiin pakotteisiin seka yritysvastuun huolellisuusvelvoitedirektiiviin
(CSDDD), joiden avulla havainnollistetaan, miten nama lainsdaddntokehykset ulottavat velvoitteet
kolmansien maiden toimijoille EU-yritysten sopimuksin.

GDPR toimii maailmanlaajuisena tietosuojan mittapuuna, edellyttden, ettd kaikki EU-kansalaisten tietoja
kasittelevat vyritykset noudattavat sen standardeja, vaikka toimisivat EU:n ulkopuolella. Tamaén
velvoittamiseksi GDPR edellyttda EU:ssa sijaitsevien yritysten sopimusperaisesti sitouttavan kolmansien
maiden  kumppanit noudattamaan sen sddnnoksid, mikd luo velvoitteiden  ketjun
tietojenkasittelyprosessien lapi. Vastaavasti EU:n Venajaa vastaan suunnattu pakotejarjestelma kayttaa
sopimusperaistd ketjutusta estddkseen pakotelistattuja tahoja padsemasta rajoitettuihin tavaroihin ja
palveluihin valittajien kautta. Jarjestelma edellyttaa EU-yrityksia sisallyttamaan sopimuksiinsa lausekkeita,
jotka kieltavat edelleenviennin Vendjille kolmansien maiden ostajille, laajentaen EU-pakotteet
koskemaan ulkomaisia kumppaneita, joita EU-laki ei muuten sitoisi. CSDDD vaatii suuria yrityksiad
varmistamaan ymparisto- ja ihmisoikeusstandardien noudattamisen koko toimitusketjussa riippumatta
toimittajien  sijainnista, tavoitteena luoda kestavd ja eettisesti vastuullinen globaali
liilketoimintaymparisto.

Tutkielmassa tarkastellaan merkittavia haasteita, joita yritykset kohtaavat sopeutuessaan naihin
ekstraterritoriaalisiin vaatimuksiin. Yritysten on navigoitava erilaisten kansallisten oikeudellisten kehysten
keskelld, mika voi aiheuttaa ristiriitoja EU:n ja paikallisten sadadosten valilld, seka lisatd vaatimusten
noudattamisesta aiheutuvia kustannuksia laajojen sopimusperdisten kontrollien ja valvontatoimien
tarpeen vuoksi. Operationaalinen monimutkaisuus lisddntyy eri maiden vaatimusten eroista ja tarpeesta
panna EU-saddokset taytantoon kumppaneille, jotka eivat valttdmatta tunne naita standardeja. Naiden
haasteiden ratkaisemiseksi tutkielmassa tarkastellaan oikeusmuotoilun roolia, erityisesti vakioitujen
mallilausekkeiden kehittamista, jotka helpottavat vaatimusten noudattamisen taytantédnpanoa.
Mallilausekkeiden integrointi sopimuksiin voi yksinkertaistaa noudattamisprosessia, parantaa
taytantoonpanokelpoisuutta ja vahentda laillisia ja hallinnollisia rasitteita, jotka liittyvat vaatimusten
toteuttamiseen  monimutkaisissa  toimitusketjuissa. = Tutkielma paattyy keskusteluun EU:n
lahestymistavasta ekstraterritoriaaliseen toimivaltaan, joka strategisesti laajentaa sen saantelyvaikutusta
hyodyntaen markkinavoimaa edistaakseen EU-standardien noudattamista maailmanlaajuisesti.
AVAINSANAT: Euroopan unioni, ekstraterritoriaalinen toimivalta, tietosuoja, pakotteet,
yritysvastuu
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1 Introduction

1.1 Background and purpose

In recent years, the European Union (EU) has progressively expanded its legislative horizon
beyond its territorial borders, embedding extraterritorial elements within its legislative
frameworks®. This strategic shift is driven by the complex realities of globalization, where business
operations and their impacts exceed national boundaries, necessitating a more expansive
regulatory approach. The inclusion of extraterritorial jurisdiction in EU legislation reflects an
acknowledgment that issues such as data protection, corporate governance, national safety,
environmental responsibility, and human rights require coherent and enforceable standards that
apply not only within the EU but also in relation to activities linked to the EU market from third

countries.

This thesis investigates the emerging trend of extraterritorial jurisdiction elements in EU laws,
focusing on its consequential effects on companies operating within and outside the EU. As the
EU continues to extend the reach of its regulations, businesses are increasingly required to
comply with these rules, not merely as a matter of legal obligation but as a messenger of broader
corporate responsibility and ethical business practices. The research primarily explores how
contractual cascading, being a mechanism through which compliance obligations are imposed
down the supply chain through contractual agreements, serves as a critical tool for ensuring

adherence to EU standards globally.

The motivation behind this study comes from a series of recent EU legislative measures requiring
companies to contractually agree to receive data from third countries or to ensure specific
compliance practices by entities operating abroad. However, the focus of this thesis is narrowed
to three key acts that explicitly require companies to establish binding contracts with third-party

actors, effectively extending EU standards into non-EU jurisdictions: the General Data Protection

1 As discussed in the chapter 4



Regulation (GDPR) ((EU) 2016/679 Article 28), the sanctions against Russia ((EU) 833/2014 Article
12g), and the Corporate Sustainability Due Diligence Directive (CSDDD)((EU) 2024/1760 Article
18). Each of these frameworks incorporate elements of extraterritoriality through explicitly
mandating contractual cascading, thus imposing a complex layer of compliance challenges for
companies. For instance, the GDPR's reach affects any entity processing EU citizens' data,
regardless of the entity's location. The Russia and Belarus sanctions have developed to reach third
country subsidiaries and counterparts. Similarly, the CSDDD mandates that large companies
ensure not only their own compliance with sustainability practices but also that of their global

partners and suppliers.

The impact of these laws is profound for companies, affecting various aspects of business
operations from contractual agreements to their whole value chain management. Companies
within the EU must ensure that their contracts with counterparts in third countries? reflect the
compliance requirements of the EU, thereby cascading obligations across global networks and
enforcing compliance across EU’s boarders. This thesis aims to analyse the legal and practical
challenges faced by businesses in implementing these cascading contracts. It further examines
how legal design principles can enhance the enforceability and compliance of such contracts
through using model clauses, thereby contributing to the EU's broader goals of promoting

sustainability, protecting sovereignty, and ensuring data privacy.

Ultimately, this research seeks to provide a comprehensive understanding of the EU's approach
to extraterritorial jurisdiction elements and its implications for global business practices. By
exploring the intersection of law and business, the thesis aims to offer insights and practical
solutions for companies and the legislative bodies striving to navigate the increasingly complex
landscape of compliance within the EU and beyond. This exploration is timely and critical, as
businesses and regulators attempt to balance legal requirements with operational practicality in

an interconnected world without disruptions to internation trade3.

2 Third country is considered to be other than EU member state
3 von der Leyen, 2024, p.7; European Investment Bank, 2023, p. 17
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1.2 Scope and methodology

The primary focus of this research is to critically analyse the European Union’s legislative
framework concerning extraterritorial jurisdiction elements and the enforcement mechanisms of
compliance within global supply chains through contractual cascading. It delves into the
complexities of EU legislative measures examining their profound impacts on global business
practices and supply chain compliance. Geographic considerations center on the effects of these
EU legislations on global businesses operating both within the Union and having counterparties
located in third countries, highlighting specific challenges and adaptations necessitated by the
extraterritorial reach of these laws. The thesis covers a significant period from the GDPR’s
implementation in 2016 up to the latest amendments in the Russia Sanctions in latter parts of
2024, providing a contemporary view of evolving compliance dynamics. This thesis builds upon
existing legal and academic discourses by integrating legislative texts and scholarly research
predominantly from the EU and Finland, focusing on the legal, and practical challenges of

implementing extraterritorial legislations across diverse national jurisdictions.

The research aims to explore the efficiency of contractual cascading as a tool for enforcing
compliance across international supply chains, the broader impacts of EU extraterritorial
legislation on global business operations, and the operational and legal obstacles encountered in
the application of cascading contracts across varying national legal frameworks. It employs a
gualitative methodology, focusing on a literature and official sources review and regulatory
analysis to gather and interpret relevant data. This approach is chosen for its strength in exploring
complex legal frameworks and their practical implications in depth. The methodology involves
identifying and interpreting EU administrative regulations and guidance, which are instrumental
in shaping the application and enforcement of laws. It also includes a review of legal research,
relevant treatises, law reviews, and legal journals. These sources provide an overview and analysis
of the topics, offering essential insights into the broader legal implications and scholarly debates

surrounding the measures.

10



This thesis aims to answer the following research questions: How can contractual cascading be
effectively implemented within the EU's legislative framework to enforce compliance across
global supply chains? What are the broader impacts of EU extraterritorial legislation on global
business practices, and what challenges do businesses face under multiple legal systems? The
study also explores the practices in designing, using, and enforcing cascading contracts and how
differences in national legislations affect their effectiveness. Additionally, it examines how model
clauses can and should be drafted and used to balance legal enforceability with practical
implementation, contributing to regulatory compliance and sustainability goals. Furthermore, the
research investigates how the evolving compliance landscape affects companies both within the
EU and in third countries, particularly in ensuring compliance of international partners with EU

standards.

The research acknowledges several limitations, such as the scope of data being primarily based
on publicly available regulatory documents and secondary scholarly sources. While these provide
a basis for analysis, they also limit the study to the perspectives and data disclosed through these
means. The reliance on literature and regulatory review restricts the firsthand empirical data,
which might have offered additional depth through methods such as surveys or interviews with
legal professionals and businesses affected by these laws. Additionally, given the specificity of
legal interpretations and the dynamic nature of EU legislation, the findings may not be easily
replicable in other contexts, and their validity is dependent upon the continued relevance and

stability of the underlying legal frameworks and the expansion of the extraterritorial measures.

This thesis aims to contribute to the understanding of how EU laws are designed to project their
influence beyond their borders and to suggest potential improvements in the mechanisms used
within the EU. By dissecting the impact of extraterritorial jurisdiction on global commerce and
compliance, the research offers valuable insights into the challenges and opportunities presented

by the EU’s legislative strategies.

11



2 Compliance through contractual cascading

2.1 The role of compliance in global business environment

2.1.1 Strategic importance

Compliance in today's globalized world holds critical importance for companies operating across
various jurisdictions, each with its own set of laws, regulations, and ethical practices relevant to
its activities. At its core, compliance represents a company's dedication to legal and ethical
integrity, ensuring it conducts business within the bounds of both regulatory requirements and
societal norms®. It is not simply about following legal requirements but also about fostering an
ethical culture that aligns with societal expectations and corporate values®. Compliance
obligations cover a wide array of areas, depending on the company and its operations, including
compliance reporting, environmental regulations, data protection, anti-corruption measures,

trade and sanctions, and labour laws®.

Compliance is not just a protective mechanism against penalties but a vital component for
building a responsible corporate culture, especially in a world where information flows quickly,
and corporate errors can have far-reaching consequences’. In addition, compliance should be
seen as a strategic asset for competitive advantage, enabling companies to differentiate
themselves in the market by demonstrating their commitment to high standards. This strategic
approach not only mitigates risks but also enhances market access, as businesses that adhere to
compliance frameworks are often preferred partners in global supply chains, and they are able to

protect themselves and operate in higher risk areas.

In the European Union (EU), compliance frameworks have become increasingly interconnected,

reflecting the EU’s commitment to safeguarding fair competition, consumer rights, national

4 Ratsula, 2024, pp.35-38

5 Kalliokoski, Karvetti, Ratsula, Helsinginseudun kauppakamari, 2023, pp. 224-250
6 Ratsula, 2024, pp.45-46, p. 207

7 Pursiainen, 2021, p. 383
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sovereignty, data privacy, and sustainability. The EU compliance process for its member states
relies on both cooperative and coercive strategies, such as the infringement procedures outlined
in the Treaty on the Functioning of the European Union (TFEU)2. This includes monitoring and

penalties as needed to enforce EU laws across member states.

The EU compliance enforcement towards companies is shaped by major regulatory pillars like the
General Data Protection Regulation (GDPR) ((EU) 2016/679), which has set global standards for
data protection and privacy, and the Corporate Sustainability Reporting Directive (CSRD) ((EU)
2022/2464), which mandates transparency on environmental and social impacts and
sustainability reporting standards. Additionally, the EU Competition Law as implemented in Treaty
on the Functioning of the European Union (TFEU)® preventing anti-competitive practices and
abuse of dominant position, and emerging directives, such as the Corporate Sustainability Due
Diligence Directive (CSDDD) ((EU) 2024/1760) emphasize transparency in corporate activities. In
addition, the ever-changing Russia and Belarus sanction ((EU) 833/2014; 765/2006) regimes are
causing quickly evolving obligations for the companies. These regulations underscore the EU's
commitment to not only legal adherence but also ethical conduct and corporate social

responsibility.

The EU’s compliance approach not only focuses on adherence to hard laws but also encourages
voluntary alignment with soft laws??, such as ethical norms through frameworks like the United
Nations Global Compact!! and the Organisation for Economic Co-operation and Development
(OECD) Guidelines for Multinational Enterprises®?. This blend of mandatory regulations and
voluntary guidelines helps ensure that companies are not only compliant with the law but also

uphold high standards of social responsibility and environmental standards. However, this mix of

8 Treaty on the Functioning of the European Union, 1958, art. 258 and 260

° Treaty on the Functioning of the European Union, 1958, art. 101 and 102

10 Ratsula, 2024, pp.48-49

11 United Nations Global Compact, 2024, principles 1-10

12 Organisation for Economic Co-operation and Development, 2023, pp. 14-15
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hard and soft laws can also burden companies, especially small and medium-sized enterprises

(SMEs?3), by increasing compliance costs and complexity.

In Finland and other EU member states, compliance practices reflect the EU’s broader regulatory
framework while also incorporating specific national regulations. Finnish law, as well as other
Nordic countries, emphasizes good faith and fairness in business practices!4, aligning compliance
with principles that go beyond strict legal requirements. For instance, in addition, companies are
expected to comply with national laws in areas such as consumer protection®, labour rights'®,
and environmental regulations'’, which mirror EU directives but are tailored to meet Finland's
specific regulatory needs. Finnish companies often need to adopt compliance programs that
include transparent reporting, whistleblower protections, and thorough risk assessments,
emphasizing the integration of ethical considerations into daily business operations'®. The Finnish
and European approach can be seen as underscoring the role of compliance in building a
trustworthy corporate environment where employees, customers, and investors feel confident

that the company’s operations align with both legal and ethical standards.

2.1.2 Extending compliance globally

Globally, compliance plays a critical role in shaping how companies conduct business, manage
risks, and build sustainable relationships with stakeholders. For multinational enterprises (MNEs),
compliance is both a strategic necessity and a complex challenge. Global companies must

navigate a range of legal environments, often facing conflicting regulations and varying levels of

13 Definition of SMEs per Recommendation by European Commission, 2003

14 Lilleholt, 2013, pp. 12-13

15 Such as Finnish Consumer Protection Act?® (38/1978). In Finnish Kuluttajansuojalaki

16 Such as Finnish Employment Contracts Act (55/2001). In Finnish Tydsopimuslaki

17 Such as Finnish Environmental Protection Act (527/2014). In Finnish Ympéristdnsuojelulaki

8 Such as Finnish Companies Act (624/2006) Article 17 obligates the board to ensure proper organization of the
company's operations, including compliance and risk management or Finnish Auditing Act (1141/2015) Article 23
that auditors evaluate the adequacy of the company's risk management systems or Finnish Act on the Protection of
Whistleblowers (1171/2022) Article 6 requires organizations to set up internal procedures for reporting breaches.
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enforcement. Compliance programs for MNEs thus must be adaptable, comprehensive, and
proactive, addressing both the legal obligations in each operating jurisdiction and the ethical
expectations of a global audience. For example, while one country may have stringent anti-
corruption laws'®, another may have less rigorous enforcement, posing a risk to MNEs that rely

on a unified approach to compliance.

To mitigate these risks and ensure market access, MNEs often implement centralized compliance
departments that coordinate efforts across different jurisdictions, providing guidance to local
teams while ensuring consistency in adherence to the company’s global standards?®. These
programs are usually designed to prevent unethical practices such as fraud, corruption, and
discrimination, and to align operations with legal obligations, and company’s own and industry
standards. An effective compliance program includes policies and procedures that establish clear
guidelines for acceptable behaviours and processes within the organization?!. It also involves
training and awareness initiatives to educate employees about compliance obligations and ethical
standards. Monitoring and auditing systems are essential to detect and prevent violations,
including internal audits and risk assessments.?2 Reporting mechanisms, such as whistleblower
channel, provide means for employees and stakeholders to report concerns or violations.
Enforcement and disciplinary measures ensure that non-compliance is addressed appropriately,

maintaining the integrity of the compliance program?3,

An essential component of global compliance is managing third-party relationships. As companies
increasingly rely on complex supply chains and partnerships that extent multiple countries, they
face the challenge of ensuring compliance across all levels of their business operations. The
concept of contractual cascading, for example, has become an adopted tool, particularly in

industries with extensive supply chains?*. Through cascading clauses, a company can obligate its

1% such as UK Bribery Act 2010 and the U.S. Foreign Corrupt Practices Act (FCPA)
20 Ratsula, 2024,

21 pursiainen, 2021, p.401

22 Ratsula, 2024, pp. 110-112

23 Ratsula, 2024, pp. 38-39

24 Organisation for Economic Co-operation and Development, 2018, p. 18
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business partners to enforce compliance with legal and ethical standards down the line, ensuring
that suppliers and subcontractors are held accountable?>. For instance, a European manufacturer
may require its suppliers to comply with environmental regulations aligned with EU standards.
These suppliers, in turn, need to impose similar compliance obligations on their own partners,
creating a chain of responsibility that extends throughout the supply chain. This approach helps
global companies mitigate risks associated with third-party non-compliance, promoting

consistent adherence to standards regardless of the local regulatory environment?®,

Contractual cascading offers several benefits. It extends the company's compliance reach,
ensuring that third parties are legally bound to adhere to required standards. It also mitigates
risks associated with third-party violations that could impact the company, such as legal penalties
or damage to reputation. By promoting responsible business practices among suppliers and
subcontractors, contractual cascading contributes to building ethical supply chains and enhances

overall corporate social responsibility?’.

The importance of compliance is intensified by the potential reputational risks associated with
non-compliance. In a digital age where corporate conduct is subject to intense public scrutiny,
companies that fail to meet compliance standards face significant reputational damage that can
impact customer trust, investor confidence, and market value. High-profile cases of non-
compliance, whether related to data breaches?®, environmental violations?®, or sanction
breaches®?, can lead to severe consequences, often prompting regulatory investigations, financial

penalties, and loss of consumer goodwill. Therefore, Compliance programs can serve as a

5 Soundararajan, 2023, pp. 209-210

26 McCall-Smith & Rithmkorf, 2019, p.7

%7 Jajja, Chatha, & Farooq, 2018, p. 129

28 |n 2024 the Dutch Supervisory Authority imposed a fine of 290 million euro on Uber due to its transfers of drivers'
data to the US

2% |n 2015 the German car manufacturer Volkswagen had been using software in diesel engines to cheat on emission
tests, also known as "Dieselgate"

30|n 2020 The UK sanctions authority, the Office of Financial Sanctions Implementation, imposed over 20million
pound penalty on the UK bank Standard Chartered for breaching sanctions imposed against Russia by the EU.
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safeguard not only for legal risk management but also for reputation preservation, positioning

companies as responsible and trustworthy entities in the eyes of stakeholders.

Enforcing compliance among third parties presents challenges, particularly for MNEs operating
across multiple different jurisdictions. Diverse legal environments mean that business partners
may be subject to different laws and regulations, leading to conflicting obligations3. Supply chain
complexity adds another layer of difficulty, as companies may have limited visibility into the
practices of lower-tier suppliers. Resource constraints can also hinder compliance efforts,
especially among smaller suppliers who may lack the financial or human resources to meet
compliance demands. Cultural differences may affect attitudes toward compliance and ethics,
requiring companies to navigate varying expectations and norms?3?. In addition, lower-tier
suppliers in global value chains often face challenges in meeting the required standards, leading

to exploitation and inequality33.

To overcome these challenges, companies should adopt several compliance strategies. Adopting
a shared responsibility model and other compliance programs encourages all supply chain actors
to take ownership of compliance, fostering collaboration and mutual accountability®*. Investing
in training and capacity-building programs helps business partners understand and meet
compliance requirements3. Collaborating with regulators, industry groups, and benchmarking
with other companies can provide insights into best practices and facilitate compliance across
jurisdictions. Promoting an ethical culture within the company and among business partners

reinforces the importance of compliance and encourages ethical behaviour at all levels3®.

Beyond the legal and reputational priorities, compliance offers substantial strategic advantages.

An effective compliance program can improve operational efficiency by establishing clear policies

31 Meyer, & Schotter, 2020, pp. 563-565

32 Juettner, Windler, Podleisek, Gander, & Meldau, 2020, pp.928-932

33 McCall-Smith & Ruhmkorf, 2019,

34 Soundararajan, 2023, p. 214

35 Kalliokoski, Karvetti, Ratsula & Helsingin seudun kauppakamari 2023, pp. 226-229
36 Hernandez-Cuadra, Fernandez-Fernandez, 2024, pp. 73-74

17



and procedures that streamline decision-making and reduce the likelihood of disruptions caused
by legal issues®’. For global companies, a well-designed compliance program supports market
expansion and market access also to more risky regions by demonstrating the company’s
commitment to local laws and ethical standards. Moreover, companies that prioritize compliance
often attract and retain talent more effectively, as employees are more likely to commit to

organizations that uphold ethical values32.

Companies operating in the EU and Finland face requirements and obligations concerning
compliance in multiple levels. They must not only ensure adherence within their own operations
but also enforce compliance among their business partners. Compliance programs that integrate
contractual cascading and other strategies are essential for managing risks and maintaining legal
and ethical standards. Extending compliance obligations throughout their value chains,
companies can contribute to compliant business practices, protect their reputation, and support

long-term success.

2.2 Leveraging contractual cascading to implement compliance
2.2.1 Contracting withing Finnish and EU contract law

Contract law is a foundational element of both Finnish and European Union (EU) legal systems,
establishing the rules and principles that govern the creation, interpretation, and enforcement of
agreements between contract parties. In Finland, contract law is primarily codified in the
Contracts Act3® (1929/228), which provides the statutory framework for contractual relations.
Finnish contract law is deeply influenced by the Nordic legal tradition, emphasizing principles

such as freedom of contract, good faith, and the binding nature of agreements.

37 Ratsula, 2024, pp. 275-289
38 Laker, 2023
39 1n Finnish Laki varallisuusoikeudellisista oikeustoimista (Oikeustoimilaki)
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The principle of freedom of contract is central to Finnish and international contract law, granting
parties the autonomy to negotiate and define the terms of their agreements according to their
own interests and intentions*°. This freedom is not absolute, however, as contracts must not
contravene mandatory legal provisions*!. The Contracts Act sets forth certain mandatory rules,
especially in areas where there is a need to protect weaker parties or the public interest. For
instance, the Contracts Act Article 36 permits courts to adjust or set aside unreasonable
contractual terms, ensuring that contractual freedom does not lead to unjust outcomes.
Nonetheless, within these boundaries, parties have considerable freedom to structure their

contractual relationships according to their needs and intentions.

Another fundamental principle is the binding force of contracts, summarized in the Latin principle
pacta sunt servanda, meaning agreements must be kept?. This principle underscores the
expectation that once parties have voluntarily entered into a valid contract, they are legally
obligated to fulfil their commitments. The enforceability of contracts relies on this principle,
ensuring that parties can rely on the promises made by their counterparts. The Contracts Act
Article 1 supports this principle through requirements that enforce the agreed terms unless they
are deemed unreasonable or invalid under the law“3. In Finnish law, this binding nature is
reinforced by the possibility of legal remedies, such as damages or specific performance, in the

event of breach**.

The principle of good faith, in Latin bona fide, and fair dealing are also integral to Finnish contract
law. Although not explicitly stated in the Contracts Act, they are recognized through judicial
practice and legal doctrine.* Parties are expected to act honestly and fairly in both the formation
and performance of contracts, refraining from conduct that would be considered dishonest or

exploitative. The Supreme Court of Finland has affirmed the importance of good faith and fair

40 Saarnilehto & Annola, 2018, p.17

41 Hemmo & Hoppu, 2022, Chapter 3

42 Saarnilehto & Annola, 2018, p.165

43 Hemmo & Hoppu, 2022, Chapter 6

4 Saarnilehto & Annola, 2018, pp.191-194

% Saarnilehto & Annola, 2018, pp.20-22, 134-135
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dealing in several decisions?®, reinforcing its role in contractual relationships. This principle
ensures that contracts are not merely legal formalities but are executed in a manner that respects

the parties' legitimate expectations and societal norms.

In the broader context of the EU, contract law is not fully harmonized but is influenced by various
directives, regulations, and the jurisprudence of the Court of Justice of the European Union (CJEU).
Additionally, the Principles of European Contract Law (PECL), developed by the Commission on
European Contract Law, offer a set of model rules as a soft law intended to harmonize contract
law across EU member states*’. While not legally binding, the PECL serves as a reference
framework and can be applied when explicitly incorporated into contracts by the parties involved.
However, parties retain the autonomy to exclude its application through specific contractual
provisions.*® PECL underline key concepts as parties to act in good faith and fair dealing®, the
freedom to enter into contracts and determine their contents®®, and defines reasonableness
based on what individuals acting in good faith in similar situations would consider reasonable>?,

considering the contract's nature, purpose, circumstances, and relevant practices.

It appears that the EU seeks to facilitate the functioning of the internal single market by
promoting uniformity and coherence in certain areas of contract law, particularly those affecting
cross-border transactions, consumer protection, and digital commerce. Key EU legal instruments
include the Consumer Rights Directive (2011/83/EU), the Unfair Contract Terms Directive
(93/13/EEC), the Rome | Regulation (593/2008/EC) on the law applicable to contractual
obligations, and the E-Commerce Directive (2000/31/EC).

46 KKO 2009:45 where decision sets a precedent for good faith, holding a party liable for damages if their conduct in
negotiations creates reasonable contract expectations in the other party, even without a formal agreement; KKO
2015:17 decision sets a precedent for fair dealing by holding a parent company responsible for compensation fees
avoided by its subsidiary, despite the subsidiary's formal independence, as the arrangement was structured to
circumvent statutory fees

47 Principles of European Contract Law, 1997

48 Hietala, Jarvensivu, Kaivanto, & Kylikallio, 2024, chapter 8.7.3

49 PECJ Article 1:201

50 PEC) Article 1:102

51 PECJ Article 1:302
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The Consumer Rights Directive and Finnish Consumer Protection Act®? (38/1978) enhances
consumer protections, particularly in distance selling and online contracts, ensuring that
consumers receive clear information and have the right to withdraw from contracts under certain
conditions (2011/83/EU Article 9). The Unfair Contract Terms Directive which has been
implemented into the Finnish Consumer Protection Act aims to prevent the use of unfair terms
in consumer contracts, which are not individually negotiated and cause a significant imbalance in
the parties' rights and obligations (93/13/EEC Article 1). The Rome | Regulation provides rules for
determining the applicable law in cross-border contractual disputes, promoting legal certainty
and predictability. As an EU Regulation, the Rome | Regulation is directly applicable in Finland
without the need for national implementing legislation. According to the Article 3, contracting
parties may choose the law applicable to their contract and subsequently Article 4 provides rules
to determine the applicable law when no choice has been made. The E-Commerce Directive
addresses issues related to electronic contracts, including the validity and formation of online

agreements (Article 9).

Finnish contract law must be interpreted and applied in conformity with EU law, and in cases of
conflict, EU law takes precedence. This means that Finnish courts are obliged to consider EU
directives and regulations when resolving contractual disputes®3, especially those involving cross-
border elements or consumer protection issues. The interaction between national and EU law
creates a layered legal framework, where domestic contract law is complemented and, in some

areas, superseded by EU legal instruments.

52 In Finnish Kuluttajansuojalaki
53 See more in chapter 3.1
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2.2.2 Balancing impacts in supply chains

Traditionally, contracts have been viewed as bilateral agreements, involving mutual obligations
and rights strictly between two parties®*. The principle of privity of contract underpins this notion,
emphasizing that only parties to a contract are bound by its terms and can enforce them>>. This
principle should provide clarity and predictability, as parties know with whom they are
contracting and what obligations they have undertaken. However, the complexities of modern
globalized trade, with extensive supply chains, outsourcing, and subcontracting arrangements,
have challenged the traditional bilateral framework. Businesses often engage with multiple layers
of suppliers and partners, making it impractical to establish direct contractual relationships with
every participant in the supply chain. Moreover, companies are increasingly held accountable for
the actions of their suppliers, particularly concerning compliance with legal, ethical, and

sustainability standards>®.

It is generally accepted that contractual cascading provides a mechanism to address these
challenges. Contractual cascading involves the inclusion of contractual clauses that require a
contracting party to impose certain obligations on its own customers, subcontractors or suppliers,
extending the reach of the original contract's terms beyond the immediate parties. This approach
creates a chain of contractual obligations that "cascade" up and down through the various levels
of the supply chain, ensuring that all participants adhere to the standards set by the primary

company.

The interaction of contractual cascading with key principles of contract law can be seen as
creating a balance between traditional two-party contracts and the broader, layered
responsibilities introduced through cascading clauses. Firstly, it challenges the traditional concept

of privity>” and bilateral nature of contracts®® by extending obligations to parties who are not

5 Norros, 2007, p. 1

55 Saarnilehto & Annola, 2018, p. 8
56 As discussed in section 2.1

57 Villa et al., 2020, chapter VIII:7:1
58 Saarnilehto & Annola, 2018, p.37
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directly part of the original contract. However, it can be argued that this extension is facilitated
through the contractual obligations of each middle party, who agrees to impose the relevant
terms on their own counterparts. In this way, the chain of contracts maintains the principle of

privity at each level while achieving the overall objective of cascading obligations.

Secondly, the principle of freedom of contract® allows parties to agree upon the inclusion of
cascading clauses. As long as the obligations are lawful, and clear parties can structure their
contracts to require compliance from their counterparties®. This contractual freedom enables
companies to manage risks and ensure adherence to standards throughout their supply chains
and enables free competition® . While this method respects the initial contracting parties'
freedom to structure their agreements, it can be seen as imposing predefined terms on additional
parties, potentially limiting their contractual freedom. This raises questions about the real extent
of contract freedom when participants are required to accept upstream conditions to engage in

certain markets or projects.

Thirdly, the principle of good faith®? and duty of loyalty plays a crucial role in the operation of
contractual cascading. Parties are expected to act in good faith when imposing obligations on
their counterparties, ensuring that the requirements are reasonable and achievable, and consider
each other's interests during the contractual relationship®3. This should, in theory, prevent the
use of unfair, illegal or overly burdensome obligations that could be deemed unreasonable
between contracting parties. However, it is useful to recognize that at the same time this raises
potential disputes based on lack of knowledge or consent. The objectives set by the original
contract may compel parties to impose terms that are disadvantageous or overly demanding to
their counterparties. Additionally, it is likely that “weaker” parties further down the value chain

face unfair burdens due to their diminished negotiating power. They may be compelled to agree

% Hemmo, 1997, pp.57-58

60 Meri, 2023, pp.147-148

61 villa et al, 2020, chapter VIII:1:2

52 Saarnilehto & Annola, 2018, pp. 19-21;
83 Saarnilehto & Annola, 2018, pp. 24-25
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to terms decided without their input, exacerbating power imbalances and potentially violating
laws designed to protect weaker parties, such as consumers and small businesses, from

oppressive contractual terms.

Contractual cascading is also impeded in the context of public procurement. Under the EU Public
Procurement Directive (2014/24/EU), contracting authorities are required to “take appropriate
measures” that their contractors and subcontractors comply with environmental, social, and
labour laws (Article 18(2)). This suggests that contracting authorities should require compliance
from contractors and, by extension, their subcontractors. It is apparent that this often
necessitates the inclusion of cascading clauses in public contracts, obliging contractors to impose

the same standards on their counterparties.

In practice, contractual cascading involves the careful drafting of contractual clauses that specify
the obligations to be imposed on third parties. For these clauses to be effective, they must be
clear, precise, and enforceable®. Typically, they include provisions requiring the contracting party
to ensure that specific third party comply with specified laws, regulations, standards, or codes of
conduct. Additionally, these clauses may incorporate mechanisms for monitoring compliance,

such as audit rights, reporting obligations, or rights to request information.

The use of contractual cascading offers several benefits. It allows companies to manage risks
associated with their supply chains, ensuring that all participants adhere to the same legal and
ethical standards. It promotes consistency and uniformity in the application of policies across
different levels of the supply chain. It can enhance a company's reputation by demonstrating a
commitment to responsible business practices. However, it is useful to recognize that there are
also challenges associated with contractual cascading. The effectiveness of cascading clauses
depends on the willingness and ability of third parties to comply with the imposed obligations. In

some cases, third parties may resist additional requirements, particularly if they involve increased

64 Ratsula, 2016, chapter 3.6:2
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costs or administrative burdens. There may also be legal limitations in certain jurisdictions that
affect the enforceability of cascading obligations, especially if they conflict with local laws or
mandatory provisions. Furthermore, the principle of proportionality must be considered when
imposing cascading obligations. Obligations should be reasonable and appropriate in relation to
the contract's subject matter. Disproportionate requirements may be deemed unfair or invalid in

accordance with the aforementioned principles of contract.

This raises the point that contractual cascading represents an evolution in contract law, adapting
traditional principles to the complexities of modern commerce. It allows companies to extend
their contractual obligations beyond the immediate parties, ensuring compliance and
accountability throughout their supply chains. While it departs from the traditional bilateral
nature of contracts, it remains consistent with the fundamental principles of Finnish and EU
contract law, including freedom of contract, good faith, and the binding nature of agreements. As
businesses continue to face increasing regulatory demands and societal expectations for
responsible conduct, contractual cascading is likely to become an even more important tool for

managing legal and ethical obligations in commercial relationships.
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3 From Single Market to extraterritorial jurisdiction

3.1 Essentials of the European Union's legal system
3.1.1 Fundamental principles and institutions

The European Union (EU) has developed a complex and far-reaching legal system designed to
govern both its internal affairs and its interactions with member states, citizens, and businesses.
This system is rooted in the principles of integration, cooperation, and uniformity aimed at
creating a harmonized legal and economic space within the EU®. EU law is characterized by its
supranational nature, meaning that it often takes precedence over the national laws of its

member states, ensuring that EU objectives are met consistently across borders®®.

EU law operates on multiple levels, with the framework being provided by the Treaty on European
Union (TEU)®” and the Treaty on the Functioning of the European Union (TFEU)®. These treaties
are the primary legislation of EU law®®, defining the scope of EU competences and defining the
powers of its institutions, such as the European Commission, the European Parliament, and Court
of Justice of the European Union (CJEU)’C. According to the TEU Article 1 the treaties are binding
on all member states and the TFEU Article 288 sets the stage for the creation of secondary

legislation, including regulations, directives, and decisions.

A central principle in the EU legal order is direct effect, as established by the European Court of
Justice’?. This principle allows individuals and businesses to rely directly on EU law in national

courts, even in cases where member states have failed to implement or transpose those laws

5 Tuominen, 2024, pp.15-16

56 European Union, 2024

57 Treaty on European Union, 1992

58 Treaty on the Functioning of the European Union, 1958

59 Raitio & Tuominen, 2020, p. 72

70 TEU Articles 13-19

7 Van Gend en Loos v Nederlandse Administratie der Belastingen Case 26/62 allows individuals and businesses to
invoke EU law directly in national courts, which is essential for enforcing rights and obligations under EU law without
waiting for national implementation.
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effectively. Primacy of EU law has been established within the CJEU ruling’? ensuring that, in cases
of conflict between national and EU legislation, EU law takes precedence, reinforcing its authority
over member states' domestic legal systems. These two principles are the cornerstones of the
EU’s legal framework, enabling uniform application of EU laws across its member states and giving

teeth to the concept of European integration.

3.1.2 Legal instruments

EU law is implemented through various legal instruments, each designed for specific purposes
and situations. These instruments include regulations, directives, decisions, recommendations,
and opinions’3and additionally, the EU utilizes delegated acts and implementing acts’*. These
provide the EU with the flexibility needed to regulate its diverse member states and ensure

compliance with its policies.

EU regulations, such as sanctions regulations and the General Data Protection Regulation (GDPR),
are binding legislative acts directly applicable across all member states and are commonly used
in areas where uniformity is essential’”>. They are among the most robust forms of EU law,
ensuring a uniform legal standard without requiring national legislation for implementation.
According to TFEU Article 288 a regulation "shall have general application. It shall be binding in
its entirety and directly applicable in all Member States." This means that regulations become
enforceable EU-wide as soon as they are enacted, allowing for consistent application by national

courts and administrative authorities.

Sanctions regulations and the General Data Protection Regulation (GDPR) demonstrate the EU’s

use of regulations where uniform enforcement is essential. Sanctions are central to EU foreign

72 Costa v ENEL (Case 6/64) ensures that EU law overrides conflicting national legislation, which is crucial for
maintaining the uniform application of EU law across all member states.

73 TFEU Article 288

74 TFEU Articles 290 and 291

75 European Parliament, 2024a,
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policy, requiring uniform application across all member states to prevent inconsistencies that
could weaken their impact. It is evident that this regulatory form ensures identical enforcement
across member states, minimizing the risk of loopholes or circumvention applications. Similarly,
the GDPR creates a unified framework for data protection across the EU, necessary for managing
cross-border data flows. This regulatory form can be seen to provide legal clarity for businesses,
strong data rights for EU citizens, and extends GDPR’s influence globally, as non-EU companies

handling EU citizens' data must also comply.

Directives are binding upon member states in terms of the goals they must achieve, but they leave
it to national authorities to decide the form and method of implementation’®. Directives are
particularly useful when there is a need for some level of national adaptation, reflecting the
principle of subsidiarity’’, which ensures that decisions are taken as closely as possible to the
citizen’8. For instance, the EU’s Corporate Sustainability Due Diligence Directive (CSDDD) requires
member states to implement regulations mandating corporate accountability in global supply

chains but allows flexibility in how these rules are enacted domestically.

In the case of the CSDDD, the use of a directive can be assumed to be particularly appropriate as
several member states have already enacted similar obligations in their national legislation, such
as the German Supply Chain Act’® and the French Duty of Vigilance®. These national laws already
mandate due diligence and accountability measures, ensuring that companies operating within
these jurisdictions adhere to high standards of human rights and environmental protection®!. By
aligning with these existing frameworks, the directive not only harmonizes efforts across the EU
but also leverages the established compliance mechanisms within member states, thereby

enhancing overall effectiveness and coherence in achieving sustainability goals.

76 TFEU Article 288

77 European Parliament, 2024b,

78 TEU Article 5(3)

7 In German Lieferkettensorgfaltspflichtengesetz, vom 16. Juli 2021
80 |n French Loi de vigilance, Loi 2017-399 du 27 mars 2017

81 Jault-Seseke, 2024, pp 1-8
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Decisions are legally binding on those to whom they are addressed, whether it is a specific
Member State, company, or individual. According to TFEU Article 288, a decision "shall be binding
in its entirety. A decision which specifies those to whom it is addressed shall be binding only on
them". They are directly applicable and do not require transposition into national law. Decisions
are often used in areas such as competition policy or state aid, where tailored measures are

needed for specific cases.

Recommendations and opinions are non-binding instruments that allow EU institutions to
express views or make suggestions on certain issues. Article 288(5) TFEU states that
"recommendations and opinions shall have no binding force". While they do not have the force
of law, they are often used by EU institutions to express viewpoints or suggest actions concerning
specific issues and can shape legislative developments or influence the behaviour of member

states by guiding interpretations or applications of EU law.22.

The Court of Justice of the European Union (CJEU) plays a central role in ensuring the consistent
application and interpretation of EU law across member states. While national courts are
responsible for applying EU laws within their jurisdictions, they can refer questions regarding the
interpretation or validity of EU law to the CJEU through the preliminary ruling procedure®3. This
process allows national courts to seek guidance on EU law, promoting harmonized legal
interpretations across the EU. Importantly, the CIEU’s rulings in these cases are binding on all
member states, establishing precedents that national courts must follow, thus reinforcing the

uniform application of EU law across jurisdictions®.

EU law operates within a structured hierarchy guided by the principles of lex superior, lex

generalis, and lex specialis, which determine the precedence and application of legal norms®>.

82 Such as the Rule of Law Report 2022, where Commission issues specific recommendations to member states
concerning the Russian invasion of Ukraine.

83 TFEU Article 267

84 European Union, 2022,
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The principle of lex superior, which is higher law prevails over lower law, places EU treaties and
fundamental rights at the top of the EU legal order, meaning that these primary legislation holds
supremacy over secondary legislation, such as regulations and directives®®. In the context of /ex
generalis, meaning general law, and lex specialis, meaning specific law, EU legal instruments are
applied based on their scope and specificity. Lex generalis refers to broad EU legislation that sets
general standards across various areas, such as the CSDDD sets general framework for due
diligence obligations. In contrast, lex specialis applies to specific regulations or directives that
address particular aspects within those general principles, such as the EU Deforestation
Regulation (EUDR) (2023/1115) establishing a sector-specific framework for deforestation,
outlining due diligence requirements for certain products®’. This hierarchy ensures a consistent
application of EU law, balancing general principles with the need for detailed, sector-specific

regulation.

At the center of the EU’s economic integration is the so-called single market, as defined in Article
3(3) TEU, which states that the Union "shall establish an internal market". The single market seeks
to eliminate barriers to the free movement of goods, services, capital, and people across the EU,
which are known as the four freedoms®. The creation of the single market has been one of the
EU’s greatest achievements, allowing for an unprecedented level of economic cooperation and
cohesion between Member States®. With a consumer base of approximately 450 million people,

the single market is one of the largest integrated economies in the world®°.

The single market ensures that businesses can operate across the EU without encountering
national restrictions or divergent regulatory frameworks. By harmonizing regulations and

removing trade barriers, the EU has created a seamless environment in which goods, services,

86 European Parliament, 2024a
87 European Commission, 2024a
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8 European Commission, 2020a,
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and capital can flow freely between member states. This has significantly enhanced competition,

fostered innovation, and reduced costs for both businesses and consumers??.22

However, the benefits of the single market extend beyond economic integration. The EU’s legal
frameworks ensure that products and services meet similar standards of safety, environmental
sustainability, and consumer protection. For example, EU regulations on product standards and
environmental protections create a level playing field, ensuring that businesses compete fairly
within the EU while protecting the welfare of EU citizens®3. Additionally, the single market serves
as a foundation for the EU’s external trade policies, allowing it to negotiate from a position of

strength globally and to enforce EU obligations to reach across its boarders®*.

3.2 Extraterritorial expansion of EU Law through contractual cascading

3.2.1 Use of contractual obligations to enforce measures

Extraterritorial jurisdiction refers to the authority to legislate, adjudicate, and enforce laws of a
country or governing body, such as the European Union, to apply its laws outside its own borders,
affecting individuals or entities located in other jurisdictions, for example in third countries. In
the past, the EU has been seen generally cautious in applying extraterritorial jurisdiction,
prioritizing respect for the sovereignty of non-EU countries and focusing primarily on issues
within its borders®. This approach is evident in the EU's consistent opposition to the United
States' extraterritorial sanctions, particularly those targeting Cuba and Iran®®. For instance, U.S.

sanctions against Iran have impacted European firms conducting business with Iranian

91 European Commission, 2024d

%2 Raitio, 2013, pp. 365-370

93 Raitio & Tuominen, 2020, pp.343-344

9 European Commission, 2024d

9 Stoll et al., 2020, pp.51-53

% specifically, from the EU Blocking Statute ((EC) 2271/96) which aims to protect against the effects of extraterritorial
legislation enacted by third countries and any actions based on such legislation, primarily targeting certain U.S.
sanctions on Cuba and Iran.
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counterparts, forcing them to choose between trading with Iran or maintaining access to U.S.
markets®’. The EU has criticized such measures for overstepping international legal boundaries

and infringing upon the sovereignty of other nations®.

The EU has increasingly embedded extraterritorial elements in its legislation across data
protection, sustainability, and sanctions, leveraging contractual cascading to enforce compliance
by foreign entities. Globalization and the increasing interconnection of international markets can
be seen as having significantly blurred traditional jurisdictional boundaries. In response, the EU
has progressively adopted extraterritorial measures in key legislative areas to protect its interests
and promote its values globally.?® Rather than legislating similar extraterritorial jurisdiction laws
as the U.S, EU uses MNEs as instruments to enforce extraterritorial measures, embedding
compliance obligations into their contractual relationships to promote standards beyond EU
borders. By doing so, it can be argued that the EU extends its regulatory reach beyond its borders,

ensuring that even foreign entities adhere to its standards when engaging with the EU market.

The General Data Protection Regulation (GDPR) ((EU) 2016/679) has become a global benchmark
for data protection and privacy. Coming into force in 2018, the GDPR imposed comprehensive
compliance obligations on entities that process personal data of individuals within the EU. A key
aspect of the GDPR is its extraterritorial scope, which requires not only EU-based entities but also
companies in third countries to adhere to the regulation when processing data related to EU data
subjects. To achieve this, the GDPR mandates that data controllers and processors must ensure
compliance throughout their data processing chain, including with third-country
counterparts46(1) and 46(2)(c)). These require EU-based entities to enforce GDPR standards
contractually on third-country processors (Article 28), effectively cascading compliance down the

supply chain. As a result, companies worldwide have need to adjust their privacy policies and data

97 Pursiainen, 2021, pp.140-145
% Stoll et al., 2020, pp.51-53
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handling practices to align with GDPR, acknowledging the importance of access to the EU market

and the significant fines imposed for non-compliance.

In the area of sanctions, the EU uses extraterritorial jurisdiction to extend compliance obligations
to third-country partners. For instance, in response to actions destabilizing Ukraine, the EU has
imposed comprehensive sanctions against Russia ((EU) 833/2014) and to Belarus ((EU) 765/2006).
These sanctions prohibitions extends to EU entities enforce compliance from participating in
activities that circumvent sanctions, directly or indirectly. EU companies also must ensure their
third country subsidiaries and third-country partners do not facilitate sanctioned activities, by
including compliance clauses in contracts to prevent violations ((EU) 833/2014 Articles 8a and
12g). Furthermore, when discussing sanctions against Russia, these restrictions are not imposed
within Russia itself, as the EU lacks jurisdiction across Russian territory!®, Instead, the EU
enforces compliance by imposing obligations on EU-based entities, which, in turn, cascade these
obligations to their third-country counterparts. By requiring these foreign partners to adhere to
specific contractual compliance clauses, the EU indirectly extends its sanctions regime beyond its
own borders, compelling non-EU entities to align with EU policies if they wish to maintain
business relationships. This indirect application of EU sanctions exemplifies how the EU leverages
its jurisdiction to create a broader compliance network, aiming to prevent sanctions violations

across global trade channels.

3.2.2 Proliferation of EU’s extraterritorial measures

In addition to data protection and sanctions, the European Union has been at the forefront of
incorporating sustainability into its regulatory framework!%!, with a focus on extending its
standards beyond its borders through various legal measures. EU has initiated several different

measures which have extraterritorial measures through legal acts such as the Corporate

100 Eyronews, 2023
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Sustainability Reporting Directive (CSRD)((EU) 2022/2464), Carbon Border Adjustment
Mechanism (CBAM)((EU) 2023/956), The proposed Forced Labour Regulation %2, The
Deforestation Regulation (EUDR) ((EU) 2022/2559) and the Corporate Sustainability Due Diligence
Directive (CSDDD) ((EU) 2024/1760). These acts can be seen as indirectly obligating companies to
seek contractual assurances from their business partners and to cascade these obligations further
down their supply chains, ensuring that EU standards are met, and that accurate, timely data is

received from third countries.

The CSRD expands sustainability reporting obligations to include non-EU entities with substantial
EU operations, compelling companies to report on environmental, social, and governance (ESG)
impacts across their entire value chain'®. For example, non-EU companies with EU net turnover
over €150 million and either a large or EU-listed subsidiary, or an EU branch with net turnover
exceeding €40 million in the preceding financial year, are required to prepare a group-level
sustainability report ((EU) 2022/2464 Article 40a). The CBAM is a financial instrument designed
to price the carbon emissions of high-carbon goods entering the EU, ensuring that imported
goods bear a similar carbon cost to items produced inside the EU'%4, The full implementation of
the CBAM will coincide with the phase-out of free allocation of emissions allowances under the
EU Emissions Trading System by 2026, supporting the broader decarbonization of EU industries,
restricting carbon leakage!® and to aligning carbon costs of manufacturing products inside and

outside of the EU106,

The EU's upcoming regulation on prohibiting products made with forced labour further
exemplifies these extraterritorial measures. By planning to ban such products from entering EU’s

market, it requires companies to ensure that no forced labour is used at any point in their supply
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chain®’, The EUDR is designed to ensure that products imported, consumed or exported within
the European Union do not contribute to global deforestation or forest degradation and are
aimed at reducing greenhouse gas emissions. It also introduces due diligence obligations on EU-

companies of their supply chains!®.

All of the above-mentioned sustainability measures necessitate the inclusion of clauses in
contracts that require suppliers and partners to provide relevant ESG data, thereby extending EU
standards globally through contractual relationships, but without explicitly obligated to by the
acts. However, also the CSDDD imposes due diligence obligations on companies concerning
human rights and environmental impacts throughout their operations and supply chains (Article
6 and 7). Companies are required to identify, prevent, mitigate, and account for adverse impacts,
and similarly to the GDPR, to include compliance clauses in contracts with suppliers and business
partners (Article 12). This approach ensures that EU companies promote adherence to EU
sustainability standards among foreign suppliers, effectively extending EU policies beyond its

borders through contractual cascading.

Comparatively, while the United States has long been known for its forceful use of extraterritorial
jurisdiction, particularly in sanctions!, the EU's approach differs in methodology and underlying
principles. The U.S. often employs a direct enforcement approach, utilizing legal actions and
punitive measures to enforce compliance with U.S. laws, sometimes imposing secondary
sanctions that target non-U.S. entities engaging with sanctioned countries''®, For example, the
U.S. Iran sanction regime prohibit any non-US persons or non-US companies from trading with
Iran, which underlines the extraterritorial reach intended to control actions that occur beyond

American borders!!!. This extension of U.S. law has led to tensions with the EU, as European

107 Council of the European Union, 2024a
108 Finnish Food Authority, 2024

109 Against Iran, Cuba, North Korea, Russia
110 pyrsiainen, 2021, pp. 120-126

111 Schmidt, 2022, p. 53
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policymakers struggle to protect their commercial interests from the adverse impacts of U.S.

sanctions!1Z,

While the EU has increasingly adopted extraterritorial elements across various areas, like data
protection, sanctions, and sustainability, it also enforces measures like the Blocking Regulation
((EC) 2271/96) to counteract extraterritorial laws from other jurisdictions. This regulation
opposes effects of such extraterritorial application of third-country legislation, such as US
sanctions, within the EU, explicitly stating that no judgment or decision enforcing these laws
would be recognized or enforceable in the EU (Article 4). The regulation also prohibits EU persons
from complying with the targeted extraterritorial sanctions.''3 This dual approach underlines the
complexity and changing stance of the EU in navigating global legal influences while protecting

its interests and sovereignty.

The EU's method of enforcing extraterritoriality can be seen as more indirect, relying on its
companies to conduct contractual cascading and the leverage of its significant market access to
enforce compliance. This indirect method leverages the EU’s substantial market access,
compelling adherence to its standards indirectly by integrating compliance requirements within
contracts. This strategy also advances the EU's commitment to fundamental rights, promoting
sovereignty, freedom, democracy, equality, and respect for human rights as protected in its
treaties. By ensuring foreign entities meet EU standards, ideologically the EU prevents
undercutting of its businesses by competitors operating under less stringent regulations, thus
maintaining competitiveness and fostering a level playing field. In addition, it can be argued that
this approach could reduce the need for direct legal or political confrontations, which might
otherwise arise from attempts to enforce EU laws outside its territorial jurisdiction, potentially

leading to diplomatic disputes.

1121 ohmann, 2019, pp. 2-3
113 European Commission, 2021, pp.2-3
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However, the extraterritorial measures approach also has downsides. Enforcement depends
heavily on the ability and willingness of companies to impose these standards on their partners,
which can be less effective than direct legal enforcement. For companies ensuring that non-EU
partners comply with EU regulations can impose significant compliance costs and administrative
burdens!'#, Additionally, the global reach of EU regulations through extraterritorial jurisdiction
can complicate international business operations, potentially putting EU businesses at a

competitive disadvantage if their non-EU competitors are subject to less stringent regulations*>.

114 Mevyers, 2024, pp. 18-21
115 National Board of Trade Sweden, 2024, p. 3
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4 Key legislative acts influencing extraterritorial compliance

4.1 Enforcing Data Protection globally

4.1.1 The GDPR’s principles and scope

The European Union's General Data Protection Regulation (GDPR) ((EU) 2016/679) significantly
impacts how EU companies manage data protection within their supply chains, also when it
involves third-country operators. The GDPR mandates strict data protection compliance, which
EU companies must ensure is upheld through all levels of their supply chains. Adopted on 27 April
2016 and enforced from 25 May 2018, the GDPR aims to harmonize data protection laws across
the EU, giving individuals greater control over their personal information while ensuring
organizations adhere to clear, accountable data processing practices!'®. The regulation applies to
any organization, regardless of its location, which processes the personal data of individuals

residing in the EU (Article 3), making it a global standard for privacy protection.

At its core, the GDPR addresses concerns about privacy and data security in an era where personal
data is extensively collected, analysed, and shared. The regulation mandates that personal data
must be processed “lawfully, fairly, and transparently” (Article 5(1)(a)), ensuring that individuals
can be fully aware of how their data is being used and that they could have control over it. Other
four key provisions are explicit consent, right of access and rectification, right to erasure and data
breach notification. Explicit Consent is requirement for clear and affirmative consent before data
is processed (Article 7). Right of access and rectification means that individuals have the right to
access their data and correct inaccuracies (Articles 15-16). Right to erasure, which is also known
as right to be forgotten, gives right to individuals to request deletion of their personal data under
certain conditions (Article 17). Data breach notification obligates organizations to notify
authorities within 72 hours and affected individuals without undue delay in the event of a data

breach (Articles 33-34), mandating establishing processes within the company to comply.

116 European Commission, 2024g
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For companies, GDPR introduces both opportunities and challenges. Compliance involves
significant adjustments in how they collect, store, and manage personal data. Organizations must
implement strict data protection measures, such as conducting assessments for high-risk
processing activities (Article 35) and appointment of Data Protection Officers (DPOs) for certain
organizations (Articles 37-39). Failure to comply can result in substantial fines, which can be up
to €20 million or 4% of the organization's total worldwide annual turnover, whichever is higher
(Article 83). Despite the compliance burden, the GDPR can offer opportunities for businesses. By
adopting robust data protection practices, companies can adopt greater trust and transparency
with their customers, which can be seen as a competitive advantage in a privacy-conscious world.
Organizations that comply with the GDPR are better equipped to manage data securely,

minimizing the risk of costly data breaches and enhancing their reputation for privacy protection.

In each EU member state, national data protection authorities are independent public authorities
responsible for overseeing the application of data protection laws (Article 51(1)). Their primary
functions cover monitoring compliance, providing expert guidance on data protection matters,
and addressing complaints related to potential violations. These authorities possess investigative
and corrective powers to enforce data protection regulations effectively. *'7 In Finland, the GDPR
is supplemented by the Data Protection Act '8 (1050/2018), which provides national
specifications allowed under the GDPR. The Office of the Data Protection Ombudsman oversees

compliance with data protection legislation as the national authority.

4.1.2 Standard contractual clauses and cross-border data compliance

The GDPR ((EU) 2016/679) applies to any organization that processes personal data of individuals

residing in the EU, regardless of the organization's location (Article 3). This extraterritorial reach

117 Office of the Data Protection Ombudsman, 2024
118 |n Finnish Tietosuojalaki
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means that even companies based outside the EU must comply with the regulation if they offer

goods or services to EU citizens or monitor their behaviour within the EU. Under the GDPR, data

119 120

controllers**? and processors*“° must ensure that all third parties involved in processing personal
data adhere to the same data protection standards. GDPR Article 28 establishes clear
requirements for the relationship between data controllers who determine the purposes and

means of processing, and data processors who process data on behalf of controllers.

Article 28 of the GDPR outlines the requirements for contracts between controllers and
processors. Controllers must engage only processors that provide “sufficient guarantees to
implement appropriate technical and organizational measures” in compliance with the GDPR
(Article 28(1)). Processing activities by a processor must be governed by a contract that specifies
the processing's subject matter, duration, nature, purpose, types of personal data, categories of
data subjects, and the obligations and rights of the controller (Article 28(3)). Processors cannot
engage sub-processor without prior specific or general written authorization from the controller
(Article 28(4)) obligating that the same data protection obligations must be imposed on the sub-
processor through a contract. This contractual cascading ensures that data protection obligations
cascade through every layer of the supply chain, maintaining consistent privacy standards even

when data is processed outside the EU.

One of the primary mechanisms by which GDPR compliance is extended to third-country
counterparts is through Standard Contractual Clauses (SCCs), which are pre-approved by the
European Commission.??!. They serve as a safeguard for data transfers to third countries which
are lacking an adequacy requirements (Article 46(2)(c)). Since SCCs are pre-approved by the
European Commission?? they offer legal certainty and reduce the need for organizations to seek

individual approval from national data protection authorities for data transfers.

119 determines the purposes and means of processing bearing primary responsibilities
120 hrocesses data on behalf of the controller

121 Eyropean Commission, 2024h
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SCCs!% offer a structured framework for international data transfers, accommodating various
scenarios'?*, where the processor is within the EU and the controller is in a third country. They

125

allow multiple parties to adhere to the clauses'*> and, with certain exceptions, facilitate transfers

to sub-processors in third countries'?®. The SCCs also grant individuals the right to invoke the

127 and establish liability rules between parties in cases of

clauses as third-party beneficiaries
rights breaches, including compensation for damages suffered?®. Additionally, they mandate
conducting a transfer impact assessment to document the specific circumstances of the transfer,
the laws in the destination country, and the additional safeguards implemented to protect
personal data'?®. Furthermore, the SCCs impose obligations on data importers to inform data

exporters of public authority access requests and to challenge unlawful requests, thereby

enhancing transparency and accountability in data processing activities*3°.

For organizations with extensive international operations, SCCs can help to ensure a uniform level
of data protection across all entities and partners involved in data processing activities. Using
SCCs could lead to saving time and resources by avoiding the need to negotiate data protection
agreements for each international data transfer. For example, an EU-based company may need to
transfer personal data to a non-EU service provider for processing. By incorporating SCCs into
their contract, the EU company ensures the service provider is legally bound to comply with

GDPR-equivalent data protection standards.

123 Commission Implementing Decision ((EU) 2021/914)

124 such as controller-to-controller, controller-to-processor, processor-to-processor, and processor-to-controller
transfers
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4.1.3 Challenges and strategies in cascading data protection

While Standard Contractual Clauses offer numerous benefits, there are challenges associated
with their use. Following the Court of Justice of the European Union's decision in the Schrems I
case 31, organizations must assess whether the law of the third country ensures adequate
protection of personal data. The CJEU found that SCCs by themselves may not always provide
adequate protection for personal data when transferred to third countries. Following the Schrems
Il decision, organizations relying on SCCs or other mechanisms for data transfers are required to
conduct data transfer impact assessment. These assessments evaluate the legal landscape of the
third country and ensure that data subjects' rights remain adequately protected despite the

transfer.

Binding Corporate Rules (BCRs) represent a company’s internal alternative to SCCs for multination
enterprises. BCRs are internal policies adopted by MNEs to ensure that personal data transferred
within the group, including to entities in third countries, comply with European data protection
standards (Article 47(1)). These internal policies are legally binding on all entities of the
organization, once approved by the national data protection authority, thereby ensuring that all
subsidiaries adhere to the same GDPR standards, regardless of their location (Article 47(1)(a)).
While BCRs offer a mechanism for cross-border data transfers, they are complex and time-

consuming to implement, often making them inaccessible to smaller organizations.

These additional compliance layers forces EU companies to closely assess their third-country

counterparts’3?

, strengthening the GDPR'’s cascade effect by holding the third-country entities to
similar levels of data protection. Ensuring that third-country counterparts understand and are
capable of complying with the obligations imposed by SCCs or BCRs may be challenging for EU-
companies, particularly in jurisdictions with less strict data protection laws. Local laws in the

recipient country may conflict with the obligations under the SCCs, potentially weakening the

131 Data Protection Commissioner v Facebook Ireland and Maximillian Schrems (Schrems 1), Case C-311/18.
Judgment of 16 July 2020
132 DIGITALEUROPE, 2021, pp.3-8
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effectiveness of the clauses. While SCCs provide legal certainty and streamline the compliance
process, organizations must remain alert in assessing the adequacy of data protection in third
countries and supporting their third-country counterparts in understanding and meeting GDPR
standards. By proactively managing these obligations, companies can mitigate legal risks, protect
individual privacy rights, and maintain trust in their data processing activities while avoiding

penalties.

In cases where third-country data protection regulations conflict with GDPR obligations,
companies are placed in a difficult position. For instance, in the United States, government
surveillance laws'33 may override the data protection commitments made under SCCs*34. Such
conflicts introduce legal uncertainties and may lead to enforcement actions by EU regulators
against EU-based companies or their third-country counterparts if adequate safeguards cannot

be ensured?®.

To effectively cascade data protection obligations, organizations must take several key steps. First,
they should conduct thorough due diligence by assessing their third country's data protection
landscape, identifying legal risks, and evaluating the partner's capacity to comply with GDPR
obligations. Understanding local laws is crucial to ensure that non-EU partners can uphold the
required standards. When addressing local laws that may conflict with SCC obligations,
organizations should work closely with partners to implement additional safeguards, such as
encryption®®® or pseudonymization3” (Article 6(4)(e)), or consider alternative arrangements. In
addition, establishing strong contractual commitments is essential. By incorporating Standard

Contractual Clauses (SCCs) into contracts, organizations ensure that non-EU partners are legally

133 such as Section 702 of the Foreign Intelligence Surveillance Act (FISA)

134 CJEU highlighted these concerns in the Schrems Il decision, invalidating the EU-U.S. Privacy Shield due to
inadequate safeguards against U.S. surveillance practices

135 European Data Protection Board, 2021, pp.3-5

136 European Data Protection Board defines encryption as a process that transforms readable data into an unreadable
format using a cryptographic algorithm and it can be accessed only by using the correct key.

137 As per Article 4(5) pseudonymization involves processing personal data in a way that it cannot be linked to a
specific individual without additional information, which must be stored separately and protected by technical and
organizational measures to prevent re-identification.
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bound to uphold GDPR standards, effectively extending GDPR compliance beyond EU borders. By
successfully implementing these, may require providing training and raising awareness among
third-country partners to help them understand and implement GDPR requirements. Offering
guidance and support fosters a shared commitment to data protection and facilitates smoother

compliance across different jurisdictions.

4.2 Extending EU sanction against Russia

4.2.1 Evolution of the EU’s Sanction regime against Russia

The European Union has developed one of the most comprehensive and dynamic sanctions
regimes against Russia®®®, particularly following the annexation of Crimea in 2014 and the
invasion of Ukraine in 2022. In response to Russia’s actions, the EU has implemented a series of
sanctions aimed at deterring Russian aggression, upholding international norms, and protecting
its fundamental interests and values, including peace, security, democracy, and the rule of law*3°.
The EU's sanctions regime against Russia originated in 2014, following Russia's illegal annexation
of Crimea and the destabilization of eastern Ukraine. These actions violated international law,
specifically the principles protected in the United Nations Charter'4® and the Helsinki Final Act'#?,
which guarantee the territorial integrity and sovereignty of countries. The EU responded to these
violations through diplomatic measures and restrictive actions through sanction regulation ((EU)

833/2014) aimed at compelling Russia to reverse its course.

The primary objectives and strategies of the EU's sanctions against Russia are versatile. Firstly, by

imposing significant economic and political costs'#?, the EU aims to deter further violations of

138 Since 2022, EU has banned almost 50 billion euros worth of goods in exports and over 90 billion euros in imports,
and more than 20 billion euros worth of private assets frozen in the EU, according to European Council’s policy.

139 Eyropean council, 20244, p. 1

140 United Nations, 1945, article 1-2
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international law and territorial sovereignty. Secondly, the sanctions seek to pressure Russia into
respecting Ukraine's territorial integrity and to withdraw support for separatist movements in
eastern Ukraine. Thirdly, the EU emphasizes the importance of upholding international law,
human rights, and democratic principles, signalling that violations will not be tolerated without
consequence.#® Lastly, coordinated sanctions among Western nations demonstrate unity in
response to Russian aggression, enhancing the effectiveness of the measures!#*. According to the
European Parliamentary Research Service!®®, the measures have degraded Russia's military and
technological capacities, restricted its access to developed global markets, and reduced the

Kremlin's revenues used to finance the war.

Initially, the EU's sanctions were targeted and limited, focusing on individuals and entities directly
involved in the annexation of Crimea and the destabilization of Ukraine. Measures included travel
bans, asset freezes, designation as arms embargo country, and restrictions on economic activities
in Crimea and Sevastopol ((EU) 692/2014). However, as the conflict escalated, particularly with
Russia's full-scale invasion of Ukraine in February 2022, the EU significantly expanded its
sanctions regime, adopting a series of comprehensive sanction packages designed to target
Russia's economic and military capabilities'®. The EU's sanctions against Russia have been
implemented through successive sanction packages, each building upon the previous to increase
pressure and close loopholes. In response to Russia's recognition of the separatist-controlled
regions of Donetsk and Luhansk and the deployment of troops, the EU imposed measures
targeting Russian access to European financial markets ((EU) 2022/263). The sanctions included
restrictions on financing Russian sovereign debt and limiting economic relations with the non-
government-controlled areas. Key individuals and organizations undermining Ukraine's territorial

integrity were sanctioned, with asset freezes and travel bans imposed!#’.

143 Council of the European Union, 2024b
144 European Council, 2024c
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As the conflict intensified, the EU escalated its response by implementing comprehensive bans
on Russian state-owned enterprises and further restricting Russian financial institutions (Article
5). The measures extended to prohibitions on exporting dual-use goods and technology (Article
2), and a ban on luxury goods exports to Russia (Article 3h). Investments in Russia's energy sector
were also prohibited (Article 3a), aiming to disrupt a critical component of Russia's economy!,
In April 2022, the EU introduced a ban on importing Russian coal (Article 3m), being a significant
source of revenue for Russia, through its fifth package of sanctions!*°. Additional financial
restrictions targeted Russian banks, and asset freezes were extended to hundreds of individuals
and entities connected to the Kremlin °°. Restrictions on Russian freight operators were

implemented, limiting Russia's ability to transport goods across Europe (Article 3l).

Subsequent packages®! expanded sanctions to include a partial embargo on Russian oil imports,
targeting crude oil and petroleum products (Article 3m and 3n). Targeting Russia's industrial
sectors, the EU imposed export restrictions on electronics, machinery, and other key technologies
(Article 2a). It also prohibited EU nationals from serving on boards of Russian state enterprises
(Article 50), aiming to reduce European influence and support within Russian economic
structures. Focusing on dual-use goods and advanced technologies, additional export bans were
introduced on items such as drone engines, chemical substances, and materials with potential
military applications (Article 2). Sanctions were tightened on Russia's financial institutions and
state-controlled media outlets, aiming to combat propaganda and misinformation (Articles 5f and

5h).

The most recent packages®?, from eleven to fourteen, continued to escalate sanctions by
addressing circumvention efforts and closing loopholes. Bans were extended to critical military

technologies, luxury imports, and Russian diamonds (Article 3p). The implementation of the G7

148 Council Regulation ((EU) 2022/328)

149 Council Regulations ((EU) 2022/576; 2022/580)
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46



oil price cap aimed to limit Russia's revenue from oil exports while maintaining global oil supply
stability (Article 3q). The recent sanctions packages include provisions for member states to
monitor and report breaches, specifically targeting any efforts to circumvent sanctions. This

article emphasizes information sharing on breaches or circumventions (Article 12).

To enhance the enforcement of sanctions and address inconsistencies across member states, the
European Union took another significant legislative step. On November 2022, the Council
adopted decision!>3, which added the violation of Union restrictive measures to the list of EU
crimes as specified in Article 83(1) of the Treaty on the Functioning of the European Union (TFEU).
Subsequently, on 24 April 2024, Directive ((EU) 2024/1226) was enacted to define criminal
offences and penalties for breaches of Union restrictive measures. This directive outlines specific
criminal behaviours, such as assisting individuals in circumventing EU travel bans, trading in
sanctioned goods, or conducting transactions with entities subject to EU restrictive measures.
Member states are required to incorporate into their national laws specific criminal offenses
related to breaches of EU sanctions. In addition, The directive mandates that member states
impose effective, proportionate, and discouraging criminal penalties for these offenses for
natural persons (Article 5) and for legal persons (Article 7). This involves updating the Criminal

Code of Finland!>* (39/1889) to incorporate offenses related to breaches of EU sanctions.

4.2.2 Contractual cascading in sanctions enforcement

A significant development in the EU's sanctions regime was the introduction of contractual
cascading obligations, particularly through the 12™ sanction package’s > Article 12g. This
mechanism can be seen to represent a transformative shift in the EU's approach to enforcing

sanctions, extending its legal reach beyond its borders and influencing international trade

153 Council Decision ((EU) 2022/2332
154 |n Finnish Rikoslaki
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16 include specific contractual clauses

practices. Article 12g mandates that EU-based exporters
prohibiting the re-exportation of certain goods to Russia when dealing with entities in third
countries. EU exporters are required to incorporate the so called "no re-export to Russia" clause
into contracts with the first non-EU buyer counterparty, other than those located in partner

157

countries®’, covering certain goods listed in the relevant annexes®>® of the regulation. However,

it does not include further cascading of the contractual obligations.

Although third-country buyers are not directly subject to EU law, they become contractually
bound to comply with the EU's sanctions regime through contractual obligations. The contractual
cascading mechanism effectively extends the EU's sanctions beyond its borders, possibly
impacting non-EU entities and influencing global trade practices. By requiring compliance from
third-country buyers, the EU indirectly regulates the flow of goods and technologies to Russia
globally. This extension of policy reaches into jurisdictions where EU law does not traditionally
apply. Non-EU entities risk losing business with EU exporters unless they adhere to the no re-
export clause, creating an incentive for compliance even without direct legal obligations under

EU law, particularly for businesses reliant on access to EU markets and goods.

According to the Regulation, violations of the contractual obligations must lead to legal remedies
such as contract termination, penalties, or damages (Article 12g (3)). More precisely, EU-exports
must include adequate remedies in the contract obligations. In addition, EU exporters must report
breaches to national authorities (Article 12g (4)), which can in a bigger global setting trigger
diplomatic pressure. To facilitate implementation of the “no re-export to Russia” clause, the
European Commission provided a model clause in its guidance documents, offering standardized

wording for contracts®®®.

156 entities located inside the EU exporting goods outside of the EU customs boarders

157 As listed in Annex VIII to Regulation 833/2014

158 goods as listed in Annexes XI, XX and XXXV to Regulation (EU) 833/20014, common high priority items as listed in
Annex XL to Regulation (EU) 833/2014, or firearms and ammunition as listed in Annex | to Regulation (EU) 258/2012
159 European Commission, 2022c

48



The EU's approach mirrors the extraterritorial enforcement seen in U.S. sanctions as secondary
sanctions, such as those against Iran and North Korea'®®. This represents a strategic shift in EU
policy toward a more assertive stance in international trade and sanctions enforcement. By
imposing contractual obligations, the EU aims to prevent Russia from circumventing sanctions
through intermediaries in neutral or non-aligned countries, targeting global supply chains and

reducing the risk of sensitive goods reaching Russia indirectly.

4.2.3 Broadening sanction enforcement further

Building on the precedent set by Article 12g, the EU continued to enhance its sanctions
framework with further amendments in 14™ sanction package'®?, introducing provisions that
focus on intellectual property rights (IPR) (Article 12ga) and risk management (Article 12gb).
Article 12ga(1) extends obligations to the licensing and transfer of IPR, trade secrets, and any
material or information protected by such rights of certain Common High Priority Items (CHPIs)!®?,
which were already covered by the original no re-export to Russia clause as well. Contracts with
third-country counterparts must explicitly prohibit the use of IPRs or trade secrets in connection
with goods destined for Russia with incorporating similar adequate remedies (Article 12ga (3)) as
with the original no re-export to Russia clause. However, this prohibition also applies to third-
country sublicensees, requiring their counterparts in those countries to ensure that the
restriction is enforced throughout the licensing chain (Article 12ga (1)), adding another layer to

the contractual cascading effect.

By extending restrictions to IPRs and trade secrets, the EU aims to prevent Russia from acquiring
critical technologies and know-how, thereby reducing the risk of circumventing existing export

prohibitions!®3 by using, for example, manufacturing drawings to produce goods. Sectors heavily

160 D C. Houghton Ltd.,2024, p.356

161 Council Regulation ((EU) 2024/1745
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reliant on IPRs and trade secrets, such as technology, defence, and advanced manufacturing, are
even now significantly impacted by the existing sanction restrictive measures, necessitating
stricter management of licensing agreements and other trade secret related agreements to
ensure compliance. The obligations extend to non-EU entities in both ends of the supply chain
covering both the supplier and customer side through contractual terms, reinforcing the EU's

extraterritorial approach to sanctions enforcement.

Article 12gb mandates a proactive approach to sanction risk management. Exporters of CHPIs
must conduct thorough risk assessments to identify and mitigate risks of indirect exports to Russia
(Article 12gb(1)(a)). The risk assessment must be proportionate to the nature and size of the
entity, recognizing differences between large corporations and SMEs (Article 12gb(1)(b)). Risks
identified must be documented and revised accordingly (Article 12gb(1)(a)), ensuring ongoing
compliance and adaptability to changing circumstances. In practise, companies must establish
policies and procedures to manage risks, forcing indirectly companies to include supply chain

monitoring and compliance programs.

These obligations extend also to non-EU subsidiaries owned or controlled by EU entities (Article
12gb(3)), ensuring consistent compliance across the entire corporate structure. This reinforces
the EU's ability to influence global business practices, even in jurisdictions outside its legal reach.
Companies must invest in compliance infrastructure, including training, monitoring systems, and
legal support. Businesses must analyse their own entities, suppliers and customers more closely,
potentially affecting relationships and market access. Failure to comply can result in significant

penalties, both legal and reputational.

In addition, Article 8a mandates that EU individuals and entities utilize their best efforts to ensure
that their non-EU subsidiaries or controlled entities do not engage in activities undermining EU’s
sanctions under Regulation ((EU) 833/2014). This provision extends the reach of EU sanctions
beyond its borders to apply to all articles of the Regulation, enhancing their extraterritorial

application. The advantages include closing loopholes to prevent circumvention and reinforcing
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the EU's commitment to international law. However, it also introduces legal complexities due to
potential conflicts with local laws and imposes operational challenges, as EU parent companies
must allocate significant resources to monitor and control the activities of their foreign

subsidiaries to ensure compliance.

The EU has also expanded its sanctions to include Belarus, recognizing its role in supporting
Russia's military efforts. Recent amendment'®4 to the Council Regulation ((EU) 765/2006) extends
similar contractual cascading obligations as the no re-export to Russia clause, to transactions
involving Belarus, further complicating the compliance landscape for businesses. Companies
must now ensure that similar goods are not redirected to Belarus as a means of circumventing
sanctions (Article 8g). This addition of Belarus requires companies to reassessing and amending

their existing No re-export to Russia clauses.

4.3 Mandating sustainability through due diligence

4.3.1 Obligations under the CSDDD and alignment with sustainability goals

The Corporate Sustainability Due Diligence Directive (CSDDD) ((EU) 2024/1760), adopted by the
European Union in 13 of June 2024, represents a shift in corporate governance and sustainability,
aligning business operations with broader human rights and environmental imperatives. Member
states must incorporate the Directive into national law by July 2026, with the rules applying to
the first group of companies a year later and full implementation by July 26, 2029 (Article 37).
This directive is part of the EU’s broader agenda to foster responsible corporate behaviour!®,
especially within areas of climate change, biodiversity loss, and social inequalities. The CSDDD
mandates that companies conduct due diligence and establish processes to ensure their activities,
and those of their subsidiaries and value chain partners, do not contribute to adverse human

rights or environmental impacts, both within and beyond the EU’s borders (Article 1).

164 Council Regulation ((EU) 2022/398
165 European Commission, 2024i
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At its core, the CSDDD introduces a comprehensive legal obligation for companies to identify,
prevent, mitigate, and account for human rights abuses and environmental harms across their
operations. It outlines the requirement for due diligence, specifying that companies must identify
and prevent negative impacts on human rights and the environment (Article 7). Companies are
required to mitigate such impacts when they are identified (Article 8), and to track and report on
these actions (Article 9). This responsibility extends beyond direct operations to include indirect
partners, such as suppliers and contractors, ensuring that businesses are accountable for the full
spectrum of their influence. The directive applies to large companies, including non-EU firms
operating within the EU market, with specific thresholds based on revenue and employee

numbers (Article 2).

The CSDDD is also closely aligned with global sustainability frameworks, such as the Paris
Agreement!® on climate change and the United Nations Guiding Principles on Business and
Human Rights'®’. Companies are required to adopt transition plans aimed at contributing to the
EU’s climate neutrality goals, ensuring that their business models evolve in line with international
climate commitments (Article 8(3)). These obligations place sustainability at the heart of
corporate strategy, requiring businesses to integrate environmental and social considerations into

their risk management and operational decision-making processes.

National authorities in member states are responsible for overseeing compliance (Article 24),
granting them authority to ensure adherence to CSDDD standards. Articles 27 outline a
framework for penalties, which includes fines proportionate of up to 5% of companies' net
worldwide turnover, public warnings, or restrictions on activities for companies failing to meet
their due diligence obligations. Article 29 further introduces provisions for civil liability, enabling

victims of human rights violations or environmental harm to seek remedies from corporations

166 United Nations, 2015
187 The United Nations, 2011
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that breach their due diligence duties, granting individuals and communities a way to be

compensated for damages.

4.3.2 Extending due diligence via contractual cascading

One of the primary obligations imposed by the CSDDD is the integration of due diligence into
corporate policies and risk management systems. Companies are expected to implement these
systems across all relevant areas of their operations, ensuring that human rights and
environmental considerations are embedded at every level of decision-making. The directive
requires businesses to establish a specific due diligence policy that addresses potential risks and
outlines the steps to mitigate adverse impacts. This policy must be developed in consultation with
employees and their representatives, reinforcing a participatory approach to corporate

governance.

The CSDDD employs a comprehensive strategy to ensure that companies not only manage their
own operations responsibly but also extend these obligations to their entire value chain, including
partners located outside the EU. One of the primary mechanisms to achieve this is through
contractual cascading. This approach requires companies to impose their due diligence
obligations on direct and indirect business partners by incorporating contractual assurances in
their agreements (Article 10(2)(b)). These assurances ensure that sustainability standards are

upheld at every level of the supply chain.

To comply with the CSDDD, companies must take several practical measures to address adverse
impacts. This includes seeking contractual assurances from direct business partners and, when
necessary, cascading these requirements down the supply chain. These assurances are not limited
to direct partners but must also be cascaded throughout the supply chain (Articles
10(2)(b);10(4);11(2)(c)). This ensures that all partners, regardless of their position in the value
chain, are held to the same standards for human rights and environmental protection. Companies

must modify their business strategies and operations, including their purchasing practices, to
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ensure these impacts are addressed. Specifically, they are required to ensure that contracts with
suppliers are based on fair and non-discriminatory terms, particularly when dealing with SMEs to

prevent undue risk or burden transfer (Article 10(2)(e)).

4.3.3 Shared responsibility and model clauses

A critical component of the CSDDD’s support for companies is outlined in Article 18, which
mandates that the European Commission, in consultation with member states and stakeholders,
will issue voluntary model contractual clauses to assist companies in complying with the directive.
This guidance will be made available by 26 January 2027 and is intended to help businesses meet
their contractual assurances obligations (Articles 10(2)(b) and 11(3)(c)). These model clauses will
provide a standardized framework for integrating due diligence obligations into contracts,
ensuring consistency and fairness across industries and sectors. By offering a clear legal
framework, the Commission aims to reduce the burden on companies and their business partners

while promoting effective compliance with the directive's requirements (Recital 66).

The model contractual clauses will be especially useful for companies dealing with complex global
supply chains, where direct oversight of all business partners can be challenging. By adopting
these standardized clauses, companies can ensure that their contractual partners, whether within
or outside the EU, are legally bound to adhere to the same high standards of human rights and
environmental protection'®®. Moreover, these clauses will be designed to allocate responsibilities
fairly across the supply chain, preventing the unfair transfer of risks or burdens, particularly onto

smaller supplierst®®,

In anticipation of the CSDDD's full implementation, various European initiatives and corporate

efforts are already underway to bridge regulatory gaps, have included clauses already due to

168 Dadush, Schénfelder, & Streibelt, 2024, pp. 5-7
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other legislations obligations, or advance sustainability agendas within supply chains. The
European Model Clauses'’® (EMCs) were developed through the collaboration of legal and policy
experts to strengthen contractual governance in global supply chains. These clauses address
environmental and human rights issues by embedding responsible business practices into
contractual obligations, ensuring companies meet the CSDDD’s sustainability goals effectively and
uniformly!’t. The EMCs serve as practical templates that enable companies to apply due diligence
obligations consistently and fairly across multi-tiered supply chains, fostering collaborative
relationships that distribute compliance costs and responsibilities fairly between buyers and
suppliers!’2. Introduced by the European Working Group for Responsible and Sustainable Supply
Chains, these model clauses are designed to establish enforceable standards for human rights
and environmental due diligence (HREDD) across complex supply chains?’3. The clauses include
provisions for risk identification, preventive and corrective measures, and the roles of both buyers

and suppliers in ensuring adherence to HREDD principlest’4.

EMCs play a critical role in operationalizing the CSDDD by embedding due diligence requirements
directly into contractual agreements. The purpose of EMCs is to set standardized obligations that
companies must observe to address adverse human rights or environmental impacts within their
operations and supply chains. These clauses act as legal tools that promote consistent compliance,
reduce ambiguity, and encourage the uniform application of due diligence practices across
European and global supply chains!’> The adoption of EMCs helps address some of the CSDDD's
fundamental objectives, such as ensuring that companies systematically identify, mitigate, and
prevent adverse impacts?’®. Importantly, by establishing these clauses, companies should be

more equipped to navigate the directive’s demands more effectively, aligning operational
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practices with regulatory requirements and reducing exposure to civil liabilities or reputational

damage.

One of the primary benefits EMCs offer companies, and their value chains is legal clarity and
consistency in implementing the CSDDD. These clauses formalize preventive measures through
comprehensive monitoring mechanisms, helping companies to establish compliance frameworks
that can be consistently enforced. For instance, EMCs outline detailed guidelines on buyer and
supplier obligations to conduct regular audits, foster cooperation, and ensure transparent
communication regarding sustainability practices'’’. These clauses allow companies to leverage
EMCs to extend their HREDD commitments downstream and across supply chains, thereby

minimizing potential disruptions related to compliance violations'’8,

EMCs also emphasize proactive measures such as stakeholder engagement and corrective actions
to address and resolve impacts once identified'’°. By embedding these obligations, companies
can foster a more resilient supply chain, where risks are addressed, and stakeholders can be seen
as part of the solution. These clauses enable companies to strengthen their business relationships
by sharing responsibilities with suppliers rather than enforcing one-sided compliance
requirements. This shift towards a cooperative model not only supports the ethical goals of
CSDDD but also provides practical benefits in terms of risk management and operational

continuity!8°,

While EMCs and the future Commission’s model clauses offer benefits, they also present specific
challenges. Firstly, it could be argued that the complexity of enforcing these clauses in
international supply chains can hinder compliance, especially for suppliers operating in
jurisdictions with weaker regulatory landscape. Many companies may find it difficult and slow to

ensure that their suppliers fully comply with EMCs, particularly when subcontractors or smaller

177 EMC Article 4
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entities in the value chain lack the resources to meet these stringent requirements. Moreover,
the Directive requires that companies maintain comprehensive monitoring and auditing systems
(Article 15), which can be costly, time-consuming and resource-intensive. Small and medium-
sized enterprises (SMEs) are particularly vulnerable to these financial and administrative burdens,
as they may lack the resources and knowledge to support such extensive compliance mechanisms.
While the CSDDD and EMCs includes provisions to mitigate the burdens on SMEs, the indirect

pressure on them, as business partners within larger value chains, could still be significant.
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5 Enhancing model clauses through legal design

5.1 The role of legal design in compliance and contractual cascading

5.1.1 Improving compliance through legal design

In today's complex global legal and regulatory landscape, companies are increasingly challenged
to ensure that their contractual documents are not only legally sound but also accessible and
clearly defined. The traditional approach to legal documentation, characterized by legalese!® and

technical jargon'8?

, often hinders understanding and compliance, particularly when obligations
must be communicated across global value chains. Legal design can be seen emerging as a
transformative approach that reimagines legal documents by applying principles of design

thinking, clear communication, and user-centricity'83,

Legal design is changing the way companies approach legal documents and processes,
transforming complex legal jargon into accessible formats!84. This transformation can be argued
to be particularly significant when companies need to cascade compliance requirements through
their value chains, in which a process that demands clarity and mutual understanding among all
parties, is highlighted. By reforming contracts and compliance mechanisms through legal design,

companies can enhance compliance, reduce risks, and foster stronger business relationships*®>.

One of the primary ways legal design benefits companies is by simplifying contracts to ensure
that compliance requirements are clearly understood and effectively implemented by all
stakeholders through the value chain®®. Traditional legal contracts are often dense and filled with

technical language that can be difficult for non-lawyers to comprehend. This complexity can lead

181 As defined by the Merriam-Webster dictionary “the specialized language of the legal profession”

182 As defined by the Merriam-Webster dictionary “the technical terminology or characteristic idiom of a special
activity or group”
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to misunderstandings, non-compliance, and ultimately, legal disputes or regulatory penalties.
Legal design addresses these challenges by applying principles of clear communication, visual aids,

and user-centric design to legal documents'®’.

By applying design principles to model clauses, legal professionals and authorities can create
standardized language that is both clear and structurally optimized, making the clauses easier to
read and understand while maintaining their legal forcefulness. This can be applied to model
clauses by formatting them in ways that distinguish key sections, prioritize important information,
and clarify hierarchical structures'®. The importance of legal design and model clauses in
cascading compliance requirements is underscored by recent legislative developments in which
the contracts play a pivotal role in implementing compliance obligations across supply chains!®.
Companies cannot simply rely on contractual clauses to meet their due diligence obligations, but
instead, contracts must be part of a broader, dynamic process that includes continuous
engagement and monitoring that reaches extraterritorially'®°. Legal design enhances this process

by making contracts more accessible and by fostering a collaborative approach to compliance.!

In the context of cascading compliance requirements, legal design ensures that all parties in the
value chain understand their roles and responsibilities'®?. For example, when a company needs
its suppliers to adhere to environmental regulations, a traditionally worded contract might outline
these requirements in complex legal terms. Suppliers might sign the contract without fully
understanding their obligations, leading to unintentional non-compliance. Legal design
transforms these contracts by using plain language and incorporating visual elements such as

flowcharts or infographics?®3, which illustrate the specific steps suppliers must take to comply.
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This clarity should reduce the risk of misunderstandings and enhances the likelihood of

compliance.

5.1.2 Leveraging legal design for effective model clauses

Legal design and creating own model clauses and templates also encourages companies to
consider their own practices and how they might contribute to adverse impacts within the value
chain. This could be for example a focusing the importance of companies adjusting their
purchasing practices as a preventive measure!®®. Contracts that incorporate commitments to
responsible purchasing practices can be seen as demonstrating a company's dedication to ethical
standards and help prevent adverse impacts caused by unfair commercial terms. For instance,
companies can include clauses that ensure fair pricing, reasonable lead times, and support for

suppliers in meeting compliance obligations!®.

In addition to improving clarity and fostering collaboration, legal design and model clauses may
contribute to operational efficiency®®. Clear and well-designed contracts reduce the time and
resources required for negotiation and execution. Parties spend less time interpreting complex
terms and wordings and more time focusing on implementing the agreed-upon actions®®’. This
efficiency can lead to faster onboarding of suppliers and partners, quicker implementation of
compliance measures, and a more agile value chain. For example, modular model clauses
designed with legal design principles can be used to quickly adapt contracts®®® for different
jurisdictions or scenarios. This approach can be considered especially valuable in international

contracts, where several variations may be necessary to maintain to comply with local regulations.
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Integrating design principles into contracts have shown that this approach can lead to better

business outcomes!®.

The benefits of legal design are further emphasized in recent legislative developments?%, New
legislations set boundaries around how companies can meet their due diligence obligations,
limiting the ability to simply shift risks and responsibilities onto their suppliers. Contracts must be
appropriate and effective, meaning they should be designed to genuinely address adverse
impacts and be capable of achieving the objectives of defined compliance issues?°’. For example,
the importance of avoiding strict liability clauses that treat any imperfection in the supplier's
performance as a breach of contract has been highlighted?%2. Such clauses create incentives for
suppliers to hide problems rather than disclose them, undermining the effectiveness of due
diligence efforts 203, Instead, contracts should promote ongoing cooperation and provide
mechanisms for addressing issues collaboratively??*. By making legal documents more accessible
it can be ensured that clauses comply with accessibility standards, such as those under the EU
Web Accessibility Directive ((EU) 2016/2102). This is critical for ensuring that all individuals,

including those with disabilities, can understand and engage with contractual content?%,

In business-to-business contracting, moving away from traditional legal language often presents
a considerable challenge. Many organizations view established legal terminology as essential to
maintaining clarity, precision, and enforceability, particularly in complex business relationships
where risk and liability concerns are high. Despite this, the integration of legal design elements
has shown potential to enhance the comprehension of contract terms without entirely replacing

conventional legal language?°®. Rather than fundamentally altering the substance of contracts,
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these design elements can be used to increase understanding on top of the legal language,

offering clarity where standard legal text may fall short.

5.2 Implementing model clauses efficiently

5.2.1 Evaluating Standard Contractual Clauses for enhanced data protection

The Commission Decision?%” ((EU) 2021/914) provides a standardized contractual framework,
which is known as Standard Contractual Clauses (SCCs), for transferring personal data from
entities within the European Economic Area (EEA) to third countries that lack an adequate level
of data protection under GDPR ((EU) 2016/679). The SCCs are designed to be incorporated into
contracts governing international data transfers, ensuring that personal data transferred outside
the EEA is protected to a level comparable to that within the EU. This structure is modular tailored
for various transfer relationships?°® allowing entities to select and apply the most relevant clauses

based on their roles and data processing responsibilities.

The clauses include provisions that specify data protection safeguards?®?, measures to facilitate
data subject rights?9, and procedures for handling requests from public authorities for access to
data?!!. The SCCs can be integrated into a broader contract, with additional clauses provided they
do not conflict with the fundamental data protection obligations?*2. They serve as a compliance
mechanism that helps companies avoid needing prior authorization from data protection

authorities for each data transfer.

207 Commission Implementing Decision ((EU) 2021/914), also referred to as SCCs
208 SCC Clause 1

209 5CC Clause 8

210 5CC Clause 10

211 SCC Clause 15

212 5CC Clause 2
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The SCCs exhibit several features aligned with good legal design principles, enhancing usability
and compliance effectiveness. Each module within the SCCs is explicitly designed for a particular
transfer scenario. This modular approach allows parties to focus only on the obligations relevant
to their relationship, streamlining compliance efforts and facilitating role-specific obligations?!3.
This modular approach allows parties to focus only on obligations relevant to their relationship,
streamlining compliance efforts. For example, “Security of Processing” ?'* mandates data
importers to implement appropriate security measures, with additional detail in each module
about what constitutes “appropriate” measures based on the data's sensitivity and the transfer's
nature. The SCCs emphasize transparency in data processing, requiring data importers to inform
data subjects of their rights, including the right to obtain copies of their data and request

rectification or deletion?1>.

Specific obligations?', require data importers to adopt technical and organizational measures to
prevent data breaches. This clause also outlines breach notification requirements, both to the
data exporter and, if needed, to affected data subjects, ensuring companies implement robust
security practices in line with regulatory standards. The clauses enable data subjects to enforce
their rights as third-parties?!’, promoting accountability by allowing individuals to seek remedies
against non-compliant parties. This provision ensures that data subjects retain control over their

data even when it is transferred internationally.

While the SCCs are structured effectively, some enhancements could make them more accessible.
Certain legal term, such as “pseudonymization” and “onward transfers”, might be challenging for
non-subject-matter professionals. A glossary or practical examples could clarify complex
requirements. For instance, Modul ones Clause 8.5 mandates “appropriate technical and

organizational measures to ensure security.” However, for organizations without dedicated data

213 5CC Clause 8

214 5CC Clause 8.5

215 5CC Clause 8.2

218 such as those outlined in Modul one Clause 8.5 on Security of Processing
217 SCC Clause 3
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security teams, understanding and implementing “appropriate” measures can be challenging.
Including examples such as “appropriate measures could involve encryption of sensitive data
during transfer or storage” would clarify expectations. Additionally, defining key terms like
“pseudonymization” and “anonymization” would help companies better interpret their

obligations, as many smaller entities may be unfamiliar with these security practices.

Clauses related to liability and indemnification?'® allow for penalties related to breaches but leave
some specifics open to interpretation. Including standardized examples for calculating damages,
or guidelines for arbitration, could help manage disputes without lengthy negotiations. A sample
calculation, such as “if a breach affects X number of individuals and incurs a financial loss of Y,

penalties could be determined based on this scale,” would provide a clearer framework.

As an example, Clause 8.5 Duration of processing and erasure or return of data in Module two of
the Commission Decision on SCCs.

Processing by the data importer shall only take place for the duration specified in Annex I.B.
After the end of the provision of the processing services, the data importer shall, at the
choice of the data exporter, delete all personal data processed on behalf of the controller
and certify to the data exporter that it has done so, or return to the data exporter all
personal data processed on its behalf and delete existing copies. Until the data is deleted or
returned, the data importer shall continue to ensure compliance with these Clauses. In case
of local laws applicable to the data importer that prohibit return or deletion of the personal
data, the data importer warrants that it will continue to ensure compliance with these
Clauses and will only process it to the extent and for as long as required under that local law.
This is without prejudice to Clause 14, in particular the requirement for the data importer
under Clause 14(e) to notify the data exporter throughout the duration of the contract if it
has reason to believe that it is or has become subject to laws or practices not in line with
the requirements under Clause 14(a).

This Modul two Clause 8.5 could be revised using legal design principles by organizing content

into structured, numbered sections with clear headings, simplifying options for deletion or return

218 SCC Clause 12
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of data, using direct, active language for clarity, and incorporating user-centric, scannable formats

such as bullet points, which enhance readability, transparency, and comprehension?*?,

8.5 Duration of Processing and Erasure or Return of Data

1.

Processing duration. The data importer shall process personal data solely for the time period
specified in Annex I|.B.

Data deletion or return at end of services. Upon conclusion of the data processing services,
the data importer shall either:

(a) Delete all personal data processed on behalf of the data exporter and provide a written
confirmation of deletion; or

(b) Return all personal data to the data exporter and delete any remaining copies, unless
further retention is legally required.

The data exporter shall choose between deletion or return, and the data importer must comply
with this choice promptly.

Continued compliance during transition. Until all data is fully deleted or returned, the data
importer shall uphold all data protection obligations under these Clauses.

Exceptions due to local law requirements. If local laws applicable to the data importer prevent
data deletion or return, the data importer shall both:

(a) Limit processing of the data to only what is necessary to meet the requirements of that
local law; and

(b) Notify the data exporter of this limitation.

Notification of compliance issues. The data importer shall promptly inform the data exporter
if, during the contract, it becomes subject to new laws or practices that conflict with the data

protection obligations in these Clauses, as specified in Clause 14(e).

The SCCs offer key advantages for organizations handling complex, multi-jurisdictional data flows,

enabling GDPR compliance without bespoke agreements and reducing legal costs, especially in

high-volume data transfers. This standardized framework minimizes enforcement risks by

adhering to pre-approved clauses and supports consistent compliance across varying legal

219 World Commerce & Contracting, 2024, Pattern library
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environments. As global data protection standards evolve, the SCCs provide a flexible foundation,
with provisions like Clause 15 enhancing resilience to regulatory changes. However, the
Commission should prioritize legal design improvements and provide clearer implementation

guidance in future updates to further strengthen enforcement and usability.

5.2.2 Ensuring sovereignty with the "No Re-export to Russia" Clause

The so called "No re-export to Russia Clause" model provided by the European Commission in
their Frequently Asked Questions (FAQ) document??° offers a clear, structured approach to ensure
compliance with Article 12g of the Russia Sanctions Regulation ((EU) No 833/2014). By specifying
non-permitted actions and requiring the buyer to ensure compliance by downstream third parties,
such as resellers, the clause thoroughly addresses both direct and indirect compliance risks. This
proactive stance reduces the likelihood of goods inadvertently reaching sanctioned regions and

aligns with regulatory standards.

The model clause offers significant advantages by incorporating monitoring mechanisms and
establishing penalties for non-compliance, thereby enhancing compliance effectiveness and
reducing the necessity for drafting customized compliance clauses. This standardization is
particularly time-saving for manufacturing companies that must implement such contracts with
their customers while also receiving to similar agreements from their own suppliers, a common
scenario for global organizations operating within extensive value chains. The use of a
standardized clause minimizes the resources required for reviewing individual agreements and
decreases the need for iterative negotiations, streamlining the contracting process across

complex supply chains.

From a legal design perspective, this model clause has several strong features that enhance clarity,

enforceability, and compliance. The clause is structured in numbered sections, making each

220 Eyropean Commission, 2022c, chapter 13.6
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obligation distinct and easy to reference, which is beneficial for readability and enforcement. The
language is clear and specific, particularly in requiring the [Importer/Buyer] to avoid re-exporting
to the Russian Federation and to set up a “monitoring mechanism” to detect any non-compliant
conduct by third parties. By setting a defined standard of “best efforts,” it acknowledges practical
limitations while still holding the [Importer/Buyer] accountable. The clause also introduces clear
consequences for breaches, including termination rights and specified penalties, which reinforces
compliance by outlining tangible repercussions. The notification requirement ensures prompt
communication of any issues, and the two-week response period for compliance information
requests establishes a reasonable timeframe, supporting transparency. Overall, this clause is well-
structured to guide compliant behaviour and foster accountability while providing a structured,

accessible framework.

(1) The [Importer/Buyer] shall not sell, export or re-export, directly or indirectly, to the
Russian Federation or for use in the Russian Federation any goods supplied under or in
connection with this Agreement that fall under the scope of Article 12g of Council Regulation
(EU) No 833/2014.

(2) The [Importer/Buyer] shall undertake its best efforts to ensure that the purpose of
paragraph (1) is not frustrated by any third parties further down the commercial chain,
including by possible resellers.

(3) The [Importer/Buyer] shall set up and maintain an adequate monitoring mechanism to
detect conduct by any third parties further down the commercial chain, including by possible
resellers, that would frustrate the purpose of paragraph (1).

(4) Any violation of paragraphs (1), (2) or (3) shall constitute a material breach of an
essential element of this Agreement, and the [Exporter/Seller] shall be entitled to seek
appropriate remedies, including, but not limited to: (i) termination of this Agreement; and
(ii) a penalty of [XX]% of the total value of this Agreement or price of the goods exported,
whichever is higher.

(5) The [Importer/Buyer] shall immediately inform the [Exporter/Seller] about any problems
in applying paragraphs (1), (2) or (3), including any relevant activities by third parties that
could frustrate the purpose of paragraph (1). The [Importer/Buyer] shall make available to
the [Exporter/Seller] information concerning compliance with the obligations under
paragraph (1), (2) and (3) within two weeks of the simple request of such information.

This “No Re-export to Russia” clause could be revised using legal design principles by structuring

it with clear, numbered sections and descriptive headings, introducing mutual obligations for
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both parties, employing straightforward, active language, and enhancing user-centric readability

with scannable elements, all of which improve clarity, transparency, and enforceability?2L.

1. Restriction on sales and exports. Both the [Importer/Buyer] and the [Exporter/Seller] shall not
sell, export, or re-export, directly or indirectly, any goods covered by this Agreement to the
Russian Federation or for use within the Russian Federation if those goods fall under Article 12g of
Council Regulation (EU) No 833/2014.
2. Preventing indirect exports. The [Importer/Buyer] and the [Exporter/Seller] shall each take all
reasonable measures to prevent any third parties in their respective supply chains, including
resellers, from violating the restriction in Section 1.
3. Monitoring and compliance measures. Both Parties agree to establish and maintain adequate
monitoring mechanisms to detect any actions by third parties in their respective supply chains
that could undermine the restriction in Section 1.
4. Consequences of breach. Any breach of Sections 1, 2, or 3 by either Party will constitute a
material violation of this Agreement. The non-breaching Party shall be entitled to seek remedies,
including but not limited to:

e Termination of this Agreement; and

e A penalty of [XX]% of the total Agreement value or the goods’ export price, whichever is

higher.

5. Notification and information sharing
The [Importer/Buyer] and the [Exporter/Seller] shall each promptly inform the other Party of any
issues related to compliance with Sections 1, 2, or 3, including any third-party activities that might
compromise the restriction in Section 1. Upon request, each Party shall provide the other with

documentation confirming compliance within two weeks.

The changes made to the clause reflect a more balanced approach to compliance obligations by
introducing mutual commitments for both the Importer/Buyer and Exporter/Seller. This shared
structure enhances accountability and aligns with the compliance goals under Regulation by

ensuring that both parties actively prevent prohibited transactions and maintain oversight within

221 World Commerce & Contracting, 2024, Pattern library
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their respective supply chains. Clear section headings like “Restriction on sales and exports” and
“Consequences of breach” are used to organize the clause logically, improving readability and
accessibility. By specifying each duty in numbered sections, such as monitoring and compliance,
the revised clause creates distinct and actionable obligations, minimizing ambiguity. Additionally,
language such as “shall take all reasonable measures” ensures specificity and clarity, setting clear
standards for compliance without overreliance on vague terms like “best efforts.” This rephrasing
promotes transparency, offering actionable guidance on compliance, including predefined

consequences for breaches to enhance enforceability.

For future similar clauses, the Commission could further improve clarity and usability by
employing direct, accessible language and modular formats with concise section headings for
each obligation. It should also consider providing templates with flexible penalty options, such as
percentage-based or value-based penalties, to aid organizations in consistent implementation.
Detailed guidelines on compliance practices, such as monitoring mechanisms and standardized
notification requirements, would assist companies in integrating these provisions uniformly
across global value chains. Acknowledging that especially many MNEs operate in complex, multi-
tiered supply chains, the Commission might encourage mutual agreements that foster shared
accountability across parties, establishing a unified compliance approach that resonates with

international best practices.

5.2.3 The European model clauses for sustainable future

The European Model Clauses??? (EMCs) are a critical legal tool developed to assist businesses in
meeting the standards of the Corporate Sustainability Due Diligence Directive (CSDDD) ((EU)
2024/1760), which. Created through a consultation process by the Responsible Contracting

Project (RCP), the EMCs are designed to facilitate Human Rights and Environmental Due Diligence
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(HREDD) as mandated by the CSDDD?%3. These clauses, currently released as a “Zero Draft” for
feedback, aim to establish a standard for sustainable contracting that supports compliance with
the CSDDD, and other international frameworks such as the UN Guiding Principles on Business
and Human Rights??%, and the OECD Guidelines for Responsible Business Conduct??®, as well as

existing due diligence regulations?2®

. With an emphasis on practical and enforceable standards,
the EMCs provide a structured and modular approach to due diligence obligations, making them
adaptable across industry sectors and supply chains, especially for multinational enterprises

(MNEs) with diverse global operations.

The EMCs are structured as modular clauses, enabling companies to select provisions tailored to
their needs across various contractual relationships and industries. This flexible, modular design
facilitates effective compliance without burdening companies with irrelevant provisions, making
the EMCs particularly valuable for companies with intricate supply chains. Unlike traditional risk-
shifting clauses, the EMCs emphasize shared responsibility, encouraging collaborative approaches
to due diligence obligations??’. For example, Mutual Obligations with Respect to Due Diligence in
Supply Chains clause??® outlines joint responsibilities between buyers and suppliers, emphasizing
an approach based on cooperation rather than strict enforcement. Furthermore, the clauses
implement exit as a last resort principle in situations involving human rights or environmental
concerns, emphasizing corrective action over punitive measures, which promotes sustainable

relationships over time?%°,

The EMCs demonstrate several best practices in legal design that improve clarity, accessibility,
and usability. The introductory document?3° provides background context and guides users

through the clauses, aligning with legal design principles of providing an information layer to
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facilitate understanding. The EMCs also use clear section headings, such as in Article 4 on
“Monitoring” and Article 5 on “Dispute Resolution with Stakeholders,” which categorize complex
obligations into easily digestible sections. Additionally, the inclusion of clear definitions for terms
like “Adverse Impact,” “Living Wage,” and “Human Rights and Environmental Due Diligence
(HREDD)” in a separate definitions section helps to ensure consistency and prevent ambiguity
throughout the clauses. These practices, such as clause summaries and visual hierarchy,
demonstrate a user-centred approach, making legal obligations clearer and easier to follow for

both legal and non-legal professionals?3'.

A key feature of the EMCs is the shift from traditional compliance enforcement to a model of
cooperative engagement, where both parties actively collaborate to manage risks and prevent
adverse impacts. For instance, model clauses encourages joint risk identification, providing
specific steps and timelines for engagement, stakeholder consultation, and compliance
reporting?32. This proactive, preventative approach to due diligence not only makes the clauses
more adaptable to evolving legal standards but also fosters a partnership between contracting
parties, where obligations are managed collaboratively rather than transferred. Additionally, it
establishes a dialogue-based grievance mechanism, which requires parties to work directly with

233

stakeholders to resolve concerns<>>, creating a continuous feedback loop that strengthens

sustainability practices within the supply chain.

This EMC Article 3.5 effectively uses clear section headings like "Termination" and "Responsible
Exit" to organize distinct obligations, making it easier for parties to locate relevant information.
Additionally, it adopts plain, actionable language, such as "the terminating party may
terminate...after giving reasonable notice” and provides guidance on evaluating termination’s
impact on Adverse Impacts, aligning with best practices that prioritize clarity and accessibility for

users.

231 World Commerce & Contracting, 2024, Pattern library
B2 EMC Article 1.1
233 EMC Article 5
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3.5 Termination and Responsible Exit

(a) Termination: The terminating party may terminate this Agreement after giving
reasonable notice to the other party of its intent to terminate because of a [material] breach
or uncured Default under Article 3.1 (Notice of Default, Cure Period, and Breach).

(b) Responsible Exit: In the event of termination, Article 2(d) (Responsible Exit) applies. If
termination is pursued because of a violation of HREDD Obligations, the terminating party
shall evaluate whether termination would either help to prevent additional Adverse Impacts
or aggravate such Impacts. If termination would aggravate Adverse Impacts, then Buyer
will consider not terminating.

(c) No prejudice to other rights or obligations: Termination of this Agreement shall be
without prejudice to any rights or obligations accrued prior to the date of termination,
including, without limitation, payment that is due for acceptable or conforming Goods that
were partially or completely manufactured by Supplier prior to termination.

While the EMCs are thoughtfully structured, further legal design enhancements could increase
their usability and clarity. Simplifying complex legal terms, such as “risk mitigation” and
“corrective action,” and providing specific examples or templates could help smaller companies
implement these obligations more effectively. Visual aids, such as compliance timelines or
flowcharts, could also illustrate key steps and requirements within the due diligence process,
supporting efficient implementation. The EMCs already use a modular approach that aligns with
legal design principles, yet integrating more interactive design features, such as layered
summaries or icons to highlight critical obligations, could enhance accessibility and guide the user
of model clauses, especially for SMEs unfamiliar with legal processes. Additionally, providing
templates for compliance reporting and standardized forms would reduce the administrative load,

making compliance more consistent and manageable across different sectors.

For companies under the CSDDD’s mandate, the EMCs provide a robust, pre-validated framework
for CSDDD compliance, reducing the resources required for drafting custom clauses and allowing
companies to focus more effectively on implementation. Standardized clauses, aligned with EU
legislation, streamline the contracting process, minimizing negotiation time and costs while

enhancing compliance.
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As the European Commission develops its official model clauses under Article 18 of the CSDDD,
incorporating these legal design practices from the EMCs will be essential to maximize usability
and effectiveness. For instance, standardized definitions for key terms like “due diligence” and
“remediation” could reduce ambiguity and improve accessibility, particularly for SMEs. These
enhancements, consistent with legal design best practices would ensure the clauses remain
practical and actionable, providing companies with a user-centred approach to meeting legal
requirements. Furthermore, ongoing stakeholder engagement during the clause development
process will ensure that the clauses remain relevant, responsive to industry-specific needs, and

adaptable to regulatory updates.
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6 Conclusion

This thesis of extraterritorial compliance frameworks within the EU context highlights a complex
and evolving landscape where global businesses must navigate complex regulatory obligations.
Through tools like contractual cascading, the EU has successfully extended its jurisdictional reach
to influence compliance across international value chains. By enforcing compliance obligations
indirectly, the EU promotes adherence to its standards not only within member states but also
among third-country counterparts, positioning itself as a remarkable actor in global regulatory
governance. This development underscores the EU’s shift from harmonizing its internal market to

actively shaping international norms on data protection, sustainability, and geopolitical sanctions.

The challenges in enforcing compliance across borders are substantial, especially given the
balance required between entities committed to regulatory adherence and those that may
prioritize their operational efficiency over compliance. High penalties within the EU drive
compliance for in-scope entities, but additional measures are necessary to ensure that third-
country actors provide timely and accurate information. Internationally agreed standards, while
aspirational, lack mechanisms for enforcing accountability directly at the transnational level.
Therefore, reliance on national tort and contract laws remains critical in constructing a robust
framework for accountability indicating that without a centralized international forum for justice,

enforcement depends largely on national jurisdictions3*.

The increasing complexity and volume of EU regulations present a significant burden for
businesses, as compliance requirements continue to accumulate across numerous sectors,
particularly in areas tied to digital, green, and strategic autonomy transitions. The rapid expansion
of regulatory demands in response to crises, such as the climate change and geopolitical tensions,
has led to intensified obligations for companies operating within and outside the EU. This creates
a cumulative compliance burden that can strain resources. The complex regulatory landscape in

the EU has introduced significant uncertainty and administrative costs, which may lead to

234 McCall-Smith & Ruhmkorf, 2019, p.8
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reduction of EU’s attractiveness as a trading partner?3>. At the same time, there is growing
recognition within the EU of the need for regulatory simplification to sustain long-term
competitiveness 3. Overly intricate frameworks risk hindering productivity and innovation,
underscoring the importance of streamlined regulation to support both economic growth and
competitive stability?®’. Moreover, the drive towards regulatory alignment in the EU single market,

while beneficial in principle, requires careful balance to avoid overwhelming businesses. 238

Differences between legal standards can lead companies to attempt to circumvent EU obligations
by relocating parts of their manufacturing or supply chains outside EU jurisdictions. This
possibility raises questions about the efficacy and fairness of applying EU standards
extraterritorially. However, the EU’s use of extraterritorial standards and model clauses also
brings advantages. By setting clear regulatory expectations, extraterritoriality can reduce the
likelihood that companies will move key operations outside EU borders to evade compliance. This
supports the EU’s efforts to uphold high environmental, social, and governance standards across
global value chains, helping to ensure that EU companies are not disadvantaged by competing

against less-regulated businesses.

Moreover, imposing standardized model clauses can complicate international contracts, as third-
country counterparts may resist additional constraints. Furthermore, standardized model clauses
enhance contractual consistency, creating a common framework for regulatory compliance that
is recognized and understood globally. These clauses can reduce ambiguity, offering businesses
greater predictability and legal certainty, and facilitating compliance across borders. For
companies operating internationally, such uniformity can ease the administrative burden by
consolidating compliance efforts under a cohesive set of requirements, ultimately fostering a
more streamlined and efficient approach to managing cross-border obligations. A shift from

dictating terms to fostering shared responsibility could provide a more sustainable model for

235 National Board of Trade Sweden, 2024, pp. 32-34
236 Eyropean Commission, 2023, p. 18

237 Meyers, 2024, pp. 17-19

238 Mevyers, 2024, pp. 9-14
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compliance 23°

, one that encourages mutual accountability and minimizes resistance among
foreign partners. This approach could be augmented with Free Trade Agreements (FTAs) and
other incentives, creating a compliance landscape that offers both "carrots and sticks" to

encourage adherence.

The EU's adoption of extraterritorial elements across regulatory areas, such as data protection,
Sustainability, and sanctions, marks a progressive shift. While the EU historically focused on
internal market harmonization, it now uses extraterritorial jurisdiction to address global
challenges, leveraging its economic influence to spread high standards worldwide. Notably, GDPR
has set a global precedent for data protection, and the CSDDD pushes sustainability and human
rights due diligence across global supply chains. Similarly, sanctions frameworks, including "no re-
export" clauses and intellectual property restrictions, extend EU sanctions enforcement beyond
its borders. Yet, while this extraterritorial approach promotes higher global standards, it also risks
creating friction with countries viewing it as an infringement on their sovereignty. For both EU
and third-country companies, this regulatory shift imposes substantial compliance burdens, often
necessitating dedicated resources for compliance infrastructure, expert legal guidance, and

monitoring systems.

To address these challenges, companies must adopt a holistic compliance strategy throughout
their global organizations, including clear contractual language and legal design principles to
simplify complex requirements. A user-centred approach with model clauses and clear language
can improve clarity, reduce negotiation times, and foster better relationships with suppliers and
customers. To operationalize compliance effectively, organizations should establish
comprehensive internal and external training programs, create new and update existing contracts,
review general terms and conditions (GTCs), and implement codes of conduct (CoC) and supplier
codes of conduct (SCoC). Leveraging globally recognized certifications and incorporating these

into frame agreements or stand-alone-agreements can further strengthen compliance.

239 Soundararajan, 2023, pp. 214-216
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However, companies should be cautious about overly restrictive clauses or being over-compliant,
which may slow negotiations or introduce legal ambiguities, increasing risks and costs. Effective
compliance also requires robust tracking mechanisms to identify breaches within global supply
chains, as enforcing standards on downstream buyers or resellers often proves challenging.
Different enforcement practices, particularly in jurisdictions with weaker regulations, may hinder

global adherence and increase the administrative burden on companies to monitor compliance.

Further research in extraterritorial compliance frameworks could focus on the practical balance
between regulatory effectiveness and operational feasibility in a globalized business environment.
Key areas include examining the comparative models of extraterritorial jurisdiction, such as
between the EU and the U.S., to identify alternative enforcement approaches and their impact
on global supply chains. Studies on contractual cascading's real-world effectiveness could provide
insights into how well these contractual obligations propagate compliance and what challenges
persist, particularly in less regulated markets. Additionally, exploring how compliance
requirements influence corporate culture and sustainability initiatives would shed light on
whether regulations drive meaningful change or simply encourage minimal adjustments to meet
legal standards. Finally, the role of user-centred legal design, technology, and compliance
incentives, such as "carrot-and-stick" approaches, could provide innovative methods for achieving
widespread compliance while minimizing disruptions to international business practices and

fostering cooperative international relations.

While extraterritoriality enhances EU’s influence on global standards, it introduces complexities
for international business operations. To navigate this evolving landscape, companies should
adopt comprehensive, adaptable compliance programs. Enhanced guidance from EU authorities
would further support companies in understanding and implementing these standards, helping
to mitigate risks associated with regulatory ambiguities. This will not only ensure adherence to

EU regulations but also advance ethical and compliant conduct across global value chains.
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