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Abstract

This paper describes the design and implementation of a wireless control area network
(CAN bus) protocol for communication between the smart NOx (nitrogen oxide) sen-
sor on diesel engines and the engine control unit (ECU). In this research, the approach
taken is based on a case study of Wirtsild’s smart NOx sensor on a W4L20 diesel engine
with the objective of replacing the wired CAN protocol with a wireless CAN communica-
tion node. In the current setup, the smart NOx sensor is connected to the engine control
unit (ECU) with a wired CAN bus connection. The XBee module, which uses the ZigBee
(IEEE 802.15.4) technology was used in the design and implementation of the wireless
CAN prototype. With the emergence of 5G networks and the era of IoT, the topic of
wireless industrial automation becomes essential in the modern industry. In addition to the
great advantages and opportunities that the use of wireless nodes has in automation sys-
tems, there are many real challenges. The practical design challenges have been addressed

in this paper.

1 | INTRODUCTION

Modern industries’ development has been rapid, and this has
been influenced by the continuous growth in the global econ-
omy. Therefore, data collection, analysis, and integration have
become essential pillars for the new industrial structure. The
need to have real-time information in automation systems on
all levels is extremely important. In wireless automation, one
crucial step is to decide on the required wireless communication
protocol for a certain automation system. The decision is made
based on automation requirements such as latency, data rate,
coverage distance, reliability (outage and packet losses), costs,
security etc. Therefore, studying some well-known wireless
communication solutions is crucial in achieving reliable and
flexible data transfer [1]. This paper investigates the feasibility
of implementing a reliable, secure, and fault-tolerant wire-
less communication between the smart NOx sensor on ship
engines and the Speedgoat (real-time rapid prototyping tool) or
engine control module (ECM). In the current setup, the smart
NOx sensor is connected to the engine control unit (ECU)
with a wired control area network (CAN bus) connection.

Data is transmitted using the SAE J1939 protocol (Society
of Automotive Engineers standard) which is built on top of
CAN Networks. SAE J1939 is developed specifically for use
in heavy-duty environments, with an emphasis on achieving
reliable and fault-tolerant communication. In this research, the
approach taken is based on a case study of Wirtsild’s smart NOx
sensor on a W4L20 diesel engine with the objective of replacing
the wired CAN bus with a wireless CAN node. Therefore, a
wireless CAN module has been designed.

The purpose of this research is to investigate the implemen-
tation possibility and security implications when using wireless
communication in the CAN network. This is to achieve remote
monitoring of marine engine performance for a more efficient
diagnostics activity and coordination of the operation of the
separate subsystems. With the findings from this research, work
will be extended to other types of sensors on the ship engine,
and managing multiple sensors will be addressed.

The application of wireless CAN networks in maritime ves-
sels is quite a new area of research different from the common
applications such as railway applications seen in streetcars,
trams, undergrounds, light railways, long-distance trains, and
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lifts and escalators which use embedded CAN networks. The
introduction of wireless networks in marine engines makes for a
more efficient diagnostics activity and coordination of various
separate subsystems’ operations. To the best of our knowl-
edge, this paper is the first to investigate the application of
wireless CAN in maritime technology for monitoring and con-
trolling marine engines using practically oriented research on
ZigBee and CAN (except for our own ZigBee-CAN related
research work [2]). Therefore, we want to raise awareness and
discuss the possibility of integrating ZigBee and CAN tech-
nologies for application in the communication, monitoring, and
control of marine vessels and technology. The design steps,
implementation, and performance analysis are discussed in the
next sections.

1.1 | Related works

A study of related works shows the application and imple-
mentation of CAN in several domains such as industrial
automation and robotics besides automotive (for which is it
commonly known). Its latest application has been in precision
farming applications [3], where ZigBee is used with CAN
bus for real-time monitoring of agricultural variability. The
integration of the wired CAN Bus and ZigBee communication
was designed to extract the data regarding the geographical
coordinate from the global positioning system (GPS) receiver
with the help of ZigBee communication and the data is sent
to a central computer with the help of the wired CAN bus.
The aim is to adapt the ZigBee messages to the CAN bus and
therefore, reduce the use of wires. The results show that the
system was capable of sending GPS data through ZigBee and
the ZigBee message sent via CAN bus. It was also used to
collect and merge the CAN messages with the help of a central
computer.

In ref. [4], the combination of ZigBee and CAN bus was
applied to the coal mine safety monitoring and alert system. The
aim is to improve the level of monitoring production safety and
reduce accidents in the coal mine. According to this paper, the
use of ZigBee technology was to reduce the cost and improve
the speed of communication between the base station and sync
nodes. The use of ZigBee and CAN bus for non-safety-critical
applications of vehicles was investigated in ref. [5]. A gateway
was designed to ensure interoperability between the conven-
tional CAN bus and the ZigBee wireless network. Transmission
reliability was ensured through repeated transmission, taking
into account the vehicle environment where wireless local area
network (WLAN) interference exists.

Another application is in home network protocol [6—8]. From
ref. [6], the application of CAN was done for direct load control
programs for home automation. The purpose of this system
was to allow its users to monitor and control the use of indi-
vidual loads in their homes, thereby helping in the deregulation
of the electricity markets by providing flexibility on the demand
side. The entire system has three subsystems, with each subsys-
tem having its unique function. The subsystems are namely a
sub-system of interaction, a subsystem of measurement, and a

subsystem of the drive. The data transmissions were achieved
by making use of the CANopen system.

In ref. [7], the research stated that most building automa-
tion technologies do not offer sufficient bandwidth applicable
for voluminous data required in many home automation needs.
Furthermore, such technologies have not yet provided solu-
tions that are robust against harsh environments as addressed
by CAN. CAN advantage of being cost-effective, and resilient
to extreme heat makes it an attractive solution. It also has high
signalling rates suitable for the fast transmission of data from
one node to another.

Othman et al. in ref. [8] presented a stand-alone single-chip
embedded system that has been equipped with five CAN port
used for the monitoring and control of home appliances locally.
Each of the five CAN ports is connected to a separate home
appliance. The CAN devices are said to be able to send and
receive data in contrast to previous works, where devices can
only receive messages sent from a master. The proposed system
can communicate to the GPRS network using a GPRS modem
which allows for the system to communicate with a user through
the public wireless mobile network and the home internet.

Equipment in intensive care units, operating rooms, and
several other healthcare equipments, including lights, tables,
cameras, X-ray machines, and patient beds make use of CAN
networks [9].

The CAN protocol is applied for a home automation sys-
tem to design a WCAN-based home automation system [10].
This proposed system comprises many WCAN nodes located
in certain places around the house and these nodes are con-
nected to electrical appliances in the home. The system also has
a central controller server. The controller server is used as the
command center by sending commands to all the nodes in the
network and can receive commands from the user device. In
this application, a smart controller is used to communicate with
the controller server making use of a Bluetooth connection.
When the controller server receives the command, it transmits
messages across the network to all the nodes. The message
identifier embedded in the token influences what the receiving
sensor nodes does with the messages, it will either store the mes-
sage for further processing or simply transmit the message back
into the network. If the message is kept for further process-
ing, this helps in performing tasks or actions with the connected
household appliances.

The discussions in ref. [11], present the point that in
the automotive industry, embedded control has evolved from
stand-alone systems to highly integrated and networked con-
trol systems. The networking of electro-mechanical subsystems
makes it possible for the modularization of various func-
tionalities and hardware, thereby, facilitating reuse and adding
capabilities. The functions of the ECU are the control of the
engine, turbo, fan etc. however, it is also used for CAN com-
munication. The combination of networks and mechatronic
modules leads to the possibility of the reduction of the need for
cabling and the number of connectors, which in turn, facilitates
production and increases reliability. The use of CAN is seen in
the US Navy boat where the Navy developed a distributed elec-
tronics architecture denoted as SeaCAN and had it installed in
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all new seaborne targets and has been retrofitted into several
older targets. It has a SeaCAN architecture for a 7 m remotely
controlled rigid-hull inflatable boat. An autopilot based on a
feedback control loop closed over the network is implemented
by the system, which comprises the nodes rudder feed-back,
GPS receiver, pitch/roll/heading, command/control, and two
engine throttle nodes [12].

In ref. [13], intra vehicle wireless sensor network is employed
utilizing Bluetooth low energy (BLE) within vehicular ad hoc
network to achieve a low-cost and energy-efficient commu-
nication between sensor nodes and ECU. In this paper [14],
BLE and CAN bus have been investigated based on their use
in the communication of raw engine data between ECUs and
sensors, and ECU and onboard unit (OBU) with respect to
energy efficiency, throughput, latency, and coverage area. The
research combined both technologies in using the CAN bus to
transmit the time-critical sensor data to the ECU while energy-
efficient BLE is used to transmit less critical sensor data to the
ECU. This hybrid prototype was proposed to provide improved
results in terms of reliability, robustness, and cost-efficiency. It
was observed that the proposed BLE-based system showed very
high successful packet delivery ratios both in static and moving
scenarios of the vehicles with acceptable average received signal
strength indicator (RSSI) values of at least —10 dBm.

In this paper, a wireless CAN module has been designed.
The introduction of wireless networks in marine engines will
make it possible for a more efficient diagnostics activity and the
coordination of the operation of the separate subsystems. The
application in maritime vessels is quite a new area of research
different from the common applications such as railway appli-
cations seen in streetcars, trams, undergrounds, light railways,
long-distance trains, and lifts and escalators which use embed-
ded CAN networks. As far as we know, there is no other paper
that investigates the application of wireless CAN in maritime
technology for monitoring and control of engines using practi-
cally oriented research on ZigBee and CAN (except for our own
ZigBee CAN-related research work [2]). Therefore, we want to
raise awareness and a discussion about the possibility of inte-
grating ZigBee and CAN technologies for application in remote
monitoring and control in marine technology.

2 | MATERIALS AND METHODS

This section presents the material and methods used in
this research.

2.1 | Smart NOx sensor

The smart NOx is a sensor that measures the oxygen (O,)
and nitrogen oxide (NOx) content in the exhaust of combus-
tion engines. Oxygen is measured as a percentage, while the
NOx concentration is measured in parts per million (ppm)
[15]. Nitrogen Oxides (NOx) is a generic term for a group

of poisonous, highly reactive gases of which two occur natu-
rally, namely nitric oxide (NO) and nitrogen dioxide (NO,). The

combustion of fossil fuels is the most common source of NOx
emissions. The amount of emission depends on the air-fuel mix
ratio as well as the amount of nitrogen in the fuel. At high
temperatures and conditions that encourage oxidation NOx for-
mation in combustion is favoured. (NO,) has adverse effects
on human health and at high concentrations, it can lead to the
inflammation of the airways. NO, is also responsible for the for-
mation of secondary particulate acrosols and ozone (smog (O3))
in the atmosphere. These are noticeable air pollutants because
of their severe impacts on human health [12].

2.2 |
(ECM)

Speedgoat and engine control module

The Speedgoat applies real-time systems with Simulink real-
time from MathWorks to various applications across many
industries such as, in laboratoties, on the field, in classrooms, or
embedded in machinery. Speedgoat solutions and Simulink are
seamlessly integrated and allow for a fast test run of Simulink
software designs with hardware [14].

The engine control module (ECM), also called engine control
unit (ECU), is a kind of electronic control unit that manages
the control of a series of actuators on an internal combustion
engine to ensure that the engine’s performance is optimal. This
is done by reading the values from all the sensors within the
engine bay and interpreting the data using multidimensional
performance maps (referred to as lookup tables) and adjusting
the engine actuators accordingly [16]. The diesel engine used
in this research is a medium-speed W4L20 diesel engine. The
engine produces approximately 1 MW of power and it is
paired with an ABB generator [17]. This combustion engine
is located in the Vaasa Energy Business Innovation Center
(VEBIC) laboratory. VEBIC is a new research and innovation
platform hosted by the University of Vaasa. The VEBIC envi-
ronment has two laboratories namely, the internal combustion
engine laboratory and a separate but related fuel development
laboratory. It also has a program for enetgy and sustainable
development research projects [18].

The impact of the diesel engine on wireless protocols was
tested to see if issues like vibrations of the engine would have
negative impacts on communication and data transmission.
From the test done, we investigated for packet loss, and sig-
nal availability while running the engine to evaluate the wireless
CAN module. The choice of using a diesel engine is influenced
by common industry standards; where most ship and generator
engines use a reciprocating diesel engine. The case study was
done on a Wirtsild W4L20 diesel engine in collaboration with
Wirtsild a company based in Finland and known for its business
in marine technology [19].

2.3 | CAN protocol and the wireless module
In this section, the required witeless module is discussed. The
selection is based on the automation requirements and available
wireless standards.

QSUII suowwo)) daneal) ajqesrjdde oy £q pautaroS aie sajonIe Yy SN Jo sa[ni 10J KIeIqi auljuQ) AIA\ UO (SUOIIPUOI-PUB-SULId}/W0d" KA1m " AIeIqi[aur[uo,/:sdny) suonipuo)) pue suud ], oyl 998 "[€207/1/S 1] uo Kreiqiy autjuQ L3[Ip ‘BSERA JO ANSIOAIUN £q 0F9T [ ZNUWI/6H0 [ ([ /10p/wod’ Ka[im° KIeIqioul[uo yoreasanal/ sy woiy papeojumo( ‘€1 ‘€70T ‘9€981SL1



1544 | SIEMURI ET AL.
2.3.1 | Controller area network (CAN) RN
Smart NOx Speedgoat

Z 2

CAN is a solution for automation industries and the CAN 3] 3]
: : : : XBee PRO XBee PRO
protocol is used in systems that nféeds to transmit and receive CAN Bus i e CAN Bus
a small amount of data with real-time requirements. CAN bus transmitter recelver
was originally developed for the car industry to replace point- H - El 1 I
. . . . S0Cke! SocCket 1

to-point connections in automotive systems. CAN protocol Multiprotocol Radio Sﬁ,ﬁ%%mm| §§5E1
has been stipulated as an international standard by 150 Interna- Shield Shield
tional Standard Organizations [20]. CAN transmits signals on : !
the CAN network using two wires, CAN-High and CAN-Low. Nduél?lsu 52 Arduino UNO
These two wires operate in different modes carrying inverted Revd
voltages which decreases noise interference. The standard being
used determines the Voltage level and other characteristics of FIGURE 1 Block diagram for the hardware setup of XBee-CAN module.

the physical layer. The two standards are the ISO11898 (CAN
High Speed) standard and the ISO11519 (CAN Low Speed)
standard [21].

The challenges of implementing the CAN module by the
wireless method was the aspect of integration and interaction of
the existing CAN network with the wireless protocol to achieve
the wireless CAN. We had to research and test several CAN
modules and development boards to find a compatible device
and developed the best way to program it to fit the communica-
tion protocol existing in the wited CAN. Next is the choice of
the wire-less protocol to implement, this was done with certain
criteria of security, availability, and signal penetration since the
module was to be used in a ship environment. All these factors
lead to the testing and choice of the ZigBee XBee module used
to implement the wireless CAN.

The requirements when implementing wireless CAN come
from the drawbacks associated with wireless networks such as
security issues, coverage, and transmission speed (as wireless
transmission can be slower than a “wired” network. Also, using
a wireless protocol based on a CAN network must satisfy the
message delivery time for real-time applications to which CAN
is applied to.

232 |

Wireless communication protocols

Wireless applications typically require burst transmission and
reduced overhead, and they use a very small amount of data
per node, therefore, the bandwidth is not the main requirement.
Some applications require coverage of large ateas; reliability,
availability, bounded latency for real-time behaviour, and energy
efficiency as some key performance indicators [22]. Therefore,
careful considerations were made when choosing a wireless
protocol to be implemented for this industrial application.

The XBee module used during implementation uses the
ZigBee (IEEE 802.15.4) technology. ZigBee is a short-range
wireless protocol that is a standard for personal-area networks
developed by ZigBee Alliance aiming at providing a low cost,
low power consumption, reliable and two-way wireless com-
munication standard for short-range applications. It allows the
nodes to find new routes throughout the network when one
route fails. Thus, ZigBee is a robust wireless solution [23].

The choice of using the ZigBee protocol was made by
comparing four wireless solutions based on the analysis of

experiment results. The wireless protocols compared were
namely Wi-Fi, LoRa, BLE, and ZigBee. Performance analy-
sis for these four wireless protocols was conducted based on
key considerations that should influence the choice of witeless
protocols for a specific application. The experiments and mea-
surements wetre performed in the Technobothnia laboratory.
Technobothnia is a wide-ranged advanced and modern labora-
tory unit that occupies 8000 m* and which is within the campus
of the University of Vaasa [24].

The importance of RSSI, packet loss, and security to the
CAN module are discussed briefly. The RSSI measurement
gives us an idea of how well the wireless CAN modules
(transceivers) will receive the signals sent between them. RSSI
is a useful value in determining if the signal strength is good
enough for wireless connection and communication. The CAN
applications are used in real-time applications [25] and depend-
ing on the application, data loss could be critical, therefore
there is a need to investigate the packet loss performance of
the designed module.

Wireless communication also introduces a new challenge of
security which is less in the case of a wired connection in which
a security breach will involve taping the line. This security chal-
lenge must be investigated and tested to ensure the benefits of
wireless communication are not overturned by the security risk
if not properly implemented.

2.3.3 | System architecture

The system consists of a 24 V power supply for the smart
NOx sensor, which is connected to the CAN Bus of the
wireless-CAN module (transmitter). Furthermore, the wireless-
CAN modules (receiver) are connected to the Speedgoat, the
Speedgoat device that contains a MATLAB Simulink model to
calculate, monitor, and display the (O,)% and NOx ppm.

The XBee-CAN bridge hardware design of the wireless CAN
prototype is a customized module based on the ZigBee stan-
dard integrated with the CAN bus based on the CAN protocol.
The setup in Figure 1 provides a proof-of-concept that can be
further developed from a prototype into a product.

In the wireless CAN module, a multiprotocol radio shield is
connected over the Arduino board and the CAN Bus module
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Encryption wireless wireless Decryption
of Data [« > CAN CAN < » of Data
AES128 transmitter receiver AES128

‘ i

payload payload

creation unpacking
with sensor for CAN
data protocol

Smart NOx Generating heating Speedgoat
acquiring signal for smart NOX receives
and sending 00000004 data for
data analysis

FIGURE 2 XBee-CAN flowchart.

is placed in socket 0 of the multiprotocol radio shield while the
XBee module is placed in socket 1. This setup is done for both
the transmitter and receiver modules.

At the transmitter side, the CAN Bus module is used to intet-
face the transmitter XBee module with the smart NOx sensor
using twisted pair cables (CAN High and CAN Low). While
at the receiver side, the CAN Bus module is used to interface
the receiver XBee module with the Speedgoat also using twisted
pair cables (CAN High and CAN Low).

234 |

module

Programming the XBee-CAN prototype

The header file XBee802SendCANDataAES128.h is used in
the transmitter to initialize the XBee and CAN bus modules
at the transmitter side. It also implements the required C func-
tions to program the features and functions of XBee-CAN
module hardware.

The XBee-CAN bridge Software implementation was done
using the Arduino IDE environment. At the transmitter side,
the smart NOx sensor has a 29-bit CAN ID and the transmitter
hardware is programmed to send an initialization heating sig-
nal “00000004h” (8 bytes hexadecimal) through the CAN bus
to this CAN ID to start heating and collecting the smart NOx
data. The CAN bus then receives the data sent from the amart
NOx after it starts heating and transfers the data through SPI
to the XBee module for wireless transmission. While on the
receiver side, the hardware is programmed to receive the smart
NOx sensor data and transfers the data through SPI to the CAN
bus of the receiver module. The CAN bus is connected to the
Speedgoat using two twisted-pair cables (CAN High and CAN
Low) for analyzing the received data. The receiver module also
performs packet loss and RSSI measurements.

The flowcharts for the programming of the wireless CAN
module are illustrated in Figure 2.

The transmitted payload is a 10-byte hexadecimal data com-
prising of a 1-byte pre-amble, 8-byte smart NOx data, and
1-byte checksum data as illustrated in Figure 3.

The preamble is a set of symbols or bits used in packet-based
communications systems to indicate the start of a packet. The
preamble is a set of signals preceding genuine data in trans-

NOxé | NOx3 | NOs6 | NOK7 | checksum |

| preamble | NOx0 | NOx1 | N0 | NOw3

FIGURE 3 Transmitted smart NOx payload.

mission. It is used to help check data transmission errors. It
helps to synchronize data transmission between the transmitter
and receiver.

The checksum is a small-sized block of data. It is the sum of
the correct digits from the transmitted digital data, against which
later comparisons can be made to detect errors in the data.

Equation (1) is the checksum and it is the hexadecimal
summation of only the 8-byte smart NOx hexadecimal data.

NOx0 + NOx1 + NOx2 + NOx3 + NOx4 + NOx5

+ NOx6 + NOx7 = checksum )

The preamble is computed as illustrated in Equation (2).
The preamble is computed from the hexadecimal summation
of the 8-byte smart NOx data plus the checksum value, that is,
smartNOx + checksum = preamble.

NOx0 + NOx1 + NOx2 + NOx3 + NOx4 + NOx5

+ NOx6 + NOx7 + checksum = preamble @)

Both the checksum and preamble are used to verify data
integrity, which ensures an error-free data transmission and
prevents the alteration of data.

2.3.5 | ZigBee security concerns

ZigBee-enabled systems encounter some security threats
like traffic sniffing (eaves-dropping), denial-of-service (DoS)
attacks, nonce-reuse attacks, packet decoding, and data manip-
ulation/injection, which an attacker who uses special hardware
and software developed especially for attacking purposes can
exploit [26].

In our paper, securing wireless communication protocol was
done by doubling the process of AES with two different keys at
the two levels (AES128 security API libraries level and ZigBee
module level) which gives difficulty to the attacker or malware
to interrupt the network or system as a result of the strength
of the double encryption of AES. This is similar to what was
done in ref. [27]. The key is manually pre-install onto each
legitimate device of the ZigBee-enabled network (two devices).
There is a trade-off between usability and security in this key
management scenario with respect to the size of the network
if it is large. Therefore, it is possible for the network admin-
istrator to go for less secure but more usable options. The
key can be updated regulatly especially in a case of a missing
or tampered device, to prevent unauthorized use of the whole
ZigBee-enabled network.

When the message integrity is not verified, having the com-
municated messages encrypted will not be enough as a DoS
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attack can still happen. This is because usually, the ZigBee
device wakes up at intervals to send and receive messages as
they run on batteries and have a very low duty cycle, that
is, the ratio of active broadcast time compared to the silent
petiod. The networks usually have a predefined wake-up inter-
val for saving battery life, however, this can open new access
for DoS attacks [26]. In a DoS attack, an attacker repeatedly
jams the medium by sending a message to the victim device
which decrypts the payload to a random plain text, which has
no meaning to the next upper protocol layer. The attacker uses a
high-water mark of the frame counter set to the maximum value,
therefore, a legitimate frame that arrives after the DoS attack
will automatically be denied reception by the victim device,
as a result of the frame counter value of the received mes-
sage being less than the high-water mark used during the DoS
attack.

The implementation of secutity in the wireless CAN mod-
ule prototype using the AES128 (AES CCM) provides data
encryption and authenticity. It utilizes the combination of the
counter mode with the CBC-MAC authentication. It makes use
of the same encryption key for both modes. ZigBee makes use
of a version that is a little modified type of CCM referred to
as CCM*, which provides room for more flexibility than the
standard CCM. CCM* allows the use of either authentication
or encryption, while both are always required in CCM. The
operation of ZEDs in a non-beacon mode where the ZED
actively polls the network coordinator to check for data avail-
ability can curb DoS. The wake-up action can be made to
happen at irregular intervals, to make the attacker not be able
to guess the exact time when data transfers will take place.
This means a predefined wakeup interval should not be used.
The nonce-reuse attacks are catered for by ZigBee specification
using non-volatile memory (NVM). The ZigBee system can be
vulnerable to the same-nonce attack after a power failure which
causes a clear in access control list (ACL), therefore, the use of
a non-volatile memory (NVM) to recover them after a power
failure [20].

The developed security framework for the wireless transfer of
CAN data using the XBee module makes use of the XBee mod-
ule’s extra feature of enabling AES128 encryption on the XBee
module itself. In addition, an optional feature provided by a cus-
tomized API library for data encryption is utilized. The AES 128
encryption on the XBee modules is done twice, first, during the
configuration of the XBee modules, and second, using AES128
encryption API libraries to provide encryption of the data at the
coding level. The security can be further improved by imple-
mentation using FPGA which can also improve the battery life
of the device.

The implementation of security for the wireless CAN data
transfer in the designed prototype also comes from the use
of ZigBee technology. The XBee module used makes use of
the AES128 (AES-CCM). It utilizes the combination of the
counter mode with the CBC-MAC authentication. The opera-
tion of ZEDs in a non-beacon mode where the ZED actively
polls the network coordinator to check for data availability is
also used to curb DoS attacks. Furthermore, wake-up action

TABLE 1 XBee maximum and minimum RSSI measurement in
Technobothnia.
Distance in meters 5 10 15 20 25 30

Minimum RSSI value (dBm) =45 —47 =52 =56 =60  —066
Maximum RSSI value (dBm)  —40  —43

TABLE 2  XBee maximum and minimum RSSI measurement in VEBIC.

Distance in meters 5 10 15 20 25 30
Minimum RSSI value (dBm) —53 —54 —-60 NA NA NA

Maximum RSSI value (dBm) —42 —47 —52 NA NA NA

can be made to happen at irregular intervals, which can mitigate
the attacker from being able to guess the exact time when the
data transfer will take place. This means a predefined wakeup
interval was not used. These findings were applied in our case.
The nonce-reuse attacks are catered for by ZigBee specification
using “non-volatile memory (NVM)” which helps to recover
them after a power failure.

23.6 |

measure

ZigBee (XBee module) performance

The communication performance analysis done on the XBee
module is discussed here. The test performed includes RSSI, bit
error rate, latency, and packet loss. The maximum and minimum
measured RSSI values measured in Technobothnia and VEBIC
are shown in Tables 1 and 2 respectively. At each distance of 5m
apart, 200 RSST measurements were taken. From the datasheet
of the XBee module, it was noted that it has a receiver sensitivity
of =100 dBm and a maximum range of 750 m [28].

The RSSI values can be noticed to decrease (greater negative
value) as the distance increases as seen in Tables 1 and 2. This is
in line with the RSSI theory, however, in an ideal case, the RSSI
values should decrease linearly. The distance used in this test is
influenced by the nature of the application of this project which
does not require a very large distance (the maximum required
distance is 15 m), therefore the RSSI of the module above the
specified maximum distance was not tested in VEBIC where the
actual engine test was conducted.

The bit error check for all the wireless protocols was imple-
mented in the same way. As illustrated in Figure 3, the payload
is a 10-byte data payload. At the receiver side, the payload is
checked for error using a 1-byte preamble (called ErrorDect-
Num in the code used to program the device) and 1-byte
checksum computed and appended to the original 8-byte smart
NOx data before transmission at the transmitter side. The
checksum is the computed value mentioned in Equation (1)
and the preamble is the value mentioned in Equation (2). At
the receiver side, the preamble and checksum are verified and if
they are the same as the values from the transmitter, the data is
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error-free. Alternatively, if the sum of the 8-bit smart NOx data
plus 1-bit checksum (that is, the preamble) at the transmitter
equals the preamble value also at the receiver side for the same
payload been considered, the data is error-free.

The delay in a network specifies the duration required to
transmit a bit of data through the network from one node to
another. It is usually measured in multiples or fractions of sec-
onds. The delay otherwise called latency can be slightly different
depending on the environment where the specific pair of com-
municating nodes are located. Packet loss is the measure of
the amount of data packet that is lost before it reaches the
receiver and it occurs when a data transmission error occurs,
usually across wireless networks, or due to network congestion.
Packet loss is a percentage of the data lost with respect to data
sent.

Based on the fact that no equipment is 100 percent effi-
cient, the energy used by a piece of equipment is more than the
energy really needed. This happens as a result of energy lost as
heat, vibrations, and/or electromagnetic radiation. Most wire-
less radio frequency (RF) devices are usually battery-powered.
This can introduce a challenge depending on the application and
the location of the device may make it difficult and /or expensive
to replace the battery. In many real-world scenarios, extending
battery life is important and critical.

More details about the results of the ZigBee test in com-
parison to other wireless protocols (BLE, LoRa, and WiF) are
provided and discussed in Section 3.

3 | RESULTS

3.1 | Wireless communication test using
smart NOx sensor

From the experiments (see Table Al), the XBee had better
RSSI values and security features than the other wireless mod-
ules used. These features with some other factors like good
performance in the packet loss test; ability to enhance battery
life; better penetrating capability and range when compared to
the BLE lead to the choice of implementing the ZigBee wireless
protocol in designing the wireless-CAN protocol called the
XBee-CAN module.

In Figures 4 and 5, we present the measured minimum and
maximum RSSI values of the wireless protocols during tests
done in two different locations. These results show a good sig-
nal strength for several distances in meters as seen on the x-axis.
The RSSI measurement gives us an idea of how well the wire-
less CAN modules (transceivers) will receive the signals sent
between them. The y-axis is the RSSI values and the x-axis is
the distance in meters between the wireless CAN module con-
nected to the sensor on the ship engine and the wireless CAN
module connected to the Speedgoat used to read and analyze
the received CAN data.

A MATLAB Simulink module was programmed into the
Speedgoat to receive CAN frames, calculate (O;)% and NOx
ppm, and display the results on a monitor connected to

the Speedgoat.

Measured Minimum RSSI Values for Wireless protocols in Technobothnia
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FIGURE 4  RSSI measurements for all the wireless protocols (BLE,
XBee, WIFI, and LoRa) for the test done in Technobothnia.

Packet loss — For every 100 packets sent, the error is (less
than) <0.5% packet loss during the experiment at the maximum
test range of 30 m and a minimum of 15 m (actual maximum
range for the application). This was done in an engine labora-
tory having noise from the vibration of the engine and WiFi
signals were also present. There were a lot of metal parts and
equipment in the room and movements of people, all these
were part of the potential sources of interference. They were
two nodes, one at the sensor side and the other connected to
the Speedgoat to receive the CAN data. The distance between
them was a vertical distance with the module connected to
the sensor above. By standard design, ZigBee has access to 16
separate, 5 MHz channels in the 2.4 GHz band of which sev-
eral of them do not overlap with US and European versions
of Wi-Fi. Furthermore, an IEEE 802.15.4-defined CSMA-CA
protocol that reduces the probability of interfering with other
users is incorporated into ZigBee and it utilizes the automatic
re-transmission of data to cater to network robustness. As a
result of the extremely low-duty cycle of ZigBee products, we
have relatively few packet data transmissions, thereby, reducing
the likelihood of an unsuccessful transmission. It was noticed
that our designed module had an acceptable average latency
of 104ms. The maximum and minimum latency measure-
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Measured Minimum RSSI Values for Wireless protocols in VEBIC
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FIGURE 5 RSSI Measurements for all the wireless protocols (BLE,

XBee, WIFI, and LoRa) for the test done in the Wirtsila diesel engine test
room located in VEBIC.

TABLE 3  XBee module maximum and minimum latency measurements.

Value in
Latency milliseconds
Minimum latency value 102
Maximum latency value 106

ments noticed for the XBee implementation are illustrated in
Table 3.

The application sublayer (APS) layer handles retransmis-
sion, the Network (NWK) layer, and also the MAC layer. If
APS acknowledgment is enabled, the APS layer will attempt
several times (configurable, default value 3) before receiving
Acknowledgement (ACK). The NWK layer also performs a
number of retries (configurable, default value 2) for the next
hop message, once the medium access control (MAC) layer
retries are exhausted for that message. MAC-level acknowledg-
ments and retries are default and automatic regardless of the
service used. MAC layer will retry 3 times (configurable) before

returning a failure status to the network layer. The time intet-
val between each attempt depends on the CSMA /CA algorithm
[29].

During our test, the APS layer acknowledgment was disabled
therefore, the APS layer will not retransmit; the NWK layer per-
forms two attempts for the next-hop message, the interval is
unpredictable, depending on the packet length, surroundings,
and distance between nodes; the MAC layer will retry three
times for each attempt before announcing failure, and delays a
random amount of time (from 3 to 10 ms) before each attempt.
In the worst case, the sender will transmit at most 8 times and
the receiver will attempt eight times to respond as well. The
packet transmission process is shown in Figure 6.

Security — The XBee module has the extra feature of enabling
AES128 encryption on the XBee module itself. In other mod-
ules (BLE, WIFI, and LoRa), data encryption is an optional
feature provided by an API library. However, the WIFI module
also provides the feature of installing secure sockets layer (SSL),
it requires installing the corresponding certificate, created by a
CA (Certification Authority). This makes it more complex than
the feature of the XBee module. Likewise, the BLE module uses
AES-128 link-layer encryption for encrypting the connection to
make the connection processes secure. The data, however, is
not encrypted.

The AES 128 encryption on the XBee modules is done twice,
first, during the configuration of the XBee modules, and sec-
ond, customized AES128 encryption API libraries were used
to provide encryption of the data at the coding level during
the programming of the wireless CAN prototypes. Power Con-
sumption — In Table Al, the BLE shows better battery life,
next is the XBee and the third is the WIFI module. Wi-Fi
is mostly used for data transmission, with a long-range and
data throughput of 2-11 Mbps. The power consumption of
the XBee module implementation can be optimized by putting
the ZigBee devices to sleep and waking them up only during
the transfer of data. Also, another option is integrating field
programmable gate arrays (FPGAs) into the device.

ZigBee and Bluetooth have similar features as both are types
of IEEE 802.15 witeless personal-area networks (WPANS)
making use of the 2.4-GHz unlicensed frequency band and
using small form factors and low power. However, ZigBee is
more suitable for control and automation in exchanging small
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TABLE 4 Comparison of ZigBee, BLE, and WiFi wireless standards.

Bluetooth
ZigBee 802.15.4  802.15.1 Wi-Fi 802.11b
Applications Monitoring and Replacing Web, video, and
control cables /wires email
Data capacity 250 Kbps 1 Mbps 11 Mbps
Range (meters)  approx. 75 10 -100 100
Battery life Years Days Hours
Nodes per up to 65,533 8 30
network
Software size 4-32 250 >1000
(Kbytes)

(@ (b)

FIGURE 7 (a) Smart NOx sensor and (b) Speedgoat located in VEBIC.

packets over a large network; while Bluetooth is suitable for con-
nectivity issues between laptops and PDAs, and applicable to
more general cable replacement scenatios in which large pack-
ets are transmitted over a small network [30]. Table 4 shows
a general application comparison of ZigBee, BLE, and WiFi
wireless standards.

BLE uses high data rates and a lot of power on large packet
devices while ZigBee employs low data rates and little power
on small packet devices. This can be seen in their battery life
in Table 4. However, from Table A1, we can see that the BLE
had better battery life than ZigBee, this is because the same data
rates were used for both BLE and ZigBee. Lowering the ZigBee
data rate to 1 megabit per second will lead to the results shown
in Table 4. Note that, ZigBee has a network speed of up to 1
megabit per second. While the network speed of BLE is up to
250 megabits per second.

The wireless CAN module was initially tested with an exter-
nal Smart NOx sensor (see Figure 7(a)). Sending the 8 bytes
hexadecimal heating signal “04h” to the smart NOx sensor with
a Receive ID 0x18FEDFO00 makes the smart NOx sensor start
heating and then sends back its CAN frames through the CAN
Bus to the wireless module for transmission to the receiver
module where a Speedgoat CAN Bus interface is used to view
the data (see Figure 7(b)). Repeating the 8 bytes hexadecimal
heating signal “04h” every 100 ms will maintain the heating of
the smart NOx. The module was also tested on a diesel engine
utilizing the CAN network in the ECM.

The MATLAB Simulink model in Figure 8 is used to con-
tinuously poll the client/receiver CAN module four times per
second, extract data bytes, calculate O,% and NOx ppm and

Speedgoat
10601

Setuy
Mode D:1

CAN Setup

do{...)while  02_meassage)

NOx_ message|

‘Whie lerator
Subsystem
CANRead Loop

a |”_/'
Scope | 0%
Constant

Gaint
a .
m Soope 3 Noch
Constant!

FIGURE 8 Simulink model to receive smart NOx CAN frame.

display a continuously updated sliding graph on a monitor
connected to the Speedgoat.

3.2 | Performance test of the designed
XBee-can module on Wartsila W4120 diesel
engine

The wireless CAN was tested with the Wirtsild W4L20 because
the case study was done in collaboration with Wirtsild, however,
the module can also be used for engines that utilize the CAN
network in the ECU.

The smart NOx sensor was installed on the Wirtsild 41.20
Diesel Engine and the O,% and NOx ppm values were
measured and compared with the readings from the SICK
MCS100E. The MCS100E HW is an analyzer system used for
extractive measurement of up to eight (8) active gas components
from an engine [31]. Table 5 illustrates the comparison between
the values from MCS100E and the wireless XBee-CAN proto-
type seen on the Speedgoat device for the W4L20 diesel engine
in different operation modes (the engine is idle, running with-
out load, and running with load). It is the percentage error of
the XBee-CAN module prototype values when compared to the
values from the MCS100E. The measurements from MCS100E
and the XBee-CAN module were performed at the same time.
The difference between their readings in Table 5 comes from
the fact that both had their own separate sensor (installed at a
different location on the exhaust of the same engine), therefore,
their measurement time could not be propetly synchronized.
However, it was concluded from observation that the values
obtained were close to what was expected from the engine test
for the XBee-CAN module and the MCS100E (as a reference).
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TABLE 5 Comparing values from SICK|MCS 100e and the XBee-CAN module.

Device name Engine operation modes

Idle Without load With load
NOx ppm (02)% NOx ppm (02)% NOx ppm (0,)%
XBee-CAN module % error 0.0 0.0 3.09 7.22 3.83 2.06

4 | DISCUSSION

The benefit of using the wireless CAN module is the ease of
access to the state of the engine - in terms of remote mon-
itoring, also it brings flexibility, and cost savings as it saves
on installation problems, increased flexibility, and creation of
new opportunities and application scenarios, however, the draw-
backs come from security issues, coverage and transmission
speed (as wireless transmission can be slower than “wired” net-
work. With proper planning and techniques, these challenges
can be addressed through well know technologies created to
reduce their effect.

The present application (the engine test phase), has a delay
in the wireless CAN (XBee-CAN module) when compared to
the wired SICK|MCS 100E. However, this delay is within an
acceptable range for the present application. The results from
Table 5 show an average percentage accuracy of 95.95% in the
transmission and reception of the sensor data using the wireless
CAN when compared to the wired solution (SICK | MCS 100E).
The percentage accuracy of 95.95 was computed using the per-
centage errors in Table 5. The values 3.09, 7.22, 3.83, and 2.06 in
patticles per million (ppm) wete averaged and then subtracted
from 100 to arrive at the value 95.95. This was done irrespective
of the gas being measured (NOx or O,) as both measurements
occur simultaneously using the same sensor.

ZigBee can be used to create a network of sensors. This
implies that several sensor values can be read and transmit-
ted for monitoring on the speedgoat. The XBee-CAN module
network could be made up of several END devices or nodes
(sensors) and a CO-ORDINATOR device as the ZigBee proto-
col supports three nodes types namely ZigBee Coordinator ZC,
ZigBee router (ZR), and ZigBee end device (ZED). Additive
manufacturing was applied in designing two protective cas-
ings, and they were 3D printed. These casings were used to
encapsulate the receiver and transmitter XBee-CAN Modules
prototypes as illustrated in Figure 9(a,b).

The material used in printing the protective casings is PLA
filament. A 3D printer was used to print the prototype cas-
ing with settings having a printing temperature of 200°C for
the extruder and 60°C for the bed plate and an infill of 20%.
The test in this research was done in a test facility (VEBIC)
where the test ship engine was located. It was not done on
a real ship in a live scenario. However, the design prototype
was tested for vibration as the wireless module connected to
the smart NOx was placed on a metal platform very close to
the vibrating engine and other metal parts. During the test, no
effect was noticed that showed any significant delay or loss of

Receiver XBee-CAN
Transmitter

FIGURE 9 (a) XBee-CAN prototype without 3D printed casing and (b)
XBee-CAN prototype in 3D printed casing,

data packet compared to when it was tested in Technoboth-
nia which is an office building located in the University of
Vaasa.

5 | CONCLUSION

Research on the feasibility of replacing the existing wired CAN
bus connection between the smart NOx sensor and the rapid
control prototyping system speedgoat and possibly in the future
the engine control unit (ECU) with a wireless communication
solution was performed. The hardware setup and implemen-
tation were implemented. The devices were programmed to
meet the required application in line with the performance
expectation for communication in an industrial environment.
A communication performance test was petrformed. The wire-
less CAN module has been monitored for almost a year and
has proven to work fine in monitoring diesel engine NOx emis-
sions. The results of using the wireless CAN showed an average
percentage accuracy of 95.95% in the transmission and recep-
tion of the sensor data when compared to the wired solution
(SICK | MCS 100E). The designed wireless XBee-CAN proto-
type is currently installed on a W4L20 diesel engine in the Vaasa
Energy Business Innovation Center (VEBIC), Vaasa, Finland.
A possible future work would be to further develop the system
of the prototype by integrating field programmable gate arrays
(FPGAs). The main motivation is to optimize the software to
improve the battery life of the present prototype by optimizing
all parameters associated with data rates, and energy consump-
tion. Another possible work will be to extend to other types of
sensors on the ship engine where managing multiple sensors will

be addressed.
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TABLE A1  Performance analysis of wireless protocols These values are derived from the datasheet of the wireless protocol used (BLE, XBee, WiFi, and L.oRa)
and from the results of the experiment.

Analysis BLE XBee (802.15.4) WIFI LoRa
Data sheet Expt® Data sheet Expt?® Data sheet Expt® Data sheet Expt*
RSSI in VEBIC —103 dBm —83 dBm —100 dBm —60 dBm —94 dBm —70 dBm —134 dBm —64 dBm
RSSI in Technobothnia —103 dBm —71 dBm —100 dBm —66 dBm —94 dBm —100 dBm —134 dBm —82 dBm
Packet loss % N/MP 0% N/MP 0% N/MP 0% N/MP 0%
Min. latency N/MP 24ms N/MP 102ms N/MP 1169ms N/MP 2102ms
Max. latency N/MP 60ms N,/MP 106ms N/MP 1213ms N/MP 2106ms
Power consumption Tx 37V Tx 3.7V Tx 3.7V Tx 3.7V
36 mA 6600 36 mA 6600 36 mA 6600 36mA 6600
Rx mAh Rx mAh Rx mAh Rx mAh
8 mA battery 8 mA battery 8 mA battery 8mA battery
Battery life [Hours] N/MP Tx N/MP Tx N,/MP Tx N,/MP N,/MP
183 31 19
Rx Rx Rx
825 119 51
Security AES128 AES128 AES128 AES128 AES128 AES128 AES128 AES128
at at 256 at at
code Module SSL.3 code code
level and TLS1 level level
code HTTPS
level RSA

Expt* = experiment results; N/Mb = not mentioned
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