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ABSTRACT:

The demand for high mobile data transmission has been dramatically enlarged since there is a significant
increase at the number of mobile communication devices that capable of providing high data rates. It is
clearly observed that even the next generation cellular networks are not able to respond to this demand to
provide the required level of mobile data transmission capacity. Although, WLAN responses to this
demand by providing upwards of 600 Mbps data rates it is not convenient in terms of cellular like
mobility and requires user intervention anytime of reconnection to a hotspot. Therefore, the need for a
new technology took place and IEEE has introduced a new amendment to IEEE 802.11 standards family
which is called as IEEE 802.11u. Based on IEEE 802.11u amendment, WFA developed WFA Hotspot 2.0
Specification and started to certify the Wi-Fi devices under Passpoint certification program. This new
technology developed to provide Wi-Fi capable devices simply identify, select and associate to a Hotspot
without any user intervention in a highly secure manner.

As Hotspot 2.0 Specification is quite new in the market it has been a challenging work to reach some
academic papers; however, IEEE 802.11u standard, Internet sources, white papers published by different
companies/organizations and discussions with telecommunication experts have made this master thesis to
achieve its goals.

This thesis work provides a great resource for the network operators to have a great understanding of the
Hotspot 2.0 Specification in terms of theory, network element requirements and deployment by providing
a good understanding of the system functionality. In this paper, a comprehensive theoretical background
that addresses to WLAN technology, Passpoint elements, and IEEE 802.11u based network discovery,
selection and authentication is provided. Besides, Hotspot 2.0 network deployment scenarios with
network core element requirements are designed and Passpoint functionality tests are performed under
different scenarios by describing a comprehensive setup for the testing.

KEYWORDS: WFA Hotspot 2.0, IEEE 802.11u, ANQP, Passpoint, WLAN Security.
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1. INTRODUCTION

High data traffic has overwhelmed cellular networks as there is a significant increase at
the number of smartphones and it is expected that 800 million such devices additionally
will get into the market in 2013 (Rukus 2013a). Subscribers switch to smartphones and
tablets; as a result of this, mobile operators find them in a vast need to seek for
technologies that can provide them high data transmissions to deal with all this traffic.
While the expected technology is considered to provide off-loading for mobile
operators, it has also been thought to provide a cellular based internet connectivity for
non-SIM based mobile devices that do not rely on existing cellular networks such as
GSM and 3G.

Globally, almost 70% of all smartphone-originated data flow is held via wireless fidelity
(Wi-Fi) (Informa 2012). By having upwards of 600 Mbps data rate, Wi-Fi is considered
to be an excellent choice as it supports dense access point (AP) utilizations, is available
on all communication devices (smartphones, tablets etc.), and it is available to users in
all common locations such as stadiums, arenas, airports, convention centers, colleges,

train stations, downtown city center and so on (Rukus 2013a).

Wi-Fi alliance (WFA) realized the need to extend the capabilities of the former Wi-Fi
networks to enhance the mobility experience to have a cellular-like implementation as
Wi-Fi devices are being used with an increasing rate in a mobile environment, and there
is an increment in Wi-Fi access points (APs) deployment (InterDgital 2012). Based on
this, WFA that stands for the certification of Wi-Fi products has formed Hotspot 2.0
Specification which is a technical specification that consists of some industry standards
(Ericsson 2012).

Connection to an ordinary Wi-Fi hotspot may require subscriber to perform some
manual steps (searching for a network, initiating a connection to the network and
entering account credentials by launching a web browser) to get the internet access.
Although, there are some enhanced solutions such as captive portal they are limited for
certain devices and they are not widespread. WFA Hotspot 2.0 Specification aims to

support widespread automatic switching to Wi-Fi by driving network interoperability
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and standardized network association, authentication, security, sign-up and policy
control that is totally transparent to the user in terms of mobile devices. Hotspot 2.0
release 1 has defined capabilities for network discovery and selection, and secure
authentication. (Ericsson 2012).

The key enabling protocols for Hotspot 2.0 release 1 are IEEE 802.11u, EAP methods
and IEEE 802.11i that run on top of IEEE 802.11. Basically, IEEE 802.11u protocol
supports Wi-Fi devices to find out the network capabilities by providing a
communication link with Wi-Fi APs. This is performed by the generic advertisement
service (GAS) and the access network query protocol (ANQP) that are used by IEEE
802.11u. (Rukus 2013a)

1.1 Motivation

Operators start to leverage Wi-Fi capabilities in all around the world. All mobile
operators in Korea have decided to set up a wide Wi-Fi network, China mobile is
deploying one million hotspots, AT&T has purchased a large Wi-Fi network, O2 is in a
partnership with The Cloud a leading Wi-Fi operator in UK and so on (Transection
Network Services 2011). These attempts show the importance of Wi-Fi in case of high
data transmissions. By the implementation of Hotspot 2.0 specification, in such Wi-Fi
networks, operators are considered to gain in terms of fulfilling the customer demands;

mobile, cost effective high data transmission.

Wi-Fi Alliance Hotspot 2.0 Specification is known to be new in the market. Therefore,
the research conducted and the information provided by this master thesis is going to be

highly substantial to gain WLAN operators.
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1.2 Scope of the Research

This thesis work covers WFA Hotspot 2.0 Specification based Wi-Fi network discovery
and selection, secure authentication and connectivity, and network element
requirements by providing a good understanding of the system functionality. The
hardware design and site-implementations are not considered within the scope of this
thesis; however, the network architecture deployment framework is proposed in terms
of different scenarios. Moreover, WFA Hotspot 2.0 specification is taken under testing
in case of different scenarios such as Passpoint functionality check, handover between
APs and Roaming between different WLANS.

1.3 Research areas

In this master thesis, there are few key points that are considered to be the main areas of

the research.

e Overall System Functionality; the communication flow between UE and WLAN,
used protocols/methods and transmission/reception frames will be studied and
described to give a good understanding of the system functionality.

e Roaming to commercial networks; except the operator’s core network, there will
be commercial networks such as iPass, FON, Langaton Tampere, City of Vaasa
or any other local operator networks. Possible ways to incorporate these
networks, with no user intervention, will be studied to provide the operator to be
able to give a global and domestic extension of services based on their
agreements with other network operators.

e Authentication process; username/password based a secure authentication type
will be investigated and possible implementation based solutions will be

introduced.
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Network deployment framework description and core element requirements;
network elements will be described and the information based on the
requirements for the system adaptation will be provided.

Testing Phases for different scenarios; Passpoint functionality check, Handover
between different Passpoint APs and roaming to a different WLAN will be
performed to check the applicability of the system and to be prepared for the

future case real implementations.

1.4 Thesis Contribution

The results that are gained through this master thesis will bring several benefits for the

company in case of their implementation;

The company’s operations are solely based on fixed line communications.
Therefore, the outcomes of this study might lead the company to get into mobile
communication service which means gaining more subscribers by providing
flexible services.

Automated and mobile connection experiences for its subscribers, customer
delight.

As the company has landline, also fiber optic lines, implementation of such a
wide Wi-Fi network will provide company to give service to mobile operators in
terms of off-loading. This undoubtedly means to have a share from mobile
operators’ market share.

From the technology point of view, conducting such a research will gain

company to keep up with the technological developments in Wi-Fi area.
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1.5 Outline of the Thesis

The following chapters stand for the subsequent work that has been done in this master
thesis.

Chapter 2

Concentrates on background information related to WLAN (Its standards and
architecture) and IEEE 802.11u amendment to have the best understanding to conduct
this research. Subsequently, the proposed programs by WFA and WBA associations are
introduced. However, this thesis only concentrates on WFA based program/technology
that is called as Wi-Fi Alliance Hotspot 2.0 Specification by refereeing to IEEE 802.11u
amendment. Moreover, it gives information about Passpoint elements (Beacon & Probe
frames and GAS/ANQP) that provide initiation and association of communication

between Passpoint UE and Passpoint APs.
Chapter 3

Provides a good understanding about Passpoint network discovery and selection based
on beacon frames and ANQP queries. Moreover, recommendations for network and

service providers are given in case of deployment.
Chapter 4

First, it gives a short introduction to wireless security and later on it focuses on WPA2-
Enterprise Security and different authentication methods in details. Besides, it describes
PEAP/MSCHAPvV2 based authentication scenario in details.

Chapter 5

Describes the network core elements including UE and explains the requirements for the
deployment of the system. Subsequently, ANVIA Passpoint WLAN Architecture is

described in details for different functionality scenarios.
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Chapter 6

Performs hands on testing in terms of different scenarios such as Passpoint functionality
check, handover between ANVIA Passpoint WLAN APs and, Passpoint roaming
between ANVIA WLAN and Langaton Tampere WLAN.

Chapter 7

Presents the conclusion for this thesis and gives propositions for the future work.
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2 BACKGROUND

This Chapter provides information related to WLAN (lts standards and architecture)
including IEEE 802.11u amendment. Subsequently, the proposed programs by WFA
and WBA associations are introduced. However, this thesis only concentrates on WFA
based program/technology that is called as Wi-Fi Alliance Hotspot 2.0 Specification
refereeing to IEEE 802.11u amendment. Moreover, it gives information about Passpoint
elements (Beacon & Probe frames and GAS/ANQP) that provide initiation and
association of communication between Passpoint UE and Passpoint APs.

2.1 Wireless Local Area Network

LANSs arose in the early 1980s to provide sharing of resources and peripherals such as
access servers, printers and shared storage devices among PCs, terminals and other
distributed computing devices (Pushpendra Kr. V., Shekhar P., Shekhar J. 2011).
However, in today’s technology, almost all of the communication devices are being
produced by having wireless data transmission/reception capabilities. Mainly, such
devices which are capable of using wireless technology are equipped to perform

network connection with WLAN.

WLAN is a system that uses electromagnetic waves to provide data exchange between
mobile end user and operator’s wired backbone network that may provide connection to
a wider Internet. This provides users the ability of mobility within the coverage area of
WLAN. This network type is based on the Institute of Electrical and Electronics
Engineers' (IEEE) 802.11 standards that is established in 1991. IEEE and WFA have
been in a close coordination to improve the capabilities of Wi-Fi that is abbreviation of
Wireless Fidelity; however, it has importance to know that IEEE 802.11 devices are not
Wi-Fi unless and until they have been passed under the certification by the WFA (Inter
Digital 2012).
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2.2 |IEEE 802.11 Standards

The 802.11 standard has quite many indices, from how to perform synchronization, to
how to configure IR wireless networks, to SS chip rates for dissimilar applications,
which perform access to wireless network (Justin Berg 2011). In this part, all the
amendments of the standard are not studied; however, the main standards and
amendments are handled including IEEE 802.11u which is the core of this research.

IEEE 802.11 is developed by the IEEE LAN/MAN Standards Committee (IEEE 802) in
the 2.4GHz and 5GHz unlicensed spectrum bands and it stands for a set of standards for
WLAN computer communications. The 802.11 family consists of the over-the-air
modulation techniques that are based on the same protocol. Although, 802.11a was the
first standard for wireless networking 802.11b was the first widely accepted one,
followed by 802.11g and 802.11n. (Kaushik S., Kaushik M. 2012).

IEEE 802.11a — By using OFDM waveform with different modulation techniques it
allows communication up to 54Mbps at 5 GHz operating frequency (IEEE Std 802.11a-
1999). The 802.11a causes much less RF interference than others e.g. 802.11b and
802.11g; however, its hardware expenses are higher. Although, the standard provides a
high bandwidth a decrease in its effective range occurs because of its high operating
frequency that is readily absorbed by physical weaknesses such as walls and other solid

objects in their line of sight.

IEEE 802.11b — Uses DSSS waveform with CCK modulation schema it allows
communication up to 11 Mbps at 2.4 GHz operating frequency (IEEE Std 802.11b-
1999). 802.11b is an extension of the modulation technique that is introduced in the
original standard. The increase in throughput and price reduction has leaded this
standard to become the most acceptable WLAN technology. Although, it is inexpensive
and has a wider coverage area compared to 802.11a it suffers from interference with
other devices that functions at the same operating frequency. Microwave ovens,
Bluetooth devices, baby monitors and cordless telephones are such devices that cause

interference to IEEE 802.11b. Although, it is considered to be possible to mitigate the
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condition by limiting the sources of RF interference the problem cannot be eliminated
every time (Telecom Regulatory Authority 2003).

IEEE 802.11g — Operates at 2.4GHz, uses OFDM and CCK modulation and it allows
communication up to 11 Mbps with CCK modulation and up to 54 Mbps with OFDM
(IEEE Std 802.11g-2003). 802.11g is fully backward-compatible with 802.11b.
Therefore, this specification provides a considerable increase in data rates and an
inexpensive hardware as all the 802.11g equipment were compatible with 802.11b. This
standard also suffers from interference that is caused by other devices operating at the
same frequency band.

IEEE 802.11n — is an amendment that provides MIMO and an increased bandwidth to
the current broadcast sets, IEEE 802.11b and IEEE 802.11g. It allows communication
up to 100 Mbps and greater and functions at both 2.4GHz and 5GHz operating
frequencies using 20 MHz and 40 MHz channels respectively (IEEE Std 802.11n-2009).

2.3 Wi-Fi Performance and Comparison

Table 1. Wi-Fi Standards Comparison.

802.11a 802.11b 802.11g 802.11n
Approved July 1999 July 1999 June 2003 Oct-2009
Max. data rate 54 Mbps 11 Mbps 54 Mbps 600 Mbps
Multiplexing OFDM DSSS and CCK OFDM and CCK MIMO, DSSS and
Technique(s) OFDM
Modulation PSK or QAM PSK Various Various
Technique(s)
Throughput 27 5 22 144
Frequencies 5.15-5.35 2.4-2.497 2.4-2.497 5 and/or2.4
GHz 5.4255.675

5.725-5.875

IEEE 802.11u — The ninth amendment of IEEE 802.11-2007, |IEEE 802.11u, which

stands for communication protocols between APs and UEs, is new protocol of IEEE
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802.11 family that is published on February 25, 2011. IEEE 802.11u supports
interworking of WLAN with external networks to provide external authentication,
authorization and accounting as well as network selection, encryption, resource

management and policy enforcement. (Rukus 2013b).

All IEEE 802.11 standards support the same frame structure and use CSMA/CA that
stands for sensing the medium before the transmission of the packets. A brief
comparison among the main IEEE standards in terms of technical specifications may be
observed in Table 1.

2.4 Legacy WLAN Network Architecture

AAA
@ @ Roaming
< AMA
User “a Server/ :
Billing
system
Router . ;
’, HTTP :
- i % Server :
. - : P
: : interface
. 2
& —
: Network : ' :
H ) management :
WLAN Radio DHCP Opeasy
interface DNS NAPT
. Interface to External
.......... signal IP Networks(internet)

Figure 1. WLAN Network Architecture

The Dynamic Host Configuration Protocol (DHCP) server is required to configure
devices connected to a network to provide them communication on that network by

using the Internet Protocol (IP). Domain Name Server (DNS) resolves Internet fully
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qualified domain name (FQDN) address into IP addresses. For example,
www.example.com is a domain name and it is translated to the address 192.0.43.10
(IPv4). Gateway/Network address and port translation (NAPT) is a gateway for external
IP networks such as Internet. Generally, the gateway also performs IP network address
and port translations to enable the WLAN access network operator to use private-space
IP addresses inside the WLAN system and enable access to services available outside IP
networks at the same time. Hyper Text Transfer Protocol (HTTP) server may provide
local application-level services for accessing users. Accounting data is processed in
the billing system server. The local services server is a general box covering services at
IP level or above, such as mail servers and local web content. Network
management takes care of the management of entire network elements at all layers. It is

instrumental in network configuration and monitoring. (Garg 2010).

WLAN AP is generally a layer 2 bridge between IEEE 802.11 and the Ethernet. The
WLAN terminal that will be mentioned as UE is typically a personal digital assistant
(PDA) or laptop computer that has a built-in WLAN functionality. APs are attached
to layer 2 distribution networks such as a switched Ethernet subnet. The layer 2
distribution network may also provide intra-subnet mobility for WLAN terminals. The
layer 2 distribution network enables layer 2 connectivity towards the first IP routing
device, access router (AR). The basic function of AR is to route user IP packets. (Garg
2010).

IP connectivity and other services require authentication and authorization as a one
basic prerequisite via WLAN. For this purpose authentication, authorization, and
accounting (AAA) server and user database are required. User data base (DB) is used to
store the subscribers’ user identities such as login names, shared secrets like passwords,
and user profiles. Over the IP backbone network user DB is accessed from the AAA
server using lightweight directory access protocol (LDAP) or the user DB is included in
AAA server. (Garg 2010).

In legacy WLAN, authentication and authorization is held using Web browsers. After
user performs the connection with the AP and initiates a web browser, its first request is

directed to a WLAN system HTTP server where the user may enter a login name and
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password. At the same time users may be asked to enter their credit card information
and make payment for the connection for a limited time.

2.5 WFA: Hotspot 2.0

Wi-Fi Alliance is a global non-profit trade association that enhances the capabilities of
WLAN and certifies products whether they reach certain standards of interoperability.
WEFA launched the Wi-Fi CERTIFIED program, in March 2000, to provide a globally
recognized designation of interoperability and quality, and this certification program
ensures that Wi-Fi CERTIFIED products will deliver the best user experience.

As the certification process might be costly not every Wi-Fi capable device is submitted
for the certification to the WFA and the lack of Wi-Fi CERTIFIED logos does not mean

that the device is incapable of functioning properly.

WFA Hotspot 2.0 is developed by WFA to allow UEs to simply identify, select and
associate without any user intervention in a highly secure manner and it is called to be
the technology lies behind the Wi-Fi CERTIFIED Passpoint program that points out the
operator and user needs. The Wi-Fi CERTIFIED Passpoint program is created to test

and confirm interoperability between devices from different vendors. (Rukus 2013a).

Due to Passpoint, UEs are allowed to discover information about the hotspots before
performing the association process to identify and prioritize the hotspots according to
their needs and subsequently perform authentication and get connected to the desired

service.
The main technical details are as follows:

e Leverages 802.11u.

e Newly introduced information elements in beacons and probe responses.

e New GAS/ANQP protocol to perform pre-association queries between UE and
AP.
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e Covers SIM and non-SIM devices (e.g. cellphones, tablets and laptops).

e Ultilizes 802.1X as the core authentication protocol.

2.5.1 Reference Architecture

In case of Passpoint UEs with no U(SIM), network discovery and authentication occurs
as follows. First, Passpoint APs emit beacon frames that indicate Hotspot 2.0 indication
to be detected by UE. Based on the received beacon frames, UE queries to ANQP server
for NAI realm list, roaming consortium Ols etc. Subsequently, APs answer to the query
with required ANQP elements and based on this UE functions to match the realms and
Ols received against its list of credentials and preferred networks. In case of finding a
match, UE automatically connects to AP and performs IEEE 802.1X authentication to
the Home AAA server by using EAP-TLS, EAP-TTLS/MS-CHAPv2 or PEAP/ MS-
CHAPV2. (Wi-Fi Alliance 2012a).

Passpoint device Hotspot network
(Home-operator non-SIM) ! Internet

~~ Passpoint
<4 L~ Wi-Fi

dmmnn 4)((.

Client device credentials
verified against home
operator’'s AAA server

Figure 2. Passpoint Hotspot 2.0 reference architecture: non-SIM (Wi-Fi Alliance
2012a).

2.6 WBA: Next Generation Hotspot

Wireless Broadband Alliance NGH that is a program created by mobile industry aims to

assist mobile operators to offload mobile data traffic via Wi-Fi hotspots and fixed
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backhaul. It is based on WFA hotspot 2.0 specifications supports UE for automatic and
secure interoperable authentication with hotspots by using its SP credentials. The
increasing number of Wi-Fi capable devices requiring high BW that cellular networks
remain weak to meet the demand has pushed mobile providers to offload the data traffic
from their cellular networks to WLAN. (Transection Network Services 2011).

2.6.1 Reference Architecture

In case of Passpoint UEs with SIM or USIM, network discovery and authentication
occurs as follows. First, Passpoint AP emits beacon frame that indicates Hotspot 2.0
indication to be detected by UEs. Based on received beacon frame, UE queries ANQP
server for 3GPP cellular network information and roaming consortium Ols.
Subsequently, AP answers to the query with required ANQP elements and based on this
UE functions to match the 3GPP cellular network information and Ols received against
its list of credentials and preferred networks. In case of finding a match, UE
automatically connects to AP and performs IEEE 802.1X authentication to the Home
AAA server by using EAP-SIM or EAP-AKA. Finallyy, Home AAA server
communicates with HLR by using MAP. (Wi-Fi Alliance 2012a).
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Passpoint ANQP 1
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Figure 3. Passpoint Hotspot 2.0 reference architecture: SIM (Wi-Fi Alliance 2012a).
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2.7 Passpoint Elements

Passpoint may be considered in there phases; Advertising its services in beacon or probe
response frames, the communication of ANQP queries and selection of AP for user

authentication based on gathered information.

2.7.1 Service Advertising

Basing on the information provided to the UEs in beacon and probe response frames
UEs may be able to start the association process. A scan allows the UEs to recognize a
list of Passpoint capable APs that answers to their needs of connection. APs advertise
their capabilities to UEs in two ways, passive scanning and active probing.

The data flow between UE and APs in a pre-association state has advantages:

e The necessary information about the IEEE 802.11 infrastructure is provided to
UEs to perform the association process with the proper AP. It is considered to be
more efficient than associating with an AP before collecting information about it
and deciding whether to stay connected or not.

e A UE may gather information from multiple networks in parallel. By this way, it
is aimed to select the most appropriate AP.

e UE may perform the same process in case of associating with an AP that is from
a different IEEE 802.11 infrastructure by having a proper SSP roaming

agreement.

Passive Scanning — By listening to beacon frames that are periodically sent by APs
(100 millisecond), UEs try to discover the wireless networks that cover its current
location. To perform this action, UE prepares a list of channels and listens to beacon
frames transmitted on each of these channels. Passive scanning is generally used over
active probing by UEs to save the battery life as they do not transmit any data but only

listening the beacons.

Active scanning — Generation of probe request frames followed by the process of

received probe response frames are two steps that are performed in active scanning. UEs
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use active scanning to search for the surrounding wireless networks to locate a
compatible one and they perform an active scan by emitting a probe request frame that
includes wildcard SSID and an interworking element with specified access network type
subfield.

User may set his preference of network type subfield by tapping on an icon, e.g. airport,
shopping, museum or emergency call, on Wi-Fi capable device. This choice will
provide the UE to make an active search for the desired network type and connection
accordingly. In response to a probe request frame, AP replies back to the UE with a

probe response frame including information that is similar in a beacon frame.

2.7.2 GAS

GAS is an IEEE 802.11u service which handles the transportation of higher-layer (layer
2) advertisement frames between APs and UE or between a server in an external
network and UE. By those higher-layers advertisement services, UEs are enabled to
discover information availability based on the desired network services provided by
SSPNs or other external networks through the AP, before the association to the wireless
LAN. This is achieved by using the Public Action management frames. Separately
addressed Public Action frames should be used to deliver GAS messages. If the
protection of management frame is negotiated GAS messages shall be transmitted using
individually addressed Protected Dual of Public Action frames instead. (IEEE 802.11
2012).

An advertisement protocol that exists in the advertisement protocol element is
transported by GAS if Advertisement Protocol ID is added in the Advertisement

Protocol element in a Beacon or Probe response frame.

A GAS query request is transmitted by a UE in a GAS initial request frame and
according to this AP provides the GAS Query Response or information on how to
receive the GAS Query Response in a GAS Initial Response frame. The GAS query

response is required to be transmitted in a single GAS initial response frame or in one or
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more than one GAS comeback response frames but not split between them. (IEEE
802.11 2012).

Depending on the large information contained in frames GAS message delivery process

may vary (Figure 4-6).

Requesting Responding Advertisement
STA STA Server

GAS Initial Request Query Request

GAS Initial Response
-

— e — = Qutside the scope of this specification

Figure 4. GAS message sequence (IEEE 802.11 2012).

GAS information exchange seen in sequence diagram in Figure 4 indicates that the
information requested in GAS initial request is not large in size to be delivered to UE in
one MMPDU. Requesting STA (UE) makes the GAS initial request to responding STA
(AP) and based on this AP delivers the query request to advertisement server to get the

required information in query response to answer to UE with GAS initial response.
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Figure 5. GAS message sequence with GAS fragmentation with no pause for server
response (IEEE 802.11 2012).

If the GAS Query Response is too large to fit in one MMPDU, GAS fragmentation is
used to deliver the required information (Figure 5). Here GAS initial response informs
UE about the comeback delay and the number of frames to be delivered. Due to the
number of GAS fragments required to deliver the information GAS comeback request
and GAS comeback responses are performed. 1 TU that is defined in comeback delay

by 802.11 as 1024 microseconds but the range may vary from 1 millisecond to 30

seconds.
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Figure 6. GAS message sequence with GAS fragmentation and with pause for server
response (IEEE 802.11 2012).

The sequence diagram seen in Figure 6 is similar to the one in Figure 5; however, when
query response is received after sometime by AP from the advertisement server then AP
informs the UE to comeback in X seconds and the rest of the information flow is same

as it is in Figure 5.

2.7.3 ANQP

ANQP, a new pre-association protocol, is a key innovation in Passpoint and it is
significantly faster than establishing authentication before discovering the capabilities
of the hotspot by saving the battery life. Beacon and probe response in pre-association
are limited in discovery of the capabilities of hotspots. Therefore, a new extended

protocol for capability discovery was necessary to be invented that is called ANQP.
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ANQP queries are delivered inside GAS; however, GAS and ANQP are used
interchangeably. (Aruba 2011).

The Access Network Query Protocol (ANQP) is the query and response protocol that is
initiated by UE to automatically discover and select an available and suitable AP
(InterDgital 2012). By using ANQP, UE may discover wide information including
hotspot operator’s domain name, roaming partners accessible via the AP along with
their credential type and EAP methods, IP access type availability and so on.
Information based on ANQP elements is given in the network discovery and selection
chapter in more details.

A general ANQP element format consists of 2 octet info ID field, a 2 octet length field
and a variable-length element-specific Information field. Each element has a unique info
ID which means that info ID defines and differentiates the frames to be correctly
processed at both AP and UE sides. Length field specifies the length of information
field in octets. (IEEE 802.11 2012).

Info ID Length Information

Octets: 2 2 variable

Figure 7. ANQP element format
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3. NETWORK DISCOVERY AND ASSOCIATION

3.1 Beacon frame Elements

To indicate their presence and transmit information elements to UEs, APs periodically
(100ms) broadcast beacon frames. A general beacon frame format may be observed to
be consisted of MAC header, frame body and FCS (Figure 8). In this part, the fields that

contain information elements are studied.

Octets: 2 2 6 6 6 2 4 0-2312 4
Frame Duratio Address Source BSSID Seq HT Frame Body FCS
Control n 1 (DA) Address Control Control

MAC Header \

Fields that are not Information | Fields that are Information

Elements Elements
Information Information |  ........ Information Element N, where
Element 1 Element 2 0 <N <40 for 802.11n

Figure 8. Beacon frame format (Gupta V., Rohil M. K. 2012).

A general information element format consists of 1 octet Element ID field, 1 octet
Length and a variable-length element-specific Information parts (Figure 9). Each
element has a unique Element ID which means that Element ID defines and
differentiates the frames to be correctly processed at both AP and UE sides. Length field
specifies the length of information field in octets. (IEEE 802.11 2007)

I T T T T

Element ID Length Information
| | | | [

Oclets: +—— 1 ——»4¢— 1 L length —————»

Figure 9. Information element format (IEEE 802.11u 2011).
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Table 2 presents a set of elements that are added to IEEE 802.11-2012 standard as the
amendment of 802.11u. Here, Element ID values and Length, in octets, are also
presented.

Table 3. Beacon Frame Elements (IEEE 802.11u 2011).

Information element Element 1D (ikf]l::gr:]tls] Extensible
Interworking (see 7.3.2.92) 107 3.5.9.11
Advertisement Protocol (see 7.3.2.93) 108 _variable
Expedited Bandwidth Request (see 7.3.2.94) 109 3
QoS Map Set (see 7.3.2.95) 110 18 to 60 Yes
Roaming Consortium (see 7.3.2.96) 111 variable Yes
Emergency Alert Identifier (see 7.3.2.97) 112 10
Reserved 113 7140
and 143 — 220

3.1.1 Interworking information element

Interworking service capabilities are presented in Interworking information element. 1
octet Element ID, 1 octet Length, 1 octet Access Network Options, 0 or 2 octets Venue
info and 0 or 6 octets HESSID fields (Figure 10).

Element ID | Length Access Venue Info HESSID
Network {optional) {optional)
Options
Octets: l 1 1 Dor2 Ooré

Figure 10. Interworking element format (IEEE 802.11u 2011).

Access Network Options

The format of Access Network Options field is shown in Figure 11. In the probe request

frame UE sets B4-B7 to 0, in (Re)association request frames UE sets B4-B6 to 0 and
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sets B7 to 1 in case of indicating that higher layer unauthenticated emergency services
are reachable and 0 otherwise. (IEEE 802.11u 2011).

Biis: B0 - B3 B4 B3 B B7
Access Internet ASEA ESE UESA
Metwork
Type

Figure 11. Access Network Options format (IEEE 802.11u 2011).

AP sets ANT to advertise this information to UE and UE use the information provided
in ANT when making decision in selection of hotspots. Hotspot operator is expected to
configure the ANT according to the type of the hotspot which is typically may be a
chargeable public network or free public network (Wi-Fi Alliance 2012). A list of ANTSs
are provided in IEEE Std 802.11u (IEEE 802.11u 2011).

Bit 4 stands for the Internet available field in the Interworking information element is
included in the IEEE 802.11u interworking element present in beacon and probe
response frames in Passpoint APs. AP sets this bit to 1 if there is Internet connection
available at AP; otherwise it sets this field to 0; however, setting B4 to 0 does not mean
that there is no Internet connectivity, it is only unspecified whether Internet access is
available at a hotspot (IEEE 802.11u 2011). The reason that Internet would not be
available is because hotspot operator may provide a limited Wi-Fi access to locally

available content such as museums.

Additional Step Required for Access, ASRA, is assigned to bit 5. AP sets this bit to 1 if
there is need for a further step to access the network. In case of setting this bit to 1,
network authentication type information provides a list of authentication types for
Internet access; however, in some cases it is set to 0 meaning that there is no need for

authentication such as in museums.

AP sets B6 to 1 if emergency services are reachable through the AP; otherwise it is set

to 0 which indicates that the availability of ESR is unspecified.

37



Bit 7 stands for UESA field. Assigning O to this field means that there is no UESA is
reachable through the AP and opposite situation occurs when it is assigned to 1. Simply
it means that if the UE does not have credentials for the AP and UESA is set to 1 by AP
then UE will have the ability to reach emergency services.

The Venue Info field

The Venue Info field consists of venue group and venue type and it is a 2 octet field
(Figure 12). These both subfields are one octet each, and hotspot operator shall
configure them accordingly from tables X1 and X2 provided in appendix A (IEEE
802.11u 2011).

Venue Group Venue Type

Octets: 1 1

Figure 12. Venue Info field format (IEEE 802.11u 2011).

HESSID

In legacy Wi-Fi deployments, two APs having the same SSID considered to be from the
same WN and they are considered to be from different WN in case of having different
SSIDs as SSIDs are not globally managed. Therefore, it is highly possible that same
SSID belong to two APs from different WNs. Due to HSSID, UEs are able to detect this
situation. Even if two APs have the same SSID from different WNs they will have
different HSSIDs. (Wi-Fi Alliance 2012).

The HSSID is a globally unique 6-octet MAC address that identifies homogenous ESS.
HSSID value should be assigned same with one of the BSSIDs in homogenous ESS and
all the APs in WN are required to be configured to the same HSSID value (Wi-Fi
Alliance 2012) (IEEE 802.11u 2011). Although, HSSID undertake the responsibility
for the identification of the WN SSID are still needed for interworking with legacy
devices. Moreover, to provide handoffs between APs within a hotspot the SSID is

necessary.
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3.1.2 Advertisement Protocol element

Advertisement Protocol element holds information to define a specific advertisement
protocol and its advertisement control. Simply, this element Provides IDs for
advertisement protocols supported by the Wi-Fi network and most importantly indicates
that hotspot supports GAS/ANQP. The length field is one octet and it holds the total
length of the Advertisement Protocol Tuple fields (Figure 13).

Element Length Advertisement | Advertisement Advertisement
ID Protocol Tuple | Protocol Tuple Protocol Tuple
#1 #2 #n
(optional) (optional)
Octets: 1 1 variable variable variable

Figure 13. Advertisement Protocol element format (IEEE 802.11u 2011).

Advertisement protocol tuple is consisting of Query response info and advertisement
protocol ID (Figure 14).

Query Response Advertisement
Info Protocol ID
Octets: 1 variable

Figure 14. Advertisement Protocol Tuple format (IEEE 802.11u 2011).

Query response info consists of Query Response Length Limit (BO-B6) and Pre-
Association Message Exchange BSSID Independent (B7) (Figure 15).

Bits: B0 - B6 B7

Query Response PAME-BI
Length Limit

Figure 15. Query Response Info format (IEEE 802.11u 2011).

QRLL defines the total amount of the octets that AP will emit in GAS Initial Response

action frame or GAS Comeback Response action frame(s) and it is encoded as an
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integer number of 256 octet units. It is probable that QRLL is set to a value larger than
maximum MMPDU length which causes to query response to emit more than one
MMPDU. In this case, APs use GAS Query Fragment Response ID to inform the UEs
(the requesting) about the GAS fragment number of the transmitted frames so that UE

will receive all the fragments accordingly. (IEEE 802.11u 2011).

Pre-Association Message Exchange BSSID Independent (PAME-BI) bit is kept for UEs
and it is to indicate whether AS’s query response is independent of BSSID that is used
to exchange GAS frame. It is set to 1 to specify that query response is BSSID
independent and opposite way when it is set to 0.

The advertisement protocol ID is a variable length field that is chosen from the
following table.

Table 4. Advertisement protocol ID definitions (IEEE 802.11u 2011).

Name Value
Access Network Query Protocol (ANQP) 0
MIH Information Service 1
MIH Command and Event Services Capability Discovery 2
Emergency Alert System (EAS) 3
Reserved 4-220
Vendor Specific 221
Reserved 777 _ 255

ANQP provides data retrieval from an AS. MIH information service supports data
retrieval from a data repository. MIH Command and Event Services capability supports
discovery abilities of command and event service entities in an AP or an external
network. EAS provides the network to broadcast emergency notifications from an
external network to UEs. EAS uses the message format as defined in OASIS EDXL.
Vendor specific information element carries nonstandard information which means the

information that is not defined in standard.
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Element ID Length QuI Vendor-specific content

Octets: 1 1 3 n-3

Figure 16. Vendor Specific information element format (IEEE 802.11-2007).

3.1.3 Expedited Bandwidth Request information element

The Expedited Bandwidth Request information element is transmitted in an ADDTS
request frame having a TSPEC element from a UE to an AP and describes the use of a
traffic stream for the BW request (IEEE 802.11u 2011). The ADDTS frames are used to
carry TSPEC to set up and maintain TSs (IEEE 802.11u 2011).

Element Length Precedence Level
ID

Octets: 1 1 1

Figure 17. The Expedited Bandwidth Request information element (IEEE 802.11u
2011).

When the controller receives this request, it attempts to facilitate the urgency of the call
in any way possible without potentially altering the quality of other TSPEC calls that

are in progress.

When the controller receives an emergency call, it tries to provide an urgent connection
without potentially decreasing the quality of other TSPEC calls that are in progress
(Cisco 2000). First responder (public) represents government agencies related
connections and first responder (private) can be considered as individuals or companies
(Table 5).
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Table 6. Precedence Level field description.

Precedence level value Description
0-15 Reserved

16 Emergency call, defined in NENA 08-002 [B51]
17 First responder (public)
18 First responder (private)
19 MLPP Level A
20 MLPP Level B
21 MLPP Level 0
22 MLPP Level 1
23 MLPP Level 2
24 MLPP Level 3
25 MLPP Level 4

26— 1255 Reserved

Other voice networking technology providers such as 3GPP, ITU and other proprietary

signaling protocols provides MLPP services which is used to deliver differentiated

levels of consumer services (IEEE 802.11u 2011).

3.1.4 QoS Map Set information element

This element is transmitted from AP to UE in QoS Map configure frame or
(Re)association response frame. This element provides higher layer priority mapping

from the DSCP field that is used with IP according to the user priorities defined by

transmission of data frames (IEEE 802.11u 2011).

Octets: | |

Figure 18. QoS Map Set element description (IEEE 802.11u 2011).
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Element | Length DSCP DSCP UP 0 UP 1 UP 2 UpP7
ID Exception Exception | DSCP | DSCP | DSCP DSCP
#l #n Range | Range | Range Range
(optional) (optional)
2 2 2 2 2 2




The length field value is assigned according to the number of DSCP exceptions used in
the frame. Basically, it will be set to 16+2n. The maximum number of adding DSCP
exception fields into the frame is 21; however, they might not be used by operator.

DSCP Value User Priority

Octets: 1 1
Figure 19. DSCP Exception format (IEEE 802.11u 2011).

The DSCP value is in the range from 0 to 63, or 255; the User Priority value is from 0 to
7. UE first tries to match the DSCP value to a DSCP exception field in the frame and
uses UP from the equivalent UP in the same DSCP exception field (e.g. DSCP
exception #3, UP 3 Range) if no match is found then UE tries to match it with UP n
DSCP Range field except n=0. If those two attempts fail then UE uses a UP of 0. A
unique DSCP value is assigned to each DSCP exception field.

DSCP Low Value DSCP High Value

Octets: | 1
Figure 20. DSCP Range description (IEEE 802.11u 2011).

The DSCP Range field corresponding to each of the 8 user priorities has a value
between 0 and 63 inclusive, or 255. DSCP range of user priorities do not overlap. DSCP
high value is larger than or identical to the DSCP low value and if they are same then

the related UP is not used.

3.1.5 Roaming Consortium information element

Information that provides a list of the Roaming consortium and/or SSP that are roaming
partners of the hotspot SP and that are reachable from the Passpoint AP is consisted in
Roaming consortium information element (IEEE 802.11u 2011). For a large Hotspot SP
it is mandatory to register for an OI; however, it could be optional for smaller SP (e.g.
hotels) (Wi-Fi Alliance 2012a).
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Element ID Length Number of 0Ol (0] 0] 01
ANQP #1 and #2 #1 #2 #3
Ols Lengths (optional) | (optional)

Octets: 1 1 1 1 variable variable variable

Figure 21. Roaming Consortium information element format (IEEE 802.11u).

One octet length value includes 2 plus the total sum of octets in Ol fields. In this frame,
there will be a total of three Ols. Depending on the number of ANQP Ols filed value the
number of additional roaming consortium Ols is defined. Assigning a value 0 to this
field means there will be no additional Ols in response to an ANQP query and a value
of 255 indicates that there will be 255 or more additional Ols via ANQP.

Bits: B0 - B3 B4 - B7

OI #1 Length OI #2 Length

Figure 22. Ol #1 and #2 Lengths field format (IEEE 802.11u).

The length in octets of the Ol #1 and Ol #2 fields in Roaming Consortium information
element format frame are assigned to Ol #1 and #2 Lengths fields with respected to the
order. If there is not Ol #2 then the value is assigned to 0. In case of having the third

Ols, the length of Ol #3 is calculated as following formula:
The length of Ol #3 = Length field — (2 + subfield length(OI #1 + OI #2))

The Ol field identifies a single SP or a roaming consortium list that is consists of a
group of SSPs having inter-SSP roaming agreements. It is recommended for national

and international SPs to have an Ol by WFA.
The main use cases for Ols are as follows:

e Only three Ols can be placed in a beacon frame and in case if any of those Ols is

recognized by the UE, then ANQP does not need to be performed to determine
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whether UE can authenticate to the hotspot. This can provide UE to save the
battery life as it will not make extra query for authentication discovery.

e By the use of Ols, SPs may provide different subscription levels (e.g., gold,
silver, bronze). While gold users might have access rights to all APs, bronze
users might not have access right to connect to APs that are in premium
locations.

3.1.6 Emergency Alert Identifier information element

The Emergency Alert Identifier information element provides information (Alert
Identifier Hash) that may be used by UE for the verification of EAS messages that are
available at that moment. UEs evaluate whether EAS messages have been previously
received from APs due to hash and based on this information UEs decide whether to
download it from network or not. AlH is a 8-cotet field and its value is assigned by the
HMAC-SHA1-64 hash algorithm operating on the EAS message.

Element ID Length Alert Identifier Hash

Octets: 1 1 3

Figure 23. Emergency Alert Identifier information element format (IEEE 802.11u
2011).

3.2 ANQP Information Elements

3.2.1 SP Identification and Authentication Methods

NAI Realm List

Via an AP, it provides a list of NAI realms related to SSPs or any other entities whose
services are available (Figure 24) and there is optionally a list of one or more than one

EAP method subfields included in case of each NAI realm to provide authentication
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(IEEE 802.11u 2011) (Wi-Fi Alliance 2012). NAI realm determines the proper domain

or authentication server to authenticate the UEs, and accordingly UEs makes a decision

to authenticate to its preferred network (Rukus 2013b).

Info ID Length NAI Realm | NAI Realm | NAI Realm NAI Realm
Count Data #1 Data #2 Data #n
(optional) (optional) (optional)
Octets: 2 2 2 variable variable variable

Figure 24. NAI Realm list format (IEEE 802.11u 2011).
NAI realm list is supposed to be configured as follows:

e The realms of all the roaming partners accessible through the Passpoint AP
including the home SP should be added to the list.

e Although, PLMN ID appears in 3GPP cellular network information ANQP
element it can also be added to NAI realm list.

For example,
wlan.mnc410.mcc310.3gppnetwork.org and epc.mnc410.mcc310.3gppnetwork.org

e The EAP method authentication parameter type is required to be configured
according to Table 7 to support UEs that do not know what EAP methods are
used by a given SP.

e |f the UE is associated with credentials by the SP the UE does not necessarily
need to use the data provided in the EAP method list section of the NAI realm
list.

User preferences and policy may be predefined to decide whether to connect to a
Passpoint AP or non-Passpoint AP in case that they are both available in the coverage
area. More information about this element configuration is provided in IEEE std.
802.11u.
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Table 8. NAI Realm list format (IEEE 802.11u 2011).

Authentication information ID Description Length
(octets)

Reserved 0
Expanded EAP Method 1 Expanded EAP Method Subfield 7
Non-EAP Inner 2 Enum (0 - Reserved, | - PAP, 2 - CHAP, 1
Authentication Type 3-MSCHAP, 4 - MSCHAPV2)
Inner Authentication EAP 3 Value drawn from IANA EAP Method Type Numbers 1
Method Type
Expanded Inner EAP Method 4 Expanded EAP Method Subfield 7
Credential Type 5 Enum (1 - SIM, 2 - USIM, 3 - NFC Secure Element, 4 - 1

Hardware Token, 5 - Softoken, 6 - Certificate,

7 - username/password, 8 - none*, 9 - Reserved,

10 - Vendor Specific)

*none means server-side authentication only
Tunneled EAP Method 6 Enum (1 - SIM, 2 - USIM, 3 - NFC Secure Element, 4 - 1
Credential Type Hardware Token, 5 - Softoken, 6 - Certificate,

7 - username/password, 8 - Reserved,

9 - Anonymous, 10 - Vendor Specific)
Reserved 7-220
Vendor Specific 221 Variable variable
Reserved 222-255

Roaming Consortium List

The information presented in this list is same as the information presented in Roaming
Consortium information element in beacons and probe responses; however, in case of
need, the number of Ols is not limited to 3 in this ANQP element (Rukus 2013b).

Info ID Length OI Duple | OI Duple OI Duple
#1 #2 HN
(optional) | (optional) (optional)
Octets: 2 2 variable variable variable

Figure 25. Roaming Consortium list format (IEEE 802.11u 2011).

In this ANQP element, there might be zero or any number of Ol duples depending on
hotspot operator’s configuration. If there has been added any Ols in the roaming
consortium information element in beacons and probe responses are included in this

element, too.
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3GPP Cellular Network Information

This element is consisting of cellular information such as identifying the Public Land
Mobile Network (PLMN) ID that covers the Mobile Country Code (MCC) and Mobile
Network Code (MNC) of the mobile operator to assist a 3GPP UE to select an AP to
connect 3GPP networks (IEEE 802.11u 2011) (Rukus 2013b). This ANQP information
element is for the clients with a cellular subscription (SIM or USIM) to use PLMN 1D

to figure out whether hotspot provides authentication with the client’s mobile operator
(Rukus 2013b).

Info ID Length Payload

Octets: 2 2 variable

Figure 26. 3GPP Cellular Network information format (IEEE 802.11u 2011).

3.2.2 Hotspot Identification

Venue Name Information

The venue name information ANQP element (Figure 27) informs UE about additional
information related to hotspot’s location. Hotspot operator sets all the APs with the
same venue name in a venue; however, different venues that have Wi-Fi access from the
same operator may have different venue names even if they share the same SSID (e.g.,
two coffee shops sharing the same SSID but having different venue names). Moreover,
venue names may be listed in many languages by hotspot operators and this
specification may be displayed by UE to user due to preferred language in case of
availability. (Wi-Fi Alliance 2012). For instance, in a hotel X, there are many SSIDs
that your device may detect such as hotel X floorl, hotel X floor2 and so on. By the
implementation of WFA Hotspot 2.0, there is only one SSID and the AP location
information is provided in Venue Name Information that provides a simple way of Wi-

Fi connection.
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Info ID Length | Venue Info | Venue Name Venue Name Venue Name
Duple #1 Duple #2 Duple #N
(optional) (optional) (optional)
Octets: 2 2 2 variable variable e variable

Figure 27. Venue Name information format (IEEE 802.11u 2011).

Because of the UE’s location the connection to a specific AP might have an important
value as there might be offered some special services through an AP. For instance, a fan
might want to make sure to make a connection to stadium Wi-Fi rather than a café next
door. (Aruba Networks, Inc. 2011). In case of manual hotspot selection, UE may make
an ANQP query to obtain venue name information and this information is displayed on
UE based on its implementation. The Venue Info field is same as it is defined in

beacons and probe response frames.
Domain Name List

This element provides one or more than one domain names of the entity that operates
the AP. This element has a high importance as it identifies the AP’s operator. Due to
this information UE knows whether it is in the coverage of home or visited network
(Rukus 2013b).

Info ID Length Domain Domain e Domain
Name field | Name field Name field
#1 #2 #N
(optional) (optional) (optional)
Octets: 2 2 variable variable variable

Figure 28. Domain Name list format (IEEE 802.11u 2011).

Hotspot operator may have multiple domain names that identify it. “For example, the
domain names wlan.mnc410.mcc310.3gppnetwork.org, att.com, and attwireless.com all
refer to the same SP, AT&T. All three will be contained in the domain name list ANQP
element.” (Wi-Fi Alliance 2012). Hotspot operators are expected to have at least one
domain name and this domain name is configured in the domain name list. At the

selection phase of the APs, UE chooses the AP that is operated by its home network
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operator; however, this selection may differ if the priority is given to other APs in case

of different conditions maybe by user preferences or operator’s policy.

After the reception of the domain name list from the AP, UE tries to match the FQDN
such as “anvia.fi” in its credential as a suffix match to the domain names in this list to
see whether it is going to connect an AP operated by its home SP. An UE whose home
SP is ANVIA will consider any AP with a domain name that has anvia.fi as a suffix
(e.g., amarillo.anvia.fi) is operated by its home SP.

In case that the SP’s domain name is not in the list but in the realm list, then UE that

makes the association based on that SP is going to be considered to be roaming.

Hotspot Operator Friendly Name

This element is configured in Passpoint AP by hotspot operator to provide UE the
operator friendly name in many languages. UE may access the hotspot operator friendly
name via GAS/ANQP queries to guide user during the manual hotspot selection or to
provide operator name to the user. The capability of displaying the information in this

element is depended on the implementation of the UE.

3.2.3 Network Characteristics ANQP Elements

IP Address Type Availability Information

By this element, UE is provided the information about the availability of IP address
version and type that could be assign to it in case of a successful authentication to the

network. IP address field is consisting of IPv4 and IPv6 information (Figure 29).

Info ID Length [P Address

Octets: 2 2 1

Figure 29. IP Address Type Availability information (IEEE 802.11u 2011).

In case of network selection process this element plays a vital role such as that a EU

with only an IPv4 stack joins to an AP supporting IPv4 and a UE that supports IPv6
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stack may prefer to connect to a hotspot which provides IPv6 connectivity if there is any
available.

This information is required to be configured by the hotspot operator to indicate the IP
address configuration of the WAN router, the DHCP server and the firewall.

Hotspot WAN Metrics

The information based on WAN link connection availability through the WLAN is
provided by this element to UE (Wi-Fi Alliance 2012) (Rukus 2013b). The parameters
shown in Table 9 are required to be configured by the hotspot operator to provide
information about the egress interface from AP to Internet if egress interface is not
embedded in the AP. Otherwise, AP provides some or the a