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V 

Tiivistelmä 

Tämä väitöskirja tarkastelee kriittisen infrastruktuurin suojelun kasvavaa tarvetta 
digitaalisen transformaation kiihtyessä. Teknologian kehitys on parantanut tehok-
kuutta ja verkkoyhteyksiä, mutta samalla lisännyt kyberriskejä ja yksityisyys-
haasteita. Energiajärjestelmä, joka on olennainen osa kriittistä infrastruktuuria, on 
erityisen haavoittuvainen, sillä älyverkot ja sähköistäminen altistavat arkaluonteisia, 
operatiivisia ja henkilökohtaisia tietoja kehittyneille kyberuhille. 

Vaikka kyberturvallisuutta, tietosuojaa ja älyverkon suojelua on tutkittu laajasti, niitä 
käsitellään usein erillisinä osa-alueina, mikä heikentää niihin liittyvien ratkaisujen 
tehokkuutta. Vastauksena tähän haasteeseen tämä väitöskirja kehittää integroidun 
viitekehyksen, joka yhdistää kunkin alan mallit, standardit ja strategiat. Lähestymis-
tapa sovittaa yhteen tietoturvatoimenpiteet, tietosuojanormit ja älyverkon toiminta-
vaatimukset, parantaen verkoston suojatasoa.  

Tämä tutkimus hyödyntää mixed method -lähestymistapaa ja kritisoi perinteisiä 
kriittisen infrastruktuurin suojelumalleja, jotka keskittyvät resilienssiin ja ennalta-
ehkäisyyn, mutta eivät huomioi sosio-teknisiä dynamiikkoja ja kasvavia riippuvuuk-
sia. Ehdotettu viitekehys laajentaa mallit seitsemään osa-alueeseen: hallinto, riski-
analyysi, sosio-tekniset tekijät, järjestelmien vuorovaikutus, kybertietosuoja, suoje-
lujärjestelmät ja arviointimittarit. Tämä laajempi näkökulma tarjoaa kattavamman 
perustan riskien ymmärtämiselle ja kokonaisvaltaisille suojelustrategioille. 

Viitekehyksen kehittämisen lisäksi väitöskirja tunnistaa systeemisiä ja teknisiä puut-
teita, tarjoaa näkemyksiä energiajärjestelmistä ja antaa suosituksia standardeista, di-
rektiiveistä ja koulutustyökaluista kriittisen infrastruktuurin suojelun tukemiseksi. 

Asiasanat: kyberturvallisuus, kybersuoja, kriittinen infrastruktuuri, älyverkko. 
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Abstract 

This dissertation addresses the need for robust critical infrastructure protection 
given the current drastic societal changes and rapid digital transformation. Advances 
in computation, communication, and data processing have brought unprecedented 
efficiency and connectivity. Yet, they have also introduced new cyber risks and 
privacy challenges across organizational, societal, and economic domains. The energy 
system – as a core component of critical infrastructure and a foundation for other 
essential services – exemplifies these dynamics. Smart grids and electrification 
initiatives expose sensitive operational and personal data to sophisticated cyber 
threats and privacy risks.  

Despite extensive research in cybersecurity, cyberprivacy, and smart-grid protection, 
these areas are still largely treated as distinct domains, which limits their joint 
effectiveness against complex and evolving threats. To address this issue, this work 
develops a unified framework that integrates models, standards, and strategies from 
each field. By bridging technical and conceptual gaps, the framework aligns security 
measures with privacy norms and the operational requirements of smart grids, 
enhancing protection across interconnected systems.  

This dissertation adopts a multidisciplinary, interpretative mixed-methods approach 
and employs a conceptual framework synthesis to address critical infrastructure 
protection. Current critical infrastructure protection models, typically organized 
around resilience and prevention strategies and the pillars of policies, processes and 
procedures; prevention, detection and mitigation; and vulnerabilities, threats and 
attacks, prove insufficient in addressing the current complexities, growing 
interdependencies, and the role of human and organizational factors. These models 
tend to be narrow and overly technical, often neglecting broader socio-technical 
dynamics and cross-system challenges. To better reflect these realities, the developed 
framework expands into seven domains: policies and organizational governance; risk 
and threat analysis; socio-technical and human factors; interdependencies and multi-
system interaction; cyberprivacy and data governance; protection and mitigation 
schemes; and evaluation metrics. This expanded model, along with its functional 
description, offers a more comprehensive foundation for understanding risks and 
implementing effective, holistic protection strategies. 

Building on these, the dissertation identifies systemic and technical gaps, offers 
insights into energy systems, and provides recommendations for standards, 
directives, and educational tools to support critical infrastructure protection. 

Keywords: cybersecurity, cyberprivacy, critical infrastructure, smart-grid. 
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Preface  

 

Theory is when you know everything, but nothing works… 

Practice is when everything works, but no one knows 
why… 

Around here, theory and practice are combined: nothing 
works, and no one knows why… 

 

By: Anonymous 

 

I found this quote online, it made me laugh, so I shared it with friends and colleagues, 
they laughed too and admitted it was true. This happened while I was writing this 
dissertation.  

I started wondering, was it only a joke, a funny random quote I came across? Then, 
after a while I realized it was not at all. This three-line quote describes almost 
everything we experience – or try to address – right now, including this piece of 
research. Many times, we get caught up in our minds and theories that we do not 
actually know how things really are – or should be – in practice. Meanwhile, those 
who make things work often have no idea how or even why they work; but they are 
good at making them work. And in between are others – I hope I am one of them – 
who try to understand why things are the way they are and how to make them work, 
with no certainty whatsoever they will ever fully understand, or that things will 
finally work. We are just trying, and for now, that is pretty much all we can do. 

It was not just a funny quote; it was a whole philosophy. 

“Don’t take me so seriously, it is just a joke, and I might be so wrong” 

Bahaa Eltahawy, Vaasa, May 9, 2025, 11:12 PM 
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1 INTRODUCTION 

1.1 Background and research gap 

The current technological landscape, shaped by the rapid advances in computation 
and communication systems and the rise of social and market platforms, has brought 
drastic changes across many levels, including organizational structures, personal 
interactions, rights, societal norms, behavioral patterns, economic systems, and legal 
frameworks (Vial, 2019; Plekhanov et al., 2023; Eltahawy & Virrankoski, 2016). While 
these advancements and associated changes bring about numerous benefits, such as 
connectivity, greater efficiency, system optimization, improved decision-making, and 
new business opportunities, they also introduce new risks and challenges that must 
be addressed to sustain those gains (Schwertner, 2017; Brunetti, 2020). 

The Internet and cyberspace are among the most advanced concepts we have 
encountered. Although they – as we know them today – have rapidly evolved over the 
past two decades, we continue to experience their impacts and adapt to the ongoing 
changes they bring. Security, in particular, has undergone significant transformation 
(Vial, 2019; Admass et al., 2024). With the proliferation of connected devices and vast 
data transfers, data has become increasingly critical due to its substantial value. This 
has contributed to a rise in cyber threats and crimes targeting data and its owners for 
different motives, ranging from basic mischief to state-sponsored, structured attacks 
aimed at causing greater harm. As a result, cybersecurity has become a critical 
concern for governments, the public, and businesses, especially within the context of 
digital transformation (Admass et al., 2024; Chidukwani et al., 2022). 

Privacy is another critical concern that has been significantly impacted by these 
changes too. The right to privacy, which involves safeguarding one’s data and 
information, has long been fundamental and protected by laws and authorities 
(Warren & Brandeis, 1890). However, with digitalization and the increasing reliance 
on data for operations, services, insights, and targeting users, protecting and 
maintaining privacy in cyberspace and its interconnected spheres has become an 
extremely complex issue (Agre & Rotenberg, 1998; Loch et al., 1998; Foxman & 
Kilcoyne, 1993). The challenge with cyberprivacy is that it is not merely a technical 
issue like information security and cybersecurity; rather, it is a broader concept that 
encompasses norms, cultures, behavior, and societal values, with conflicts arising 
among personal rights, organizational rights, and the benefits of data usage 
(Eltahawy & Dang, 2022). While this issue has not existed for long, the capabilities of 
current technologies in profiling data (Berghel, 2001; 2014), extracting Personally 
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Identifiable Information (PII) (Levit, 2009), revealing patterns about private 
behavior and activities (Thuraisingham, 2002; Hayes, 2006), make addressing 
cyberprivacy both urgent and necessary. 

Finally, critical infrastructure has also undergone drastic changes driven by digital 
transformation and digitalization initiatives (Bouwmans et al., 2006). The energy 
sector, in particular, exemplifies this shift, now resembling ICT firms in its operations 
and business models (Shomali & Pinkse, 2016). Efforts towards electrification, 
broader smart grid implementations, and the shift to electricity-based energy 
systems have brought various benefits (Fang et al., 2011; Ding et al., 2022). However, 
as noted earlier, these developments have also exposed the energy system to a wide 
range of cyber threats (Wang & Lu, 2013). As a core component of critical 
infrastructure supporting other essential services and systems, protecting the energy 
sector is vital. Alongside cybersecurity threats, smart grids and advanced metering 
systems also raise concerns about data privacy, as they handle sensitive personal, 
organizational, and operational data that must remain secure and confidential (Fang 
et al., 2011; Wang & Lu, 2013; Nweke & Wolthusen, 2020a). This is critical, as the 
exposure of such data could lead to serious consequences, such as reputational 
damage, financial harm, and the loss of competitive advantage, among others (Lehto, 
2022).  

Given the growing cyber threats and expanding data-privacy challenges, there is a 
substantial need to move beyond fragmented approaches and develop integrated 
solutions that comprehensively address the risks affecting critical infrastructure 
(Nweke & Wolthusen, 2020b; Roshanaei, 2021). Although cybersecurity, 
cyberprivacy, and smart-grid protection have each been studied extensively, e.g., 
Fang et al. (2011), Hasan et al. (2023), and Ferrag et al. (2018), they remain treated 
as separate domains, often overlooking their interconnectedness and 
interdependencies within modern energy systems, critical infrastructure, and 
broader societal contexts. This fragmentation limits how effectively existing 
strategies protect critical infrastructure against multifaceted cyber threats and 
privacy risks. To fill this gap, a holistic, multidisciplinary, and multi-perspective 
approach is required, integrating models, standards, frameworks, and strategies 
across these fields (Poleto et al., 2023; Eltahawy, 2025). This dissertation addresses 
this need by offering an integrated framework and insights to enhance the protection 
of critical infrastructure in today’s digital landscape. 
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1.2 Objectives and scope 

The main objective of this dissertation is to develop a unified framework to enhance 
the protection critical infrastructure. This framework integrates cybersecurity, 
cyberprivacy, and smart grids by drawing on existing and emerging conceptual and 
practical approaches, including frameworks, standards, and strategies related to 
these areas. The framework is developed by integrating research that addresses these 
topics mostly separately. 

The specific objectives are as follows: 

1. To conduct a comprehensive review of the literature on cyberprivacy, to
identify conceptual foundations and emerging challenges.

2. To critically analyze cybersecurity approaches in the context of critical
infrastructure, with an emphasis on smart grids and the energy sector.

3. To identify systemic and technical gaps in existing cybersecurity measures for 
smart grids and propose targeted approaches for addressing them.

4. To develop and disseminate a knowledge base that bridges conceptual and
practical gaps in cyberprivacy and cybersecurity through awareness and
educational tools.

5. To explore the evolution of future energy systems and assess the security and 
privacy implications of their transformation.

6. To contribute to energy transition studies by integrating digital
transformation and sustainability within a unified socio-technical
framework.

7. To examine key cyberprivacy standards and directives, evaluating their
applicability and proposing mechanisms for their practical implementation.

The scope of this dissertation encompasses the analysis of scientific literature, 
industry reports, standards, and legal directives; qualitative and quantitative 
research methods; and an integrative interpretative synthesis of findings. The 
dissertation draws on work from multiple research tasks and projects, such as Smart 
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Energy Systems Research Platform (SESP) 1, Nordic Telemedicine Center (NTC) 2, 
Cybersecurity Curricula Recommendations for Smart Grids (CC-RSG) 3 , Resilient 
Digital Sustainable Energy Transition (REDISET) 4 , Vaasa-IoT 5 , Robocoast 6 , and 
others, each with different scopes and aims. By mapping connections across these 
studies, the dissertation builds a holistic perspective on protecting critical 
infrastructure.  

1.3 Research question 

The main research question of this dissertation is as follows: 

RQ. How can models and strategies for cyberprivacy, cybersecurity, and smart grids be 
integrated into a unified framework to enhance critical infrastructure protection? 

This question was further refined using the Mutually Exclusive Collectively 
Exhaustive (MECE) problem solving approach (Lee & Chen, 2018) into the following 
sub-questions:  

• RQ1. What are the key challenges and requirements for ensuring cyberprivacy
in critical infrastructure and smart grids?

• RQ2. How do cyber threats affect smart grids and critical infrastructure, and
which mitigation strategies are most effective?

1 SESP – Smart Energy Systems Research Platform is a project in the AIKO-program relating to the theme 
”digitalization and innovation environment” in the growth agreement made between government and Vaasa 
region. The project is executed by the University of Vaasa in cooperation with Svenska handelshögskolan 
(Hanken) at Vaasa. More information at: https://www.uwasa.fi/en/tutkimus/hankkeet/sesp  

2  NTC is a project that aims to create an interdisciplinary competence center in telemedicine to gather 
knowledge and promote joint learning among healthcare professionals, researchers and companies. More 
information at: https://www.botnia-atlantica.eu/about-the-projects/project-database/nordic-telemedicine-
center  

3 CC-RSG is a European Erasmus+ project that developed cybersecurity curricula recommendations for smart 
grids, aiming to define skills, roles, and learning outcomes while providing tools and strategies for higher 
education and professional training. More information at: 
https://www.uwasa.fi/en/research/projects/cybersecurity-curricula-recommendations-smart-grids-cc-rsg  

4 REDISET is a Nordic project that aims to look at descriptions of future energy systems and expected threat 
scenarios related to these. More information at https://www.uwasa.fi/en/research/projects/rediset-resilient-
digital-sustainable-energy-transition  

5 Vaasa-IoT project aims to support the City of Vaasa’s strategic goal of achieving carbon neutrality by 2029 
by developing a system that enables the monitoring, measurement, and verification of the need, impact, and 
progress of climate actions. More information at: https://www.uwasa.fi/en/research/projects/carbon-
neutral-vaasa-202x-creation-data-platform-real-time-monitoring-testing-and  

6 Robocoast is a non-profit European Digital Innovation Hub (EDIH) whose mission is to provide companies 
with services to implement the digital transition. More information at: https://robocoast.eu/?lang=en 
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• RQ3. How can existing cyberprivacy, cybersecurity, and smart grid protection
schemes be combined into a coherent, actionable framework to protect critical
infrastructure?

Figure 1 illustrates how the research questions are addressed in the compiled articles 
and the dissertation’s analysis.  

Figure 1. Overview of the dissertation’s components. 

1.4 Research approach 

This dissertation adopts a multidisciplinary, multi-perspective methodology to 
develop a unified framework that integrates cybersecurity, cyberprivacy, and smart 
grid protection schemes for critical infrastructure. Given the interconnected nature 
of these topics, a mixed-methods design was employed, combining reviews, 
qualitative inquiry, quantitative analysis, and interpretative synthesis.  

Research activities include: 

• Systematic review and analysis of academic publications, industry and
technical reports, and legal directives.

• Workshops and semi-structured interviews with experts and stakeholders.
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• A case study on smart grid and cybersecurity education. 

• A case study on NORDIC energy systems. 

• Quantitative surveys examining future energy systems.    

1.5 Research contributions 

The contributions of this dissertation and the compiled articles are as follows: 

1. Development of a unified framework that integrates cybersecurity, 
cyberprivacy, and smart grid strategies for critical infrastructure protection. 

2. Identification and analysis of key cybersecurity and cyberprivacy challenges 
in smart grids and broader critical infrastructure systems. 

3. Generation of insights into the evolution of future energy systems, 
emphasizing an integrated and holistic perspective. 

4. Contribution to the advancement of standards, directives, and regulatory 
discourse related to cyberprivacy and infrastructure protection.  

1.6 Dissertation Structure 

This dissertation is structured as follows: 

Chapter 1 introduces the research topic and provides background on the main 
concepts discussed in this work, along with the objectives, scope, central research 
question, research approach, and main contributions. 

Chapter 2 lays the theoretical foundation by reviewing cyberprivacy standards and 
directives, cybersecurity standards and frameworks, and smart grid systems. It then 
covers critical infrastructure and resilience topics, concluding with a preliminary 
conceptual framework that integrates the introduced concepts and models, 
establishing a foundation for their use throughout the dissertation and analysis. 

Chapter 3 outlines the philosophical orientation and methodology adopted, 
highlighting the integrative interpretive conceptual framework synthesis approach. 
It then details the specific research methods and data collection techniques 
employed. 

Chapter 4 summarizes the articles included in this dissertation. 
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Chapter 5 presents the synthesis of findings by introducing the integrative approach, 
core elements, their interconnections and interdependencies, and identified 
challenges and gaps. It then updates the earlier model to propose a unified framework 
for critical infrastructure protection and discusses its implications. 

Finally, Chapter 6 discusses the overall contributions and results, concluding with 
limitations and directions for future research. 
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2 LITERATURE REVIEW AND THEORETICAL 
BACKGROUND 

This chapter lays the theoretical foundation for the dissertation by reviewing the key 
topics and concepts it addresses before presenting existing conceptual frameworks 
for Critical Infrastructure Protection (CIP), which form the basis for the dissertation’s 
analysis and the development of the unified CIP model.  

2.1 Cyberprivacy  

Cyberprivacy, cyber privacy, or privacy in the cyberspace, is a set of concepts and 
solutions that collectively aim to protect personal and organizational data against 
leakage and misuse of information and data (Bartholomew, 2013). With the 
introduction of cyberspace and its interconnected spheres, several threats were 
introduced, among which privacy breaches and data misuse were some of the most 
prominent and critical (Breaux et al., 2014a; Breaux et al., 2014b) . Cyberprivacy is a 
multidisciplinary topic that is interconnected with several fields, with implications 
across several domains, including legal, technical, social, and ethical (Biselli & Reuter, 
2021). Cyberprivacy is mainly a technical issue, as current technologies – with their 
unprecedented capabilities – have contributed to several privacy risks, including 
identification, monitoring, tracking, discovery, profiling, and revealing patterns about 
personal activities and behavior without explicit consent or awareness of these 
actions (Magnani, 2011; Magnani, 2007; Cooper et al., 2010). However, the impacts 
of cyberprivacy risks are multifaceted, as they could affect basic and fundamental 
rights, businesses and economies, and result in severe and unwanted societal, 
behavioral, psychological, as well as moral and ethical consequences (Yadin, 2016; 
Demchak & Fenstermacher, 2009). 

The main issue with cyberprivacy centers on the conflict between data usage and 
rights, since data provides the foundation for many benefits, including system 
optimization and insights about users (Cranor et al., 2016), while individuals 
simultaneously retain the right to protect and control their own data (Warren & 
Brandeis, 1968). This was particularly emphasized by Eltahawy & Dang (2022), who 
provided four definitions for cyberprivacy to cover the required level of protection 
from different perspectives, i.e., technical, socio-technical, rights, and legal. Regarding 
protection, cyberprivacy as a concept relates significantly to cybersecurity, as it also 
addresses data in the cyberspace and utilizes cybersecurity concepts and protection 
measures (Philips, 2002). However, cyberprivacy differs from both cybersecurity and 
data privacy in the way it addresses data and protection, as it emphasizes holistic and 
comprehensive measures that go beyond technical ones to include non-technical 
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aspects such as risk management and control mechanisms, laws and rights, morality, 
ethics, and sociology, in addition to applying the right amount of privacy depending 
on the field of application (Eltahawy & Dang, 2022). The layers of cyberprivacy are 
shown in Figure 2 below.  

 

Figure 2. Layers of cyberprivacy [adopted from Eltahawy & Dang, 2022]. 

Finally, regarding application, to effectively achieve cyberprivacy, the literature has 
identified several technologies and solutions that can provide adequate level of 
privacy protection. These include, but are not limited to, k-anonymity, obfuscation, 
end-to-end encryption, differential privacy mechanisms, and blockchain 
implementations (Elmaghraby & Losavio, 2014; Froomkin, 1999; Knapp & Samani, 
2013; Kumar et al., 2016; Monti et al., 2017). However, as emphasized, these are mere 
technical implementations that should be combined with the other protection layers 
to ensure full cyberprivacy protection.   

2.1.1 ISO/IEC 27701:2019 

ISO/IEC standards are universally adopted standards developed by the International 
Organization for Standardization (ISO) and the International Electrotechnical 
Commission (IEC). These standards aim to provide guidance for implementation and 
support regulatory compliance, to enable consistency across practices, compatibility 
between systems, and coordinated efforts across sectors (Boiral, 2011). Regarding 
protection, ISO/IEC 27001 Information Security Management System (ISMS) and 
ISO/IEC 27002 Code of practice for information security controls have been the 

Privacy enhancing 
mechanisms

Control mechanisms 

Field of application and 
level of privacy

Legal an rights 
considerations 

Norms of behavior, 
psychology, morality, 
ethics, and sociology
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standardized protection schemes for long, providing applicable information security 
measures and recommendations (Disterer, 2013). However, with the 
aforementioned privacy risks, ISO/IEC 27701:2019 was introduced to standardize 
privacy protection practices and provide controls for Privacy Information 
Management System (PIMS) (Lachaud, 2020). The standard builds on ISO/IEC 27001 
and 27002, provides additional requirements, enhanced controls, and focuses on 
privacy by providing guidance for protecting PII. 

In addition to ISO/IEC 27701, ISO/IEC 29100 Privacy Framework provides privacy 
principles and concepts, offering a foundation for designing privacy policies and 
systems (Ferrão et al., 2024). ISO/IEC 29134 Privacy Impact Assessment (PIA) 
provides guidance on conducing impact assessments and help identify and manage 
privacy risks (Christofi et al., 2020). ISO/IEC 29151 Code of Practice for PII Protection 
specifies security controls to protect PII and helps organizations implement 
measures for confidentiality, integrity, and availability (Lindquist, 2023). ISO/IEC 
27018 Protection of PII in Public Clouds offers the same while focusing on cloud 
service providers handling PII (Hert et al., 2016). ISO/IEC 27750 Privacy Engineering 
prvoides guidance for integrating privacy into the design and development of 
systems and services (Kalogeraki & Polemi, 2024). And, ISO/IEC 31700 Consumer 
protection: Privacy by Design, focuses on embedding privacy in the design of systems, 
devices, applications, and services (Valoggia et al., 2024). In Figure 3, the relationship 
between these standards, highlighting the central role of ISO/IEC 27701, is shown. 

 

Figure 3. ISO/IEC 27701 privacy extension and related ISO/IEC standards 
[adopted and edited from Eltahawy et al., 2025]. 
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2.1.2 The General Data Protection Regulation  

To address data privacy risks associated with the Internet and digital platforms, the 
General Data Protection Regulation (GDPR) was introduced by the European Union 
(EU) and came into application in 2018 (Voigt & Von dem Bussche, 2017) . Similar to 
ISO/IEC 27701, the GDPR was shaped by earlier regulations, including the EU Data 
Protection Directive, the EU Charter of Fundamental Rights, the Network and 
Information Systems (NIS) Directive, and others (Markopoulou et al., 2019). The 
GDPR expanded on existing data protection principles and introduced specific 
measures for protecting PII. These measures include requirements for transparency, 
consent, accountability, and responsibility for compliance. Figure 4 presents the 
general architecture of the GDPR.  

 

Figure 4. GDPR architecture [adopted from Eltahawy et al., 2025]. 

2.2 Cybersecurity 

Cybersecurity is defined as “the organization and collection of resources, processes, 
and structures used to protect cyberspace and cyberspace-enabled systems from 
occurrences that misalign de jure from de facto property rights” (Craigen et al., 2014). 
Traditionally, the conceptual measures of Information Security (InfoSec) and 
Computer Security (COMPUSEC), including Confidentiality, Integrity, and Availability 
(CIA Triad), provided an adequate level of protection for systems and data within 
isolated environments (Eltahawy & Dang, 2022). However, these measures had a 
narrow scope, focusing primarily on protecting individual systems and processes 
without addressing their rapid evolution and growing interconnectedness. 

With current technological changes, increasing connectivity, the emergence of the 
Internet, and the exponential growth of data, the nature of cyberspace has evolved 
significantly. This evolution has brought about new complexities and challenges that 
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extend beyond isolated security concerns. As a result, cybersecurity has become the 
standard for information and data security, as it provides a comprehensive approach 
to protecting interconnected systems, networks, and digital assets against a wide 
range of threats and accidental failures. Moreover, cybersecurity’s scope now extends 
beyond technical defenses to include organizational and procedural measures to 
manage and mitigate risks (NIST, 2018). This is discussed in the following 
subsections in more detail. 

2.2.1 ISO/IEC 27001 and 27002 

ISO/IEC 27001 and 27002 establish the foundation for information security 
management and a code of practice for implementing security controls (Disterer, 
2013). Together, they provide a comprehensive framework and a set of requirements 
to plan, establish, implement, operate, monitor, review, maintain, and improve 
information systems and processes. In practice, ISO/IEC 27001 outlines the structure 
of an ISMS, while ISO/IEC 27002 provides detailed guidance on the implementation 
of controls. The controls are grouped into four categories: organizational, people, 
physical, and technological. The measures specified by the standards include access 
control, authentication and authorization, cryptographic protection, physical 
security, vulnerability and patch management, monitoring and logging, incident 
response, data backup and recovery, security awareness, education and training, and 
governance policies. Although widely adopted and relied upon, the standards do not 
prescribe specific systems, tools, or technical solutions for implementation (Al-
Ahmad & Mohammad, 2013). Instead, they provide general guidance, leaving the 
choice of implementation methods to the organization based on its context, risk 
environment, and established best practices. 

2.2.2 NIST Cybersecurity Framework  

The National Institute of Standards and Technology (NIST) defines three domains for 
protection, namely, people, technology, and processes (NIST, 2018). These domains 
represent the foundational elements of a comprehensive cybersecurity strategy, each 
addressing a distinct yet interdependent layer of defense. In this framework, people 
encompass users, operators, administrators, and all entities whose actions, 
awareness, and behavior influence system security. Technology refers to the 
hardware, software, and components that require protection against access, 
manipulation, or disruption. Finally, processes include the policies, procedures, and 
governance mechanisms that guide security implementation and development. In 
this view, NIST offers a socio-technical perspective on security rather than a purely 
technical one. In its Cybersecurity Framework (CSF), NIST further introduces five 
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core principles that cover the entire security landscape: Identify, Protect, Detect, 
Respond, and Recover (IPDRR) (Sulistyowati et al., 2020). Figure 5 illustrates these 
principles along with their associated security measures. 

 

Figure 5. NIST CSF principles and measures [adopted and edited from 
Sulistyowati et al., 2020]. 

2.3 Smart grid systems 

Previously, energy systems operated in a largely unidirectional manner, delivering 
electricity – or other forms of energy – from utilities to end-users with minimal 
intervention, limited optimization, and primarily manual control (Delboni et al., 
2018). Similar to above, the energy sector has also witnessed drastic changes driven 
by advances in automation and the widespread implementation of ICT (Erlinghagen 
& Markard, 2012). These developments have introduced intelligence into the energy 
system, which resulted in the emergence of the concept of smart grids. As defined, “a 
smart grid is an electricity network that can intelligently integrate the behavior and 
actions of all users connected to it, such as generators, consumers, and those that do 
both, to efficiently deliver sustainable, economic, and secure electricity supplies” 
(European Technology Platform, 2010; Elzinga, 2015). This shift has transformed 
energy systems into complex, dynamic, socio-technical ecosystems where real-time 
data, bidirectional flows of electricity and information, and adaptive control 
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mechanisms enable enhanced reliability, resilience, and the coordinated integration 
of renewable resources. However, this evolution also introduced cyber risks into the 
energy sector, increasing its fragility and susceptibility to various types of 
vulnerabilities, such as privacy, connectivity, and security management (Ghelani, 
2022). As a core component of critical infrastructure, smart grids require not only 
advanced technologies but also robust governance, regulatory frameworks, and 
cybersecurity measures to mitigate these risks and ensure the secure operation of 
their interconnected domains (Pardini et al., 2017; Campbell, 2011). 

Several models exist for describing power systems and their functions, for modeling, 
development, analysis, and integration, among which the most prevalent are the 
ISO/IEC Smart Grid Architecture Model and NIST’s Smart Grid Conceptual Model, 
described below in more detail.  

2.3.1 ISO/IEC 63200 – Smart Grid Architecture Model  

The Smart Grid Architecture Model (SGAM) is a hierarchical framework that 
represents modern power systems and associated smart grids from a general 
perspective through five interactive layers, each reflecting different operational 
domains, their functionalities, and objectives (Uslar et al., 2019). These layers include 
the business, function, information, communication, and component layers. The last 
of these – the component layer – is where energy operations take place, 
encompassing the physical infrastructure and energy sector domains, such as 
generation, transmission, distribution, Distributed Energy Resources (DER), 
customer premises, and utilities. The layer is further divided into several zones that 
address varying system demands, such as market, enterprise, operation, station, field, 
and process to support seamless integration and adaptability. The SGAM model is 
highly abstract and flexible, making it well-suited for illustrating system scenarios, 
explaining different operations and dependencies, simulating performance across 
domains, and implementing a wide range of use cases necessary for development and 
planning. Figure 6 shows the architecture of the SGAM model.  
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Figure 6. ISO/IEC SGAM model [adopted and edited from Uslar et al., 2019]. 

2.3.2 NIST Framework and Roadmap for Smart Grid – Smart Grid 
Conceptual Model  

Similarly, NIST’s Smart Grid Conceptual Model (SGCM) offers a high-level alternative 
for illustrating the power system and smart grids by grouping domains, highlighting 
their associated roles and responsibilities, and emphasizing the interaction and 
interconnections between these domains (Gopstein et al., 2021). SGCM encompasses 
the domains of operations, markets, transmission, generation, distribution, customer, 
and service provider. The model identifies the key points where information 
exchange occurs and where energy flows take place across the system. With these 
clearly defined domains and roles, SGCM serves as a practical guideline for 
understanding the grid from the perspective of different stakeholders, as well as 
being used for system analysis, strategic planning, and aligning stakeholder 
requirements within a common reference framework. Moreover, SGCM supports the 
development of standards that promote interoperability and smooth communication 
across grid components, thereby improving the overall efficiency, dependability, 
sustainability, and adaptability of the modern power system. Figure 7 shows SGCM 
model and its domains. 
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Figure 7. SGCM model [adopted and edited from Gopstein et al., 2021]. 

2.4 Energy as critical infrastructure and current 
challenges 

Critical infrastructure refers to the assets and systems essential for vital social 
functions, health, safety, security, economics, and overall social well-being (Moteff, 
2004). This encompasses a range of sectors and key services, such as energy, utilities, 
emergency response, transportation, health, food supply, and communication. 
Recently, attention has been increasingly focused on these sectors, particularly on the 
essential functions they support, due to the significant consequences that can result 
from their disruption. Such disruptions, whether accidental or intentional, can trigger 
major cascading effects that spread beyond the affected domain and impact other 
interdependent sectors as well. 

Central to critical infrastructure is the energy sector, as it plays a vital role not only 
in supporting everyday societal functions but also in enabling the operation of other 
critical domains (Rinaldi et al., 2001). Without reliable energy supply, most other 
sectors would face immediate interruption, compromising their ability to operate and 
threatening overall societal stability. This highlights the importance of the energy 
sector and its role as a foundational element in maintaining national stability. Figure 
8 shows the interdependencies and interfaces between the energy sector and other 
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critical infrastructure domains, emphasizing the extent to which they rely on its 
continuous and secure functioning. 

 

Figure 8. Critical infrastructure dependencies on the energy sector [adopted and 
edited from Rinaldi et al., 2001]. 

Despite its critical role, the energy sector currently faces a number of pressing 
challenges that undermine its ability to remain secure, resilient, and responsive. First, 
the changing landscape and growing dependence on digitalized energy systems make 
the sector a prime target for cyberattacks, with adversaries seeking to exploit its 
vulnerabilities to disrupt operations on a large scale. For example, Alcaraz & Zeadally 
(2015) highlighted the rise in incidents targeting critical infrastructure, with the 
energy sector and its control systems being among the most affected. This was also 
confirmed by Roshanaei (2021), who noted that the energy and transportation 
sectors experienced the highest number of targeted cyber incidents. Second, the 
sector is undergoing several technological and systemic shifts, including increased 
digitalization, integration of ICT, expansion of distributed energy resources, and 
growing interdependencies with other sectors and supply chains. Moreover, existing 
models for energy systems such as SGAM and SGCM – though widely used – show 
limitations in addressing evolving needs, especially in terms of flexibility, integration 
of emerging technologies, cybersecurity, privacy, and human-centric concerns (Berg 
et al., 2024).  
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2.5 Critical infrastructure protection  

Finally, building on the challenges outlined in the previous section, it is clear that 
ensuring the protection of critical infrastructure – particularly as represented by the 
energy sector – is essential. This requires structured and adaptive approaches, rather 
than narrowly focusing on individual threats or specific incidents. The required 
protection must be comprehensive, taking into account evolving technologies, 
complex interdependencies, the dynamic risk landscape, and human factors and 
needs as well. The following are some of the existing frameworks that support this 
need. 

1. The US’s National Infrastructure Protection Plan (NIPP) (Hemme, 2015): 
similarly, the NIPP provides a strategic framework for strengthening the 
security and resilience of critical infrastructure and key resources across the 
physical, cyber, and human domains. Rather than following a fixed cycle, the 
NIPP promotes a dynamic and iterative risk management process. This 
process includes: setting security goals and objectives; identifying critical 
assets, systems, and networks; assessing risks based on threats, 
vulnerabilities, and potential consequences; prioritizing protective efforts 
and investments; implementing corresponding protection and resilience 
programs; and finally, measuring effectiveness and refining strategies as 
needed. This flexible, evolving structure allows for continuous adaptation to 
emerging risks, evolving technologies, and shifting threat landscapes. 

2. CIP Strategy: in their work on the same topic, Mosadeghi et al. (2018) 
proposed a five-domain cyclic strategy for protecting critical infrastructure. 
The strategy includes: identifying critical infrastructures and the essential 
assets to be protected; conducting cross-sectoral analysis of 
interdependencies; performing vulnerability and risk analysis to uncover 
existing and anticipated risks, to inform better protection planning; 
implementing resilience measures; and finally, establishing response and 
recovery procedures. The strategy operates as a continuous cycle, revisiting 
each phase and evolving to address emerging challenges. 

3. Holistic approach for enhancing CIP: in their work on the same topic, Nweke 
& Wolthusen (2020) propose a holistic approach for enhancing critical 
infrastructure protection, structured around three interconnected 
components. The first focuses on organizational measures and includes 
policies, procedures, and processes that govern the management and 
oversight of the infrastructure in question. The second focuses on technical 
measures, addressing system vulnerabilities, potential threats, and attack 
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mechanisms, while aiming to understand their sources, impacts, and broader 
implications. The third component combines both technical and strategic 
dimensions, emphasizing the need for integrated detection, prevention, and 
mitigation plans that not only respond to incidents but also anticipate and 
adapt to evolving risks and challenges. This approach is adopted in this 
dissertation as a foundation for developing the proposed unified model 
for protecting critical infrastructure. Figure 9 illustrates the components 
of this holistic CIP approach. 

 

Figure 9. Holistic approach for enhancing CIP [adopted and edited from Nweke 
& Wolthusen, 2020]. 

4. Finally, NIST’s Cybersecurity Framework (CSF): as shown in Figure 5, NIST’s 
CSF, structured around the core functions of Identify, Protect, Detect, 
Respond, and Recover, is among the most widely adopted frameworks for CIP 
(Sulistyowati et al., 2020). The framework provides a structured yet flexible 
approach for managing cybersecurity risks, since each function addresses a 
different aspect of risk management. The framework proceeds with: 
identifying critical assets and vulnerabilities; implementing measures to 
ensure protection of services; detecting incidents and cybersecurity events; 
responding to incidents; and enabling timely recovery. While the framework 
was originally developed for managing risks to critical information and 
operational systems, the CSF has been increasingly used in CIP contexts due 
to its adaptability across sectors.  

19Acta Wasaensia



 

3 RESEARCH PHILOSOPHY, APPROACH, AND DATA 
COLLECTION 

This chapter outlines the overall research method employed in this dissertation, as 
well as the specific methods used in the individual articles. It begins by examining the 
field of information systems, followed by an overview of relevant philosophical 
research paradigms and their components. The chapter then presents the research 
approach adopted in this study and describes the methods used for data collection, 
analysis, and synthesis.  

3.1 Information systems  

Information Systems (IS) – as systems for managing and utilizing information – 
involve Information Technology (IT) systems such as computers, software, 
databases, communication systems, the Internet, and mobile devices, as well as 
processes that support operations and inform actors in various organizational and 
societal contexts (Boell & Cecez-Kecmanovic, 2015). IS focuses on the development, 
implementation, use, and impact of such systems in organizations and society. IS 
systems can be described as “social systems that are technically implemented” (Gregg 
et al., 2001; Hirschheim et al., 1995). On the other hand, IS as a scientific research 
discipline differs significantly from the narrow perspective that views it merely as a 
collection of technical systems. Rather than focusing on technical and computational 
aspects only, IS research goes beyond to examine how technologies are embedded 
and utilized to fulfil informational needs and requirements. In this context, IS is a 
socio-technical field that concerns the development, use, and effects of systems 
involved in the generation, processing, handling, and retrieval of data to support 
organizational and societal actors with information, insights, understanding, and 
decision-making capabilities. It also addresses the integration of technological and 
social systems, and the interactions and transitions that occur within them. IS can 
thus be viewed and described as the intersection between organizational, societal, 
and IT domains (Hasan, 2018), shaping theories of socio-technical dynamics and 
practical innovations in system design, while addressing evolving challenges related 
to data management, system integration, and organizational and societal needs. The 
core focus of IS includes studying the application of IT to support organizations, the 
processes of systems development, the management of information systems, their 
organizational value, and their broader societal impact (Avgerou, 2000). 
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3.2 Philosophical research paradigms 

According to research scholars, research is one of the different approaches used to 
build knowledge and enhance understanding about a certain topic or issue 
(Kerlinger, 1966; Mertens, 2019). Research is a process of systematic inquiry that is 
conducted following established theoretical frameworks and guidelines (Gregg et al., 
2001). The main purpose of research and the use of theories and frameworks is 
generating knowledge artifacts that can be transferred to other settings, making the 
process of research distinct from evaluation, which also uses systematic inquiry but 
targets decision making. That being said, research can be simplified as the systematic 
process of learning (Rossman & Rallis, 2011). Following this, to do research – or to 
learn – different components, including ontology (the nature of reality), epistemology 
(the nature of knowledge), and methodology (the approach of obtaining knowledge 
and understanding), exist to properly address different problems, issues, and topics 
with the mindset and tools needed (Guba & Lincoln, 1994; Gregg et al., 2001). Based 
on how these components are interpreted and combined, different paradigms 
emerge. These include – but are not limited to – positivism, post-positivism, 
interpretivism, constructivism, pragmatism, critical realism, and socio-
technical/developmentalism. Following is a brief description of these components 
and paradigms: 

• Ontology is the branch of philosophy that concerns the nature, structure, and 
properties of reality – what is assumed to exist, and the basic building blocks 
that make up phenomena or objects to be investigated (Iivari et al., 1998). It 
seeks to establish understanding by describing facts and meanings 
objectively in a realistic manner. In IS, ontology relates to phenomena such as 
information and data, information systems, and human beings in their roles 
in development, use, and interactions with technology, organizations, and 
society. Ontology is commonly interpreted through two perspectives: realism 
and idealism. In realism, the focus is on describing “things” as they are – as 
structures and agents. In contrast, idealism adopts a constructivist view, 
aiming to describe meanings, intentions, and interactions. 

• Epistemology concerns exploring the nature of cognition, processes of 
understanding, and methods of inquiry and obtaining knowledge (Iivari et al., 
1998; Pretorius, 2024). It seeks to establish understanding by examining how 
knowledge is acquired and justified. Three epistemological positions exist for 
understanding and generating knowledge. The first emphasizes objective 
empirical observation, using the right tools and methods. The second 
suggests that reality is partially known and can be understood subjectively 
through individual lenses and perspectives. The third assumes that reality is 
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constantly evolving, making it impossible to capture full knowledge or 
understanding at any given moment. In the context of IS, epistemology 
concerns the type of knowledge obtained by academic and scientific IS 
community and its limitations. Two primary approaches are followed: the 
first aims to produce highly generalizable methods and approaches, while the 
second focuses on providing constructs or metaphorical templates to support 
IS development with useful insights.  

• Methodology is the procedure and detailed description of the steps involved 
in the approach used to acquire knowledge about a particular topic. It 
includes the tools, canons, and principles related to the methods of inquiry 
used to develop, evaluate, and justify goals, concepts, interpretations, and 
actions (Iivari et al., 1998). It serves as a bridge between philosophical 
assumptions, human processes, and research capabilities, supporting the use 
of information and ensuring alignment with research objectives and 
questions (Gregg et al., 2001). Two primary research methodologies exist – 
each encompassing various subtypes: qualitative and quantitative methods. 
Qualitative approaches focus on interpretative techniques to understand 
context-specific experiences, while quantitative approaches emphasize 
structured techniques to build hypotheses and theories, and to generate 
generalizable results and insights. 

• Positivism is an objective research paradigm based on ontological and 
epistemic realism, assuming that reality and facts are singular, follow 
universal laws, exist independently of subjective experiences and 
perspectives, and can be systematically observed and understood through 
scientific inquiry and experimentation (Avenier & Thomas, 2015; Pretorius, 
2024). Its goal is to discover certain objects and phenomena using tools and 
methods that minimize personal bias and subjectivity. Positivism enables the 
generalization of facts and results for developing theories and models that 
can be applied across different contexts. 

• Post-Positivism, as a research paradigm, is similar to positivism in its 
commitment to objectivity and its ontological and epistemological realism. 
However, it places greater emphasis on the research process and the role of 
induction, acknowledging the existence of different values – such as culture, 
experience, and history – that influence and affect the interpretation of 
results. Post-positivists accordingly stress this complexity, highlighting the 
need for reflectivity and arguing that absolute objectivity is unfeasible, as 
research is never entirely free from the researcher’s influence. For these 
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reasons, post-positivism promotes minimizing bias through transparency 
and by openly addressing potential value implications.  

• Constructivism is a research paradigm that emphasizes subjectivity, where 
reality is partially understood through individual perspectives and subjective 
perceptions, making each person’s reality unique and reflective of personal 
experiences and interactions. Social interaction is central to constructivism, 
as it contributes to shaping different realities, with knowledge being co-
constructed through ongoing interactions and contexts. In constructivism, 
bias and differences in shared experiences are not eliminated, but are 
recognized, understood, and acknowledged. In contrast to other paradigms, 
inquiry in constructivism is context-driven, qualitative, collaborative, and 
involves flexible and adaptive approaches to research design.  

• Interpretivism is a subjective research paradigm that, similar to 
constructivism, holds that reality is partially known as its constructed in 
individuals’ minds. Interpretivists emphasize that we cannot fully understand 
other experiences objectively, but we can try to interpret and make meaning 
of them. Interpretivism highlights the importance of recognizing diverse 
experiences and accepts that multiple realities can coexist, depending on the 
perspectives and conditions of the involved observers. The paradigm’s 
inquiry focuses on understanding and interpreting experiences, their origins, 
and impacts rather than directly analyzing statistical data or assessing 
policies. The main difference between constructivism and interpretivism lies 
in the role of the researcher. Constructivism considers the researcher 
inherently part of the research process, actively influencing it and co-creating 
knowledge. In contrast, interpretivism emphasizes the researcher as a more 
detached, passive observer who seeks to understand meaning without co-
constructing knowledge. That being said, interpretivists strive to maintain a 
degree of separation while interpreting subjective experiences as objectively 
as possible.  

• Pragmatism is a flexible research paradigm that is neither entirely objective 
nor subjective, based on the belief that reality is constantly changing or 
debated, and therefore does not rely on a single reality or method of inquiry 
(Pretorius, 2024). In pragmatism, research methods should be chosen and 
adapted to address the research questions. This allows for using a mix of 
qualitative and quantitative methods as necessary to investigate a certain 
topic and to draw a comprehensive understanding of complex issues. 
Pragmatism focuses on practical outcomes, holding that the value of research 
lies not in producing abstract theories, but in generating knowledge and 
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solving problems. In simpler terms, pragmatism emphasizes implications and 
creating actionable solutions.  

• Critical realism is a research paradigm that views subjectivity and objectivity 
as interconnected across different levels of reality. It assumes the objectivity 
of reality, which exists independently of human perception, but argues that 
this reality cannot be directly observed. Instead, reality can be understood 
through a layered approach, uncovering the deeper structures and 
mechanisms that influence it (Avenier & Thomas, 2015; Pretorius, 2024). 
Critical realism aligns with positivist and interpretivist ontological 
assumptions in acknowledging both an objective reality and the coexistence 
of multiple realities and interpretations. However, it argues that empirical 
methods alone are insufficient, and explanations must also account for 
unobservable structures (Mukumbang, 2023). Like interpretivism, critical 
realism recognizes the role of meaning, ideas, and experiences, but further 
emphasizes that the world functions as an open system with groups of 
structures, contexts, and mechanisms, making critical realism suitable for 
developing open systems theories. A key concept in critical realism is its 
stratified reality, which distinguishes between the real (structures with 
generative power and potential to produce something), the actual 
(phenomena and events that actually occur), and the empirical (what is 
observed and experienced). Epistemologically, critical realism rejects the 
notion of a final truth, encouraging researchers to be value-aware when 
selecting inquiry methods to collect experiences. It supports the use of 
diverse sources and methods to generate a group of answers that help 
address complex realities. Finally, while critical realism acknowledges the 
differences and backgrounds of researchers, it strives for a deeper, objective 
understanding of the structures and knowledge. 

• Finally, socio-technical/developmentalism is a new research paradigm 
proposed and emphasized by Gregg et al. (2001) to bridge the gap between 
positivist and interpretivist practices and address the specific needs of 
software engineering research by focusing on the creation of new systems 
and related knowledge processes (Kroeze, 2011). Unlike the paradigms it 
links, the socio-technical/developmentalism paradigm is considered 
objective, subjective, and interactive in nature. Ontologically, it views reality 
as technologically created, where multiple social realities coexist, influenced 
by the need, acceptance, and extent of technology used. Epistemologically, it 
emphasizes the objectivity of reality but frames it interactively, through the 
researchers’ experience of system behavior as interactions occur and the 
creation of contexts that reflect their own values and priorities. What 
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distinguishes this paradigm is its alignment with the developmental 
methodology, a product- or model-oriented approach focused on generating 
ideas, designing, testing hypotheses through prototypes and proofs-of-
concept, developing early implementations, and providing formal 
mathematical and logical descriptions of systems. 

Figure 10 below visualizes the paradigms discussed above, showing their placement 
in terms of relative subjectivity, objectivity, rigor, and openness.  

 

Figure 10. Major research paradigms explained [adopted from Hirschheim & 
Klein (1989) and modified with own understanding and elaboration]. 

3.3 Research approach and methodology 

This dissertation follows the themes, objectives, and guidelines of IS research. It 
focuses on specific IS systems phenomena – cyberprivacy, cybersecurity, smart grids, 
and critical infrastructure – aiming to build knowledge and enhance understanding 
of them by examining their socio-technical aspects, including development, use, 
effects, and associated data processes. The research adopts the interpretivist 
research paradigm, guided by its beliefs and positioning, and follows an interpretive 
research approach to achieve its objectives. The rationale behind the adoption of this 
paradigm and approach is discussed below. 

As outlined earlier, interpretivism (Avenier & Thomas, 2015; Pretorius, 2024) 
addresses the nature of reality and the ways of acquiring knowledge. As the name 
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implies, it does so in an interpretative manner, focusing on how meanings are 
constructed through human experience. In this paradigm, reality is understood as 
partially known and is interpreted based on experiences and an understanding of the 
factors shaping it. This means that, depending on the observers, their interpretations 
of the same reality can vary, which indicates the coexistence of multiple versions of 
that reality – or rather, multiple realities – simultaneously. Although this suggests a 
subjective research perspective, interpretivism seeks to obtain knowledge 
objectively by viewing the researcher’s role solely as an observer. Interpretivists 
accordingly must recognize their biases and acknowledge the factors influencing 
their thinking before reporting final results based on their observations. 

Interpretivism was chosen as the research paradigm and main umbrella governing 
this research for two key reasons: its flexibility and its acceptance of mixed-research 
methods. First, interpretivism provides the flexibility needed to explore emerging 
issues related to specific research problems, as it supports the coexistence of multiple 
realities, stances, and perspectives (Ponelis, 2015). Second, despite being a 
structured qualitative paradigm and the incompatibility between general qualitative 
and quantitative research approaches (Dawadi et al., 2021; Smith, 1983), 
interpretivism allows for the integration of quantitative and statistical methods with 
qualitative methods to form interpretation (Wiggins, 2011). This, in fact, may offer a 
more robust approach than relying on a single-research method, as it provides a more 
comprehensive understanding and coverage of the phenomena under investigation 
while addressing the limitations of a single-method approach (McChesney & 
Aldridge, 2019). Interpretivism, thus, can be used to frame a mixed-method study, 
which is particularly important for this dissertation, since the compiled articles 
employ various research methods, approaches, and methodologies, making a 
comprehensive research paradigm essential for integrating them and forming a 
coherent understanding of their collective insights. 

An interpretative research approach is therefore employed for this objective. Here, 
the practices and principles outlined by Walsham (1995; 2006), Rowlands (2005), 
Yin (2009), and Klein & Myers (1999) for conducting interpretative research, are 
adopted. The general practices of this approach involve, first, selecting the study area, 
defining the research problem, addressing the “what,” “why,” and “how,” and creating 
a loose hypothetical conceptual model to be investigated and reflected upon later. 
Second, identifying and selecting cases and designing data collection protocols. At this 
stage, it is recommended to adopt a theory as an initial guide for designing and 
collecting data, which can be qualitative through interviews, observations, and 
documents, or also quantitative data, as emphasized earlier. For this dissertation, 
data are drawn from reports in the form of articles, presenting various methodologies 
and approaches, including reviews and standards studies, qualitative interviews and 
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analysis, and framework applications. However, no theory was adopted for the design 
and data collection phase as recommended, since the reports and associated data 
were derived from different project tasks, addressing diverse topics and concerns, 
and often not following the same theme or methodology. Third, after collecting data 
and conducting case studies, the analysis phase follows with iterative processes and 
hermeneutic reflection. This includes drawing cross-case insights and conclusions, 
and performing within-case analysis; shaping and adjusting propositions while 
confirming, extending, and refining the theory presented in the initially created 
hypothetical conceptual model; and assessing findings, ensuring their applicability, 
and identifying final patterns. Similarly, at this stage, it is recommended to follow a 
specific type of theory or framework to guide the analysis. For this, a comprehensive 
synthesis of the individual outcomes from the compiled articles is conducted. 

Regarding synthesis, synthesizing is considered the most important part of reviews, 
as it provides a complete representation of the literature being investigated and 
studied (Okoli, 2012, Wyborn, 2018). According to Rowe (2012), a good synthesis 
involves not only summarizing research findings, but also applying novel 
interpretations through appropriate analytical and semantic classifications to 
provide abstraction and make sense of pieces of research addressing specific 
problems at a particular level. Synthesizing is a qualitative process that can be 
conducted in an ad-hoc and flexible manner (Snyder, 2019); however, in practice, 
certain approaches and types of synthesis are commonly used in IS, with the most 
prevalent including: narrative, theoretical, interpretive, framework, meta-analysis, 
meta-synthesis, realist, comparative, and thematic synthesis (Skinner et al., 2022; 
Barnett-Page et al., 2009). These methodological approaches can be applied in 
different styles or through various analytical lenses to serve specific purposes. These 
include conceptual for developing theory and refining concepts, integrative for 
combining perspectives and methodologies, argumentative for constructing 
interpretive arguments, explanatory for explaining causal and contextual dynamics, 
and descriptive for organizing existing knowledge (Rowe, 2012; Sovacool & Hess, 
2017; Elbardan et al., 2017). For this dissertation, a conceptual framework synthesis 
approach is the most fitting, as it supports the integration of cyberprivacy, 
cybersecurity, and smart grid models and strategies, and enables the development of 
a unified framework for protecting critical infrastructure. Following the guidelines 
and recommendations of Carroll et al. (2013) and Schryen (2015), and incorporating 
the main elements of a conceptual framework synthesis, the synthesis proceeds in six 
steps as follows: 

1. Identifying and choosing a suitable IS framework or model. Here, the Socio-
Technical Systems (STS) framework is selected as the general synthesis 
model, as it combines technical subsystems (hardware and software, content, 
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and Human-Computer Interface (HCI)), social subsystems (people, workflow 
and communication, organizational policies and culture, and external 
environment), and joint optimizations (measurements and monitoring) 
(Baxter & Sommerville, 2011; Sittig & Singh, 2010). 

2. Defining a priori constructs by breaking the model into key dimensions, such 
as privacy controls, grid resilience, threat vectors, and policies. 

3. Deductively coding studies and mapping findings to the a priori constructs – 
applying top-down reasoning (Okoli, 2023) 

4. Inductively analyzing findings and insights not covered in the deductive 
phase to generate new themes, relationships, and sub-constructs – using 
bottom-up reasoning (Okoli, 2023) 

5. Refining and extending the framework by merging constructs and elements 
and integrating emerging sub-constructs to reflect both a priori and 
inductively derived concepts. 

6. Examining and interpreting the expanded framework by mapping 
relationships and explaining how the resulting conceptual model addresses 
the phenomena of interest.  

In Figure 11, the entire adopted research approach is illustrated.  
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Figure 11. Overview of the detailed research approach and methodology adopted. 
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3.4 Research methods 

This dissertation comprises articles that employ various research methods. An 
overview of these methods follows.  

3.4.1 Literature review  

A literature review is a fundamental part of the research process, used for gathering 
existing knowledge relevant to a topic under investigation, helping researchers 
become familiar with prior work and identify gaps for future directions (Cronin et al., 
2008; Randolph, 2009). According to Hart (2018), a literature review can be defined 
as “the selection of available documents (both published and unpublished) on the topic, 
which contain information, ideas, data and evidence written from a particular 
standpoint to fulfill certain aims or express certain views on the nature of the topic and 
how it is to be investigated, and the effective evaluation of these documents in relation 
to the research being proposed”.  

Different types of literature review exist, with the main ones employed in this work 
are as follows: 

1. Narrative (also called traditional or conceptual) review: it is a process that 
aims at summarizing a synthesizing body of literature and secondary data 
sources to draw conclusions without being systematic or following a strictly 
structured approach (Cronin et al., 2008; Tshabangu et al., 2020; Nundy et al., 
2022). The review is typically selective and may reflect author bias and the 
criteria for selecting sources are not always clear to the reader. This type of 
review does not always start from a specific research question, only a topic of 
interest, as the primary purpose is to provide a comprehensive background 
and highlight the significance of the topic or selected points. 

2. Systematic review: it is a rigorous and well-defined process that investigates 
a large body of literature comprehensively by employing strict structures and 
protocols, including narrowly defined research questions, assessed data 
sources, detailed time frames, explicit criteria for inclusion and exclusion, and 
clear methods for evaluating and synthesizing findings (Cronin et al., 2008; 
Grant & Booth, 2009). This approach helps avoid any personal and subjective 
biases while covering the topic of interest. Several protocols already exist for 
conducting a systematic literature review, in which Kitchenham et al.’s 
(2009), Preferred Reporting Items for Systematic Reviews and Meta-Analyses 
(PRISMA) reporting protocol (Moher et al., 2010), and Okoli & Schabram’s 
(2015), each with their detailed checklists and flowcharts, provide structured 
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guidance and help ensure transparency and rigor throughout the entire 
review process.  

3. Rapid review: it is a process that adapts the systematic review process but in 
a faster and more flexible form by omitting certain steps and simplifying strict 
criteria for searching literature, assessing quality, and applying multiple 
screenings (Smela et al., 2023; Hamel et al., 2021; Grant & Booth, 2009). Rapid 
reviews are mainly intended for producing timely evidence and general 
conceptual understanding, rather than offering an exhaustive or deeply 
detailed coverage of a topic. Still, by clearly outlining the method used, the 
approach manages to address bias and selectivity in a structured way, even if 
not as thoroughly as in systematic review.  

3.4.2 Design science 

Design science is an approach that focuses on the conceptualization and creation of 
innovations, ideas, practices, and technical capabilities through the analysis, design, 
implementation, management, and use of information systems (March & Smith, 1995; 
Hevner et al., 2004). It follows a problem-solving methodology in which the created 
artifacts are developed to address specific problems and improve existing conditions 
within a defined context. Design science is inherently iterative, involving a cycle of 
structured steps: problem identification, definition of objectives, design and 
development, demonstration, evaluation, and finally, communication of the solution 
(Peffers et al., 2007). These steps are repeated as needed, allowing the solution to 
emerge and gradually converge through refinement until it becomes implementable 
and effective.  

3.4.3 Qualitative research  

Qualitative research is a methodology that focuses on understanding complex 
phenomena and providing in-depth meaning through the contextual study of 
experiences, events, and cases (Lim, 2025). According to Aspers and Corte (2019), 
qualitative research is an “iterative process in which improved understanding to the 
scientific community is achieved by making new significant distinctions resulting from 
getting closer to the phenomenon studied.” The approach employs various data 
collection and analysis methods, including interviews, observations, workshops, 
panel sessions, document-based comparisons (Greckhamer et al., 2018), and similar 
formats, to generate rich, detailed data that support pattern identification and theme 
interpretation (Thoring et al., 2020). The main characteristics of qualitative research 
include attention to data quality, a multi-phase process with iterations between 
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theory and evidence, and direct engagement with the phenomena under study, which 
together contribute to an improved understanding of the underlying conditions and 
outcomes. 

3.4.4 Reasoning 

The articles included in this dissertation apply different forms of reasoning that guide 
how data is analyzed and knowledge is built (Okoli, 2023), as follows: 

1. Inductive (bottom-up) reasoning involves combining specific cases, 
observations, conclusions, or pieces of literature to draw a general rule or 
create collective insights. This approach is widely used in research; however, 
induction does not guarantee that the final conclusion is true or valid, only 
that is probable. 

2. Deductive (top-down) reasoning, in contrast, applies general cases, rules, 
theories, or principles to specific instances to generate applicable insights. 
This approach relies mostly on established and validated knowledge and does 
not create predictions or new knowledge, yet guarantees that conclusions are 
logically sound and true. 

3. Abductive reasoning (Thagard & Shelley, 1997) uses existing knowledge or 
theories alongside incomplete observations or poorly defined cases to form 
explanatory hypothesis that aid understanding and decision-making. 
Abduction is a “may be” process and often leads to the creation of new ideas.  

3.5 Data collection and articles methodologies  

Finally, data were collected in various formats and settings depending on the specific 
focus of each article or project task. To summarize, Table 1 shows the data sources 
for each article, the methodologies adopted, and associated reasoning. 

Table 1. Data collection, methodologies, and reasoning. 

Article Data sources  Methodology  Reasoning 

1 
Secondary data, from 
reports, standards, and 
scientific publications 

Narrative review Inductive 

2 
Secondary data, from 
reports, standards, and 
scientific publications 

Systematic 
literature review Inductive 
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Article Data sources  Methodology  Reasoning 

3 
Primary data, from 
university courses and 
curricula  

State of the art 
(Systematic 
literature review) 

Inductive (assessing 
courses) and deductive 
(applying educational 
frameworks) 

4 

Primary and secondary 
data, from reports, 
standards, scientific 
publications, workshops, 
and discussions  

Design science  

Inductive (assessing 
requirements) and 
deductive (applying design 
science principles) 

5 

Primary and secondary 
data, from reports, 
standards, scientific 
publications, workshops, 
and discussions  

Multi-method 
qualitative  
(Rapid review + 
Qualitative 
workshops) 

Inductive 

6 
Secondary data, from 
reports, standards, and 
scientific publications 

Multi-method 
qualitative  
(Narrative review 
+ Systematic 
literature review) 

Inductive 

7 
Secondary data, from 
reports, standards, and 
scientific publications 

Qualitative 
(Narrative 
comparative 
analysis) 

Inductive (deriving broad 
directions and thematic 
insights) with abductive 
elements (crafting the 
roadmap) 

8 

Primary and secondary 
data, from reports, 
standards, scientific 
publications, workshops, 
and a panel session 

Multi-method 
qualitative 
(Narrative review 
+ Qualitative case 
study) 

Inductive (assessing case 
studies) and deductive 
(applying frameworks) 
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4 SUMMARY OF ARTICLES  

This chapter briefly summarizes the articles compiled for this dissertation. Each of 
the following sections presents the main research goals, conducted methodology, key 
findings, results, and contributions of the scientific article. As a reminder, please refer 
to Figure 1 in Chapter 1 for the specific research sub-questions and their relationship 
to each article.  

4.1 Overview on how to preserve privacy 

The first article, titled “Unified Information Privacy Preserving Model,” examines 
security and privacy frameworks, using a narrative and conceptual analysis 
approach. The article stresses the importance of privacy to individuals and 
organizations, highlights the growing reliance on communications and digital 
technologies, and emphasizes the need for a robust unified security and privacy 
standardization to keep systems safe and well-secured while ensuring functionality, 
controllability, and the users’ right to privacy. The article reviews key concepts 
related to security and privacy, pointing out the main shortcomings in current 
deployments. It then broadly describes privacy and associated complexities and 
proposes a set of solutions addressing various aspects discussed. The main outcome 
of this work is the introduction of a unified information privacy preserving model, 
accompanied by a set of technical recommendations to support its implementation. 

Safety, security, and privacy are three related concepts that fall under the broader 
umbrella of protection. Safety concerns keeping systems free from unintentional 
harm and accidents, while security deals with intentionality – ensuring systems 
remain free from danger and threat. Security is categorized into personal, 
operational, communications, networks, and information security, which is the main 
focus of this article. To secure information, classical security models emphasize 
confidentiality, integrity, and availability measures, while the Parkarian Hexad model 
introduces additional measures such as utility, possession, and Authentication, 
Authorization, and Access control (AAA) concepts. The ISO model further includes 
non-repudiation, supported by logging, as an essential parameter for communication 
and the security of operations. These factors collectively – if well implemented – can 
ensure information security. However, existing security implementations suffer from 
fragmented standardizations and best practices, compatibility issues with legacy and 
outdated systems, and that the security structure is independent of the end-user. On 
a higher level, privacy concerns protecting entities’ data from being disclosed or 
connected, revealing private details and activities that should be kept private. Privacy 
elements include identity, time, location and mobility, type of activity, exchanged 
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traffic, involved parties, and other identifiers. Privacy is about determining who is 
allowed to access an entity’s data and under what conditions that access is permitted. 
The article presents three theories on protecting privacy: control theory, which relies 
on individuals managing their own information; restricted access theory, which 
enforces privacy through secrecy, anonymity, and isolation; and control/restricted 
access theory, which argues that complete control of information in cyberspace is 
unfeasible, and that privacy should rather be ensured by allowing the right entity to 
access information at the right time. 

The article then discusses the main privacy relationships, including pseudonymity, 
anonymity, unlikability, unobservability, and undetectability. These relationships 
define different privacy levels, ranging from level 1 (provably exposed) to level 6 
(absolute privacy). The latter, however, is unrealistically achievable, and most 
implementations aim for level 5 (beyond suspicion) or at least level 4 (probable 
innocence). The article further examines key challenges to information privacy, 
including the rights and responsibilities of different parties involved in 
communication (first – senders, second – receivers, third – operators, and fourth – 
the public), as well as cultural, organizational, structural, legal, and operational 
conflicts related to privacy protection. These include issues related to crime 
prevention, standardization inconsistencies, efficiency trade-offs, complexity, and 
increased costs associated with privacy systems and enforcement. 

The article concludes by proposing a conceptual framework for protecting 
information privacy, structured around three core principles. First, ensuring security, 
which involves applied security measures, standardizations, compatibility, and basic 
and essential responsibilities such as policies, transparency, accountability, and 
safety measures. Second, ensuring privacy, which builds on security while 
incorporating privacy relationships and control mechanisms, i.e., configurability, 
anonymity, and traceability. Third, enhancing information privacy by integrating 
privacy-enhancing tools and embedding privacy and security into the core design of 
devices and applications. 

4.2 Cyberprivacy and its elements 

The second article, titled “Understanding Cyberprivacy: Context, Concept, and Issues,” 
focuses on the concept of cyberprivacy, breaking it down to its core elements through 
conducting a systematic literature review of the topic and closely related ones. The 
article raises concerns about cyberprivacy and the importance of protecting privacy 
in digital environments, highlighting that the literature on this topic is fragmented 
due to its multidisciplinary nature and that it is often confused with cybersecurity. It 
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emphasizes the need for a thorough understanding of cyberprivacy to better address 
its issues. The article reviews and analyses 79 selected articles on the topic published 
between 2008 and 2021, showing that cyberprivacy is centered around eight 
contexts and revealing the issues associated with each. Finally, it proposes four meta-
level definitions to better reflect on cyberprivacy. In addition to these definitions, the 
main contribution of this work is enhancing and supporting the understanding of 
cyberprivacy by covering it collectively and holistically. The article also identifies 
gaps and suggests future research directions, including digital transformation 
practices, ICT and cyberprivacy in the energy sector, and cyberprivacy in education. 

With rapid digitalization, the distinction between individuals as physical organisms 
with their own rights and their digital identities and capabilities is blurring. The right 
to privacy is a fundamental right recognized by laws and constitutions. Yet, there is 
no universal agreement on its scope and context. Similarly, there is no common 
understanding of the term cyberprivacy and what it entails. Entities have the right to 
protect their data, but data also brings benefits such as improving efficiency, system 
optimization, and user experience. This creates a dilemma regarding what should be 
private and what can be shared publicly. The key issue lies in how data is handled and 
the capabilities of existing technologies in extracting PII and identifying patterns 
about users’ behavior and their activities against their will. Even with cybersecurity 
measures in place, cyberprivacy extends beyond security practices, encompassing 
technical, legal, societal, and cultural dimensions. 

The analysis of the reviewed publications reveals eight contexts associated with 
cyberprivacy: technology, legislation and right, ethics and morality, business and 
economy, risk and insurance, behavior and psychology, societal, and medical. Each 
context addresses cyberprivacy differently, sometimes leading to conflicting views. 
The technology context challenges cyberprivacy through advances in tracking, 
processing, knowledge discovery, sensing, and mixed reality technologies. The 
legislation context presents dilemmas such as balancing personal and governmental 
rights in accessing data and emphasizes that consent, control mechanisms, 
accountability measures, and law enforcement are the key to achieving cyberprivacy. 
The ethical context debates that cyberprivacy is a personal right, yet too much privacy 
could lead to misuse and unethical activities, hence the need for balancing 
cyberprivacy rights and adopting the concept of moral mediators. The economic 
context sees data as essential for business operations to optimize services and meet 
demands, emphasizing data ownership rights and the broader concept of trust. For 
the risk context, cyberprivacy is an intangible risk, which makes it difficult to address. 
However, attempts to frame cyberprivacy as intellectual property and quantify 
privacy risks by assigning them monetary value help address these risks more 
effectively. The psychological context focuses on shifts in cyberspace related to 
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identity, self-expression, and behavior, redefining harm and violence more in 
emotional and social terms. Accordingly, emphasis is placed on raising awareness and 
the use of psychological mediators to shape reasoning about actions and behavior. 
From a societal perspective, individuals have the right to be left alone and the right 
to social interaction. Societal norms should balance these rights while recognizing 
that privacy may have different meanings in different contexts. Finally, in the medical 
sector, data is vital as it drives improvements and accurate diagnosis, making trust 
and authorization critical factors to protect cyberprivacy. 

The article proceeds by proposing four definitions of cyberprivacy from technical, 
sociotechnical, rights-based, and legal perspectives. It then highlights key 
cyberprivacy challenges related to technological advancements in storage, 
processing and recognition, communication, and knowledge discovery techniques. To 
address these, the article introduces a five-layer model comprising behavior, law, 
field of application, security and risk management, and privacy-enhancing 
mechanisms. The article concludes by emphasizing that cyberprivacy solutions must 
be considered holistically rather than separately. 

4.3 Cybersecurity and smart grid education  

The third article titled, “State of the Art in Cybersecurity and Smart Grid Education,” 
investigates the status of cybersecurity in smart grid education through a systematic 
literature review combined with educational study offering analysis. The article 
highlights the significance of smart grid skills and the need for specialized training in 
the field of cybersecurity to support ongoing development initiatives. It reviews 
policies and strategic directions, industry requirements, and ongoing research. It 
then examines education in smart grids and cybersecurity within higher education 
study programs, continuing education programs, and Massive Open Online Courses 
(MOOCs) available on these topics. Finally, it provides a set of recommendations to 
enhance knowledge and awareness of cybersecurity and technological 
advancements. The main contribution of this work is building insights into 
cybersecurity education and its requirements to support the development of the 
energy sector. 

Cybersecurity is recognized by the EU as a strategic digital capability due to its critical 
role in IT and OT systems. However, a major shortage of expertise and skills covering 
this capability remains. Recommendations emphasize strengthening cyber resilience, 
establishing common cybersecurity frameworks, supporting certification schemes, 
ensuring regulatory compliance, and promoting education and research in this field. 
Regarding energy, modern energy systems rely on IT and advanced technologies and 
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are connected to data networks. This creates new cyber threats that require 
upskilling operators to make them ready to handle these challenges. The article 
investigates these issues by assessing current strategic directions, available 
educational curricula, and identifying gaps that need to be addressed.  

Research indicates that the EU is committed to enhancing its Digital Education Action 
Plan to foster a high-performing digital education ecosystem and develop the 
competencies needed for digital transformation. In the energy sector, EU research 
highlights that beyond standard cybersecurity measures, knowledge of real-time 
requirements, a combination of advanced and legacy technologies, and cascading 
effects is essential. The article stresses that awareness and education are key to 
meeting these needs. This includes training courses for C-level executives and 
managers, classical training, hands-on exercises, and online learning. It also reviews 
industry studies and recommendations, highlighting NIST’s efforts in developing 
cybersecurity curricula and Body of Knowledge covering eight areas: data, software, 
component, connection, system, human, organization, and societal impacts. 

From a research perspective, studies on cybersecurity education remain relatively 
limited, with existing work primarily relying on online learning platforms for 
delivering cybersecurity training. Key topics include: cyber infrastructure in energy 
systems, monitoring and awareness, privacy in the smart grid, critical infrastructure 
security, and robust control systems. The article examines how these topics are 
integrated in current educational offerings, showing that undergraduate programs 
provide basic cybersecurity courses, master programs offer more specialized 
training, while at the doctoral level, cybersecurity education is scarce. In continuing 
education programs, cybersecurity topics in smart grids are also limited, with only a 
few certifications covering them. Finally, MOOCs are gaining popularity and are 
already in use, but their coverage of cybersecurity differs drastically and often lacks 
the depth required by employers. 

The article concludes with a set of recommendations to address the shortage of 
cybersecurity competencies, particularly in the energy sector. These include: 
designing curricula tailored to different needs and career levels, expanding online 
and distance learning courses to facilitate accessibility, addressing both general and 
industry-specific cybersecurity topics, integrating theoretical and hands-on training, 
collaborating with industrial partners, covering all cybersecurity domains equally – 
including advanced topics such as privacy, mandating cybersecurity courses in 
energy programs, and incorporating innovative learning approaches such as 
gamification and flipped learning to improve retention. 
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4.4 An educational strategy supporting cybersecurity 
in smart grids 

The fourth article, titled “Towards a Massive Open Online Course for Cybersecurity in 
Smart Grids – A Roadmap Strategy,” continues investigating the skill gap of 
cybersecurity in smart grids through a design science research approach to support 
teaching and educational curricula addressing the topic. The article highlights the 
changes the energy sector has witnessed and the challenges facing smart grid 
development, including the lack of cybersecurity professionals and the shortage of 
cybersecurity training and education. It reviews educational methodologies and 
learning approaches to address this gap. It then investigates MOOC design 
approaches and instructional design models to find the most suitable way of 
addressing this educational gap for the greatest number of participants. Finally, it 
offers a detailed course design approach to cover the gap in cybersecurity knowledge 
related to smart grids. The main contribution of this work is providing a detailed 
MOOC structure and handy roadmap strategy for addressing this knowledge gap – 
and other knowledge gaps in other fields as well. An outcome of this article was the 
development of a MOOC course following the design approach presented in this 
article. 

The energy sector has witnessed major changes, moving towards smart grids and 
digitalization. This, accordingly, has led to the sector being exposed to various threats 
related to data and the manipulation of its connected assets. Cybersecurity is 
recognized as one of the EU’s critical digital capabilities due to its importance and 
role in protecting systems. Although tools and technology exist to counter threats, the 
issue remains prominent, mainly because specific issues related to the energy sector 
are not well-addressed, there is a lack of specialists and professionals in this field, and 
there is a lack of educational offerings that provide proper skills to fill this gap. The 
article emphasizes the need for upskilling and building knowledge through an 
educational approach, especially considering that 50% of cyber incidents, at least, 
result from human errors and a lack of adequate knowledge to apply concepts 
properly. 

Educational methodologies and learning approaches play a key role in building 
knowledge and raising awareness. Traditionally, these were simple and few. 
However, with the current changes and the variety of topics and needs, these have 
evolved drastically. Currently, these include, but are not limited to, lecture-based, 
experiential, active learning, cooperative learning, flipped learning, inquiry-based, 
problem- and project-based learning, and gamification. Each of these methodologies 
differs in the targeted group, resources, delivery method, and level of retention aimed 
for. The article then discusses MOOCs as a means for course delivery that is easily 

39Acta Wasaensia



 

accessible and requires minimal resources to operate after its design, facilitating the 
dissemination of knowledge. MOOCs come in different types, the main ones being: 
extended – aiming for knowledge duplication; connective – aiming for knowledge 
creation; social – aiming for active participation and engagement; and transfer – 
aiming for learning and pedagogical transformation. The article moves on to discuss 
ways to design educational materials and curricula by applying learning theories of 
behaviorism, cognitivism, constructivism, and connectivism. Several instructional 
design models exist on this, including Bloom’s taxonomy, Gagne’s nine events model, 
the ADDIE model, Merrill’s principles, and the system approach model. These models 
can be combined and used together as they mostly share the same core principles, 
with only minor differences in scope and application criteria. The article 
complements its approach by providing detailed elements and a syllabus to design a 
MOOC course for cybersecurity in smart grids. This includes learning objectives, the 
projected level of retention, approaches used, criteria to increase attention and 
engagement, assessment criteria, and much more. This is supported by the design of 
real-time simulation exercises as an innovative approach that could offer the hands-
on training criteria that are highly required by the industry. Finally, a detailed 
strategy was provided to facilitate course delivery. 

The article concludes with a discussion of the challenges faced during course design 
and implementation. These mainly involve matching resources, adjusting retention 
rates and accordingly the weight of the course, retaining students, ensuring 
engagement, and addressing technical challenges depending on the deployed 
environment and systems utilized. All in all, technical and specialized MOOCs offer a 
feasible and practical way to deliver knowledge in an accessible manner, as long as a 
careful and detailed structure is adopted. 

4.5 Towards a social-cyber-physical model for the 
future power grid  

The fifth article, titled “Towards a Model for Assessing the Effects of Social-Cyber-
Physical Threats on the Future Power Grid – Review and Workshop Results,” focuses on 
threats targeting power grid systems through a rapid review and qualitative analysis 
approach. The article discusses ongoing changes in the energy system, highlighting 
increasing vulnerabilities, disruptive events, and the critical role of the power grid in 
society and the economy. It then argues for a future electrical power system model 
that considers threats and social factors alongside cyber and physical aspects. The 
article reviews existing power system models, identifying their applicability and 
limitations, before proposing a seven-domain system-of-systems framework for 
modelling the future power grid, its subsystems, and influencing factors. The main 
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contribution of this work is the proposed framework, which includes a detailed 
description of its subsystems and components, while also shedding light on 
behavioral and social aspects of power systems. 

As the energy system transitions into a fully digitalized cyber-physical infrastructure, 
driven by evolving demands and sustainability incentives, its complexity and 
vulnerability increase. Disruptive events are a major concern, with energy systems 
becoming more attractive targets due to their critical social and economic roles and 
the current shifts in political power dynamics. Several models of power grid systems 
exist to understand, analyze, and model grid dependencies. However, when it comes 
to disruptive events, these models lack thorough consideration of the human and 
social factors, as well as challenges emerging from integrating cyber-physical systems 
with social networks and advanced technologies. The article addresses this gap by 
introducing a third social layer into current cyber-physical models, analyzing how 
future power systems and their associated risks are addressed.  

The article then reviews key power grid system models, including ISO’s SGAM, NIST’s 
SGCM, and the Cyber-Physical Power Model. Among the limitations of existing models 
are their complexity, limited flexibility, segmented layered structures, weak 
interfacing and testing tools, interoperability constraints, and concerns related to 
cybersecurity, privacy, and regulation, as well as human error and behavioral factors. 
The article also examines the geopolitical landscape and how conflicts increasingly 
target critical infrastructure and energy systems to cause disruptions and interrupt 
services. Based on these challenges, it proposes a social-cyber-physical grid model 
that takes these issues into consideration, integrating seven interconnected domains 
of supply, demand, market, transmission-distribution infrastructure, control, social-
cultural, and disruption systems. These domains are interdependent, each 
influencing the others through two-way interactions. The article further provides 
remarks and insights into adopting this model for future power grid development. 

The article concludes by emphasizing the need to consider all contributing domains 
and factors when modelling power grid systems to enhance resilience and mitigate 
possible disruptions. Future work suggestions include examining intra- and inter- 
dependencies between infrastructure environments, analyzing cascading failures of 
critical components, and refining system descriptions within the proposed model.  

4.6 Insights into industrial systems and industrial data 
privacy 

The sixth article, titled “Industrial Systems and Industrial Data Privacy – A 
Comprehensive Review,” explores industrial systems and associated privacy issues 
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through a combination of narrative and systematic review methodologies with an 
explanatory synthesis approach. The article first examines industrial systems, 
highlighting their common types, features, and significance, before shifting to 
industrial data and its value. It then reviews and synthesizes 34 selected publications 
between 2017 and 2023, identifying key focus areas of industrial data and prominent 
issues and solutions emphasized in the literature. The main contribution of this work 
is categorizing industrial systems within different contexts, proposing a 
comprehensive definition of modern industrial systems, and developing 
comprehensive insights into industrial data privacy by addressing existing challenges 
and feasible solutions.  

Manufacturing has undergone a major transformation in recent decades, driven by 
the convergence of advanced IT and OT technologies, efficiency incentives, and the 
strategic utilization of industrial data. Industrial systems play a critical role in this 
transition, providing the intelligence and control needed to meet these objectives. 
Examining the literature on industrial systems, the article finds a lack of a unified 
definition describing these systems, with existing definitions varying significantly by 
context and sector. The article proceeds by investigating the types of industrial 
systems, identifying ten broad types that most industrial systems fall within, and 
highlighting key characteristics shared by modern industrial systems, including 
integration, connectivity, complexity, distributed control, data driven operations, and 
a focus on efficiency, reliability, scalability, and resilience. Based on these insights, it 
proposes a comprehensive definition of modern industrial systems, addressing their 
evolving role in industrial environments.  

Industrial data is central to advancing these systems, providing the foundation for 
their capabilities and holding significant value in maintaining consistency, utility, and 
competitiveness. However, its importance also makes maintaining the security and 
preserving the privacy of industrial data critical concerns. The reviewed publications 
indicate increasing attention to industrial data privacy since 2017, particularly in 
relation to emerging technologies such as IoT, Big Data, and Cloud computing. The 
article categorizes privacy research into eight interconnected themes, including 
privacy technology, security technology, Industry 4.0 and cyber physical Systems, 
cloud computing, Internet of Things, data analysis, artificial intelligence, and 
federated learning, showing the interdisciplinary and interconnected nature of the 
topic. It then highlights key challenges facing industrial data, such as data leakage, 
handling sensitive records, model learning, regulatory gaps, real-time performance 
limitations, scalability issues, the growing number of devices and data volumes, third-
party risks, and increased costs. The article also underscores governance and 
technical solutions proposed in the literature, including regulatory enforcement, 
anonymization, data minimization, differential privacy techniques, decentralized 
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architectures, access control and encryption mechanisms, and technologies such as 
blockchain, edge computing, and federated learning. 

The article concludes by synthesizing these challenges and solutions, highlighting 
open issues such as the continuous evolution of industrial systems and knowledge 
extraction techniques, the need for privacy-by-design measures, cost-effective 
privacy solutions, operator upskilling, and privacy-centric manufacturing 
approaches. It finally suggests that future research should focus on Privacy 
Enhancing Technologies (PETs), adaptive privacy frameworks, and addressing 
operational and computational constraints in privacy-preserving solutions.   

4.7 Realizing cyberprivacy through privacy-by-design, 
GDPR, and ISO/IEC 27701 

The seventh article, titled “Realizing Cyberprivacy: A Comparative Study and 
Implementation Roadmap Based on Privacy by Design Framework, GDPR and ISO/IEC 
27701,” examines the GDPR and ISO/IEC 27701 through a combination of narrative 
review and qualitative comparative analysis. The article explores the concept of 
cyberprivacy and emphasizes the need for approaches that support its realization. It 
first outlines the theoretical background surrounding cyberprivacy, then examines 
the Privacy by Design (PbD) framework and establishes a connection between 
cyberprivacy and PbD principles. Finally, it analyzes how PbD is addressed in both 
the GDPR and ISO/IEC 27701 privacy extension, offering insights into their 
similarities, potential overlaps, and ways to navigate conflicts in application. The 
main contribution of this work is identifying a set of features and differences between 
the GDPR and ISO/IEC 27701 to guide application and decision-making and 
presenting a twelve-step implementation roadmap for achieving cyberprivacy. 

As the technological landscape continues to evolve, new technologies and methods 
have introduced various benefits, yet have also intensified risks. These include 
monitoring, aggressive marketing, and the processing of personal data without 
agreement or consent. Previously, InfoSec measures guided by major cybersecurity 
standards, such as those from ISO/IEC, NIST, and ENISA, have long addressed data 
security and the CIA Triad. However, under current developments, personal and data 
privacy have remained only partially addressed. This is because InfoSec and 
cybersecurity approaches typically deal with raw data without considering its 
context and due to the rise of digital identity and its associated rights. Several efforts 
have been made to address data privacy, such as the EU Data Protection Directive, 
but these have proven outdated and insufficient. In response, the GDPR was 
introduced to modernize privacy controls and provide stronger protection, drawing 
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on legal and foundational concepts including PbD. Still, the GDPR remains broad and 
primarily compliance-oriented. ISO/IEC 27701 was then released to standardize 
privacy technologies and enhance ISMS through better data control and effective 
PIMS. However, this standard has seen limited adoption and offers only minimal 
guidance. The article focuses on these two standards to foster a more comprehensive 
understanding that can support their adoption and, in turn, the realization of 
cyberprivacy. 

The article proceeds by introducing the dimensions of cyberprivacy, including its 
relevance to cyberspace, cybersecurity, data privacy, and PII. To reduce ambiguity 
and avoid terminology confusion, it presents definitions of cyberprivacy from 
technical, socio-technical, rights-based, and legal perspectives. It then explores the 
PbD framework and how it is addressed within the GDPR, building a hypothetical 
model that utilizes GDPR principles to achieve cyberprivacy. The article continues 
with a closer review of the GDPR, followed by an overview of the ISO/IEC 27xxx 
series, including ISO/IEC 27001 – ISMS, 27002 – code of practice for security controls, 
27701 privacy extension, and related standards. A comparative analysis is then 
conducted, identifying detailed similarities and overlaps between the GDPR and 
ISO/IEC 27701. In line with this, the article highlights key features and differences 
between the two, along with potential challenges that may hinder adoption. 

The article concludes by building on this combined understanding and proposes an 
implementation roadmap for cyberprivacy that incorporates elements from the 
GDPR and ISO/IEC 27701, outlining twelve detailed steps that integrate these 
concepts. Finally, the article emphasizes that realizing cyberprivacy requires 
additional supporting approaches and stresses that the GDPR and ISO/IEC 27701 are 
not interchangeable, but should be adopted together. Moreover, it recommends the 
integration of socio-technical theory and related approaches to address privacy in a 
more comprehensive manner than through technical and managerial perspectives 
alone. 

4.8 Transitions of cybersecurity and sustainable 
energy  

The eighth article, titled “Resilient or Vulnerable Twin Transition? A Multi-System 
Perspective on the Intersection of Sustainability and the Electricity-Based Digitalized 
Energy System,” examines the transformation of the energy sector through the twin 
transition by combining narrative and qualitative review approaches with a multi-
system perspective analysis. The article investigates how cybersecurity and energy 
systems are represented in transitions research, explores the changing landscape and 
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its implications, and emphasizes the need to expand existing transition frameworks 
to address these changes. The article first examines existing transition literature, 
frameworks, and practices of both IT and OT. It then considers a multi-system 
perspective, drawing insights from a Nordic case study on the Electricity-Based 
Digitalized Energy System (EBDES). Finally, it complements the analysis with insights 
from semi-structured workshops and discussion sessions. The main contribution of 
this work is supporting transition research by addressing the intersections of 
digitalization and security in energy systems, and examining the role of system 
interactions in shaping the twin transition.  

As the European Union focuses on sustainability and green transition goals, it 
recognizes the importance of digitalizing energy systems and shifting towards 
electricity-based energy. This twin transition – combining sustainability and 
digitalization – has been reshaping the energy sector, introducing new technologies, 
capabilities, and opportunities while also creating new risks. This transition is not 
only a technical transition, but rather a socio-technical one that blends societal norms 
with technical practices. Despite the wide implications of this shift, the role of 
cybersecurity in socio-technical energy transitions remains underexplored. The 
article addresses this gap by examining system-wide changes and new dynamics 
within the energy system to understand such a socio-technical transformation. It 
emphasizes that this transformation occurs along with the simultaneous evolution of 
various interconnected STS, thus requiring a comprehensive and holistic approach to 
address it. The article then analyzes the contributing factors of this transformation, 
emphasizing the growing importance of energy and digitalization in transition 
research and introducing Geels’ Multi-Level Perspective (MLP) framework to 
visualize the emergence of innovations, pressure impacts, and established regime 
transformations. It then highlights the role of IT and OT convergence, driving the 
evolution of energy systems, and explores the shift towards EBDES. Following this, it 
discusses the changing cybersecurity landscape, underscoring the importance of 
energy system cyber resilience while recognizing the new risks being introduced.  

The article proceeds by introducing Breitschopf’s Multi-System Interactions (MSI) 
framework to explore how STS interactions influence transitions. The framework 
involves identifying system interfaces, defining relationships, assessing system 
impacts, and evaluating interaction intensities over time. For the application of the 
framework, the Nordic EBDES case, including studies of the Nordic energy sector and 
workshops with energy experts, was used. The analysis reveals a range of insights, 
including – but not limited to – interfaces involving actors, institutions, infrastructure, 
technologies, knowledge, and resources; structural, functional, and competitive 
relationships; intensifying interactions; and inter-, intra-, and transformative 
impacts. These findings highlight how EBDES is reshaping electricity systems and the 
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whole energy sector in ways that increasingly resemble ICT structures. Workshop 
and semi-structured discussion sessions reinforced findings and provided empirical 
insights, focusing on the evolving technical and legal dimensions, growing regulatory 
complexity, emerging risks from IT and OT convergence, and socio-cultural 
challenges such as fairness, human-related risks, and awareness needs.  

The article concludes by discussing the findings and building a shared understanding 
of the transition based on the applied framework and empirical insights. It 
emphasizes the complexity of the transformation and the importance of multi-
perspective research that addresses its various components in depth. Finally, it 
suggests future research directions, including technological developments and 
studying the implications of the new NIS2, Critical Entities Resilience (CER), and 
Cyber Resilience Act (CRA) for the energy sector.  
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5 CYBERPRIVACY, CYBERSECURITY, AND SMART 
GRIDS – AN INTEGRATIVE APPROACH 

This chapter applies the conceptual framework synthesis approach introduced in 
Chapter 3 to integrate the domains of cyberprivacy, cybersecurity, and smart grid 
strategies into a unified model for protecting critical infrastructure. The synthesis 
follows a structured six-step process (Carroll et al., 2013; Schryen, 2015), involving: 
1) choosing a framework as the main analysis lens, 2) defining a priori constructs, 3) 
performing a deductive coding and mapping of literature to the constructs, 4) 
conducting an inductive analysis to identify new insights and themes, 5) refining the 
framework by merging constructs with the new findings, and, 6) examining and 
interpreting the expanded framework. The chapter is structured around this process, 
beginning with the analytical lens and progressing through the synthesis stages to the 
presentation of the integrated model.  

5.1 Step 1 – Choosing a framework: Socio-Technical 
Systems Theory  

As highlighted in Chapter 3, the Socio-Technical Systems model (STS) is chosen as the 
main lens for guiding the analysis and synthesis of findings. STS is a framework within 
the IS field that facilitates understanding of the relationships and interactions 
between technical subsystem, e.g., technology, systems, and processes, and the social 
subsystem, e.g., people, organizations, cultures, and structures (Baxter & 
Sommerville, 2011; Sittig & Singh, 2010). Figure 12 shows the STS framework and 
how its different dimensions are interrelated (Dang & Vartiainen, 2024). STS suggests 
that the social and technical domains are not distinct but rather interdependent. The 
theory emphasizes the dynamic and continuous interactions and the mutual 
influences between social and technical dimensions. In practice, the theory suggests 
that the design of the technical subsystem should take social considerations into 
account to reflect human and organizational needs. Likewise, it suggests that the 
social subsystem should be structured around technical capabilities to leverage 
technology effectively, support social processes, and avoid conflicts or disruptions. 
Figure 13 illustrates the main characteristics of the social and technical domains 
(Militello et al., 2014). As shown in Figure 13, the area where both domains overlap 
is where joint optimization occurs, supported by measures as well as continuous 
evaluation and adaptation of both social and technical elements.  

Clearly, STS is chosen as the analytical lens for its integration of social and technical 
dimensions, which aligns with this dissertation’s focus on cybersecurity and 
cyberprivacy as socio-technical phenomena. This framework provides a useful 
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perspective for analyzing these topics, framing cybersecurity not merely as a 
technological issue but as a socio-technical challenge involving user behavior, 
organizational practices, and system design (Malatji et al., 2019), and positioning 
cyberprivacy at the intersection of social norms, legal standards, and digital 
architectures (Knijnenburg et al., 2022). 

 

Figure 12. STS framework dimensions and their interconnections [adopted and 
edited from Dang & Vartiainen, 2024]. 

 

Figure 13. Key characteristics of the social, technical, and socio-technical domains 
[adopted and edited from Militello et al., 2014]. 
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5.2 Step 2 – Core elements of cyberprivacy, 
cybersecurity, and smart grids 

Applying the STS framework to offer a multidimensional perspective, the key 
components of cyberprivacy, cybersecurity, and smart grids – drawn from ISO/IEC 
standards, the GDPR, NIST, SGAM, and SGCM – are categorized into the technical 
subsystem, social subsystem, and socio-technical subsystem, which captures the 
interactions and alignments between the two to support effective critical 
infrastructure protection. It is worth noting that some components may appear as 
constructs across different subsystems with different meanings and roles or as part 
of other constructs, and therefore might not always be identifiable as separate 
entities. 

• Technical subsystem: 

o Privacy by Design, privacy-preserving technologies, and data 
protection mechanisms 

o data encryption, access control, and identity management  

o intrusion detection and prevention  

o logs and event management 

o grid automation and control systems 

o communication protocols and network security standards 

o hardware and software management  

o analytics and advanced detection algorithms and tools 

o cyber-physical systems and human-computer interaction 

o resilience technologies  

o digital twins and simulation models 

• Social subsystem: 

o user knowledge, awareness, training, skills, behavior, and digital 
literacy 

o organizational culture and ethical norms 
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o regulatory, compliance, and governance frameworks 

o communication, collaboration, and stakeholder engagement 

o incident response, roles, and coordination 

o policy enforcement and accountability  

• Socio-technical subsystem: these components correspond to those outlined 
above and are presented in more detail in Section 5.2.4 as the explicit a priori 
coding categories for deductive coding. 

5.2.1 Cyberprivacy 

As highlighted in Chapter 2 and Articles 1, 2, 6, and 7, cyberprivacy refers to the 
protection and control of personal and organizational information within cyberspace 
and interconnected environments. In the context of smart grids and critical 
infrastructure, it involves protecting sensitive personal and operational data against 
unauthorized access, monitoring, or misuse, while ensuring transparency, consent, 
and control over data collection, use, sharing, processing, dissemination, and storage. 
This protection operates across legal, societal, technical, and socio-technical levels. 
For the deductive coding process, cyberprivacy is realized through a set of well-
established theoretical and technical constructs identified from the GDPR, ISO/IEC 
27701, and ISO/IEC 27001 and 27002, as shown in Table 2.  

Table 2. Cyberprivacy constructs, explained. 

Code Construct  Definition 

CP1 Privacy by Design A framework for embedding privacy protection into 
systems from the design phase 

CP2 Data minimization A privacy principle that targets collecting only the 
necessary amount of data 

CP3 Encryption and 
anonymization 

Technical methods for protecting data through 
coding and removing identifiers  

CP4 User consent and 
access control 

Processes that ensure agreement on data collection 
and that only authorized entities can access data 

CP5 Regulatory compliance  Ensuring adherence to privacy regulations and 
standards 

CP6 Organizational privacy 
culture  

The shared attitudes, values, and behaviors that 
prioritize and support privacy protection 
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5.2.2 Cybersecurity 

As highlighted in Chapter 2 and Articles 1, 2, 4, 5, 6, and 7, cybersecurity encompasses 
the measures, policies, and practices implemented to protect information systems, 
networks, and digital assets from unauthorized access, accidental damage, 
disruption, and compromise of data integrity (NIST, 2018). Within energy systems, 
these measures cover both IT and OT environments. For the deductive coding, 
constructs are drawn from NIST and ISO/IEC 27001 and 27002, as presented in Table 
3. 

Table 3. Cybersecurity constructs, explained.  

Code Construct  Definition 

CS1 Threat identification and 
risk assessment  

A Process for finding potential threats, evaluating 
their impacts, and prioritizing protection efforts 

CS2 Access control 
mechanisms 

A technique and tools to limit which entities can 
access data, systems, and resources based on 
assigned permissions 

CS3 Intrusion detection and 
prevention  

Systems and procedures that monitor for 
unauthorized activities and prevent or mitigate 
threats  

CS4 CIA Triad: Confidentiality, 
Integrity, and Availability  

A security model defining the core goals for 
keeping data private, accurate, and accessible 
when needed 

CS5 Regulatory compliance 
and technical standards 

A set of legal requirements and best practices to 
maintain security 

CS6 Security culture and 
governance 

An organizational approach to support ongoing 
security efforts and security management 

 

5.2.3 Smart grid strategies  

As highlighted in Chapter 2 and Articles 3, 4, 5, and 8, smart grid strategies refer to 
the approaches, technologies, and policies used to modernize energy systems by 
integrating communication, automation, intelligence, and real-time operations to 
enhance the reliability, efficiency, security, and sustainability of power systems. For 
the deductive coding, key constructs are identified from NIST SGCM, ISO/IEC SGAM, 
and ISO/IEC 62351 – “Cybersecurity for Energy Systems” (Hussain et al., 2019), based 
on the interdisciplinary nature of smart grids, which integrate electrical engineering, 
information technology, and socio-technical aspects, as described in Table 4. 
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Table 4. Smart grid constructs, explained.  

Code Construct  Definition 

SG1 Advanced Metering 
Infrastructure (AMI) security 

A framework for protecting smart metering 
systems and exchanged data 

SG2 Distributed Energy 
Resources (DER) integration 

A process for securely connecting and 
managing decentralized energy sources 

SG3 Grid automation and control  A system and tools for monitoring, managing, 
and adjusting grid operations 

SG4 Resilience and recovery 
mechanisms  

Strategies and tools for overcoming 
disruptions and restoring operations 

SG5 Regulatory frameworks  A set of rules and policies that guide a secure 
and reliable energy system operations 

SG6 Consumer engagement  An approach for involving users in energy-
related decisions, behaviors, and data sharing 

SG7 Education and workforce 
development 

Efforts to build knowledge and skills for 
maintaining secure energy systems 

 

5.2.4 Socio-Technical (Joint optimization) subsystem 

Finally, to address the interactions, alignment, and interfaces across the domains of 
cyberprivacy, cybersecurity, and smart grid strategies and to ensure their 
coordinated adoption for protecting critical infrastructure, socio-technical constructs 
identified from selected literature are presented in Table 5 for joint optimization. It 
is worth noting that this list covers general themes and is not exhaustive, as 
additional relevant constructs may exist beyond those captured here.  

Table 5. Socio-technical joint optimization constructs, explained. 

Code Construct  Definition 

ST1 
Privacy-security balance and 
trade-offs (Porcedda, 2023; 
Viganò et al., 2020) 

An approach for managing tensions 
between protecting privacy and ensuring 
system security and associated benefits 

ST2 

Integration of cyberprivacy and 
cybersecurity controls within 
smart grid operations (Fhom & 
Bayarou, 2011; Leszczyna, 2018) 

A strategy for embedding privacy and 
security measures into the functions of 
energy systems 
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Code Construct  Definition 

ST3 

Socio-technical risk assessment 
and resilience strategies 
(Montoya-Rincon et al., 2023; 
Clarke et al., 2022) 

A framework for evaluating risks across 
technical and social domains and 
associated adaptive response plans 

ST4 
Human-technology interaction in 
operational contexts (Voordijk & 
Dorrestijn, 2021; Aaltola, 2021) 

An area of focus examining how people 
work with and respond to different 
systems to enhance both user 
experience and system performance  

ST5 

Cross-functional collaboration in 
threat intelligence and 
vulnerability management 
(Miryala & Gupta, 2022; Daniel & 
Victor, 2024) 

A practice that brings different roles, 
departments, and sectors to share 
knowledge, respond to security risks, 
and plan protection strategies.  

ST6 
Alignment of regulations and 
technical standards (Paravano et 
al., 2024; Shameem, 2024 ) 

A coordination effort to ensure the 
effectiveness of legal and technical 
requirements without conflict 

ST7 

Continuous monitoring to ensure 
coordination between technical 
systems and organizational 
policies and practices (Beridze & 
Lomidze, 2024; Adams, 2024) 

A procedure for regularly checking that 
technical operations remain aligned with 
organizational policies and practices  

 

5.3 Steps 3 and 4 – Interconnections and 
interdependencies  

5.3.1 Deductive coding 

This section applies the deductive coding process to the compiled set of articles, using 
the a priori constructs identified in the previous section, as presented in Table 6. 
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Table 6. Deductive coding process. 

Code A1 A2 A3 A4 A5 A6 A7 A8 

CP1         

CP2         

CP3         

CP4         

CP5         

CP6         

CS1         

CS2         

CS3         

CS4         

CS5         

CS6         

SG1         

SG2         

SG3         

SG4         

SG5         

SG6         

SG7         

ST1         

ST2         

ST3         

ST4         

ST5         

ST6         

ST7         
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The deductive coding of the eight articles against the a priori constructs reveals a 
clear emphasis on technical protection measures, while higher-order design and 
governance dimensions remain underexplored and require more consideration. 
Across the cyberprivacy domain, encryption and anonymization techniques, along 
with consent and access-control mechanisms, receive the most attention, indicating 
a consistent focus on protecting data confidentiality at the transaction level. However, 
foundational principles such as Privacy by Design and Data minimization are notably 
absent and governance-oriented constructs – including Regulatory compliance and 
Organizational privacy culture – remain under-addressed. This gap suggests that 
privacy protection has relied more on operational controls than on embedding 
privacy considerations into system lifecycles and corporate policies. 

Similarly, in the cybersecurity domain, Threat identification and risk assessment, the 
CIA Triad, and Regulatory compliance emerge prominently. Yet, constructs related to 
continuous monitoring, such as Intrusion detection and prevention and Security 
culture and governance are underrepresented. The deductive process also noted a 
lack of standardization and conflicts, as emphasized in the CS5 construct. This pattern 
indicates a strong theoretical grounding in assessing potential threats but relatively 
limited attention to the operational processes and human-centered practices 
required for real-time detection, response, and recovery. For a resilient critical-
infrastructure framework, it will be essential to integrate both strategic risk 
assessment and tactical incident-management capabilities. 

Analysis of smart grid strategies highlights considerable attention given to Resilience 
mechanisms and Recovery planning, including redundant architectures, alongside 
targeted Educational and upskilling initiatives. In contrast, core infrastructure 
technologies such as Advanced Metering Infrastructure, Distributed Energy 
Resources, and Grid automation and control did not receive the expected attention. 
This may be because these technologies are highly specific, while the articles covered 
broader topics. This suggests that while system reliability and stakeholder 
participation and knowledge have been central concerns, there is room to deepen the 
analysis of underlying grid technologies to enable both security and performance 
improvements.  

Finally, the socio-technical constructs are unevenly addressed. Privacy-security 
balance and Integration of cyberprivacy and cybersecurity controls within smart grid 
operations receive considerable attention, reflecting their critical importance. 
However, Socio-technical risk assessment and Alignment of regulations and 
standards could be examined more thoroughly. Human-technology interaction as in 
OT emerges as a significant topic, whereas Cross-functional collaboration and 
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Continuous monitoring receive the least attention, indicating a need for greater 
attention on these areas. 

Taken together, the analysis highlights the necessity of integrating socio-technical 
constructs into the unified framework, as well as of embedding design-stage and 
governance constructs, such as Privacy by Design and Organizational privacy culture, 
to balance the focus on technical controls. The findings also reveal that the gap 
between strategic and operational risk assessment must be bridged and that the 
analysis should extend beyond resilience to include foundational and emerging 
technologies. Addressing these gaps will help ensure the final STS-informed model 
captures the full complexity of CIP from both technical and social dimensions.  

5.3.2 Inductive coding analysis 

Following the deductive coding process, it was clear that the a priori constructs 
covered most of the topics discussed in the articles. However, thorough inductive 
coding identified a few overlapping and additional patterns that extend beyond the a 
priori constructs, as presented in Table 7. 

Table 7. Inductive coding process. 

Theme Coverage Article 

Architectural complexity beyond encryption  New  A1 

End-user involvement in security architectures New  A1 

Protected zones as context-specific privacy domains New  A2 

Cyber-insurance for intangible privacy and cyber risks  New  A2 

Emerging privacy-enhancing methods and technologies New  A6 

Sustainability and twin-transition nexus in cybersecurity 
and cyberprivacy New  A5, A8 

Privacy as user configurability and transparency New  A1 

Trust, transparency and ethics  Overlapping A1, A2 

Multi-perspective governance and social-cyber-physical 
risk Overlapping A2, A5 

Education and training innovations Overlapping A3, A4 

Multi-domain privacy conflicts  Overlapping A1, A2 

User-centric configurability and design  Overlapping A1 

Terminology ambiguity and taxonomy gaps  Overlapping A2, A7 
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The inductive coding of the eight articles reveals several themes that extend beyond 
the a priori constructs, bringing novel dimensions and deepening the synthesis. 

First, a set of new themes emphasizes emerging concerns around how architectural 
and contextual factors shape privacy and security. For example, Architectural 
complexity beyond encryption (A1) highlights that system heterogeneity introduces 
risks not captured by standard cryptographic measures. Similarly, End-user 
involvement in security architectures (A1) and Privacy as user configurability and 
transparency (A1) emphasize that concrete resilience and trust depend on 
interactive, user-centric controls rather than on back-end mechanisms. The notion of 
Protected zones as context-specific privacy domains (A2) further suggests that 
privacy protections can be tailored at certain levels, which challenges the 
one-size-fits-all assumption of many frameworks. 

Second, themes such as Cyber-insurance for intangible privacy and cyber risks (A2) 
and Emerging privacy-enhancing methods and technologies (A6) point to financial 
and technical innovations that are not yet embedded in traditional models. The 
appearance of Sustainability and twin-transition nexus in cybersecurity and 
cyberprivacy (A5, A8) highlights a growing recognition that environmental and 
digital transitions interact, creating hybrid risk landscapes where energy transition 
and data protection intersect. These insights call for expanding the framework to 
include risk-transfer mechanisms and the relationship between sustainability goals 
and socio-technical security. 

Third, several overlapping themes highlight areas where existing constructs lacked 
sufficient detail. Trust, transparency and ethics (A1, A2) and Multi-perspective 
governance and social-cyber-physical risk (A2, A5) reveal that governance must span 
ethical considerations, multi-stakeholder viewpoints, and the full cyber-physical 
spectrum. Education and training innovations (A3, A4) restates the importance of 
upskilling but introduces novel approaches beyond standard workforce 
development. Multi-domain privacy conflicts (A1, A2) and Terminology ambiguity 
and taxonomy gaps (A2, A7) highlight persistent tensions when policies for different 
domains clash and when the field lacks a thorough consideration of a unified 
vocabulary. 

Taken together, these emergent themes indicate that the unified framework must not 
only integrate technical, social, and joint-optimization constructs but also 
accommodate dynamic architectures, financial and insurance instruments, 
sustainability interdependencies, and evolving educational and ethical dimensions. 
Incorporating these insights will ensure that the suggested model remains adaptable 
to emerging technologies, contextual nuances, and the complex governance 
landscapes characteristic of CIP. 
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5.4 Step 5 – Current gaps and challenges – The need 
for a new conceptual framework for CIP  

From the deductive analysis, it is clear that existing frameworks focus heavily on 
technical protection measures while giving limited attention to higher-level design, 
governance, and socio-technical aspects – even though these were emphasized as 
important. This creates a noticeable gap between strategic risk assessment and 
operational incident management that remains unaddressed. The deductive phase 
also revealed a lack of consideration for foundational and emerging technologies, 
which could lead either to missed opportunities or to increased exposure to new risks 
stemming from them. The inductive analysis further emphasized this point by 
introducing new themes that centered on architectural complexity, user 
configurability, and deeper user involvement. It also pointed to governance-related 
challenges that span ethics, multi-stakeholder perspectives, and ambiguity in 
terminology. These themes underscore the need for more adaptable, inclusive, and 
future-aware approaches to CIP. 

Furthermore, earlier research confirmed that existing CIP models often overlook 
several of the key aspects identified here – namely, privacy, integration, 
comprehensiveness, and adaptability to modern and emerging technologies. This is 
particularly apparent in models used within the energy sector, such as SGAM and 
SGCM, where similar shortcomings were found. Moreover, while standards like 
ISO/IEC provide a base for cybersecurity practices, they tend to function more for 
compliance checklists, offering only the bare minimum, with limited guidance and 
oversight. 

These insights emphasize the need for a comprehensive, holistic, STS model for CIP 
that expands beyond technical and operational controls to address the current 
complexities and demands emerging across critical infrastructure.  

5.5 Step 5 (continued) and Step 6 – Towards a unified 
framework for critical infrastructure protection 

Drawing on the deductive and inductive analysis, as well as the current gaps and 
challenges identified, an abstracted, conceptual unified framework for critical 
infrastructure protection that addresses the current needs and integrating 
cyberprivacy, cybersecurity, and smart grid strategies is presented in Figure 14. 
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Figure 14. The proposed unified framework for critical infrastructure protection.  

The proposed model builds on the holistic approach to enhancing CIP presented in 
Chapter 2 (Figure 9), incorporates the model developed in Article 5 for assessing 
social-cyber-physical threats of the future power grid, and draws on NIST’s 
Cybersecurity Framework (CSF), the GDPR, and ISO/IEC 27001, 2, and 27701. It 
adopts the system-of-systems concept and spans seven domains, each of which may 
contain its own subdomains, as follows: 

• Policies and organizational governance: This domain covers the formal rules, 
norms, commitment, and strategic directives shaping how an organization 
manages its obligations as well as risks. 

o Financial and insurance mechanisms: This reflects the need for risk-
transfer strategies to complement internal controls and help absorb 
potential losses for recovery. 
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o Sustainability nexus: This embeds environmental goals alongside 
resilience and digital security objectives to ensure supporting 
decarbonization and grid-stability requirements.   

o Ethics, transparency, and trust: This covers guiding principles and 
communication practices that help build stakeholder confidence and 
conformance through clear notices, ethical data handling, and 
accountability measures. 

• Risks and Threat analysis: This domain provides systematic methods to 
identify, assess, and prioritize potential risks to proceed with the right 
controls. 

o Threat and vulnerability assessment: This combines identification of 
likely attack vectors, adversary capabilities, failure modes, gap 
analysis, and processes to uncover weaknesses.  

o Impact quantification and risk prioritization: This builds scenarios to 
quantify potential consequences and cascading effects to inform risk 
prioritization, adjust controls, as well as risk-transfer policies. 

• Socio-technical and human factors: This domain explores the relationship 
between people, processes, and technology, reflecting on behavior and 
organizational culture affecting security, privacy, and protection outcomes.  

o Organizational security and privacy: This examines how 
organizational values and behavior influence adherence to controls 
and proactive risk practices. 

o Human-technology interaction and usability: This assesses ability to 
use OT systems effectively 

o Education and training innovations: This covers scenario-based 
education, micro-learning, and tools for upskilling and increasing 
engagement and retention.  

• Interdependency and multi-system interaction: This domain provides 
understanding and insights on systems’ connectedness and the transfer of 
attacks and failures to other systems  

o Dynamic architectural complexity: This addresses evolving system 
topologies and heterogenous components that may introduce new 
risk vectors beyond known ones. 
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• Cyberprivacy and data governance: This domain provides the policies, 
procedures, and controls for ensuring data is collected, stored, processed, and 
disposed of according to established legal requirements, privacy principles, 
and agreements.  

o Data lifecycle management: This ensures that that data is collected, 
stored, shared, archived, and deleted according to legal requirements, 
directives, and agreements.  

o Privacy-enhancing technologies: This provides advanced technical 
controls to protect data confidentiality while enabling data utilization 
and analytics. 

o Consent and user transparency: This provides mechanisms for 
configurability, consent, and data access-control. 

• Protection and mitigation scheme: This domain provides the set of technical 
and operational controls designed to prevent, detect, and respond to risks and 
breaches. 

o Continuous monitoring and incident management: This involves real-
time data, alert systems, and response actions that support swift 
detection, control, and recovery.  

• Evaluation metrics: This domain provides the key performance indicators 
and measures used to track the effectiveness, efficiency, and resilience of 
overall the implemented framework, in addition to enabling continuous 
improvement.  

5.6 Step 6 (continued)– Implications and 
Interpretation 

The proposed model addresses the gaps in existing CIP approaches comprehensively 
by integrating concepts from cyberprivacy, cybersecurity, and operational continuity 
into a single socio-technical framework that spans governance, risk, human factors, 
and technical implementations. The model considers systemic and cross-sectoral 
interdependencies to ensure that both technical measures and human-organizational 
factors are well aligned for effective critical infrastructure protection. Rather than 
treating cyberprivacy, cybersecurity, and smart grid strategies separately, the model 
connects their concepts across seven interdependent domains. This integration 
enables a thorough understanding of the measures needed to protect critical 
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infrastructure and mitigate vulnerabilities that are not only systemic, but also 
organizational and behavioral, which are often overlooked.  

While this model was built with smart grids and the energy sector as the core focus – 
given their central role in critical infrastructure – it was developed at a high level of 
abstraction. This was done to ensure that the concepts are clearly captured while 
remaining applicable across other critical infrastructure sectors. The intention was 
not to prescribe specific tools or solutions, but to maintain the model’s 
comprehensiveness and adaptability. Lastly, although the framework does not 
explicitly show it, it is inherently cyclic, allowing for ongoing refinement and 
continuous improvement. 

In summary, the proposed framework offers a practical foundation for researchers 
and practitioners seeking to examine and secure critical infrastructure in an 
increasingly digitalized and interconnected environment.  
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6 DISCUSSION AND CONCLUSIONS 

This chapter completements the dissertation by discussing the work as a whole, 
presenting its contributions, limitations, future directions, and concluding remarks.  

6.1 Discussion 

This dissertation focused on implementing measures of cyberprivacy, cybersecurity, 
and smart grid strategies to protect critical infrastructure. It was designed to 
investigate threats and risks beyond the technical level, including human and 
organizational dimensions. Choosing cyberprivacy as a core concept provided a 
foundation for protection schemes, norms, legislation, and societal aspects. 
Cybersecurity, meaning technical security measures, was examined alongside the 
human factor, which clearly emerged as a gap across various studies. The smart grid 
strategies revealed the sector’s reach across technical, social, legal, and 
organizational domains, showing that protecting critical infrastructure requires 
understanding their interconnections and interdependencies. 

From these insights, a key takeaway of this dissertation is that fragmented solutions 
most likely will not work. In such interconnected environments, comprehensive, 
multidisciplinary, and multi-perspective approaches are needed to cover all 
protection aspects equally. The interpretative approach used in this dissertation gave 
the flexibility necessary for investigating such a complex topic. When combined with 
socio-technical systems theory, it provided insights and guidance unavailable from 
social or technical perspectives alone. 

Building on this foundation, the integrative interpretative conceptual framework 
synthesis that guided the analysis and development of the proposed unified model 
proved effective. It offered insights into critical domains, their needs, and how to 
address them abstractly to allow reflection and generalization. The proposed model 
integrates seven interdependent domains, covering cyberprivacy, cybersecurity, 
operational continuity, governance, risk, human factors, and technical 
implementations, into a single socio-technical framework. This closes key gaps by 
bridging technical controls with organizational and behavioral factors. It supports a 
holistic understanding of critical infrastructure protection, highlighting systemic and 
cross-sectoral interdependencies that require adaptable, inclusive strategies capable 
of handling evolving risks and emerging technologies. 

While built at a high level of abstraction, the model applies beyond the energy sector, 
supporting broader adoption and ongoing refinement. It shifts the focus from siloed 
solutions towards a cohesive and resilient approach aligned with current critical 
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infrastructure complexities. The dissertation shows that current protection 
initiatives often overlook these wider perspectives, focusing on specific risks without 
enough attention to interdependencies, cascading effects, or the people who operate 
or are affected by these systems. 

In summary, this work offers a solid foundation for securing critical infrastructure in 
a digitalized and interconnected environment. It stresses the need for continuous 
improvement, cross-disciplinary collaboration, and approaches that go beyond 
technical fixes to include governance, human factors, and systemic complexity. 

6.2 Results and overall contributions  

This dissertation offers several theoretical and conceptual contributions: 

• It provides a clear and systematic overview of the philosophy of science 
relevant to this research, including methods, paradigms, and stances, which 
clarifies the research process and enhances its rigor. 

• It highlights the evolving dynamics of critical infrastructure protection, 
emphasizing the pressing need for comprehensive and integrated approaches 
that go beyond traditional technical solutions. 

• It demonstrates the importance of cyberprivacy as a foundational concept, 
advocating for its inclusion in future protection schemes to address emerging 
challenges in digitalized infrastructures. 

• It advances socio-technical systems research by systematically applying STS 
concepts to develop a more robust and context-aware model for critical 
infrastructure protection. 

• It proposes a comprehensive, multi-domain model for critical infrastructure 
protection that addresses current challenges and fills significant gaps in 
existing frameworks, with potential applicability beyond the energy sector. 

• It bridges conceptual theory with real-world challenges, opening new paths 
for future research and encouraging further exploration of integrated, 
adaptive protection strategies. 
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6.3 Limitations and future work 

Although many limitations were addressed during this work, some remain: 

• The focus was on the energy sector as a core critical infrastructure 
component. The proposed model was designed to be generalizable, but 
applying it to other critical infrastructure domains may require adapting 
technical descriptions to fit their specific nature and demands. 

• The research primarily used qualitative methods aligned with the project 
tasks. Results would benefit from deeper statistical, numerical, and 
quantitative analyses. For example, conducting sensitivity analyses on 
cascading effects within specific critical infrastructures could strengthen 
findings. 

• This work applied the socio-technical systems theory as its main theoretical 
lens. Incorporating additional theories could provide further insights to the 
synthesis. However, this should be approached carefully to avoid confusion 
or conflicting interpretations. 

Future work includes: 

• Studying privacy-enhancing technologies alongside advanced privacy 
methods, such as differential privacy. 

• Applying Actor-Network Theory to better understand dependencies and 
interfaces between systems. 

• Investigating the new ePrivacy directive in more detail to integrate it into the 
protection framework. 

• Testing and refining the unified framework across different critical 
infrastructure domains to produce practical insights and adjustments. 

• Developing further educational approaches beyond the current MOOC format 
and extracting insights from these initiatives. 

6.4 Conclusion 

This work addresses the urgent need for comprehensive critical infrastructure 
protection amid rapid digital transformation and increasing complexity. It 
demonstrates that conventional models, focused mainly on technical measures, fall 
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short in addressing the evolving interdependencies and socio-technical challenges 
inherent to sectors like energy. By developing a unified, multidisciplinary framework 
that integrates cyberprivacy, cybersecurity, and smart grid strategies across seven 
key domains, the work bridges critical gaps and offers a foundation for more resilient, 
inclusive protection approaches. 

The framework’s broad scope and abstraction make it applicable beyond the energy 
sector, supporting adaptable strategies that reflect real-world complexities and 
human factors. This approach shifts the focus to holistic protection that balances 
technical measures with governance, privacy, and organizational needs. Overall, the 
dissertation provides a foundation for ongoing research and practical advancements, 
emphasizing the need for continuous evolution in protecting critical infrastructure in 
an interconnected world. 
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POSTSCRIPT  

First, I thought I was following an interpretivist approach, but I realized I might have 
mixed it with a constructivist approach without noticing. Luckily, that does not 
change any of the dissertation’s results, since the two are closely related subjective 
approaches, with differences that are more philosophical than practical in this 
context. 

Second, I planned to use the Actor-Network Theory to support the synthesis and 
generate further insights. However, while studying and trying to apply the theory, I 
realized it does not really fit the synthesis and analysis section, and that it probably 
should have been adopted much earlier, during the problem formulation phase. Since 
I was already at the final stage, and after realizing that the theory would not bring 
anything significant at this point, I had to discard it. Still, I have to admit that I learnt 
something useful from studying this theory, and I might – and should – apply it in 
future research, at the right phase this time. 

That was it!  
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Abstract –Privacy is a vital asset to individuals, where with it 

only they can possess control over their native information and 

data. The current dependency on the Internet, data networks, 

and cellular communication created the need for a robust unified 

security and privacy standardization that can keep these systems 

safe, and well-secured, while adopting the users’ right to privacy. 

This required standardization should be ready within the 5G 

time frame. This would help the upcoming system to benefit from 

the power of full functionality and controllability offered by the 

complete security and privacy protection. This in turn will be 

potential for more data services and applications to become more 

common, since they are covered by the big umbrella of security 

and privacy. In this paper, we have concerned these issues. Here, 

we disassemble security and privacy to their main components, 

and we point out the main shortages in the current deployments. 

Then we provide a broad review to precisely describe privacy, 

and its associated complexities. After that, we bring a set of 

individual solutions for the different discussed factors. The main 

outcome of this work comes after, by introducing a unified model 

for information privacy preservation, which combines all 

discussed topics. As an addition, we also provide a set of technical 

recommendations regarding the way how the proposed model 

should be implemented. 

Keywords—privacy; safety; security; communication parties; 

conflict of interests and costs 

I. INTRODUCTION 

The rapid development of computation and communication 
systems has opened new opportunities that couldn’t exist 
earlier. Currently, many services can be offered to users over 
different network devices such as table computers or 
smartphones. As a result, the combined use of local area 
networks and the Internet has created new concepts, such as 
industrial Internet, Internet of Things (IoT), converged 
networks, and many others. These advancements are not 
limited to the communication sector only, but they as well play 
an important role serving other technologies, and industries, 
e.g. smart grid in electricity, remote monitoring in the health 
sector, e-commerce, and online banking services. Once the 
communication systems have become such diverse, and broad, 
they become more complicated, and the amount and types of 
security risks as a result increase. 

Safety, security, and privacy measures are in need to 
protect users and their assets. Telecommunications and data 

technologies can play a double role here. Deployments can opt 
to provide a means to protect users, or in contrast cause harm 
by revealing vital, personal, and private information. This later 
scenario can occur unintentionally or maliciously, also with or 
without users’ awareness and permission. The current 
architecture of Internet and internetworks allows data to 
traverse through many networks in the way to its destination. 
These networks can differ in terms of trustworthiness, and 
acceptable security measures. The existing architecture 
provides many benefits in connectivity and reachability, but 
also allows many threats in data protection and data control. As 
a consequence, advanced measures for privacy are required to 
protect end users’ data. 

Privacy is an ethical requirement, a technology trend, and 
for advanced deployments it is a rule of thumb. This rather 
exists from the fact that privacy exceeds security to include 
controllability, configurability, transparency, and many 
advanced features. Unfortunately, for deployment the scope of 
privacy faces many conflicts and un-clarities, due to many 
factors, e.g. regulations, technical limitations, and legalization. 
There is also the conflict of interests between the different 
parties participating in the communication process, since 
different parties commonly have different interests, demands, 
procedures, and standards. Typically for end-users, they are the 
least involved in the system, and they are mostly enforced to 
follow certain policies with almost no options available. This 
case was accepted when services were limited, but with the 
current features and capabilities, this case became rather a 
threat. Another challenge for privacy is the resulted increases 
of systems’ complexity and deployment costs. 

In this paper, we are discussing all these parameters, and 
we run the required arguments to solve for these issues. Here, 
we disassemble security and privacy, point out the current 
shortages, and as an outcome we introduce a unified privacy 
preserving model with a set of technical recommendations for 
deployment. 

The rest of this paper is organized as follows: Security is 
discussed in Section II, and Section III presents the security 
architecture. Privacy is discussed in Section IV, and then in 
section V we present the new unified privacy preserving 
model. Finally, conclusions come in Section VI. 
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II. SECURITY 

Firstly, a secured system should firstly enjoy safety. Safety 
[1] is the practice to keep systems safe, which means freedom
of harm, specifically the unintentional one. Systems can be
vulnerable due to many reasons, and the unintentionality plays
a role with incidents such as fire accidents, loss of vital assets
and documents, outage incidents, etc. Safety is the practice to
avoid such situations. By category, safety is either physical
which protects assets in their physical form, or data safety,
which concerns data to be maintainable, achievable, available,
and intact when needed. Physical safety is a matter of the
design phase, while data safety can be achieved using Data
Loss Prevention (DLP) technologies as control over data,
supervision, and filtering [2].

Secondly, security is the level up after maintaining 
systems’ safety. Security is the freedom from danger or threat 
[3]. Security is divided into several categories, including 
personal, operations, communications, network, and 
information security [4]. Here we concern security by the 
meaning of information security. “Information security protects 
the availability, integrity, confidentiality, and authenticity of 
information and underpins such societal goods as privacy, the 
protection of digital identity, and the protection of intellectual 
property. This is performed by deploying a dynamic system of 
measures taken to protect data, information, and systems from 
unauthorized use or a disruption due to a human agency or a 
natural threat” [5]. The classical security model (CIA model) 
comprised of confidentiality, integrity, and availability 
measures [6]. The later Parkarian Hexad model included utility, 
possession, and authentication [7]. In the current applications 
and services, non-repudiation as well is a vital parameter to 
consider due to e-commerce and e-banking operations [8]. 

A. Utility

Utility refers to the usefulness, and worthiness of the
exchanged data [9]. Utility depends on the deployed 
applications and the data formats applications utilize. For this 
reason, utility is not a concern for operators, because it is an 
abstract concept and a property of applications. Utility can be 
seen as the lack of standardization between peers, which rather 
can affect bandwidth and costs if not well addressed. 

B. Availability

Availability is the readiness and reliability of resources to
be accessible upon request [10]. Resources and identifiers have 
to be available and accessible to establish a session, e.g. IDs, 
addresses, locations, databases, privileges, etc. Availability is 
the foundation for security, since other measures tend to be 
meaningless when resources are not available. Systems must be 
able to handle incidents of unexpected failures by considering 
link redundancy and aggregation, and redundant standby 
infrastructure solutions. Also, intentional attacks targeting 
resources can be repulsed by isolating the sources of the 
attacks, and by hiding communication by means of anonymity. 

C. Integrity

Integrity concerns the delivery of data in its original form.
Information integrity refers to freedom, trustworthiness and 

dependability of information [11]. That is the consistency and 
the assurance of data against any sort of modification or 
alternation [12]. Integrity is achieved by means of the 
authentication procedures, which vary from simple checksums 
to sophisticated cryptographic algorithms as hashing methods. 
For robust security, integrity is imperative to both data and 
control frames. Separation between authentication and integrity 
mechanisms would significantly enhance the security practices. 
Another practice is the separation between the different 
domains as network access, user domain, and application [12]. 

D. Possession

Data possession or control protection concerns protecting
and controlling data in the communication devices [13]. 
Devices typically store valuable data, once a device is lost, a 
significant amount of user’s data can be compromised. Thus, 
possession shall be completely independent of the network and 
its security standards. Accordingly, passwords, tokens, 
biometrics, and other methods are mandatory to provide strict 
access, as well as data encryption, and automatic data erase. 

E. Confidentiality

Confidentiality directly concerns the content and the access
to user’s data. Confidentiality is the property of information 
that is not made available or disclosed to unauthorized 
individuals, entities, or processes [14]. Confidentiality is 
protected by means of cryptography, and it is mostly deployed 
in the access layer since the core network is assumed to be 
trustworthy [15]. Compatibility is the main challenge 
confidentiality faces, since it prevents hybrid networks and 
devices from benefiting from advanced security mechanisms, 
thus leaving a hole for attackers to exploit system weaknesses. 

F. Authentication

Authentication, Authorization, and Accounting (AAA)
concepts provide means to identify users and to approve their 
permissible activities. Authentication validates the user’s 
identity, authorization examines the user’s privileges, services 
and resource permissions, and accounting keeps tracking of the 
user’s activity for further considerations and security 
countermeasures [10] [16]. Authentication is performed along 
with integrity and ciphering procedures, since integrity 
provides a means to ensure the consistency of the 
authentication procedure, while ciphering protects the 
exchange of the authentication frame [17]. Unfortunately, most 
authentication mechanisms exchange unprotected messages 
during the key management phase. This case can be the gate 
for intruders to access the system. Public Key Infrastructure 
(PKI) deployments can overcome these situations, but they 
suffer from lack of sufficient standardization [18]. 

G. Non-repudiation

Repudiation is the denial by one of the entities involved in
a communication of having participated in all or part of the 
communication [19]. Non-repudiation measures are required to 
prevent an entity from denying a communication activity, to 
prevent abandoning responsibility and accountability of own 
actions by means of verification. This can be performed by 
digital signatures with PKI systems. 
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H. Existing Shortages

Despite the precision of the deployed security measures, the
system suffers from many shortages. Firstly, they lack 
standardization, as some parameters are let optional for 
operators’ decision. Secondly, compatibility with weaker 
legacy system is a big issue to consider. Thirdly, the system’s 
security can be compromised because of the initial 
authentication phase’s current exchange of vital data in clear. 
Fourthly, the security structure is totally independent of end-
users. Different attacks’ scenarios and their risk to the network 
are given in [20]. 

III. SECURTIY DOMAINS 

For implementation, the 3GPP has divided the security 
architecture into security domains [21]. We have adopted this 
architecture, and also introduced two extra domains, device 
domain security and data domain security. This architecture 
can work as a security basis over all IP-based networks. 

1) Network Access Security: Features between the user’s

device and the first node to the network. This is a relay to 

handle security functions, e.g. authentication. 

2) Network domain security: Features between the

different network nodes, e.g. tunneling, and secure routing 

protocols by means of cryptography. 

3) User domain security: A means to validate the user to

the device upon usage. 

4) Device Domain Security: This extends the User

domain security to include facilities for remote access, 

tracking and locating, erasing, accounts and permissions, 

functionality control, and all other policies concernig devices 

themselves. 

5) Application domain security: Secure data exchange

between applications. 

6) Data Domain Security: This is the set of policies that

ensure data protection within the device, e.g. using AntiVirus 

and AntiMalware, patching and updates. 

7) Visibility and configurability: Information about the

applied security level, encrypiton, network capabilities and 

services. It allows the user to participate to the security 

process so that he can choose his parameters, and accept or 

reject a service or a certain access. 

IV. PRIVACY 

It is well-known that even if the highest safety and security 

standards are applied, some information can still be leaked to 

outsiders. For example time, location, session activity, and 

many indicators to the communicating parties as well. This can 

enable the outsiders to extract valuable information using a 

method known as connect the dots. In a worse scenario, 

interception can be done internally, i.e. by a trusted service. 

This later exact case urges the need to answer the following 

questions: Who is allowed to access an entity’s data? And what 

are the acceptable situations? This goes beyond the safety and 

security concepts discussed so far. To answer these questions, 

we go to the more generalized frame, privacy. 

A. Privacy, Definitions and Theories

Research interests related to privacy have been growing

rapidly since the beginning of computerization. Main reasons 

behind this development are the new demands and concerns in 

privacy caused by the digitalization, and the moral issues 

regarding technology and sciences. Privacy protects users’ 

private data from being disclosed, or connected to draw a 

figure about their activities and their personalities [22]. Still, 

this is not absolute. There are some lines where privacy needs 

to be revealed under some criteria and by the right entities. 

Privacy can be explained according to two theories: privacy 

control theory, and restricted access theory [23]. The privacy 

control theory proposes that privacy can be preserved if a 

person has control over his information and the way how it is 

spread. On the contrary, the restricted access theory relies on 

that the privacy can be preserved by restricting what others can 

access, based on secrecy, anonymity and solitude. Both theories 

were contradicted by the privacy control/restricted access 

theory [24]. It stated that controlling information in the 

cyberspace is unfeasible. However, according to privacy 

control / restricted access theory, it is a must that the right entity 

at the right time can access the information. This combines the 

advantages of both previous theories by stating that an entity 

can control information and restrict others from accessing it, 

while it is still accessible by the right entities whenever needed 

under the right conditions. Moreover, such a concept of 

privacy-policies was introduced, where they are flexible to be 

set according to the situation. The above mentioned theories 

summarize the privacy definition as: privacy is a right for 

individuals, as they hold the right to control their own 

information and the right to restrict others from accessing it, as 

long as no harm can be caused to others with this information. 

B. Elements of Privacy

To preserve privacy, five elements need to be protected: 
data and traffic, identities, locations and mobility, time, and 
existence [25]. 

Traffic and exchanged data between entities should be 
protected against others. This can be achieved by using the 
cryptographic functions of the security procedures. Identity is 
how a person defines oneself to the world, describing his 
individuality, sort, and relation among others. An identity is 
used to relate a user to own activities, interests and privileges. 
Therefore, users’ identities must be protected. This can be 
practically unfeasible since identities are used for session 
establishment. However, the use of temporal independent 
identities and a level of randomization can be a feasible 
solution for that. This generally is the concept of anonymity. 

Related to privacy, location and mobility is a crucial 
concern. Many systems, services, and applications keep 
tracking records about users, to be used to provide services on 
demand. However, there is no enough transparency about this 
process and data usage. Location records can be used to draw a 
general picture about a person’s behavior, and disclosure of 
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such information is a serious threat. Location Based Services 
(LBS) and other applications can use this data maliciously if 
they are not well trusted. Location privacy can be achieved by 
implementing blurring and obfuscation techniques, or by 
applying K anonymity servers and mix zones. These 
techniques will partly hide the exact locations of the users. 

Time can be used with the other elements to precisely 
identify users’ activities. Consequently, time privacy is 
required to protect against disclosure of activity times. Times 
of transactions can be hidden by randomly sending junk data at 
random instances to cause a sort of illusion about the exact 
times of events, though it will increase the amount of traffic. 

The last factor to consider is the existence privacy, which 
protects entities by hiding them from surveillance. This task is 
not easy due to the nature of communication and its limitations. 
A strict control of node visibility and the use of pseudonyms 
can still provide an adequate level of existence privacy. 

C. Privacy Relations 

Privacy as a set of relations comprises anonymity, 
unlinkability, unobservability and undetectability [26]. These 
relations maintain privacy by hiding users’ identities, as well as 
any indication, relation or connection about their activities, to 
protect them from information leakage. 

Briefly, pseudonymity is the use of traceable anonymous 
identities rather than the real ones. Anonymity is the ability to 
combine an anonymous identity with a recognizable one in 
such a way that the identity cannot be identified from a set of 
identities. Anonymity can be achieved by the continuous use of 
pseudonyms or by providing less information than the amount 
what is needed for identification. Unlinkability is the inability 
to detect a link or relation between two identities or between 
two activities. Undetectability is the inability to detect the 
existence of an identity or its participation to certain activity. 
Finally, unobservability is the inability to observe a user and its 
activities. This rather implies undetectability and anonymity. 
Anonymity itself comprises sender and receiver anonymity to 
protect the communicating peers, as well as relationship 
anonymity to rather hide any information about the 
communication and the involved active users, i.e. unlinkability. 
These elements and their relations can be written as follows: 

Unobservability→ Undetectability 

Unobservability→ Anonymity→ Pseudonymity 

Sender/Receiver Anonymity→ Relationship Anonymity. 

Sender/Receiver Unobservability→ Relationship Anonymity. 

It is clear that the maintaining of unobservability is the 

sufficient condition to preserve privacy. The drawback is that it 

requires systems with high complexity. As a consequence, it is 

difficult to achieve unobservability in practice. A better easy to 

implement mechanism is to provide anonymity, in addition to 

spread dummy meaningless traffic to enable undetectability. 

Still, deploying these elements collectively is more conceptual 

than applicable, and in any way absolute privacy can be 

achieved in reality only up to certain levels [27]. If privacy 

levels span on a scale from 1 to 6 as presented in Table 1, then 

level 5 indicating beyond suspicion would be the best 

achievable deployment in reality. In contrast, exposed or 

provably exposed are the worst cases, which are common in 

web and in some of the VoIP applications. 

Table 1. Privacy levels span on a scale from 1 to 6 [27]. 

D. Parties, Rights and Responsibilities, Conflict and Costs 

Within a communication session, four parties with different 
rights and responsibilities are included [28]. The first and 
second parties are individuals or entities establishing the 
communication session. They are users who use the provided 
services and typically they do not hold control on any of the 
communication factors. The third party is the one managing the 
communication environment. This party can be the operator 
network, a monitoring organization, or the governmental 
authorities and policy officials. The fourth party consists of all 
other entities, which do not participate in the communication 
session and do not get any information about it by default. This 
can include the public, or in a worst case a malicious attacker. 

Parties have different rights and responsibilities, which is 
the main reason behind the conflict of interests. The first party 
has the right to privacy, to hold control over their own 
information, and to restrict others access. This party has to take 
into account the spreading of their own information, and the 
responsibility associated with it. The first party also holds the 
right to acquire the level of privacy that suits for them, 
according to the benefits they gain or the threats they might 
face [29]. However, as a part of the society, the first party holds 
the responsibility not to cause harm with the rights they hold, 
because the privacy can be broken by any suspicious harm or 
danger. The second party is a replicate of the first one, with the 
same rights as they are sharing a communication relation. By 
default, the first party trusts the second party, which gives the 
second party responsibility against spreading information. 

The third party (the one managing the communication 
environment) has an important role in privacy since it has 
access to the resources of the communication facility. Third 
party has the responsibility to protect the communication 
between communicating parties, also to protect other parties’ 
data, including the stored personal information. Similarly, third 
party holds a right to protect the society from any sort of 
danger that other parties might cause. The fourth party on 
contrast to the previous ones has the least responsibilities and 
rights, as they have the right to access the authorized data only. 

Conflicts do not arise only because of the differences 
between these four parties associated with the communication 
session. There are also other conflicts regarding the meaning of 
privacy itself, including [30]: 

1) Cultural conflicts: The culture and its understanding 

and acceptance for privacy values, for individuals and society. 

2) Organizational conflicts: Different places have 

different perspectives regarding privacy. 

83Acta Wasaensia



        

        

       

       

      

        

       

     

     

     

      

           

        

        

        

          
         

           
     

        
            

          
          

     

     
         

         
         

        
       

       
      

        
       
  

 

       

      

        
     

        

       

       

       

    

 

     

 

      

      

      

         

   

        

     

       

        

     

      

          

          

 

      

     

       

       

        

        

         

         

 

    

        

      

     

        

         

    

     

          

       

   

       

    

      

       

3) Individual conflicts: No common view about privacy.

4) Structural conflicts: The structure of privacy systems

might conflict with safety, security and other modules. 

5) Communication conflicts: Tracking, mobility and other

services will face difficulties as well. 

6) Price conflicts: Increased costs due to complexity.

7) Efficiency and quality conflicts: Data collection and

extraction for evaluation processes conflicts with privacy. 

8) Operational conflicts: Limitation of shared resources

and information affect operations and increase difficulties. 

9) Standardization conflicts: Different standards exist, but

they do not currently cover the area of privacy that well. New 

standard development is a time consuming and difficult task. 

10) Expansion conflicts: The standards should be forced

across all networks, which might affect expansion plans. 

In addition to these conflicts, it is necessary to consider 
crime fighting and privacy conflicts. Privacy, as all rights, can 
also be misused. That is because of the protection it provides 
against information collection, which in turn can encourage 
illegal actions and behavior. This later increases the criminal 
activities and certainly causes harm to the society [23]. It is a 
must while drawing the general lines for privacy to consider 
such cases, to allow lawful interception under the legal form. 

V. UNIFIED PRIVACY PRESERVING MODEL 

Based on the presented discussion and analysis, we ended 
up formulating the following model as a basis for unified 
privacy preserving. The semantic architecture of the model is 
shown in Figure 1. In the proposed model, we could combine 
the essential components that are required to preserve privacy 
in the communication systems. The given model comprises 
both the theoretical and the practical perspectives. The 
theoretical perspective defines the main elements that should 
be considered to preserve privacy, and the practical perspective 
provides recommendations on how to implement these 
elements. 

Figure 1. The proposed privacy preserving model. 

A. Privacy from the Theoretical Perspective

The main elements that should be considered to preserve 
privacy are the following ones: 

1) The transparency of the policies: Clear policies with

well-defined procedures, functions, and actions are required. 

Policies have to clarify the disclosure situations, purposes and 

responsibilities upon disclosure. Also, the changes of the 

applied policies should be acknowledged and agreed upon 

applicaiton. 

2) Accountability: Responsibility for own actions and

behavior. 

3) Safety measures: Operators’ responsibility to maintain

safety, which includes physical and data safety practices. 

4) Standardization: Security measures and standards

should be agreed. Applied mechanisms cannot be left as an 

implementation option for operators. 

5) Compatibility: Upgrade time frame for legacy systems,

applications, and protocols should be clearly declared. 

6) Security measures: Considerations for actions targeting

users, systems and data, also applying the main security 

measures discussed previously, will ensure secure 

communication. Authorities and governments on the other 

hand also hold a responsibility against the harm that might be 

caused to users or by users, thus to take the legal 

considerations. 

7) Configurability: Ability to hold control over own data

and security functions should be revised. Flexibility to 

configure and control the different privacy parameters 

according to users’ preferences should be granted. 

8) Anonymity: To protect users and to hide their activities.

9) Traceability: Unlike anonymity, linkage is allowed but

only controlled by authorities under the legal form. This 

specefically restricts privacy so that society can provide its 

protection. 

10) Application Security measures: Restricting 

applications from gathering, storing, or exchanging data about 

users without declaration and usage transparency. Also, 

anonymity should be applied upon collecting data. 

11) Device Security: Mechanisms to restrict access to

devices and stored data. Also rules to remotely control devices 

under the legal form. 

B. Privacy Practical Perspective Recommendations

From the practical perspective, we provide here a set of 

general recommendations to consider in the implementation of 

the hypothetical elements: 

1) Upgrading the non-standard algorithms and functions to

the latest stable standard. 

2) Time frame to upgrade legacy components. Also hybrid

network compatibility capabilities should be revised. 

84 Acta Wasaensia



       

         

 

       

   

     

       

         

   

         

         

 

       

      

 

       

       

  

        

       

    

    

        

      

   

        
          
          

       
         

     
       

        
      

        
         

       
      

          
      
      

       
            
            
        

       
        

    

         
       
          

             
          

           
          

        
         

         
          
        

        
        

       
          

        

           
         

      
     

         
          

           
       
        

     
       

      

         
    

        
       
    

  

         
        

      
         

         
       

         
         

            
     

          
         

        

 

          
   

          
        

       
          

            
   

           
      

          
        

   

3) Access network and AKM mechanisms are the weakest 

ones of the security phase, thus they need further 

consideration. 

4) Digital Signatures are required to provide data origin 

authentication and non-repudiation guarantees. 

5) PKI implementation to protect confidentialtity, and to 

provide lawful interception only for legal authorites. 

6) Multi-homing solution is an acceptable to provide for 

anonymity and communication reliability. 

7) IPv6 upgrade is required since it affords the means for 

multi-homing and also security services, that do not exist in 

IPv4. 

8) Host Identity Protocol (HIP) implementation to provide 

anonymity, multi-homing, and also interception for legal 

authoroties. 

9) IPSec,TLS/SSL, and/or other security protocols should 

be implemented to provide means for tunneling and 

application security. 

10) Other security protocols should be considered, as 

Secure Real-Time Transport Protocol (SRTP), SRTP Control 

Protocol (SRTCP), Secure Distributed Anonymous Routing 

Protocol (SDAR), and Onion Routing mechnisms. 

11) Application Security level is required to protect users 

from attacks targeting data within devices. 

C. Case Scenario 

According the presented model, this is the suggested 
application. The third party as the operator is responsible for 
maintaining the system’s safety. The other third party as the 
authority body supervises and approves the operators’ 
deployments, because they are going to take full responsibility 
with other implementations. Operators and authorities provide 
clear and transparent policies to users. Also, upon policy 
changes, an agreement should be established before policy 
application. End-users here will be responsible and maintain 
accountability on their own actions and use of the system. 
Operators will deploy all the possible security measures. On 
the other hand, cryptography procedures and PKIs are 
implemented by operators, but controlled only by authorities. 
This will keep operators’ hands away from users’ data, and 
possible malicious interception. When moving to other 
networks locally or within a roaming agreement, 
standardization will keep the system to its maximum security. 
If the new system doesn’t meet the security level, the user will 
be notified about the security situation in prior. As well, this is 
the case when moving to networks with legacy deployments. 
Additionally, legacy deployments will be forced to upgrade 
within a specified time frame. Now, end-users enjoy the 
highest security deployment. 

For the other matters regarding existence, routing, time, 
activity, and location protection, configurability should be 
allowed. This will let users to control the level of protection 
they seek, as well it will notify them about the accuracy of data 
upon their selection, and it is up to their preferences to choose 
whether to deploy it or not. Operators’ systems by default will 
not be allowed to store data about users but only the required 

ones for successful communication. This rather will be 
connected to a central anonymity center, which connects real 
pseudonyms to anonymous ones. Only the real ones are 
accessible from the authorities’ side. For the matter of legal 
situations, all identities can be connected under certain cases to 
provide for traceability or even taping. By now, end-users 
enjoy a protected privacy level, from operators, and any 
malicious tracking applications, since there is no connection to 
their real identities. On the other hand, since privacy is not 
absolute, the lawful interception is allowed and guaranteed. 

The last issue will be to maintain devices’ security, and 
application security. This will make sure that devices are not 
accessible by unauthorized ones, and that applications don’t 
grant access to sensitive data. 

In this scenario, we proposed that the first and second 
parties are end-users. The same exact scenario is applicable to 
all other applications as well. For instance, IoT, and Machine to 
Machine (M2M) deployments within the upcoming 5G 
network can benefit from this scenario. This works by 
performing the required separation between the application and 
the operator. In other words, the communication will be 
consistent and free of malicious incidents. 

The only challenge that faces such deployment is the 
increased complexity and the heavy cryptographic 
deployments. Fortunately, 5G already is promising for Very 
High Throughput (VHT), which makes such overhead to be a 
minor one to consider. 

VI. CONCLUSTION 

In this paper, we gave a discussion about the issue of 
privacy, its related measures, and the difficulties that are faced 
to achieve privacy in the current communication systems. 
Based on that discussion, we provided a general privacy 
preserving model and a set of technical recommendations for 
its implementation. These results can be utilized when thinking 
about privacy solutions for the rapidly growing number of 
applications, either for industry or for private customers. We 
ended up the paper with a typical case scenario of the way to 
successfully achieve privacy in the communication system. 
Finally, “It is a necessity to protect individuals and the societal 
right to privacy, yet a complete privacy preserving system does 
not and cannot exist, because privacy is never absolute”. 
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Abstract. Cyberprivacy has become one of the most worrisome issues in the age 
of digitalization, as data breaches have increased at an alarming rate, and the 
development of technology has changed privacy norms themselves. Thus, 
maintaining cyberprivacy is important for both academia and practitioners. 
However, the literature on cyberprivacy is fragmented, since the topic is 
multidisciplinary and often confused with cybersecurity and data privacy. In this 
study, we seek to understand cyberprivacy by conducting a comprehensive 
literature review and analyzing 79 selected articles on the topic between 2008 
and 2021. Our analysis shows that there are eight contexts associated with 
cyberprivacy. We proposed concepts on cyberprivacy from different views and 
highlighted four issues related to cyberprivacy for future consideration. Taken 
together, the knowledge on cyberprivacy, its challenges and its practices does not 
seem to accumulate. Consequently, there is a need for more targeted research on 
the topic to cover different contexts. 

Keywords: Cyberprivacy, Cyberspace, Cybersecurity, Literature Review  

1 Introduction 

Rapid information technology communications (ITC) advances have brought changes 
to values, norms, and privacy. For instance, individuals would choose to share their 
right to be unobserved [1] for services and other benefits [2]; yet, service providers and 
third parties would use monitoring technologies [3] to collect more data than allowed 
and agreed upon. Traditionally, computer security (COMPUSEC) and information 
security (InfoSec) measures [4] are used to protect individuals and systems from 
malicious activities. Three perspectives of protection are often considered, including 
confidentiality, integrity, and availability (CIA triad). However, although COMPUSEC 
and InfoSec target these issues, they have a narrow scope and limited practices as they 
only deal with confined and isolated systems [4]. With the involvement of the Internet, 
computing devices taking different forms, and the unprecedented proliferation of data, 
it is thus very difficult to cope with privacy in cyberspace, i.e. cyberprivacy in a digital 
environment [5]. This is because of the blurring between the individual as a physical 
organism with its own rights against digital identity and its capabilities [7, 8, 9] and 
cyberization [6]. As a result, it is argued that protection must go beyond traditional 
measures.  
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Despite the importance of protecting digital identity rights and privacy, there is no 
general agreement on the exact scope of the term privacy [5]. In a similar vein, even 
though cyberprivacy is discussed in previous literature [10, 11, 12], there is a lack of a 
common understanding on cyberprivacy in terms of scopes, issues and context. Hence, 
in this study, we tried to address the topic of cyberprivacy and build an adequate 
understanding of it - which helps to improve protection of individuals, systems, and 
institutions in cyberspace - by answering the following research question: What is the 
context, concept and issues of cyberprivacy discussed in the literature? By answering 
this question, we determine the meaning of cyberprivacy in existing contexts, provide 
clear definitions of the key concepts of the topic, highlight the change that led to this 
issue, and in consequence emphasize on the actions needed to address it.  

In the following sections background is presented (Section 2), followed by the 
methods (Section 3). Section 4 presents the findings, while Section 5 illustrates 
discussions. Finally, conclusions are drawn in Section 6. 

2 Background  

The “Right to Privacy” has been highlighted as a fundamental right since the early 
Harvard Law Review of 1890 [13]. Nowadays, this right has become one of the most 
complex issues to address [14, 15, 16] due to the paradoxical views and interpretations 
in dealing with personally identifiable information (PII) [17] of different stakeholders, 
such as the legislative perspective, the technical side, the commercial side, and the 
government side. According to [2], the dilemma of privacy arises from the benefits and 
transparency resulting from the use of data against the concerns of misusing sensitive 
personal information. With the help of [18] and [19], it is clear the need for dedicated 
privacy research that combines technical, human and social sciences, thus to address 
and understand implications of privacy to maintain trust, draw on what is or is not 
technically achievable, and suggest the right direction for privacy solutions.  

There are two concepts related to cyberprivacy, namely, cyberspace and 
cybersecurity. First, cyberspace was considered as one of the most confusing terms in 
science over the past decade as the boundaries no longer exist, and the interaction is 
fast-paced with no control of any kind [20, 21]. According to [22], cyberspace refers to 
“the global domain within the information environment consisting of the 
interdependent network of information technology infrastructures, including the 
Internet, telecommunications networks, computer systems, and embedded processors 
and controllers” [23]. Domains of cyberspace is, but not limited to the Internet; Internet-
of-Things (IoT) technologies; Communication and Mobile technologies; Cloud 
Computing; data sciences and applications of Big Data (BD), Machine Learning (ML), 
Deep Learning (DL), Data Mining (DM), and Artificial Intelligence (AI); Blockchain; 
Virtual Reality (VR) and Augmented Reality (AR); Information Technology; 
Operational Technology (OT); and the human factor on top [22, 23].  

Second, cybersecurity is defined as “the organization and collection of resources, 
processes, and structures used to protect cyberspace and cyberspace-enabled systems 
from occurrences that misalign de jure from de facto property rights” [24]. In [25], the 
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National Institute of Standards and Technology (NIST) defined three domains for 
protection, i.e. people, technology, and processes. NIST also provided detailed 
guidelines on the given domains and could provide adequate protection against most of 
the current issues. However, despite the existence of these guidelines, the issue is 
beyond typical security measures of cybersecurity. For example, PII associated with 
data, and the potential risks is one of the issues [17]. Another example is the issue 
related to traceability of involved parties [26], by connecting-the-dots [27, 28, 29] and 
similar mechanisms. 

To our best knowledge, there is no common understanding of cyberprivacy, but 
rather mixed ones of cybersecurity, Internet and data privacy. However, cyberprivacy 
in our opinion, is a unique concept that addresses the issue of protection from a holistic 
perspective including security, persona, and legislative matters. Unfortunately, 
literature on these issues is scarce. Thus, we tried here to cover these topics and related 
ones, in favor of understanding the context, concept, and issues of cyberprivacy. 

3 Methods  

3.1 Methodology 

The systematic research methodology practices of Okoli and Schabram [30] were 
adopted and followed by the recommendations given by Schryen [31], and Rowe [32]. 
As we consider cyberprivacy as privacy in cyberspace [33], we built our knowledge by 
searching articles in Information Systems (IS) and related disciplines. We searched in 
the specialized database Finna1, and then in IEEEXplore and Google Scholar. 
Regarding search terms, searching the terms ‘Cyber’ and ‘Privacy’ was misleading as 
it returned results related to either privacy in general or cyber-related topics. 
Accordingly, we searched the term ‘Cyberprivacy’ and all combinations of its parent 
term ‘Cyber Privacy’. The search yielded 191 and 1490 results for ‘Cyberprivacy’ and 
‘Cyber Privacy’, respectively. We analyzed the term ‘Cyberprivacy’ and the term 
‘Cyber Privacy’, articles were then categorized by year. From this initial analysis, the 
year 2008 was set as the lower limit of this study (four articles exempted from this 
criterion due to their importance), as it was noted that several technological 
breakthroughs occurred in the year 2008,  e.g.: Google processed 1 trillion URLs [34]; 
Facebook reached 100 million users [35]; the first Android phone [36]; and Reality 
Mining [37], a system that uses cell phone data to extract patterns about users. Finally, 
we selected “peer reviewed” and scientific publications. As a result, we ended up with 
78 articles on ‘Cyberprivacy’ and 564 articles on ‘Cyber Privacy’, which are the basis 
of this study. 

                                                           
1 Finna is a search service that provides central access to material from Finnish libraries and all modern 

databases and content providers. Finna can be accessed online at: finna.fi 
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3.2 Scanning, Inclusion and Exclusion Criteria 

Articles were assessed afterwards by examining keywords, abstracts, and summaries. 
Figure 1 shows the process of selecting the relevant articles.  

 
Figure 1: Scanning, inclusion, and exclusion criteria  

From selected papers, the following preliminary data was extracted: Number of 
papers per year (Figure 2a); and Cyberprivacy-related topics and concepts (Figure 2b). 
The latter was done by counting keyword frequencies. Topics and concepts are then 
used for our synthesis, which is discussed in Sections 4 and 5. 

 
 

Figure 2: (a) Number of reviewed contents per year; (b) Frequency of keywords extracted 
from the reviewed literature 

4 Findings 

4.1 Cyberprivacy Context  

Articles were classified into contexts based on the topic and area of concern, so that 
interpretation and relationship discovery could be conducted. Here we used the 
qualitative content research methodology practices specified in [38, 39] to help with 
this task. As a result, eight contexts were found, as shown in Table 1.  

90 Acta Wasaensia



Table 1. Common context categories for analysis  

Context Topics and areas of concern  
Technology Applications, developments, and advances in applied 

knowledge (e.g., technologies and their challenges) 
Legislation and rights Law matters, Acts, constitutions, rights, and regulations 
Ethics and morality  Values, beliefs, principles, and the general sense 
Business and economy Profitability and revenue making 
Risk and insurance Threats, danger, assets’ loss, impacts and their probability 

Behavior and 
psychology 

Perception, acceptance, interpretation, thinking, and 
actions 

Societal  Impact on the society, social matters, and the public 
Medical  Health, and well-being 

Figure 3 shows the number of articles in each context, noting that an article can fit 
into more than one context. 

Figure 3: Number of articles concerning cyberprivacy context categories 

Cyberprivacy in Technology Context. Services pose privacy risks through the data 
they collect and process [11], to create clusters and user profiles [11, 40], and in many 
cases PII [41] can be identified even after implementing some level of data obfuscation. 
Technologies allow revealing sensitive information, such as identities, physical 
features, biometric information [42], time, location, and used applications [43, 44]. 
Cyberprivacy in technology context thus aims to protect the digital persona while taking 
different forms, i.e. physical, virtual [9], or anonymous [45], since profiling and 
disclosing information about activities can lead to bigger problems [11, 40]. Table 2 
summarizes technologies often discussed in selected papers. 

Table 2. Technologies and their challenges for cyberprivacy  

Technology Challenges for cyberprivacy  
Cookies [11] Keep users’ data and identifiers that contain personal 

attributes and thus can be used for tracking 
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Technology Challenges for cyberprivacy  
RFID and NFC [46, 47] Allow monitoring and tracking and thus can be used to 

reveal personal activities 
Data science and 
knowledge discovery [48] 

BD, DM, DL, and AI, have great capabilities to learn 
users’ activities and create users’ profiles and their 
behavior [40] 

IoT [49, 50] Monitor, track, and control data, such as in Smart Grid 
[51, 52, 53], and Smart Cities [54, 55] 

VR and AR [9] Not only track the user, but others around VR/AR  

Several papers addressed solutions to deal with those challenges in cyberprivacy [48, 
56]. For example, law must address the use of emerging technologies, and similarly 
new technologies must take the law and regulations at their core. Moreover, solutions 
such as encryption and anonymity are no longer the key [42, 45, 49, 53, 57], since 
tracking can be done without decryption. Literature also discussed using technologies 
as a means to deal with those challenges. For example, blockchain can solve some of 
the mentioned issues as blockchain underpins encryption, anonymity, and traceability 
simultaneously, and thus can be used as a trusted third party [57]. Also, advanced 
encryption (e.g., asymmetric encryption or public key cryptography) should be 
included from the design [58] phase. Finally, subgroups and protected zones where 
privacy is measured differently [59], control and opting mechanisms [43, 60, 61], and 
systems’ compatibility [59], should be considered. 

Cyberprivacy in Legislation and Rights Context. Cyber governance is considered a 
complex task to regulations [12]. Many dilemmas and aspects have been discussed in 
selected papers. For example, the distinction between information that could be public 
or should be kept private [12]; self-regulation [43]; free speech against knowledge 
dissemination [62] and security; personal information [11] and useful utilizations [45]; 
public’s safety [63, 64] versus privacy; the rights of liberty [12, 65] and democracy [46, 
66, 67]; cyber terrorism and other cyber-backed illicit activities as bullying, stalking, 
misinformation, etc. [68]; political and governmental rights [1, 69, 70]; law 
consideration [7] and the way actions in cyberspace are perceived and evaluated; 
regional and global differences in viewing privacy rights [3, 71]. 

 Cyberprivacy measures therefore are the key to resolving these dilemmas and 
aspects. Many articles (e.g., [3, 42, 43, 45, 62, 66, 71, 72]) specify that consent and 
control mechanisms are the key to achieving cyberprivacy. With consent mandated, 
individuals can accept or deny data collection and/or sharing prior to further processing. 
Moreover, consent itself requires transparency [1, 7, 59, 62, 64, 66, 73] and sharing of 
usage information, thus promoting awareness [67, 74, 75]. Control mechanisms play a 
vital role here as they regulate activities, allowing users to interact, control, and amend 
data in the event of changes. Acts as the General Data Protection Regulation (GDPR), 
the Fair Information Practice Principles (FIPPs) [59], and California Consumer Privacy 
Act (CCPA) [76], addressed this inquiry by mandating data collectors to provide users 
with safeguards and controls to modify preferences according to their needs. Besides 
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this, they also mandated the right to seek their own data erasure, which is known as the 
right to be forgotten [71, 77].  

Law enforcement and accountability are a key to protecting cyberprivacy and 
ensuring systems that operate as expected. However, there is no common agreed legal 
framework for cyber activities [66]. As a result, awareness of legal consequences and 
liabilities should be informed and enforced. Moreover, some laws and regulations have 
shortcomings [45, 78] regarding data disclosure and prohibition of data collection.  To 
overcome these obstacles, an independent legal privacy authority is needed to assess, 
mediate, and enact rules and policies that address these issues [45, 73, 78, 79, 80].  

Cyberprivacy in Ethics and Morality Context. Ethics and morality are considered as 
one of the important topics in selected papers [68, 81]. For example, literature have 
discussed about anonymity; sharing information on cyberspace; sharing of personal 
records [82]; communication ethics; piracy [83] and using copyrighted or outdated 
materials; demographic data collection transparency; and ethics of new cutting-edge 
technologies (e.g., VR [9], DM [8], tracking technologies [47], and autonomous 
vehicles [3]). 

Cyberprivacy can be viewed from two perspectives. First, cyberprivacy concerns 
the morals and ethics of personal rights [8, 84], and thus protects against technological 
harm and misuse of personal information [68]. Second, too much privacy is against 
morality [3], as it can be misused for illicit activities or to hide information that can 
prevent other sorts of harm. To balance these contradictions, cyberprivacy needs to be 
considered in context rather than in abstract [8], and people can be objectified to 
understand their needs in concrete rather than in abstract [81]. As a result, the concept 
of moral mediators was introduced [81] to help understanding the morality of 
relationships between objects and humans. Furthermore, the concept of privacy and 
belonging to the persona needs revising [46] since objectifying privacy brings up the 
concept of ownership [3] and intellectual property rights mentioned earlier. Such 
application is thus seen beneficial in many ways, since it can resolve many of the 
contentious issues between technology and the right to privacy, e.g. censorship of 
individuals and services [67], violations by some governments or service providers [85, 
86]. 

Cyberprivacy in Business and Economy Context. Many businesses rely on data to 
optimize services and reach consumers [87]; however, their practices may lead to 
privacy violations, and the spread of misinformation [41] and spam. PII is beneficial to 
the business; yet, data collection methods have the capacity to address a person more 
precisely than needed. Accordingly, literature has raised significant concerns, such as 
incidents [87] as database theft or data tampering [60].  

Also, questions about the relationship and importance of cyberprivacy and trust to 
business have been discussed in literature [48, 87], as well as the need for privacy 
measures in technology and business for economic growth [85, 86]. For example, it has 
been shown that in developing economies [88] cyberlaw played a vital role in recovery 
and building business trust [85, 86]. The same was also seen [48] when well-known 
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business brands suffered value loss due to opaque practices and lack of privacy 
safeguards [60]. Other issues that have been discussed in selected papers are open 
supply chain and information access since they are associated with data ownership 
rights’ risks [48], and practices of businesses asking for more information than required, 
as in social accounts and credit card approval [41]. 

Cyberprivacy in Risk and Insurance Context. Cyber risks are mostly intangible [54, 
55] and have broad impacts on many levels. For example, cyber risks can lead to the 
loss of some rights in favor of other interests [9], they also can trigger interference and 
influence decision-making [89]. From selected papers, cyber risks can be grouped into 
two categories: risks that affect security and integrity of systems, and risks that affect 
users and their rights (e.g., privacy, possession, and control). Regarding privacy, the 
use of data for operations has brought several challenges, such as data ownership rights, 
lack of a standardized model to develop security and privacy techniques [90], the 
tradeoff between protection and utility [59], and misleading regulations [9, 48, 91, 92, 
93, 94, 95]. As a result, many risks have been discussed, including social networking 
data manipulation and privacy issues [96]; marketing and service tracking technologies 
[10]; VR and AR [9]; and risks of lack of awareness [97]. 

Literature has discussed risk management as a tool to help reduce the impact of 
these risks by identifying and quantifying privacy risks according to significance and 
impact, and ensuring compliance with standards and established agreements [59]. Risk 
management can also help delegate and transform risks into monetary value [98]. 
However, most cyber risks do not have such an option as policies require physical proof 
of loss or damage [79, 80]. Still, it is possible to overcome these limitations by framing 
privacy as an intellectual property [99] and considering cyber risks as operational and 
technical incidents. Literature also discussed the cautiousness of insurers in offering 
cyber liability solutions due to the increase in the attack surface [90] and changes in 
cyberlaw [91, 92, 93, 94, 95]. In fact, less than 10% of insurers cover cyber risks [99]. 

Cyberprivacy in Behavior and Psychology Context. Literature has discussed in this 
context, for example, that the identity [84], self-expression, and behavior [7, 67, 84] 
have changed in cyberspace. This is because of the state of the cyborg [68, 100], 
interaction on social media [84, 96], and acting differently while wearing different 
identities [3]. As a result, the meaning of harm itself changed as it shifted more towards 
emotional and social [7, 84] harm, through discrimination and shame [46].  

Cyberprivacy has much to do with these changes, such as being known to many 
circles [7, 46], being monitored while exercising rights [46], bullying, stalking, 
intimidation, harassment, and spreading misinformation [68, 96]. This was evidenced 
in [7, 101, 102, 103] where violence erupted through technology and increased 
visibility. Moreover, many prefer reasonably priced services with privacy safeguards 
than free services without any [96, 98]. Accordingly, privacy-centric solutions [46] 
should be always the first option to consider. Attention should be paid to creating 
awareness and disseminating information as users tend to be the weakest link [97]. Yet, 
for effectiveness, awareness should come from a high trustworthy authority [104] to be 
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accepted and fully adopted by end-users. Finally, psychological mediators [81] should 
be considered as they help form reasoning about actions and behavior.  

Cyberprivacy in Society Context. From a societal perspective, two views are 
discussed: the right to be left alone and the need for societal interaction [11]. To balance 
these views, it is necessary to preserve privacy norms while engaging in social and 
societal activities by taking measures regarding sharing and sensitivity of information, 
and defining attributes to preserve privacy [59, 88, 105]. Accordingly, it is important 
to specify private and public attributes, deploy means for controlling own data, and 
balance the societal benefits of sharing information with privacy needs [59, 106].  

One of the solutions is to create different spheres (e.g., private, public) to exercise 
rights within [66]. Another solution is defining privacy depending on the group-level 
since the meaning of privacy varies according to the group [64]. Nevertheless, it is 
necessary to update privacy for the society [78] and review technologies, regulations, 
and policies, to ensure compliance and consistency with privacy norms. 

Cyberprivacy in the Healthcare Sector Context. The healthcare sector [106] has 
been always driven by personal data, thus [45] has considered ensuring data integrity 
and availability, as well as an adequate level of privacy. One issue is the significant 
privacy risks considering current technologies capabilities for identification of 
individuals. Trust in the healthcare sector is vital, as records can be used for 
inappropriate purposes. Still, information and data should be available to authorized 
parties upon request, to provide services and assistance as needed. Recently, health and 
fitness Apps and services have been a concern as they can pose privacy infringements. 
Accordingly, this issue requires careful consideration. 

4.2 Cyberprivacy Definitions  

As discussed previously, different views exist on cyberprivacy. E.g., the technical side 
views data as belonging to systems, and thus can be used for services and optimization. 
The legislative side views privacy and information as a protected right of owners. The 
commercial side sees data as an enabler to provide insights about consumers, etc. In 
Table 3, we developed and summarized the definitions related to cyberprivacy. 

Table 3. Common context categories for analysis  

Concept  Definition 
1. Cyberprivacy 
(Technical view) 

An extension of the domain of physical privacy in cyberspace, 
thus following the reasoning of what is permitted and what is 
not in physical domains 

2. Cyberprivacy 
(Sociotechnical 
view)  

The collective set of norms and measures necessary to protect 
and control the activities and characteristics of cyber-identity 
in cyberspace and related domains 
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Concept  Definition 
3. Cyberprivacy 
(Rights view) 

A concept that aims to maintain the rights to privacy, freedom, 
self-expression, self-determination, and reasonable behavior 
across cyberspace, and thus it is the intellectual ownership and 
accountability for storing, processing, and sharing 
information in cyberspace 

4. Cyberprivacy 
(Legislation view) 

A protection layer that aims to raise awareness against misuse 
of personal data, enforce control, and seek to amend data and 
attributes of pre-established relationships when needed 

4.3 Issues of Cyberprivacy  

The issue of cyberprivacy comes from the definition of identity and the prevalence of 
similar characteristics, the morals and ethics behind processes, and the transformation 
of humans into cyborg-like entities [3, 7, 8, 81, 84]. Although these are psychological 
and sociological changes, they only have resulted from advances in the ICT sector 
[107], as shown in Table 4. 

Table 4. Advances in the ICT Sectors   

Issue  Advances 
Storage High-density; New architectures; Cloud management; Remote 

management; & Data resiliency and Recovery protection 
Processing and 
Recognition 

Distributed Computing; Cloud; Natural Language Processing; 
Image and Voice Recognition; & Enabling new technologies: 
ML, AI, VR, and AI.  

Communication  Enabling new technologies: SG, IoT, and SCs; Network and 
Telecom technologies; Connectively clouds and Quantum 
networking; Content sharing; real-time streaming; & Social 
media integration with e-services accounts 

Data  BD, DM, Data visualization, and advances in data science; 
Automated data categorization; Precise analytics, statistics, 
and forecasting; & Profiling 

5 Discussion 

Cyberprivacy is a set of concepts and solutions that collectively provide protection 
against leakage of personal information and data. This makes it clear how cyberprivacy 
differs from cybersecurity and data privacy as cyberprivacy is a holistic concept that 
incorporates technical and non-technical issues within. Regarding implementation, the 
main approach to achieving cyberprivacy is to define core and conceptual protection 
measures and then proceed with the technical ones, bearing in mind that conceptual and 
technical measures are required simultaneously. Based on contexts and issues of 
cyberprivacy, we define the layers required to achieve cyberprivacy as in Figure 4.  
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Figure 4: Layers of Cyberprivacy 

Cyberprivacy is arranged in five layers that cover needs. First, norms and standards 
should be defined based on interaction and communication needs, then measured 
against moral and ethical standards to monitor their behavioral and psychological 
outcomes, and thus regulate and modify them as required. For this step, general 
frameworks of ethics and morality must be referred to, in addition to allowing a certain 
degree of flexibility, to suit different societies. Second, laws and regulations should 
define rights and obligations, what is permitted and what is not, and ensure enforcement 
through continuous monitoring of operations and processes. Here, laws and regulations 
should consider the scope and area of application, and therefore it is recommended to 
develop and use regulations that can be widely applied, e.g. GDPR. Third, the field of 
application brings specific and customized rules and policies of the sector or domain 
concerned, since these rules differ from one field to another.  

The fourth- and fifth-layers deal with the application of the criteria, concepts, and 
approaches defined from the previous conceptual layers. Risk management is 
considered, thus to assess general risks of norms of the first two layers and specific 
risks associated with the field of application layer. Based on the results, measures are 
selected and adjusted. In particular, measures are based on cybersecurity and 
information security practices; however, control and monitoring mechanisms need to 
be integrated, to allow different parties to access, control, and monitor data based on 
permissions, privileges, and sensitivity. Finally, the fifth layer includes mechanisms to 
enhance and promote privacy; accordingly, this layer must consider anonymity and 
traceability. Anonymity can protect individuals and maintain the privacy of their data 
even in the event of data tampering, since data will not be linked to a specific entity. 
Traceability is required for communication, and to prove accountability for actions and 
information sharing. To enhance privacy, both criteria should be considered equally, 
thus permitting privacy without compromising or misusing the right. For this, identities 
should be separated from communication by means of using pseudonyms, and 
implementing separate identity domain management systems to provide linking and 
disengaging functions as required. Still, mechanisms for data removal after processing, 
opting out, changes tracking, and private data erasure, should be included.  

Regarding the practical part, although out of the scope of this study, we have come 
across several solutions that can be used to provide a certain level of data privacy at the 
application layers, e.g. obfuscation [2, 53, 55], anonymizers [11, 41, 85], end-to-end 
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encryption [45, 53, 57], Public Key Infrastructure [46, 53, 57, 60, 66, 77, 85], 
differential privacy [2, 19, 51, 53, 55, 59, 77], k-anonymity [19, 53, 55, 59, 77, 82, 96, 
104, 108], data minimization [40, 53, 59], Blockchain [56, 109], and others. However, 
as mentioned, these are methods of data privacy, but to achieve the level of protection 
targeted by cyberprivacy, protection should be considered across all layers 
simultaneously. 

6 Conclusion, Future Research, and Limitations  

We have addressed the topic of cyberprivacy in this study in the aim of understanding 
the context, concept, and cyberprivacy-related issues. We conducted a literature review 
on cyberprivacy and selected 79 papers for the study. We contribute to literature by 
providing eight contexts of cyberprivacy and their characteristics, i.e., technology, 
legislation, ethics, business, risk, psychology, society, and healthcare. These contexts 
indicate that cyberprivacy is not a single discipline, but it is an interdisciplinary 
approach that involves drawing appropriately from several disciplines to redefine 
problems outside of normal boundaries and reach solutions based on a new 
understanding of complex phenomena. We also contribute by providing the concepts 
of cyberprivacy in different views, i.e., technical view, sociotechnical view, rights view, 
and legislation view.  

This study opens several opportunities for future research. First, future research 
should pay more attention to the four issues of cyberprivacy that emerged from this 
study, that is storage, communication, data, and processing and recognition. We argue 
that it is crucial to address these issues before they develop further in a negative way. 
Second, rapid digitalization, and technological change have been disrupting traditional 
norms in recent years [110, 111]. This indicates the importance of cyberprivacy in the 
new normal. As a result, an in-depth study on cyberprivacy in different contexts in 
digital transformation would strengthen our understanding on the subject, and it thus 
would help protect privacy in cyberspace. Third, there is an increasing ratio of 
renewable and decentral energy generation around the world [112]. This leads to 
growing trends in integration of ICT into electrical power systems, such as smart meters 
in households are connected to IoT devices over the Internet. This trend also brings 
cyberprivacy and cybersecurity threats to energy systems [113]. A study on 
cyberprivacy issues on the energy system is thus valuable for different parties as it could 
help to prevent physical consequences and very costly damages of data breaches in the 
energy system. Moreover, given that there is limited information regarding the 
educational perspective of cyberprivacy in selected papers, a study on cyberprivacy in 
higher education study programs would enhance cyberprivacy awareness and it also 
would help educate professionals in the field of cyberprivacy. 

This study itself has its limitations. First, we focused on three databases: 
IEEEXplore, Finna, and Google scholar. Although Google scholar can cover all papers, 
some papers might not yet appear and thus were excluded from the study. Second, the 
time period of searching is 2008 to June, 2021. Articles accepted and published at the 
beginning of 2021 may not have been indexed by that point, and were thus excluded.  
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Abstract— The major trends and transformations in energy 
systems have brought many challenges, and cybersecurity and 
operational security are among the most important issues to 
consider. First, due to the criticality of the energy sector. 
Second, due to the lack of smart girds’ cybersecurity 
professionals. Previous research has highlighted skill gaps and 
shortage in cybersecurity training and education in this sector. 
Accordingly, we proceeded by crafting a roadmap strategy to 
foster cybersecurity education in smart grids. This paper 
outlines the methodology of teaching cybersecurity in smart 
grids to a large group of students in selected European 
universities via implementing a Massive Open Online Course. 
Unlike other solutions, this one focuses on hands-on practical 
skills without trading-off theoretical knowledge. Thus, flipped 
learning methodology and gamification practices were used to 
maximize retention rate. Also, a remote lab that includes a real-
time simulator was established for training. Here, the process, 
outcome, and obstacles to overcome in future deployments, are 
presented.  

Keywords—MOOC, Cybersecurity, Curricula, Training, 
Smart Grids, Real-time Simulator 

I. INTRODUCTION 
The energy sector has recently witnessed major changes 

that resulted in the concept of smart grids. As defined, “a smart 
grid is an electricity network that can intelligently integrate the 
behavior and actions of all users connected to it such as 
generators, consumers, and those that do both, to efficiently 
deliver sustainable, economic and secure electricity supplies” 
[1] [2]. Accordingly, cybersecurity of the smart grid has 
become one of the most important issues to address, due to the 
increase in the attack surface, and the criticality of assets 
connected. Cybersecurity has long been identified as one of 
the European Union digital capabilities to achieve [3]. 
“Cybersecurity is the collection of tools, policies, security 
concepts, security safeguards, guidelines, risk management 
approaches, actions, training, best practices, assurance and 
technologies that can be used to protect the cyber environment 
and organization and user's assets” [4]. Many tools and 
software packages from different vendors, e.g. [5] [6], already 
exist to cover security needs and to ensure grid robustness, 
however, the issue with cybersecurity is still prominent. 

                                                           
1 CC-RSG is an Erasmus+ funded project focusing on cybersecurity from 
an educational perspective. The project has partners from Finland, 
Germany, Latvia and Greece. More information: 

In Cybersecurity Curricula Recommendations for Smart 
Grid (CC-RSG) 1  project, this issue was investigated more 
closely using surveys, reviews and workshops, and results 
indicated the following: 

1. Cybersecurity topics are not well addressed [7]. 
2. The lack of cybersecurity professionals in the smart 

grid field due to scarcity of education that covers this 
specific field [8] practically.  

3. Existing educational offers do not meet the Smart 
power Security Professional (SPSP) requirements [7] 

4. Lack of real-life scenarios [8] and connection with 
industry [9] 

It is clear the critical need for educational offers that can 
strengthen skills and fill the above-mentioned gaps, especially 
in light of previous reports that indicate that 50% of 
cybersecruity incidents at least are merely human error [10]. 
In our project, the aim is to help post-secondary insitutions 
include learning outcomes about cybersecury in smart grids in 
their curricula. In this paper, we present our work in designing 
a course that is able to cover the required skills without 
compromising the theoretical knowledge. The remainder of 
this paper is organized as follows: Section II presents the 
research methods adopted. Section III introduces educational 
methodologies and the different learning approaches. Section 
IV is dedicated to the Massive Open Online Course (MOOC). 
In Section V, we present our approach and steps considered 
for the course design. Section VI is for discussion and faced 
challenges. Finally, Section VII concludes with summary and 
future work. 

II. RESEARCH METHODS 
This work adopts the practices of the Design Science 

Research (DSR) methodology specified in [11]. Processes are 
shown in Fig. 1. below.  

 
Figure 1: Design Science Research processes [11] 

https://www.uwasa.fi/en/research/projects/cybersecurity-curricula-
recommendations-smart-grids-cc-rsg 
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The primary resources that have been used are:  

1. CC-RSG project reports [8] and [12] 
2. Scientific papers in the field of education, from 

scientific paper databases (IEEE, AIS, etc.) 
3. Technical papers and manuals from manufactures 

websites.   
The main issue covered by this research is “How to design 

an effective MOOC course to raise knowledge and awareness 
of cybersecurity in smart grid systems?” Next, we take the 
steps to answer this question considering educational and 
technical perspectives and needs.   

III. EDUCATIONAL METHODOLOGIES & LEARNING 
APPROACHES 

As highlighted above, there is a lack of educational offers 
and educators that can cover theoretical and technical aspects 
of cybersecurity in smart grids. The educational methodology 
plays a vital role here as it specifies how learning objectives 
are met and validated. Depending on the level of retention 
targeted, different educational methodologies and approaches 
exist [8] [13] [14], e.g., lecture-based, experiential, active 
learning, cooperative learning, flipped learning, inquiry-
based, problem and project-based learning, and gamification. 

In brief, lecture-based learning [15] is the traditional 
model in which the instructor delivers the material, carries 
assessments, and is fully responsible on the educational 
experience. This approach is mostly passive and depends on 
memorization; however, as practiced in [16], by adding 
activities including, e.g. cold calling, discussions, learning 
cards, and so, this model can turn active and more effective. 
Experiential learning [17] is an active learning approach in 
which students engage in the learning process and learn by 
gaining and developing experience. Active learning [18], 
despite what the name implies, is not just about including 
activities and participating in the learning process, but is rather 
the participation of all learners and processing of their 
responses before new information is presented. Cooperative 
learning [19] refers to an approach in which participants work 
in teams on a certain task or a project to meet certain criteria 
and take full responsibility for completing the task. Flipped 
learning [20] is a modern approach that enables participants to 
take full ownership on learning by distributing educational 
material beforehand, thus allowing more room for a dynamic 
interactive guided environment to take place in the classroom. 
Inquiry-based learning [21] is an approach in which students 
follow the same practices of professional scientists in order to 
build similar knowledge and experience. Problem and project-
based learning [22] are approaches that actively engage 
participants in the learning process by exploring a specific 
problem/question with the aim of finding answers or 
developing a solution. Finally, gamification [23] is the use of 
featurs commonly found in games (e.g., storytelling, level-
beating, badges)  with the aim to encourage participation. 
About effectiveness and learning retention, as the given 
approaches promote different activities, they vary in their 
retention rates. Fig. 2 [24] shows these differences. 

Figure 2: Retention rate of different learning activities [24] 

From Figure 2, it is clear that the greater the number of 
activities, the shift towards the learners’ space and the 
engagement an approach promotes, the higher the retention 
rate, and thus more knowledge and skills acquired.   

Finally, the method of delivery itself has a great impact on 
the educational process. Previous research [25] has revealed 
that although distant online courses feature higher flexibility, 
they have lower rates – 50 to 80% – to retain students 
compared to 80 to 90% with face-to-face courses. On the other 
hand, online learning and blended learning [26] [27] [28], 
which combines face-to-face learning with computer-
mediated instruction, showed better effectiveness in achieving 
the learning goals as well as higher performance since they 
allow for a semi-guided interactive environment between 
participants and instructors. To remove any ambiguity, it is 
worth mentioning that an online course can still be considered 
face-to-face if it has a synchronous live interaction [29].  

Based on the explained methodologies and the different 
factors that affect the educational process, and to meet with 
CC-RSG project main goals of promoting knowledge of 
cybersecurity in smart grid and covering existing gaps, a 
MOOC has been designed. In the next section, a justification 
of this method is given, in addition to more details about 
MOOCs design models.  

IV. MASSIVE OPEN ONLINE COURSE APPROACH 

A. Introduction 
According to [30], a MOOC is an “online course designed 

for large numbers of participants, that can be accessed by 
anyone anywhere as long as they have an internet connection, 
is open to everyone without entry qualifications, and offers a 
full/complete course experience online for free”. By this 
definition, the main pillars and benefits of a MOOC are 
accessibility, flexibility, being affordable and not requiring 
much knowledge beforehand. While these are great benefits, 
MOOCs face two main concerns. First [31], the lack of 
guidance, structure and support that traditional courses offer. 
Second [32] [33], issues related to less reliability, pedagogical 
structure, homogeneity and depersonalization of course 
offerings. Fortunately, with academic institutions entering the 
MOOCs market [34], e.g. Stanford university with Coursera 
Platform and MIT with edX, some of these issues – especially 
the second set – were fixed, after adopting academic 
guidelines.  

In terms of coverage, MOOCs mostly cover diverse topics 
with less emphasis on specialization and advanced courses 
[34]. Accordingly, different types and formats of MOOCs 
exist to cater to different needs and goals of different topics. 
In Table I, the main types of MOOCs are briefly highlighted. 

TABLE I.  MAIN MOOC TYPES EXPLAINED [34] [35] 

Type Definition Focus 
Extended, 
xMOOC 
 

“Traditional e-learning courses 
organized by universities”.  

Knowledge 
duplication 

Connective, 
cMOOC 

Courses that “emphasize 
creation, creativity, autonomy, 
and social networking 
learning”.  

Knowledge creation  

Social, 
sMOOC 

“Social courses characterized 
by interactivity using social 
networks” 

Active participation 
and engagement 

Transfer, 
tMOOC 

Courses “generating interest 
towards action and professional 
interaction  

Transfer of learning 
and Pedagogical 
transformation 

Lecture 5%
Reading 10%

Audio-Visual 20%
Demonstration 30%

Discussion 50%
Practice by Doing 75%
Teaching Others 90%
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From Table I, although there is a clear distinction between 
the different types of MOOCs, in practice a MOOC offering 
may combine more than one format to effectively cover its 
curriculum. Chapter IV explains and exemplifies this clearly.   

B. MOOC Instructional Design Models   
As mentioned, MOOCs combine eLearning approaches 

and tools with pedagogical learning methodologies. Thus, to 
successfully design a MOOC, general Instructional Design 
(ID) models should be referred to. In brief, ID [36] is the 
“principles and procedures by which instructional materials, 
lessons, and whole systems can be developed in consistent and 
reliable fashion”, or as described in [37], it is “the planning, 
creation, refinement, selection sequencing, managing and 
evaluating activities and resources in support of targeted goals 
and objectives”. ID is thus the application of learning theories 
[37] [38], e.g., behaviorism (gradual attempt and error, 
reinforcement, and stimulus-response sequence), cognitivism 
(formation of cognitive structure), constructivism (learner-
centered, collaboration and communication, appropriate 
resources), and connectivism (creating networks – the role of 
social and cultural context). Various ID models exist to 
provide guidance and direction on developing course content, 
the most famous of which are [38] [39]: 

1) Bloom’s Taxonomy: A model for measuring learning 
progress, in which levels of learning and related activities are 
represented in a hierarchical order that includes remembering 
at the bottom, then understanding, applying, analyzing, 
evaluating, and finally creating at the top. Depending on the 
expected outcome, the activities can be designed accordingly.  

2) Gagne’s Nine Events Model: A description of 
instructional events required for effective learning, i.e. gain 
attention, inform objectives, recall prior knowledge, present 
the content, provide guidance, practice, provide feedback, 
assess performance, and finally enhance retention/transfer. 

3) ADDIE Model: A framework of the processes required 
for course design/development, which include: Analyze, 
Design, Develop, Implement, and Evaluate. The framework 
supports continuity by including revision instances between 
different processes.  

4) Merrill’s Principles: Identified principles common to 
effective ID models, which are: task/problem-centered, 
activation of prior knowledge, demonstration of new 
knowledge, application, and encouraging integration. 

5) Dick and Carey Model (Systems Approach Model): A 
model for planning lessons through: defining instructional 
goals, conducting instructional analysis, defining entry 
requirements, specifying performance objectives as well as 
test items, developing instructional strategy and material, and 
finally conducing a formative and summative evaluation. 

The processes and practices of these or other ID models 
should be adopted and modified to meet the desired outcomes 
of a MOOC, especially since MOOCs need a specific ID 
curriculum [40]. Next, we present our approach on designing 
a MOOC for cybersecurity in smart grid.  

V. MOOC FOR CYBERSECURITY IN SMART GRID 

A. Course Elements    
First, MOOCs that cover general topics of cybersecurity 

already exist. However, as our previous research [7] [12] 

revealed, specific topics as cybersecurity in smart grids are 
rarely if not at all covered. This was the motivation for 
initiating this course. Second, by performing the reviews 
presented in Chapters II and III, and by following guidelines 
of [41], the elements and approach needed to design an 
effective course, were identified, adopted, and adjusted. In 
Table II, the proposed approach is presented. 

TABLE II.  COURSE DESIGN APPROACH  

# Element  Description 
1 Learning Objectives To cover the gap of cybersecurity 

knowledge related to smart grids  
2 

Prerequisites to join 
this course?   

The course is ONLY open to students 
and professionals with pre-knowledge 
in the fields of cybersecurity and smart 
grids 

 
3 

Retention level 
projected by this 
course 

60% to 75%, aiming at active 
discussions and simple practice by 
doing tasks  

4 Type of MOOC 
adopted  xMOOC, with practices of tMOOC  

5 
Instructional Design 
methodologies adopted  

ADDIE and Dick and Carey models 
for design, and targeting the third level 
– applying – of Bloom’s Taxonomy for 
retention.  

6 
Approaches used 

Flipped learning and gamification 
mainly, with tasks that promote 
cooperative learning   

7 
Method of delivery   

Supervised recorded sessions (lectures 
and tutorials) with online face-to-face 
mediation by instructors 

8 Criteria to increase 
attention and 
engagement   

Bonus points, the use of games, and 
discussion forums   

 
9 

Assessment and 
Measurement  Regular quizzes and a final exam  

 
10 Credits  

5 credit points (ECTS = 125-140 hours 
of lectures, exercises, and self study 
material) 

Regarding the selection of specific criteria, justifications are: 

1. Point 2: the course covers a very specific topic, which 
is the reason why pre-knowledge is mandatory. 

2. Point 3: as the main aim is active participation, 
discussions and simple practice by doing tasks can 
fulfill such criterion.  

3. Point 5: with MOOC offers and large number of 
participants, resources cannot match the needs to 
analyze, evaluate or create levels. These levels require 
higher engagement and fewer participants. 

4. Points 9 and 10: according to general academic 
standards, 1 credit point is 25 to 28 study hours.  

B. Real-Time Simulation for Education   
Real-time simulation [42] [43] is a technique in which a 

computer model simulates a physical system in approximately 
the same amount of time it takes in real time. Unlike other 
simulation techniques, real-time simulators are powerful 
computer platforms that allow a code to execute near the real-
time it would take in reality with minimum delay. These 
systems can solve highly complex equations and consider 
many attributes simultaneously that typical simulation 
systems cannot provide. Accordingly, real-time simulation 
systems are used for applications [43] that include large scale 
systems, control of actual operating conditions, automotive 
simulation, automation, robotics, and power systems.  
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Here, to cover the practical part of the course, real-time 
simulator is used to create a cyber-physical testbed to simulate 
power systems and events that may emerge. Such a testbed 
can be used for [44], e.g., vulnerability analysis, disturbance 
scenarios, assessment metrics, impact analysis, and training. 
In Fig. 3, a typical testbed consisting of Intelligent Electronic 
Devices (IEDs) controller connected to a Real-Time simulator 
(OPAL-RT) and a communication and network simulator 
(EXATA Server), is shown. Such a testbed can be connected 
with other systems, e.g., SCADA, to run one of the mentioned 
tests, or used individually to develop attack and mitigation 
scenarios.   

 
Figure 3: Cyber-physical testbed (adopted from [45]) 

The shown testbed is used to show students the actual 
work using the Real-Time simulator and its capabilities to 
simulate power systems and attack scenarios, and to train 
students to use the general components and settings of the 
system. As mentioned in the next section, pre-designed 
models will be used to perform this task efficiently.    

C. Course Syllabus   
Teaching and supporting material were selected to reflect 

on the goals of the course and to cover the gaps found 
previously. In Table III, the course structure in the form of 
modules that cover the different topics, is presented. Noting 
that one module is typically covered in two lectures.  

TABLE III.  COURSE STRUCTURE  

Module and Goals Material  
Module #1 
Fundamentals of 
Smart Grids  
 
To learn about: 
1. Smart Grid 
Infrastructure  
2. Cyber-physical 
Systems 

• Pre-reading material 
1. “Ready or not, here comes the smart grid!”  
2.  “Smart grids: A cyber–physical systems 
perspective”  
3. “Smart grid for a sustainable future” 
• Main Material and handouts 
“Smart Grids Infrastructure Technology and 
Solutions” 

Module #2 
Cybersecurity and 
Operational Security 
in Smart Grids  
 
To learn about: 
1. Cybersecurity 
fundamentals 
2. Operational security  
3. Smart Grid Security  

• Pre-reading material  
1. “Cyber-security in smart grid: Survey and 
challenges” 
2.  “Cyber-security on smart grid: Threats and 
potential solutions” 
3. “Cyber-physical systems security: 
Limitations, issues and future trends” 
• Main Material and handouts 
“Applied Cyber Security and The Smart 
Grid” 

Module #3 
IEC 61850 and IEC 
62351 
 
To learn about: 

• Pre-reading material  
1. “Overview of IEC 61850 and Benefits” 
2.  “IEC 61850 for power system 
communication” 
3. “Iec tc57 wg15: Iec 62351 security 
standards for the power system information 
infrastructure” 

Module and Goals Material  
1. IEC 61850 grid 
communication 
standard  
2. IEC 62351 security 
standard for IEC 61850 

• Main Material and handouts 
“IEC 61850 Communication Protocol 
Manual” 

Module #4 
Fundamentals of 
Real-Time simulation 
systems  
 
To learn about: 
1. Real-Time 
simulation systems 

• Pre-reading material  
1. “Review of real-time simulator and the 
steps involved for implementation of a model 
from MATLAB/SIMULINK to real-time.” 
2.  “Implementing attacks for modbus/TCP 
protocol in a real-time cyber physical system 
test bed” 
3. “Cyber security of a power grid: State-of-
the-art” 
• Main Material and handouts 
“Real-time simulation technologies: 
Principles, methodologies, and applications” 

Exercises and Lab #1 
Opal RT Simulator 
 
To learn about: 
1. Real-Time 
simulation systems 

• Main Material and handouts 
“Opal RT user manual” 

Exercises and Lab #2 
Exercises and case 
scenarios 
 
To learn about: 
1. Implementation and 
simulation  

• Main Material and handouts 
Pre-designed models to run and test  

D. Delivery Strategy  
About the actual and detailed strategy of delivering the 

course, it goes as follows: 

1. Course objectives and schedule are announced and 
communicated to participants. 

2. A MOOC course page is created and hosted by one of 
the course hosting platforms (Moodle platform [46] is 
selected for this purpose following its rich features).  

3. Guest access is enabled to allow enrollment of 
participants from other institutions, and also 
continuing education professionals. Access will be 
approved by instructors after assessing pre-
knowledge. 

4. A repository of the course content is created and 
divided into modules that cover the different topics. 

5. For each module, there a section for a pre-reading 
material list that contains 2 to 3 general articles about 
the topic to be covered. This should be available and 
announced one week at least before the scheduled 
lecture.  

6. Lectures’ materials, e.g., presentations, handouts and 
other supporting materials, are also designed and 
uploaded to the lecture’s section one week 
beforehand.  

7. A set of 3 to 4 short videos – 15 to 20 minutes each – 
covering the main topic of the lecture, is recorded and 
published on the scheduled day of the lecture.  

8. Simple pre-lecture quizzes consisting of 3 to 4 
multiple choice, match, and true and false questions 
that cover the pre-reading material list, are designed. 

9. Pre-lecture quizzes open on the scheduled lecture’s 
time and last for 10 to 15 minutes. 

10. To avoid any sort of plagiarism, it is advised to create 
a questions bank, thus questions would differ from a 
participant to another.  
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11. Quizzes results should be considered as bonus points 
or count only for up to 5% of the course’s grade. 

12. On the scheduled time of the lecture, recorded videos 
are played and facilitated/supervised by course 
instructors who are present online. After each video, 
10 to 15 minutes are given to questions and any 
discussions.  

13. A game, simple competition, or a similar activity that 
is related to the lecture’s topic, could be created on 
one of the gaming platforms, e.g., Kahoot [47] or 
similar ones, and played in the middle of the lecture. 
Points received are considered bonus points as well.  

14. A forum that hosts different topics open for discussion 
is created. Topics can be defined beforehand or 
emerge as needed.  

15. For assessment, similar to points 8, 9 and 10, a 
questions bank is created to cover the main material 
of the lecture. Questions should be of auto-graded 
type, i.e., multiple-choice, multiple selection, true and 
false, fill in the blank and so on.  

16. 15 to 20 questions are randomly selected from the 
questions bank for the weekly quizzes.   

17. Weekly quizzes are available one day after the lecture 
and for a period of a week. Once a quiz is open, it can 
be completed within a certain timeframe, e.g. 30 
minutes. After that, the quiz cannot be taken or open 
again. 

18. Weekly quizzes should count for 60 to 70% of the 
course’s final grade. 

19. Regarding exercises and practical skills, 2 to 3 
exercise sessions based on study cases and also to 
conduct a supervised remote connection with the lab, 
are given at the second part of the course once 
theoretical background is established and covered.  

20. Students are encouraged to try given pre-designed 
models, to learn the general concepts and criteria 
regarding the system in place.  

21. Finally, after the course completion, questions already 
existing in the questions bank can be reused to design 
an exam covering the whole content of the course, e.g. 
50 to 60 questions that can be answered in 2 to 3 
hours. The final exam contributes 30 to 40% of the 
course’s final grade. 

VI. DISCUSSION AND CHALLENGES 
Knowledge and awareness of cybersecurity operations are 

essential for the energy sector to mitigate incidents and 
disruption scenarios. Although many courses exist on 
different fields of cybersecurity, such specific domains are not 
well covered. The main issues that current courses face are, 
either they are more academic or more practical, however, 
offers that combine both are rarely found. To fix this gap by 
designing a MOOC course that covers this topic, it was found 
that the topic has more perspectives than the technical one. 
First, MOOC types were investigated carefully to find out 
which type is more suitable to deliver the content and how to 
adjust it to meet the objectives of the course. Second, back to 
basics, instructional design models provide the foundation for 
designing an effective course, therefore, before embarking on 
course design – whether traditional, online, or a MOOC – the 
ID model should be selected carefully. After defining the 
MOOC type and the ID type, designing a course is rather a 
straight forward process following the available guidelines. 

 Regarding implementation, we have encountered the 
following challenges: 

1. Resources: MOOCs by default are open to large 
number of students, therefore all side tasks of the 
course, e.g. evaluation, should be automated, to 
optimize resources and provide time for the more 
important tasks, e.g., mediation, discussion, and so.  

2. Retention rate: Depending on the assigned resources, 
the targeted rate of retention should be adjusted. 
However, typically for courses with no contact 
teaching, it is difficult to achieve higher retention 
rates that match with analyzing and creating criteria.  

3. Retaining students: One of the main issues online 
courses face is the low completion rate which is due 
to lack of interest, interaction, and assistance.  This 
was solved by opting for supervised sessions, 
discussion forums, and the use of simple gamification 
practices to encourage engagement.  

4. Technical challenges regarding exercises and 
tutorials: Real-Time simulators are not available in 
every organization as they are very costly. Moreover, 
they have limited user licenses so they cannot be used 
remotely by several users. Therefore, a Virtual 
Priavate Network (VPN) connection is being 
established, and time slots are being distributed upon 
needs to participants who want to connect remotely to 
the cyber-physical lab for practicing. To make the 
process more efficient and to allow more students to 
practice, pre-designed models are provided, thus 
participants can move forward to running models and 
trying the different configurations.  

As the time of this writing, the course is yet to be 
completed and deployed. After that, results of the last two 
phases of the DSR– evaluation and communication – 
methodology will be available, and accordingly any measures 
needed to improve the course will be considered.  

VII. CONCLUSION AND FUTURE WORK   
This paper presents the roadmap for desgining an effective 

MOOC that is able to fill the cyberspecutiy knowledge gap in 
the field of smart grids. It was found that: 

1. MOOC are resource intensive if they try to imitate 
traditoinal contact courses, especially in very specifc 
topics, as the one of this paper. Therefore, measures 
were taken to automate the educational process and to 
optimize resoucres, thus to give more time for 
interaction and engagment. 

2. Techniques as flipped learning and gamification if 
well adjusted, they can provide such optimization and 
engagament required.  

3. Retention rate cannot be the same as contact teaching. 
4. By using techuiqes as remote access and VPN, 

partcipants could practice and gain practical 
knowledge, and thus create a richer MOOC 
experience. 

In continuation of this work and as a part of CC-RSG 
project, this course is generalized and a framework for 
cybersecurity educaiton in smart grids will be developed.   
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Abstract— The energy system, including the electrical power 

system, is currently undergoing major changes to meet 
increased demands and climate target plans, and to stand 
against potential malicious activities and all sorts of disruptions. 
Specifically, the electrical power system is drastically changing 
with regards to consumption, production, transmission, control, 
monitoring, markets, and digitalization. Such a change, 
however, makes the power system an attractive and vulnerable 
target to all kinds of disruptive events and social-cyber-physical 
attacks since the system is crucial for the functioning of the 
society and economy. In this work, to act against such events and 
to study the future power system’s susceptibility and resilience 
towards social-cyber-physical attacks, the Resilient Digital 
Sustainable Energy Transition (REDISET) project has shown 
the need for a new model that is able to describe the future 
electrical power system in a way that reflects the future reality. 
In this paper, existing power systems models, the changing 
landscape of power systems, the drivers for a new model, the 
suggested model that comprises 7 building blocks instead of 
today’s 3, and finally a direction of future related work are 
presented. 

Keywords—Power Grid, Resilience, Social-cyber-physical 
Threats. 

I. INTRODUCTION AND BACKGROUND 
With the current unprecedented global changes, the energy 

system, including its subdomains, such as the electrical 
system, is undergoing a substantial transition into a fully 
digitalized, cyber-physical system. These changes are driven 
by the increased demands and shifts in the market, the need to 
meet climate target plans, achieve sustainable development 
goals, and enhance resilience against potential malicious 
activities and other disruptive events. Specifically, due to 
digitalization, the electrical system is currently witnessing 
changes in monitoring, protection, and control systems across 
generation, transmission, and distribution plants. While these 
changes bring about new opportunities, products, added 
services, expanded markets, and an improved user experience, 
they also increase the complexity and vulnerability of the 

power system. This accordingly renders the power system 
susceptible to various disruptive events, ranging from minor 
malfunctions to large-scale cyber-physical attacks, resulting 
in significant social and economic impacts. Existing smart 
energy models, e.g., NIST [1] and SGAM [2], could provide 
guidance on the structure of the power system’s components 
and interaction in a hierarchical manner. However, they lack 
a thorough consideration of the “human risk” factor, as in 
organizational cybersecurity-culture [3] and policy 
implications [4]. Recent attempts, e.g., [5] and [6], have 
partially addressed this gap by introducing integrated and 
interdisciplinary gird models, considering different domains, 
levels, and interactions, holistically, rather than separately, as 
previously done. This work acknowledges these efforts, and 
as a part of the Resilient Digital Sustainable Energy Transition 
(REDISET) project – which is a research project combining 
academic institutions and energy providers in Finland, 
Sweden, and Norway – it continues in the same direction.   

In this work, we thoroughly examine the power grid 
system from the threats angle to answer the following 
question: “How to assess the effects of social-cyber-physical 
threats on the future power grid?” The aim of this 
multidisciplinary research is to counter social-cyber-physical 
threats affecting the grid, and to assess the future power 
system’s susceptibility and resilience against such 
vulnerabilities. 

The remainder of this paper is organized as follows: 
Section II describes the research approach. Section III 
highlights existing models of power systems, workshop 
results, and the changing landscape. Section IV follows with 
our proposed model for assessing the effects of social-cyber-
physical threats on the future power grid, are presented. 
Section V concludes and suggests future work directions.  

II. RESEARCH METHODS  
To comprehensively address our research question from 

both the conceptual and practical sides, two research 
approaches were employed in this research. First, a rapid 
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review method [7] was used to gather information on existing 
energy models. Second, qualitative research in the form of 
workshops [8] was conducted, to discuss these models, the 
challenges they face, and gain insights and suggestions on 
filling the identified gaps. For the latter, two workshops were 
held, involving multidisciplinary experts from academia and 
industry, focusing on exploring power models and their social 
aspects. Figure 1 shows a schematic diagram of the research 
methodology employed. Table 1 presents a description of 
workshops and participants.  

 
Figure 1.  Research method  

TABLE I.  WORKSHOPS DESCRIPTIONS 

Attribute Description 
Dates October 27th, 2022, and February 17th, 2023 

Location KTH, Royal Institute of Technology, 
Stockholm, Sweden  

Countries involved Sweden, Finland, and Norway  

Research institutions 
involved  

4: KTH from Sweden, University of Vaasa from 
Finland, and FFI and NTNU from Norway 

Companies involved 7: Ellevio, Svenska Kraftnät, Vattenfall, 
Statnett, Fingried, Hitachi Energy, and Sintef  

Total number of 
participants, present 
or online  

23 

Academic 
participants 14 

Industrial 
participants 9 

In the following section, the most common energy models 
from selected articles as well as workshop results on these 
models and the evolving landscape, are presented.  

III. REVIEW AND WORKSHOPS RESULTS 

A. Review summary on existing power system models  
First, though the existence of various power systems 

models that describe power systems from different 
perspectives, the review has identified three common models, 
namely, ISO/IEC Smart Grid Architecture Model (SGAM), 
NIST’s framework, and the Cyber-physical power system 
model, as follows: 

1) SGAM Model  
The ISO/IEC Smart Grid Architecture Model (SGAM) 

[2], as shown in Figure 2, is a hierarchical layered 
representation of smart grids, consisting of five interactive 
layers that represent different domains and their associated 
objectives. The model encompasses the business, function, 

information, communication, and component layers, in which 
the latest encompasses the domains of the energy sector, i.e., 
generation, transmission, distribution, Distributed Energy 
Resources (DER), and customer premises. Furthermore, the 
component layer is also divided into different zones, i.e., 
process, field, station, operation, enterprise, and market, 
depending on the function to be performed. With such a 
structure and flexibility, the SGAM model is well-suited to 
showcase, simulate, and implement various use cases and 
scenarios covering different aspects of smart grids [9].  

 
Figure 2.  SGAM model (adopted from [2]) 

2) Smart Grid Conceptual Model   
NIST’s framework, the Smart Grid Conceptual Model 

(SGCM) [1], is a high-level framework that illustrates the 
roles and responsibilities, as well as the interactions between 
the different domains within the power grid. The model, as 
shown in Figure 3, encompasses the operations, service 
provider, customer, generation, transmission, markets, and 
distribution planes, delineating the lines needed for 
information exchange from the direct energy exchange ones, 
forming the actual grid. With its distinct detailed roles, SGCM 
acts as a guideline for understanding the grid by different 
stakeholders and is used for developing standards that ensure 
interoperability and seamless communication among the 
grid’s components, thus enhancing the efficiency, reliability, 
sustainability, and resilience of the power system.   

 
Figure 3.  NIST’s SGCM model (adopted from [1]) 
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3) Cyber-Physcial Power Model  
In the Cyber-Physical Power Model [10], power systems 

are modelled as cyber-physical systems, combining a physical 
power system, a control center (cyber layer), and 
communication between the two. As shown in Figure 4, the 
model’s physical power system comprises a generation 
system including various DER, a transmission and distribution 
system, and customers. The cyber system, i.e. the control 
center, performs monitoring, operation, optimization, and 
control functions. Finally, the communication network 
handles sensors’ measurements and control commands 
between the two systems. With its structure, the model 
effectively separates the actual grid and explicitly adds a cyber 
layer, where all information flow and control functions are 
executed.  

 
Figure 4.  Cyber-physical power model (adopted from [10]) 

B. Applicability and deficiencies of the existing models – 
Workshop results 
Although the given models provide comprehensive views 

on modeling the grid, they also exhibit several deficiencies. 
First, SGAM model suffers from complexity and lacks 
flexibility due to its segmented layered approach. 
Furthermore, issues [2] highlighted in the literature include 
formal functional description, the need for a well-defined 
interfacing tool for the architectural structure, and difficulties 
with automatic testing and configurations. Second, SGCM 
model faces similar complexity, flexibility, and 
interoperability limitations. In addition [11], the model faces 
concerns related to confidentiality, privacy, and compliance 
with anti-trust laws; hindrance in deployment due to being 
voluntary in the private sector; and human error, including 
user awareness in the customer domain and user errors in the 
operations domain. Finally, the cyber-physical power model’s 
control center is oversimplified, considering that many 
Transmission System Operators (TSOs), Distribution System 
Operators (DSOs), producers, and larger consumers, have 
multiple control and monitoring centers, infrastructure 
monitoring centers, dispatch centers, and cyber surveillance 
centers, alongside switch centers. Moreover, the model lacks 
clarity addressing the market system. 

Other notes that were emphasized during the workshops 
include: 1) The existing models are highly technical and lack 
on addressing the human factor adequately; 2) Building on the 
preceding point, the models neglect behavioral aspects such as 
social-cultural matters and their impact on the energy sector; 
3) There is a lack of emphasis on privacy and cybersecurity 
issues; 4) Additionally, they fail to incorporate emerging 
technologies, e.g., Artificial Intelligence (AI) and blockchain.  

C. Changing landscape 
The abovementioned concerns, along with ongoing 

changes in the energy system, make it vulnerable and more 

susceptible to cyber and physical attacks. As modern society 
is more reliant on electricity, hostile actors can exploit 
weaknesses such as outages and instabilities to pose threats to 
our communities. Grid operators, i.e. TSOs and DSOs, have 
already witnessed a significant increase in cyberattacks. 
Additionally, the interdependencies within the current energy 
system can be exploited in international conflicts and hybrid 
warfare, as seen in Russian cyberattacks in 2015 [12], [13] and 
attacks on Ukrainian power infrastructure since February 
2022 [14], to cause major disruptions and blackouts. These 
conflicts have led to what is called the “energy war”, where 
energy resources are manipulated for political purposes. 
Alongside cyber threats, issues like the maintenance of 
nuclear reactors in France and the decommissioning of 
German nuclear power plants, shed light on the 
interdependencies within the European energy system, 
highlighting the risk of energy shortages and poverty. Given 
the vital role of energy supply and delivery in modern society, 
they have become a target for adversaries. Thus, ensuring the 
security and resilience of the energy infrastructure is crucial 
for the functioning of our society. 

IV. PROPOSED MODEL FOR FUTURE POWER SYSTEM 

A. Social-Cyber-Physical grid model 
Based on the reviews conducted and the workshop results, 

a system-of-systems energy model that explicitly emphasizes 
social-cultural aspects and disruptions, is proposed. The 
model, as shown in Figure 5, encompasses seven system 
domains, as follows: 1) supply system; 2) demand system; 3) 
transmission/distribution infrastructure system; 4) market 
system; 5) control system; 6) disruption system; 7) and, the 
social-cultural system.  As the name indicates, every system 
of the proposed model encompasses its own sub-systems, 
which might vary depending on many factors and the types of 
DERs used, for example. Here and for simplicity, we present 
the proposed model from an abstract high-level view.  

1)   Supply System 
The main purpose of the supply system is to generate and 

supply electricity and create revenue for investors and 
producers of electricity. Key functions of the supply system 
are: 

- Generating electricity from different resources through 
energy conversion processes. 

- Providing inertia, frequency reserves, and ancillary 
services to support grid stability. 

- Connecting different electricity resources to the grid 
- Generating financial returns for investors and 

stakeholders. 
- Securing energy demands. 
- Monitoring and controlling voltage and frequency 

conditions to maintain grid reliability.  

2) Demand System 
The main task of the demand system is to use electricity, 

compensate for services delivered, and to transmit data to the 
system for further analysis. Key functions of the demand 
system are: 

- Utilizing the supplied energy for purposes, such as 
generating motion or alternative types of energy.  

118 Acta Wasaensia



- Implementing own monitoring and control. 
- Generating value or fulfilling functions for the 

consumer. 
- Heating 
- Industrial processes 
- Data storage 
- Transportation 

- Responding to price signals through demand-response 
mechanisms. 

3)  Transmission / Distribution Infrastructure System 
The primary objective of the grid system is to facilitate the 

transportation of electricity and information, while measuring 
parameters necessary for optimizing grid capacity utilization. 
Key functions of the transmission/distribution infrastructure 
system are: 

- Transmitting electricity across various points of the 
grid. 

- Facilitating the transmission of data necessary for grid 
operations. 

- Incorporating demand and supply domains, thus 
forming the operational grid network. 

- Performing data measurement tasks to monitor grid 
performance. 

- Implementing control and protection measures to 
safeguard infrastructure equipment.  

4) Market System 
The primary objective of a well-functioning market 

system is to promote a secure supply of energy produced 
sustainably and at affordable prices. Key functions of the 
market system are: 

- Integration of markets. 
- Supporting decarbonization initiatives. 
- Continuous intraday trading (market). 
- Performing balancing actions (balancing market, end-

user market). 
- Enabling flexibility through aggregators. 
- Collecting data on grid capacity. 
- Gathering market data (demand, supply, capacity). 
- Providing market data services as needed. 

- Maintaining trading platforms for both intraday and 
day-ahead markets. 

- Facilitating price settlements.  
- Achieving balance between supply and demand. 

5) Control System  
The primary function of the control system is to maintain 

a balance between electricity demand and supply in 
accordance with market dynamics, ensuring the quality of 
supply, and communicating signals to the market regarding 
grid capacity. Key functions of the control system are: 

- Maintaining a stable 50 Hz frequency. 
- Regulating voltage levels. 
- Controlling power generation for stable operation 
- Ensuring grid stability and security 
- Monitoring key parameters, such as frequency, voltage, 

power, and overall system stability. 
- Responding to disruptions and anomalies.  
- Collecting data for investigation and analysis purposes.  

6) Disruption System 
The main task of the disruption system is to create 

disturbances that disrupt the smooth functioning of the energy 
system. In response, the energy system needs to demonstrate 
resilience to withstand such disruptions, employing strategies 
like n-1 redundancy, manual operation, island operation, etc. 
Key functions of the disruption system are: 

- Weather events and climate change impacts 
- Cyberattacks targeting the system or its components.  
- Equipment malfunctioning. 
- Social disruptions affecting operations. 
- Natural disasters causing system disturbances.  
- Political conflicts or wars affecting energy 

infrastructure. 
- Market interruptions affecting energy supply. 
- Frequency fluctuations impacting system stability. 
- Disrupting the balance between functionality, security, 

and economic considerations.  

7) Social-Cultural System 
The main purpose of the social-cultural system is to 

establish a stable framework for the energy system, integrating 

Figure 5.  Proposed Social-Cyber-Physical Grid Mode, Version 1.0 
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social, economic, and environmental aspects. It recognizes 
individual’s integration into broader social structures shaped 
by collective beliefs and agreements [15]. This system 
interacts closely with socio-technical institutions, reflecting 
the culture of a society [16]. It examines drivers of energy 
behavior [17] and vulnerabilities, including cyber ones. Key 
functions of the social-cultural system are: 

- Governance, including policy and legal frameworks. 
- Influencing security interests and decisions. 
- Shaping the business climate and culture. 
- Driving economic and financial considerations.  
- Influencing energy consumption behaviors. 
- Influencing production behaviors, including prosumer 

activities.  
- Providing relevant services. 
- Adapting and shaping the global landscape in response 

to international structures and dynamics.  

B. Feedback on the model  
As part of REDISET project Work-Package 3 

development, the proposed model was presented during two 
project workshops held in Vaasa, Finland, in June and 
September 2023. The model generated positive feedback from 
both industrial and academic experts, although some points 
were raised. Below are the main concerns and responses to 
them.  

- Issue 1: Control system is positioned solely above the 
market system. 
Response: In this model, which represents a system-of-
systems, each system possesses its own control 
mechanism. Therefore, in this proposed model, the 
control system serves as the most centralized control 
system. 

- Issue 2: Arrows only connect certain domains. 
Response: Since every domain is interconnected with 
other domains, the connections can occur directly or 
indirectly. The current model shows only direct 
connections for simplicity, with future iterations 
emphasizing interconnectedness. 

- Issue 3: Arrows from the social-cultural and disruption 
systems are directed solely towards the control and 
transmission - distribution infrastructure systems. 
Response: The arrows of the social-cultural and 
disruption systems are inclusive, indicating their 
influence extends these systems.   

V. CONCLUSIONS AND FURTHER WORK 
This paper critically evaluates the most prominent existing 

power systems in light of the changing landscape, 
emphasizing the need for developing a model capable of 
meeting future grid demands. It is clear that existing models 
lack consideration of the human and social-cultural factors, 
which are critical for the future grid. Moreover, they also fail 
to address some of the most recent critical issues, such as 
security and privacy. Accordingly, the paper presents a model 
that provides a comprehensive framework for mapping the 
interdependencies among various infrastructure environments 
within the Nordic power system. By considering the 
disruption system, supply system, market system, control 
system, transmission/distribution infrastructure system, 
demand system, and social-cultural system, the proposed 

model enables a holistic understanding of the system-of-
systems perspective.  

Moving forward, our future research will delve deeper into 
exploring both intra- and inter-dependencies within and 
between these infrastructure environments. This analysis will 
provide valuable insights into the vulnerabilities present in the 
power system. We will specifically focus on simulating and 
studying the potential cascading consequences of failures in 
critical components at both the component and the executive 
levels. By conducting such analysis, we aim to enhance our 
understanding of the system's overall resilience. To facilitate 
further development, we recognize the importance of 
providing more detailed descriptions and discussions of the 
individual sub-systems within the power system. This 
additional level of refinement and development will allow for 
a more comprehensive exploration of the system's intricacies. 
The model approach outlined in this paper provides a solid 
foundation for investigating the dependencies and 
vulnerabilities within the Nordic power system. Through 
future research, we aspire to advance our understanding of the 
system's behavior and contribute to the development of 
strategies for ensuring its robustness and reliability. 
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Abstract. The rise of industrial systems, driven by recent advances in 
engineering and data science, has significantly reshaped manufacturing and 
production. Equipped with modern tools and capabilities, industrial systems can 
streamline processes, enhance production, analyze complex scenarios, and 
support decision-making. Central to these systems is industrial data, which 
provides the insights and means necessary to drive operations and achieve 
production objectives. Given its critical value, protecting industrial data from 
potential risks is essential for ensuring consistency, utility, and competitiveness. 
While various studies focus on security, the literature addressing industrial data 
privacy remains limited. Acknowledging this gap, this work thoroughly 
explores these topics. First, industrial systems are examined, highlighting their 
prevalent types and establishing a foundation for understanding their distinctive 
features. The study identifies 10 common types of industrial systems and their 
shared characteristics. It then presents 15 definitions and contexts before 
proposing an inclusive definition that aligns with modern industrial systems. 
Next, 34 selected studies on industrial data privacy are reviewed, discussing its 
significance, current challenges, and potential solutions. The study defines 
industrial data and identifies eight contexts associated with industrial data 
privacy, then provides a comprehensive review of each. Finally, it highlights a 
range of operational and technical solutions for protecting industrial data. Taken 
together, the findings underscore the pressing need to prioritize industrial data 
privacy and address it more closely in both research and practice.  

Keywords: Industrial Systems, Industrial Data, Privacy, Data Protection, 
Industrialization, Emerging technologies  
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1 Introduction 

1.1 Overview  

In the past two decades, manufacturing and production have undergone a remarkable 
transformation, driven by the convergence of advanced technologies and shifting 
demands that have reshaped industries globally [1]. Thanks to rapid technological 
innovations and the strategic utilization of industrial data, the dynamic interaction 
between systems, customization, and process optimization have revolutionized the 
landscape of manufacturing and production. Specifically, advances in engineering, 
Information Technology (IT), and Operational Technology (OT) have converged to 
drive a new shift in industrial systems, encompassing comprehensive frameworks, 
specialized tools, and capabilities designed to meet the challenges of modern 
manufacturing [2-3]. With the introduction of Industry 4.0 (I4.0) in 2011 and the 
integration of the Internet of Things (IoT), data analytics, and automation 
technologies, industrial systems became more interconnected and intelligent [4-5]. 
This resulted in higher precision, customization, adaptability, speed, and efficiency, as 
seen in smart factories where manufacturing is fully digitalized and systems 
continuously collect, process, and share data for real-time monitoring, predictive 
maintenance, and adaptive manufacturing [3]. The result is a very dynamic and 
responsive industrial ecosystem capable of meeting complex demands and adapting to 
abrupt changes while minimizing interruptions, controlling costs, and ensuring 
product quality. 

Industrial data plays a fundamental role in this context, serving as the key enabler 
for the intelligence in industrial systems [6]. Only through the utilization of industrial 
data generated by sensors, machinery, interconnected devices, as well as market and 
supply chain signals and processes, has value been created and manufacturing 
transformed [7]. Within the I4.0 paradigm, data is no longer merely a byproduct of 
industrial systems, but is rather a strategic asset [8-9]. It carries real-time metrics, 
measures, indicators, parameters, and control commands that are analyzed and used to 
provide operational and production insights [3]. As the role of industrial data has 
grown in significance, associated risks have also increased, including potential 
cyberattacks, data breaches, and the exploitation of sensitive information [10-12]. 
These can lead to several potential consequences, such as operational malfunctions, 
production disruptions, compromised systems, Intellectual Property (IP) theft, and 
even impacts on personal data rights [13]. Several trials have been conducted to 
address these issues, e.g., [14-17], as well as the studies reviewed in Section 4. 
However, these efforts either addressed industrial data topics separately or focused on 
aspects and measures of cybersecurity and governance frameworks without giving 
sufficient attention to the actual value of data and its privacy while being processed 
and shared. Accordingly, more comprehensive approaches that integrate privacy 
practices into industrial data are needed, as protecting and maintaining the integrity of 
industrial data is essential for ensuring consistency, utility, and competitiveness. 
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1.2 Research Questions, Research Approach, Contributions, and Limitations  

Motivated by the importance of industrial data and the growing concern over its 
privacy, this study investigates the existing literature to answer the central research 
question: “What is the current  status of industrial data privacy?” The question is 
further refined using the Mutually Exclusive and Collectively Exhaustive (MECE) 
framework [18] into the following three sub-questions: 1) “What are industrial 
systems?” 2) “What is industrial data?” and 3) “What challenges and solutions exist 
regarding industrial data privacy?” 

To answer these questions, the study employs a mixed-method research design, 
combining a narrative review to examine industrial systems with systematic review to 
investigate the topic of privacy within the context of industrial systems, then performs 
a synthesis to integrate the findings, identify patterns across the literature, and 
propose a structured understanding of industrial data privacy. 

The main contributions of this study are threefold: 1) Proposing a definition of 
industrial systems that aligns with their current capabilities, features, and 
characteristics; 2) Offering one of the few dedicated endeavors to comprehensively 
cover the topic of industrial data privacy from all relevant perspectives in the existing 
literature; and 3) Providing eight themes related to industrial data privacy along with a 
set of recommended solutions.  

Finally, this study is based on desk research, thus only reviewing available 
literature without producing any primary data or solutions of its own.  

1.3 Research Organization  

The remainder of this work is structured as follows: Section 2 defines industrial 
systems, outlines their common types and characteristics, and reviews industrial data 
attributes and classifications. Section 3 describes the literature review methodology 
used to address industrial data privacy. Section 4 presents a comprehensive review of 
the literature on industrial data privacy, highlighting identified risks and solutions. 
Section 5 synthesizes and discusses the findings. Finally, Section 6 concludes the 
work and offers directions for future research.  

2 Background – Industrial Systems and Industrial Data 

This sections provides a narrative review to establish the foundational understanding 
needed for examining industrial data privacy [19-20]. It introduces key concepts and 
common definitions related to industrial systems, outlines their types and 
characteristics, and defines industrial data within these systems. Together, these 
elements set the stage for the exploration of industrial data privacy issues in the 
following sections.  
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2.1 Industrial Systems – Definitions 

First, finding a unanimous and precise definition of the term “industrial systems” was 
challenging, primarily due to the term’s broad applicability and contextual nature 
across various sectors. In Table 1, the most common definitions of the term 
“industrial systems” identified in the literature are highlighted along with their 
contextual backgrounds.  

Table 1. Industrial systems definitions and their contexts 

Contexts Definition 

Manufacturing; 
Services; Value-
creation 

“An industrial system includes the context, resources, 
activities, processes, actors, and interdependencies that support 
the creation and delivery of products and services. A clearer 
understanding of industrial systems – a holistic view – can 
identify those ‘levers’ which are available to generate and, 
crucially, capture value” [21] 

Energy; Operations 
An “industrial system means the whole or any part of an 
electric system primarily intended to serve one or more 
industrial operations of which the system forms a part” [22] 

Internet of Things; 
Networks; 
Machinery 

“The industrial systems of the future are complex systems 
composed of vast numbers of devices interacting with each 
other and with enterprise systems.” [23] 

Management 
“An industrial system is a collection of interrelated elements 
brought together to achieve a specific objective of meeting 
product or service goals” [24] 

Data mining; 
Manufacturing 

“The industrial system is a typical real-time control and real-
time information processing system” [25] 

Industry 4.0 
“An industrial system is an ensemble of parts connected in a 
networked fashion, which show a peculiar behavior that is not 
observable when the parts are considered separately” [26] 

Business 
“The modern industrial system is a concatenation of processes 
which has much of the character of a single, comprehensive, 
balanced mechanical process” [27] 

Environment 
management 

“An industrial system is an ecological system” [28] 

Industrial symbiosis   

“The regional industrial system (RIS)” is “a more or less stable 
collection of firms located in proximity to one another, where 
firms in principle can develop social and material/energy 
connections as a result of that proximity” [29] 

Marketing; 
Production 

“The industrial system is a network of firms engaged in the 
production, distribution and use of goods and services through 
which lasting business relationships are established, developed 
and maintained” [30] 

Behavioral “The industrial system … is a very complex multi-loop and 
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management; 
Accounting 

interconnected system … Decisions are made at multiple 
points throughout the system. Each resulting action generates 
information that can be used at several but not all decision 
points. This structure of cascaded and interconnected 
information-feedback loops, when taken together, describes 
the industrial system.” [31] 

Informatics; Data 

“A large-scale industrial system is a networked information 
system, where the raw data sampled at the lowest device level 
flows up to upper-layers. Various data acquisition and 
processing tasks are carried out at different layers for different 
purposes.” [32] 

Private data; Internet 
of Things; 
Blockchain 

“An industrial system is a loosely distributed organization” 
[33] 

Simulation; 
Modeling 

“Eco-industrial system is a typical complex adaptive system 
that generates intricate patterns with given constraints … An 
eco-industrial system always tries to find an optimal process to 
obtain maximized flux under given constraints.” [34] 

Manufacturing; 
Business 

“An industrial system is a highly complex system … It 
consists of many interacting and interconnected autonomous 
entities that are continuously adapting, while new entities are 
added and old entities are removed. As a result of this 
complexity, it is difficult – if not impossible – to predict the 
development of the industrial system.” [35] 

As seen in Table 1, the term “industrial systems” varies significantly depending on 
the sectors considered and their specific characteristics. Additionally, common themes 
can be identified across the given definitions, including complexity, adaptability, 
purpose, information-driven operations, networked and interlinked architecture, as 
well as an ecological perspective.  

2.2  Industrial Systems – Types and Characteristics  

Second, industrial systems are not limited to a single form or structure; rather, they 
come in various types and sizes depending on the sector in which they are deployed 
and the purpose they are intended to fulfill, as highlighted in the definition proposed 
earlier. Below is a list of the most common industrial systems identified while 
conducting this research. It is worth noting that this list is not exhaustive, as industrial 
systems continuously evolve and extend beyond it. 

1. Industrial control systems (ICS) are integrated infrastructures to control 
industrial systems distributed over large geographical areas and locations. These 
include networks, sensor devices, and controllers to automate and operate 
industrial tasks and processes effectively. ICS are either Supervisory Control and 
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Data Acquisition (SCADA), Distributed Control Systems (DCS), or hybrid 
systems that combine the best features of both systems [36]. 
a. Supervisory control and data acquisition (SCADA) refers to the centralized 

systems that control production infrastructures. SCADA is frequently used 
interchangeably with process control and ICS; however, the distinction may lie 
in the observation that SCADA systems are considered to support the 
coordination of infrastructures rather than controlling the discrete elements of 
these infrastructures. ICS encompasses both coordination and control functions.  

b. Distributed control systems (DCS) refer to systems in which the controller 
elements are distributed rather than centralized – as in SCADA – with each 
component and discrete subsystem managed by one or more controllers.  

c. Programmable Logic Controller (PLC) is the control component of the ICS 
that provides process management. PLC provides supervisory, remote access, 
and control to devices such as actuators and sensors [37]. 

d. Human Machine Interface (HMI) provides a graphical user interface (GUI) 
application that facilitates the interaction between hardware, control system, and 
operators [37].  

e. Safety Instrumented Systems (SIS) are hardened ICS elements designed for 
high reliability and safety in the event of system failure. SIS includes functional 
elements that contribute to operational safety and risk management, often 
sharing technical architectures and features with more general-purpose ICS [36]. 

2. Industrial Automation and Robotics is the control of machinery and processes 
used in various industries by autonomous systems through technologies like 
robotics and computer networks [3, 38]. 
a. Machine Vision (MV) refers to the technology and methodologies used for 

imaging-based autonomous inspection and analysis in various applications. MV 
is used for material inspection, object recognition, pattern recognition, 
electronic component analysis, signature recognition, optical character 
recognition, and money recognition [39].  

b. Additive Manufacturing (AM), a subset of Adaptive Manufacturing, is the 
process of joining materials to create parts from 3D model data, usually built in 
layers [40]. 

3. Industrial communication networks are the infrastructure that connects bottom 
field devices, such as sensors and actuators, with control devices like PLC, DCS, 
and SCADA to achieve industrial automation control, system interconnection and 
interoperability. These networks include fieldbus, Industrial Ethernet, industrial 
wireless networks, and other heterogenous networks [41]. 

a. Industrial Edge Computing (IEC) is a system of micro data centers located at 
the edge of the network, close to or within factory premises. In edge computing, 
computing tasks are executed near the end users or devices in terms of 
geographical and network proximity. This enables levels of latency and 
throughput that are unattainable with cloud computing [42]. 

4. Industrial analytics (Industry 4.0 analytics, or Industrial Intelligence) is an 
interdisciplinary field that bridges data science and industrial engineering,  and it 
lies at the core of Industry 4.0 and the Industrial Internet of Things (IIoT). 
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Industrial analytics aims at exploiting the business value of data by developing 
data-driven products, services, and processes [43].  

a. Artificial Intelligence (AI) is “the science and the engineering of making 
intelligent software systems and machines” [44]. It is the “simulation system of 
collecting knowledge and information and processing intelligence … and 
disseminating it to the eligible in the form of actionable intelligence” [45]. 

5. Industrial Internet of Things (IIoT) is “the extension and use of the Internet of 
Things (IoT) in industrial sectors and applications. A powerful emphasis on big 
data, machine-to-machine communication, and machine learning, the IIoT enables 
industries and enterprises to have better efficiency and credibility in their 
operations” [46]. IIoT “is built for bigger ‘things’ than smartphones and wireless 
devices. It aims at connecting industrial assets, like engines, power grids and 
sensor to cloud over a network” [47]. 

6. Cyber-Physical Systems (CPS) are the integration of computing and physical 
processes. CPS are primarily characterized by the flow of information involving 
multiple heterogeneous physical systems [48]. 

7. Manufacturing execution systems (MES) are IT tools commonly deployed in 
organizations involved in traditional manufacturing. An MES enables information 
exchange between the organizational level, commonly supported by an Enterprise 
Resource Planning (ERP), and the control systems for the shop-floor, usually 
consisting of several, different, highly customized software applications [49].  

8. Energy Management Systems (EMS) are complex hardware and software 
systems that assist in monitoring and controlling power systems to minimize 
operating expenses, ensure a continuous power supply, and maintain an adequate 
operating margin to accommodate potential power outages. EMSs also perform 
essential functions such as data collection and maintenance for customer billing 
[50].  

9. Quality Management Systems (QMS) are management systems comprising 
interconnected and interacting processes that work together to control and achieve 
an organization’s quality objectives [51-52].  

10. Industrial Cybersecurity is “a set of practices, processes and technologies 
designed to manage cyber risks arising from the operation, processing, storage and 
transmission of information used in industrial organizations and infrastructures, 
using a people, process and technology perspective” [53]. Industrial Cybersecurity 
is a “dedicated portfolio of technologies and services designed to protect 
operational technology layers and elements of industrial enterprises – including 
SCADA servers, HMIs, engineering workstations, PLCs, network connections and 
even engineers – without impacting on operational continuity and consistency of 
industrial processes” [54]. 

As seen from the given examples, industrial systems share key characteristics and 
features that strongly distinguish them from consumer and commercial systems. 
Below is a brief list of the identified characteristics:  
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1. Integrated infrastructure and connectivity: as of being composed of multiple 
interconnected physical components and software applications that work together 
within processes to achieve specific objectives. 

2. Complexity: as of being interconnected with multiple components that have a wide 
range of functionalities and intricate processes.  

3. Automation: as of utilizing software tools, programmable logic, and similar 
technologies and methods to efficiently and accurately execute tasks and 
streamline operations while adapting to changing conditions.  

4. Distributed control and coordination: as of being distributed across large areas yet 
still functioning as a unified system.   

5. Data-driven: as of being equipped with sensors and data acquisition systems to 
optimize processes and enhance decision-making 

6. Advanced technologies and specialized networks: as of utilizing cutting-edge 
technologies with enhanced capabilities, throughput, and latency to enable efficient 
and reliable operations.   

7. Focus on efficiency, reliability, and scalability: as of emphasizing the achievement 
of higher efficiency and reliability levels while enhancing seamless integration and 
robust scalability to ensure longevity and meet future demands.  

8. Risk management and resilience: as of being designed to withstand unexpected 
events and disruptions, mitigate risks, and ensure continuous operations.     

By integrating the key characteristics and features identified above with the 
definitions and themes identified from Table 1, a comprehensive definition of 
“modern” industrial systems is suggested as follows:    

Industrial systems are sophisticated, interconnected networks of components, 
subsystems, and processes that utilize information, control systems, automation, and 
adaptive mechanisms to achieve specific objectives related to the production and 
delivery of goods and services, while emphasizing efficiency, reliability, scalability, 
and resilience through data-driven approaches.    

2.3 Industrial Data  

Finally, “what is industrial data?” is a fundamental question of this research, as the 
answer is essential for understanding the nature of industrial data and how to preserve 
its privacy. Fortunately, Xu et al. [55] have clearly addressed this issue, providing a 
comprehensive classification of industrial data and its sources, as shown in Table 2. 

Table 2. Industrial data classifications and their sources (Adopted from Xu et al. [55])  

Data field  Classification Sources 

R&D  
R&D design and 
Development data 

Computer-Aided Design (CAD); Simulation 
and analysis Computer-Aided Engineering 
(CAE); Industrial software development 
system; Industrial system testing tools; etc.  

Production  Control information; MES; PLC; SCADA; DCS; QMS; Working 
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Industrial control; Process 
parameters; and System log 

condition database; etc.  

Operation and 
maintenance  

Logistics and After-sales 
maintenance data 

EMS; Product logistics system; Product after-
sales status tracking system; After-sales 
service management system; etc.  

Management 

System equipment asset 
information; Customer and 
product information; Product 
supply chain data, Business 
statistics, and Safety Systems 

Product Lifecycle Management (PLM); 
Supply Chain Management (SCM); QMS; 
Enterprise Resource Planning (ERP); 
Customer Relationship Management (CRM); 
Warehouse Management System (WMS); SIS; 
etc.   

External  
Data shared with other 
subjects 

Access to supply chain and collaborative 
R&D; etc.  

Platform 
Operation  

Data collection; Customer 
application data; Knowledge 
base repository; Analysis 
data; Configuration data; 
Application data; Technical 
and management data 

Production data; Monitoring data; Sensors; 
Customer platform-independent data; 
Knowledge base and cloud data; Reports, 
results and data analysis techniques; 
Configurations, user accounts, application 
services, and equipment; Industrial 
applications; Source codes, tools, test cases; 
etc.  

Enterprise 
management 

Customer and solution data; 
Business cooperation; 
Personnel; and Financial data 

Customer information; Behavior 
characteristics; Usage records; Customer 
service and maintenance records; 
Customization and deliverables; Agreements; 
Contracts; Employee information; Assets; 
Audit information; Financial statements; etc.  

Having defined industrial systems and industrial data, we proceed to addressing the 
issue of industrial data privacy in the following sections. 

3 Methodology  

In this work, we followed the systematic literature review practices of Okoli and 
Schabram [56] along with the recommendations of Rowe [57] and Schryen [58] to 
identify and synthesize literature on industrial data privacy. First, three databases 
were considered: Google Scholar for its broad coverage, followed by Scopus and 
IEEEXplore for their specialized, focused content. The search strings used are: 
“Industrial data privacy”, “Privacy of industrial data”, and “Privacy of the industrial 
data”. Second, due to the limited number of results – less  than 50 – all results were 
considered, regardless of the publication year. Table 3 shows search strings and their 
corresponding results. 
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Table 3. Search strings and the corresponding results.  

# Search String Database Returned Results and description 
 
1 Industrial data privacy  

Google Scholar 
Scopus  
IEEEXplore 

22 – inclusive  
3 – duplicated in Google Scholar 
3 – duplicated in Google Scholar 

 
2 Privacy of industrial data 

Google Scholar 
Scopus  
IEEEXplore 

20 – inclusive  
2 – duplicated in Google Scholar 
2 – duplicated in Google Scholar 

 
2 Privacy of the industrial data 

Google Scholar 
Scopus  
IEEEXplore 

7  
0 
0  

Finally, after removing duplicates, assessing quality and relevance, and considering 
peer-reviewed scientific content from conferences or journals (with three articles 
exempted from the peer-reviewed criterion due to their relevance) exclusively in 
English while excluding others from the scanning phase, 34 articles were considered 
for the final review stage. Figure 1 illustrates the adopted methodology. 

 

 
Fig. 1. The adopted research methodology  
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4 Industrial Data Privacy – A Literature Review 

4.1 Preliminary Insights 

4.1.1 Timeline 

Figure 2 shows the frequency of reviewed literature covering the topic of industrial 
data privacy. As shown in the figure, no explicit research addressing this topic with 
the given search strings was found before 2017. However, since 2017, the topic has 
received increased attention, reflecting a growing awareness of its potential and 
significance. This can be explained in light of the increasing capabilities of industrial 
systems, their potential impacts, increased security and privacy concerns, and the 
growing recognition of the importance of industrial data. 
 

 
Fig. 2. Frequency of research covering the topic of industrial data privacy 

4.1.2 Keywords  

Figure 3 shows the frequency of keywords extracted from the reviewed literature. 
This serves as a preliminary tool to provide insight into the covered topics and their 
relevance. It is worth mentioning that the column Security Techniques differs from 
the more general column Security, as it includes keywords related to techniques, such 
as encryption, decryption, authentication, confidentiality, key generation, etc.  
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Fig. 3. Frequency of keywords extracted  

4.1.3 Topics 

Before proceeding with the literature survey and synthesis, the reviewed studies were 
categorized into relevant topics as shown in Table 4. In Table 5, the reviewed studies 
are mapped to the defined categories.  

Table 4. Reviewed studies’ categories and topics   

Category  Topics 

C1: Privacy  

Data privacy, differential privacy, identity privacy, location 
privacy, IoT data privacy, privacy metrics, private federated 
learning, Multimedia security and privacy, cloud privacy, and 
forward privacy. 

C2: Security  Data aggregation, rule engine, certificateless encryption, 
searchable encryption, authentication, multifactor 
authentication, data security, secure transmission, encryption, 
access control, confidentiality, integrity, decryption, and 
blockchain. 

C3: Industry 4.0 and Cyber 
physical systems 

Cyber Physical Systems, Industrial Cyber Physical Systems, 
Industry 4.0, and autonomous systems. 

C4: Cloud computing  Cloud, edge, and fog computing. 
C5: Internet of Things  Internet of Things, Industrial Internet of Things, and 

distributed Internet of Things. 
C6: Data analysis cluster Data analysis, data analytics, data mining, big data, diagnosis, 

monitoring, simulation, alarm systems, intrusion detection, 
anomaly detection, unsupervised clustering, scenarios, and 
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Product Lifecycle Management (PLM). 
C7: AI Cluster Artificial Intelligence, machine learning, dictionary learning, 

deep learning, deep models, and reinforcement learning.  
C8: Federated learning 
 

Federated learning, data federation, transfer learning, 
federated dictionary learning, federated deep learning, and 
contrastive learning. 

Table 5. Mapping the reviewed studies to the defined categories in Table 4 

Studies (in order of review) C1 C2 C3 C4 C5 C6 C7 C8 
S1: [59] ✔      ✔  
S2: [60] ✔   ✔    ✔ 

S3: [61] ✔   ✔ ✔    
S4: [62] ✔ ✔   ✔  ✔  
S5: [63] ✔   ✔ ✔  ✔  
S6: [64] ✔     ✔ ✔ ✔ 

S7: [65]      ✔ ✔ ✔ 

S8: [66]     ✔   ✔ 

S9: [67]   ✔   ✔   
S10: [68] ✔     ✔   
S11: [69]      ✔   
S12: [70]  ✔       
S13: [71]   ✔ ✔  ✔ ✔  
S14: [55] ✔    ✔   ✔ 

S15: [72] ✔ ✔   ✔   ✔ 

S16: [73]   ✔ ✔ ✔    
S17: [74]   ✔   ✔  ✔ 

S18: [75]  ✔    ✔   
S19: [76]  ✔   ✔    
S20: [77]  ✔ ✔  ✔  ✔ ✔ 

S21: [78]  ✔   ✔    
S22: [79]      ✔  ✔ 

S23: [80]     ✔  ✔ ✔ 

S24: [81]  ✔  ✔ ✔    
S25: [82]       ✔ ✔ 

S26: [83]   ✔   ✔   
S27: [84] ✔ ✔  ✔     
S28: [85]  ✔  ✔   ✔  
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S29: [86]   ✔      
S30: [87] ✔ ✔  ✔ ✔    
S31: [88] ✔  ✔    ✔ ✔ 

S32: [89] ✔ ✔  ✔ ✔  ✔  
S33: [90]  ✔  ✔     
S34: [91]   ✔   ✔ ✔  

4.2 Literature Survey  

4.2.1 Privacy 

Data privacy is a growing concern for the industry. For instance, Faujdar and Kaur 
[63] highlight the threats to data privacy from both technological and management 
perspectives. Jiang et al. [62] discuss the risks of industrial data being used in 
warehouses and automation, including the potential for leakage during transmission 
through, e.g., Wi-Fi or other wireless media. Li et al. [64] emphasize the issue of 
commercial collaborations due to the risks of exposing users’ private data, and that 
faulty data might still include sensitive records. Tajanpure and Muddana [68] 
emphasize the risks of unrestricted access to individuals’ information records, while 
Xu et al. [55] discuss the potential of losing competitive advantages due to the use of 
users’ data for optimization and training algorithms. Li et al. [88] examine the latter 
issue closely, as privacy regulations restrict the exchange of industrial data between 
entities, which itself results in issues related to less optimization and efficiency. Yang 
et al. [72] extend the discussion to include multimedia data privacy risks, since 
multimedia data is of high criticality to privacy and is used in deployments, such as in 
IoT. Additionally, they raise concerns about the level of privacy, feasibility, 
heterogeneity of systems, computational overhead, transparency, and governance. 
Finally, Ahmadi and Salehfar [84], Venkatesan et al. [87], and Li et al. [89] discuss 
the potential of cloud services that access sensitive personal and industrial data, e.g., 
personal, smart-home, energy, etc.  

Solutions related to data privacy have been closely examined and given special 
consideration due to their impacts. For instance, Wu et al. [59] and Xu et al. [55] 
point out that differential privacy techniques – though still in their early stages – can 
provide better privacy protection than current solutions that rely mostly on 
encryption. This is because differential privacy is computationally efficient and 
depends on adding noise into datasets according to a predefined privacy budget. This 
technique is also suggested by Jiang et al. [60], Tajanpure and Muddana [68], Jiang et 
al. [62], and Yang et al. [72]. In [59], a Software-Defined Network (SDN) algorithm 
based on centralized differential privacy with a trusted third party is proposed and 
proven to provide strong industrial data privacy protection and high availability. Jiang 
et al. [60] emphasize attack types and how they change the requirements for industrial 
data, and propose the use of a hybrid differential privacy combined with adaptive 
gradient compression of data. Tajanpure and Muddana [68] suggest the use of 
differential privacy techniques with a convolution-based privacy-preserving algorithm 
that transforms data into lower dimensions, and thus preserves its privacy. Xu et al. 
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[55] highlight the importance of balancing protection and accuracy by controlling the 
privacy budget and propose the use of a privacy-preserviNg InCEntive (NICE) 
mechanism based on differential privacy. Similarly, Venkatesan et al. [87] raise 
concerns about increased computational complexity, costs, performance issues, 
recommending the use of forward privacy property due to its efficiency and cost-
effectiveness. 

On the other hand, Jiang et al. [62] state that industrial data differs from social data 
in aspects such as volume and required computational power, which could hinder the 
application of differential privacy techniques. They further highlight that network 
security, data value, and interconnection protocols are the main considerations for 
maintaining industrial data privacy. Sadique et al. [61] observe that no existing study 
has identified all the points where end-user and industrial data privacy risks exist. 
Then, they propose a privacy enhancing framework focusing on security, 
communication, and gateway security; a layered approach; role-based authentication 
and access rules; restricted data sharing; intelligent privacy enhancing services; 
raising awareness; and law enforcement. Faujdar and Kaur [63] propose a similar 
framework, and like Li et al. [64], suggest using decentralized identifiers to enhance 
privacy. Ahmadi and Salehfar [84] make similar suggestions, emphasizing 
encryption, anonymization, and the lifecycle of privacy-preserving systems, i.e., 
design, verification, implementation, and deployment. 

4.2.2 Security 

Security is a fundamental requirement for protecting data and maintaining industrial 
data privacy, which is why security and privacy are often discussed together. For 
instance, Paul and Roslin [70] discuss Wireless Sensor Networks (WSNs) and 
methods for protecting the security and privacy of aggregated data. Yang et al. [72] 
focus on IoT and the security and privacy of multimedia data. Shi et al. [75] look at 
industrial data flow scenarios, examining how rule engines and access control 
mechanisms can be used to improve security and privacy. Zhang et al. [76] and 
Venkatesan et al. [87] investigate searchable encryption techniques, targeting the 
security and privacy of stored data. Li et al. [89] similarly investigate homomorphic 
encryption, highlighting IIoT demands and focusing on improving the security and 
privacy of stored data. Das et al. [78] look at multifactor authentication and assess the 
security and privacy of shared data transmitted over open channels. Finally, Cao et al. 
[81] overview edge computing and examine security and privacy challenges and 
associated risks.  

As noticed, the reviewed studies highlighted various security measures, e.g., 
confidentiality, integrity, availability, utility, authentication, non-repudiation, and 
access control, which when effectively implemented help protect data privacy. 
Moreover, some studies [76, 78, 87] referred to privacy as a key security measure, 
sometimes using the terms of privacy and confidentiality interchangeably. For 
example, Paul and Roslin [70] discuss a homomorphic encoding method that enables 
the aggregation of encoded data, thus reducing the communication cost and 
guaranteeing accuracy, integrity, and authentication. Additionally, they explore 
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certificateless signcryption for lightweight devices and RSA encryption to secure the 
order information of multifaceted data, thus enhancing the privacy of aggregated data. 
Yang et al. [72] identify cryptography, data hiding, chaos-based, and clustering-based 
schemes among the means employed to protect security and privacy. They also advise 
against the use of encryption techniques such as RSA, DES, and AES with 
multimedia data. Besides encryption, Shi et al. [75] emphasize access control, identity 
verification, authentication, authorization, and intrusion detection for establishing a 
control mechanism to limit data access and identify anonymization as a key method to 
protect sensitive data. Zhang et al. [76] stress the role of encryption in protecting 
industrial data privacy, proposing a Verifiable Certificateless Public Key Searchable 
Encryption (VCLPKSE) scheme capable of resisting two types of adversaries related 
to forging and replacing master encryption keys while authenticating the data owner’s 
identity. Das et al. [78] emphasize lightweight security schemes to authenticate 
communicating devices, suggesting a multi-factor authentication scheme with low 
computation and communication costs, utilizing smart cards, passwords, Physical 
Unclonable Function (PUF), and fuzzy extractor. Cao et al. [81] consider searchable 
encryption and discuss an attribute-based authentication and authorization framework 
that uses attributes and distributed certificates to replace traditional P2P networks’ 
public key certificates and access control authentication mechanisms to protect 
privacy. Furthermore, the study explores technologies for unified, cross-domain, and 
handover authentication, explicitly stating that access control is the key technology 
for ensuring system security and protecting user privacy. Ahmadi and Salehfar [84], 
among others, highlight cryptography, anonymization, and authentication. Venkatesan 
et al. [87] present a Lightweight Searchable Encryption and Delegation (LSED) 
Scheme for secure data storage and retrieval. Li et al. [89] propose a Robust Cramer 
Shoup Delay Optimized Fully Homomorphic (RCS-DOFH) encryption technique, 
surpassing conventional encryption methods and ensuring secure data transmission. 
Lastly, blockchain technology has emerged as an innovative and modern technique 
for securing data and protecting privacy [62, 72, 77, 85, 90], with its ability to 
overcome the tradeoff between productivity and privacy, thus can be used for storing 
information, establishing trust, and protecting transactions.  

Finally, concerning risks, Paul and Roslin [70] mention that the two main security 
challenges are confidentiality and integrity, while Zhang et al. [76] stress these factors 
industrial data is handled externally. Yang et al. [72] emphasize the importance of 
determining the level of security and privacy and their associated computational 
overhead costs. In [75], stability, scalability, and real-time performance are among the 
issues highlighted. Cao et al. [81] emphasize that the need for lightweight data 
encryption, sharing mechanisms, and multi-source heterogeneous data propagation 
control is among the challenges facing security and privacy. The issue of lightweight 
encryption is also emphasized by Ahmadi and Salehfar [84]. Yang et al. [85] 
overview efficiency issues related to security. Lastly, Sharma et al. [90] highlight 
blockchain limitations, including insufficient computation resources and data breach 
risks, which may lead to information misuse and privacy threats.  
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4.2.3 Industry 4.0 and Cyber-Physical Systems 

Industry 4.0 (I4.0) and the emergence of Cyber-Physical Systems (CPS) play a critical 
role in transforming the industrial landscape and changing the perception of industrial 
data. For instance, Hinojosa-Palafox et al. [67] highlight a previous architecture that 
collects and integrates industrial data and Manufacturing Information Systems (MIS). 
They then propose an analytics architecture for Industrial CPS (ICPS) and discuss 
industrial process challenges. O’Donovan et al. [71] compare I4.0 computing models 
and mention that ICPS are the primary enabler for I4.0, combining legacy industrial 
and control engineering with emerging technology paradigms. Similarly, Pivoto et al. 
[73] survey the architecture of CPS for IoT applications in I4.0, emphasizing their 
characteristics, objectives, advantages, and contributions to I4.0. Zainudin et al. [74] 
studies a federated learning Intrusion Detection (ID) and classification framework for 
SDN, highlighting the critical role of ICPS in storing actual network information, 
including personal data of manufacturing firms. Abdel-Basset et al. [77] address the 
same topic, discussing the convergence of I4.0 with other technologies, ICPS, and the 
tradeoff between accuracy and privacy, and propose a federated learning threat 
hunting model suitable for ICPS owners due to its efficiency, awareness of 
heterogeneity, and privacy-preserving characteristics. Bokrantz et al. [83] cover I4.0 
from the angle of maintenance in digitalized manufacturing and highlight resistance to 
changing traditional systems, along with challenges of security, privacy, liability, and 
data ownership. Kumar et al. [86] highlight the barriers in endorsing I4.0, which 
affect mitigation strategies, and emphasize the sensitivity of industrial data privacy 
concerning confidential organizational details. They also emphasize the I4.0 
resistance issue and discuss data management, training, skills, and legal policies. 
Lastly, Milicic et al. [91] address autonomous systems and Product Lifecyle 
Management (PLM) and present an ontology for protecting privacy of data. 

Concerning industrial data privacy, several topics have been discussed in the 
literature. Hinojosa-Palafox et al. [67] highlight ICPS analytics privacy issue, 
concerns related to handling sensitive data without taking appropriate measures, and 
the potential for external servers to access confidential information. O’Donovan et al. 
[71] stress that I4.0 can ensure appropriate levels of industrial data privacy through 
strict governance and firewall policies on automation and control networks. Yet, the 
real-time nature of industrial data and the need to sometimes send it outside the 
premises still pose a significant challenge. Pivoto et al. [73] highlight the increased 
number of processing devices and systems, which can potentially pose privacy 
threats. They also emphasize the challenge of protecting user and industrial data 
privacy and examine the privacy of CPS. Zainudin et al. [74] focus on the issue of 
sharing original data and the use of public networks. Abdel-Basset et al. [77] concern 
the transmission of large volumes of data and associated privacy threats, emphasizing 
the criticality of maintaining industrial data privacy. In [83], the dilemma of sharing 
data throughout supply chain for collaboration and related privacy concerns are 
highlighted. Kumar et al. [86] discuss the importance of I4.0 data privacy and raise 
concerns that strict privacy could undermine the openness of various integrated digital 
infrastructures. They also mention that data privacy and theft issues are among the 
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cyberattacks that could disrupt vital infrastructures, emphasizing that legal regulations 
and technical measures, such as hardware encryption and secure transit data networks, 
are essential. Lastly, Li et al. [88] discuss the use of data aggregation to address 
industrial data security and privacy concerns.  

Other concerns and challenges related to industrial data in I4.0 and CPS have also 
been identified. For instance, Hinojosa-Palafox et al. [67] highlight the criticality of 
real-time industrial data processing. O’Donovan et al. [71] emphasize performance, 
reliability, interoperability, and resilience. Bokrantz et al. [83] address the lack of 
understanding regarding specific issues faced by maintenance organizations and 
emphasize the need for developing long-term strategy scenarios for realizing 
digitalized manufacturing. Additionally, they discuss socio-ethical aspects such as 
competence, training, education, and knowledge sharing. Kumar et al. [86] highlight 
challenges facing the manufacturing industry, including high investments, unclear 
benefits, a lack of skilled workforce, resistance to change, inadequate infrastructure, 
data management, and legal policy constraints. Li et al. [88] further emphasize the 
challenges of fault prediction and decision-making. Lastly, Milicic et al. [91] point 
out that a fully automated system does not yet exist. 

4.2.4 Cloud Computing  

Cloud computing  plays a major role in the realization and advancement of I4.0. As 
highlighted in the categorization section, cloud computing is a broad term 
encompassing three models, i.e., cloud, fog, and edge, which operate hierarchically 
[71, 81]. These models are used to deliver on-demand resources, such as computing 
power, storage, and service access to end users within various contexts, criteria, and 
limitations. That being said, cloud computing – characterized by its processing power 
– operates within the core and data centers. Fog computing is for data processing, 
management, and transmission, while edge computing with its low latency, high 
performance, and consistency focuses on distribution and executing tasks closer to 
end users. 

Due to its significance for the modern industry, the literature has paid considerable 
attention to cloud computing and associated privacy issues. For instance, Jiang et al. 
[60] emphasize the need for industrial data privacy and raise concerns about emerging 
attack types and the requirements these impose on industrial edge computing to 
address the risks of industrial data leakage. Sadique et al. [61] and Faujdar and Kaur 
[63] overview IoT privacy risks, focusing on cloud devices and edge computing. 
O’Donovan et al. [71] compare fog and cloud computing cyber-physical interfaces in 
terms of latency and reliability, highlighting the privacy challenges associated with 
controlling data transmitted outside the network boundaries. They also mention that 
fog computing can help mitigate this issue. Pivoto et al. [73] focus more on CPS and 
industrial systems, highlighting the need to implement cloud computing broadly while 
addressing I4.0 requirements and the privacy challenges associated with large data 
flows. Cao et al. [81] overview edge computing comprehensively, stating that 
traditional cloud computing is no longer sufficient to meet current needs. They 
suggest that edge computing can address these limitations by processing data locally, 
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thereby mitigating security and privacy issues related to data leakage, data loss, and 
cyberattacks. Furthermore, they outline a list of security and privacy challenges facing 
edge computing, highlighting data outsourcing and trust issues, the need for 
lightweight data encryption and data-sharing control schemes, and the importance of 
combining traditional privacy protection methods with edge processing. Ahmadi and 
Salehfar [84] discuss the topic of privacy-preserving cloud computing along with its 
associated ecosystem (anonymization, authentication, access control, cryptography, 
and watermarking) and lifecycle (design, verification, implementation, and 
deployment). They emphasize the importance of privacy for cloud computing for 
ensuring the integrity, accuracy, and accessibility of the stored data. Furthermore, 
they identify privacy as the most critical security aspect of cloud computing and list 
the types of industrial data stored in the cloud. Yang et al. [85], while discussing edge 
computing and blockchain, highlight concerns about industrial enterprises uploading 
their production and related data to the cloud. Venkatesan et al. [87] focus on cloud 
privacy issues resulting from IIoT systems and along with Li et al. [89] emphasize the 
potential of untrusted cloud services and the need for additional data collection 
measures when data is outsourced. Finally, Sharma et al. [90] highlight privacy 
conflicts, efficiency, and computation complexities associated with cloud computing. 
They explicitly state that no single cloud solution can provide optimum privacy, 
therefore several solutions should be considered simultaneously.  

On the other hand, many solutions have been proposed to address cloud privacy 
issues. For instance, Jiang et al. [60] propose a data privacy scheme for industrial 
edge computing utilizing federated learning, combining different privacy models 
along with differential privacy. Sadique et al. [61] propose a data privacy framework 
and advocate for cloud layer data privacy enforcement, cloud-limited data sharing, 
and the implementation of edge intelligence to enhance data privacy. Faujdar and 
Kaur [63] add enforcement of rules, policies, and laws as well as user awareness and 
legal education to the equation. Cao et al. [81] suggest that processing data nearby in 
edge computing provides better privacy protection, and that computing offloading, 
mobility management, traffic offloading, and network control technologies can help 
with edge privacy. Moreover, they along with Venkatesan et al. [87] emphasize the 
importance of searchable encryption as one of the key solutions for protecting privacy 
and data stored in the cloud without suffering from computational complexity and 
increased costs. Ahmadi and Salehfar [84] highlight the need for categorizing data 
according to sensitivity, thus preserving it while reducing costs. They also emphasize 
the need for integrity-by-design data sharing systems, lightweight layered privacy 
architecture, and data auditing. Then along with Li et al. [89], they mention the 
solution of encrypting data before uploading it to the cloud and performing operations 
on encrypted data rather than raw data. Yang et al. [85] suggest edge computing to 
improve the efficiency of parallel model training, thus ensuring the privacy of 
industrial data. Lastly, Sharma et al. [90] present a cloud-assisted, secured protocol 
based on Elliptical Curve Cryptography (ECC) to enhance privacy through optimized 
key generation, encryption, and decryptions times.  
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4.2.5 Internet of Things 

Similarly, Internet of Things (IoT) technology plays a vital role in the 
industrialization and realization of I4.0 objectives. This technology, which includes 
paradigms such as the Industrial Internet of Things (IIoT), the Internet of Everything 
(IoE), etc., incorporates connected sensor devices and data transmission means, 
enabling real-time monitoring, smart operations, event sensing, data analysis, self-
decision, and process optimization [62, 78]. However, with the proliferation of 
interconnected smart devices and the substantial amounts of data being collected, 
careful consideration of both security and privacy is required [62, 73, 77-78, 80-81]. 
Sadique et al. [61] – for instance – highlight the issue of IoT data privacy and identify 
the areas where end-user and industry risks exist. Specifically, end devices, gateways, 
mobile devices, and communication channels are among the places where IoT risks 
are present. Jiang et al. [62] suggest that IIoT is an extension of cloud and edge 
computing; hence, the issue of industrial data privacy is very important, especially 
considering the increase in data volumes. Faujdar and Kaur [63] address the issue of 
IoT sharing private users’ data. This is also raised by Xu et al. [55], where clients’ 
data carried by IIoT applications are revealed during machine learning model training. 
Yang et al. [72] discuss multimedia data and the importance of security and privacy in 
IoT systems, examining how these factors can impact trustworthiness. Additionally, 
they classify multimedia into five categories and security and privacy into three 
levels, thus allowing for the implementation of effective measures. Zhang et al. [76] 
and Venkatesan et al. [87] explore the storage of IIoT data in the cloud, highlighting 
the importance of security and privacy research. On a different topic, Abdel-Basset et 
al. [77] note that IoT and I4.0 have increased the vulnerability of ICPSs, while Das et 
al. [78] highlight that IIoT has introduced new risks, making devices more susceptible 
to various attacks, such as cloning, impersonation, man-in-the-middle, and physical 
attacks. Then, Cao et al. [81] discuss the risks of IoT data leakage during transfer and 
the need for new data sharing and governance requirements for interconnected IoT 
devices to ensure effective privacy.  

On the other hand, several approaches have been suggested to address the points 
outlined above. In [61], a framework for data privacy enhancement is suggested, 
emphasizing protection at IoT gateways. Jiang et al. [62] distinguish between social 
and industrial data and provide differential privacy applications for IIoT. Xu et al. 
[55] suggest several solutions, including encryption, secure multiparty computation, 
and differential privacy as a lightweight tool for data privacy. Yang et al. [72] identify 
several security and privacy requirements for IoT that can be addressed through 
schemes like cryptography, data hiding, chaos-based methods, and blockchain. Zhang 
et al. [76] focus on encryption solutions, highlighting VCLPKSE as a lightweight 
encryption scheme for protecting IIoT data before uploading ciphertext to cloud 
servers. This approach addresses trustworthiness issues in the IIoT environment by 
authenticating the data owner’s identity and resisting two types of adversaries, 
thereby enhancing security and privacy measures. Abdel-Basset et al. [77] address 
privacy, eavesdropping, and data leakage issues by proposing a federated learning 
approach to add intelligence to the edge layers of IoT networks [80]. In [78], a 
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Physical Unclonable Function (PUF) with a Fuzzy Extractor (FE) is proposed as a 
two-factor authentication scheme for protecting IoT devices. Cao et al. [81] suggest 
the previously mentioned searchable encryption solution, focusing on identity 
authentication and access control to ensure systems’ security and data privacy. 
Venkatesan et al. [87] emphasize the same solution and propose a Lightweight 
Searchable Encryption and Delegation (LSED) methodology with forward privacy to 
enable secure data storage and retrieval in IIoT-cloud systems. Finally, Li et al. [89] 
provide a secure data transmission mechanism for IIoT with a privacy-preserving 
hash-based deep learning method in separate encryption and decryption to protect 
privacy and address latency and increased computational costs.  

4.2.6 Data Analysis Cluster 

Data analysis plays a pivotal role in modern industrialization, serving as a key enabler 
for advancements through providing insights and directions for improvements, 
optimization, and efficiency. The literature has accordingly paid considerable 
attention to this and related topics. For instance, Li et al. [64] emphasize the benefits 
of training models collaboratively between industries; however, privacy, permissions, 
and data sharing emerge as significant risks and critical issues. Similarly, Huang et al. 
[65] address the same topic, highlighting the challenges facing centralized monitoring 
due to not sharing raw data externally, though privacy and leakage threats persist. 
Hinojosa-Palafox et al. [67] discuss the architecture design of industrial data analytics 
concerning big data and ICPS, emphasizing privacy concerns and the handling of 
sensitive data. Tajanpure and Muddana [68] address data mining applications and 
associated personal information risks; while they focus on statistically useful patterns, 
these applications still pose a threat of unrestricted access to records. Additionally, the 
authors emphasize the importance of sharing analytics privacy in I4.0 and the need for 
privacy-preserving techniques for real-time mining. Yang et al. [68] highlight the 
conflict between privacy policies and sharing data analysis and new results, 
emphasizing the need for a large-scale simulated alarm system to create event data for 
testing new methods. Zainudin et al. [74] discuss the privacy issues associated with 
centralized deep learning-based Intrusion Detection System (IDS) as well as the 
communication overhead. On a different note, Shi et al. [75] address the topic by 
highlighting the gap and the need for a trusted and controllable data management 
platform and ecosystem to handle industrial data issues. Additionally, they discuss 
challenges in data flow based on user behavior analysis results, such as security, 
privacy, and performance. Shrestha et al. [79] discuss knowledge extraction 
techniques and their potential for data misuse, manipulation, or privacy leakage. 
Moreover, they state that privacy is not well-considered in the design of smart grid 
systems due to the assumption that systems could be isolated. Finally, Milicic et al. 
[91] suggest that independent data mining systems cannot be fully automated.  

On the solutions side, Li et al. [64] stress that traditional centralized data 
aggregation approaches should be avoided completely to protect privacy, opting for 
federated learning and federated data for collaboration when needed. In [65], 
distributed K-Singular Value Decomposition (K-SVD) method is suggested for 
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centralized data collection, as it can perform monitoring tasks without sharing local 
data between nodes, thus preserving privacy. Hinojosa-Palafox et al. [67] propose an 
architecture for collecting and integrating industrial data from IIoT and MIS, enabling 
subsequent industrial analytics. In [68], a convolution-based privacy-preserving 
algorithm that transforms data into lower dimensions, thus preserving its privacy 
while mining, is proposed. Such an algorithm benefits from better accuracy, data 
utility, and performance. In [74], the issue with deep learning-based IDS systems is 
addressed through a low-complexity federated learning-based IDS combined with a 
classification framework for SDN-based ICPS. This solution is becoming popular for 
industrial applications due to its effectiveness, privacy features, and low 
communication overhead. In [75], customizing and configuring strict, refined rule 
engines, assessing user access behavior before, during, and after data circulation, and 
establishing data access control and identity authentication mechanisms, are proposed. 
Bokrantz et al. [83] suggest adjusting the legal framework to manage ongoing issues, 
including the privacy of industrial data, thus making data systems more efficient and 
socially sustainable. Finally, Milicic et al. [91] present an ontology combined with 
PLM to protect industrial data privacy. 

4.2.7 Artificial Intelligence Cluster 

Artificial Intelligence (AI) technologies are currently driving the industry forward 
through their advanced human-like intelligence and capability for effective and 
efficient analysis and decision-making. As a result, significant focus has been placed 
on this field and related areas, particularly due to the privacy concerns they may raise. 
For instance, Wu et al. [59] examine Deep Learning, proposing an algorithm that 
provides strong industrial data privacy protection and high availability. Likewise, Li 
et al. [64] explore deep learning and emphasize collaboration for training powerful 
models, noting that centralized data aggregation model training is not preferred in real 
scenarios. Huang et al. [65] discuss dictionary learning methods and the privacy risks 
associated with industrial raw data, along with the increased risks from centralized 
data collection methods. O’Donovan et al. [71] highlight the role of AI in enabling 
I4.0. In [77], topics such as threat hunting and ICPS are covered, along with data 
federation and deep learning, highlighting the issues of training deep learning models 
centrally and the threats posed by transmitting data to other nodes. The study also 
underscores the challenges of developing distributed deep learning due to resources 
constraints and privacy matters, including eavesdropping and data leakage. Zhang et 
al. [80] and Huang et al. [82] also examine deep learning training models, 
emphasizing the privacy concerns associated with traditional centralized training 
methods. In [85], reinforcement learning is discussed in the context of edge 
computing, along with the role of parallel reinforcement learning for collaborative 
resource scheduling. Li et al. [88] highlight the role of AI in fault prediction, traffic 
analysis, and decision-making, discussing the regulatory challenges of transferring 
and exchanging industrial data between entities, which can limit the accuracy of AI 
models. Li et al. [89] focus on encryption methods in IIoT and cloud computing in 
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relation to AI. Lastly, Milicic et al. [91] focus on autonomous systems for PLM and 
discuss the use of data mining and AI in manufacturing systems. 

Several solutions have been proposed in the literature to address some of the 
identified concerns. For example, Wu et al. [59] suggest privacy protection through 
the use of synthetic data semantics and centralized differential privacy models. 
Similarly, Jiang et al. [62] propose generating noisy data to protect privacy. Faujdar 
and Kaur [63] focus on conceptual aspects of privacy protection, such as enhancing 
security and awareness, as well as enforcing rules and policies. Li et al. [64] explicitly 
state that local data should not be shared for centralized AI model training to avoid 
privacy concerns. Huang et al. [65] suggest K-SVD dictionary learning method for 
monitoring without sharing local data between nodes, noting that a third party cannot 
infer the original data if it obtains the dictionary model, due to the over-completeness 
of the model, thus protecting industrial data privacy. O’Donovan et al. [71] opt for 
decentralized intelligence for its benefits, including near real-time performance, 
privacy, and the openness and interoperability of systems. Abdel-Basset et al. [77], 
Zhang et al. [80], and Huang et al. [82] highlight collaborative learning and training 
models, for their efficiency addressing privacy issues. Li et al. [88] suggest data 
aggregation for training models following the centralized learning, though this 
method might compromise the security and privacy of industrial data. Finally, Li et 
al. [89] recommend the use of AI in the form of convolutional neural networks to 
enhance privacy and present two deep learning schemes based on asynchronous 
patterns to preserve secrecy. They also note that combining deep learning with 
cryptographic methods offers several advantages, such as reducing computational 
costs and enhancing privacy preservation.  

4.2.8 Federated Learning 

Finally, although federated learning is a subset of data analysis and AI, it is 
highlighted separately in this section as it received special attention in the reviewed 
literature for its unique features, particularly decentralization and enhanced data 
privacy. For instance, Jiang et al. [60] suggest federated learning for industrial edge 
computing and highlight the need for emerging technologies to pay more attention to 
industrial data privacy. Li et al. [64] discuss federated transfer learning and 
emphasize the risks associated with centralized training. Huang et al. [65] examine 
federated dictionary learning in the field of monitoring, shedding light on economic 
and industrial risks of centralized data collection and emphasizing the risks associated 
with transmitting model parameters, hence the need for robust data privacy 
requirements in federated learning applications. Zainudin et al. [66] discuss 
Distributed Denial of Service (DDoS) attacks in SDN-enabled IIoT networks and the 
capabilities of federated learning in building resilience against such attacks. Yang et 
al. [72] address the challenges facing data security and privacy in IoT, highlighting 
federated learning among other protection schemes such as cryptography, data hiding, 
chaos-based methods, blockchain, and clustering. Zainudin et al. [74] discuss a 
federated learning IDS technique, highlighting privacy concerns and communication 
overhead associated with the use of centralized deep learning-based IDSs. Abdel-
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Basset et al. [77] focus on federated threat hunting and discuss the limitations of 
distributed deep learning, emphasizing how federated learning addresses these issues. 
Additionally, they highlight the risks posed by central authorities, including their 
potential to provoke federated learning models if not fully trustworthy in managing 
model training. Shrestha et al. [79] address anomaly detection along with the security 
and privacy concerns arising from poorly shared local models. Zhang et al. [80] 
discuss federated learning techniques for distributed IIoT systems, emphasizing 
privacy concerns related to massive raw data from IIoT devices and highlighting the 
benefits of local data processing and model training. Huang et al. [82] discuss 
federated domain adaptation, highlighting the heterogeneity of local data, mutual 
information silos, and associated privacy risks. Finally, Li et al. [88] emphasize the 
use of federated learning to address the challenges of data silos and fragmented 
training data, pointing out the vulnerability of federated learning to interference and 
Byzantine attacks from aggregators and participants.  

Regarding contributions and proposed solutions, several were identified. For 
instance, Jiang et al. [60] propose the use of federated edge learning based on 
differential privacy and adaptive compression for industrial data processing. Li et al. 
[64] suggest the inclusion of synthetic data to protect data sources. Zainudin et al. 
[66] emphasize decentralization through federated learning and the transmission of 
training parameters to an aggregation server, thus overcoming machine learning 
privacy concerns. Additionally, the authors mention the successful implementation of 
a federated learning-based IDS, also applied to DDoS attack classification. Xu et al. 
[55] propose the use of NICE privacy mechanism and Stackelberg games for 
federated learning, thus offering flexibility, control over one’s own data, and 
preventing data and privacy leaks. Zainudin et al. [74] suggest combining federated 
learning with ICPS to transform IIoT applications into significant industrial domains 
where privacy concerns are effectively addressed. They also emphasize federated 
learning-based IDS systems for their low complexity, computational efficiency, and 
effectiveness in preserving privacy. In [77], a novel federated threat hunting approach 
is presented, providing threat intelligence solution suitable for all ICPS owners due to 
its efficiency, awareness of heterogeneity, and privacy-preserving characteristics 
against actors capturing network data. Shrestha et al. [79] propose using federated 
learning for anomaly detection in smart grid systems with artificial neural networks, 
such as Long Short-Term Memory (LSTM) autoencoders, along with homomorphic 
encryption to ensure privacy and security throughout the model training process. 
Zhang et al.[80] introduce a three-layer architecture of device-edge-cloud to support 
federated learning and optimize distributed IIoT networks by reducing backbone 
network traffic and parameter transmission. Huang et al. [82] propose an effective 
federated multi-source domain adaptation algorithm based on knowledge distillation 
and contrastive learning to train high accuracy models locally while protecting data 
privacy. Lastly, Li et al. [88] suggest a robust privacy-preserving Byzantine-based 
federated learning scheme (PBFL) that works for the majority or participants and 
aggregators, to protect privacy and leverage clustering. 
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5 Synthesis and Discussion 

In this section we synthesize the findings and analyses by answering two key 
questions: “What are the implications?” and “What have we learnt and what should be 
done next?” [92-93]. 

First, current industrial systems encompass a broad spectrum of architectures and 
domains, from SCADA, DCS, and PLC-driven control commands to advanced MES, 
QMS, EMS, robotics, machine vision, additive manufacturing, communication 
networks, edge-computing platforms, and others. To understand these systems and 
their characteristics, they can be studied individually in context to reveal system-
specific details and insights, or collectively in abstraction, which is the practical 
approach given the continuous growth of these systems [94]. Following the latter, the 
analysis reveals that industrial systems all share eight core characteristics: integration, 
connectivity, complexity, automation, distribution, coordination, specialization, and 
data-driven operation. These characteristics reflect a shared foundation focused on 
optimization, efficiency, reliability, scalability, and resilience, but the emphasis on 
each varies by domain. Such diversity suggests the need for tailored approaches to 
address system-specific challenges while leveraging shared foundations. Moreover, it 
indicates that frameworks aimed at protecting industrial data and its privacy must be 
layer-aware, recognizing that requirements differ sharply across systems. 

Second, industrial data itself is multifaceted, spanning the fields of R&D, 
production, operation and maintenance, and management. Its value ranges from 
design and development data to real-time sensor streams and strategic business 
insights. The ability of industrial systems to optimize operations, manage resources, 
and maintain quality standards depends on how effectively this data is used. Given 
this diversity, industrial data carries varying levels of sensitivity and risks, which 
result in distinct threat profiles, such as: 

• Data leakage threatens competitive advantage. 
• Tampering with control commands affects operations and endangers safety. 
• Unauthorized access to business records can result in regulatory fines.  

Accordingly, data-sensitivity-driven protection strategies are essential, mapping 
privacy controls to the intrinsic value and vulnerability of each data type. 

Third, the review of 34 studies revealed eight overlapping themes grouped into 
three areas: 

1. Core privacy and security: differential privacy, anonymization, encryption, metrics, 
forward privacy. 

2. Enabling technologies: Industry 4.0/CPS, IoT/IIoT, cloud/edge/fog. 
3. Advanced analytics: big-data, data mining, AI/deep learning, federated and 

distributed learning. 

These themes highlight not only different aspects of industrial systems, but also the 
interdisciplinary nature of this field, and the challenges of protecting data privacy 
across domains. Yet, these themes are largely treated in isolation, with solutions in 
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one domain often overlooking the constraints of another, e.g., homomorphic 
encryption and secure transit data networks secure “data in use” but impose 
computational overhead unsuitable for low-power edge devices, and federated 
learning preserves data locality but opens new threats and inference attacks at the 
analytics layer. 

Fourth, to integrate these insights, we propose a layered guidance matrix that plots 
industrial data along two axes, Data Sensitivity (Low – routine operational and 
management records, to High – design and assets, as well as critical control 
parameters), and Latency Tolerance (Batch – datasets stored, collected, and processed 
in scheduled jobs, to Real-time – live streams of control and monitoring), assigning 
each quadrant specific privacy measures: 

• Real-time, high-sensitivity (e.g., SIS data and critical SCADA control 
operations): lightweight homomorphic encryption + secure multiparty computation 
+ strict identity and access control mechanisms 

• Real-time, low-sensitivity (e.g., environmental and status sensors): data 
aggregation + anonymization at the edge. 

• Batch, high-sensitivity (e.g., PLM datasets and CAD model archives): robust 
differential privacy + federated analytics + blockchain for trust and traceability  

• Batch, low-sensitivity (e.g., historical logs and maintenance reports): encryption 
(in transit and at rest) + access control and authorization mechanisms. 

This framework brings together system types, data categories, and identified 
threats into a practical tool for guiding privacy solutions across diverse industrial 
systems, shifting from broad classifications to concrete implementation approaches. 

Fifth, despite the practical guidance offered by this framework and the existence of 
diverse solutions, several key gaps and critical challenges affect implementation, 
including: 

1. The continuous evolution of industrial systems and the need for embedding 
privacy-by-design principles into core architecture of future systems. 

2.  Most existing approaches focus on specific technologies or components, lacking 
comprehensive, integrated methods that span the full industrial ecosystem. 

3. Although many solutions exist in the literature, few studies explore how they can 
be combined in real environments without conflict or performance degradation. 

4. Only a few works offer practical guidance on choosing and deploying Privacy 
Enhancing Technologies (PET). 

5. Interoperability, coordination, and scalability remain underaddressed. 
6. Promising solutions such as federated learning and blockchain still face practical 

implementation challenges and questions about adaptability to industrial contexts. 
7. Addressing workforce skill gaps and change management issues, in addition to 

developing use cases that demonstrate the value of privacy-centric manufacturing, 
are essential for lasting adoption. 
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6 Conclusions and Future work  

This study examines industrial systems, their roles, and their reliance on data to 
perform critical operations and advanced functionalities. It then focuses on industrial 
data, emphasizing its value and the importance of protecting its privacy amidst 
increasing risks in manufacturing. As an outcome, a comprehensive definition of 
modern industrial systems is proposed, along with identification of three key areas 
encompassing eight domains of conceptual measures and specific technologies related 
to industrial data privacy. The findings highlight the diversity of the topic and the 
multifaceted challenges it presents. This mandates the adoption of a multi-layered, 
holistic approach to develop comprehensive solutions that consider industrial data 
privacy from the outset, rather than relying on individual system-specific solutions 
requiring later adjustments. Additionally, a practical tool is proposed to guide 
industrial data privacy solutions based on data sensitivity and tolerance, combining 
system types and data categories; and identified threats and open challenges hindering 
implementation and adoption are also outlined. Future work should focus on fostering 
conceptual approaches, such as embedding privacy-by-design principles and 
addressing workforce skill gaps related to data privacy. Moreover, modern privacy-
native technologies, including edge computing, differential privacy, and federated 
learning, should receive greater emphasis in industrial contexts and in relation to other 
solutions to overcome implementation constraints. Finally, PET, adaptive privacy 
frameworks, and operational conflicts, all require considerable attention. 
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Abstract. Cyberprivacy has been considered one of the most critical issues re-
cently as our identities and personal information may fall into the wrong hands. 
Recognizing these concerns and their substantial effects, concerned authorities, 
governments and standardization organizations have taken several steps to pro-
tect personal data, regulate, and standardize cyberprivacy. For example, the Eu-
ropean Union’s (EU) General Data Protection Regulation (GDPR) aims at pro-
tecting data and preserving privacy within the EU member states, while the In-
ternational Organization for Standardization’s (ISO) ISO/IEC 27701 standard 
aims at managing privacy controls and reducing risks to individuals’ privacy 
rights within organizations globally. These regulations and standards have ena-
bled effective privacy management measures. However, from the implementer 
point of view, the GDPR is too broad, and the adoption and enforcement of 
ISO/IEC 27701 are relatively low. In this study, we propose the use and realiza-
tion of the concepts of Privacy by Design (PbD) framework to achieve cyber-
privacy. For this, a comprehensive and comparative study of the GDPR and 
ISO/IEC 27701 is conducted, and mapping to the PbD framework principles is 
performed. Accordingly, potential similarities and differences that might hinder 
the realization of cyberprivacy in practice are highlighted. Moreover, a practical 
implementation roadmap that meets the requirements of both the GDPR and 
ISO/IEC 27701 is proposed.  
 
 Keywords: Cyberprivacy, GDPR, ISO/IEC 27701, Privacy by Design. 

1 Introduction 

Advances in Information and Communication Technology (ICT) and fields of data sci-
ence have brought many benefits, seen in better decision making, target group outreach, 
and personalization and customization of services. Data proliferation on the other hand 
has posed many threats to individuals, through invading their rights [1] via monitoring 
[2], conducting aggressive marketing and similar unwanted activities, and processing 
and sharing their personal information. Information security measures [3], i.e., Confi-
dentiality, Integrity and Availability (CIA Triad), followed by the main cybersecurity 
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standards, e.g., ISO/IEC 27001, NIST, ENISA, etc. [4], have addressed the issue of 
data security. However, privacy, data control and sharing, could not be adequately ad-
dressed. First, because security measures deal with data in its raw form [3] without 
paying attention to the data context. Second, because of the current blurring between 
personal rights, against the capabilities, benefits, and potential of cyberization and the 
use of digital identity [5]. Although previous attempts tried to address this issue, e.g., 
the EU Data Protection Directive of 1995 [6] [7], they were outdated and insufficient, 
considering the rapid and unprecedented technological developments and capabilities. 

With the increased awareness of personal rights, and the increase in privacy breaches 
and their subsequent effects, the issue of cyberprivacy became central to addressing. 
Privacy by Design (PbD) framework [8] was one of the fundamental and robust initia-
tives to encourage the design of systems, services, and products that consider privacy 
at their core and across all levels. The General Data Protection Regulation (GDPR) [9] 
[10] later has taken the issue of privacy to a different level by incorporating and unify-
ing the regulatory perspective regarding privacy. However, first, the GDPR is a regu-
latory act, thus it only offers compliance and recommendations without actual means 
for implementation and enforcement [11]. Second, the GDPR is very broad, which 
makes practical realization challenging. This gap was addressed by the introduction of 
ISO/IEC 27701 privacy extension, which aims at standardizing privacy technology by 
means of improving Information Security Management Systems (ISMS) through incor-
porating means for maintaining and controlling data, thus leading to an effective Pri-
vacy Information Management System (PIMS). Still, the standard is relatively new, not 
widely adopted, and not well covered. It is worth mentioning that as of this writing, the 
European Commission has already made a proposal for the new e-Privacy Regulation 
[12], which will collaborate with the GDPR [13] and target cyber and online privacy 
by controlling processing, tracking and monitoring technologies. 

In this study, we assess the GDPR and ISO/IEC 27701 standards with the aim of 
achieving cyberprivacy by realizing the principles of PbD framework from both regu-
latory and technical perspectives. The remainder of this paper is as follows: Section 2 
presents the background and theoretical frameworks. Section 3 introduces the research 
method. Section 4 comprehensively introduces the GDPR and ISO/IEC 27701. In Sec-
tion 5, a comparative analysis of the GDPR and ISO/IEC 27701, as well as a mapping 
with the PbD framework principles, are provided. Section 6 moves with the discussion 
and the suggested roadmap. Finally, Section 7 concludes and suggests future work.  

2 Background and Theoretical Frameworks 

2.1 Cyberprivacy 

Previous work [14] has highlighted how the right to privacy being unobserved is cur-
rently one of the most complex issues to addressing. This is due to the proliferation of 
data, differences between stakeholders and their views while dealing with personal 
data, and the benefits against the concerns arising from the use of more accurate and 
sensitive data. With the issue of cyberprivacy, the most related concepts are cyberspace, 
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cybersecurity, data privacy or data protection, and Personally Identifiable Information 
(PII) [15], which are defined as follows:  

1. Cyberspace is the global domain within the information environment consisting of 
the interdependent networks, processors and controllers of information technology 
infrastructures. 

2. Cybersecurity is the organization, processes, and structures used to protect cyber-
space and cyberspace-enabled systems. 

3. Data privacy is the protection of an entity’s data that is being collected, stored, and 
shared. Relevant to consider, while the term ‘data privacy’ is mostly used in the U.S., 
‘data protection’ is used in the EU to imply an almost similar meaning. The GDPR 
is all about provisions for the protection of personal data. In spite of many overlaps 
and similarities between the rights to privacy and personal data protection, those 
terms are referred independently and separately in the EU and related recent legal 
instruments [16]. 

4. PII is any representation of information that permits the identity of an individual to 
whom the information applies to by either direct or indirect means. In this context, 
it is worth to mention here, this specification is a narrower version of the definition 
of ‘personal data’ stated in Article 4(1) of the GDPR which implies “any information 
relating to an identified or identifiable natural person (‘data subject’); an identifiable 
natural person is one who can be identified, directly or indirectly, in particular by 
reference to an identifier such as a name, an identification number, location data, an 
online identifier or to one or more factors specific to the physical, physiological, 
genetic, mental, economic, cultural or social identity of that natural person” [17]. 

To remove any ambiguity, it is important to clarify that cyberprivacy differs from 
cybersecurity, since they have distinct objectives, and that cybersecurity does not pro-
tect against tracking, processing, identifying, and sharing of PII. Additionally, cyber-
privacy is more specific than data privacy, targeting individuals and PII, whereas data 
privacy is holistic. To make it clearer, as presented in our previous research, cyber-
privacy can be defined and addressed through four lenses, as shown in Table 1 below. 

Table 1. Cyberprivacy definitions [14]. 

Concept Definition 
Technical view An extension of the domain of physical privacy in cyberspace, thus following 

the reasoning of what is permitted and what is not in physical domains  
Socio-technical 
view  

The collective set of norms and measures necessary to protect and control the 
activities and characteristics of cyber-identity in cyberspace and related do-
mains  

Rights view concept that aims to maintain the rights to privacy, freedom, self-expression, 
self-determination, and reasonable behavior across cyberspace, and thus it is 
the intellectual ownership and accountability for storing, processing, and 
sharing information in cyberspace 

Legislation 
view  
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protection layer that aims to raise awareness against misuse of personal data, 
enforce control, and seek to amend data and attributes of pre-established re-
lationships when needed  

2.2 Privacy by Design Framework 

Privacy by Design (PbD) [8] is a framework that encourages proactive privacy and the 
integration of data protection considerations into the design and operation of infor-
mation systems, processes, and policies. PbD seeks to integrate privacy and data pro-
tection measures into the core of the design phase, promoting organizations to proac-
tively identify and address potential privacy risks throughout all phases and processes, 
rather than dealing with such issues and risks later.  

Article 25 (along with Recital 78) of the GDPR is considered one of the most im-
portant provisions requiring data protection by design and by default with implement-
ing appropriate technical and organizational measures from the onset of a service and 
as a default feature. Such a practice from the data controllers’ (companies and organi-
zations) side will be beneficial, time-saving and cost-efficient as well as can promote 
safe and secured online environment for the data subjects [18]. Pseudonymization 
[Art.4(5) GDPR] and data protection impact assessment (Art. 35 GDPR) for example 
are two GDPR-suggested measures to implement data protection by design [19]. 

PbD encompasses activities like conducting privacy impact assessments, using pri-
vacy-enhancing technologies, implementing robust data security measures, and ensur-
ing transparency and accountability in data handling practices. This approach can ac-
cordingly safeguard and preserve individuals' privacy and personal data while enabling 
organizations to meet their goals. In Figure 1, the main principles of PbD are shown. 
As depicted in Figure 1, PbD encompasses seven key principles, which consider pri-
vacy from the outset. These principles include proactively planning for privacy and 
considering privacy as the default setting, embedding privacy into the design phase, 
ensuring full functionality of systems with minimal effects, implementing end-to-end 
security measures for data protection, establishing the foundation for consent, visibility, 
and transparency, and finally shifting controls to the end user’s domain.  

 
Fig. 1. Privacy by design framework principles [8].  

2.3 Privacy by Design for Cyberprivacy  

As seen from the definitions of cyberprivacy in Section 2.1, cyberprivacy is a complex 
concept that incorporates several divergent views. Accordingly, to achieve cyber-
privacy, a holistic approach [14] that incorporates all these views, i.e., technical and 
social while considering rights and legislation perspectives, is needed. The GDPR and 
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ISO/IEC 27701 in particular can offer the means and controls for achieving cyber-
privacy since they address the issue of privacy and PII from different angles, and pro-
vide technical and social, along with regulatory perspectives on the topic. However, 
since there is no explicit and unique guidance on how to apply these standards for 
achieving cyberprivacy, PbD can be used to provide such a rational and reliable imple-
mentation roadmap needed. In Figure 2, we show the suggested relationship between 
cyberprivacy, PbD, GDPR and ISO/IEC 27701. As suggested, measures from the 
GDPR and ISO/IEC 27701 are adopted by PbD to provide an implementation roadmap, 
and hence become a part of cyberprivacy.  

 
Fig. 2. The suggested relationship between cyberprivacy and Privacy by Design  

3 Method 

This work uses a qualitative comparative analysis [20] approach to study the GDPR 
and ISO/IEC 27701, with the aim of highlighting similarities, overlaps, and potential 
differences that might hinder full realization of cyberprivacy. For this task, the list of 
reports and standards given in Table 2 below, is used.  

Table 2. Reports and standards used in this work 

Standard Source 
GDPR The EU General Data Protection Regulation – Official Journal of the EU 

Guidelines of the European Data Protection Board (EDPB)  
The EU Data Protection Directive 

ISO/IEC 
27701  

ISO/IEC 27701:2019 Security techniques – Extension to ISO/IEC 27001 and 
ISO/IEC 27002 for privacy information management – Requirements and guide-
lines 
ISO/IEC 27001:2022 Information Security Management Systems  
ISO/IEC 27002:2022 Information security, cybersecurity and privacy protection 
– Information security controls 

4    The GDPR and ISO/IEC 27701 

4.1 The General Data Protection Regulation – GDPR  

In order to address the increased privacy and personal data protection concerns of the 
Internet and digital platforms users, the EU introduced in 2016 its unanimous 
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regulation, the General Data Protection Regulation (GDPR), which came into effect in 
May 2018. Influenced by other regulations and standards as shown in Figure 3, the 
GDPR aims to expand existing data protection principles while introducing new 
measures to protect PII within organizations. In its 11 chapters comprising 99 articles, 
the regulation outlines how organizations can collect data, provides use cases, and ad-
dresses the sharing of PII outside their intended scope. The key principles of the GDPR 
include: ensuring lawfulness, fairness and transparency; setting and defining intended 
purposes; minimizing and controlling data; maintaining accurate and up-to-date per-
sonal data; limiting storage duration and purposes; ensuring data security and confiden-
tiality; and enforcing accountability and responsibility for compliance. The GDPR co-
vers several concepts [9], including: requiring consent and limiting data processing; 
encouraging data encryption; effective fines and penalties; defining personal data; on-
going privacy assessments; designing preserving privacy systems incorporating Pri-
vacy Enhancing Technologies (PET); specifying reasons for gathering and processing 
data; defining use cases for existing and processed records; requiring consent for 
changes; providing the right to delete own data; and outlining conditions for sharing 
data outside the use area. In Figure 4, we show how data is handled according to the 
GDPR. 

 
Fig. 3. Regulations and standards influenced the GDPR [21] 

 
Fig. 4. The GDPR as a framework  

In figure 4, the input data is all data that has been collected and processed, including 
PII. The data processing cycle is the steps that organizations must consider while col-
lecting, using and storing PII in compliance with the GDPR. Data protection standards 
are the technical standards and measures used to protect data, including encryption, data 
minimization and retention. Other standards might be used here depending on the sec-
tor, e.g., ISO 27001. For the data protection measures, the GDPR specifically refers to 
the protection of personal data from unauthorized access, disclosure, damage or loss. 
The GDPR offers a range of rights on the individuals or data subjects and controls over 
own data, such as accessing own data, the right to prevent the processing of data, and 
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the right to be removed from a system and requesting deletion of own data. Compliance 
audit is the processes of reviewing and assessing an organization and its compliance 
with the GDPR. Finally, the output data is all the data generated, e.g., compliancy re-
ports, incidents, breaches, countermeasures, notifications, requests, etc.  

4.2 ISO/IEC 27701 

ISO/IEC 27701:2019 [22] standard aims at standardizing privacy protection practices 
by mandating measures and controls for Privacy Information Management System 
(PIMS). ISO/IEC 27701 is basically an extension to ISO/IEC 27001 – ISMS – and 
ISO/IEC 27002 – Code of practice for information security controls – standards. The 
standard incorporates requirements for privacy controls through the addition of 8 sup-
plementary clauses, thus adopting the structure and integrating the controls found in 
these standards into its clauses and annexes. Regarding its structure, ISO/IEC 27701 
starts with clause 4 which provides the position of the additional requirements, then 
clause 5 which provides specific PIMS requirements by adopting 21 controls from 
ISO/IEC 27001 as well as enhancing 5 controls, and clause 6 which provides specific 
PIMS guidance by adopting 144 controls from ISO/IEC 27002 while enhancing 32 
controls. Clauses 7 and 8 focus directly on the concept of privacy by providing guidance 
for PII controllers and processors, respectively, and introducing new 49 controls. Fi-
nally, the standard follows with 6 annexes that specify explicitly PIMS control objec-
tives and controls for both controllers and processors; provide mapping with ISO/IEC 
29100 privacy framework, the GDPR, ISO/IEC 27018 code of practice for protection 
of PII in public clouds acting as PII processors, ISO/IEC 29151 code of practice for PII 
protection; and lastly show how the standard applies to ISO/IEC 27001 and 27002. In 
Figure 5, a schematic diagram of ISO/IEC 27701 and associated standards, is shown. 

 
Fig. 5. ISO/IEC 27701 associated standards 
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In Figure 5, alongside the abovementioned standards directly linked and represented 
by solid arrows, ISO/IEC 27701 places a strong emphasis on risk assessment by incor-
porating practices from ISO/IEC 31000 – risk management, ISO/IEC 27005 – manag-
ing information security risks, ISO/IEC 27035 – information security incident manage-
ment, ISO/IEC 29134 – privacy impact assessment, and ISO/IEC 29190 – privacy ca-
pability assessment model, which are indicated by dashed arrows. Practices of these 
standards help identify and assess privacy risks, implement controls for risk mitigation, 
and monitor the effectiveness of the deployed controls. ISO/IEC 27701 encompasses 
also provisions for establishing and maintaining privacy policies, defining roles and 
responsibilities for privacy management, and ensuring that privacy requirements are 
considered by third-party service providers. Finally, through its alignment with the 
GDPR, the standard serves as an enabler for seamless integration with other regional 
privacy regulations, e.g., CCPA and GLBA, as seen in Figure 3.  

5 Comparative Analysis and Results  

In this section, we proceed with a comprehensive analysis of both the GDPR and 
ISO/IEC 27701, pursuing two main objectives. First, to highlight the similarities and 
areas of overlap between the two, along with their distinctive features and potential 
conflicts. Second, to map them with the PbD framework principles. 

5.1 Similarities and Overlaps  

From interpreting, analyzing and comparing the GDPR and ISO/IEC 27701, it was 
found that one article from the GDPR can match one or more clauses from ISO/IEC 
27701, depending on the context and interpretation. This can result in increased com-
plexity when considering both standards simultaneously. To facilitate adoption and in-
tegration between the two, we have highlighted the similarities and overlaps between 
the different articles and clauses, and marked them with three labels, “Not applicable” 
which denotes that the concept or section was absent, “Directly related” which indi-
cates an explicit match, and finally “Indirectly related” which means that the concept 
lacked an explicit match but was understood from the context, as follows:  

1. GDPR Chapter 1, General Provisions: Not applicable to ISO/IEC 27701  
2. GDPR Chapter 2, Principles: Directly related to ISO/IEC 27701 6.3.2.1 Mobile 

device policy; 6.5.2.1 Classification of information; 6.5.2.2 Labelling of infor-
mation; 6.5.3.1 Management of removable media; 6.5.3.2 Disposal of media; 6.5.3.3 
Physical media transfer; 6.6.2.1 User registration and de-registration; 6.6.2.2 User 
access provisioning; 6.6.4.2 Secure log-on procedures; 6.8.2.7 Secure disposal or re-
use of equipment; 6.8.2.9 Clear desk and clear screen policy; 6.9.3.1 Information 
backup; 6.9.4.1 Event logging; 6.9.4.2 Protection of log information; 6.10.2.1 Infor-
mation transfer policies and procedures; 6.10.2.4 Confidentiality or non-disclosure 
agreements; 6.11.1.2 Securing application services on public networks; 6.11.3.1 Pro-
tection of test data; 6.12.1.2 Addressing security within supplier agreements; 
6.13.1.1 Responsibilities and procedures; 6.15.1.1 Identification of applicable 
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legislation and contractual requirements; 6.15.1.3 Protection of records; 7.2.1 Iden-
tify and document purpose; 7.2.2 Identify lawful basis; 7.2.3 Determine when and 
how consent is to be obtained; 7.2.4 Obtain and record consent; 7.2.6 Contracts with 
PII processors; 7.2.8 Records related to processing PII; 7.3.2 Determining infor-
mation for PII principals; 7.3.3 Providing information to PII principals; 7.3.4 Provid-
ing mechanism to modify or withdraw consent; 7.3.6 Access, correction and/or eras-
ure; 7.4.1 Limit collection; 7.4.3 Accuracy and quality; 7.4.4 PII minimization ob-
jectives; 7.4.5 PII de-identification and deletion at the end of processing; 7.4.6 Tem-
porary files; 7.4.8 Disposal; 7.4.9 PII transmission controls; 8.2.2 Organization’s 
purposes; 8.2.3 Marketing and advertising use; 8.4.1 Temporary files; 8.4.3 PII 
transmission controls 

3. GDPR Chapter 3, Rights of the data subject: Directly related to ISO/IEC 27701 
7.2.2 Identify lawful basis; 7.3.1 Determining and fulfilling obligations to PII prin-
cipals; 7.3.2 Determining information for PII principals; 7.3.3 Providing information 
to PII principals; 7.3.4 Providing mechanism to modify or withdraw consent; 7.3.5 
Providing mechanism to object to PII processing; 7.3.6 Access, correction and/or 
erasure; 7.3.7 PII controllers’ obligations to inform third parties; 7.3.8 Providing 
copy of PII processed; 7.3.9 Handling requests; 7.3.10 Automated decision making; 
7.4.7 Retention; 7.5.1 Identify basis for PII transfer between jurisdictions; 7.5.2 
Countries and international organizations to which PII can be transferred; 8.3.1 Ob-
ligations to PII principals 

4. GDPR Chapter 4, Controller and processor: Directly related to ISO/IEC 27701 
5.2.1 Understanding the organization and its context; 5.2.2 Understanding the needs 
and expectations of interested parties; 5.2.3 Determining the scope of the infor-
mation security management system; 5.2.4 Information security management sys-
tem; 5.4.1.2 Information security risk assessment; 5.4.1.3 Information security risk 
treatment; 6.2.1.1 Policies for information security; 6.3.1.1 Information security 
roles and responsibilities; 6.4.2.2 Information security awareness, education and 
training; 6.5.2.1 Classification of information; 6.5.3.1 Management of removable 
media; 6.5.3.3 Physical media transfer; 6.7.1.1 Policy on the use of cryptographic 
controls; 6.9.3.1 Information backup; 6.10.2.4 Confidentiality or non-disclosure 
agreements; 6.11.1.2 Securing application services on public networks; 6.11.2.1 Se-
cure development policy; 6.12.1.2 Addressing security within supplier agreements; 
6.13.1.1 Responsibilities and procedures; 6.13.1.5 Response to information security 
incidents; 6.15.1.1 Identification of applicable legislation and contractual require-
ments; 6.15.1.3 Protection of records; 6.15.2.1 Independent review of information 
security; 6.15.2.3 Technical compliance review; 7.2.1 Identify and document pur-
pose; 7.2.5 Privacy impact assessment; 7.2.6 Contracts with PII processors; 7.2.7 
Joint PII controller; 7.2.8 Records related to processing PII; 7.4.2 Limit processing; 
7.4.5 PII de-identification and deletion at the end of processing; 7.5.1 Identify basis 
for PII transfer between jurisdictions; 7.5.2 Countries and international organiza-
tions to which PII can be transferred; 7.5.3 Records of transfer of PII; 7.5.4 Records 
of PII disclosure to third parties; 8.2.1 Customer agreement; 8.2.2 Organization’s 
purposes; 8.2.4 Infringing instruction; 8.2.5 Customer obligations; 8.2.6 Records re-
lated to processing PII; 8.3.1 Obligations to PII principals; 8.4.2 Return, transfer or 
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disposal of PII; 8.5.2 Countries and international organizations to which PII can be 
transferred; 8.5.3 Records of PII disclosure to third parties; 8.5.4 Notification of PII 
disclosure requests; 8.5.6 Disclosure of subcontractors used to process PII; 8.5.7 En-
gagement of a subcontractor to process PII; 8.5.8 Change of subcontractor to process 
PII 

5. GDPR Chapter 5, Transfers of personal data to third countries or international or-
ganizations: Directly related to ISO/IEC 27701 7.5.1 Identify basis for PII transfer 
between jurisdictions; 8.5.1 Basis for PII transfer between jurisdictions; 8.5.5 Le-
gally binding PII disclosures 

6. GDPR Chapter 6, Independent supervisory authorities: Indirectly related to 
ISO/IEC 27701 5.3.1 Leadership and commitment; 5.3.2 Policy; 5.3.3 Organiza-
tional roles, responsibilities and authorities 

7. GDPR Chapter 7, Cooperation and consistency: Indirectly related to ISO/IEC 
27701 5.2.1 Understanding the organization and its context; 5.2.2 Understanding the 
needs and expectations of interested parties; 5.3.1 Leadership and commitment 

8. Chapter 8, Remedies, liability and penalties: Indirectly related to ISO/IEC 27701 
5.7.1 Monitoring, measurement, analysis and evaluation; 5.8.1 Nonconformity and 
corrective action 

9. GDPR Chapter 9, Provisions relating to specific processing situations: Indirectly 
related to ISO/IEC 27701 7.2.2 Identify lawful basis; 7.4 privacy by design and 
privacy by default 

10. GDPR Chapter 10, Delegated acts and implementing acts: Not applicable to 
ISO/IEC 27701 

11. GDPR Chapter 11, Final provisions: Not applicable to ISO/IEC 27701  

It was clear from this analysis that the concepts of the GDPR and ISO/IEC 27701 do 
not always align seamlessly, which is inherently due to their distinct natures, one as a 
regulatory act while the other as a technical and implementation standard.  

5.2 Features and Differences  

In Table 3 [9] [11] [22], the main features and differences between the GDPR and 
ISO/IEC 27701, are shown.  

Table 3. Features and differences between the GDPR and ISO/IEC 27701 [9] [11] [22] 

Feature GDPR ISO 27701 
Objective 
 

Protects personal data of EU resi-
dents 

Provides a framework for managing 
PII 

Scope 
 

Applies to all EU data subjects and 
controllers 

Applies to all organizations with PII 
 

Require-
ments 
 
 
 

Requires organizations to comply 
with several data protection princi-
ples and implement technical and or-
ganizational measures to protect per-
sonal data 

Requires organizations to implement 
a Privacy Information Management 
System (PIMS) based on risk manage-
ment approach and best practices 
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Applicability 
 
 

Applicable to organizations that pro-
cess personal data of EU residents, 
regardless of their location 

Applicable to any organization that 
processes PII, regardless of its loca-
tion or industry sector 

Legal Basis Based on EU Regulation Not legally enforceable 
Penalties 
 
 
 

Can result in fines up to €20 million 
or 4% of global annual turnover, 
whichever is higher 
 

No specific penalties, but non-compli-
ance may affect an organization's abil-
ity to obtain certification or partner 
with other organizations 

Data Subject 
Rights 
 
 

Includes the right to access, rectify, 
erase, restrict, and object to pro-
cessing of personal data 
 

Includes the same rights as GDPR, 
with rights such as the right to porta-
bility and the right to object to auto-
mated decision-making 

Third-Party 
Management 
 
 

Requires organizations to ensure that 
third-party processors also comply 
with GDPR 
 

Requires organizations to have a pro-
cess in place to evaluate and manage 
the risks associated with third-party 
access to PII 

Certification 
 

Offers a certification scheme for 
compliance with GDPR 

Offers a certification scheme for com-
pliance with ISO 27701 

Key Benefits 
 
 
 

Increases trust and transparency for 
EU data subjects, improves data se-
curity, and helps organizations avoid 
fines and legal action 

Helps organizations implement best 
practices for PII management, im-
prove data protection, and demon-
strate compliance to stakeholders 

Objective 
 

Protects personal data of EU resi-
dents 

Provides a framework for managing 
PII 

Scope 
 

Applies to all EU data subjects and 
controllers 

Applies to all organizations with PII 
 

Require-
ments 
 
 
 

Requires organizations to comply 
with several data protection princi-
ples and implement technical and or-
ganizational measures to protect per-
sonal data 

Requires organizations to implement 
a Privacy Information Management 
System (PIMS) based on risk manage-
ment approach and best practices 
 

Several issues exist between the GDPR and ISO/IEC 27701, as they handle certain 
aspects differently. Below is a list of the most potential differences: 

1. Data Subject Rights: The GDPR gives individuals the right to access, rectify, and 
erase their personal data. ISO/IEC 27701 however requires organizations to retain 
personal data to meet legal, regulatory, or business requirements. 

2. Data Minimization: The GDPR requires organizations to only collect and process 
the minimum amount of personal data necessary to achieve a specific purpose. 
ISO/IEC 27701 on the contrary requires organizations to maintain an inventory of 
personal data processing activities. 

3. Risk Assessment: The GDPR requires organizations to conduct risk assessments to 
identify and mitigate privacy risks, which is not an explicit requirement for ISO/IEC 
27701. 
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4. Incident Response: The GDPR mandates that organizations notify authorities of data 
breaches within 72 hours of becoming aware of a breach. ISO/IEC 27701 requires 
organizations to have a documented incident management process to address data 
breaches, but it does not specify a timeframe for notification. This may create a con-
flict regarding notification. 

5. Third-Party Management: The GDPR and ISO/IEC 27701 both mandate that organ-
izations ensure third-party service providers processing personal data meet privacy 
requirements. However, ISO/IEC 27701 does not explicitly reference the GDPR, 
potentially causing compliance confusion if an organization adopts both.  

5.3 The GDPR and ISO/IEC 27701 Vs. Privacy by Design Framework  

Regarding the PbD Framework, the GDPR explicitly refers to PbD, e.g., Article 25 – 
Data Protection by Design and by Default [21], which is not the case with ISO/IEC 
27701 (ISO, 2019). Nevertheless, ISO/IEC 27701 still aligns with and incorporates key 
PbD principles. Following is how the GDPR Articles (A) and ISO/IEC 27701 can align 
with the PbD Framework, utilizing the same notations used in Section 5.1: 

1. PbD Principle 1, Proactive not reactive privacy 
GDPR: Directly related A:35 - Data Protection Impact Assessment (DPIA) Indi-
rect: A:24 - Responsibility of the controller; A:25 - Data protection by design and 
by default; A:32 - Security of processing; A:5 - Principles relating to processing of 
personal data 
ISO/IEC 27701: 5.2- Context of the organization; 5.5.3- Awareness; 5.6.1- Opera-
tional planning and control; 5.6.2- Information security risk assessment; 6.13- Infor-
mation security incident management; 7.2.5- Privacy impact assessment 

2. PbD Principle 2, Privacy as the default setting 
GDPR: Directly related A:5 - Principles relating to processing of personal data; 
A:25 - Data protection by design and by default; Recital 78 - Data protection by 
design and by default; A:3 - Security of processing; A:89 - Safeguards and deroga-
tions relating to processing for archiving purposes in the public interest, scientific or 
historical research purposes or statistical purposes; Indirect A:6 - Lawfulness of pro-
cessing; A:9 - Processing of special categories of personal data; A:22 - Automated 
individual decision-making, including profiling; A:30 - Records of processing activ-
ities 
ISO/IEC 27701: 5.4.2- Information security objectives and planning to achieve 
them; 6.6- Access control; 7.2.1- Identify and document purpose; 7.2.4- Obtain and 
record consent;7.4- Privacy by design and privacy by default for PII controllers; 7.5- 
PII sharing, transfer, and disclosure for controllers; 8.4- Privacy by design and pri-
vacy by default for PII processors; 8.5- PII sharing, transfer, and disclosure for pro-
cessors 

3. PbD Principle 3, Privacy embedded 
GDPR: Directly related A:5 - Lawfulness, fairness, and transparency; A:25 - Data 
protection by design and by default; A:32 - Security of processing; A:35 - Data pro-
tection impact assessment; A:36 - Prior consultation; A:42 – Certification Indirect 
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A:6 - Legitimate interests; A:9 - Processing of special categories of personal data; 
A:17 - Right to erasure (‘right to be forgotten’); A:30 - Records of processing activ-
ities; A:35 - Data protection impact assessment 
ISO/IEC 27701: 5.2.1 Understanding the organization and its context; 5.6.3- Infor-
mation security risk treatment; 7.2.5- Privacy impact assessment; 7.4- Privacy by 
design and privacy by default for PII controllers; 8.4- Privacy by design and privacy 
by default for PII processors 

4. PbD Principle 4, Full functionality 
GDPR: Directly related A:25 - Data protection by design and by default; A:32 - 
Security of processing; A:35 - Data protection impact assessment; Recital 78 - Data 
protection impact assessment Indirectly related A:5 - Principles relating to pro-
cessing of personal data; A:6 - Lawfulness of processing; A:32 - Security of pro-
cessing; A:35 - Data protection impact assessment 
ISO/IEC 27701: 5.2- Context of the organization; 5.3- Leadership; 5.4- Planning; 
5.5.2- Competence; 5.6.1- Operational planning and control; 5.7- Performance eval-
uation; 7.3.1- Determining and fulfilling obligations to PII principals 

5. PbD Principle 5, End-to-end security 
GDPR: Directly related A:5 - Lawfulness, fairness, and transparency; A:24 - Re-
sponsibility of the controller; A:32 - Security of processing; A:35 - Data protection 
impact assessment; A:36 - Prior consultation Indirectly related A:25 - Data protec-
tion by design and by default; A:28 – Processor; A:30 - Records of processing ac-
tivities; A:45 - Transfers on the basis of an adequacy decision; A:49 - Derogations 
for specific situations 
ISO/IEC 27701: 5.3.2- Policy; 5.3.3- Organizational roles, responsibilities and au-
thorities; 5.4.2- Information security objectives and planning to achieve them; 6.2- 
Information security policies; 6.6- Access control; 6.7- Cryptography; 6.8- Physical 
and environmental security; 6.9- Operations security; 6.10- Communications secu-
rity; 7.4- Privacy by design and privacy by default for PII controllers; 8.4- Privacy 
by design and privacy by default for PII processors  

6. PbD Principle 6, Visibility and transparency 
GDPR: Directly related A:5 - Lawfulness, fairness, and transparency; A:12 - Trans-
parent information, communication and modalities for the exercise of the rights of 
the data subject; A:13 - Information to be provided where personal data are collected 
from the data subject; A:14 - Information to be provided where personal data have 
not been obtained from the data subject; A:15 - Right of access by the data subject; 
A:21 - Right to object; A:22 - Automated individual decision-making, including pro-
filing; A:25 - Data protection by design and by default; A:32 - Security of processing 
Indirectly related A:6 - Lawfulness of processing; A:9 - Processing of special cat-
egories of personal data; A:17 - Right to erasure; A:20 - Right to data portability; 
A:35 - Data protection impact assessment 
ISO/IEC 27701: 5.3- Leadership; 5.5.2- Competence; 5.5.3- Awareness; 5.5.4- 
Communication; 5.6.3- Information security risk treatment 

7. PbD Principle 7, Respect for user privacy 
GDPR: Directly related A:5 - Principles relating to processing of personal data; 
A:6 Lawfulness of processing; A:9 Processing of special categories of personal data; 
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A:21 Right to object; A:25 Data protection by design and by default Indirectly re-
lated A:24 - Responsibility of the controller; A:28 - Processor; A:32 Security of 
processing; A:35 Data protection impact assessment; A:36 Prior consultation 
ISO/IEC 27701: 7.2- Conditions for collection and processing for PII controllers; 
7.3- Obligations to PII controllers principals; 8.2- Conditions for collection and pro-
cessing for PII processors; 8.3- Obligations to PII processors principals  

6 Discussion and Implementation Roadmap  

Cyberprivacy is an open question that keeps receiving much attention due to its im-
portance and implications once private data gets exposed or misused [14]. The issue 
has been noticed and attempts are being taken continuously to address it; however, as 
technologies advance and expand their capabilities, the situation gets more challenging. 
The most challenging issue with cyberprivacy is that it is not a technical issue, but is a 
set of interconnected issues, ranging from technical, social and legal, that need a holistic 
solution to address them simultaneously. With the GDPR [21] and ISO/IEC 27701 [22], 
the standard for privacy has moved to a more advanced level. Now, organizations in-
creasingly focus on the GDPR and ISO/IEC 27701, to achieve compliance, obtain cer-
tification, and unlock additional opportunities and benefits. However, when it comes to 
practical terms, the GDPR lacks certain elements that ISO/IEC 27701 can provide, such 
as technical means and the explicit mention of measures and controls. Still, attempting 
to adopt both standards may lead to redundancy and excessive burden. Yet, the two do 
not substitute each other or cover all aspects of data privacy and PII individually.  

In this endeavor, we propose adopting a governance framework and a process model, 
as in [23] and [24], while utilizing the principles of PbD framework, to provide a ra-
tional and reliable implementation roadmap for cyberprivacy incorporating the GDPR 
and ISO/IEC 27701, as detailed below:  

1. Assess Current State: Evaluate current privacy practices, data processing activities, 
and associated risks; Identify gaps and areas for improvement to align with the 
GDPR and ISO/IEC 27701; Conduct a comprehensive data inventory to identify 
personal data holdings and associated risks; Identify existing ISMS systems. 

2. Establish Data Protection Governance: Appoint responsible individuals for over-
seeing compliance; Develop and communicate a privacy policy outlining commit-
ment to the GDPR and PbD; Establish processes and procedures for handling data 
subject rights requests, data breaches, and Privacy Impact Assessments (PIAs). 

3. Develop a Privacy Governance Framework: Define policies, procedures, and 
guidelines in accordance with GDPR and ISO 27701; Incorporate PbD principles.  

4. Conduct Data Mapping and Inventory: Identify all personal data collected, pro-
cessed, stored, and shared across the organization; Document data flows, purposes, 
legal bases, and third-party involvement. 

5. Enhance Consent and Transparency: Review and update consent mechanisms to 
meet the GDPR requirements; Develop clear and accessible privacy policies. 

6. Implement Privacy by Design: Embed privacy considerations into design, pro-
cesses, and products; Apply pseudonymization, data minimization, and PETs. 
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7. Establish Data Subject Rights Processes: Implement mechanisms to exercise pri-
vacy rights (access, rectification, erasure, etc.); Develop procedures for responding 
to data subject requests within the GDPR timelines. 

8. Conduct Privacy Impact Assessments: Perform PIAs for high-risk processing ac-
tivities and new initiatives; Mitigate identified privacy risks and ensure compliance. 

9. Enhance Security and Incident Response: Align information security practices 
with ISO/IEC 27001; Develop incident response procedures. 

10. Implement Supplier Management Practices: Evaluate and update third-party ven-
dor contracts to include the GDPR; Assess third-party compliance. 

11. Conduct Training and Awareness: Provide comprehensive privacy training; Raise 
awareness of the GDPR, ISO/IEC 27701, and PbD principles. 

12. Continuous Monitoring, Reviewing, and Improvement: Regularly review and up-
date privacy policies, procedures, and controls; Perform regular audits and reviews 
to assess ongoing compliance; Monitor, measure, and enhance the effectiveness of 
practices, controls, and privacy risk management processes based on lessons learned.  

7 Conclusion, Limitations, and Future Work  

This work has attempted to achieve the concept of cyberprivacy by realizing the prin-
ciples of PbD framework through incorporating the GDPR and ISO/IEC 27701 simul-
taneously. The main contributions of this study include: 1) conducting comprehensive 
reviews of the GDPR and ISO/IEC 27701, 2) proposing the use of PbD to achieve cy-
berprivacy, 3) showing similarities and potential differences between the GDPR and 
ISO/IEC 27701, 4) mapping the GDPR and ISO 27701 with PbD framework, 5) finally, 
proposing a detailed roadmap to help achieve cyberprivacy. The key takeaways from 
this work are: 1) cyberprivacy is a list of interconnected abstract concepts, and thus 
requires other means, frameworks, and measures to help achieve it, 2) while the objec-
tives of the GDPR and ISO/IEC 27701 closely align, these standards are not inter-
changeable. On the limitation side, it is important to note that the analysis and the 
roadmap have relied on desk research, utilizing standards and official documents as 
primary resources. Finally, in a continuation of this work, next steps include: 1) apply-
ing the proposed roadmap into different sectors, to gain insights on the application and 
develop further guidelines, 2) and, using a socio-technical theory as a theoretical lens 
to examine the topic of privacy, instead of the current technical and management ones. 
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Abstract. As the European Union advances its green transition goals, it 
recognizes the need for digitalizing energy systems to support its initiatives. The 
twin transition, combining sustainability and digitalization, has transformed 
energy systems into complex Socio-Technical Systems (STS) that are 
increasingly interconnected and data-driven. This transformation has enabled 
more advanced trajectories toward sustainable systems; however, it has also 
introduced new systemic and operational challenges by exposing the energy 
system to the cyber domain. In this work, the development of the Electricity-
Based Digitalized Energy System (EBDES) and the convergence of information 
and operational technologies in the context of sustainability are investigated 
through a multi-system interactions perspective, to understand how this STS 
transition shapes both the resilience and the vulnerability of the emerging energy 
landscape. Here, a narrative review, together with a qualitative case study on the 
Nordic energy system incorporating data from three workshops and a panel 
session, are used to explore these dynamics. The study identifies interactions and 
specific tensions between digitalization and resilience, showing how the modern 
energy system expands through new interfaces, dependencies, and relationships. 
It also reveals a gap in current sustainability frameworks, which often overlook 
the role of cybersecurity and emerging technologies. Finally, the study highlights 
sector insights and points toward directions for future sustainability strategies and 
research. Altogether, addressing sustainability transitions requires confronting 
not only technological and policy challenges, but vulnerabilities introduced 
through digitalization, thereby reframing how resilience and sustainability are 
understood in future energy systems. 
 
Keywords: Cybersecurity; Energy resilience; Multi-system interactions; 
Sustainability; Twin transition 
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1. Introduction  

1.1. Overview 

As the European Union focuses on sustainability and green transition goals (Fetting, 
2020), it recognizes the role of digitalizing energy systems – particularly the electricity 
sector – as a cornerstone for achieving its objectives. The twin transition, combining 
sustainability and digitalization, has been reshaping energy systems, making them more 
interconnected and data-driven (Benedetti, Guarini, and Laureti, 2023). This 
transformation represents a unique shift in Socio-Technical Systems (STS), driven by 
the integration of advanced technologies and the convergence of Information 
Technology (IT) and Operational Technology (OT) within smart grid systems, all 
supported by policies and market incentives (Erlinghagen, and Markard, 2012). A key 
outcome of this shift is the transition from traditional energy systems to the more 
advanced and broader STS, the Electricity-Based Digitalized Energy System (EBDES), 
where electricity serves as the main energy source and digitalization acts as an enabler 
of sustainability (Negi, 2024). While this transition offers significant benefits, such as 
optimal resource utilization, increased efficiency, and support for other ongoing 
technological and social shifts, it also introduces new challenges and complexities. The 
convergence of IT and OT, in particular, has expanded the energy system’s exposure 
to threats emerging from the cyber domain. For instance, reports showed that in 2022, 
10.7% of cyberattacks targeted the energy sector (Ryu et al., 2024), and in 2023, over 
200 cyber incidents were recorded against the sector, with more than half affecting 
European countries (ENISA, 2024). These incidents point to the growing risks and 
challenges facing modern societies, especially as smart electricity systems become core 
services increasingly integrated with other critical infrastructure. This calls for closer 
examination of current and emerging shifts at the intersections of energy transitions and 
evolving cybersecurity risks, as they lead to new system configurations and introduce 
emerging sustainability challenges (Antal, Mattioli, and Rattle, 2020).  

Despite the considerable attention – which we acknowledge – given to the technical 
benefits and challenges of digitalizing energy systems, the specific impact of 
cybersecurity on STS transitions within these systems remains underexplored in 
transitions and sustainability literature (Mäkitie et al., 2023). As this topic sits at the 
intersection of sustainability, digitalization, and cybersecurity, this gap underscores the 
need for more interdisciplinary research to address these topics collectively and 
holistically. As Andersen et al. (2021) emphasize, broadening transition research to 
include multiple disciplines and system-level analyses is essential for understanding 
how new technologies contribute to sustainability transitions. While transition studies 
have traditionally focused on meso-level factors and their role in the diffusion of 
innovations (Geels, 2020), there is growing recognition that the complexity of 
sustainability transitions requires system-wide analysis across multiple levels (Köhler 
et al., 2019). This need is especially clear in the case of EBDES, where sustainable and 
digital innovations are integrated within the smart grid, which itself operates as part of  
the cyber domain. As a result, systems that were once separate, such as grid control 
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systems, are now becoming tightly coupled with broader digital networks, expanding 
both technical capabilities and exposure to new types of cyber risks. These shifts 
illustrate that the twin transition is not only a technological change, but also one of 
evolving interdependencies. To better understand the consequences of such a 
transformation, there is a need for a multi-system perspective that captures how 
interactions between these interconnected systems shape emerging risks, trade-offs, and 
sustainability outcomes (Rosenbloom, 2020).    
 

1.2. Motivation, Research Question, and Contributions 

Motivated by the importance of the twin transition and the challenges facing the energy 
sector in its move towards EBDES, this work examines existing transition literature, 
frameworks, policies, practices, and qualitative findings to address the central question: 
“How does the Electricity-Based Digitalized Energy System shape sustainability 
outcomes from a multi-system perspective?” By adopting a multi-system perspective 
(Rosenbloom, 2020), we focus on the smart grid as an interface between EBDES and 
other systems and apply Breitschopf et al.’s (2023) framework to analyze EBDES, 
exploring its impact and identifying potential issues related to the twin transition.  

The main contributions of this study are twofold: 1) Contributing to sustainability 
transitions by addressing the underexplored intersections of digitalization (Mäkitie et 
al., 2023) and security (Sivonen and Kivimaa, 2024) in energy systems, specifically the 
impact of cybersecurity on STS transitions; and 2) Advancing research on multi-system 
interactions (Rosenbloom, 2020) (Breitschopf et al., 2023) by analyzing and assessing 
the impacts of system interactions on the twin transition. 

1.3. Organization 

The rest of this work is organized as follows. Section 2 reviews the background on twin 
transitions, EBDES, and cybersecurity.  Section 3 introduces the multi-system approach 
and the adopted framework. Section 4 outlines the methodology and describes the data 
collection procedure. Section 5 presents insights, framework application, and related 
analyses. Finally, Section 6 discusses the findings and provides concluding remarks.  

2. Background 

In this section, we conduct a preliminary narrative rapid review to build and support 
our view on the topic (Candyce et al., 2021). We combine this by a progressive 
narrowing approach, as shown in Figure 1, to move from the main topic to narrower, 
more focused aspects that support our analysis and serve the objectives of the study.  
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Figure 1: The structure of the review  

2.1. Twin Transition – General Sustainability and Digitalization 
Discussions 

The growing importance of energy and digitalization has drawn increasing attention in 
transitions research (Andersen et al., 2021) (Rosenbloom, 2020) (Mäkitie et al., 2023), 
particularly regarding their systemic impacts on sustainability (Geels, 2020) and the 
potential outcomes they may introduce (Antal, Mattioli, and Rattle, 2020). Markard 
(2020) emphasizes a dynamic and global perspective within STS transitions, 
highlighting how technological innovations often emerge in small-scale, more 
specialized sectors before scaling up to influence and reshape dominant systems. As 
these innovations develop, they form clusters of complementary technologies that drive 
broader system transformations, as visualized in Figure 2. This dynamic process applies 
not only to energy and digitalization transitions, but also aligns with the broader 
framework of sustainability transitions. 
 

 
Figure 2: MLP framework [Adopted and edited from Geels and Schot (2007)] 
 

The fundamental expectations of sustainability transitions are based on balancing 
social, environmental, and economic outcomes to ensure benefits for both current and 
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future societies (Grin, Rotmans, and Schot, 2010). However, complex issues such as 
the transition of energy systems and the adoption of new practices and habits, require 
more than mere technological solutions; they demand radical shifts toward new types 
of social norms and STS (Geels, 2020). To understand and address the dynamics of 
these required changes, the Multi-Level Perspective (MLP) framework, introduced first 
by Geels (2004), offers a comprehensive approach for analyzing how structural 
transformations in STS take place. As shown in Figure 2, Geels and Schot (2007)  argue 
that changes in STS emerge from the interaction of processes across three pressing 
interconnected levels: landscape, regime, and niche. The regime, or meso-level, 
represents the dominant system, encompassing established structures, rules, practices, 
and systems (e.g., current energy production systems and infrastructure). The 
landscape, or macro-level, represents external forces or contextual factors that 
influence broader changes and trends in well-established systems (e.g., climate change 
and the need for sustainability). Finally, the niche, or micro-level, represents radical 
innovations that have the potential to transform the regime and address landscape 
pressures (e.g., prototypes and experimental projects). 

An STS, also described as the co-evolution of society and technology, encompasses 
societal functions, such as urban electricity production and distribution. It is realized 
through a combination of elements including technology, regulations, markets, 
infrastructure, supply networks, and user experience (Geels, 2004; Sarrica et al., 2018). 
The regime, a central part of the STS, is challenged by pressures from the landscape 
and  niche innovations addressing them. Changes within STS are rarely initiated by a 
single group of actors or external forces; rather, they require significant pressure and 
interactions across all three levels. These dynamics can lead to shifts ranging from 
minor adjustments to more substantial transformations or even a complete transition 
(Geels, 2010). 

Given these dynamics, energy transitions can be viewed as transformations across 
multiple levels, involving shifts from one STS to another. These transitions often take 
place within the context of the ongoing move toward renewable energy, with multiple 
STS evolving simultaneously, either independently or in interaction. Energy-related 
STS generally follow established trajectories due to their deep integration with 
technological advancements and institutional structures (Verbong and Geels, 2007) 
(Geels, 2010). As a result,, transitions such as the shift toward EBDES can have far-
arching implications for societal structures. Additionally, since production, 
distribution, and consumption are interdependent, the current shift integrating all 
EBDES actors in cyberspace carries significant socio-cultural implications 
(Georgiadou, Michalitsi-Psarrou, and Askounis, 2023). 

2.2. Information Technology/Operational Technology Integration 

Previously, IT and OT had long existed as separate entities, each focusing on specific 
criteria and distinct goals (Hahn, 2016) (Negi, 2024). On the one hand, IT systems 
concern data and the flow of information between digital assets, ensuring efficient 
processing and data handling, secure storage, and seamless communication between 
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users, applications, and networks. These systems come in many forms, from simple 
consumer systems such as web servers used for accessing information and webpages, 
to organizational and commercial tools, such as Customer Resource Management 
(CRM) and Enterprise Resource Planning (ERP) systems. They also include advanced 
systems, such as Machine Learning, Deep Learning, and Artificial Intelligence (AI), 
which make use of data, extract information and useful patterns, analyze intricate 
scenarios, simplify automation, and support decision making processes. On the other 
hand, OT systems concern the service sector, industrial systems, and critical 
infrastructure, which have different demands and come in completely different sizes 
and forms. Unlike IT, OT is centered around the monitoring, control, and automation 
of physical processes. OT includes a wide range of technologies, from simple 
Programmable Logic Controllers (PLCs) used in manufacturing and utility operations 
to complex Supervisory Control and Data Acquisition (SCADA) systems essential for 
managing large-scale industrial processes. OT systems are essential in general sectors 
such as energy, water management, transportation, and healthcare, where real-time 
control, reliability, and safety are critical. That is the reason why in contrast to IT 
systems, which prioritize the confidentiality and integrity of data, OT focuses on 
ensuring the availability of services and data when needed.  

With the increased demands, the need for more optimized systems, awareness of 
environmental impacts, and the transition to sustainability and more sustainable 
systems, OT has increased the adoption of digital technologies and is becoming more 
integrated with IT (Berardi et al., 2023). This, in turn, has led to a complete 
transformation of the OT sector, bringing greater control and device management, 
availability, efficiency, improved scalability, enhanced security, better data analytics, 
and increased operability. Figure 3 shows the distinction between IT and OT systems, 
and the benefits resulting from their convergence. 

 

 
Figure 3: IT, OT, and their convergence [Adopted and edited from Rinaldi (2020)] 
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2.3. The Transition Towards Electricity Based Digitalized Energy 
Systems (EBDES)  

Previously, utility energy systems relied on fossil fuels as the main energy source, 
consisted of central generation and distribution facilities, and operated in a 
unidirectional manner to deliver energy (electricity and thermal) to end-consumers with 
minimal data exchange and limited optimization functionalities (Fang et al., 2012). 
However, during the mid to late 20th century, utilities developed and incorporated early 
grid interconnections, automation, digital control systems, and the initial integration of 
Renewable Energy Sources (RES) (Amin, and Wollenberg, 2005). These developments 
accelerated in the 21st century, driven by increased demand, rapid industrialization, the 
growth of industrial automation systems, advancements in engineering, the interplay 
between IT and OT, and increasing awareness of environmental concerns. Today, 
energy systems are diverse and flexible, ranging from small-scale microgrids to large 
interconnected national and regional networks. These systems are increasingly 
decentralized and smart, prioritizing adaptability, responsiveness, and efficiency while 
aligning with sustainability and green transition goals. Figure 4 shows a schematic 
comparison of utility energy systems before and now.  
 

 
Figure 4: Schematic comparison of utility energy systems before and now, [adopted 
and modified from Stelmashchuk (2023)] 
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Building on this transformation, the Electricity-Based Digitalized Energy System 
(EBDES) emerged as a transformative approach to energy networks, promoted 
specifically through the convergence of information and operational technologies 
(Negi, 2024). EBDES places electricity across all energy interfaces and leverages 
advanced digital technologies to optimize energy production, distribution, and 
consumption. Unlike traditional systems, it employs decentralized, dynamic, and 
flexible infrastructure to address modern demands and challenges. Central to EBDES 
is the smart grid, developed to provide real-time monitoring and two-way 
communication between producers and consumers, enhancing grid reliability, 
facilitating the integration of renewable energy sources, and enabling advanced 
functionalities through data-driven analytics. Smart grids rely on intelligent 
automation, replacing conventional control mechanisms while adapting to variations in 
supply and demand using data from sensors and meters (Gungor, Lu, and Gerhard, 
2010). The integration of smart meters and Advanced Metering Infrastructure (AMI) 
supports this by enabling demand response and dynamic pricing (Fang et al., 2012). 
Additionally, technologies and tools such as real-time analytics, Artificial Intelligence 
(AI), and the Internet of Things (IoT) contribute to forecasting demands, adjusting 
operations, and maintaining grid stability. These capabilities enable EBDES to 
seamlessly integrate Distributed Energy Resources (DERs), supporting resilience and 
sustainability. Through such intelligent resource coordination, EBDES enhances 
efficiency, reduces waste, minimizes environmental impacts, and ensures reliable and 
cost-effective energy supply. 

2.4. Cybersecurity  

As the convergence of IT and OT systems advances and the energy sector transitions 
toward digitalization, it faces numerous challenges, including cyber-attacks and the 
need for effective protection schemes (Pirta-Dreimane et al., 2024). Cybersecurity 
plays a critical role in this context, as the rapid expansion of connected energy sources 
and devices, along with increased connectivity and automation, widens the attack 
surface and increases potential cybersecurity risks (Chobanov & Doychev, 2022). 
Cybersecurity is defined as “the organization and collection of resources, processes, 
and structures used to protect cyberspace and cyberspace-enabled systems from 
occurrences that misalign de jure from de facto property rights” (Craigen et al., 2014). 
Cybersecurity aims at protecting assets and data from intentional and accidental events 
that may cause harm or disruption. Cyber-attacks, including social manipulation, 
espionage, and sabotage, can harm the energy sector and disrupt critical societal 
functions (Martti, 2022). These attacks come in various forms, such as energy theft, 
false data injection, sensitive data leaks, and large-scale disruptions (Georgiadou, 
Michalitsi-Psarrou, and Askounis, 2023) (Palleti et al., 2021), affecting a wide range 
of entities, from individual smart meters to entire national energy infrastructures 
(Keleba, Tabona, and Maupong, 2022). Such attacks can have varying consequences 
depending on their scale, methods, and existing security measures. These can range 
from simple manipulation of energy consumption through compromised smart meters 
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(Sun et al., 2020) to more sophisticated regional blackouts that disrupt essential services 
and lead to human and economic losses (Sun, Hahn, and Liu, 2018). Moreover, due to 
the interconnected nature of critical infrastructure, cyber-attacks on the energy system 
can trigger cascading effects that escalate risks and extend disruptions across other 
systems (Palleti et al., 2021).  

Given these factors, enhancing the security and – more specifically – the cyber 
resilience of energy systems is critically important (Milevskyi et al., 2023). This 
includes the ability to withstand, adapt to, and recover rapidly from incidents and 
attacks, while ensuring the continuity of critical infrastructure operations (Sun, Hahn, 
and Liu, 2018). Achieving this, however, involves not only strengthening defense 
mechanisms and developing flexible and adaptive security measures, but also requires 
proactive risk management and collaboration across various sectors. Furthermore, 
cybersecurity, the energy system, and the entire transition, should be considered 
holistically (Sivonen and Kivimaa, 2024) to identify the most effective defense 
approaches.  

3. Introduction to multi-system interactions  

Previous studies have explored interconnected STS and recognized smart energy 
systems as an emerging domain within sustainability transitions, positioned at the 
intersection of electricity, OT, and IT (Breitschopf et al., 2023). To examine how 
cybersecurity threats from the digitalization of energy systems could impact the 
sustainability transition, we follow Rosenbloom’s (2020) recommendations for 
adopting a multi-system perspective in our analysis, as it “draws attention to the present 
functional and structural couplings that link systems of interest; emerging sites of 
interaction that could bring systems further into contact; along with the patterns 
marking system interactions and their implications for sustainability transitions”. For 
this analysis, we apply the multi-system interactions framework introduced by 
Breitschopf et al., (2023). 

Breitschopf et al., (2023) propose a framework for identifying interactions between 
STS and their potential impacts on transitions. The framework is centered around four 
key pillars: 1) Identifying interfaces between systems, 2) Defining the interaction 
relationships between systems, 3) Assessing changes in interaction intensities over 
time, and 4) Evaluating the potential impacts on systems and their components. 
According to the authors, STS interactions occur only when these dimensions are fully 
met. First, systems interact only when they have interfaces in between, e.g., a shared 
element. Second, systems interact when they establish some form of connection or 
exchange between each other. Third, for systems to have a significant impact, they must 
reach a certain level of interaction intensity. Finally, these interactions driven by 
interfaces, relationships, and intensity, impact and shape STS, driving transitions and 
transformations. In Table 1, a detailed overview of these dimensions and their 
descriptions is provided.  

Breitschopf et al., (2023) demonstrated the relevance and applicability of their 
conceptual framework by using it to analyze case studies such as the interactions 
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between heating and electricity systems, as well as the automotive and Information and 
Communication Technology (ICT) systems. These applications provided deeper  
insights into system transitions and their dynamics. The framework has also been 
applied in studies focusing on sustainable energy systems, net-zero energy transitions, 
and related fields. The framework could similarly be used here as it offers a useful lens 
for examining EBDES as an innovative system shaping STS and influencing processes. 
 
Table 1: Dimensions of STS multi-system interactions [adapted from Breitschopf et al., 
(2023)] 

Dimension Type Description  
Interface  Actors Individuals, Organizations, or a group of 

actors sharing common characteristics or 
functions at the macro-level 

Institutions  Rules, culture, policies 
Infrastructure Physical, financial, knowledge  
Technology  Technology or technical parts 
Knowledge  Know-how, expertise, skills, knowledge, 

experience, information 
Natural resources Resources such as water, fossil fuels, etc.  
Goods and services Input or output of an industry and 

belonging systems and services  
Relationship Competing – two-way 

interaction  
Similar systems characterized by 
scarcity, opposing interests or needs 

Cooperative – Two-way 
interaction 

Systems affecting each other with non-
rivalries interfaces  

Integrative – One-way 
interaction 

Systems depending on each other’s 
outputs  

Spill-over – One-way 
interaction 

Systems affected by changes in other 
systems unintendedly 

Neutral – No direction Co-existence without any impact  
Intensity  Increasing the use of 

interface 
Usage and sharing of an interface in 
terms of volume and frequency 

Growing the number of 
interfaces 

Interactions resulting in changes in 
number  of interfaces and relationship  

Involvement of system’s 
components 

Number of components of levels of the 
system possibly affected over the time 

Impact Within systems Changes of a components, elements, and 
the emergence of new structures 

 Between Systems Changes of interfaces, relationships, and 
intensities 

 Transformative  Causing transformations, replacements, 
dealignments, and reconfigurations 
within systems 

181Acta Wasaensia



 Partial  Causing merging, emerging, 
disappearing, or coexisting changes 
between systems 

 Direction Contributing or hindering 
 Speed No progress, slowing down, or 

accelerating   

4. Methodology and Sources 

4.1. The Nordic EBDES – Case Study  

To deepen our understanding of the transition toward EBDES, current challenges, and 
associated system interactions, we followed Rosenbloom’s (2020) recommendations 
for conducing multi-system perspective analysis. Accordingly, we employed a 
multidisciplinary approach,  integrating the research expertise of four scholars across 
marketing and business, industrial economics, information systems, and electrical 
engineering domains. This collaborative effort was established through the common 
research project, REDISET – Resilient Digital Sustainable Energy Transition – to 
address the need for better understanding of the security aspects of a fully digitalized 
future Nordic electricity system. Nordic countries have set ambitious national targets 
for transitioning to sustainable energy, and are already global pioneers in green and 
renewable energy solutions. However, unique challenges persist and are widely 
recognized. To address these, Nordic governments and research institutions 
continuously collaborate with public and private actors to accelerate the transition by 
supporting numerous innovative pilot projects (Nordic Energy Research, 2022), 
including this one. 

4.2. Data Description  

This work incorporates two research methods: desktop research in the form of rapid 
review, and qualitative research through workshops and a panel session. The rapid 
review method (Candyce et al., 2021) was used to gather information on current trends 
and challenges in sustainability and related topics in the Nordic energy sector. Findings 
from the review shaped the case study and guided the design of semi-structured 
workshops (Chen, and Yu, 2024) (Thoring, Mueller, and Badke-Schaub, 2020) and a 
storytelling panel session, where experts discussed and shared their perspectives, 
providing additional insights. Figure 5 shows a schematic diagram of the research 
methodology employed. Table 2 presents a description of workshops and participants. 
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Figure 5: Methodology and data description  
 
Table 2: Workshops and panel session descriptions 

Attribute Description 
Dates October 9, 2023; March 6, 2024; March 8, 2024; 

March 12, 2024 (Panel session) 
Type of activity 3 Workshops at University of Vaasa, Finland; KTH 

Royal Institute of Technology, Sweden; and 
Statnett, Norway. 
1 Panel session at Vaasa City Hall, Finland  

Countries involved Sweden, Finland, and Norway  
 

Research institutions involved  KTH, Sweden; University of Vaasa, Finland; FFI, 
Norway; and NTNU, Norway 

Outer organizations involved ABB, Wartsila, Fortum, Statnett, Hitachi Energy, 
Huld, Bird & Bird, and Aalto University  

Total number of participants, 
present and online  

35 

Academic participants 12 

Industrial participants 23 
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5. Analysis and Insights  

5.1. Part 1 – Framework Application 

While smart grids are not yet fully deployed, they exemplify the growing coupling and 
interactions between electricity systems and the ICT sector. Currently, there is growing 
shift toward broader smart grid implementations, driven by the twin transition and 
EBDES initiatives represented by the European Green Deal and the Digital Europe 
Programme (DIGITAL) directions (Fetting, 2020) (European Commission, 2021). This 
marks a distinct shift in energy STS, integrating advanced technologies, market 
incentives, regulatory frameworks, and evolving societal behaviors and practices. Here, 
to better understand EBDES, we apply Breitschopf et al.’s (2023) multi-system 
interactions framework as a lens for analyzing the growing interconnection between 
electricity, ICT, and sustainability-related systems. For this, we focus on smart grids as 
a central interface of EBDES. Table 1 and the case study material (see Table 2) form 
the foundation of our analysis.    

5.1.1. Interfaces: Cross-System Integration 

The interfaces outlined by Breitschopf et al. reveal the depth of EBDES integration 
across multiple systems. For instance: 
- Actors: the actors’ interface emphasizes this integration through the interaction 
between diverse individual and collective agents, including end-users such as 
consumers, producers, and prosumers, alongside energy sector operators ranging from 
data scientists and advisors to workers and grid operators, as well as organizations such 
as energy utilities, telecommunications providers, ICT firms, and central regulatory 
organizations.  
- Institutions: similarly, this reflects the growing entanglement of rules, norms and 
policies. Institutional interfaces of EBDES include regulatory frameworks, market 
rules, digital governance policies, sustainability authorities, and broader socio-cultural 
norms that societal behavior. 
- Infrastructure: this demonstrates the assets and foundations enabling system 
convergence. Infrastructure includes physical components such as electricity grids, data 
networks, smart meters, and storage systems; financial channels that support energy-
ICT investments; and knowledge institutions that bridge distinct domains through 
driving innovations, training, and research. 
- Technologies: in particular, smart meters, digital platforms, and intelligent grid 
systems form the technological interface, fostering integration and blurring the 
boundaries between EBDES, ICT and sustainability systems.  
- Knowledge: EBDES is critically driven by knowledge interfaces, where expertise in 
systems thinking, digital tools, energy markets, and sustainability transitions form a 
shared cognitive infrastructure. 
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- Resources: resources extend the interface scope, with materials used in battery and 
storage manufacturing, ICT components, and electricity generation liking systems and 
creating environmental and geopolitical dependencies.  
- Goods and services: this reflects the exchange of value across systems. The interface 
includes smart grid services, cloud-based platforms, and integrated ICT services 
exchanged between sectors and systems. 

5.1.2. Relationships: Complex Interdependencies   

EBDES has dynamic relationships with ICT and sustainability systems, characterized 
by as a complex mix of interdependencies and systemic imbalances, including:  
- Structural coupling: a mutual-reliance and foundational relationship between 
EBDES and ICT systems, where each shapes and contributes to the evolution of the 
other. Smart grids exemplify this through two-way interactions that integrate ICT 
capabilities within energy systems.  
- Cooperative relationships: this is evident where EBDES, ICT, and sustainability 
systems align toward shared sustainability objectives driven by strategies and meta-
level policies. However, such alignment often brings underlying tensions related to 
implementation and differing sectoral logics. 
- Functional coupling: this reflects a one-way form of inter-system influences. For 
instance, ICT and digital tools often support energy system operations and ongoing 
transformations by bringing advanced capabilities, such as AI-enabled optimization, 
without being significantly transformed themselves.  
- Spill-over effects: Innovations and triggers from ICT systems can affect energy 
systems configurations and sustainability settings, e.g., cybersecurity incidents and 
strategies. This can lead to uneven dependencies and unintended restructuring. 
- Neutral relationships: these persist in legacy infrastructure and uncoordinated policy 
areas, where integration remains limited.   

5.1.3. Intensity: Deeper Interconnections  

EBDES interfaces engage in different types of interactions, with intensity reflecting a 
shift toward more structured and interdependent relationships, including:  
- Greater use of interfaces: particularly, the growing integration of digital 
infrastructures and ICT systems within energy systems, along with the increased 
deployment of smart devices, sensors, and digital platforms, highlights a stronger 
reliance on shared operational mechanisms. 
- Growth of interfaces and relationships: the involvement of broader range of actors, 
technologies, and institutions linking electricity, ICT, and sustainability systems 
reflects the growth of cross-system connections across cognitive, cultural, and 
behavioral domains.  
- Involvement of system components: this extends beyond traditional organizational 
boundaries, with increasing participation of distributed actors and flexible 
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infrastructures, where deeper integration of technical, institutional, and actor-based 
elements drives broader systemic convergence and transformation.  

5.1.4. Impacts: Reconfiguring Systems and Redefining Boundaries  

The cumulative outcome of such interactions is the emergence of multi-dimensional 
transformations and more advanced STS. Impacts include: 
- Within-systems impacts: these include the transformation of electricity systems into 
data-driven, decentralized networks, along with ICT systems adapted to energy-specific 
applications.  
- Inter-system impacts: these reflect system reconfigurations driven by shifts in 
institutional directions, changing settings, and development trajectories shaped by 
growing technological convergence. 
- Transformative impacts: these include changes in system components and 
dimensions, such as the digitalization of grid operations and the emergence of new 
institutional logics, that lead to fundamental restructuring. As interfaces between 
systems become more interdependent, system boundaries blur and transformation 
extends across systems. 

5.1.5. Remarks: Shifting Boundaries and Transition Dynamics 

In addition to the current interactions, EBDES also contributes to broader shifts in the 
boundaries between electricity and ICT systems. As electricity firms continue to 
develop their own digital capabilities, they may end up resembling ICT firms in their 
structures, services, and business models. This includes incorporating other stages of 
the value chain than traditional roles (e.g., generation, transmission, and distribution), 
expanding into new service areas and sectors, and aligning more closely with digital 
platforms. The adoption of service-oriented practices within the electricity sector is 
reshaping how services are delivered and how firms operate. These shifts are not only 
influencing developments, but also redefining roles, structures, and underlying logics 
across sectors. Looking ahead, existing regulatory frameworks and governance 
approaches will need to adapt to these emerging cross-sectoral and hybrid changes. 

5.2. Part 2 – Empirical Insights  

This part covers findings discussed in workshops and the panel session, emphasizing 
sustainability, energy, and cybersecurity strategies in the Nordic context. 
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5.2.1. Sustainability expectations of digitalizing energy systems in 
the Nordics on a policy level 

Finland’s national climate and energy strategy (Huttunen et al., 2022) outlines 
expectations for energy systems, with digital technologies playing a key role in 
optimizing efficiency to achieve carbon neutrality targets. Efforts focus on flexible 
consumption and production, and on encouraging active participation in the electricity 
market through smart solutions. Finland is also closely involved in international 
cooperation through the Clean Energy Ministerial (CEM), a forum where G20 and 
Nordic countries share approaches to accelerate the global clean energy transition. 
Finland participates in CEM initiatives on electric vehicles, smart grids, bioenergy, 
carbon capture, hydrogen, renewable energy, efficiency, and sustainable development. 
In heating, fossil fuels are expected to be replaced by electricity-based smart solutions, 
with consumers also acting as producers to increase flexibility and decentralization . 

Sweden’s draft integrated national energy and climate plan (2019) highlights its 
forum for smart grids. Sweden participates in EU-level groups focusing on Ocean 
Energy, Smart Solutions for Consumers, Smart Cities, Energy Systems, Energy 
Efficiency, Batteries, Renewable Fuels, and Carbon Capture Utilization and Storage. 
The move toward decentralized systems and smart networks involves more, smaller 
actors in the energy market, increasing reliance on information technology. As a result, 
future energy supply could become more vulnerable to IT-related threats. Sweden has 
also dedicated research areas for smart energy and smart grids. 

Norway’s climate action plan for 2021–2030 (2021) emphasizes the role of 
municipalities in spatial planning, which affects consumption, energy use, emissions, 
and carbon removal. Biogas is promoted for cutting emissions and reducing waste. 
Technological development is seen as vital for climate targets. Energy integration is 
highlighted as key for the green transition, covering storage, smart grids, demand 
response, digitalization, hydrogen, and renewable heat. Energy efficiency is prioritized 
across all sectors, with smart meters supporting demand response and enabling 
solutions such as smart charging. Grid development is viewed as essential for 
electrification. Table 3 shows a comparison of strategic goals and sustainability 
expectations in the energy sector as reflected in cybersecurity, climate, and energy 
strategies of Finland, Sweden, and Norway. 
 
Table 3. Comparison of strategic goals and sustainability expectations of energy sector 
in cybersecurity strategies and energy strategies of the Nordics. 
Strategy Country and Description 
Climate and 
Energy 

Finland: 
1. Carbon neutrality by 2035 
2. Reduction of Greenhouse Emissions and carbon sinks 
3. Promoting renewable energy 
4. Hydrogen and electro fuels 
5. Promoting energy efficiency 
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6. Energy delivery reliability and security of supply 
7. Use of nuclear energy 
8. Development of energy market 
9. Research and innovation, 
10. Taxation 
11. Strengthening climate change adaption 
12. Influence within the EU 
Sweden: 
1. Decarbonization 
2. Renewable energy 
3. Energy efficiency 
4. Energy security 
5. Internal energy market 
6. Research, innovation and competitiveness 
Norway:  
1. Cutting green-house gas emissions  
2. Reducing ETS and non-ETS emissions 
3. Green tax shift with increased carbon pricing. 
4. Sector specific measures (transport, buildings, agriculture) 
5. Support for Innovation and Green Growth 
6. Alignment with EU Climate Policies 
Sustainable Investments 

Cybersecurity  Finland: 
1. Advancing international cooperation.  
2. Improving coordination of cybersecurity management.  
3. Developing cybersecurity competence 
Sweden: 
1. Securing a systematic and comprehensive approach in 
cybersecurity efforts 
2. Enhancing network, product, and system security 
3. Enhancing capability to prevent, detect and manage cyberattacks 
and other IT incidents 
4. Increasing the possibility of preventing and combating cybercrime 
5. Increasing knowledge and promoting expertise 
6. Enhancing international cooperation 
Norway: 
1. Norwegian companies digitalize in a secure and trustworthy 
manner, and are able to protect themselves against cyber incidents 
2. Critical societal functions are supported by a robust and reliable 
digital infrastructure 
3. Improved cybersecurity competence aligned with the societal needs  
4. Society has improved ability to detect and handle cyber attacks 
Authorities have strengthened their ability to prevent and combat 
cyber crime 
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5.2.2. Legislative differences of the Nordics and the EU 

Finland, Sweden, and Norway share geographic and institutional similarities as EEA 
members, and all three are part of the North Atlantic Treaty Organization (NATO) 
(Norway, 2014) (Nato, 2024). Legislatively, Finland and Sweden, as EU members, 
must comply with EU law (European Commission, 2022). Norway, outside the EU, 
maintains alignment mainly through the EEA, which forms the framework for its 
cooperation with the Union. 

In terms of cybersecurity, the EU and NATO cooperate on cyber threats and 
protection of critical infrastructure (Nato, 2025). National strategies, however, differ 
from NATO approaches (Štitilis, Pakutinskas, and Malinauskaitė, 2017). The EU 
combines sustainability goals, such as smart meter deployment, with cybersecurity 
priorities (European Commission, 2019) (European Commission, 2024a). Yet the links 
between cybersecurity and digitalizing energy systems are less visible in Nordic climate 
and energy strategies. While Nordic cybersecurity strategies stress cooperation, 
education, and infrastructure protection, it should be noted that they are older than the 
EU’s current cybersecurity strategy, and thus require careful consideration to address 
current issues and updating. 

The EU announced its new cybersecurity strategy in 2020, followed by legislative 
reforms. In January 2023, the Revised Network and Information Security Directive 
(NIS2) and the Critical Entities Resilience Directive (CER) entered into force. NIS2 
sets measures for a high common level of cybersecurity, while CER identifies essential 
services across eleven sectors (European Commission 2023) (European Commission 
2024b). In 2024, the Cyber Resilience Act (CRA) was adopted to supplement existing 
rules, especially NIS2 (European Commission, 2025). 

5.2.3. Cybersecurity strategies  

Finland’s Cybersecurity Strategy (2019) focuses on international cooperation, 
improved coordination of management and preparedness, and enhanced expertise. It 
highlights the interdependencies of digital environments, requiring integrated 
cybersecurity structures. Critical service continuity is prioritized, and education and 
research are emphasized for long-term capabilities (Finland, 2019). 

Sweden’s Cybersecurity Strategy (2017) recognizes the energy sector as critical 
infrastructure. A systematic approach is promoted to strengthen awareness and risk 
management across authorities, municipalities, companies, and organizations. This 
involves collaboration, information sharing, and stricter measures for industrial control 
systems such as PLC and SCADA. Priorities include improving defenses against 
cyberattacks, strengthening law enforcement capacity, preventing cybercrime, and 
building knowledge through education, research, and training. International 
cooperation is also central (Sweden, 2017). 

Norway’s Cybersecurity Strategy (2019) stresses international, public-private, and 
civilian-military cooperation. With growing digitalization, robust cybersecurity is seen 
as essential for protecting ICT systems and digital services in the public sector. Priority 
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areas include preventive cybersecurity, resilience in critical societal functions, 
competence development, attack detection and response, and combating cybercrime 
(Norway, 2019). 

5.2.4. National climate and energy strategies on cybersecurity  

National climate and energy strategies address cybersecurity differently. Finland’s 
strategy explicitly mentions the cybersecurity of energy systems as part of energy 
delivery reliability and security of supply, with initiatives including joint ventures, 
projects, and possible legislation. Sweden’s draft integrated national energy and climate 
plan (Sweden, 2019) does not mention cybersecurity directly but acknowledges risks 
of IT-related threats to energy supply. Finally, Norway’s climate action plan 2021–
2030 (2021) recognizes digitalization as central to energy integration and demand 
response but does not address cybersecurity explicitly. 

5.2.5. Addressing cyber safety of critical energy infrastructure in 
the Nordics  

In Finland and Sweden, the security of critical infrastructure was incorporated into 
national law through the CER and NIS2 Directives in October 2024. Norway has 
adopted the original NIS Directive, though it is unclear when NIS2 will be implemented 
(Norway, 2021). The EU’s CER Directive, adopted in 2022, replaced the earlier 
European Critical Infrastructure Directive. The shift from Critical Infrastructure to 
Critical Entity reflects a move from sector-level to operator-level resilience (Pursiainen 
& Kytömaa, 2023). By July 2026, member states must identify essential entities in each 
sector and require them to strengthen resilience (European Commission, 2023). 

In Finland, CER implementation may create a new “Act for the Protection of Critical 
Infrastructure and Improvement of Disruptive Resilience in Society,” with ministries 
responsible for identifying critical actors. Supervision would be organized by sectoral 
authorities (Huttunen et al., 2022). In Sweden, the Ministry of Defense is preparing 
CER and NIS2 implementation in parallel, with the MSB (Swedish Civil Contingencies 
Agency) as coordinator and supervisory authority. The CER Directive will also expand 
sanctioning powers of supervisory bodies. 

Finally, Norway’s Security Act of 2019 (Norway, 2018) already gives the National 
Security Authority (NSM) supervisory responsibility over critical information and 
infrastructure, covering both state and private actors through a risk-based approach. 
Unlike the CER Directive, Norway’s system is decentralized, with ministries 
responsible for their own sectors. The Directorate for Civil Protection (DSB) maintains 
national risk assessments. Norway does not directly implement CER since it is outside 
the EU. 
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6. Discussion 

The security perspective of Electricity-based Digitalized Energy Systems is central to 
understanding how the twin transition will shape sustainability outcomes. 
Digitalization does not simply add features to existing systems, it creates new interfaces 
– technology, infrastructure, institutions, actors, knowledge, and resources – whose 
growing intensity reconfigures both opportunities and risks. Smart grids and EBDES 
enable flexibility, two-way energy flows, and advanced features, but they also increase 
dependencies and expand attack surfaces across the electricity–ICT interface. The 
multi-system interactions framework, adopted from Breitschopf, helped make those 
dynamics visible, translating scattered policy material and workshop insights into a 
tractable set of systemic tensions that link technical design to governance choices and 
future strategies. 

Applying the framework to the Nordic case, the pattern becomes clear. Stronger 
coupling between electricity and ICT accelerates the possibilities of electrification 
through demand response, smart charging, and distributed resources. Finland’s explicit 
linking of cybersecurity to energy delivery reliability illustrates clearly this enabling 
function. At the same time, the same coupling comes with own vulnerabilities. 
Decentralization brings many small actors into the market, supports sustainable 
development, and increases innovation. However, it also increases heterogeneity in 
cyber-capability in a way that regulators and supervisors struggle to accommodate. 
Sweden’s recognition of IT-related risks in the energy sector without explicit cyber 
measures, and Norway’s emphasis on digitalization without a clear cyber thread in its 
climate plan, expose institutional gaps the framework and insights highlight. 

This mismatch between energy and cyber planning creates practical tensions. 
Intensified interfaces increase spill-over risks: a cyber incident in a control node can 
cascade into service failures with lasting sustainability impacts, including increased 
emissions, economic losses, and compromised social services. The regulatory shift 
from sector-level critical infrastructure to operator-level critical entities reframes 
responsibility for resilience but raises implementation challenges for smaller actors 
with limited resources. The new regulations, such as NIS2, also impose stringent 
constraints that may render compliance difficult for these smaller entities. Security 
measures can further conflict with social and environmental goals. Overly centralized 
or non-transparent controls risk undermining privacy, access, and procedural fairness, 
which are core concerns of energy justice and future energy systems. 

One of the most difficult challenges lies in enhancing the cyber-capabilities of the 
future workforce, not least because of the merging of IT and OT. The determination of 
required control measures for securing smart systems in societal functions with highly 
heterogeneous consumer segments is not a simple task. Safety is directly linked to the 
disparities in awareness and knowledge at both the individual and collective level. The 
workshops repeatedly identified these gaps as central. Education, training, and career 
channels remain uneven, leaving practical detection, response, and secure operation 
vulnerable despite ongoing efforts and political commitments. 

The framework proved useful in clarifying scale effects and showing where trade-
offs appear. It does not provide probabilities or cost estimates, but it is a powerful tool 
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for tracing who stands at critical intersections and how disturbances propagate. That 
strength points directly to what governance should – and must – do: integrate cyber 
objectives into energy planning, design national implementations around NIS2 and 
CER to support resilient electrification rather than impede it, and rethink obligations so 
smaller actors can participate without being overly burdened by compliance costs. 
Mandating resilience must be combined with the need for capacity building – funding, 
technical assistance, and balanced regulations – so that the transition does not become 
exclusive. 

Human capability and supply-chain dependencies also emerged as foundational 
vulnerabilities. Closing the cyber-capability gap requires sustained investment in 
multidisciplinary education, cross-sector training, and joint ventures that bring IT and 
OT practitioners together. Procurement and supply-chain rules that demand 
transparency and resilience from ICT and battery component vendors are equally 
important, as material dependencies can bypass national safeguards. Technical 
measures that promote resilience-by-design, such as segmentation, redundancy, and 
islanding, reduce the chance that a single cyber incident escalates into a system-wide 
blackout. 

Finally, the analysis also reinforces that security and sustainability are co-
constructed outcomes. Resilience measures that overlook social and environmental 
consequences can reshape outcomes in ways that weaken social acceptance and long-
term sustainability. Examples such as forced shutdowns of production and tightened 
central controls that restrict civil liberties, are plausible outcomes that would affect 
decarbonization trajectories if left unaddressed or loosely managed. Treating resilience 
and justice as co-equal concerns is therefore a condition for a durable sustainable 
transition, not an optional add-on. 

7. Conclusion, Contributions, Limitations, and Future Work

This paper addressed the digitalization of electricity systems and showed how central 
it is to Nordic sustainability goals and the broader electricity-based energy transition. 
The transition, however, reconfigures system interfaces and intensifies dependencies 
between electricity and ICT systems, which results in various gains as well as new and 
increased vulnerabilities. National strategies vary in how explicitly they address such 
challenges and cybersecurity in energy planning, which need alignment with recent EU 
and related sustainability reforms. To secure sustainability and electrification benefits, 
governance must require integrated cyber-energy planning, balanced implementations 
of NIS2 and CER directives, and systemic capacity building for workforce and 
supervisory authorities. 

This work contributes in four main ways. First, it provides a systemic integration of 
sustainability, digitalization, energy transition, and cybersecurity in the Nordic context. 
Second, it applies Breitschopf’s framework to EBDES to better understand the ongoing 
transition. Third, it offers an empirical synthesis of Finland, Sweden, and Norway’s 
energy, sustainability, and cybersecurity  strategies. Finally, it identifies system 
tensions and links sustainability with energy justice. 
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On limitations, this study draws on a narrative review, three workshops, and a panel 
session; it is qualitative and context-specific to the Nordic case, with findings reflecting 
the perspectives of participating experts and policy documents available at the time of 
analysis. Combining a structured framework with document analysis and practitioner 
engagement proved productive, but the framework has limits: it is primarily qualitative 
and structural, highlighting where to focus and what to prioritize, while requiring 
complementarity with quantitative risk modelling, scenario analysis, and actor-centered 
institutional work to estimate cascade probabilities, compliance burdens, and time-
sequenced impacts. 

Finally, future work should quantify how cyber incidents propagate across multi-
system interfaces and their overall effect on sustainability indicators. Empirical work 
is needed to address the needs of small actors and the regulatory adjustments required 
for their participation. Research into justice-aware security measures is required to 
reconcile emergency security needs with privacy and access rights. Long-term studies 
of workforce development and multidisciplinary training will also be essential to the 
resilient operation of EBDES. 
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