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1 | INTRODUCTION

Basit Raza* |

Muhammad Shoaib Bhutta® |

Abstract

The rapid and green energy transition is essential to deal with the fast-growing energy
needs in both public and industrial sectors. This has paved the way to integrate distributed
renewable energy resources (DERS) such as solar, hydro, wind, and geothermal into the
power grid (PG). Wind and solar ate free, zero-carbon emission, and evetlasting power
sources that contribute 5% and 7% of global electricity generation, respectively. There-
fore, the fast, secure, and reliable integration of these green DERS is critical to achieve
the instant energy demands. Smart grid (SG) due to inherited characteristics such as intel-
ligent sensing, computing, and communication technologies can effectively integrate the
DERs. However, the existing smart grid communication architecture faces vatious cybet-
attacks, resulting in poor integration, monitoting, and control of DERSs. In this respect,
blockchain technology can provide fast, secure, and efficient end-to-end communication
between DERS in the smart grid. In this study, the authors propose a blockchain-based
resilient and secure scheme called (ABCD) for witeless sensor networks (WSNSs)-based
events monitoring and control in DERs. Experimental studies and performance analyses
are carried out to predict the efficiency of the proposed scheme by considering numerous
standard metrics. The extensive numerical results demonstrated that the proposed scheme
is significant in terms of secure, resilient, and teliable information transmission for DERs

in SG.

eration is assumed to be 22.2%, 14.14%, 14.1%, and 2.0% in
2025 [7], while 31%, 26%, 18%, and 3.7% by 2030, respec-

Global warming is rising to alarming levels due to the increas-
ing use of non-renewable resources such as coal, oil, gas, and
nuclear energy for power generation, which is an indicator of
climate change [1, 2]. The mounting effects of climate change
have consequences in severe heat waves, droughts, storms,
melting glaciers, and warming oceans [3]. This has forced
nations to develop modern strategies through the increasing
use of renewable energy resources to diminish the level of cli-
mate change and accomplish the non-stop escalating level of
energy demands. Numerous types of renewable energy sources,
for instance solar, wind, hydro, and biomass, can contribute
provocatively to fulfil present and future global energy demands
[4-0]. The energy share of these resources in global power gen-

tively. Wind and solar are incessant energy sources, and will not
diminish their availability, and thereby can be used extensively to
combat energy crises [8]. Therefore, it is deemed important to
integrate these environmentally friendly green energy resoutces
into the PG.

However, the existing power grids have many limitations in
receiving and processing the enormous volume of multi-type,
high-dimensional data generated from distributed power gen-
eration systems. Therefore, due to the increasing integration of
DERs, traditional PGs infrastructure faces vatrious challenges
in terms of security, resilience, reliability, and efficiency [9].
Hence, the smart grid concept becomes more apparent in mon-
itoring and controlling today’s power generation, transmission,
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and distribution operations. In smart grids, the use of recent
technological innovations (e.g. intelligent sensing, computing,
and communication) can reassure the secure, resilient, and effi-
cient integration of green energy resources [10]. Therefore, due
to the bidirectional transfer of electrical energy, the smart grid
plays an important role in the overall growth of smart cities [11].
This motivates public and private parties to invest effectively in
renewable power generation and attain economic benefits.

1.1 | Smart grid communication technologies

The modern infrastructure of the smart grid primarily relies
on wired and wireless communication technologies. Mostly, the
existing power grid systems built decades ago operate on wired
technology (e.g. IEEE 802, IEEE 802.15) integrated with intel-
ligent electronic devices (IEDs) operating on the IEC 61850
standard. However, wireless network technology (e.g., 5G,
IEEE 802.11, IEEE 802.15.4) has been widely recognized as an
effective way to provide better communication infrastructure in
smart grid systems [12]. Depending on the infrastructure, wire-
less communication over wired communication offers several
advantages, such as immediate infrastructure-less communi-
cation architecture, support for physical devices with diverse
communication requirements, numerous connections, connec-
tivity in inaccessible areas, ease of installation, high-speed
communication, low power consumption, low implementation
cost, reliability, and security [13-15].

Internet-of-Things enabled cyber-physical systems have pop-
ularized the adaptation of sensors and actuators for smart grid
applications. These tiny devices interact with different energy
systems and share various types of sensed data over wireless
links with the user to initiate real-time effective control actions
in the smart grid. Thus, the deployment of IoT-enabled WSNs
has made it possible to build an intelligent power grid that can
monitor and control the real-time performance of the DERs
located in far-off areas. However, the wireless links between
nodes in the WSNSs are vulnerable to vatious cyberattacks
that result in identity forgery, unauthorized access, false data
injection, alteration or tampering of data, data availability when
needed etc., in the SG [16, 17]. Unidentified cyberattacks may
cause system failure or inappropriate control of the power
generation, transmission, and distribution processes, leading
to power outages and critical damage affecting thousands or
millions of customers [18]. Thus, protecting the critical data
generated from distributed power generation systems is cru-
cial to operate the smart grid securely. Consequently, securing
every aspect of smart grid operation from deliberated attacks
and inadvertent accidents like equipment failure and user error
would ensure the trust of both power utilities and usets.

1.2 | Existing studies and research
motivations

Smart grids are still evolving, and the integration of more and
more renewable energy systems makes it easier for attacks to

be stealthy. Therefore, it becomes easier for the adversaty to
introduce highly stealthy ransom attacks with as little-known
information as possible to create uncettainty in the SG [19,
20]. In the last few years, various communication solutions have
been proposed for WSNSs to provide secure, resilient, and reli-
able monitoring and control of distributed energy systems in
the SG. The work in Ref. [21] presented a stealthy physics-
manipulated attack model to identify data tampering in sensor
measurements in both incomplete-informed and complete-
informed cyberattack scenatios in the SG. In Ref. [22] defensive
distillation and adversarial training strategies ate used to miti-
gate random attacks on the micro energy systems data stored
in the node’s memory. The proposed scheme can carry event
data for a longer time without suffering from vanishing and
exploding gradient issues. Layer-based data encryption and dig-
ital signature techniques are used in Ref. [23] to encounter false
data injection attacks between nodes in the SG. The proposed
scheme successfully mitigates the effect of malicious tamper-
ing and takes necessary countermeasures to prevent the original
ciphertext.

A deep reinforcement learning-based model is proposed to
detect false data injection attacks faster and more accurately in
distributed energy systems [24]. Similatly, a deep autoencoder
anomaly detector is introduced in Ref. [25] to detect anomalies
in distributed energy systems. The scheme in Ref. [26] employed
a normalized Rao-one-sided cumulative sum control mecha-
nism to detect the effect on state transitions between nodes
caused by the false data injection attacks in the SG. Likewise,
the research in Ref. [27] deliberated on a hybrid power system
for improving the security of the power generation and distri-
bution systems in the smart grid. The study in Ref. [28] focused
on data integrity attacks at the physical layer in energy systems.
The proposed scheme, by employing feed-forward neural net-
work methods, successfully detects unobservable attacks in a
timely manner in the smart grid. These studies provide help-
ful information about security issues and protocol design for
various smart grid applications. However, they failed to secure
distributed energy system infrastructure in the case of parallel
multi-cyberattack environments.

Recently, blockchain technology, due to its ability to pro-
vide trusted interactions between distributed entities, has made
it a popular and promising technology to create innovative
solutions in various sectors such as e-commerce, e-health,
e-agriculture, and others [29-31]. Consequently, blockchain
technology can be employed to improve resilience, privacy,
security, and data transparency in various distributed energy
systems of the SG. Recently, a few blockchain-based data col-
lection schemes have been proposed for distributed energy
systems in the smart grid. The study in Ref. [32] discussed
a private hyperledger fabric blockchain to enable secure data
transmission between sensor nodes deployed for monitor-
ing and control purposes in distributed energy systems. A
blockchain-based privacy-preserving model is proposed for
peer-to-peer transactions using BGN systems [33]. A novel
smart contract framework with an anonymous rewarding
scheme is presented in Ref. [34] to identify and mitigate cyberat-
tacks on identity validation and record manipulation in the SG.
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The studies in Refs. [35] and [36] also discussed different private
blockchain models embedded with authentication and autho-
rization techniques to protect the privacy of the data shared
between different energy systems in the smart grid. Similatly,
the work in Ref. [37] discussed a trust-free private data-sharing
scheme for distributed smart grid applications. Lastly, the study
in Ref. [38] presented a blockchain-based software-defined net-
work for secure integration, monitoring, and control of energy
trading in the SG.

These studies help in designing novel solutions in terms
of transparency, trust, security, and traceability of data shared
between sensor nodes in the SG. However, they ate facing high
latency and energy consumption issues in peer-to-peer trans-
actions in the network. In addition, they also failed to provide
secure and resilient data sharing between nodes over different
routing paths in distributed energy systems infrastructure, in the
case of parallel multi-cyberattack environments. Therefore, this
research presents a novel blockchain-based resilient and secute
distributed light path routing scheme (ABCD) for DERS in
SG. Our main contributions are listed below:

(i) We propose a private blockchain architecture with a novel
smart contract characteristic that provides resilient and
secure information exchange for WSN-based DERSs in
the SG.

(i) We propose a lightweight routing mechanism with Par-
allel Proof-of-Stake (PPoS) consensus characteristics
for WSN-based DERs in the SG. The proposed
lightweight routing mechanism offers robust data transmis-
sion between DERS in the SG.

(i) We model research problems of network, energy system,
and cyberattacks using Mixed Interger Linear Program-
ming (MILP) for DERS in the SG.

(iv) Extensive simulation studies ate cartried out to illustrate the
efficiency of the proposed scheme for various cyberattacks

for WSN-based DERS in the SG.

In the rest of the paper, Section 2 illustrates the design of
the proposed network architecture, energy systems, and attacker
models. Section 3 discusses the proposed scheme for WSN-
based DERs in the SG. Section 4 discusses the simulation
settings, results, and comparative analysis in detail. Finally, the
summary and future work is presented in Section 5.

2 | SYSTEM DESIGN AND MODELLING
IN PROPOSED ABCD SCHEME

The entire system design and modelling is divided into the
following sections.

2.1 | Network model

The routing problems in the Blockchain-based Wireless Sensor
Network (BCWSN) are modelled using MILP where X,Y €

{0, 1} for DERs in the SG. In the proposed model, a set of sen-
sor nodes SN; = {SN; + SN,+,..., +SN, } where SN;, Vi=
1,2, 3, ..., nwith different characteristics such as computational
SNﬁ@) = {SNE([H) + SNE([Q), . +§Nﬁ(ﬂ")}’ identity
lg = {laq) + lg)+> - +|]dl([m)}> initial energy information
Ec ={Ecq) + Ecy+s s +Eg(y}, and location  information
Lo ={Loa) + Logyts s tlom} are deployed in far-off
regions Rg ={Rgq) + Rgp)+, ..., +Rym} to collect data
from the wind turbines Wy = {Wjq) + Wi+, ..., + Wi}
and solar panels Sg = {Sg1) + Sg)+, s +Sgm)} for mon-
itoring and control purposes in the SG. The entire nodes
are divided into SNy = {SNh<1) + SN[h](Z)"" . +§Nh(k)}
and SN, = {SNﬂ(l) + SNI](Z)"" s +§Nﬂ(m)} to pet-
form different activities in the network. Each deployed
SN; € {SNy, +SN;} has the capability to establish
data  transmission links  L; = {Lyq) + Ly +, oo i}
with each other and convey critical energy systems data
Dy ={Dp) + Dpyts - - o+ Dpy} in
range  Rgg = {Req) + Repyts s +Remy}  over  multiple
routing paths Ry = {R[D(l) +Rpoy+, “"+|R[D(m])} in 2 mul-
tthop manner to the sink on regular basis in the network.

power

communication

Fach R contains a set of SN; connected in a blockchain
BCW = {BC(1> + B©<2>+, vee s +[BC(EHJ)} in the network.

In BC,, the SN are called partial nodes which can create
own blocks (By) for data storage in the BCWSN. In addi-
tion, the nodes SN}, are called the consensus or validators
(Vaq) such that SN; > SN; > SN, € BC,, in the network.
The V,q nodes create, delete, and add new blocks to the BC,,
and also perform data-sharing activities in BCWSN by taking
into consideration the time constraints T; < Ty, such that T; =
{t; + t+, ..., t,}. Thus, the Voq are the consensus nodes that
maintain legitimate nodes to form a BCWSN for DERSs in the
SG. By employing asymmetric cryptography, each Vg4 and SN;
node is aware of the public key (Ppy) and shares a unique pti-
vate key (Py) such that Py € Vg, SN)) before starting the
data communication process in the BCWSN. The Py, is stored
on the blockchain with a time stamp and accessible to all SN; in
a given time t;, while the Py is maintained locally by each node
in the BCWSN. In addition, each node employs an attribute-
based access policy AES-128 to ensure the data integrity in
the BCWSN. The sensor nodes collect critical information of
the solar and wind applications and send them by collaborat-
ing with each other to the sink. The data centre (DC) collects
the observed information from the associated sink, that is, the
remote data access point called the miner located in the solar
park and wind farm RDAP; € {Wﬂ(ﬁ), S@@>}, using advanced
5G wireless communication technology such that DC (5G) :
RDAP; € SN;.Ryg). The entire virtual information is stored
on the local cloud data storage servers by Oracle 21c. Notice
that the DC is a centralized system that does not participate in
the consensus process. The DC is assigned a unique Iy to each
SN; in the network. In addition, the key generator hosted by
the DC releases Py /Py key pairs for each SN; by generating
public system parameters in the BCWSN. Intermediate devices
like firewall, switches, and cloud services are essential for data
sharing and storage as shown in Figure 1.
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FIGURE 1

2.2 | Power model for distributed energy
systems

The presented power model helps to identify the cybersecurity
attacks on [F"T'fF and P’ of DERSs in the SG. The Py on line L,
connected between the Wy and S is represented by a set of
non-negative variables V| and V, in the SG as

Pr W&S,) = Y Loy [PF (V) = Py (Vo)) V; [V, #0
M
The absolute value of Py for both Wy and Sg on Lg ) can be
shown as

IPs (W&S,)| = D AP (Leg) (1)

i=1

where APy is the power difference on L.
The power generation (Pg) capacity of both Wy and S, can
be modelled as

n n
Py W,&S,) = ) APy (W) + D AP (Sog)  (1b)
=1 J=1

Atany given time I;, the P capacity of a Wy is highly uncer-
tain and depends on vatious factors such as wind direction (W)
and speed (W) which can be illustrated as

0, if Wy (Wg; and W,) W,

1, otherwise

Py (Wy) = { (10

in which Wg;, W, and Wy, are the cut-in, cut-out, and nom-
inal wind speed such that Pgpemy, Ws = Wei/Wegom, for
Wei < Wy < Wyom and Pg](rm@m) for Wigm < Wi < W in
the SG. Consequently, the cost function (Cg) of W power

generation system can be shown as

Cr (Pgy;) = K(Wyg) - Py (Wig,) (1d
where K is the fixed purchased power coefficient of the W.

Similarly, the Py capacity of Sqj) depends on the angular val-
ues and weather conditions in the SG. The output value of a
Se(j)» that is, solar photovoltaics (PV) can be computed by the
following Equation (1¢):

Py (PVig,) =P@<§ﬂ@>§ - [+ KT =Tl (lo)

in which Pg(PViy,), Pysic)> Sigys IS Temp(e)> and Temp) are
the active power of ith PV unit in kW, the PV output power
in standard temperature condition (Stc), the solar irradiance at
time 8;, the temperature coefficient of PV, the reference tem-
perature of solar cell in °C, and the current temperatute of solar
cell in °C, respectively. Consequently, the cost function (Cf) of
PV power generation system can be shown as

Cs (P@,ﬂi) =

KPV) - Py (PViy,) (1)

0 < APy (W, [S,) < Xg (PG /n) t;
€ Wi, Weo, W, K, —ﬂ—emp(c) (1g)

Constraints in Equation (1g) show that the maximum power
generation capacity of the Wy and the S is bounded by vari-
ous factors such as Wi, Weg, Wy, IS, and Topp ), respectively.
Xg is an integer variable of both Wy and S, power genera-
tion systems with value 1 for maximum power generation and 0
otherwise, in the SG.

P < Py (W, [S,) < PI™ €ty (1h)

Constraints in Equation (1h) illustrate that the output power
generated by the Wy and the S, can be added to the SG only if
it is greater than or equal to minimum threshold value Pgﬂm at
time ﬂﬁ.

0<Pg W [S,) < Yg (PF™) £ (1i)

Constraints in Equation (1i) demonstrate that the output
power generated by the Wy and the S cannot exceed the maxi-
mum Py capacity at time ;. Y is an integer variable of both W
and S, power generation systems with value 1 for Py < Pg'®*
and 0 otherwise, in the SG.

1

0< Z[LQ/A[F%
0

< (PP /m) 4 (1)

Constraints in Equation (1j) specify the lower and upper
limits of the maximum power flow P?ﬂax /m over line Lg ) con-
nected between DERS and the SG. Z| ¢ is an integer vatiable
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with value 1 for the active power line and 0 otherwise, which
means L does exist between DERs and the SG at given time
t;. Constraints used in Equations (1h), (1i), and (1j) are called
bounding constraints, which define the limits of the power gen-
eration systems in the SG. The power losses ([FDETOSS) of the Lg
bounded by the factors AP¢(L.)) for DERs can be written as

n

I]:leoss — e()/_A /f(l]—e(l)) . A[be (I]—e(i)) (11()
1

where A%L,() and CL . are the admittance and conductance of
the line CL.; in the SG.

Constraints in Equation (11) show that the growth of power
flow line Pg(Leg)) increases the PETMS in the transmission
system which are bounded by the constraints in Equation (1m)

Py (Lew)

= (2Leg — 1) P& /n (1))

min

Ps ([Le@)):/(2[Le<ﬁ>—1)|]3>;'fm/n (1m)

0

Pg(W; [Se Y>1 (1)
Leg =1 (10)
VXq: Vg, Zie
= {(1) gt‘;;wise Vi=1,2,..,m¥j=1,2..,n

(Ip)

Constraints in Equations (1n) and (10o) illustrate that mote
than one W; or S systems are connected with at least one L
to the SG. Constraints in (1p) are the binary constraints in the

SG.

2.3 | Parallel attackers model

In the proposed parallel attack model, the main purpose
of the adversary (Agg) is to introduce Man-in-the-Middle
(MITM) and Distributed Denial-of-Service (DDoS) attacks in
the BCWSNS. It is a two-stage procedure: the Ay connecting
the node SN; identity to a pseudonym, that is, a fictitious name
to keep SN; nodes under observation; and the consequential
data updates collection to perform stealing or data manipula-
tion to introduce heap-based and stack-based buffer overflows
(BOy,s), excessive re-routing (ER,) to make energy holes (Ey,),
and data packet timeout issues (Dpqo) in the BCWSNSs. This
malicious data injection or manipulation misleads the control
and command centre to misclassify the victim target nodes
into non-target nodes, such that the system losses control over
DERSs in the SG. The attacker model considers the following

assumptions. A g malicious nodes are in a position to lie about
their identity and location information in the DERs. Second,
Aq) is capable to control several malicious nodes SN; in a cer-
tain region Ry such that SN; C SN, € Ry in the DERS.
Third, the maximum number of malicious nodes SN; are lim-
ited in a region Ry in DERSs. Fourth, a node SN; logged out
the system cannot obtain session information and send Dy in
the BCWSNSs. Fifth, the RDAP; € SN;.Ry is responsible
to register the Internet Protocol (IP) and Medium Access Con-
trol (MAC) addresses of the nodes in DAP; of the SCy in the
proposed ABCD solution. Consequently, the main objectives
of the Ay are to maximize the BOpg, ERg, Ey, and Dpyq in
the BCWSNSs to manipulate the DERs system behaviour in
the SG. This can be numerically indicated as

n
i
Ad) = o T ; BOys + ER, + Epy + Do)
@)
subject to
m] .
Ads) W lSe) =D (Wy )+§@<H> Ni SN; C SN, € Ry
1
(22)
SN, > SNJ] Wy [Sp) >21€ Rg](ﬁ) (2b)

Equation (2a) illustrates that the nodes SN; located in the
Wy and Sg ;) are compromised by the Ay, while the con-
straints in (2b) specify that more than one SN; positioned on
the Wi and Sgp) for integration, monitoring, and control
purposes are malicious in the Rg).

n

SN
Ads) W;[Se) =D (Wyg + Soq))
1

|]_®® (Wﬂ |§@) Pﬂ: >1eSG (2d)

! I]—e(ﬁ) (S Rg](i) (ZC)

Equation (2¢) demonstrates that the Wy and S are con-
nected to the SG through line L), while the constraints in (2d)
are the reliability constraints that specify that at least one L is
connected for P between Wy, Sg5), and SG.

A blockchain BC; is a sum of blocks where each block by is a
vector of entties of size Iy, in the BCWSN as shown in Equa-
tion (2¢). In the BC;, the first generated block by is called the
genesis block. In the BC;, the hash value of the blocks is stored
in a Merkle Hash Tree to ensure the data transaction security
in the BCWSN. Let us assume that the Agg performs data
tampeting on any previous block in the BCWSN. To track the
point at which the malicious information was inserted in the
block and later rectified, the ledger information is compared
with another copy in the BCWSN. To identify the change in
blocks made by Ay, we assumed that the hash of the pre-
vious block H(by;) is known using the Snowball, that is, the
Parallel Proof of Stake (PPoS) consensus mechanism with a
number called bits denoted as 8 measures the difficulty level of
the Snowball as shown in Equation (2f).
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BC; = [b’ﬂ ([][rl’ lpis+ o0 +|][m|b) (2e)

H M (b;) b Vg, Ry (lbﬂj'l) @D t; @ B D nonce < Target

29
H H (b)) @ V,q, Ryg (b)) D t; © B @ nonce; < Target
—_——
H (blj) by de fination

(2g)

where H, @, ; are the hash function, the concatenation opet-
ation, and the cutrent timestamp used by the Vg to mine the
bﬂj'l, that is, amount to find a number called the nonce. Equa-
tion (2g) in given time t; finds the nonce nonce; for the new
block since hash of a block is defined recursively. Equations (2f)
and (2g ) define the hash for the new block and help to identify
the change in blocks in the blockchain. The header of the newly
generated block is defined by Equation (2h).

Header ([bﬂﬂ) = (\/am, H (by), Ry ([bnﬁ) , &, B, nonce;, H (Ibﬂﬁ))
2h)
Once the V,g; has solved the PPoS, the other associated
validators can check the correctness of the solution by comput-
ing the hash provided by the V,q; with values of t; and nonce;.

HH b)) @ VagRy (by) @ ¢ & B @ nonce;  (20)

The change in the data in a newly generated block by A
can be identified as

Wi IS, = Anﬂl]}p[; ”Dp(SNﬁ) - D;(SNMB SN; € SN, € BG; <|b|]j)
+ + 2 (2])
W; IS, = EI}J?"( [I11 - Dp(§Na) Dp(§Nj) I SN;, SN; C SN, € BC; ([b”)
(2k)

Equation (2j) shows the minimal data manipulation distorted
of a node SN in a block by; in the BCWSN. On the other
hand, Equation (2k) identifies the change in original AD ;) and
the manipulated data or injected data by the same or other mali-

: ~ ST + +
cious nodes in a block by; indicated by Dp(SNﬁ) and [D[p(SNj)’

respectively. Thus, each node performs data validation checks
for the valid or non-valid transactions (Ty) since it does not
trust the information received from neighbour nodes SN;.

BC; (SN) =X, ) Tusnysny)s i+ b5 ={1,2,,m} ()

where X is a binary variable with value 1 and O for a valid
transaction and for invalid transactions at given time {;, respec-
tively. Without the loss of generality, the Ay, manipulates the
information of the DERS to the DC in the following ways:

i AP, (W, IS )>1 True <0 2
me,ﬁﬁZ o W, [Sy) > 1 Tine (2m)

max ZAP@ W |Se) 21 Trme <1 (2n)
Dp)-Xg:li

min Y APy (W [S,) <1 Zime > 1 (20)
Dy, Ygoli

max ) APy (W; [S,) = 0 Zme <0 2p)
Dpa)sZgti

in which Wg, Xg,vg, and Zg] are the binary constraints of
both W; and S, power generation systems in the SG. At any
given time {, the value of each constraintis 1 for Pg < Pg'™* «
True and 0 otherwise, in the SG. Constraints in (2m ) illustrate
that both Wy and Sy systems can contribute power to the grid;
however, the received information at the DC demonstrates that
the DERs cannot contribute powert to the grid. Constraints in
(2n) state that both Wy and S, systems conttibute high power
to the grid; however, the teceived information at the DC shows
that the DERs contribute low power to the grid. Constraints
in (20) guarantee that both W; and S, systems generate lower
power than the defined threshold; however, the received infor-
mation at the DC shows that the DERSs conttibute high powet
to the grid. Finally, constraints in (2p) make it assure that both
W; and S, systems cannot provide power supply to the grid;
however, the received information at the DC exhibits that the
DERS contribute power to the grid.

1< Wﬂ |§® < Wﬂ(n) |§@(m) (Zq)

Lo WilSe) ERINR, € Ry (21)

1< SNy(W,; [S,) C SN,, € BCWSNSs 2s)
VW, X, Ve, Zg

1, Ttue . e
= { 0. Otherwise Vi=1,2,...,m;Vj=1,2,...,n1

(29

Constraints in (2q) and (2r) assure that more than one W,
and S, systems are deployed in different regions in the field.
Constraints in (2s) verify that blockchain-based various mul-
tifunction nodes SN; are deployed for events control and
monitoring purposes in DERs systems, while the constraints
in (2t) ate the binary constraints in the SG.

3 | WORKING OPERATIONS

The idea of blockchain was introduced to trade digital assets
in the crypto market. This technology, due to its promising
functionality (e.g. availability, resilience, privacy, security, data
transparency etc.), has completely changed the concept of
digitalization and could be a widely accepted technology in
various decentralized applications [39—41]. However, the exist-
ing blockchain solutions cannot be implemented in the WSN,
especially for DER systems due to the following challenges:
First, the sensor devices have limited energy, computational,
and processing capabilities. Second, it is inefficient for the SN;
to store a huge volume of data in the BCWSN. Thitd, it is
challenging to adapt the DER systems environment due to
high interference, noise, and shadowing factors. Fourth, it is
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challenging to combine a novel packet-forwarding mechanism
with the blockchain in insecure wireless environments. Fifth, it
is difficult to acclimate the third-party centralized functions to
the decentralized BCWSN. This requires modifications in the
protocol stack level to make the blockchain design suitable for
the low-powered nodes in the DER systems.

The proposed blockchain employs a permissioned dis-
tributed database that is designed to generate blocks in
chronological order that are linked into certain data structures
in a chain in the BCWSN. Each block consists of a block
header and block body that are responsible for storing the pre-
vious block’s hash and information of all the valid transactions
in a distinct period of time f;, respectively. To preserve the
integrity of data, all valid transactions are recorded in the Merkle
tree created from the hash of the data, and any variation in
the data causes an alteration in the structure of Metkle tree in
the BCWSN. In the proposed scheme, the initialization and
registration procedure given in Ref. [37] allows sensor nodes
to have knowledge of their neighbouring nodes, such as lg €
(IP and MAC addresses), Fype, Lo, Ry, residual energy (Ey),
Euclidean distance information in the network. Consequently,
there are three key components of the proposed blockchain
architecture called: the smart contracts, consensus mechanism,
and routing mechanism as explained below.

3.1 | Smart contracts (SC,)

The proposed SCg specify the conditions and functionalities
which allow nodes to perform various activities in the network.
The smart contracts scripting system executes automatically on
the BC;, which allows nodes SNy, to join the WSN by verifying
their true identity in the system. Thus, each node without inter-
mediaries can abide by these conditions and transact in a secute
blockchain netwotk. The access policy (ACP) defined in the
SCs for the node SN; using AND function can be defined as

n SN;
SC = QSCE (ACP) 3)

The attribute set for the node SNy, SN; € SN;; recorded on
the blockchain BC;(AS) with different characteristics such as
la> Fune,> Lo» Rg, and [y in time & can be defined using Equation
(3a),

BC; (AS) = {(SNy|SNy) € SNy, = (g, Fyne)
N (Lo, Rg) 0 (&, 1)} ()
On the other hand, a node SN; with non-true identity values

cannot access the defined policies in iteration [y at given time §;
which can be defined using Equation (3b),

AS = /SNa U Fune) N (LosRg) N (&, 1) W, & SN, [SN,
1

(3b)

in which Wy is a binary variable with values 0 and 1 indi-
cating the SN; with non-true identity and true identity values,
respectively.

A node SN; that fails to provide its AS values in time t; in
consecutive two iterations l; is declared as the malicious node
and blocked by considering the node’s identity and associated
transaction information for a particular time in the network.
The ACP in the SCg limits the malicious nodes and no longer
offers the message-sharing information services to minimize
the chance of spreading the attack risks in the network as shown
by Equation (3¢) as

n

ACP (§Nﬁ)=/nﬂ(§Ni)“ﬁA§ &SN, Vi, : k=1,2,3,..,m

1

1>SN, >SN; >SN, >0 (3d)
1:0,>20>0 (3e)

T, >AS >t 3
1>AS>0 (3g)

Constraints in Equation (3d) set the limit on the node SNy,
such that sensor nodes with high functionalities SNy, are less
than the normal nodes SN in the network. Constraints in Equa-
tion (3¢) indicate that the iteration time must be greater than
0 and the current iteration is less than or equal to overall sys-
tem iterations in the network. The attributes set for each SN; is
recorded and available to the associated SN; at any given time
t; in the SCg subject to constraints in Equations (3f) and (3g).

The data transmitted between nodes over the blockchain
is open and transpatent, which might lead to data leakage
issues in the BCWSN. Therefore, the ptivacy of data shared
between nodes and energy systems must be guaranteed on the
blockchain network. The designed scheme adopts asymmet-
ric cryptography and attribute-based access policies to assure
privacy during sharing data between nodes (SN;, SN;) in the
BCWSN. Each node SN; has a unique Py key and a shared
Py key as an identity in the network. The Py key is stored
locally, while the Py key is maintained by blockchain as shown
in Equation (4) to minimize the overhead of rekeying process in

the BCWSN.

V Py (SN; n SN,)* € BC;, ;> 0 @)

VP (SN; N SNﬁ)* UP,(SN;nSNY)™ € SN;, 1> 0

(4)
V Pyt (SN; N SN;) T U Py (SN; 0 SN)™
& SN;, t; > Threhold (t;) (4b)
(0
Sig(SN;, SN;) " € 18>0 (4c)
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Constraints in Equation (4b) illustrate that the private key
shared between the nodes is only valid only in time {;, that is,
less than the threshold value tj. Regardless of the trust con-
sensus, each node SN; based on the Py key can make sure
the legitimacy of the transaction signature of the node SN;
in the BCWSN. Constraints in Equation (4¢) assure that the
Vaqg will begin consensus process to write the new block in
the blockchain if the signature (S;q) verification is successful.
Howevert, if the vetification fails then Vg issues a warning mes-
sage about the node being compromised and returns control to
Equation (4c).

3.2 | Consensus mechanism

The PPoS consensus mechanism allows all SN, nodes to com-
plete data validation and storage in the BCWSN. The node
SN; participates only in information interactions of different
distributed enetgy systems in the network. Each SNj node can
generate a new block by computing the hash value of the pre-
viously generated block head randomly in increasing order. The
data transactions achieved between nodes (SN;, SN;) are col-
lected by SNy, in the blockchain network. Only the blocks that
meet the hash value requirement of the difficulty numbers are
broadcasted by the receiving validator node SNy to the associ-
ated validators SNy, ) for providing a consensus in a distributed
manner in the BCWSN. In the consensus process, a set of
preselected SN, nodes participate in parallel to determine the
validity of each by containing transactions for controlling the
block generation rate in the blockchain network as shown in
Equations (5) and (5a). After verifying the hash value, the new
blocks are broadcasted to all nodes to append it to increase the
length of local blockchain in the BCWSN. By this way, each
node SN; owns a verified copy of the blocks in the BCWSN.
This mechanism provides a secure environment and trustful-
ness without central authority, where the data is protected from
different types of cyberattacks. A stake-based, unique economic
incentive mechanism is used to motivate the SN} nodes by
Equation (5b), so that they can provide computing power and
resources to complete mining and validation work seamlessly in
the network.

(i
PPoS = ) Vaq (SNp)' t ©)
1
- t
PPoS = )" Vag (SNy; ISNpo+, oo + SNy )
1
Vlh!u(u) (S BCJ] (SNH) (52)

n
e, Dy
SNy = D" Vag (SN, ComTons)) (5b)
1

in which Ey, Com, and Ty ate the residual energy, computa-
tional power, and number of transactions, respectively. The SN
nodes store the metadata of blocks rather than the full ledgers,

which is stored on the SNy, and thus decreasing the latency and
energy cost in the BCWSN.

3.3 | Routing

Since the designed procedure supports potentially hundreds to
thousands of nodes to operate and perform transactions seam-
lessly in the BCWSN. Therefore, the low energy consumption
and latency aware Dy, 5, forwarding from the source node SN; to
the RDAP; is essential for DER events control and monitoring
at the DC. The entite procedure is explained below.

(i) Record Transaction (RT): Each SN; records the energy
systems events data Dy and after embedding in a newly

generated block by forwards it to the neighbouring node
SNj in the BCWSN.

n
t
RT = Z SNip, w,is,) (Big) Dpa)) ©)
1

(ii) Forwarding (FW): After receiving the block by in time f;,
the node SN; will perform a multidimensional check to ver-
ify the sendet’s true identity in the network. Then, it embeds
its own identity value and forwards the by to the next
hop neighbouring node SN based on the low Euclidean
distance and high residual energy in the BCWSN. This pro-
cess repeats until the by reaches to the Vq(SNy,) in the
BCWSN.

n

FW = 21‘4 (SNE’ SNj(bigDp) T SN2 SNik(t,0,)

t;
+, ., +§Nh(lbu(ﬁ)’"3’p<ﬁ>)) K

ﬂ.
L i
(SNE(DM) - §Ni) Wy € Rpg) VLi, RepRpg) -
iLj=1,2,..,n (72)

11.
L i
<§N“«('Dp<a>) _’SNJ?> Xr & Ry YL RepRpao ¢

i,j,k=1,2,...,m (7b)
L;
Z SNE(§E@mg}e)(Dp(ﬁ)) <1 (79)
L
Z SNi(Dpgy) < T (7d)

Constraints in Equations (7a) and (7b) assure that the same
Dp will not be forwarded repeatedly from the source node
SN; to the next hop node SN; over different links L and rout-
ing paths in the BCWSN. W, and X ate the binary variables
for the communication such at W, X, =1 for L; and O, oth-
erwise. These constraints prevent the Dy ;) rerouting attacks in
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the blockchain network. Constraints in Equation (7¢) guarantee TABLE 1  Nomenclature.
thata n(?de SN; involved in .data pac.ket forwarding process will e ©) Definition
not receive data from the neighbouring node more than its stor- -
age capacity. These constraints avoid memory overflow attacks ~ >C Smart grid
in the blockchain network. Constraints in Equation (7c) illus- ~ DERs Distributed energy resources
trate that an invalid data packet will be dropped immediately to MILP Mixed Integer Linear Programming
avoid bandwidth consumption issues in the BCWSN. W, X,Y,Z A set of binary integer variables in MILP
) ) ) ) BCWSNSs Blockchain-based wireless sensor network
(i) Verification (VE): The V,¢(SNp) records the by into a A A
. SN; A sensor node in the blockchain network
temporary transaction pool. The Vg (SNy) employs PoS o '
mechanism and shares the received data blocks to the asso- SNp SensoT: ,I%Odes with high storage space and computing
. . . . capabilities
ciated validator nodes in order to verify the newly generated . ‘
blocks by the source node SN; in the BCWSN. SN; Senso.r_n_odes with normal storage space and computing
capabilities
L; Communication links between nodes in the blockchain
m
t: ([bn(a) ) network
VE = )" Vag (SNt ISNpz +, e, +SNg ) 8
. ad ( h1 | h2 h([m)) ( ) Reg) Communication range of a node in the blockchain network
Ly Location information of a node in the network
(ii) Link Block (I]—[EB) Based on the verification, the current Ry Location information of a node in a particular region
Yeﬂﬁed blOCk Ibﬂ(ﬁ) € gN” is added to the BCJ] fOI‘ pr()long_ Dp(ﬁ) Data packets transferred between nodes in the blockchain
ing the chain and broadcasted to other verification nodes network
\/adl (SNh) in the BCWSN. BC; Blockchain in the network
) Is a block in the blockchain BC;
LB = z (Bcﬁ)bu1+bn2+ by Vb € 1 if VE € True DAP; Defined data access policies in the blockchain network
) Leg) The time required to transfer a packet from node A to node B
[E,D<ﬁ> The energy required to transfer a packet from node A to node
Thus, the longest chain is considered the correct one by the B
nodes in the BCWSN. T; The time required to transfer a packet of node A
[P’%L The power flow in DER systems
) Vahdatgrs (\/ad].): The RDAP; based on the PoS rewards p- The power losses in DER systems
mechanism periodically selects the new predefined number
of V4 (SNp,) using a Rand(+) function aftet iterations Iy and
time t; in the BCWSN. By recalling Equation (5b) as
4.1 | Experimental design and setting

n
SNW = Z \/ad] (Rand (SN[K) [SNJ] - SNK[EeromvaQ]) " HM)
1

(10)
i)) Data Delivery: The entire D4 generated by the SN; will
¥y p@) & Y
be forwarded to the DC through the RDAP; over the BC;
in the BCWSN.

n ﬂﬁ
Fw=3 DC(SNE, RDAP;G, o (ﬁ))) (11)
1

4 | PERFORMANCE ANALYSIS

In this section, we evaluated the performance of the proposed
ABCD scheme with the SPDS [37] scheme for DERs in
the SG. We have used well-known, commonly used standard
metrics for evaluating the effectiveness of the schemes against
various types of potential cyberattacks in DERs in the SG (See
Table 1).

We use a Docker virtualization platform to set up the designed
blockchain for the real-time control and monitoring of DERs
in SG. Docket, by employing the Go language, uses the
kernel container tools to utilize the Fedora 32 operating sys-
tem resources (Intel Core i9-11th generation, 128 GB RAM,
GeForce 3090 Ti) jointly with the bottom level. In addition,
various programming tools, named Python, are used for inter-
facing the RTDS simulator in the SG. In the wind farm and the
solar park, each power generation system is equipped with dif-
ferent nodes such as current, voltage, temperature, proximity,
motion, level, cracks, smoke, wind, and sun sensors following
the communication standard IEEE802.15.4 in atea 1000 m X
1000 m. The observed data is collected by the sink node for-
ward to the base station over 5G having data transmission of
300 Mbps up to 500 m in the SG [42, 43]. The synchroniza-
tion [44], path loss model [45], and positioning method [46] ate
employed to provide location-based point-to-point communi-
cation between nodes in the SG. In addition, the simulation
parameters employed in this study are illustrated in Table 2 [47].
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TABLE 2  Simulation parameters and values.

Simulation parameters

Values

Simulator

Real-time Discrete
Simulator (RTDS)

Blockchain architecture Distributed
Communication technology 5G and Ethernet
Wind farm and Solar Park 350 kW
Validators and normal nodes 50,450

Local sink and base station 25,1

Wind turbines and solar panels 20, 50

Wireless sensors

Physical layer IEEE and IEC Standard

500 (MICAz, TelosB)

IEEE802.15.4, 61850
(Goose)

Roto Blade radius 41 m

Height above ground 80 m

Wind Speed (cu-in, nominal, cut-out) 3,18,23 m/s
Nominal turbine speed 14.4 rpm
Induction machine speed at rated 1214 rpm

p()WCf

Induction machine

6 poles, 1200 rpm

Initial sensor node energy 35]

High transmission power 0.97 W
Low transmission power 0.89 W
Packet receiving power 0.09 W

Idle listening 0.031 W
Sleeping power 0.0020 W
Data aggregation 0.023 W
Packet length 79 bytes
Gas value 0.00128
Hashing function (SHA-1) 160 bits
Maximum hop distance 7m

Buffer size 10 Mb
Topology Dynamic
Wireless antenna Omni-directional
Optical/5G (3660 MHz) 300 Mbps
Path loss exponent for the LoS and —91 to =93
non-LoS

The noise floor for the LoS and -89, =97
non-LoS

Shadowing deviation for the LoS and 1.01,1.22
non-LoS

Area: 2D (length X width) 1000 m X 1000 m
Simulation time 200 s

4.2 | Results and discussion

Figure 2 shows the time spent on creating keys, decrypting,
and signature opetations versus node density in the BCWSN.
Initially, it is realized that the time spent on the signature oper-
ation curve often ovetlaps each other in both the SPDS and

W

- — O —SPDS Create Key Operations
g — & —ABCD Create Key Operations
54 —0—SPDS Decrypt Operation

@ 4l —%— ABCD Deccrypt Operation

- —*—SPDS Signature Operation

g —— ABCD Signature Operation
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FIGURE 2 Time spent on creating key, decrypting, and signature
operations vs node density in the BCWSN.

ABCD schemes. However, the signature operation tasks are
greatly affected by the overhead generated by task allocation due
to the increasing number of nodes added to the BCWSN. It
can be seen from the figure that the time spent on the signature
operations is 150 ms in ABCD compared to 160 ms in SPDS
when the number of nodes 165 are involved in the network.
With the increase in time, the signature operations are recorded
at 220 and 280 ms when the number of nodes 300 are added
to the system in ABCD and SPDS, respectively. Interestingly,
the signature operations time cost is increasing at the higher rate
up to 589 ms when the node density reaches 500 in SPDS. At
the same time, the signature operations time is reported to be
389 ms in ABCD when the node density reaches 500. The time
spent on secure signature operations is high in SPDS due to
high redundancy of the packets in the queuing system which
increases as the simulation running time cost increases in the
BCWSN. In addition, the SPDS scheme performs a number
of security validation checks in the signature operations to avoid
the adversary’s e-signature validation attacks used to manipulate
the signing procedure in the blockchain network. However, this
time is reported less in ABCD due to sharing the keys over
the blockchain and appropriate synchronization in the queuing
process. In addition, the signature operations in ABCD also
mitigate the disabling of e-signature verification and redefining
e-signature structure attacks in the blockchain network. Simi-
larly, the time spent on the decryption operations is 490 ms
in ABCD compared to 630 ms in SPDS when the number
of nodes 165 are involved in the BCWSN. With the increase
in time, the time cost for message decryption operations is
recorded at 910 and 1350 ms when the numbers of nodes
between 300 and 500 are added to the system in the ABCD
scheme in the BCWSN. However, the time rate is observed
high, around 1400 and 1760 ms with the same number of nodes
are added to the system in the SPDS scheme in the BCWSN.
On the other hand, the time spent on the keying operations is
observed at 1300, 1700, and 2300 ms when the node density
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FIGURE 3  Time spent on updating smart contracts, signature
verification, and decrypt operation vs node density in the BCWSN.

reaches 165, 300, and 500, respectively, in the ABCD scheme.
However, the time cost for creating key operations is observed
high at 1900, 2500, and 3200 ms when the number of nodes
reaches 165, 300, and 500, respectively, in the SPDS scheme. In
sum, the time cost for all operations increases with the increase
in the number of packets, which depends on the increasing node
density in the network.

Figure 3 shows the time spent on updating smart con-
tracts, signature verification, and encryption operations in the
BCWSN. The average time overhead of the data encryption is
ranging from 10 to 25 ms in the network. Based on the data
size, the data encryption is ranging between 10 and 14 ms in
ABCD and between 15 and 25 ms in the SPDS scheme due
to employing different encryption techniques. Generally, when
the events data is reported frequently, the encryption process
in ABCD takes on average 13 ms compared to 22 ms in the
SPDS scheme. Thus, the encryption time overhead is less in
ABCD compared to SPDS in SG. The average signature vet-
ification time ranges from 250 to 400 ms when 500 nodes are
involved in the data transaction process. The signature veri-
fication time is reported with a low-level bound of 250 and
298 ms as the upper-level bound in ABCD with 500 nodes.
On the other hand, the signature verification time is reported
with a low-level bound of 345 and 400 ms upper-level bound in
SPDS with 500 nodes, which is relatively higher compared to
the ABCD in the network. It is demonstrated that verifying the
digital signature of each packet is much more efficientin ABCD
for DERs in the SG. However, the cipher puzzle approach
could further improve the efficiency of the ABCD scheme for
resource-limited sensor nodes against various Denial-of-Service
(DoS) and MITM cyberattacks in the SG. The average smart
contract updating time is ranging from 1100 to 1600 ms when
500 nodes are involved in the data transaction process. The time
cost of running smart contracts could be observed by gas con-
sumption and depends on the number of nodes in the network.
Initially, gas consumption increases with the increase in the
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FIGURE 4 Latency values ions vs node density in the BCWSN.

number of active nodes participating in the data transaction pro-
cess. However, after fluctuating around a higher value, it slowly
decreases to a certain level somewhere. This is because the num-
ber of active nodes in each iteration will be close to the average
in the network. Therefore, it is easy to determine the appropri-
ate gas value, as the total gas cost will stabilize at a lower value in
the next iterations. Consequently, the lowest time for updating
smart contracts is reported between 700 and 1250 ms in ABCD
depending on the network density. On the other hand, the smart
contracts updating time is reported between 800 and 1600 ms
depending on the network density in SPDS, which is relatively
higher compated to the ABCD in the network. Consequently,
the average smart contract updating time is 1350 and 1120 ms
when up to 500 nodes are involved in the data transaction pro-
cess in the SPDS and ABCD schemes, respectively. The high
smart contract updating time is due to the passive nature of
updating information in the SPDS scheme. It is demonstrated
that updating smart contract in an active mannet, like in the
ABCD scheme, is much more effective in the SG. However, the
combination of both approaches could reduce the communica-
tion overhead for resource-limited sensor nodes to effectively
tackle various DoS and MITM cyberattacks in the SG.

Figure 4 shows the result of the latency value with 95% con-
fidence interval in the BCWSN. Generally, the delay increases
linearly with the total number of nodes involved in disseminat-
ing packets in the blockchain network. In the ABCD scheme,
the transaction confirmation time for a data block is 690 ms
compared to 800 ms in the SPDS scheme. In ABCD, to reach
a consensus for the data blocks, the PPoS mechanism entails
parallel peer-to-peer communication between high-level nodes
in the network deployed for the wind farm and the solar park.
To avoid delay in the consensus process, the nodes involved in
the communication process do not need to be extremely large
in the blockchain. Therefore, we limit the number of validators
for the local network deployed for a wind turbine were set to 3,
and 20 for the entite solar park in the SG. In the local netwotk,
each node has a list of validators. The source node proposes a
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block and other validators approve if the proposal is valid. In
the ABCD scheme, the consensus process is performed in pat-
allel on the high-level or full nodes. In this mode, the speed of
consensus between nodes is faster, resulting in low latency in the
network. Owing to the control of the limited number of valida-
tors, the parallel consensus execution process does not consume
much computational power and greatly improves the through-
put of the whole network. Note that the latency is only affected
by the hash chain generation time, not by the length of the hash
chain in the network. In addition, the low latency in managing
the smart contracts, encryption, decryption, and signatutre pro-
cesses helps to reduce overall latency significantly in the ABCD
scheme. In the case of different types of cyberattacks, the real-
time effectiveness of the data packets can be assured with the
rate of at least 810 ms in the ABCD scheme.

In addition, we believe that the message transmission delay
is also acceptable, at the rate 960 ms when a large number of
nodes ate involved in the data forwarding towards the sink.
On the contrary, the consensus mechanism in SPDS involves
an excessively large number of validators deprived of paral-
lel computational capabilities to obtain a consensus regarding
data blocks. Thus, each node before adding the blocks to the
chain waits for a significant amount of time to achieve an agree-
ment by validators, which increases the delay in the network. In
addition, the frequent failure of the validators in the validation
process brings an extra computation burden to other validators
causing a significant delay in the network. This issue becomes
more severe over time as the number of data blocks increases
in the blockchain network. Consequently, with the increase in
data packets, the latency of the SPDS is increasing shatply in
the blockchain network. Moreover, the high latency in managing
the smart contracts, encryption, decryption, and signature pro-
cesses increases the overall latency. These factors result in high
latency in the SPDS scheme in the SG. In SPDS, the real-time
effectiveness of the data packets can be assured with the rate of
at least 1000 ms up to 1120 ms when 500 nodes are involved
in the data-forwarding process, which is higher than the ABCD
scheme in the SG. We observed that it might be a good idea
to reduce time costs by designing lightweight key-sharing mech-
anisms which store and share private keys over the blockchain
instead of storing them in the memory of the nodes locally, in
the BCWSN.

Figure 5 shows the result of the residual energy consumption
with a 95% confidence interval in the BCWSN. It is observed
that the network will have a greater energy consumption bur-
den by increasing the message rate of each node since the nodes
are not only involved in transmitting the events data but also
broadcasting the validator instruction messages in the network.
Therefore, the energy consumption cost of both the SPDS
and ABCD schemes increases with the increase in the sent and
received data packets in the BCWSN. Howevet, the energy
consumption cost of ABCD is the gentlest because of the
decentration-based secure transmission model in the BCWSN.
In addition, highly efficient and reliable parallel processing of
data events on different validators, in a distributed manner, sig-
nificantly reduces communication overhead, which contributes
to the higher residual enetgy of the nodes in the ABCD. The
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FIGURE 5 Residual enetgy vs node density in the BCWSN.

communication overhead over the shortest paths towards the
sink is effectively reduced in the data-forwarding process. This is
because of adopting a dynamic transmission power model dur-
ing data transmission between nodes over the shortest paths. In
addition, the rerouting and memory overflow attacks are effec-
tively mitigated with low communication overheads. So, the
same packets are avoided to be retransmitted in the network,
which saves a significant amount of node residual energy and
results in prolonging the lifetime. Moreover, the timely mitiga-
tion of the various types of cyberattacks reduces the excessive
transactions between nodes in the BCWSN.

In ABCD), the network due to the control of the number of
validators or consensus nodes does not consume much com-
putational energy and approves the transactions faster which
greatly improves the throughput for the whole network. There-
fore, the ABCD shows better performance in terms of low
energy consumption in the BCWSN. On the contrary, the data-
forwarding mechanism in SPDS does not employ dynamic
power transmission during data transactions between nodes and
thus consumes a significant amount of energy in the network.
In addition, rerouting and memory overflow issues cause more
energy consumption of the nodes leading to eatly death in the
network. In SPDS, nodes petform excessive peet-to-peer com-
munication to reach a consensus for a block. Therefore, the
consensus nodes and the data transactions are excessively large
resulting in the faster energy consumption of the nodes. More-
over, additional computation tesoutces ate required to run the
secutity consensus mechanism in SPDS, which also consumes
a significant amount of the node energy in the BCWSN. The
consensus efficiency can be improved further by dynamically
adding the distributed parallel processing characteristics in the
SPDS scheme. In sum, the ABCD scheme petforms better
than the SPDS scheme in terms of low energy consumption;
however, the running compatibility could be further improved
in the BCWSN.

Figure 6 shows the result of the network resilience in the
BCWSN. In ABCD, the advantage of the blockchain is noticed
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FIGURE 6 Network survivability vs compromised nodes in the
BCWSN.

when the network portion of malicious is over 5% in a sin-
gle type of cyberattack case. We also realized that the effect
of the malicious nodes is quite small in ABCD compated to
the SPDS scheme in the DERs. In ABCD, as soon as the
nodes observe the abnormality in the data transmission pro-
cess, the validators begin investing the blocks and data structure
and verify the nodes using the smart contract features. The
data gathered from DERSs using the ABCD blockchain net-
work has a decentration feature. The attacker cannot decrypt
the power data in a short time after encrypting the transmitted
data in the network. To avoid data forgery, a unique timestamp is
also embedded on each block, which makes it quite difficult for
attackers to forge the data in the given time. In addition, the sen-
sot nodes in ABCD employ the authentication technique in the
data communication process to tesist the cyberattacks of faking
information, and therefore the nodes with fake identities can-
not pass the transaction authentication in the smart contracts.
In the ABCD scheme, the hash value of the blockhead belong-
ing to a node is computed by altering the random number in the
blockchain network. In this case, the potential malicious node
must spend several computational resources bounded by the
time constraints in order to tamper with the transaction data.
However, in most cases, we found that the adversary fails to
obtain the hash value of the blockhead at the given time in the
BCWSN. Thus, the adversary cannot forge the data easily in
the blockchain network.

Therefore, the proposed ABCD scheme petforms better
against a single type of cyberattack compared to the SPDS
method in the BCWSN. However, it is observed that the effect
of multiple parallel cyberattacks is more severe than a single
type of cyberattack in the network. In multiple parallel cyber-
attack environments, the SPDS fails to handle rerouting and
memory overflow attacks due to the passive nature of the smart
contracts. The data packets with the same hash value are for-
warded repeatedly among the nodes, causing buffer overflow
issues to the connected neighbouring nodes. Therefore, the

SPDS scheme lost a large number of data packets due to the
failure to handle the rerouting and buffer overflow attacks in
the network. In addition, this also affects the node’s energy
consumption, resulting in the eatly death of the nodes in the
network. The effect of cyberattacks on rerouting and memory
overflow is found lower in ABCD due to the active nature of
the smart contracts. Smart contracts immediately block the node
for a specific time involved in malicious activities. In addition,
each forwarding node monitors the hash value of the sender
data packet and does not two packets have the same value in the
network. Thus, each forwarding node drops the later packets
with the same hash value forwarded to the neighbouring node
in the network. The shaded region in the graphs shows a higher
resistance area against single and multiple parallel cyberattacks,
which shows that our proposed scheme performs relatively bet-
ter compared to the SPDS in the SG. We also realized that the
trust of the messages transmitted between the nodes located
on different power devices can be guaranteed even when up
to 35% of nodes are compromised in the network. However,
this network resilience value against different types of cyberat-
tacks was observed low to 23% in the SPDS scheme. In sum,
the ABCD scheme outpetforms the SPDS scheme in terms
of network resilience in the BCWSN. However, the network
resilience could be further improved for different types of smart
grid applications.

5 | CONCLUSION AND FUTURE WORK

Blockchain-based WSNs can provide various types of intelli-
gent data transmission services in DERSs in the SG. However,
the sensor nodes due to potential security vulnerabilities in
wireless channels can be attacked by external or internal adver-
saries in DERSs. This leads to high latency, memory overrun,
and path-looping issues resulting in an inappropriate or com-
plete loss of energy systems control in the smart grid. To tackle
these issues, this paper proposed a blockchain-based resilient
and secure scheme called (ABCD) for WSNs-based events
monitoring and control in DERSs. Experimental studies and
performance analysis are performed to foresee the proficiency
of the proposed solution by considering numerous standard
metrics such as latency and energy efficiency. In addition, the
projected scheme is also evaluated in terms of cyberattacks
such as memory overflow, routing path looping, and network
resilience in the SG. The simulation results illustrated that the
proposed solution is significant in terms of reliable informa-
tion transmission over different routing paths with low latency
and energy consumption, and is highly resilient against single or
multiple parallel cyberattacks for DERs in SG. In the future,
the authors would like to further extend this study in terms of
network energy efficiency for big data transmission of critical
components involved in power generation, transmission, and
distribution processes.
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