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ABSTRACT:

Software systems keep getting more complex, and the number of reported software vulnerabil-
ities keeps rising. Traditional security analysis methods, including manual code review and static
analysis, are often insufficient to address these challenges efficiently and cost-effectively. They
also report findings without the context needed to judge exploitability, which leaves much of
the explanation work to human reviewers. Large language models (LLMs) and multi-agent sys-
tems open new directions for automated vulnerability analysis, because these agents can divide
the task of gathering, interpreting, and reporting findings between them.

This thesis aims to design an artificial intelligence-based multi-agent system architecture that
supports automated source code analysis enriched with public vulnerability data. The scope of
the work focuses on defining architectural components and agent roles rather than evaluating
detection accuracy.

The research follows the Design Science Research methodology. The process includes problem
identification, the definition of solution objectives, the design and development of the artifact,
its demonstration through a proof of concept (PoC) implementation, and the communication of
the results. The artifact was designed based on existing research in software security, multi-
agent systems, and vulnerability standards, and is realized through an LLM-based multi-agent
implementation that demonstrates feasibility. In the implementation, source code findings are
classified against Common Weakness Enumeration categories, while Common Vulnerabilities
and Exposures identifiers are attached to outdated third-party dependencies found in the target
repository.

This study proposes an architecture that specifies key components and agent roles of an auto-
mated code analysis system that is enriched with public vulnerability data, and the practical vi-
ability is confirmed through the PoC. The findings indicate that the approach can support the
development of adaptable threat-detection pipelines, particularly in settings where an organi-
zation prefers to assemble its own analysis pipeline from open components rather than use a
closed commercial product. Further work is needed to validate the architecture against larger
codebases and to measure its effectiveness in real development workflows.

KEYWORDS: Large Language Models, Multi-Agent Systems, Static Application Security Test-
ing, Vulnerability Detection, Model Context Protocol
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TIVISTELMA:

Ohjelmistojarjestelmat muuttuvat yha monimutkaisemmiksi ja raportoitujen ohjelmistohaavoit-
tuvuuksien maara kasvaa jatkuvasti. Perinteiset tietoturva-analyysimenetelmat, kuten manuaa-
linen koodikatselmointi ja staattinen analyysi, eivat useinkaan riitd vastaamaan naihin haastei-
siin riittdvan tehokkaasti ja kustannustehokkaasti. Ne tuovat havaintoja esiin ilman tarvittavaa
kontekstia haavoittuvuuden hyvaksikaytettavyyden arvioimiseksi, jolloin tulkintatyo jaa suurelta
osin ihmisen vastuulle. Suuret kielimallit (Large Language Models, LLM) ja moniagenttijarjestel-
mat avaavat uusia suuntia haavoittuvuuksien automaattiselle analyysille, silla erikoistuneet
agentit voivat jakaa keskenaan havaintojen keraamisen, tulkitsemisen ja raportoinnin.

Taman tutkielman tavoitteena on suunnitella tekodlypohjainen moniagenttijarjestelman arkki-
tehtuuri, joka suorittaa automaattista lahdekoodianalyysia, hyodyntaen julkisia haavoittuvuus-
tietoja. Tyon rajaus keskittyy komponenttien ja agenttien roolien maarittelyyn sen sijaan, etta
arvioitaisiin sen havaitsemistarkkuutta.

Tutkimus noudattaa suunnittelutieteellistd tutkimusmenetelmaa (Design Science Research,
DSR). Prosessi kdsittdad ongelman tunnistamisen, ratkaisun tavoitteiden maarittelyn, artefaktin
suunnittelun ja kehittdmisen, sen demonstroinnin konseptitodistuksen (proof of concept, PoC)
muodossa seka tulosten viestittdmisen. Artefakti suunniteltiin olemassa olevan ohjelmistotur-
vallisuutta, moniagenttijarjestelmia ja haavoittuvuusstandardeja kasittelevan tutkimuksen poh-
jalta ja toteutettiin LLM-pohjaisena moniagenttiratkaisuna, joka osoittaa ldhestymistavan toteu-
tettavuuden. Toteutuksessa lahdekoodista I6ytyvat havainnot luokitellaan Common Weakness
Enumeration kategorioihin, kun taas Common Vulnerabilities and Exposures tunnisteet liitetdan
kohdeohjelmistosta l6ytyviin vanhentuneisiin kolmannen osapuolen riippuvuuksiin.

Tutkimus esittda arkkitehtuurin julkisella haavoittuvuustiedolla rikastetulle automaattiselle koo-
dianalyysijarjestelmalle sekda maarittelee sen keskeiset komponentit ja agenttien roolit. Ratkai-
sun kdytannon toteutus varmistettiin luomalla siita PoC. Tulokset osoittavat, ettd lahestymis-
tapa voi tukea joustavien uhkien havaitsemisanalyysiputkien kehittamista. Tama on hyodyllista
erityisesti silloin, kun organisaatio haluaa rakentaa oman analyysiputkensa avoimista kom-
ponenteista kaupallisen suljetun ratkaisun sijaan. Jatkotydssa arkkitehtuuria tulee validoida suu-
rempia koodikantoja vastaan ja mitata sen vaikuttavuutta todellisissa kehitysprosesseissa.

AVAINSANAT: Large Language Models, Multi-Agent Systems, Static Application Security Test-
ing, Vulnerability Detection, Model Context Protocol
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1 Introduction

Software systems are continually evolving, with their complexity increasing. At the same
time, new vulnerabilities are discovered. In 2023, 28,961 Common Vulnerabilities and
Exposures (CVE) were published, and by 2025, that number had increased to over 48,000
(CVE Program, n.d.-a). This highlights the scale and ongoing trend of growth in the vul-
nerabilities that software systems face. These vulnerabilities serve as prime entry points
for malicious actors, triggering cybercrimes (Taghavi Far & Feyzi, 2025, p. 13). Addition-
ally, vulnerability can lead to a loss of user trust, damage to brand reputation, and ulti-
mately, a decline in the customer base (Anwar et al., 2020, p. 1). Furthermore, the earlier
the defects are detected in software systems, the easier and cheaper they are to fix (Tan

et al., 2017, pp. 3-4).

Traditional methods, such as manual code inspections and static code analysis alone, are
often insufficient to ensure software security, as vulnerabilities may remain despite de-
velopment-stage precautions (Parizi et al., 2018, p. 1). According to Mweu & Ndia (2025,
p. 8), code inspection tools produce numerous false positives, requiring developers to
manually verify each alert. This increases their workload and can lead to critical vulner-
abilities being missed because of alert fatigue. These methods are slow and laborious,
and there is an ever-increasing need for automated tools to detect and address software

vulnerabilities (Taghavi Far & Feyzi, 2025, p. 3).

Recent advances in artificial intelligence (Al), particularly large language models (LLMs),
offer new possibilities for effective automated vulnerability and threat analysis. LLMs
offer enhanced accuracy and natural language processing capabilities, streamlining de-
tection and enabling faster processing than traditional methods (Taghavi Far & Feyzi,
2025, p. 13). According to Kereopa-Yorke (2023, p. 1), the capability of Al to process
large datasets in real-time, extract insights, and anticipate potential threats could revo-

lutionize proactive cybersecurity measures.



1.1 Aim and method of the study

In this study, a design for an Al-based multi-agent architecture for automated source
code security analysis is proposed. The proposed solution leverages the large language
model-based multi-agent (LLM-MA) system to analyze source code and identify potential
security vulnerabilities using public vulnerability data retrieved through external appli-

cation programming interfaces (APIs).

This research topic originates from a software company that identified problems arising
from practical challenges encountered in developing software systems. Existing commer-
cial solutions for automated source code analysis have high-cost licenses, while devel-
oping an in-house solution would reduce costs and provide tangible value to existing

development workflows.

This study addresses the following research questions:
RQ1: Which architectural components are required to design a multi-agent system
that supports automated vulnerability analysis?
RQ2: What agent roles are needed in a multi-agent system to perform automated

source-code analysis enriched with vulnerability data?

This research uses the design science research (DSR) methodology and follows a design
science process developed by Peffers et al. (2007) that includes six activities. Due to the
scope of this thesis, not all steps are included. The solution is demonstrated through a
proof of concept (PoC) in the Demonstration phase, while the Evaluation phase is beyond

the scope of this study.

The DSR will produce an artifact, which in this study is an architecture for an Al-based
multi-agent system that analyzes source code and detects vulnerabilities by integrating
CVE data collected through external APls. The research questions are addressed by

demonstrating the DSR artifact in the artifact-building section.
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This thesis aims to demonstrate that an Al-based multi-agent system provides significant
benefits for detecting vulnerabilities and can operate autonomously, communicate be-
tween agents, and clearly report identified deficiencies or issues to the user. The system
successfully uses CVE databases via the Model Context Protocol (MCP) and identifies

problems in the source code.

The research provides valuable insights for researchers and offers a practical example of
how agent systems currently operate, and how they can be enhanced and improved. The
results of the study can be applied and used on a larger scale, for example, in more com-
plex projects. Additionally, the architecture serves as a good example of how such sys-
tems should be built to ensure the most useful outcomes and to enable efficient vulner-

ability detection.

This study focuses on component-level testing, which involves evaluating software com-
ponents in isolation and is usually conducted by developers (ISTQB, 2024, p. 29). It em-
phasizes identifying defects within individual components and their dependencies rather

than testing entire software systems.

1.2 Structure of the thesis

This thesis is organized into six chapters.

Chapter 1: Introduction — offers an overview of the research context, discusses the mo-
tivation, identifies the main problems, and outlines the research questions and objec-

tives.

Chapter 2: Theoretical foundations of Al-based vulnerability analysis — introduces soft-
ware security and vulnerability intelligence, defines the vulnerability specific terminol-
ogy, and describes the role of vulnerability information in software development. The

chapter then surveys static, dependency-based, and dynamic approaches to
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vulnerability detection, and finally explains what large-language-model based multi-
agent systems are and how their cooperation strategies, reasoning capabilities, memory,

and tool use relate to the analysis problem.

Chapter 3: Existing approaches to automated source-code analysis — reviews previous
research on Al-based systems that analyze source code for vulnerabilities. The chapter
ends by drawing the main insights from these solutions and identifying the research gap

addressed in this thesis.

Chapter 4: Design science research approach — describes the research methodology used
in the study. First, it introduces Design Science Research and the associated procedures

and activities. Then, these activities are described in more detail.

Chapter 5: Artifact development — develops the artifact following best practices from the

framework by Peffers et al. (2007).

Chapter 6: Discussion —summarizes key findings, answers the research questions, relates
the results to prior research, discusses the limitations of the study, and outlines direc-

tions for future research.
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2 Theoretical foundations of Al-based vulnerability analysis

This chapter presents the theoretical background required to understand Al-based vul-
nerability analysis in software systems. The chapter begins by introducing the fundamen-
tals of cybersecurity concepts, including software vulnerabilities, threats, and exploits.
Then it explains how vulnerability intelligence is structured and shared through stand-
ardized frameworks such as CVE and the Common Vulnerability Scoring System (CVSS).
Next, the chapter defines existing approaches for detecting vulnerabilities in software
systems, including static, dependency-based methods, and dynamic analysis techniques.
Finally, the chapter introduces the LLM-MA system as a modern approach to address

challenges in vulnerability detection.

2.1 Software vulnerabilities and vulnerability intelligence

Understanding cybersecurity requires clarifying the differences among terms such as vul-
nerability, threat, and exploit. A software vulnerability is a flaw or weakness in a system
that can lead to a security incident (Sdnchez et al., 2020, p. 270). According to Michael
& Bellis (2023, p. 4), a vulnerability that can be exploited by an attacker is called a threat,
which becomes a concrete security threat after the attacker has created code that ex-

ploits the vulnerability.

When an actual event where an exploit successfully leverages a vulnerability, it is turned
into exploitation. However, not all exploitations cause the same level of damage. Some
exploitations may only reveal non-sensitive information, such as publicly available data,
while others could result in serious issues, such as gaining access to a system (Michael &

Bellis, 2023, p. 4).

Applications and vulnerabilities can be exploited through attack vectors, which are paths
that enable attacks to access them (Ozkaya, 2019, p. 11). According to Ozkaya (2019, p.

11), typical attack vectors include social engineering, phishing schemes, drive-by-
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downloads, malicious URLs or scripts, browser-based attacks, supply chain breaches, and
network-based attacks. Exploiting these paths allows attackers to have more targeted
attacks against applications and systems. This process is illustrated Figure 1, which pre-
sents a simplified attack chain showing how an attacker uses an attack vector to exploit

a vulnerability and reach a target.

Delivery Exploitatior Access

Attack Vector Vulnerability Target
(The Route) (The Flaw) (The Objective)

Actor
(Threat Actor)

Y

Figure 1. Simplified attack chain illustrating how an attacker exploits a vulnerability
through an attack vector to reach a target. Adapted from Ozkaya (2019, p. 11).

Software vulnerabilities can appear in many forms. Some of the most common security
issues are SQL injections (SQLi), cross-site scripting (XSS), malware, and denial-of-service

attacks, which exploit underlying vulnerabilities in software systems.

SQL injection attacks target databases that are exposed through the web, where attack-
ers can run malicious SQL queries against applications that lack security or are poorly
configured (Graham et al., 2010, p. 138). By executing a successful SQL injection, attack-
ers may get access to the databases, allowing them to manipulate or modify data. To
prevent SQL injection, developers should ensure that only the desired data is accepted
and validate all inputs for malicious content before submitting them to the database for

queries (Ozkaya, 2019, p. 15).

The most common web application-focused input vulnerability is XSS, in which malicious
client-side scripts are injected into a website, thereby compromising user security (Gra-
ham et al., 2010, pp. 172-176). The two main types of XSS attacks are stored and re-
flected. In stored attacks, as explained by Ozkaya (2019, p. 14), attackers permanently
insert malicious scripts into the server. In reflected attacks, attackers typically send a link
containing malicious queries, leading the user to a malicious page where sensitive data

can be stolen (Ozkaya, 2019, p. 14).
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However, not all attacks focus on web application input vulnerabilities. For example, mal-
ware is malicious software that is designed to damage systems. According to Ozkaya
(2019, p. 14), two common types of malware are worms, which can spread and repro-
duce themselves, and Trojans, which rely on social engineering to trick users into down-
loading them onto their computers. Successful malware attacks can lead to data theft,
cause extensive damage to targeted computer systems, and create network disruptions
(Benmalek, 2024, p. 198). Modern malware variants use advanced techniques to hide
themselves from security systems and can remain active for weeks or even years (Ozkaya,

2019, p. 14).

Another common attack is a denial of service (DoS) attack that has a goal to disrupt ser-
vice availability for its legitimate users (Sutton, 2022, p. 18). In a DoS attack, the attacker
overwhelms the targeted system by sending more requests or data than it can handle,
causing the system to stop working for its users (Ozkaya, 2019, p. 13). A more advanced
version of this type of attack is a distributed denial of service (DDoS) attack, where mul-

tiple systems target a single service simultaneously (Ozkaya, 2019, p. 13).

To track existing threats, threat actors, and emerging attack trends, cybersecurity pro-
fessionals use a threat landscape to analyze these elements and the relationships be-
tween threats and assets, providing a comprehensive view of the current cybersecurity
situation (lvanov et al., 2021, p. 1). This analysis is supported by organizations that pub-
lish reports analyzing and covering relevant threats in the cyber threat landscape. For
example, the European Union Agency for Network and Information Security (ENISA) pub-
lished a detailed report analyzing nearly 4,900 cybersecurity incidents from 2025 (ENISA,
n.d.). Additionally, the Finnish authority Traficom publishes “Cyber Weather” reports

monthly to highlight key events from the past month (Traficom, n.d.).
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2.1.1 Vulnerability classification systems

The CVE is a standardized list that documents known cybersecurity vulnerabilities, each
with a unique ID, a description, and public references (CVE Program, n.d.-b). According
to Michael & Bellis (2023, p. 6), it is a valuable community resource for vulnerability
management, enabling security professionals to share information effectively, and has
become an industry standard in many projects and products. However, the CVE list is not
perfect, as many vulnerabilities remain either unknown, undisclosed, or unassigned with
CVE IDs (Michael & Bellis, 2023, p. 6). As illustrated in Figure 2, published CVE records

are increasing each year.
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Figure 2. Evolution of the total number of published CVE records from 1999 to 2025.
Adapted from CVE Program (n.d.-a).

Since 2022, there has been a significant growth in the number of reported vulnerabilities.
This rise of published vulnerabilities can be explained by several factors: an increase in
code volume, greater complexity and size of software systems, and more frequent use
of third-party components (Dietrich et al., 2024, p. 77). Moreover, the use of advanced
vulnerability detection tools and artificial intelligence has improved the ability to identify

vulnerabilities (Malkawi & Alhajj, 2026, p. 1).
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While CVE catalogues known cybersecurity vulnerabilities in specific products and ver-
sions, the common weakness enumeration (CWE) is a community-developed list of soft-
ware and hardware weakness types maintained by MITRE (MITRE, n.d.-a). Each CWE en-
try describes a general class of flaw, for example, CWE-89 covers SQL injection, CWE-94
covers code injection, and CWE-798 covers the use of hard-coded credentials. CVE rec-
ord has usually references to one or more CWE identifiers that categorise the underlying

weakness (MITRE, n.d.-b).

2.1.2 Vulnerability severity assessment

After a vulnerability is correctly identified and assigned a CVE-ID, its severity is typically
calculated using the CVSS to provide a standardized risk assessment for prioritization.
CVSS provides detailed scoring information by defining a set of metrics that explain how
each score is calculated and enable consistent comparison between vulnerabilities (Mell
et al., 2006, p. 85). CVSS provides standardized vulnerability scores ranging from 0.0 to
10.0 in increments of 0.1, representing the severity of a vulnerability, as shown in Table

1.

Table 1. CVSS v4.0 severity ratings by score range. Adapted from NVD (n.d.).

Score Range | Severity
0.0 None
0.1-3.9 Low
4.0-6.9 Medium
7.0-8.9 High
9.0-10.0 Critical

According to Aggarwal (2023, p. 1182) and Balsam et al. (2024, p. 1), as illustrated in
Figure 3, CVSS uses three key metric groups to calculate the final vulnerability score: Base,

Threat, and Environment metrics.
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* Exploitability *  Exploit Code Availability * Impact Importance
+  Impact « Official Patches « Security Controls
Base Metrics Threat Metrics Environmental Metrics
CVSS Final Score
(0.0-10.0)

Figure 3. CVSS v4.0 scoring components structure. Adapted from Aggarwal (2023, p.
1182) and Balsam et al. (2024, p. 1).

Base metrics describe the characteristics of a vulnerability that remain constant over
time and across different environments. The base score is derived from two metric sets:
exploitability, which reflects how easily a vulnerability can be exploited, and impact met-
rics, which evaluate the potential damage to the system’s confidentiality, integrity, and

availability if exploited (Aggarwal, 2023, p. 1182; Coutinho et al., 2024, p. 18).

Threat metrics describe the characteristics of a vulnerability that may evolve over time
but is not tied to specific user environments, reflecting the present threat landscape,
including the availability of exploit code or official patches (Aggarwal, 2023, p. 1182).
Environmental metrics reflect the importance of confidentiality, integrity, and availability
within the organizational context, as well as how existing security controls may reduce

the impact of vulnerabilities (Aggarwal, 2023, p. 1182).

There is also a set of supplemental metrics that do not affect the final score but provide
more details about the vulnerability, aiding in a better overall understanding (Balsam et

al., 2024, pp. 1-2). These include metrics such as safety, automatability, provided
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urgency, recovery, value density, and vulnerability response effort (Aggarwal, 2023, pp.
1182-1183). The base score is the only required metric for the final score, while threat,

environmental, and supplement metrics are optional (Aggarwal, 2023, p. 1183).

2.2 Vulnerability detection in software systems

This section discusses various techniques for detecting vulnerabilities in software sys-
tems. When reviewing source code, two primary approaches can be identified: static and

dynamic analysis, as summarized in Table 2.

Table 2. Comparison of static and dynamic analysis.

Aspect Static analysis Dynamic analysis

Definition Analysis of code without execution | Analysis through program execu-
tion

Purpose Detect vulnerabilities early Identify runtime errors

Software Lifecycle | Early phases Later phases, testing and deploy-
ment phases

The table highlights the key differences between static and dynamic analysis. These ap-
proaches occur at different stages of the software lifecycle and emphasize different focus
areas. After discussing these two primary techniques, the section proceeds to cover de-
pendency-based vulnerability detection and concludes with a summary and potential

future research directions.

2.2.1 Static analysis

Static analysis is a process in which a software system component is evaluated based on
its form, structure, content, or documentation without executing the program (Liu et al.,
2012, p. 1). It is employed in the early stages of the software development life cycle to
detect software flaws, logical errors, and other potential issues (Cong et al., 2024, p. 2).

Traditional static analysis techniques, such as manual code inspection, require significant
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human effort, and inspectors need domain knowledge to detect the vulnerabilities they

are trying to identify (Liu et al., 2012, p. 1). For this reason, static analysis tools exist.

Static code analysis tools are commonly used to detect bugs by analyzing source code
without executing it (Louridas, 2006, p. 1). Static analysis tools still require labor work as
their outputs must be verified by a human and cannot be fully automated (Liu et al.,
2012, p. 1). Two typical problems of static analysis tools are false negatives and false
positives. It is mathematically impossible to create an algorithm that can correctly deter-
mine the behavior of all possible cases (Algaradaghi & Kozsik, 2024, p. 2). As a result of
this limitation, false negatives are simply unavoidable (Algaradaghi & Kozsik, 2024, p. 2;
Liuetal., 2012, p. 2).

These tools can also produce false positives, where vulnerabilities are reported even
though they don’t exist. Because of this, manual expert evaluation is needed to verify

and confirm whether the reported issues represent real vulnerabilities (Liu et al., 2012,

p. 2).

2.2.2 Dependency-based vulnerability detection

Many modern software projects rely on third-party open-source libraries because they
provide reusable components that speed up implementation and reduce effort. How-
ever, the increasing use of external dependencies also introduces additional security
risks for software (Schott et al., 2026, p. 1). To identify vulnerabilities originating from

components, software composition analysis (SCA) tools are commonly used.

SCA tools analyze software code dependencies, identify potential vulnerabilities from
known vulnerabilities catalogues, and help developers to upgrade dependencies to
newer versions (Dietrich et al., 2024, p. 77). While these tools are effective at detecting
vulnerability packages, they often lack the ability to determine whether a vulnerability

is actually exploitable or harmful to the system (Dietrich et al., 2024, p. 78).



20

A large-scale study by Zhang et al. (2024, p. 2) found that while thousands of projects
used vulnerable libraries, only a fifth of them were actually threatened because the ap-
plications didn’t call vulnerable APIs. This confirms that most of the identified vulnera-
bilities remain theoretical because they are not reachable at the application level and

therefore not exploitable in the project context.

Furthermore, current SCA tools often produce false positives because they are too ge-
neric and lack context awareness, leading to an increase in vulnerability alerts and mak-
ing it difficult for developers to find critical issues in external components (Lin et al., 2025,

pp. 2170-2176).

Theoretical vulnerabilities and false-positive alerts generate a large amount of non-ac-
tionable data. Ultimately, this type of information may lead to alert fatigue, which is a
psychological state where developers overlook or ignore vulnerability notifications be-
cause they feel overwhelmed by the volume of information (Stanton et al., 2016, pp. 28—

29).

These limitations suggest that dependency-based detection approaches are scalable but
fail to distinguish between theoretical vulnerabilities and actual contextually exploitable
risks. Consequently, more advanced analytical methods are needed to better understand

how vulnerable components are used in modern software systems.

2.2.3 Dynamic analysis

Sometimes the software code needs to be executed to detect vulnerabilities that occur
only at runtime. Dynamic analysis evaluates the system by running it and helps identify
vulnerabilities during operation (Cong et al., 2024, p. 1). Dynamic analysis works by mon-
itoring a program's behavior during execution, often by intercepting function or API calls

to observe how it interacts with the operating system (Egele et al., 2012, p. 7).



21

Dynamic tools help to detect problems that static analysis might miss, such as perfor-
mance bottlenecks, memory leaks, or other issues only detectable at runtime (De Silva
et al,, 2023, p. 1). A disadvantage of dynamic analysis is that it suffers from incomplete
path coverage, only the code paths that are executed during analysis are observed,
which means vulnerabilities in unreached paths remain undetected (Egele et al., 2012,

p. 18).

Even though static and dynamic analyses have their own flaws, both are essential
throughout the software development life cycle, and their quality continues to improve
as new technologies and approaches emerge. The accuracy of code analysis can be en-
hanced by leveraging machine learning and artificial intelligence, making the results
more reliable (Humran & Sonmez, 2025, p. 1). Furthermore, recent research has ex-
plored the use of artificial intelligence and large language models to support vulnerabil-
ity detection through contextual reasoning and cross-procedural code analysis (Y. Li et

al., 2025, pp. 1, 10).

2.3 LLM-based multi-agent systems

Intelligent agents are computer systems that are capable of operating autonomously
within their environments to achieve specific goals (Wooldridge, 2009, p. 32). These
agents are capable of reactive, proactive, and social behavior, and can select actions
based on plans, goals, and their knowledge base, and may communicate to coordinate

activities and cooperate dynamically (Wooldridge, 2009, p. 35).

Multi-agent (MA) systems are defined as systems of multiple agents that interact and
can cooperate, coordinate, and negotiate with each other (Wooldridge, 2009, p. 16). Ac-
cording to Tran et al. (2025, p. 5), there are four key components in MA systems: agents,
environment, interactions, and organization. In their framework, agents are represented

as the primary autonomous actors within systems, as illustrated in Figure 4.
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Figure 4. Core components of MA systems. Adapted from Tran et al. (2025, p. 9).

Agents are defined by their internal knowledge models and cognitive capabilities, such
as reasoning, learning, and decision-making (Tran et al., 2025, p. 5). By environment,
they refer to the external context in which agents operate, including sensory input and

operational space for their actions and interactions (Tran et al., 2025, p. 6).

Interactions occur with communication mechanisms that are often supported by stand-
ardized communication languages, enabling complex social behaviors such as coopera-
tion, negotiation, and coordination among agents (Tran et al., 2025, p. 6). And by organ-
ization, they refer to the system's structural governance, which can range from formal

hierarchical control to decentralized structures shaped by spontaneous behavior.

Agents have different ways to cooperate and communicate with each other. They may
cooperate toward shared goals, compete by pursuing conflicting objectives to maximize
own interest, or combine both behaviors depending on the system design (X. Li et al.,
2024, pp. 21-22). Their communication structures are categorized as centralized, where

a coordinating agent oversees interactions, decentralized, allowing agents to
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communicate directly without a central controller, or hierarchical, where tasks are dis-
tributed across levels (Tran et al., 2025, pp. 16—19). Furthermore, MA system architec-
tures can be either static, with fixed agent roles and domain knowledge, or dynamic,

where agents and interactions can adapt at runtime (Tran et al., 2025, pp. 19-20).

2.3.1 Multi-agent cooperation strategies

Multi-agent interactions and behavior depend on their cooperation strategy, which can

be rule-based, model-based, or role-based, as illustrated in Table 3.

Table 3. Comparison of multi-agent cooperation strategies. Adapted from Tran et al.
(2025), Strachan et al. (2024), and Wooldridge (2000).

Strategy Primary Driver Best For Limitation
Rule-based Predefined Rules Stable Tasks Low Flexibility
Model-based | Probabilistic Models Social Tasks Complexity/Cost
Role-based Organizational Structure | Complex Workflow | Fixed Protocols

In rule-based cooperation, agents’ behavior is governed by predefined rules rather than
probabilistic or role-specific inputs (Tran et al., 2025, p. 13). This kind of cooperation
strategy can be useful in situations where it is beneficial not to stray from a predefined
path, such as debate and majority rule votes (Tran et al., 2025, p. 14). However, rule-
based cooperation has limited adaptability to uncertainty and may fail in situations with-
out predefined constraints (Tran et al., 2025, p. 14). Also, difficulties may arise when
rule-based agents are scaled on complex tasks, as the number of rules can increase ex-

ponentially (Tran et al., 2025, p. 14).

Model-based cooperation uses probabilistic models such as the Theory of Mind (ToM)
to enable agents to make decisions that are most likely to align with other agents. ToM
is a central ability in human social interactions, where a human is capable of tracking
other people’s mental state (Strachan et al., 2024, p. 1286). Recent research on large

language models suggests that LLMs can follow aspects of ToM when solving tasks that
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require reasoning about the beliefs or perspectives of others (Strachan et al., 2024, p.
1286). However, their performance is often inconsistent and sensitive to prompt varia-
tions, which raises a question of whether these models should rely on learned linguistic
patterns instead (Strachan et al., 2024, p. 1286). According to Tran et al. (2025, p. 16),
model-based cooperation can be difficult to design and deploy because it requires com-
plex models of the environment and agent interactions. Furthermore, their probabilistic

decision-making might be computationally expensive (Tran et al., 2025, p. 16).

Role-based MA systems are built around organizational roles rather than individual
agents and can be described as computational organizations composed of interacting
roles (Wooldridge et al., 2000, p. 285). A role defines the expected behavior for specific
agents within the system and is characterized by responsibilities, permissions, activities,
and interaction protocols (Wooldridge et al., 2000, p. 289). Responsibilities specify what
an agent must achieve, permissions define what kind of information or resources an
agent may access, activities describe an agent's internal computations, and protocols

define ways of interaction between roles (Wooldridge et al., 2000, pp. 289-290).

Building MA systems with agents that have clearly defined roles can improve system ef-
ficiency and support the organization, as agents can be experts in specific tasks and func-
tionalities (Tran et al., 2025, p. 15). Also, this specialization increases modularity and re-
usability, as individual agents can be developed, implemented, and updated inde-
pendently, thereby improving the system's overall performance (Tran et al., 2025, p. 15).
However, conflicts or functional difficulties may arise within the system in coordination

if agent roles are poorly defined or insufficiently specified (Tran et al., 2025, p. 15).

While traditional MA system research provided the foundation for agent interaction,
LLMs have extended these concepts, making them autonomous participants capable of
organic specialization. In modern LLM-based multi-agent systems, roles are often used
to split responsibilities between agents such as planners, executors, critics, and experts

(Vijayaraghavan et al., 2026, p. 2).
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2.3.2 LLM-enhanced agent reasoning

Recent advances in LLMs have expanded the capabilities of intelligence agents. These
agents use LLMs as their “brain” to sense the environment, make decisions, and take
actions through multi-step reasoning (Minaee et al., 2025, p. 2). LLMs are typically pre-
trained on various datasets, providing agents with a solid foundation for understanding

specific topics (Tran et al., 2025, p. 8).

Combining pre-trained models with external knowledge sources and tools enables
agents to communicate effectively with users and their environments, and to adapt their
actions based on feedback, which can reduce the likelihood of hallucination (Peng et al.,

2023, p. 1).

LLM-MA systems have enhanced traditional system communication architectures by in-
troducing structured coordination mechanisms between agents. According to Guo et al.
(2024, pp. 4-5) and Li et al. (2024, pp. 21-22), four common communication architec-

tures are used in LLM-MA systemes, as illustrated in Figure 5.



26

XFQ
¢ > @

A

/
A,

y
J
g

Centralized Decentralized

Query

AR N

& & . \y
e e Message
/ Pool

@ ®
— | ]

A,

o

@
P

)

Layered Shared Message Pool

Figure 5. The agent communication structures. Adapted from Guo et al. (2024, p. 4).

These four structures differ mainly in how control and information flow between agents.
In a layered structure, work moves in one direction from one level to the next, which
suits for tasks that can be split into clear stages. A decentralized structure lets every
agent talk to every other agent directly, fitting situations where agents have similar ca-
pabilities and no single agent should be in charge. A centralized structure places one
agent at the middle of the communication, giving the system a clear point of control but
also a single point of failure. Finally, a shared message pool removes links between
agents and instead lets them read and write to a common space. Which structure is ap-

propriate depends on the nature of the work the system is built to carry out.
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2.3.3 Memory capabilities on LLM-based agents

A key feature of LLM agents is their memory system, inspired by human cognitive pro-
cesses, in which information is encoded in sensory memory, then transferred to short-
term memory, and eventually consolidated into long-term memory (Jia et al., 2026, p.
22). These agents use memory modules to gather experiences, act rationally and effec-

tively, and adapt their actions by referring to past interactions and knowledge.

Short-term memory (STM) functions as temporary storage for LLMs, typically holding
recent inputs within the context window, which represents the span of contextual infor-
mation a model can use to process data and generate outputs (Jia et al., 2026, p. 23;
Shan et al., 2025, p. 6). The context window is typically measured in tokens, and its size
greatly influences the model’s performance. When the maximum token limit is reached,
LLMs might lose information beyond their token capacity (J. Guo et al., 2024, p. 4). This
means that a larger context window helps the model maintain coherence during longer
conversations and manage multiple dialogue threads more effectively (Shan et al., 2025,
pp. 6-9). Another part of STM is working memory, which has an important role in multi-
step reasoning and decision-making, such as planning (Shan et al., 2025, p. 6). With
working memory, LLM agents can hold multiple ideas in mind simultaneously, enabling

them to process data across multiple inputs.

Long-term memory (LTM) serves as an external storage system that agents access via
queries, keeping relevant data accessible and enabling them to recall information when
needed (Jia etal., 2026, p. 23; Shan et al., 2025, p. 7). LTM can be categorized into explicit
and implicit memory. Explicit memory allows the agent to dynamically capture context-
aware information and to collect knowledge from external memory, such as databases,
vector stores, and graph structures, including facts, rules, and structured and unstruc-
tured knowledge (Jia et al., 2026, p. 14). Implicit memory enables an agent to develop
instincts, such as retaining and recalling the steps needed to complete tasks, functioning

unconsciously (Shan et al., 2025, p. 7).
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2.3.4 Enhancing the capabilities of LLMs with tools

LLMs cannot access knowledge beyond their training data. To overcome this, their capa-
bilities can be extended through external tools such as Retrieval-Augmented Generation
(RAG) and MCP. With these external tools, LLMs can attain higher accuracy on complex

tasks and enhance their overall performance (Shen, 2024, p. 1).

The limitations of knowledge can be addressed by using RAG. RAG allows LLMs to access
relevant data from external sources by querying databases and incorporating this infor-
mation into their responses to fill gaps in its pre-trained knowledge (Lewis et al., 2021,
p. 2). This approach improves accuracy and provides access to domain-specific, up-to-
date information, making it well-suited for question-answering systems and enterprise

knowledge retrieval (Fan et al., 2024, p. 8).

Another promising technology is the MCP, introduced by Anthropic (n.d.-b), which stand-
ardizes how Al applications access external tools and services. Traditionally, LLM-based
systems relied on direct APl integrations, in which each service was connected individu-
ally (see Figure 6), resulting in complex, less scalable system architectures (Hou et al.,

2025, p. 4).
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Figure 6. Comparison of Al agent communication using direct API calls and the MCP.
Adapted from Hou et al. (2025, p. 3).

MCP provides a unified protocol that enables dynamic connections to multiple tools
without requiring separate integrations for each service (Hou et al., 2025, p. 4). Addi-
tionally, many third-party services now provide prebuilt MCP interfaces, enabling faster

integration.

Furthermore, to enhance MCP connectivity, Anthropic released agent skills that prepare
agents for specific tasks (Anthropic, n.d.-a). These skills are documented in a markdown
file, where users define the agent's behavior and the connections to utilize in natural
language. Essentially, skills dictate "what to do," while MCPs determine “how to connect”
(Xu & Yan, 2026, p. 2). With these skills, the agent can determine which MCPs to use,
what kind of problem it is addressing, and how it should approach the task. This interac-

tion between the agent, skills, and the MCP layer is illustrated in Figure 7.
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Figure 7. Interaction between agent, skills, and MCP layer in task execution. Adapted
from Xu & Yan (2026, p. 6).

As shown in Figure 7, the agent starts by processing user intent, then it selects relevant

skills, interacts with the MCP layer, and finally generates structured output.
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3 Existing approaches to automated source code analysis

In this chapter, various LLM-based vulnerability analysis solutions and case studies are
examined, focusing on their workflows and results, particularly false positives. To ensure

relevance, this chapter reviews only research published after 2024.

Research on automated source code analysis has evolved from traditional rule-based
static analysis towards more advanced solutions in which LLMs are part of the process.
Current methods for LLM-based vulnerability detection fall into two main categories:
fully LLM-driven solutions, where the model handles the entire analysis process, and hy-
brid approaches that combine LLMs with traditional static analysis tools to improve de-

tection effectiveness.

3.1 Implemented fully LLM-based approaches

Fully LLM-based approaches perform vulnerability detection without relying on tradi-
tional static analysis tools. Commonly, this is achieved with contextual reasoning, prompt
engineering, and multi-agent coordination to analyze source code and identify potential

vulnerabilities.

An example of fully LLM-based vulnerability detection is a multi-agent framework pro-
posed by Li et al. (2025). The framework uses contextual reasoning and interactive re-
finement to support the process and consists of role-based agents that collaborate
through iterative feedback loops to improve detection accuracy (Y. Li et al., 2025, p. 1).
The system comprises three agents: the architecture agent, analyst agent, and evalua-

tion agent (Y. Li et al., 2025, p. 4).

Results show that employing contextual reasoning allows for more accurate identifica-
tion of the vulnerability's location within the system. Additionally, using the evaluation

agent yields a lower error rate than other systems (Y. Li et al., 2025, p. 10).
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Another example is presented by ZeMicheal et al. (2024) who introduced a multi-agent
system that leverages LLMs for vulnerability analysis in container environments. This ap-
proach employs Plan-and-Execute reasoning and comprises three core parts: a checklist
generator, an LLM agent planner, and components for justifying and summarizing the

results into human-readable text (ZeMicheal et al., 2024, pp. 3-6).

The results demonstrate the effectiveness of streamlining vulnerability analysis tasks and
help eliminate the need for manual verification of CVEs, allowing developers to review
only the outcomes after agents have completed their actions (ZeMicheal et al., 2024, pp.
1, 11). However, the results also indicate that the system’s accuracy is not perfect and

requires fine-tuning to improve its performance (ZeMicheal et al., 2024, pp. 10-11).

3.2 Implemented hybrid approaches combining LLMs and static analysis

While some approaches rely fully on LLM reasoning, others integrate LLMs with tradi-
tional techniques. For example, Huang et al. (2025) propose a system that combines
static analysis with the reasoning capabilities of LLMs. Their method generates custom
prompts to guide LLMs in dependency analysis and chain-of-thought reasoning. Results
show that this solution outperforms traditional vulnerability detection methods in

source code analysis (Y. Huang et al., 2025, p. 1).

Similarly, Chen et al (2025, p. 1) introduce a process in which static analysis is first used
to identify relevant code lines, and LLM applies detailed chain-of-thought prompting to
refine the analysis. Their results show that detection accuracy improves when static code
analysis is combined with LLM reasoning (Chen et al., 2025, p. 1). However, Armando et
al. (2026, p. 1) found that LLMs combined with static application security testing (SAST)
tools do not yet outperform traditional static analysis tools. Their findings suggest that
LLMs can improve results, especially for business-critical software, the best performance

is still achieved by traditional SAST tools.
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The LLM’s ability to understand context can improve with prompt engineering, a practice
of creating detailed, more effective prompts that yield more accurate outputs. Highly
detailed prompts can be used as reusable templates to guide LLM behavior and improve
output quality. For example, Daneshvar et al. (2024, pp. 1-2) propose an approach
where RAG retrieves code samples and incorporates them into prompt templates to gen-
erate new vulnerable code samples. This helps address cases where these models lack
sufficient examples of vulnerable code, which negatively affects their detection perfor-
mance (Daneshvar et al., 2024, p. 2). Their results show that vulnerability detection mod-
els benefit from training data that is more diverse and enriched with retrieved contextual

information (Daneshvar et al., 2024, p. 14).

3.3 Improving vulnerability detection with external knowledge

RAG can also be used to collect data on historical vulnerabilities and their fixes. Du et al.
(2024) propose a multi-dimensional framework that leverages historical vulnerabilities
and their corresponding fixes to enhance LLM-based detection accuracy. Their approach
builds a knowledge base by extracting vulnerability causes, functional semantics, and
fixing solutions from CVE data, which is then retrieved to guide the analysis (Du et al.,
2024, p. 2). The results show that this approach significantly improves vulnerability de-
tection and enables the identification of previously unknown vulnerabilities (Du et al.,

2024, p. 1).

The model’s vulnerability-detection performance can be improved through fine-tuning,
a process in which the model is trained on specific data. Yang et al. (2026) demonstrate
that integrating fine-tuned LLMs into a multi-agent vulnerability analysis system im-
proves both detection accuracy and efficiency, and identifies previously undetected vul-

nerabilities (Yang et al., 2026, p. 1).
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Another way to improve models' detection performance, besides fine-tuning, is context-
aware analysis, in which the model incorporates the broader code context. For example,
Qiu et al. (2026) introduce a method in which LLM-based vulnerability detection lever-
ages project-level contextual information to enhance its accuracy. Their approach fo-
cuses on code dependencies and relationships between components, allowing more ac-
curate detection analysis compared to isolated code evaluation (Qiu et al., 2026, p. 1).
The results show that providing contextual information reduces misinterpretation of

code and enhances detection accuracy (Qiu et al., 2026, p. 1).

3.4 Main insights from current solutions

LLM-based vulnerability detection approaches can be grouped into several categories,
including multi-agent systems, prompt engineering, context-aware analysis, retrieval-
augmented generation, hybrid analysis, and model optimization techniques. Table 4

highlights their core ideas and key contributions.



Table 4. Summary of LLM-based vulnerability detection approaches.
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Approach | Core Idea Key Contribution Author
Multi- LLM-based agents collabo- Improves detection ac- Li et al. (2025);
agent ap- | rate through context rea- curacy and enables ad- ZeMichael et al.
proaches soning and iterative refine- vanced reasoning (2024)

ment
Prompt En- | Uses structured prompting Enhances vulnerability Chen et al. (2025);
gineering techniques such as chain- detection accuracy Daneshvar et al.

of-thought, in-context without model retrain- (2024)

learning, and prompt tem- ing

plates
Context- Enhances project-level contex- | Improves detection ac- Qiu et al. (2026)
Aware tual information into LLM- | curacy by reducing iso-
Analysis based vulnerability detection lated code interpreta-

tion

Retrieval- Integrates external Enhances detection ac- Du et al. (2024)
Aug- knowledge sources such as curacy and reduces
mented vulnerability databases into hallucination
Generation | LLM reasoning
Hybrid Combines traditional static Reduces false positives Huang et al.
Analysis analysis tools with LLM- by leveraging comple- (2025)

based reasoning mentary methods
Fine-tun- Adapts LLMs vulnerability Improves performance Yang et al. (2026)
ing detection by using domain- in specialized domains

specific datasets

Despite recent advancements in automated source code vulnerability detection, they

still face several limitations. A key challenge is the high number of false positives, which

increases the workload for developers and reduce trust for automated tools. Traditional

static analysis tools, such as SonarQube, continue to play an important role in the SDLC

and are widely used in the industry on a daily basis. However, these tools rely on prede-

fined rules and often cannot determine whether a detected vulnerability is truly exploit-

able, often resulting in a high number of false positives.

A recent study by Ni et al. (2025, pp. 9-10) shows that current LLM-based methods are

not as effective at vulnerability detection as alternative methods. They perform worse

than alternative learning models, including sequence-based and graph-based ap-

proaches, emphasizing the necessity to develop a dedicated vulnerability detection
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model. But this doesn’t mean using LLMs is unsuitable for this task. Ni et al. (2025, p. 19)
also found that their ability to leverage contextual understanding and natural language
reasoning, combined with effective prompt design, can be helpful. Furthermore, existing
research emphasizes using RAG to include external knowledge, but less focus has been
given to newer methods like the MCP for retrieving vulnerability data dynamically and in

more a structured way.

LLM-based multi-agent systems are a promising new technology, but they also face sev-
eral limitations. According to Guo et al. (2024, p. 10), LLM-MA systems encounter chal-
lenges in multi-modal environments, where agents must process and integrate diverse
data types beyond textual information, making it difficult for them to understand one
another and respond to complex, non-textual information. Another significant issue is
hallucination, where LLMs produce false or misleading information (L. Huang et al., 2023,
p. 2). Hallucination can be particularly severe in layered systems, where hallucinations
produced by one agent may propagate to others, which can lead to cascading errors (T.
Guo et al., 2024, p. 10). This shows that detecting and mitigating hallucinations is critical
at both the individual-agent level and the overall information-sharing level between

agents.

In a study by Noever (2023), LLMs were compared to Snyk, a popular static code analysis
tool used by software developers that provides detailed vulnerability reports. The study
found that GPT-4 detected four times more vulnerabilities than Snyk, suggesting that
large language models are more advanced and capable of understanding and reasoning
on a higher level than traditional static code analysis tools (Noever, 2023, p. 6). This im-
plies that LLMs could serve as valuable tools for automating code analysis in complex
systems. However, another study found that some of these advanced models achieved
less than 50% accuracy, suggesting that even a random guesser could outperform them
(Steenhoek et al., 2024, p. 6). This highlights the need for fine-tuning these models,

which could significantly improve their accuracy and overall effectiveness.
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Additionally, LLMs’ internal reasoning processes are not fully transparent, making them
still considered as black-box systems. This lack of transparency makes it difficult to un-
derstand how these models arrive at their conclusions and complicates the evaluation
of their reliability in complex systems (Taghavi Far & Feyzi, 2025, p. 60). Furthermore,
increasing the number of agents doesn’t always improve performance. In sequential rea-
soning tasks, multi-agent systems have been shown to reduce performance by 39-70%

compared to a single agent baseline (Kim et al., 2025, p. 1).

Another important consideration for LLM-MA systems is their high computational cost,
which is tied to token usage. Recent studies show that prompt and output token lengths
have increased significantly, as LLMs are being used for more complex, content-rich tasks
(Aubakirova et al., 2026, p. 15). Since LLM usage is priced based on token consumption,
this directly results in higher operational costs (Aubakirova et al., 2026, pp. 28—30). Con-
sequently, selecting an appropriate model is an important factor in cost efficiency, as
there are significant differences among models in pricing and token consumption

(Aubakirova et al., 2026, p. 31).
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4 Design science research approach

This study is conducted using the DSR methodology. The DSR will produce an artifact
that will be demonstrated through a PoC, and its functionality will be evaluated. This

study will follow the framework by Peffers et al. (2007).

The goal of design science is to solve problems by producing an artifact. According to
Hevner et al. (2004, p. 91), the core idea of DSR is to create unique artifacts and prove
their usefulness with evidence. The artifacts must reflect real-world contexts, and there
cannot be existing solutions, or else the artifacts are irrelevant, meaning they don’t pro-

vide any utility, as other solutions already satisfy the problem (Hevner et al., 2004, p. 91).

4.1 DSR knowledge and guidelines

According to Gregor & Hevner (2013, p. 343), DSR knowledge can be divided into de-
scriptive and prescriptive knowledge, with descriptive knowledge focusing on explaining
the world as it is, covering insights into natural phenomena, their characteristics, and
the principles that govern them. Prescriptive knowledge, on the other hand, guides ac-
tion and provides knowledge of how to create and apply artifacts to practical problems

(Gregor & Hevner, 2013, p. 343).

The design science has often relied on descriptive research methods borrowed from the
social and natural sciences, which primarily produce explanatory knowledge rather than
applicable, solution-oriented artifacts. To address this, Peffers et al. (2007, p. 46) argue
that a common framework and a shared mental model are necessary to guide research-

ers in both conducting and evaluating DSR.

Similarly, Hevner et al (2004, p. 83) propose seven guidelines to support the conduct and
evaluation of effective design science research. The guidelines emphasize that DSR

should produce a viable and relevant artifact, address a clearly defined problem, provide
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demonstrated utility, contribute novelty, be grounded in rigor and internal consistency,
use a structured search process for solutions, and communicate results effectively to
both academic and professional audiences (Hevner et al., 2004, p. 83). The DSR approach
is well-suited to this study’s research problem, as it addresses a real-world issue in which

stakeholders seek practical solutions grounded in theory.

4.2 Research process

This study follows the design science research methodology presented by Peffers et al.
(2007), which comprises six core activities. The process is illustrated in Figure 8. The first
step of the methodology is to identify the problem and its motivation by defining the
research problem and justifying why and how the solution works (Peffers et al., 2007, p.
52). In this study, the problem is the limited ability of traditional static analysis tools to
reason about the context and exploitability of the detected vulnerabilities, and the high

cost of commercial alternatives that attempt to close the gap.

The next step is to establish objectives for the solution, whether quantitative or qualita-
tive. The aim is to determine what is achievable and realistic within the project's scope
(Peffers et al., 2007, p. 55). In this study, the objective was to design an architecture for
an Al-based multi-agent system that combines a static analysis scanner with external

vulnerability intelligence and produces a structured vulnerability report.
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Figure 8. The design science research methodology process. Adapted from Peffers et al.
(2007, p. 54).

The third step is to create the artifact, which can be any designed object (Peffers et al.,
2007, p. 55). In this study, the artifact is the multi-agent system architecture that consists
of four specialized agents, is coordinated by an orchestration engine, and leverages MCP

servers for external capabilities.

The fourth step is to demonstrate the feasibility of the proposed artifact and show how
it solves the problem (Peffers et al., 2007, p. 55). In this study, the artifact was demon-
strated through a PoC implementation that was executed across five iteration rounds,
first against a purpose-built test repository and finally against the real-world pylLoad pro-

ject.

The fifth step is to evaluate the artifact by comparing its objectives to the actual results
of its use. In this study, a formal evaluation was not conducted. Instead, observations
gathered during the five demonstration rounds served as a lightweight evaluation, al-

lowing each weakness detected by a run to inform the next version of the artifact.
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The final step is to communicate the problem, artifact, and its utility to the audience. In
this study, communication is handled through this thesis, which documents the problem,

design decisions, the iteration history, and the final artifact.

Although the activities are presented in a structured order, the process is iterative and
flexible, allowing researchers to start at any step, depending on the context, which can
be problem-centered, objective-centered, design- and development-centered, or con-
text-initiated (Peffers et al., 2007, p. 56). For example, the researcher may return to step
3 if the artifact requires improvements before moving forward (Peffers et al., 2007, p.

56). The corresponding key activities are described in Table 5.

Table 5. Key activities followed the design science research process. Adapted from
Peffers et al. (2007).

Common Design Process Elements | Key Activities in This Study
(Peffers et al., 2007)

Problem identification and motivation | Analyze challenges in vulnerability management; con-
duct a literature review on LLM-MA systems fixing this
problem and establish the research gap

Definition of the objectives for a solu- | Design the architecture of LLM-MA system for vulner-

tion ability detection, specify agent roles and capabilities

Design and development LLM-MA system architecture for vulnerability detec-
tion process enhanced with static analysis tool

Demonstration Demonstrate solution by building a PoC prototype

Evaluation Formal empirical evaluation is excluded, as the PoC
demonstrates feasibility

Communication Applied through the documentation and reporting of

the research outcomes in this thesis

Chapter 5 presents the resulting artifact and its iterative development across five itera-

tions rounds, followed by the final version of the multi-agent system architecture.
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5 Artifact development

In this chapter, the artifact is developed following the DSMR framework by Peffers et al.
(2007). The proposed solution will be built by acquiring prior knowledge from existing
LLM-based vulnerability detection solutions. However, step 5, evaluation, is excluded
from the solution due to project scope. The solution’s feasibility will be demonstrated by

building a PoC prototype, and the process and results will be documented.

5.1 Entry point: objective-centered solution

Following Peffers et al. (2007, p. 56), this study enters the DSR process at the objective-
centered solution point. The objective is to design an LLM-MA system architecture for
automated vulnerability analysis, set in advance and grounded in a practical concern
identified within a Finnish digital engineering and consulting firm. Existing commercial
solutions come with expensive license costs and limited room for adaptation. This moti-
vated the development of an in-house pipeline that integrates a static analysis tool with
language-model agents and is configured to the organization’s own development work-

flow.

5.2 Problem identification and motivation

Traditionally, software development primarily relies on static analysis tools such as So-
narQube to identify vulnerabilities and dependency issues. However, these tools cannot
determine if their findings are false positives, that is, whether the source code is truly at
risk or if the issue is harmless and ignorable (Liu et al., 2012, pp. 1-2). These alerts in-
crease the effort for developers, who must manually review and distinguish false posi-
tives (Tymchuk, 2017, p. 1). The results suggest a demand for more efficient, context-
aware solutions that go beyond static rule-based pattern matching and offer greater

modularity and adaptability to organizational workflows.
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5.3 Objectives of a solution

A better artifact would not only flag potentially vulnerable code but also reason about
its surrounding context, distinguish exploitable findings from harmless ones, and present
the results in a form that a developer can act on without further analysis. It would treat
the static analyzer as one component among several rather than as the sole authoritative
source. This analyzer’s output is then enriched with public vulnerability data and code-

level reasoning, and gathered into a structured report.

The proposed solution defines distinct agent roles and external integrations for the ob-
jectives stated in 5.1. The artifact is a system architecture, demonstrated via a PoC pro-
totype. In terms of DSR, it is an instantiation that demonstrates how multiple specialized
agents can coordinate reasoning, retrieve external vulnerability information, and analyze

source code in a structured way.

The solution defines agent roles for retrieving vulnerability data, analyzing source code,
reviewing the architectural context, and generating structured reports. These agents
communicate via a role-based coordination strategy. External knowledge sources, public
CVE and CWE catalogue are integrated through MCP servers to ensure that the analysis
remains aligned with current vulnerability information. The utility of the proposed solu-
tion can be evaluated by examining whether the system successfully identifies relevant

vulnerability patterns and produces explainable analysis outputs.

The central requirements of the solution are adaptability to new vulnerability infor-
mation, scalability to large and complex repositories, and structured support for human
security analysis. It is intended for use by software development organizations to help
identify and address software vulnerabilities more effectively in dynamic, knowledge-

intensive environments.
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The contribution is not only the prototype itself but also insights into agent roles, coor-
dination strategies, and the integration of external CVE/CWE data through MCP servers.
The main limitations are that the solution is small-scale and that LLM behavior can vary
with prompts and model settings. Additionally, LLMs may produce plausible but factually

incorrect outputs (hallucinations).

5.4 Design and development

The design and development phase creates the artifact that is the LLM-MA system archi-
tecture for vulnerability analysis. The proposed artifact features specialized agents, each
with a distinct focus, communicating in a layered manner. The analysis process is divided

into sequential phases: data retrieval, code analysis, and report generation.

A single-agent system was considered, but a single LLM’s context window can quickly be
exhausted during iterative reasoning. Once exceeded, the model begins to forget earlier
reasoning, potentially causing repetitive thought processes and unpredictable outcomes
(Y. Li et al., 2025, p. 3). Distributing the work across multiple specialized agents has been
proposed in the literature as a way to mitigate this limitation, since each agent operates

within a smaller, role-specific context (T. Guo et al., 2024, p. 3).

For this reason, the architecture proposed in this thesis is multi-agent rather than single
agent. Dividing tasks across agents reduces the amount of context each agent must han-

dle and keeps the reasoning process more stable.

5.4.1 Core architectural components of the LLM-MA system

The proposed multi-agent system architecture comprises four core components, each
interconnected to maximize the effectiveness of the vulnerability detection process, as

illustrated in Figure 9. A central component to manage the sequence of agent execution
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and the flow between them is an orchestration engine. The orchestration engine is the
backbone of LLM applications. It enables LLM agents to interact and share knowledge
with each other. By using an orchestration engine, these applications can scale, manage

resources, balance loads, and automate workflows.

The second component is a specialized agent’s layer, comprising autonomous agents,
each with a distinct role and a set of skills for a specific purpose. The third component is
a tool layer that works as a standardized interface for agents to interact with external
data sources and tools, such as MCPs. In this study, selected MCP tools provide access
to SonarQube, CVE databases, and the files of the selected repository, where vulnerabil-

ities exist.

Finally, the fourth component is the execution environment where the entire system is
deployed and run. It can be an isolated environment, such as Azure Pipelines or a con-
tainer system like Docker. Together, these components create a foundation for a multi-

agent system.



Figure 9. Overview of the multi-agent system architecture.
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As Figure 9 shows, these four components form a single pipeline with a clear direction

of data flow. The pipeline takes a target source-code repository that has been pre-
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scanned with SonarQube as input. SonarQube is invoked before the pipeline starts, reads
the target repository, and uploads the results into the SonarQube server. Inside the exe-
cution environment, the orchestration engine acts as the entry point of the run. It man-
ages how agents are invoked and maintains a shared state object that carries data be-
tween them. The agents call tool layer via MCP servers, which gives them appropriate
API or filesystem calls and return the results back to the agent. After all agents have
contributed to the shared state, the pipeline produces a structured Markdown report as

output.

5.4.2 Specialized agents and their responsibilities

As illustrated in Table 6, the multi-agent system uses four specialized agents that import
SonarQube findings, enrich them with CVE data, analyze surrounding code, identify ar-
chitectural patterns, and output a structured security report. Each agent uses an LLM
tailored to their specific task, considering the required reasoning complexity. They utilize
detailed prompt templates and specific skills to enhance their reasoning accuracy. The
agent's skills are documented in a standardized markdown file. The skills always start
with metadata, followed by details of the skill, defining their core responsibilities, key

skills, tools used, and expected outputs.
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Table 6. Responsibilities, tools, and outputs of vulnerability detection agents.

Agent Responsibility Tools Output
Retrieval Handles SonarQube response | SonarQube | Enriched vulnerability rec-
agent formats, extracts CVE ID, fetches | MCP, CVE | ords with CVSS
CVSS score MCP Server
Code Analysis | For each vulnerability, reads the | Filesystem | Code context including is-
agent affected file, and surrounding | MCP sue id, code snippets, and
code, identifies the vulnerability risk assessment
code pattern, data flow, existing
mitigations
Architecture | Examines the project structure, | Filesystem | A summary object with de-
agent dependency files, configuration | MCP tails of the issues and an
files, and architectural patterns overall architectural as-
sessment
Report agent | Synthesizes the outputs from all | None A structured document
previous agents into a struc- containing an executive
tured, human readable report summary and code snip-
pets

The Retrieval agent: Serves as the primary data input for the analysis pipeline. It collects
report from SonarQube and provides more information to make the report more com-
prehensive. It gathers findings, extracts identifiers, and fetches vulnerability records with
CVSS, exploitability, and remediation notes. It enhances its knowledge by utilizing the
CVE MCP Server, which collects pertinent CVE data. For each issue, it references the CVE
ID and retrieves its CVSS score and exploitability metrics. The complete prompt and skill

description for the Retrieval agent are reproduced in Appendix 2.

The Code Analysis agent: Reads the affected file and the 50 lines of code around it. In
code-level analysis, it identifies vulnerable code patterns, data flow, whether inputs are
user-controlled, and existing mitigations, such as try/catch blocks. The agent’s output is
a detailed analysis of the issues, including relevant code snippets. The complete prompt

and skill description for the Code Analysis agent are reproduced in Appendix 3.
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The Architecture agent: Examines the project structure and takes a high-level view of
the project. It detects broad patterns on dependency files, configuration files, and archi-
tectural patterns that code-level analysis might miss. It identifies what frameworks are
being used, common security patterns, and whether vulnerabilities are present in the
libraries in use. The complete prompt and skill description for the Architecture agent are

reproduced in Appendix 4.

The Report agent: Final agent in the pipeline that synthesizes all agent outputs into a
structured report, prioritizing findings by CVSS, exploitability, and architectural exposure.

It outputs an executive summary of the detailed findings, including code snippets.

5.4.3 The system’s workflow and data flow

The proposed solution works as part of a continuous integration and deployment (CI/CD)
pipeline, serving as a post-processing layer for static analysis results. Figure 10 illustrates
the integration as sequential workflow that begins on the developer side and ends with

the delivery of structured security report back to the same side.

The workflow is triggered when a developer pushes code changes to a source-code re-
pository. The pipeline first performs build and test activities, including compilation and
validation. Then SonarQube performs static analysis to detect potential vulnerabilities
and code quality issues. After the static analysis tool detects a new vulnerability, the

multi-agent system begins to work on the problem.

The LLM-MA system employs role-based agents, with communication organized into lay-
ered coordination where agents communicate with others at the same or lower level.
First, the Retrieval Agent connects to the CVE MCP server to fetch the latest information
about the CVEs. Then, the Code Analysis agent and Architecture agent use the filesystem
MCP, which provides a comprehensive understanding of the project and enables more

accurate detection analysis (Qiu et al., 2026, p. 1).
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Figure 10. Integrating the LLM-MA analysis system artifact into the CI/CD pipeline.

The results from the previous analysis and all data collected from each agent are pro-
vided to the Report agent, which consumes the results from previous agents and syn-
thesizes them into a security report describing the vulnerable code, its severity, and re-
mediation guidance. The completed report is delivered back to the developer side of the
pipeline, either as an artifact attached to the build run or as status message on the pull

request.

5.5 Demonstration

To demonstrate the viability of the proposed artifact, a prototype is created. The proto-
type will be built and executed locally, without using the Azure pipeline. The most critical
part of the solution is to demonstrate that SonarQube analysis works with the agent
system’s logic. The prototype runs locally using the Claude Code CLI for agents and hosts
SonarQube in a Docker container. The multi-agent system has been built using Python.

The system leverages Claude Code CLI's non-interactive mode to execute each agent as
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a subprocess. This approach uses existing Claude subscription for authentication and
model access, without a need for separate API keys or per-token billing. The primary
model for all agent reasoning is Claude Opus 4.7, but Claude Code additionally uses
Claude Haiku 4.5 as a helper model for internal support tasks such as tool output pro-

cessing.

Each agent invocation passes a structured prompt via stdin and receives the model’s
response via stdout in JSON format. The Claude Code CLI also manages MCP server lifecy-
cle, it spawns and connects to the configured MCP servers automatically based on con-
figuration file. Each agent has been configured with a maximum number of turns (agentic
loop iterations), where each run includes evaluating the current context, optionally in-
voking a tool, and receiving the tool’s results. This parameter acts as a resource con-
straint that prevents unbounded tool invocations and ensures that agents have sufficient

iterations to complete their tasks.

The demonstration will be conducted in two stages. First, tests will be performed on a
controlled target to confirm that the agent's behavior functions as expected against
ground truth. Next, the focus shifts to a naturalistic target, an open-source project called
pyLoad, consisting of 577 Python files. The purpose is to evaluate the system against

real-world, unmodified code to assess external validity and scalability.

5.5.1 Round 1 - Baseline and CVE misattribution discovery

The first pipeline run targeted a purpose-built test repository (vulnerable-test-app) con-
taining twelve known vulnerabilities. The objective was to verify that SonarQube could
detect all issues, and to observe how agents processed these results, whether they could

enrich findings, find new ones, or flag false positives.

The system behaved exactly as designed and transformed raw SonarQube alerts into a

synthesized report. However, the Retrieval agent incorrectly attributed CVEs. It selected
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a real CVE record with matching CVSS metadata but assigned it to findings outside its
actual scope. In one case, the agent assigned CVE-2026-3320, a vulnerability affecting a
digital photo frame, to an “active debug code” finding in the Flask application because
both records share the CWE-798 category but have no product relationship. The failure
is therefore a misattribution, not a hallucination, as every referenced CVE existed and
had a correct CVSS score. This observation motivated the round 2 design change, in
which the Retrieval agent’s prompt was edited to require product-level correspondence
before a CVE could be assigned to any finding. Overall, the report was of good quality,
featuring an executive summary, clearly structured findings, and a remediation roadmap,

all aligned with the prompt template.

5.5.2 Round 2 - Attribution accuracy fix

Round 2 updated the Retrieval agent prompt to include a critical rule to only map CVEs
with matching dependencies. The agent correctly enriched all twelve findings and didn’t
assign any CVE IDs, since none of the issues corresponded to a known vulnerable library

version. The agent’s own justification was:

"None contain explicit CVE IDs... Per the CRITICAL attribution rule, | will not assign
CVE IDs to these findings — these are generic Flask-application code weaknesses
(hardcoded secrets, insecure temp files, missing cookie flags, etc.), not vulnerabil-

ities in specific library versions that match known CVEs."

The critical rule prompt change eliminated the misattribution problem entirely, and the
agent now requires an actual product/dependency match before assigning a CVE, and

recognized that a matching CWE category is not sufficient alone.

The Code Analysis agent likewise produced a solid output. It read each source file, ex-
tracted the relevant snippet, and analyzed the vulnerability pattern rather than repeat-

ing the SonarQube message. It also traced data flow across findings. For example, it
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reasoned the interaction between the reflected-XSS endpoint (/search=?<script>) and
the missing HttpOnly cookie flag, concluding that the injected script could read session
cookies because HttpOnly was disabled. The agent was also overriding SonarQube’s se-

verity rating with a written justification. As illustrated in Table 7, three cases stood out.

Table 7. Severity rating overrides by the Code Analysis agent (round 2).

Finding SonarQube severity | Agent
app.run(debug=True) Low Critical
MD5 password hashing Low High
Cleartext HTTP to payment API | Low High

In each case, the agent provided an explanation that tied the code-level weakness to a

real-world impact, which SonarQube doesn’t attempt.

The Architecture agent complemented the Retrieval agent by analyzing the repository’s
structural and dependency context. It correctly characterized the system as having “no
security architecture” where controls were absent rather than misconfigured. It also

identified auth.py as “an anti-pattern, not a control”.

The Architecture agent identified dependency-level vulnerabilities that the Retrieval

agent had not reported, each tied to a specific declared version in the project’s manifest.

Six declared packages matched known CVEs on NVD, enumerated in Table 8.

Table 8. Known CVEs identified by the Architecture agent.

Dependency | Version Risk Representative CVE
pyyaml 5.3.1 HIGH CVE-2020-14343
cryptography | 3.3.2 HIGH CVE-2023-23931
pillow 8.2.0 HIGH CVE-2022-22817;

CVE-2023-50447;
CVE-2021-34552
request 2.25.0 MEDIUM CVE-2023-32681
jinja2 3.1.2 MEDIUM | CVE-2024-22195;
CVE-2024-34064
flask 2.3.3 LOW-MED | -
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These vulnerabilities were out of scope for the Retrieval agent by design because So-

narQube Community Edition does not inspect dependency manifests.

Round 2 demonstrated that the new critical rule removed CVE misattribution. Agents
performed cross-finding correlation and rescored SonarQube’s severity ratings with writ-
ten justification. The Architecture agent provided a dependency-risk table and system-
aticissues narrative, which the Report agent added into the Systemic Risks section of the
final report, while the Retrieval agent, consistent with the round 2 rule, correctly didn’t

attach these CVEs to individual SonarQube findings.

However, a coverage limitation became visible. SonarQube reported 12 findings, all con-
figuration-level (hardcoded secrets, insecure flags, missing headers, weak crypto set-
tings), but it didn’t detect any of the 9 injection-class vulnerabilities, including the 4 most
critical in the entire app (SQLi, XSS, command injection, pickle RCE). The Code Analysis
agent did not attempt to discover these either because it was configured to do so in the
Round 2 agent configuration. This gap motivated the change in round 3 to enable the

Code Analysis agent to actively identify vulnerabilities alongside triage.

5.5.3 Round 3 - Agent-driven discovery

Round 3 enabled the Code Analysis agent to discover new vulnerabilities as it read the
source code, rather than just analyzing the SonarQube results. The discovery mechanism
worked: In total, there were 27 findings, of which 15 were agent-discovered, and 9 of
those agent-discovered findings were interception vulnerabilities that were not identi-

fied in Round 2, as summarized in Table 9.
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Table 9. The Code Analysis agent identified all inserted injection vulnerabilities.

Finding CWE Severity
SQL Injection /login CWE-89 CRITICAL
SQL Injection /user CWE-89 CRITICAL
SSTI/XSS /search CWE-94 CRITICAL
Command Injection /ping | CWE-78 CRITICAL
Pickle deserialization CWE-502 | CRITICAL
XXE CWE-661 | HIGH

Open Redirect CWE-601 | MEDIUM
Log Injection CWE-117 | MEDIUM

SonarQube found only configuration/secrets issues and completely missed every injec-
tion vulnerability, which the LLM agent compensated for by identifying them through
data-flow analysis that SonarQube lacks. All inserted vulnerabilities were correctly iden-

tified and reported.

5.5.4 Round 4 - Scaling failure

For round 4, the system targeted a more naturalistic target: an open-source repository
called pyLoad that is a Flask-based download manager compromising 577 Python source
files, around 120 plugins, and an IRC/XDCC transport layer. The project was selected be-
cause it is written in Python, matching both the SonarQube profile and the Code Analysis
agent’s skills file. It exposes a web Ul with authentication, file upload, and download
features, covering a wide range of the OWASP top-10 surface (n.d.). It retains legacy Flash
and Click’N’Load endpoints whose threat model is not obvious from structural analysis

alone, which is precisely the cross-file reasoning the Architecture agent is performing.

However, the run failed to produce a report. SonarQube scanned the repository success-
fully and surfaced 486 raw findings (101 vulnerabilities and bugs, plus 385 security
hotspots), but the Retrieval agent couldn’t handle such a large load with 30 turn budget
and lacked any filtering or deduplication making it attempt to enrich each finding indi-

vidually. It consumed its entire turn allocation before giving a structured response, exited
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with no output, and the pipeline therefore didn’t get any data to work with. This was
caused by two main reasons: there was no severity-based filtering at the SonarQube

query stage, and no deduplication of enrichment calls by CWE.

5.5.5 Round 5 - Severity filter and CWE deduplication

The Retrieval agent’s max-turns budget was raised from 30 to 120, and its prompt was
extended with two new instructions: “Group findings by rule key; enrich each unique
CWE once, not each issue.” and a severity filter that directs the agent to query So-
narQube for BLOCKER, CRITICAL, and HIGH issues first. Enrichment calls are therefore

bounded by the number of unique CWE groups rather than by the total findings.

The pipeline completed in 21 minutes and produced 70 findings, resulting 65 enriched
from SonarQube and 5 discovered by the Code Analysis agent. The report surfaced sev-
eral serious issues in pyLoad: an unauthenticated CNL remote-code-execution path via
eval_js, TLS verification disabled on the XDCC transport, path traversal on DCC file writes,
a live Google APl key embedded across five plugin files, and a Docker base image that
had reached end-of-life. The full executive summary of the resulting report is reproduced
in Appendix 1. The five agent-discovered findings are the evidence that the multi-agent

layer contributed results the SAST tool couldn’t alone produce.

5.6 Final artifact

The final system produces a vulnerability report from a target repository in a single pipe-
line run. It uses two complementary classification schemes from MITRE: CVE and CWE.
In practice, most findings from custom application code are labelled only with a CWE,
because CVE identifiers only apply to known vulnerabilities in published components,
such as third-party libraries. The Retrieval agent therefore attaches a CVE identifier only

when the affected product matches an actual dependency in the target repository.
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Otherwise, it reports the CWE category alone. This rule, introduced in round 2, prevents
the incorrect CVE find mappings that were observed in Round 1. Table 10 lists the agent
configuration of the final pipeline. Each agent runs on Claude Opus 4.7, but with a dif-

ferent tool-call budget matched to its responsibility.

Table 10. Pipeline agent configuration.

Agent Model Max Turns | MCP servers / tools

Retrieval Claude Opus 4.7 | 120 SonarQube MCP, CVE MCP,
WebSearch, WebFetch

Code Analysis | Claude Opus 4.7 | 40 Filesystem MCP, Glob, Grep

Architecture | Claude Opus 4.7 | 25 Filesystem MCP

Report Claude Opus 4.7 | 5 None

The max turns shape each agent’s behavior. The Retrieval agent is given 120 turns be-
cause it must loop over SonarQube pages and CVE lookups. The Code Analysis agent is
given 40 because it reads and reasons file by file. The Architecture agent is capped at 25
to keep the directory walk bounded. And the Report agent is given 5 because it is a single
synthesis step over an already structured state. Each agent should have a tailored turn
budget, not a global default. Round 4 demonstrated the cost of ignoring this: the Re-

trieval agent quickly used its turns and produced an empty run.

The tool scoping follows the same logic. Each agent sees only the MCP servers it needs,
which simplifies their decisions and makes behavior easier to audit. The Report agent is
given no tools at all, because any tool call at that stage would risk re-opening decisions

that the previous agents had already resolved.

Figure 11 shows how the agents connect to the orchestration layer, the MPC tool layer,
and the external services (SonarQube REST API, NVD, and the target repository filesys-
tem). SonarQube does the initial scan for targeted repository, and its findings are pulled
through the SonarQube MCP server by the Retrieval agent, which also reaches out to
the CVE MCP server for enrichment. The output of Retrieval agent is written into a shared

AnalysisState dictionary that every agent reads from and extends. However, the agents
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themselves are stateless, and the orchestrator is the only component that carries

memory between agents.

The Code Analysis agent and Architecture agent run is sequence against that state, both
using the Filesystem MCP server to read the target repository directly rather than relying
on SonarQube’s view. Finally, the Report agent closes the pipeline with no tools, con-

suming the state and building the final Markdown report based on it.
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Figure 11. The final architecture with components.
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The diagram also makes the separation between MCP servers and agents explicit. MCP
servers are passive components that can be reused across agents and swapped without
changing agent logic. Agents are active roles defined by a prompt, allowed toolset, and

a turn budget.

Every design choice in the final artifact can be traced to a specific iteration round in

which a limitation was observed, as summarized in Table 11.

Table 11. Design decisions in the final artifact and their iteration origin.

Design feature in final artifact | Introduced | Motivating observation

CWE-only attribution for appli- | Round 2 Round 1 Retrieval agent matched CVEs by

cation-code findings (no forced CWE category alone, producing wrong prod-

CVE) uct mappings

Two-phase Code Analysis (tri- | Round 3 SonarQube detects no injection-class vulner-

age + proactive discovery) abilities

Severity Filter at SonarQube | Round 5 Round 4 enrichment of 486 raw pyLoad find-

query stage (BLOCKER/CRITI- ings exhausted the turn budget

CAL/HIGH)

CWE-level enrichment dedupli- | Round 5 In Round 4 the agent looked up the same CVE

cation many times, which wasted its whole turn
budget

Increased the Retrieval agent | Round 5 Round 4 ran out of turns at 30 and exited with

turn budget raised to 120 no output

As Table 11 shows, no single round produced the full artifact: each design feature was
introduced as a direct response to a specific observation, and no feature was added

speculatively.
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6 Discussion

This thesis set out to design an Al-based multi-agent system architecture for automated
source-code vulnerability analysis enriched with public vulnerability data, and to demon-
strate its technical feasibility through a PoC implementation. The artifact specifies the
system's architectural components, the roles and responsibilities of each agent, and in-
teractions that bind them into a single pipeline. Together, these elements answer the

research questions posed in this study.

RQ1: Which architectural components are required to design a multi-agent system that
supports automated vulnerability analysis? The architecture identifies four core compo-
nents. An orchestration engine that manages the execution sequence of agents and
maintains a shared state object between them. A specialized agent layer in which each
agent has a distinct role, prompt, and turn budget. A tool layer that works as a standard-
ized interface for all interaction with external data through MCP servers. And an execu-

tion environment in which the pipeline runs alongside its supporting services.

RQ2: What agent roles are needed in a multi-agent system to perform automated
source-code analysis enriched with vulnerability data? Four agent roles cover the analy-
sis pipeline end-to-end. A Retrieval agent that gathers findings from the static analyzer
and enriches them with CVE and CWE information. A Code Analysis agent that reads the
affected source files to validate findings and proactively search for issues that the scan-
ner missed. An Architecture agent that reviews the wider repository structure for sys-
tem-level and cross-file issues. And a Report agent that synthesizes the shared state into

a structured report without making further tool calls.

The objective was to design and demonstrate the architecture, not to evaluate detection
accuracy against a benchmark. Both research questions have been answered through
the resulting artifact and its PoC. The final run against the pyLoad repository produced a

structured report covering 70 findings, including a remote-code-execution vulnerability
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that SonarQube alone did not flag as exploitable. The objectives have therefore been

met within the scope.

The pipeline confirms the recent findings in LLM-based vulnerability detection studies.
Combining a static analyzer with language-model reasoning produces stronger results
than either approach alone, because the scanner anchors the LLM in concrete findings
and reduces thereby space for model hallucination (Y. Huang et al., 2025, p. 1). Distrib-
uting tasks across multiple specialized agents rather than a single LLM reduces the per-
agent context load and makes reasoning more stable, which follows the rationale de-

scribed by Quo et al. (2024, p. 3).

From research perspective, the iteration history offers an empirical illustration of DSR in
practice. Each round produced a single concrete change that was traceable to a specific
observation. From a practical perspective, the architecture has the potential to reduce
the development effort and cost associated with building a customized automated
threat-detection pipeline, particularly compared with commercial solutions that bundle
scanning, enrichment, and reporting into closed systems. Because each agent is defined
by a prompt, a toolset, and a turn budget, the architecture is extensible and customiza-

ble, and new data sources can be added as MCP servers without redesigning the pipeline.

Based on the experience of building and running the pipeline, two recommendations
follow for practitioners building similar system. First, apply prompt-level constraints on
cross-catalogue mappings (such as CVE-CWE attribution) early, because plausible but
wrong outputs are more likely to slip past review than obviously wrong ones. Second,
design the static-analyzer query to filter and group findings before enrichment, rather
than enriching every raw finding individually. In this study, severity filtering and CWE-
level deduplication together turned a failed run into a successful one without altering

the agent logic.
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6.1 Limitations

Several limitations can be drawn from this study. First, the PoC was exercised against a
single purpose-built test application and one real-world target (pyLoad). Understanding
the viability against other languages, larger codebases, or different architectural styles
requires further evaluation. Second, the used scanner is SonarQube Community Edition,
which does not include taint analysis. Injection vulnerabilities that depend on tracing
data flow across functions are therefore not detected at the scanning layer, and the
multi-agent system can only act on findings that the scanner detects. Third, the system
inherits the known limitations of large language model reasoning. Outputs may vary de-
pending on the model’s reasoning instability, which can cause possible hallucinations.
Using LLM APIs involves practical limitations such as high computational costs and rate
limits (Wu et al., 2025, p. 17). Finally, the system’s behaviour is tied to the specific model
version used during the study, which constrains reproducibility and a analysis run with

a future model version may not produce identical results.

6.2 Future research

Future research can build the artifact in four directions. First, the PoC demonstrates fea-
sibility but does not measure accuracy. A follow-up study could compare the pipeline’s
output against human-expert assessments, ideally across multiple programming lan-
guages and codebase sizes. Second, the system’s outputs are tied to the specific model
used during the run, a study tracking the same pipeline across different model versions
would help characterize the stability of LLM-based vulnerability analysis over time. Third,
the current pipeline is built around SonarQube and Python repositories. Replacing So-
narQube with a taint-aware scanner, or extending the pipeline to other languages, would
test the architecture in general level. Finally, once the accuracy has been independently
validated, the next step is to operate the pipeline as a quality gate on each pull request,
and study runtime budgets, developer experience, and how the report should be pre-

sented within a Cl environment.
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Appendices

Appendix 1. The executive summary of the analysis report (round 5)

Project: pyLoad (pyload-ng)
Date: 2026-04-17

Scan Tool: SonarQube + CVE/NVD enrichment + Agent-assisted code review

Executive Summary
A combined SonarQube + agent-assisted review of the pyLoad download manager sur-
faced 70 security findings across the Flask web Ul, the XDCC/IRC network layer, and the

plugin ecosystem.

- SonarQube findings: 65 (46 CRITICAL, 19 HIGH)
- Agent-discovered findings (missed by SonarQube): 5 (1 HIGH, 4 MEDIUM)

Groupings materially reduce the unique surface: 10 of the CRITICALs are the same
Google APl key copy-pasted across five plugins; 10 more are

Mega/DLC/RSDF/CriptTo/Filecrypt cryptographic patterns dictated by external protocols.

Top risk: Server-side evaluation of attacker-supplied JavaScript at src/py-
load/webui/app/blueprints/cnl_blueprint.py:148 (eval_js(f"{jk} f()")). The endpointis CSRF-
exempt and gated only by a local_check decorator that inspects forge-able RE-
MOTE_ADDR/HTTP_HOST headers — a DNS-rebinding or reverse-proxy misconfiguration
promotes this to remote code execution. Immediately compounded by system-wide TLS
verification disabled in xdcc/request.py (CERT_NONE + check_hostname=False) and a live

Google API key leaked across five plugin files.

Systemic pattern: Security hygiene at the top-level Flask config is reasonable (headers,
session flags, autoescape, CSRF framework) — but all of the most sensitive surfaces (CNL

blueprint, XDCC, plugin decrypters) sit outside those controls by design.
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Appendix 2. Retrieval agent prompt

# Retrieval Agent Skills
## Core Responsibility

The Retrieval Agent is responsible for gathering initial vulnerability data
from SonarQube and enriching it with detailed CVE information. It acts as the

primary data gatherer for the analysis pipeline.
## Key Skills

1. **SonarQube Integration**:
- Connects to a SonarQube instance via the official SonarQube MCP server.
- Executes queries against  the “/api/issues/search’ and
“/api/hotspots/search™ endpoints.

- Parses and normalizes SonarQube's JSON output into a structured format.

2. **CVE/CWE Enrichment (deduplicated)**:

- Identifies CVE and CWE identifiers from SonarQube issue descriptions.

- Groups findings by rule/CWE so each unique weakness is enriched exactly
once, then projects the result onto all issues in the group.

- Connects to the CVE MCP server to fetch CVSS scores, attack vectors,
exploit information, and remediation guidance.

- Prioritises BLOCKER/CRITICAL/HIGH severity and caps result counts so

the pipeline scales to real-world repos with hundreds of findings.

3. **Data Normalization**:

- Merges the data from SonarQube and the CVE server into a single,
consistent schema (" enriched_issues™).

- Ensures each vulnerability record contains all necessary information
for downstream agents, including file paths, line numbers, severity, and de-

tailed CVE data.
## Tools

- **SonarQube MCP Server**: For querying project vulnerabilities.
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- **CVE MCP Server**: For enriching findings with CVE intelligence.

## Expected Output

The agent will add a list of enriched issues to the state. Each item in the

list will be a dictionary with the following structure:

" json

"issue_id": "sonarqube-AX-12345",

"file path": "src/main/java/com/example/UserController.java",

"line_range": [45, 45],

"severity": "HIGH",

"sonarqube_message": "Make sure that using this hardcoded IP address is
safe here.",

"cve_id": "CVE-2021-44228",

"cwe_id": "CWE-502",

"cvss_score": 10.0,

"attack_vector": "NETWORK",

"remediation_guidance": "Upgrade log4j-core to version 2.17.1 or later...",

"known_exploits": ["https://github.com/advisories/GHSA-jfh8-c2jp-5v3q"]

You are a security data analyst responsible for gathering and enriching vul-

nerability data.

PHASE 1 — Fetch SonarQube findings (severity-prioritised)
Real-world repositories can have hundreds of findings, so focus on what

matters most:
1. Call search_issues with severities=BLOCKER,CRITICAL,HIGH and

types=VULNERABILITY,BUG. Cap at 50 results (page_size=50).
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2. Call search_hotspots with the given project key. Cap at 30 results.
3. If PHASE 1 returns zero findings at HIGH+, fall back to MEDIUM once.

PHASE 2 — CWE/CVE enrichment (deduplicated)

Group the fetched findings by rule key (or CWE ID if present). For each
UNIQUE rule/CWE group — NOT each individual issue — do one enrichment pass:

1. Extract any CVE (CVE-YYYY-NNNNN) or CWE (CWE-NNN) identifiers from the
rule, message, or tags.

2. If a CVE ID exists -» call get_cve, get_cvss, and list_exploits (once).

3. If only a CWE ID exists - call search_cwe once to find related CVEs,
then get_cvss for the most relevant hit.

4. If the CVE/NVD tools return errors or no data, use WebSearch as a
fallback. Do this at most twice total across the whole run.

5. If neither CVE nor CWE exists, include the issue with null fields.

Then project the enrichment back onto each issue in the group. This keeps

the total tool calls bounded regardless of how many issues SonarQube reports.

CRITICAL RULE — CVE attribution accuracy:

Only assign a CVE ID to a finding if the CVE's affected product or 1library
matches an actual dependency or component in the target repository. A matching
CWE category alone is NOT sufficient. For example, do NOT assign a CVE for
"Arkeia Network Backup" to a Flask application just because both involve CWE-
798. If no product-specific CVE exists, report the CWE ID only and set

cve_id to null. Accuracy matters more than completeness.

After processing every issue, output ONLY a JSON array (inside a ~~~json code
fence) with the enriched records. Each record must have these keys:

issue_id, file_path, line_range, severity, sonarqube_message,

cve_id, cwe_id, cvss_score, attack_vector,

remediation_guidance, known_exploits

Use null for missing values and [] for empty lists.

Fetch all vulnerabilities from SonarQube for project key "pyload" and enrich
each finding with CVE intelligence. Produce the enriched JSON array as described

above.
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Appendix 3. Code Analysis agent prompt

# Code Analysis Agent Skills
## Core Responsibility

The Code Analysis Agent performs a deep dive into the source code associated
with each identified vulnerability AND actively discovers new vulnerabilities
that SonarQube missed. It acts as both a validator of known findings and an

independent security reviewer.
## Key Skills

1. **Code Inspection** (Phase 1 — Analyze Known Issues):

- Connects to the Filesystem MCP server.

- For each known vulnerability, reads the source code of the affected
file.

- Focuses on a context window of approximately 50 lines before and after

the flagged line of code.

2. **Vulnerability Pattern Recognition**:

- Analyzes code snippets to identify specific programming patterns that
lead to vulnerabilities (e.g., unsanitized input, improper error handling, use
of deprecated functions).

- Traces data flow within snippets to determine if vulnerable code paths

are reachable by user-controlled input.

3. **Risk Assessment**:
- Assesses whether mitigating controls (e.g., “try/catch® blocks, input
sanitization libraries, access control checks) are present near vulnerable code.

- Provides a risk assessment for each issue based on code context.

4. **Vulnerability Discovery** (Phase 2 — Discover New Issues):

- Scans ALL source files in the repository, not just files with known
issues.

- Actively hunts for vulnerability classes that SonarQube Community
Edition commonly misses:

- SQL injection (string concatenation in queries)
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- Cross-site scripting / template injection
- 0S command injection (subprocess with shell=True)
- Path traversal (user input in file paths)
- Open redirect (unvalidated redirect targets)
- Deserialization of untrusted data (pickle.loads, yaml.load)
- XML External Entity injection
- Log injection
- Server-Side Request Forgery
- Reports each new finding with full context: code snippet, CWE mapping,

data flow analysis, and remediation guidance.

## Tools

- **Filesystem MCP Server**: For reading source code files and 1listing

directories in the target repository.

## Expected Output

The agent produces a JSON object with two keys:

"7 json
{
"code_contexts": [
{
"issue_id": "sonarqube-AX-12345",
"file path": "src/main/java/com/example/UserController.java”,
"code_snippet": "44: String ip = \"192.168.1.100\"; ...",
"analysis": "The code contains a hardcoded IP address...",
"data_flow": "The variable 'ip' is defined as a static string...",
"risk_assessment": "LOW. While a hardcoded IP is a maintenance con-
cern..."
}
1,
"discovered_issues": [
{

"issue_id": "discovered-1",
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"file path": "app.py",

"line_range": [41, 41],

"severity": "CRITICAL",

"sonarqube_message": null,

"cve_id": null,

"cwe_id": "CWE-89",

"cvss_score": null,

"attack_vector": "NETWORK",

"remediation_guidance": "Use parameterized queries...",

"known_exploits": [],

"code_snippet": "41: query = \"SELECT * FROM users WHERE username =
"\" + username + \"'\"",

"analysis": "User input from request.form is concatenated directly into
SQL query...",

"data_flow": "request.form - username variable - string concatenation -
db.execute()",

"risk_assessment”: "CRITICAL. Direct SQL injection with no sanitization.",

"discovery_method": "agent-code-review"

You are a senior application security engineer performing code-level vulnera-

bility analysis.

You have TWO jobs:

=== PHASE 1 — Analyze known issues =—

For each vulnerability you are given, use the read_file tool to read the
affected source file and examine approximately 50 lines of context around the

flagged line.

For each issue, determine:
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1. The exact vulnerable code pattern (e.g. unsanitized input, SQL concate-
nation, hard-coded secret).

2. The data flow — can user-controlled input reach the vulnerable code?

3. Whether mitigating controls exist nearby (input validation, try/except,
access checks, WAF headers).

4. A risk assessment: CRITICAL / HIGH / MEDIUM / LOW with a brief justifi-

cation.

== PHASE 2 — Discover new vulnerabilities ==
While reading the source files, actively look for security vulnerabilities that
are NOT in the known issues list. SonarQube has limited taint-analysis rules
and commonly misses:

- SQL injection (string concatenation in queries)

- Cross-site scripting / template injection (user input in templates)

- 0S command injection (user input in subprocess/os.system/shell=True)

- Path traversal (user input in file paths without normalization)

- Open redirect (unvalidated redirect targets)

- Deserialization of untrusted data (pickle.loads, yaml.load)

- XML External Entity injection (xml.etree without defusedxml)

- Log injection (unsanitized user input in log messages)

- Server-Side Request Forgery (user-controlled URLs in requests)

Use list_directory to check for source files you haven't read yet — scan ALL
Python/JS/Java source files in the repository, not just the ones with known

issues.

=== OUTPUT FORMAT =—
Output a single JSON object (in a ~~~json code fence) with two keys:

"code_contexts": [

"issue_id": "<original sonarqube issue_id>",

"file_path": "...",

"code_snippet": "...",
"analysis": "...",
"data_flow": "...",

"risk_assessment": "CRITICAL / HIGH / MEDIUM / LOW — justification"
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}
1
"discovered_issues": [
{
"issue_id": "discovered-<sequential number>",
"file_path": "...",
"line_range": [start, end],
"severity": "CRITICAL / HIGH / MEDIUM / LOW",
"sonarqube_message": null,
"cve_id": null,
"cwe_id": "CWE-NNN",
"cvss_score": null,
"attack_vector": "NETWORK / LOCAL / null",
"remediation_guidance": "...",
"known_exploits": [],

"code_snippet": "...",

"analysis": "...",

"data_flow": "...",

"risk_assessment": "CRITICAL / HIGH / MEDIUM / LOW — justification",

"discovery_method": "agent-code-review"

IMPORTANT: Do not duplicate — if an issue is already in the known list, do NOT

add it to discovered_issues. Only report genuinely new findings.

Analyze the code for the following 65 known vulnerabilities, AND scan all

source files for additional vulnerabilities that SonarQube missed.

Known issues: [a JSON array of SonarQube findings is inserted here at runtime

by the orchestrator]

Start by listing the repository root directory to see all files, then read each
source file. Produce the JSON object with both code_contexts and discovered_is-

sues.
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Appendix 4. Architecture agent prompt

# Architecture Agent Skills
## Core Responsibility

The Architecture Agent analyzes the high-level structure of the codebase to

understand systemic risks and architectural patterns that may impact security.
## Key Skills

1. **Project Structure Analysis**:

- Uses the Filesystem MCP server to list directories and read key project
files.

- Identifies the primary programming language and framework (e.g., Node.js
with Express, Python with Django, Java with Spring).

- Examines configuration files (" *.json™, “*.yml", “*.xml>) for security-

relevant settings.

2. **Dependency Analysis**:

- Parses dependency management files (" package.json’, “requirements.txt’,
“pom.xml”) to identify third-party libraries.

- Cross-references library versions with known vulnerabilities (depend-

ency version risks).

3. **Security Pattern Identification**:
- Looks for common security patterns and components, such as:
- Authentication and authorization middleware.
- Input validation libraries or custom functions.
- Centralized logging and error handling.
- Determines if vulnerabilities are located in core shared libraries or

isolated application code.
## Tools

- **Filesystem MCP Server**: For navigating the project structure and reading

files.
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## Expected Output

The agent will output a single JSON object containing its analysis of the

project's architecture.

" json

"framework": "Java/Spring Boot",
"security_patterns": [
"Spring Security for authentication/authorization",
"Use of " javax.validation™ for input validation on DTOs",

"Centralized exception handling via ~@ControllerAdvice’

1

"dependency_risks": [
{
"dependency"”: "logdj-core",
"version": "2.14.1",
"risk": "Critical - Vulnerable to CVE-2021-44228 (Log4Shell). Immediate

upgrade required."”

}
1s

"systemic_issues": "The project relies on an outdated version of a critical
logging library. Several controllers lack explicit authorization checks, rely-
ing on a default-deny policy that may not be configured correctly.",

"architecture_summary": "This is a typical Spring Boot monolithic application.
Security is primarily handled by the Spring Security framework, but there are
potential gaps in authorization and significant risk from an outdated depend-

ency.'

}

You are a software security architect. Your job is to examine the high-level

structure of a codebase and assess systemic security risks.
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Use the list_directory tool to explore the repository layout starting from '.',

then drill into key directories. Use read_file to inspect:

Dependency manifests (requirements.txt, package.json, pom.xml, go.mod, ..)

Configuration files (*.yml, *.yaml, *.json, *.toml, *.xml, Dockerfile, ..)

Authentication / authorization modules

Any centralized error-handling or input-validation code

Produce a single JSON object (in a ~~~json code fence) with these keys:
framework — primary language and framework detected
security_patterns — list of security controls / patterns found
dependency_risks — list of {dependency, version, risk} for risky deps
systemic_issues — narrative string summarising cross-cutting weaknesses

architecture_summary — brief overall assessment

Analyze the architecture and security posture of this repository.

Known vulnerability locations for context: src/pyload/core/network/xdcc/re-
quest.py (CRITICAL), src/pyload/core/network/xdcc/request.py (CRITICAL),
src/pyload/core/network/xdcc/request.py (CRITICAL), src/py-
load/webui/app/blueprints/cnl_blueprint.py (CRITICAL), src/py-
load/core/utils/fs.py (CRITICAL), src/pyload/plugins/addons/ClickNLoad.py
(CRITICAL), src/pyload/plugins/addons/ClickNLoad. py (CRITICAL), src/py-
load/plugins/addons/ClickNLoad.py (CRITICAL), src/pyload/plugins/decryp-
ters/GooGl.py (CRITICAL), src/pyload/plugins/decrypters/GooGl.py (CRITICAL),
src/pyload/plugins/decrypters/GoogledriveComDereferer.py (CRITICAL), src/py-

load/plugins/decrypters/GoogledriveComDereferer.py (CRITICAL), src/py-
load/plugins/decrypters/GoogledriveComFolder.py (CRITICAL), src/py-
load/plugins/decrypters/GoogledriveComFolder.py (CRITICAL), src/py-

load/plugins/decrypters/YoutubeComFolder.py (CRITICAL)

Start by listing the root directory, then explore key areas. Read dependency

files and configuration files. Produce the JSON object described above.
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Appendix 5. Use of artificial intelligence in the thesis

This thesis has utilized artificial intelligence tools in the following ways:

Tools and purpose of use:
- Grammarly: Improving language quality, grammar, and clarity of the text
- ChatGPT (OpenAl): Supporting brainstorming of ideas
- Claude Code (Anthropic): Supporting the development of the prototype

Artificial intelligence tools were used to support specific aspects of the work, including
language refinement, ideation, and technical implementation. All Al-assisted outputs
were reviewed, critically evaluated, and modified by the author. The analyses, interpre-

tations, and conclusions presented in this thesis are author’s own work.
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