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ABSTRACT:

Energy sector is one of the essential components of the critical infrastructure. Cyberattacks can
pose catastrophic consequences for society. Cyber-attacks targeting the supply chain have been
recognized as one major vulnerability factor, prompting European Union to revise the Network
and Information Security directive (NIS2). The management of supply chain cybersecurity risks
is now integrated to NIS2 risk management measures.

This thesis considers the existing state of the operational landscape of the electricity distribution
system operators (DSOs) as well as the cybersecurity risk management measures utilized in the
supply chains. The different methods for cybersecurity management are explored through two
thematic levels which are supplier risk management and product risk management. The thesis
aims to create a guideline for electricity distribution system operators (DSO) for the revised net-
work and information security directive (NIS2) compliance by highlighting the special cybersecu-
rity features in their supply chains.

This work focuses on analysing upcoming cybersecurity regulations from the perspective of elec-
tricity distribution operators. The research method is design science. The thesis is a case study
case study focusing on two separate DSOs. The thesis provides a litetarure review on the topic.
Data is gathered with interviews and surveys from the two DSOs and external experts. The results
are collated and analysed with the aim of providing applicable recommendations.

The recommendations given are that the DSO’s should assess the risks of managing the cyber-
security at the group company level. Secondly, they should ensure unified agreement of how the
supplier and service provider list is done. DSO’s should enhance the cybersecurity practices in-
tegrated to risk assessment frameworks and tailor the frameworks suitable for assessing individ-
ual suppliers. DSO’s should also consider what frameworks their suppliers already use. The pro-
cess for setting and documenting the requirements for cybersecurity in contracts should be uni-
fied. Additionally, a special focus should be on the component level cyber security when procur-
ing products that have software. If and when possible, these activities should be performed in
cooperation with internal and external stakeholders to maintain the high security level of com-
plete sector.

KEYWORDS: the Revised Network and Information Security Directive, cybersecurity, supply
chain risk management.
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TIIVISTELMA:

Energia-ala on yksi kriittisen infrastruktuurin olennaisista osista. Kyberhyokkaykset voivat ai-
heuttaa katastrofaalisia seurauksia yhteiskunnalle. Toimitusketjuun kohdistuvat kyberhyokkayk-
set on tunnustettu yhdeksi suureksi haavoittuvuustekijaksi. Osittain tdstd syysta Euroopan
unioni on paattanyt uudistaa sen verkko- ja tietoturvadirektiivid. Toimitusketjun kyberturvalli-
suusriskien hallinta on nyt integroitu uudistetun direktiivin riskienhallintatoimenpiteisiin.

Tassa pro gradu -tutkielmassa tarkastellaan sahkdnjakeluverkkoyhtididen toimintaympariston
nykytilaa seka toimitusketjuissa hyodynnettavia kyberturvallisuusriskien hallintatoimenpiteita.
Kyberturvallisuuden hallinnan eri menetelmia tarkastellaan kahdella eri temaattisella tasolla,
jotka ovat toimittajariskien hallinta ja tuoteriskien hallinta. Tutkielman tavoitteena on luoda sah-
konjakeluverkkoyhtidille ohjeistus uudistetun verkko- ja tietoturvadirektiivin noudattamiselle
samalla ottaen huomioon heidan toimitusketjujensa kyberturvallisuuden erityispiirteita.

Tama tyo keskittyy tulevien kyberturvallisuusmaaraysten analysointiin sdhkoénjakeluyritysten
nakodkulmasta. Tutkielma tehdaan suunnittelutieteen menetelmalld. Tutkielma on tapaustutki-
mus, joka keskittyy kahteen erilliseen verkonhaltijaan. Tutkielma sisaltaa kirjallisuuskatsauksen,
joka syventyy tutkielman aihepiiriin. Data keratdaan kahden sahkonjakeluverkkoyhtion ja ulko-
puolisten asiantuntijoiden haastatteluilla ja tutkimuksilla. Tulokset kootaan ja analysoidaan so-
veltuvien suositusten antamiseksi.

Annetut suositukset ovat, etta jakeluverkkoyhtididen tulisi arvioida kyberturvallisuuden hallin-
nan riskeja konserniyhtittasolla. Toiseksi niiden tulisi varmistaa yhtendinen nakemys siitd, miten
tavarantoimittaja- ja palveluntarjoajaluettelo tehdaan. Jakeluverkkoyhtididen tulisi tehostaa ris-
kinarviointimalleihin integroituja kyberturvallisuuskdytantoja ja raataloida yksittdisten toimitta-
jien arviointiin soveltuvat viitekehykset. Jakeluverkkoyhtididen tulisi myos harkita, mita kyber-
turvallisuuden hallinnan malleja heidan toimittajansa jo kayttavat. Myos sopimusten kybertur-
vallisuusvaatimusten asettamis- ja dokumentointiprosessi tulee yhtenaistda. Lisdksi kompo-
nenttitason kyberturvallisuuteen tulisi kiinnittda erityistd huomiota hankittaessa tuotteita,
joissa on ohjelmistoa. Nama toimet tulisi mahdollisuuksien mukaan toteuttaa yhteistydssa si-
saisten ja ulkoisten sidosryhmien kanssa koko alan korkean turvallisuustason yllapitamiseksi.

AVAINSANAT: the Revised Network and Information Security Directive, cybersecurity, supply
chain risk management.
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1 Introduction

The European Union (EU) is introducing new cybersecurity legislation during the year
2024, such as a revised version of the Network and Information Security Directive (NIS2),
justified by the need of evolved cybersecurity measures for protecting the EU internal
market. The EU Commission (2024a) has stated that the need for enhancing the cyber-
security measures has expanded after the COVID-19 pandemic and the digital leap of
industry that happened as a result. Digitalization has resulted in organizations and sys-
tems becoming more interconnected. Due to the increased interconnectedness of the
different operators of the society, any cybersecurity incident targeted towards a single
entity can result to cascading effects. EU considers particularly concerning if a cyber at-
tack is targeted towards the critical infrastructure (Cl). Cl is defined by Smith and Wilsons
(2023) as the systems, assets and services necessary for society to function. Along with
the NIS2 Directive EU has introduced another directive. This is the Directive on the resil-
ience of critical entities (CER Directive), that establishes a framework through which en-
tities of critical infrastructure can be identified. Organizations classified as critical infra-
structure, such as energy sector and its subsectors, are subject to particularly strict com-
pliance requirements. As such, the compliance with NIS2 requirements is mandated by
them. These organizations have to incorporate the legislative cybersecurity require-
ments into their operations. These requirements include risk management measures,
such as supply chain cyber risk management. (Directive (EU) 2022/2555; Directive (EU)
2022/2557; Smith & Wilsons, 2023; European Commission, 2024a; European Commis-
sion, 2023)

The supply chain aspect of NIS2 is described for instance in the recital (85) and article 22
part (d) and (e) of the directive. The article requires entities within its the scope to es-
tablish risk management procedures for their supply chains. These procedures involve
for example assessing the cyber risk of their supply chain partners as well as integrating
risk management requirements into contracts when for instance procuring a product or
a service. The implementation of the legislation has been estimated to entail costs for

the companies required to comply with NIS2, although there are also arguments on the



behalf of the directive. For instance, Finnish Information Security Cluster (FISC) claims
(2024) that by complying with NIS2 directive, organizations enhance the societal cyber
resilience and simultaneously increase their competitive advantage. This is rationalized
by a claim that the faster the requirements of the law are achieved, the more likely the
customer is to favour the supplier that thoroughly meets and demonstrates compliance.
However, it has also been recognized by for instance that smaller companies have differ-
ent premises for compliance compared to larger companies due to for example size of

personnel and budget. (Directive (EU) 2022/2555; FISC, 2024)

The inspiration for this thesis came about as a result of conversations with energy indus-
try stakeholders, during which it was mentioned that especially smaller electricity distri-
bution system operators might need assistance in complying with the NIS2 directive. Ad-
ditionally, for instance Kumar and Mallipeddi (2022) have highlighted the need for more
research on how policy regulations can enhance supply chain cybersecurity, whether
certifications provided by an external party can supplement government regulations,
and what factors influence the effectiveness of these regulations. Nonetheless, the need
for a guideline was recognized as the legislation itself does not provide detailed compli-
ance instructions. Thus, the aim for this thesis is to develop a guideline for electricity
distribution system operators for complying with NIS2 directive’s supply chain aspects
by highlighting the special cybersecurity requirements of the DSO’s. How this thesis dis-
tinguishes itself from other existing recommendations it is sector-specific focusing on
the electricity sector supply chain cybersecurity. Thus, it is noted that there already exist
unofficial general guidelines from organizations such as Traficom and FISC which were
published during the thesis writing period. These recommendations are referred to in
this work and used as a basis for forming the guideline. Additionally, there are two other
master’s thesis works published in Sweden by Linderoth (2024) and in Finland by Fransila

(2024). These works are briefly mentioned in this thesis.

This research method for this thesis is design science. The content itself is a case study,

focusing on two separate electricity distribution system operators. Data is gathered with
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interviews and online surveys from both case companies as well as external experts. This
thesis explores different methods for cybersecurity management from both a more re-
lationship-oriented supplier management as well as more technology-oriented product
risk aspects. These are the two central themes and levels of knowledge that this thesis
is based. As an end product the thesis aims to use design science research as a method
for formulating an artefact that is the guideline for NIS2 compliance and general aspects
for electricity distribution system operators to consider about cybersecurity in their sup-

ply chains.

The guideline is formulated by following research questions:
1. What methods do DSOs have to manage risks at the supply chain level?
2. Which NIS2 factors are the easiest and hardest to manage from the supply chain
aspect?
3. How strategically important different information technology and operational
technology products are in relation to each other and to the distribution system
operators?

4. What is the connection of strategically important products to procurement risk?

The thesis begins with an analysis of the literature aiming to provide a brief overview of
cybersecurity problems that are unique to the energy industry. After that, it explores the
supply chain elements of the NIS2 directive and how they affect the energy industry,
specifically the electrical industry. After that the literature review glances at supply chain
cyber risk management and using contracts and relevant standards, as a risk manage-
ment method. The Kraljic Matrix is examined in the review as an additional tool for sup-
plier risk management. After the literature review, the next chapter covers the research
method, design science, that was used for creating the guideline. The method is pre-
sented in three phases. The phases consist of both thematic interviews and surveys that
were both semi-structured and structured. The data analysis is therefore both qualitative

and quantitative. The research results of the analysis are displayed in the results chap-
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ter following by the discussion chapter. This chapter addresses the findings' ramifica-
tions in light of the previously examined literature. The main findings of the study are
outlined in the last chapter, along with their implications for cybersecurity in the energy
industry. Based on the findings, recommendations are made, especially with regard to
policy, operational plans, and the need for additional research. The limitations of the

study are discussed, and areas for future investigation are suggested.
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2 Literature review

This thesis begins with a literature review aiming to both introduce the topic as well as
gain an understanding of the themes of the research, namely cybersecurity supply chain
management of energy sector and how NIS2 is affecting it. The thematic levels that rose
from the literature review are on the risk management level: both on the supplier risk as
well as product risk level. The first chapter first gives a brief overview of cybersecurity
problems that are unique to the energy industry. After that the literature review explores
the NIS2 directive focusing especially on the supply chain elements, how the directive
affects the energy sector as well as recommendations that have been given to compli-
ance. Following that the literature review focuses the supply chain cyber risk manage-
ment. A deeper look is taken into using contracts and relevant standards as a cyber risk
management method. The Kraljic Matrix is examined in the review as an additional tool

for supplier risk management.

This literature review refers to the energy and electricity sector organizations as opera-
tors, entities, businesses and organizations depending on the topic of the chapter. When
the legal obligations are discussed, the wording is entity, a common legal term referring
to a person or organization with separate and distinct legal rights. An operator refers to
an individual or an organization who controls and supervises a machinery, for instance
distribution system operators control the power grid. Organization is in this context more
a business term, i.e. a company where people work towards for the same results. (Cor-

nell Law School, 2022a; Cornell Law School, 2022b; Britannica, 2024)

2.1 Cybersecurity of electricity sector

The cybersecurity of the electricity sector as a part of the critical infrastructure is a topic
that is receiving increasing attention. It is noted for instance by the Finnish National
Emergency Supply Agency (2022) that the energy sector is made up of various sized busi-
ness entities with diverse market structures. The cyber maturity level of the sector is

generally assessed as good in Finland by the organization. However, the Finnish National
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Emergency Supply Agency (2022) has recognized that the energy sector is divided be-
tween entities with high and low maturity levels, and the cybersecurity culture varies
among these entities. Additionally, it has been identified in Finland that organizations
operating over larger geographical areas have invested more in cybersecurity compared
to local entities. Since the energy sector includes the electricity sector as a subsector,
these evaluations can also be seen to apply to that industry. According to a report made
in 2021 by European Union Agency for Network and Information Security (ENISA),
smaller businesses may be crucial components of broader supply chains to critical enti-
ties such as the electricity sector organizations. The smaller companies in the supply
chains are often targeted by cybercriminals. Thus, the cybersecurity management of the
whole supply chain can be seen crucial for the critical infrastructure. (Finnish National

Emergency Supply Agency, 2022; ENISA, 2021; Durst & Henschel, 2024)

According to the literature, the specific needs of electrical system operators must be
considered in the cybersecurity management framework. The electrical system is prone
to cascading failures due to its interconnectedness and real-time nature, where a single
outage or cyberattack could have far-reaching consequences, such as a blackout. Krause
et al. (2021) claim that the key aim of cyber security management in electricity sector is
to secure the reliability and resilience of the system. The three fundamental objectives
of cybersecurity are to ensure availability, integrity, and confidentiality. In conventional
cybersecurity practices, maintaining confidentiality and integrity is typically prioritized,
even if it means potentially sacrificing some availability. However, for instance Krause et
al. (2021) stress that especially regarding electricity distribution, availability plays a ma-
jor role as the grid must stay operational all the time. The electricity system has been
historically managed by computers out of internet connection, and now with the clash
of legacy systems and emerging technologies, new security issues are rising. (ECOFYS,
2017; Krause et al., 2021; Alhelou et al., 2019; Zhou et al., 2020; ECOYS, 2017; Pléta et
al., 2020)
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2.1.1 Product cyber risk of electricity sector

The ongoing digitalization of the electricity sector highlights the cyber risks linked to the
information and communication technology (ICT) products that system operators use.
An examination of academic research concerning product risks stresses the difficulties
that the industry faces as a result of digitizing electricity sector. Topics like cybersecurity
vulnerabilities, reliance on legacy technology, and system interconnection are often dis-
cussed in the literature. The conflict between legacy systems and emerging technologies
is a recurring theme in the academic literature about the current digitalization of the
electricity sector. According to Kumar and Mallipeddi (2022) cybercriminals can get
many entry points into systems through the usage of ICT systems. Software vulnerabili-
ties and networked systems are the two primary causes of invasions. (Zhou et al., 2020;

ECOYS, 2017; Pléta et al., 2020; Kumar & Mallipeddi, 2022).

The clash of the different technologies used for the operations in the electricity sector is
happening due to digitalization that includes a wider use of the internet. Historically,
electricity system has been run by computers that were not connected to the internet.
The operators of the sector traditionally have been using operational technology (OT)
systems that have been isolated from open public networks and information technology
(IT) systems separately for different operative purposes. It can be roughly stated that IT
technologies include systems that are used for operative tasks related to for instance
finance related tasks whereas OT systems contain central systems for power control and
operation. However, although the electricity sector is digitalizing, the International En-
ergy Association (2023) argues that the implementation of digital technologies in power
grids remains low. Also, researchers such as Monaco et al. (2024) and Borenius et al.
(2022) highlight that for example distribution system operators have technical barriers
when they need to integrate new systems into existing ones. However, Taylor (2013)
notes that operational technology (OT), including two-way communications, intelligent
devices, and SCADA, is revolutionizing how distribution systems are monitored and con-

trolled, rapidly changing electric distribution operations. Similarly, information technol-
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ogy (IT) continues to impact distribution operations with ongoing advancements in mo-
bile technologies, analytics, systems integration, and computing platforms. Both of
these systems are expected to become more blended, meaning that for instance tradi-
tional OT products start having IT product features. Thus, according to Borenius et al.,
(2022) it has become more complicated to separate the different technologies from each
other, especially as they are merging. (IEA, 2023; Monaco et al., 2024; Borenius et al.,
2022; Taylor, 2013; Palo Alto Networks, 2024)

The merging, often referred to as “IT-OT convergence” can be defined as the integration
of information technology (IT) data management systems with operational technology
(OT) industrial systems. However, for instance Maleh (2021) argues that in addition to
providing a true competitive advantage, the convergence of these two universes has a
drawback in the form of cyberattacks. Nonetheless, the literature generally admits that
information and communication (ICT) technology is essential to electricity distribution
operators and other energy sector stakeholders. Therefore, it has been stated, that con-
ventional IT methods of cybersecurity are not applicable to all cybersecurity issues re-
garding the electricity distribution. The new level of interconnected operational technol-
ogy necessitates cybersecurity measures. The cyber threats can extend all the way to the
product component level. (IEA, 2023; Monaco et al.,, 2024; Borenius et al., 2022;
Michalec et al., 2023; Upadhyay & Sampalli, 2019; Maleh, 2021; U.S. National Institute
of Standards and Technology, 2024)

As the sectors of critical infrastructure are becoming evermore interconnected and
prone to cascading failures due to that, the European Union has decided to enhance its
cybersecurity policies (European Commission, 2024a). The next chapters of the literature
review are focusing specifically on The Revised Network and Information Security Di-
rective (NIS2), how the supply chain cybersecurity is addressed in the directive as well

as how the directive is affecting the energy sector.
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2.2 The Revised Network and Information Security Directive

The Revised Network and Information Security Directive (Directive (EU) 2022/2555) is
part of EU’s cybersecurity strategy, aimed at improving the cyber safety of critical infra-
structure consisting of essential and important service providers. The directive, abbrevi-
ated as NIS2, entered into force on January 16" of 2023. The member states of European
Union (EU) must implement NIS2 into national legislation by October 18™ of 2024. The
NIS2 Directive expands upon the foundation of the original NIS1 Directive (2016/1148)
that was the first component of EU cybersecurity legislation. The revised directive has a
wider scope, it includes categorization of essential and important entities, a size-thresh-
old rule, harmonized security requirements, incident reporting, supervision and enforce-
ment, penalties and new risk management obligations, such as addressing the supply
chain security. The legislative proposal in Finland would implement the risk management
aspects of NIS2 as a new law in Finland, a law of risk management of cybersecurity. (Di-

rective (EU) 2022/2555; Sievers, 2021; SANS, 2024; Finnish Government, 2024)

Compared to the previous Network and Information Security Directive (NIS1) the revised
directive covers a wider range of entities and broadens the scope already introduced in
NIS1. In NIS1, the entities were identified as “operators of essential services” and “digital
service providers” (Directive (EU) 2016/1148). This categorization is superseded by a
new categorization in the scope of NIS2. The entities are now classified either as “im-
portant” or “essential”. Essential and important sectors have a different obligation scope.
Additionally, compared to the previous directive, NIS2 introduces more sectors to it
range. The essential sectors, i.e. “sectors of high criticality”, are energy, transport, bank-
ing, financial market infrastructures, health, drinking water, waste water, digital infra-
structure, ICT service management (business-to-business), public administration and
space (Directive (EU) 2022/2555). Other important sectors, i.e. critical sectors, i.e. im-
portant sectors are postal and courier services, waste management, chemical business,
food business, manufacturing and digital providers (Directive (EU) 2022/2555) . (Di-
rective (EU) 2016/1148; SANS, 2024; Sievers, 2021; European Commission, 2023; Di-
rective (EU) 2022/2555).
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In NIS2 Directive it is designated that entities defined as essential face stricter require-
ments compared to important entities. Essential entities face higher financial penalties
for non-compliance as well as are in a stricter scope of regulatory oversight. Essential
entities are subject to both proactive and reactive supervision defined as ex ante. In con-
trast, important entities are only subject to reactive supervision, ex post. However, the
cybersecurity requirements are the same for both entities. In the revised directive some
of the obligations for the entities are defined by the size-threshold rule. Companies must
independently assess whether they fall under the jurisdiction of NIS2 in order to comply
with the size threshold rule. Previously, government officials' decisions determined
which companies were required to adhere to NIS1 obligations. Size threshold rule is ap-
plied aligning “Commission Recommendation of concerning the definition of micro,
small and medium-sized enterprises” (2003/361/EY). Medium-sized enterprises have
minimum 50 employees or an annual return and a statement of financial position ex-
ceeding EUR 10 million. "Large companies" have at least 250 employees, an annual re-
turn over EUR 50 million, and a statement of financial position total above EUR 43 million.
Small and micro businesses are generally outside the scope unless their business is de-
fined of exceptionally relevant to the directive. (European Commission, 2023; FISC, 2024;

Sievers, 2021; Finnish Government, 2024; European Commission 2003/361/EY).

The revised directive presents a range of cybersecurity risk management measures, in-
cluding “supply chain security and the security of network and information systems ac-
quisition”, which are specifically outlined in Article 21 of NIS2. The Recital (85) and Article
21 part (d) and (e) of the directive are the ones that are specifically relevant for this
thesis as it focuses on the supply chain management aspect of NIS2. Therefore, this lit-

erature review part is focusing on especially on Recital (85) and Article 21.

2.2.1 Recital (85)

A recital is an explanation of facts or justifications for the existence of a law or contract.

In NIS2, the Recital (85) focuses on the importance of addressing cybersecurity threats



18

that result from a company's supply chain and supplier relationships, particularly those
posed by third-party suppliers. The recital highlights the importance it is in light of the
frequency of incidents in which organizations have fallen victims to cyberattacks and in
which malicious actors have compromised the security of an organization's network and
information systems by taking abuse of the flaws affecting the products or services pro-

vided by third parties. (Termly, 2024; Directive (EU) 2022/2555)

Essential and important entities should therefore assess and consider the overall
quality and resilience of products and services, the cybersecurity risk-management
measures embedded in them, and the cybersecurity practices of their suppliers and
service providers, including their secure development procedures. Essential and im-
portant entities should in particular be encouraged to incorporate cybersecurity
risk-management measures into contractual arrangements with their direct sup-
pliers and service providers. Those entities could consider risks stemming from
other levels of suppliers and service providers. (Directive (EU) 2022/2555)

Recital (85) in NIS2 proposes integrating cybersecurity risk management into the con-
tracts that organizations have with the vendors of their devices. According to Van 't Schip
(2024) this should encourage the entities to invest in cybersecurity. The actors who pro-
duce the products, i.e. the suppliers, may require sufficient supply chain cybersecurity
in order to continue selling their products and adhere to these agreements. These re-
guirements have the possibility to extend even further than to the first vendor, as recital
(85) states “those entities could consider risks stemming from other levels of suppliers
and service providers” (Directive (EU) 2022/2555) . (Van ’t Schip, 2024; Directive (EU)
2022/2555)

2.2.2 Article 21 (d) and (e)

The Article 21 part 1 of the directive mandates that the EU member states make sure
that the entities defined as essential and important implement “appropriate and pro-
portionate” technical, operational, and organizational risk management methods. The
objective of these methods is to mitigate the cybersecurity risks that are posed to the
security of the network and information systems these entities use for their own opera-

tive processes or when delivering the services to customers or users. The proportionality
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of the utilized measures should be assessed through the level of how the entity is ex-
posed to risks, what is the size of the entity organization, what is the likelihood of the
incidents to occur and what would be the severity including the impact on society and

the economy. (Directive (EU) 2022/2555)

NIS2 introduces various measures for cybersecurity risk management such as supply
chain security and security in network and information systems acquisition. These are
separately defined in Article 21 part 2. The NIS2 Directive emphasizes that the risk man-
agement measures should follow an all-hazards approach. This approach is aiming to
protect both network and information systems and their physical environment from in-
cidents. The all-hazard approach includes a list of measures that the entities need to

implement. These measures are listed from (a) to (j):

(a) policies on risk analysis and information system security;

(b) incident handling;

(c) business continuity, such as backup management and disaster recovery, and cri-
sis management;

(d) supply chain security, including security-related aspects concerning the relation-
ships between each entity and its direct suppliers or service providers;

(e) security in network and information systems acquisition, development and
maintenance, including vulnerability handling and disclosure;

(f) policies and procedures to assess the effectiveness of cybersecurity risk-man-
agement measures;

(g) basic cyber hygiene practices and cybersecurity training;

(h) policies and procedures regarding the use of cryptography and, where appro-
priate, encryption;

(i) human resources security, access control policies and asset management;

(j) the use of multi-factor authentication or continuous authentication solutions,
secured voice, video and text communications and secured emergency communi-
cation systems within the entity, where appropriate. (Directive (EU) 2022/2555)

Point (d) and (e) of Article 21 can be seen particularly relevant measure to supply chain
and supplier management as well as the cybersafe procurement of products. Point (d)
measure is “supply chain security, including security-related aspects concerning the re-
lationships between each entity and its direct suppliers or service providers” and point

(e) measure “(e) security in network and information systems acquisition, development
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and maintenance, including vulnerability handling and disclosure”. (Directive (EU)

2022/2555)

The third paragraph of Article 21 also mandates that entities must consider “the specific
vulnerabilities of each direct supplier and service provider”, as well as “the overall quality
of their products and cybersecurity practices”, including their “secure development pro-
cedures”. Member States must ensure that, when determining the appropriate
measures, entities consider the outcomes of “coordinated security risk assessments of
critical supply chains conducted in accordance with Article 22(1)”. Van "t Schip (2024)
argues that this collaboration could be achieved by utilizing standards such as provided
by International Organization for Standardization (ISO). (Directive (EU) 2022/2555;
Van ’t Schip, 2024)

However, according to Ferguson (2023), a statutory interpretation states that the goal of
NIS2's risk management measures is to minimize the impact of cyberattacks on systems
and services rather than prevent every attack. The goal is therefore to maintain system
functionality; the most important aspect is that the systems can recover and keep oper-
ating. Van 't Schip (2024) further supports this claim by declaring that the flexible NIS2
cybersecurity risk management approach places a strong emphasis on cyber resilience.
In this context, cyber resilience means the ability of an organization to quickly recover
from an attack and prohibit any further problems. Van 't Schip (2024) writes also that the
entities must constantly adjust to distinctive risks and characteristics of the supply chain
in order to avoid relying on generic risk assessments for the devices they use in their

supply chains. (Ferguson 2023; Van 't Schip, 2024)

2.3 Recommendations for NIS2 supply chain management

Recommendations regarding the directive, for instance those from the Finnish Transport
and Communications Agency (Traficom) and the Finnish Information Security Cluster
(FISC) have provided general recommendations for NIS2 compliance, and these also han-

dle the organizational supply chain aspect addressed e.g. in Recital (85) and Article 21.
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However, there are not many academic references about the topic. This is probably be-
cause this thesis was mostly written in early 2024, before the directive is fully incorpo-
rated into national law. Therefore, the previously mentioned references are mostly cited

in this chapter.

According to NIS2 directives supply chain aspects the organizations referred to as entities
"should" evaluate and consider "the resilience and quality of their products and ser-
vices" as well as the cybersecurity risk-management strategies incorporated into these
products and services. They should also evaluate the secure development procedures
and cyber-security policies of their service providers and suppliers. These organizations
might take into account risks arising from different levels of suppliers and service provid-
ers. Both the relationships in the supply chain management as well as the operative as-
pects such as procurement and product lifecycle management should be considered.
These aspects are covered for instance in the recommendations provided by Traficom

and FISC that are discussed next. (Directive (EU) 2022/2555)

2.3.1 Recommendations given by the Finnish Transport and Communications Agency

and the Finnish Information Security Cluster

Traficom (2024) and FISC (2024) have both made draft recommendations on how com-
panies should comply with the cybersecurity risk management measures mandated un-
der the NIS2 Directive. The recommendations are very similar to each other. According
to FISC (2024), a good general rule of thumb is to think about what forms of control,
surveillance, and resilience would be appropriate if the company's employees were in
charge of the tasks that the third-party supplier performs. The recommendation pro-
vided by Traficom explicitly outlines which industry standards it has used to make the
recommendation. One of them is ISO27001 by example. Therefore, it can be assumed
that also FISC is using the same standards as a framework for providing the recommen-

dations. (Traficom, 2024; FISC, 2024)
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Table 1. Key recommended measures to comply with NIS2 requirements of supply chain and
supplier management. (Traficom, 2024; FISC, 2024)

Key recommended measures to comply with NIS2 requirements of supply chain and sup-
plier management

Listing all suppliers and subcontractors that have an effect on the cybersecurity.
Making a risk management model according to the list with an all-hazard approach. As-
sessing the suppliers through the model.

Assessing and considering the suppliers and service providers cybersecurity practices.
Set and document requirements for cybersecurity in contracts.
Considering cybersecurity risks of complete supply chain.

The table above lists the key recommended measures to comply with NIS2 requirements
of supply chain and supplier management given by the Finnish Transport and Communi-
cations Agency (2024) and the Finnish Information Security Cluster (2024). Listing all sup-
pliers and subcontractors that have an effect on the cybersecurity is where both of the
organizations, Traficom (2024) and FISC (2024) recommend to start. The entity should
identify which of its suppliers are in a key role in its supply chain. These suppliers should
be listed including the suppliers contact information and a description of each supplier’s
systems, services and goods which are relevant to the buyer entity. Additionally, Trafi-
com (2024) advises adding contract-related details to the listing, such as the agreement's
duration and life cycle-related matters. According to FISC (2024) this listing should in-
clude description of the supply chain, which includes the interdependencies of the actors,
the identified vulnerabilities and threats contained in the services and the effects of the

identified risks extending to subcontractors. (Traficom, 2024; FISC, 2024)

The second recommendation that can be derived from Traficom and FISC (2024) is that
the listing described in previous paragraph should be used in making a risk management
model with an all-hazard approach. The entities should then assess suppliers through
the risk management model. A starting point in this step is that the entities should go
through the listing one by one and assess that if a supply chain disruption happened to
a partner in the listing, how it would affect the buyer entity’s operations. After that,
according to Traficom (2024) the entity should choose risk management measures that

fit the supply chain and execute the measures to those suppliers, in the situation when



23

risk management measures have a cybersecurity-promoting effect. FISC (2024) recom-
mends to use a basic model of information security as a reference framework for the
evaluation. FISC (2024) also recommends to organize suppliers according to the risk level,
the so-called risk category. The risk category consists of at least two aspects: the im-
portance of the supplier to the company's (or entity’s) own operations and the available

information on the supplier's own risk management. (Traficom, 2024; FISC, 2024)

The available information about the supplier’s risk management method should serve as
one key component for complying with NIS2 supply chain management methods accord-
ing to both Traficom (2024) and FISC (2024). Traficom (2024) suggests considering the
risk management methods and cybersecurity policies that the supplier is already imple-
menting. When the entity is applying its risk management measures, it should consider
supplier-specific vulnerabilities, the quality and resilience of the products and risk man-
agement methods, services and policies, certifications and other evidence provided by
the supplier. The vulnerabilities can rise from location, product range or the nature of

the industry. (Traficom, 2024; FISC, 2024)

When the necessary risk assessments are done, the entity should set and document re-
guirements for cybersecurity in contracts. The entity should identify cybersecurity-re-
lated features that are important to them and set proportionate requirements. These
may include, for example, service level agreements to be set in contracts. The entity
should include cybersecurity risk management procedures in contracts with direct sup-
pliers and service providers, per both Traficom (2024) and FISC (2024). FISC (2024) sep-
arately emphasizes that there is no reason to transfer the requirements of the legislation
to the supplier in the style of "the supplier must meet the requirements of the NIS2
directive". Operators can also deal with risks arising from subcontractors of primary sup-
pliers, i.e. from the next levels of the value chain. However, it is good to remember that
each supplier is responsible for its own risks independently and, if necessary, sharing risk
information in the value chain. When an operator acquires outsourced services, it is im-

portant to understand the level of information security required for its own services and
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the service provider's ability to deliver a sufficiently secure service in accordance with
these requirements. Contractual means can be used to be ensured about the procure-
ment safety. This can be applied by examining the product characteristics, by requiring
certifications, by ensuring the reliability of the supplier and by preparing for risks. Safety
requirement should already be defined in the early stages of procurement and the re-
quirements have been delivered to suppliers and incorporated into the contract. (Trafi-

com, 2024; FISC, 2024)

Both organisations emphasize that it would be recommendable that the entity would
consider the cybersecurity risks of the complete supply chain. When choosing suppliers
and service providers, the supplier should to take into account the statement made by
the member state's supervisory body regarding the outcomes of the risk assessment.
The operator could also request a component list of critical products and ser-vices (e.g.
SBOM, software bill of materials, HWBOM, hardware bill of materials) if necessary to
identify and manage dependencies and vulnerabilities against them. (Traficom, 2024;

FISC, 2024)

According to FISC (2024) when an entity procures services or products the requirements
of the cybersecurity should be well defined and communicated. This is justified with also
the matter that it is easier for suppliers to answer to quotation requests when the oper-
ator knows how to explain their information security needs in a sufficiently comprehen-
sive and clear manner. Traficom (2024) outlines that the entity should be prepared in
changes in the contracts they make. These changes could entail for example changes in
ownership, or changes regarding the service providers. If would be beneficial for the en-
tity that if possible, the service or resource could he transferred or returned to the en-

tity’s own control. (FISC, 2024; Traficom, 2024)
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2.3.2 Recommendations for NIS2 supply chain management and 1SO27001

Various authorities, such as Traficom (2024), have implemented for instance 1SO27001
practices to their recommendations for companies to meet NIS2 requirements. The leg-
islative framework and the security standard are in fact similar in some terms. Both
address risk assessment, incident response, and continuous improvement. The key dis-
tinction is that while NIS2 focuses on critical sectors, 1ISO27001 is applicable to all kinds
of organizations. While NIS2 places particular legal obligations on organizations falling
under its jurisdiction, ISO27001 does not mandate legal compliance. One key difference
is also that whereas NIS2 has requirements for reporting incidents to the appropriate
authorities, 1S027001 does not have a mandatory reporting element. Therefore,
ISO27001 is not a complete tool to comply with NIS2 requirements. Nevertheless, when
searching online about NIS2 compliance, ISO27001 is a standard that comes up in the
search the most often. Although not many academic references are made about the sim-
ilarities of the standard and the directive, for instance Van 't Schip (2024) argues that the
ISO standards can be used in order to comply with NIS2. Additionally, Fransila (2024) has
written in his thesis that the 1SO27001 standard is one tool to comply with the legislation.
(Traficom, 2024; Privacyengine, 2024; Van 't Schip, 2024; Fransila, 2024)

The supply chain is emphasized heavily in the NIS2 directive as a crucial element of cy-
bersecurity risk management. This emphasis is particularly relevant to the electrical in-
dustry, given the growing recognition of supply chain vulnerabilities as important sources
of risk. How the directive affects the energy, especially electricity sector, is explored in

the next chapter.

2.4 The Revised Network and Information Security Directive for electric-

ity sector

The needs for cybersecurity are becoming more specialized across all sectors of the en-

ergy industry. The European Union has recognized the energy sector as part of the critical
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infrastructure, and as such, the industry is subject to new legislative requirements. Two
directives, the Revised Network and Information Security Directive (NIS2, Directive (EU)
2022/2557) and the Directive on the Resilience of Critical Entities (CER, Directive (EU)
2022/2555), put more pressure for energy sector operators, referred to as “entities” in
legal terms, to enhance their cybersecurity measures. The CER Directive introduces a
framework through which entities of critical infrastructure can be identified. Energy sec-
tor along with its subsectors is identified as highly critical. The organizations that fall
under the subcategory of critical infrastructure sectors are referred to as entities of crit-
ical infrastructure. The energy subsectors are electricity, oil, gas, district heating and
cooling, and hydrogen. Distribution system operators are defined as a part of the elec-
tricity sector in the scope of the entity. These entities are subject to especially strict com-
pliance requirements. They are also mandated to comply with the NIS2 Directive's cy-
bersecurity requirements. These organizations have to incorporate the legislative cyber-
security requirements into their operations. The requirements include risk management
measures, such as supply chain cyber risk management. The shift in the legislation from
the concept of “critical infrastructure” (Cl) to “critical entity” (CE) is according to Pur-
siainen and Kytdmaa (2022) also an ideological in terms that the European union now
aims to target specific operators inside the sector of critical infrastructure instead of tar-
geting the entire sector. As an example, now the legislation targets individual electricity
distribution system operators instead of the whole electricity sector. Thus, according to
them it can be seen as a fundamental change about managing critical systems. (Euro-
pean Commission, 2023; European Commission, 2024b; European Commission 2024c;
Directive (EU) 2022/2555; Directive (EU) 2022/2557; Finnish Government, 2024; Pur-

siainen, & Kytémaa, 2022)

The electricity sector consists of companies of varying size: therefore, the size-threshold
rule is stricter for some. The energy sector entities are defined as essential entities in
NIS2. Therefore, the sector operators need to adhere to stricter rules. The energy sectors
subsectors covered by the NIS2 Directive are electricity, oil, gas, district heating and cool-

ing, and hydrogen. Electricity distribution system operators are defined as a part of the
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sector of electricity in the scope of the entity. Electricity distribution operator companies
vary of size: therefore, the size-threshold rule is stricter for some. One thing that seems
interesting is also that distribution system operators, for example, have a monopolistic
position in the electricity distribution of a country level, whereas many competing en-
terprises can create services and digital products. Smaller operators that serve munici-
palities and fewer consumers play a significant role in Finland's electricity distribution
network, despite the fact that larger companies dominate the market. This emphasizes
the significance of also the smaller organizations in the resilience of the sector. (Finnish

Government, 2024; Finnish Energy 2024a)

The master’s thesis written by Linderoth (2024) is exploring how NIS2 affects the energy
sector in Sweden. Based on the findings, it appears that management's increased atten-
tion to and participation in information security matters is the largest organizational shift
that occurs with the implementation of NIS 2. Additionally, it appears that maintaining
supply chain compliance with NIS 2 is the most significant challenge the industry will
face. Furthermore, the thesis confirms that small businesses lack the resources required

to meet the new NIS 2 requirements. (Linderoth, 2024)

Given that the electricity distribution system operators under focus in this thesis vary in
size, it is crucial to consider the differing challenges and opportunities faced by compa-
nies of different scales. This aspect of company size is a significant factor that can influ-
ence operational strategies, resource allocation, and overall system performance, mak-

ing it an important dimension for analysis in this thesis as well.

2.5 Cyber supply chain risk management

Cyber risks to the energy industry as a whole have been escalating during the past years,
one of the most famous cases being the Ukraine grid hack in 2015. Borenius et al. (2022)
and Saberi et al. (2019) emphasize that the electricity sector must address the expanding

number of supply chain cyber-attacks by implementing security measures across the
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whole supply chain. Borenius et al. (2022) argues that the increased utilization of solu-
tions for managing the electricity grid that are based on software solutions can make
supply chain attacks more likely to occur. These attacks are becoming increasingly prev-
alent and difficult to prevent as a multitude of organizations are involved in the supply
chain. According to Yeboah-Ofori and Islam (2019), the supply chain organizational envi-
ronment has made cyber security a significant challenge because of the integration and
interdependencies of multiple stakeholder systems that are interconnected to accom-
plish organizational objectives. Hence, the following subchapters of the literature review
delve into the topic of supply chain management, supplier relationship management and
procurement from a cybersecurity aspect. (ISA, 2017; Borenius et al., 2022; Yeboah-Ofori

& Islam, 2019; Saberi et al., 2019)

2.5.1 Key terminology of supply chain cybersecurity

Understanding fundamental ideas such as supply chain management and supplier rela-
tionship management is essential when discussing cyber supply chain risk management,
particularly in industrial sectors that rely heavily on multifaceted supply chains. Mentzer
et al. (2001) define supply chain management (SCM) as the coordinated management of
business functions and tactics within a company and across its supply chain. According
to the authors, enhancing long-term performance for each company and the supply net-
work as a whole is the aim of supply chain management. Different business functions
carry out activities such as procurement, i.e. the act of buying products and services. The
operations can also be outsourced, which means using an outside supplier for any value
chain function. These activities amongst others involve supplier relationship manage-
ment (SRM). According to for instance Moeller et al. (2006) SRM involves activities aimed
at building and improving value within the supply chain relationships. These activities
are keeping an eye on out-suppliers and building, maintaining, and ending relationships
with in-suppliers. Supply chain risk management has been defined by Tang and Tomlin
(2008) as “the management of supply chain risks through coordination or collaboration

among the supply chain partners so as to ensure profitability and continuity.” (Yeboah-
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Ofori & Islam, 2019; McKinsey, 2024; Mentzer et al., 2001; Moeller et al., 2006; Teece,
2016; Tang & Tomlin, 2008)

There are also specialized terms specifically related to managing cyber threats and pre-
venting attacks within the supply chain. According to the definition of ENISA (2021), a
supply chain attack involves at least two linked attacks. It starts with an attack on a sup-
plier, then uses the compromised supplier to target another entity, such as the final cus-
tomer or another supplier, to access its assets. In order for an incident to be defined as
a supply chain attack, both the supplier and the customer need to be targeted. Cyber
supply chain risk management (CRSM) is a process of utilizing different methods to mit-
igate these cyber threats in the supply chain, as defined by Boyson (2014). These meth-
ods vary from risk assessments to contractual methods. Methods for controlling, man-
aging, and improving the supply chain system are known as supply chain cybersecurity
techniques. They are implemented to guarantee security of information, safeguard prod-
ucts, and maintain business continuity. (ENISA, 2021; ECOFYS, 2017; Boyson, 2014; Ye-
boah-Ofori & Islam, 2019)

2.5.2 Supplier relationship management in cybersecurity

There are different risks associated to cyber supply chain management. Examples of
these relate e.g. to procurement and IT outsourcing. Pereira et al. (2017) and Traficom
emphasize the need of cyber risk management when procuring ICT. Traficom (2024) ar-
gues that inadequate arrangements in the procurement process increase the likelihood
of numerous threats, including vendor lock-in, threats arising from ownership changes,
loss of knowledge, and loss of the acquired product. Additionally, Benaroch (2020) states
IT outsourcing (ITO) significantly increases cybersecurity risk exposure. When organiza-
tions delegate their IT and cybersecurity responsibilities, they often presume that the
responsibility for managing cybersecurity risks shifts to the ITO providers. However, in
practice, the risk profile of these organizations does not merely transfer but expands to

include both their own risks and those introduced by their ITO providers. According to
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the National Audit Office of Finland (2023), managing contracts for old information sys-
tems can present specific challenges. Sometimes, reliance on a single supplier is due to
market conditions or procurement processes according to the authority. Generally, it can
be outlined that avoiding vendor lock-in, where a buyer is dependent on one supplier, is
considered important. (Pereira et al., 2017; Traficom, 2024; Benaroch, 2020; National

Audit Office of Finland, 2023)

The risks related to cyber supply chain management can be reduced by different meth-
ods, such as quality assessments, third-party auditing, utilizing and requiring standards
in contracts and aligning interests and cooperating with stakeholders within the supply
chain. Borenius et al. (2022) state that in order to essentially decrease the supply chain
attacks, buyers consider the general quality of the products and the cybersecurity
measures of their suppliers, including safe development processes. According to Yeboah-
Ofori and Islam (2019) supply chain parties should implement their security processes in
accordance with international standards and conduct regular audits by third parties in
order to guarantee appropriate control and mitigation methods in the cyber supply chain.
Cooperating within the supply chain regarding the cybersecurity issues has been
deemed to be beneficial by multiple academic researchers. According to Kumar and Mal-
lipeddi (2022) for instance sharing data, resources, and profits or costs among the par-
ties involved in the supply chain are examples of coordinating the supply chain interests.
According to Aichbauer et al. (2022, p.13) a modern approach to leadership in procure-
ment is where suppliers will be seen as partners. (Borenius et al., 2022; Yeboah-Ofori &

Islam, 2019; Aichbauer et al., 2022, p.13)

Considering the preceding paragraph, according to academics, proper risk management
measures including cooperation within the supply chain seem are the keys to appropri-
ate cyber supply chain risk management. According to Verlag (2013), inadequate client-
vendor relationship governance is the reason behind many IS outsourcing projects' ina-
bility to produce the anticipated benefits. Earlier research has primarily examined rela-

tional or contractual governance, frequently viewing them as substitutes. This implies
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that a contract may reduce the requirement for a relationship built on trust and vice
versa. Combining the two kinds, though, may according to for instance Verlag (2013) re-
sult with more advantages. Boyson (2014) presents different methods of procedures to
take during the supplier contract life cycle. Firstly, pre-contract coordination efforts in-
clude incorporating clauses into contracts with vendors requiring them to handle cyber
risk. Midway through the lifecycle, a formal contract with the vendor specifies how mit-
igation measures based on time are to be carried out. Compliance is then evaluated

through a vendor rating system. (Verlag, 2013; Boyson, 2014)

As stated in the previous paragraphs, standards and contracts serve as a cyber risk miti-
gation method. They are also considered in the NIS2 directive. Therefore, the next chap-

ter is looking into standards and contracts on a deeper level.

2.6 Standards and contracts as cyber risk mitigation

Complying with the NIS2 Directive requires risk management in supply chain and sup-
plier relationship management. Organizations like Traficom and FISC advise including
safety clauses in contracts and using global standards to comply with NIS2 requirements.
Additionally, there are many research articles where standards and contracts are seen as
a vital part of supplier cyber risk mitigation. According to Taherdoost (2022cybersecurity
standards establish the guidelines that a company must adhere to in order to meet cy-
bersecurity goals and reduce cyberthreats. Contracts are official agreements that specify
conditions, such as when a buyer requires a supplier to follow a certain cybersecurity
standard. As stated by Dubey et al. (2018), contracts serve as the foundation in the pro-
curement process to establish both communication and relationship management and
between the buyer and the supplier. (Traficom, 2024; FISC, 2024; Taherdoost, 2022;
Dubey et al., 2018)

Purset et al. (2014) explain that the goal of applying cybersecurity standards is to de-

crease the likelihood of cyberthreats to avoid or eliminate cyberattacks. Cybersecurity
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standards, which outline specified technical processes and sets of practices, are de-
signed to help organizations protect their cyber operating environments. These stand-
ards provide a framework for measuring an organization's management and operational
practices against specific requirements. As Heras-Saizarbitoria and Boiral (2013) put it,
standards establish the minimum acceptable level of performance or quality, as well as
the optimal level an organization must meet to be considered compliant. To demonstrate
compliance with a standard, a company can undergo certification by an external third
party. Following certification, the company's operations can be externally assessed
through audits to ensure that they adhere to the standards. (Purset et al., 2014; Syafrizal
et al., 2020; Heras-Saizarbitoria & Boiral, 2013; Finnish Standards Association, 2024).

Information security standards and information security governance standards are the
two primary categories into which cybersecurity standards are typically divided. Accord-
ing to Syafrizal et al. (2020) choosing a standard or framework ought to be determined
by the specific requirements of the organization to ensure they adequately meet the
business's needs. The implementation of the standard should go hand in hand with a
cybersecurity framework. While cybersecurity frameworks serve as general guidelines
that include several elements or domains that can be implemented by organizations,
they do not determine the steps that must be taken. In contrast, cybersecurity standards
lay out the measures sequentially, pointing out what is anticipated to be done through-
out the process, and clearly state out the measures that align with the standard. There-
fore, for instance Antunes et al (2022) recommend that if a company is adopting a frame-
work it should offer a general structure and methodology in addition to describing the
processes for implementation, evaluation, and scope. (Taherdoost, 2022; Syafrizal et al.,

2020; Antunes et al., 2022).

Cybersecurity standards are widely recommended by academic scholars as effective
methods for managing risks within the cyber supply chain. Yeboah-Ofori and Islam (2019)
explain that to ensure cyber supply chain controls and adequate mitigation techniques,

it is anticipated that all parties of the supply chain make sure that there is a regularity in
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third-party auditing and that the already implemented security policies align with inter-
national standards. This can be outlined in clauses set in contracts. Calder (2008) states
that, certification builds trust with clients by demonstrating effective information secu-
rity practices and Hamdani et al. (2021) argue that if a supplier utilizes a standardized
approach to risk management, it is easier for the buyer to assess its compliance. Bucca-
furri et al., (2015) state that compliance analysis is crucial for security management. By
implementing security measures that ensure requirements are met, compliance analysis
aims to enhance service quality and reduce vulnerabilities that may arise from non-com-
pliance risks. (Yeboah-Ofori & Islam, 2019; Calder, 2008; Boyson, 2014; Hamdani et al.,
2021; Buccafurri et al., 2015)

However, there are also intersecting opinions about supply chain cybersecurity risk man-
agement methods. For example, Song et al. (2024) have investigated that requiring a cy-
bersecurity assurance could encourage a supplier to carry out cursory actions. According
to Song et al. (2024) there is a possibility that If a supplier estimates security effort with-
out knowing the cybersecurity level of maturity anticipated by the buyer, the likelihood
of the pointless actions is reduced. The writers also argue that the buyer should to hold

the supplier more accountable for security breaches. (Song et al., 2024)

Kanstren et al. (2017) have studied in Finland that in the industry certifications play an
essential part in explicating the cybersecurity requirements. The authors argue that the
importance is particularly relevant due to the current trend of businesses outsourcing IT
and cybersecurity services. Kanstren et al. (2017) explain that the procured end products
are often built of extensive chains of subcontractors and integrations of their subsystems.
These tend to lead to additional external dependencies in the supply chain. Beyond cer-
tifications, there is significant emphasis on demonstrating a functioning system behind
the certificate. Certifications such as those based on for example ISO 27000 and industry
best practices are seen as vital tools for managing numerous vendors and subcontractors

with varying security procedures. (Kanstren et al., 2017)
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ISO27001 is also referred to many times when talking but NIS2 compliance, for example

in the recommendations by the Finnish authorities Traficom and FISC referred to earlier.

2.6.1 15027001 role in NIS2 compliance

There are numerous cybersecurity standards, one of the most well known for infor-
mation security management systems being ISO27001. According to the International
Organization for Standardization (ISO), 1ISO27001 provides a tool for risk-management,
cyber-resilience and operational excellence. Humphreys (2008) argues that the standard
has evolved into the "common-language" for managing information security. Although
it is stated in NIS2 Directive that 1SO27001 standard is required for complying with the
directive, using 1ISO27001 standard for compliance is recommended by various authori-
ties. For example, Traficom (2024) has 1ISO27001 practices to their recommendations for

companies to meet NIS2 requirements. (Calder, 2008; Humphreys, 2008; Traficom, 2024)

The NIS2 legislative framework and the security standard are in fact similar in some
terms. Both address risk assessment, incident response, and continuous improvement.
The key distinction is that while NIS2 focuses on critical sectors, 1ISO27001 is applicable
to all kinds of organizations. Also, NIS2 places particular legal obligations on organiza-
tions falling under its jurisdiction but ISO27001 does not mandate legal compliance. One
key difference is also that whereas NIS2 has requirements for reporting incidents to the
appropriate authorities, ISO27001 does not have a mandatory reporting element. There-
fore, 1ISO27001 is not a complete tool to comply with NIS2 requirements. Nonetheless,
according to Nowak (2015), the ISO 27001 for a supply chain is only a starting point for
ensuring that the proper protocols are in place when it comes to information security.
The riskiest relationships frequently call for greater disclosure or more stringent regula-
tions. These might be for example reporting more frequently. (Privacyengine, 2024;

Nowak, 2015)
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Despite the fact that contracts and standards are often researched as ways to manage
cyber risk for suppliers, other tools like the Kraljic matrix, discussed in the next chapter,

can also be used to assess suppliers.

2.7 Supplier risk assessment with Kraljic matrix

Though Kraljic matrix is not a common tool to assess cyber risks it is included in this
literature review. This chapter is referring to especially articles by Caniéls & Gelderman
(2005) and Hajmohammad and Vachon (2016) as they are well-cited, they both have
explained how the matrix can be utilized as well as given recommendations how to apply
the matrix into supplier risk assessment. As it has been stated e.g. by Verlag (2013), in-
adequate client-vendor relationship governance is the reason behind many IS outsourc-
ing projects' inability to produce the anticipated benefits. Therefore, Kraljic matrix can
be used for supplier risk assessment by defining the strategic importance of different

suppliers. (Verlag, 2013; Caniéls & Gelderman, 2005)

Created by Peter Kraljic in 1983, the Kraljic Matrix is a supply chain strategic management
tool created to help companies analyse and manage their procurement portfolio based
on the risk and profitability of their sourcing activities. Kraljic matrix is often referred to
as Kraljic purchasing portfolio or Kraljic portfolio matrix. The aim of Kraljic matrix is to
help decision making by enabling firms to prioritize their purchasing strategies products
and services based on "supply risk" and "profit impact". (Caniéls & Gelderman, 2005;

Garzon et al., 2019; Kraljic 1983 in Caniéls & Gelderman, 2005)
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Figure 1. Kraljic purchasing matrix modified from article by Caniéls & Gelderman, (2005)

The picture above showcases a simple version of the Kraljic matrix. The profit impact is
in the y-axis whereas the supply risk in the horizontal x-axis. The original work by Kraljic
focuses on strategic products, but this gap has been filled by other scholars and tasks for
bottleneck, non-critical and leverage items have been defined. Zsidisin (2003) defines
supply risk as the likelihood of an incident occurring due to failures by individual suppli-
ers or disruptions in the supply market. According to the writer, supply risk that has ma-
terialized can be leading to outcomes that prevent the purchasing firm from meeting
customer demand or pose threats to customer lifecycle or safety. As Caniéls & Gelder-
man (2005) explain, profit impact in the matrix is according to how much a product or a
service contributes to the profitability of the company. It is possible to start conducting
supplier risk assessment according to Kraljic matrix by first listing all the products and
services procured by the organization. After that the products are classified into a two-
by-two matrix, like in the picture showcased above, based on their profit impact and
supply risk. Based on these two dimensions, Kraljic Matrix divides products and services
in four groups: strategic items, leverage items, bottleneck items and non-critical items.

(Caniéls & Gelderman, 2005; Zsidisin, 2003; Ye, 2021)
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The box for strategic items is located in the upper-right corner of the image because it
represents the highest profit impact and supply risk. Due to these factors the strategic
items are crucial to organizations. Examples of strategic items include for instance en-
gines for car manufacturers or turbines for the chemical industry, often sourced from a
single supplier, increasing supply risk. According to the Kraljic matrix philosophy, in order
to manage these risks, organizations should form strategic partnerships with suppliers.
According to Caniéls and Gelderman (2005), the best course of action is to keep up stra-
tegic alliances with suppliers rather than ending existing ones. The same authors state
that upholding strategic partnerships has benefits that align with the Kraljic matrix, in-
cluding the reduction of supply risks through mutual trust and commitment and im-
provement of product quality, reliability of delivery, and cost savings. Hajmohammad
and Vachon (2016) suggest that supply managers choose a collaborative-based risk mit-
igation strategy in a situation where the supplier risk is perceived high. This mitigation
strategy would entail dealing directly with the suppliers and developing solutions collab-

oratively. (Caniéls & Gelderman, 2005; Hajmohammad & Vachon, 2016)

In the lower-right corner is the box for bottleneck items that also have a high supply risk
but a lower profit risk compared to the strategic items. Bottleneck items are vulnerable
to supply constraints, but they have relatively little effect on a company's financial per-
formance. For these products, suppliers hold a dominant power position. Caniéls & Gel-
derman (2005) suggest that the purchasing organization accepts their dependence of
the bottleneck items and focus on mitigating the negative impact of a situation possibly
deemed unfavourable. Common strategies in this situation is to for example maintain
extra stocks and seeking to reduce dependence by finding other suppliers or broadening
product specifications to ease the transition out of unfavourable positions. According to
Kraljic's model Hajmohammad and Vachon (2016) recommend ensuring the supply for
the bottleneck items even at higher prices. (Kempeners and van Weele, 1997 in Caniéls

& Gelderman, 2005; Caniéls & Gelderman, 2005; Hajmohammad & Vachon, 2016)
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On the left side of the picture, leverage items are located in the upper-left corner of
Kraljic matrix. Leverage items pose a relatively low supply risk but have a high profitabil-
ity impact for the company. They are typically sourced from multiple suppliers and con-
stitute a large portion of the end product's cost but carry low supply risks. Caniéls &
Gelderman (2005) claim that position allows buyers to exploit their buying power
through competitive bidding and coordinated purchasing strategies. Alternatively, buy-
ers may develop strategic partnerships with technologically advanced suppliers to en-
hance competitive advantages. Hajmohammad and Vachon (2016) advise that with lev-
erage items, if supply managers believe there is little risk associated with them, they
could impose their sustainability-related demands on dependent suppliers. However, if
the buyers sense a higher degree of supplier sustainability risk, the buyers could adopt
a cooperative measure to implement sustainability standards at suppliers' facilities. Ac-
cording to Hajmohammad and Vachon (2016), initially, this approach might be costlier
than simply cutting off suppliers. However, in the long term, it could be beneficial as it
helps maintain a larger pool of suppliers. (Caniéls & Gelderman, 2005; Hajmohammad &

Vachon, 2016)

Lastly, on the lower-left corner are the non-critical items. Non-critical items tend to have
low value per unit and minimal technical or commercial issues. Caniéls & Gelderman
(2005) explain that the non-critical items are managed through strategies such as pool-
ing purchasing requirements or adopting individual ordering systems to reduce admin-
istrative costs. These strategies seek to decrease the logistical and administrative com-
plexity related to these items in order to optimize purchasing procedures and improve
efficiency. Hajmohammad and Vachon (2016) suggest to re-evaluate the current pur-
chasing strategy and gradually eliminate suppliers that are considered to pose a higher

sustainability risk. (Caniéls & Gelderman, 2005; Hajmohammad & Vachon, 2016)

However, there are also critics of Kraljic matrix. Montgomery et al. (2018) state as the

model is used qualitatively it may be one of its main flaws. According to the author, the
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subjective evaluation of the suppliers or items in the matrix is heightened by the quali-
tative aspect. According to Goudarzi et al. (2023), contracts that take behavioural aspects
into consideration are expected to have the greatest impact on strategic and bottleneck
items. That is due to the buyer's relatively small supplier portfolio. Additionally, it has
been argued by for example Keith et al., (2016) that the Kraljic Matrix's weakness is that
it ignores a new novel form of power: the influence of extremely strategic and coopera-
tive supplier relationships. (Montgomery et al., 2018; Goudarzi et al., 2023; Keith et al.,
2016 in Balbi, 2019).

It can be stated that Kraljic matrix classifies products and suppliers in a simple four-cat-
egory format. Nonetheless, as highlighted in this study, one of its main benefits is that it
can evaluate risk associated with various product categories relatively quickly as a part
of an interview. In other words, the Kraljic matrix was also used as a research tool for
this thesis. After the literature review, the next chapter explores the research methods
of design science research. The following chapter will provide a detailed explanation of

this method, which forms the basis of the study.
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3 Research Method

The selected research method for this master’s thesis is design science research (DSR).
According to Venable and Baskerville (2012, p.142) and Dresch et al., (2015) design sci-
ence research can be used for inventing new artefacts. As said by Teperi et al. (2021) in
DSR the created artefacts aim to be used for problem-solving methods for specific chal-
lenges that are often ill-defined or not fully understood by the general audience. The
created artefacts can be for instance products, services and guidelines. Offermann et al.
(2010) in Johannesson and Perjsons (p.31) have defined DSR artefact guidelines as “sug-
gestions regarding behaviour in a particular situation.” (Venable & Baskerville, 2012,
p.142; Dresch et al., 2015; Teperi et al., 2021; Offermann et al., 2010 in Johannesson and
Perjsons, 2014, p.31).

Since no specific guidelines for electricity distribution operators to comply with NIS2 sup-
ply chain management requirements existed prior to this study, design science was
deemed the most suitable method for achieving this objective. The framework for design
science research method in this thesis was primarily built using the book on design sci-
ence research by Johannesson and Perjsons (2014) and the academic writing guideline
book written by Hirsjarvi et al. (2009). These works along with supporting articles pro-
vided a theoretical background for developing the three-phase process of creating the

guideline.

The supplier and product risk management levels are the two thematic levels that were
the focus of the surveys and interviews for this thesis. While the supplier risk manage-
ment level observes how DSO’s manage risks at partner level the product risk level ex-
amines supplier risks through the lens of products as well as clarify the relationship be-
tween strategically important products and supplier risk. These two theme levels influ-

enced the definition of the research questions and methodology.
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3.1 Research process

The first phase of the DSR process in this study was done as an interview that contained
both structured and semi-structured interview elements. As Johannesson and Perjons
(2014) explain, a structured interview means sticking to a predefined protocol, consisting
of a fixed list of questions. The responses are also predetermined, for example simply
yes or no. In contrast, a semi-structured interview also follows a set of questions but
they can be discussed in a flexible order. Semi-structured interview questions tend to be
open-ended. Thus, they allow respondents to articulate their answers in their own words.
The second and third phase of the process was done as a survey. According to Johannes-
son and Perjons (2014) the advantage of surveys is that they allow for collecting large
amounts of data time-efficiently, but the disadvantage is that some individuals may
choose not to participate at all, resulting in a low response rate. (Johannesson & Perjons,

2014)

Phase 1 Phase 2 Phase 3

Interviews with Survey send to
company A and B company A and B

Survey send to
other stakeholders

Figure 2. Phase one, phase two and phase three of the research process.



42

As illustrated in the picture above, the data gathered for the thesis was done in three
phases. Phase one was carried out as two interviews in Teams with two different distri-
bution system operators. These companies are referred to in this study as Company A
and Company B. Phase two and three were executed as internet surveys. These surveys
were identical to each other. Phase two involved the same companies as phase one.

Phase three had a separate focus group.

3.2 Developing the guideline according to design science research meth-

odology

¢ Interview with company A & company B
¢ (Phase 1)

Define

requirements

Design and

deve'°p * Recommendations list
artefact ¢ (Phase 2 and 3)

Demonstrate

artefact

Figure 3. Developing the guideline artefact in accordance with Johannesson and Perjons (2014).

The picture above is describing the process of designing the guideline, alias the artefact,
that was done according to Johannesson and Perjons (2014) example of design science
method framework. While Johannesson and Perjons’ (2014) method includes five steps,
beginning with problem explication and concluding with artefact evaluation, this study

chose to focus on the three central stages of the process. According to Johannesson and
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Perjons (2014) this approach is common as many requirements- and development-fo-
cused design science research projects combine requirements definition with the ac-
tual artefact development. In this case, the need for the guideline was identified earlier
during discussions between the researcher and DSO stakeholder groups. That served as
an inspirational basis for the whole thesis. The final artefact was created after analysing
survey results and identifying a gap. Following that, a lightweight evaluation of the arte-
fact was conducted with the research group the thesis author was part of. (Johannesson

& Perjons, 2014)

3.2.1 Phase one of the research process

In phase one the interviews with both company A and B followed the same structure.
Interview group one, company A, had 8 participants, and group 2, company B, two par-
ticipants. The meetings were agreed to be anonymous. The demographic data of the
participants was gathered with a form, and the session were recorded for qualitative
data analysis. The first part of the interview was a semi-structured thematic interview
that aimed at highlighting specific aspects related to the application of the NIS2 legisla-
tion. Although supplier level was the primary thematic level of the first section of the

interview, some aspects related to product risk were also covered.

Table 2. Questions utilized in interviews during phase one.

Sub-

chapter
Research | The- Data in the
method- | matic analy- | Results-
ology level | Theme Question sis chapter
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The overall re-
sponsibility of

Qualita- NIS2 im.ple—‘ Who bears the responsi-
tive: mentation in bility for NIS2 implemen-
Semi- electricity dis- tation in the company? Quali-
struc- Sup- tribution com- tative:
tured in- | plier panies in Fin- The-
terview level land matic | 4.1.1.
Qualita-
tive: What are the possible cy-
Semi- bersecurity risks from the | Quali-
struc- Sup- vendors part that could tative:
tured in- | plier Supplier risk affect you? The-
terview level management matic | 4.1.3.
Qualita-
tlve:' What are the possible .
Semi- . . . Quali-
risks associated with out- .
struc- Sup- o tative:
tured in- | plier Supplier risk Sourcing: The-
terview level management matic | 4.1.3.
When you conduct a risk
assessment of a supplier,
Qualita- do you separately con-
tive: sider the risk of each sup-
Semi- plier? Is the process then | q|i-
struc- Sup- of varying scope depend- | {5tive:
tured in- | plier | Supplier risk ing on the supplier's risk | The-
terview | level | management | level? matic | 4.1.3.
Is it typical for a distribu-
tion network company to
have suppliers from
Qualita- abroad, from EU coun-
tive: tries, or entirely from
Semi- outside the EU? Are risk | Quali-
struc- Sup- classifications different tative:
tured in- | plier Supplier risk for such operators? The-
terview level management matic | 4.1.3.
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Do you currently hold an
Qualita- ISO 27001 certification,
tive: or are you planning to
Semi- Standardsand | Obtain one? Whyyesor | qgji-
struc- Sup- | certificates of | Why not? tative:
tured in- | plier cybersecurity The-
terview level management matic | 4.1.2.
Might the ISO 27001
standard become a req-
uisite that you will for-
Qualita- mally expect from suppli-
tive: ers moving forward?
Semi- Standards and | could it serve as a deter- | Quali-
struc- Sup- certificates of mining criterion in the tative:
tured in- | plier cybersecurity selection of suppliers? The-
terview level management matic | 4.1.2.
Qualita-
tive: Are there any provisions
Semi- Contracts and written into the con- Quali-
struc- Sup- administration | tracts in case a risk sce- tative:
tured in- | plier regarding cy- nario occurs? The-
terview level bersecurity matic | 4.1.4.
Qualita- How do you consider in
tive: contracts if the owner-
Semi- Contracts and ship of the first vendor Quali-
struc- Sup- administration changes to a different tative:
tured in- | plier regarding cy- country outside the EU? The-
terview level bersecurity matic | 4.1.4.

All of the main questions from the first section of phase one are divided into the table
above. The open-ended questions focused on the overall responsibility for NIS2 imple-
mentation in electricity distribution companies in Finland, standards and certificates of
cybersecurity, supplier risk management and contracts and administration regarding cy-
bersecurity. These topics were explored to determine the current level of supply chain
cybersecurity management among electricity distribution operators and to identify key

areas of importance and focus for the development of the final artefact, i.e. the guideline.
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Although the interview topics were predefined, the phrasing of the questions varied as

the interviews progressed.

Table 3. Information technology products, operational technology products and internet of

things related products procured for electricity distribution operations.

Information  technology | Operational  technology | Internet of Things (loT)
(IT) (oT)

ERP SCADA Smart meter

CRM DMS

Cybersecurity EMS

Cloud computing Grid automation

Storage

The table above showcases the next part of phase 1. After the semi-structured interview,
phase one transitioned into a structured interview. Initially, the groups were presented
with a list of IT and OT products deemed strategically important to the DSOs, which was
displayed in a PowerPoint slideshow. The existing literature and the researchers' under-
standing of the subject from discussions with stakeholders in the energy sector were the
main sources of information for compiling this product list. The participants were re-
guested to review the list and suggest additions or deletions of products based on their
own knowledge. The table presented showcases in a simple manner that in which cate-
gories products and systems that are used in electricity sector and especially in distribu-
tion system operations can be categorized. The categorization follows the current axiom
where these systems still operate as separate systems. In the left is information technol-
ogy (IT), in the middle operational technology (OT) and in the right internet of things.

The following chapters however focus more on IT and OT.
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Table 4. Phase one second section of structured interview.

Subchap-
Research Question ter in the
methodol- | Thematic Data Results-
ogy level Theme analysis | chapter
Assessing Qualita-
Qualitative: Products strategic pr.oducts“ tive
Structured | Product | importance in rela- | With .KraIJ'C data-
interview level tion to each other | Matrix analysis | 4.2.
Connection of stra- | Assessing Qualita-
Qualitative: tegically important pr.oducts“ tive
Structured | Product | products to suppli- | With _KraIJ'C data-
interview level ers' risk matrix analysis | 4.2.

The second table displays the questions related to the Kraljic matrix on a thematic level.
Since the theme level shifts from supplier level to product level, it differs from the first
section of phase one. Following that, the participants were then asked to place these
products to the Kraljic Matrix based on how strategically important each product is to
the DSOs. After gathering the interview data, the transcriptions were analysed and uti-
lized for research phases two and three, that combined both legislative requirements as

well as needs that emerged from the interviews.

3.2.2 Phase two and three of the research process

Phase two and three were carried out as surveys. These surveys were identical to each
other. Phase 2 was conducted with the same interview group (company A and B). There
were two respondents to the survey. Phase three had a different focus group, consisting
of experts of academia, IT-industry as well as lawyers. Phase three was enforced to get a
different perspective to the discussion from a focus group that works in the supply chain
or stakeholder group with DSO’s with the NIS2 themes. In the survey questionnaire, the
format and order of the questions and statements were strictly predetermined. The sur-

veys included multiple-choice questions based on NIS2 recital (85) and themes that
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emerged from the first phase of the study. The aim was to identify the gap in DSOs' man-

agement of supplier relationships, both in terms of the requirements set by NIS2 and

factors outside its scope that had emerged from the thematic analysis of the interview

data.

Table 5. Phase two and three.

Subchapter
Research Data in the Re-
method- | Thematic analy- | sults-chap-
ology level Theme Question sis ter
Quantita- | Supplier and
tive: Sur- | product NIS2 Recital (85) | NIS2 Recital (85) | Quanti-
vey level compliance compliance tative 4.3.1.
Quantita- | Supplier and | Compliance with | Compliance with
tive: Sur- | product recommended recommended Quanti-
vey level measures measures tative 4.3.2.

The survey had four question sets. The first two question were to assess first the easiest

and second the hardest measure of the same options to execute in order to comply with

NIS2 requirements of supply chain and supplier management. These were derived

straight from NIS2 Recital (85). The options were

1. listing all suppliers and subcontractors that have an effect on the cybersecurity

2. making a risk management model according to the list with an all-hazard ap-

proach and assess suppliers through the model

3. assessing and considering the suppliers or service providers cybersecurity prac-

tices

4. set and document requirements for cybersecurity in contracts

5. considering cybersecurity risks of complete supply chain

6. an open-ended question, asking whether the respondents would consider an-

other mandated measure.

The last two questions were also to assess first the easiest and second the hardest meas-

ure of a list that was derived from the interviews, described as recommended measures
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outside the mandated compliance to comply with NIS2 requirements of supply chain and
supplier management. The options were
1. cooperating with stakeholders
2. focusing on component level security in supply chain risk management
3. considering legacy technology contracts, especially related to strategic items that
in this case are operational technology
4. an open-ended question, asking whether the respondents would consider an-

other non-mandated measure

Survey questions were asked in order to assess the gap the DSO’s have in complying both

with the mandated measures of NIS2 as well as the non-mandated measures.

3.3 Data analysis

Hirsjarvi et al. (2009) suggest that empirical data can be analysed after initial pre-work,
which in this case involved transcribing the interviews following phase one and then re-
viewing the content. This suggestion was followed in the process of data analysis. The
recorded interviews were transcribed and the read thoroughly. The data was analysed
both qualitatively and quantitatively. It must be stated that in the research process, the
gualitative analysis of phase 1 interviews played an important role in shaping the ques-
tionnaires of phase 2 and phase 3 that were later analysed quantitatively. After reviewing
the material, the data was categorized by using thematic analysis. The thematic analysis
followed the steps defined by Braun and Clarke (2021). Braun and Clarke (2021) define
thematic analysis as a method for identifying, examining, and unravelling trends in qual-
itative data. It entails methodical data coding procedures which are used for creating
themes. These themes serve as the primary analytic focus. (Hirsjarvi et al., 2009; Braun

& Clarke, 2021)

The thematic analysis process, as outlined by Braun and Clarke (2021), consists of six

n n U

steps: “(1) familiarizing oneself with the dataset”, “(2) coding”, “(3) generating initial

”n u n  u

themes”, “(4) developing and reviewing themes”, “(5) refining, defining, and naming
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themes”, and “(6) writing up” (Braun & Clarke, 2021). When working with the transcribed
data, the preliminary work described by Hirsjarvi et al. (2009) effectively corresponded
to step one of Braun and Clarke’s method, as each transcribed line needed to be carefully
reviewed. Once familiarization was complete, the data was coded by identifying seg-
ments that were relevant to developing the guideline. These segments are discussed in
the next chapter of the thesis, where the results are presented. In step three, shared
patterned meanings across the dataset were identified and generated as initial themes,
which were first organized in an Excel file and later transferred back into text format.
These themes were reviewed and named, they are visible as subchapters in the next
chapter: 4.1.1 The overall responsibility of NIS2 implementation in electricity distribu-
tion companies in Finland; 4.1.2 Certificates of cybersecurity management; 4.1.3

Supplier risk management and 4.1.4 Contracts and administration re-

garding cybersecurity. (Hirsjarvi et al., 2009; Braun & Clarke, 2021)

Phases 2 and 3 of the study were executed via a survey format that is a form of structured
interview also according to Hirsjarvi et al (2009). According to the writers, in a survey,
the form and order of presentation of the questions and statements is completely deter-
mined. The quantitative data was collected from surveys conducted during phases 2 and
3. Statistical analysis was performed to identify which factors were perceived as the eas-
iest and most challenging to comply with. Hirsjarvi et al. (2009) write that this format of
data analysis is structured. However, the final section of the surveys included open-
ended questions to capture perspectives that the author might not have anticipated, and

are half-structured by nature. (Hirsjarvi et al., 2009).

The next chapter presents the results of the design science research process phase 1,

phase 2 and phase 3.
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4 Results

The results of the chosen research methods, interviews and surveys, related to phases
1, 2, and 3 covered in the previous chapter are presented in this chapter. Mirroring the
literature review, the interviews and surveys addressed the two thematic levels explored
in this thesis, namely supplier risk management and product risk management. Supplier
risk management level aims to uncover the methods DSO’s use to manage risks at the
partner level. Product risk level examines supplier relationships through the lens of prod-
ucts. The objective was to clarify the relationship between strategically important prod-

ucts and supplier risk.

The two companies that participated in phase 1 and phase 2 were both DSO’s of different
regions in Finland. Both of these companies are large companies according to NIS2.
Phase 3 had a more heterogenous participation population. The phase three targeted
industry experts working as stakeholders for DSOs. These experts worked in academia,

in the IT sector as well as lawyers.

4.1 Phase one semi-structured thematic interview results

As stated in chapter three, phase one was done as an interview with company A and B.
The first part of the interview was done as a semi-structured interview. The second part
was a structured interview. The themes discussed in the semi-structured interview were
pre-determined with open-ended questions and open questions. The aim was to map
the risks and means of cybersecure supply chain management in the electricity field.
Three things that especially formatted phase 2 and 3 were three means to comply with
NIS2 requirements. These were

1. cooperating with stakeholders

2. focusing on component level security in supply chain risk management

3. considering legacy technology contracts, especially related to strategic items that

in this case are operational technology
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Nevertheless, the discussions also gave rise to other topics, for instance who bears the
responsibility of NIS2 implementation in DSO’s operations, standards and certificates of
cybersecurity management, cybersecurity related contracts and administration, and

supplier risk management. Some of these topics are covered in NIS2 Recital (85).

The creation of the guidelines was impacted by phase one interviews, which, among
other things, revealed and deepened information that would not have been understood
from literature. This gave the guidelines a better understanding and direction for what
areas to focus on when addressing supplier risk and product risk as well as complying

with NIS2 requirements.

4.1.1 The overall responsibility of NIS2 implementation in electricity distribution

companies in Finland

The interviews of phase one begun by exploring who bears the responsibility for NIS2
implementation in the distribution system operator organizations. The interviews re-
vealed that, despite the Finnish Electricity Market Act (386/1995) requiring the separa-
tion of DSO operations from other electrical businesses, DSOs still tend to operate within
larger corporate groups. Both the company A and company B interview included people
who worked for the electricity distribution company as well as the local energy network
provider. It became evident that DSQ’s in Finland tend to purchase information security
and management services from the local energy network provider company. Cybersecu-

rity services were part of these.

It was stated that DSO’s carry a responsibility for their own company even though the
cybersecurity services were acquired from the group company. The responsibility of im-
plementing NIS2 on a company level was agreed to be a task of the management by both
companies. However, company A separately emphasized that the organization aims to
reach the compliance requirements by obtaining an 1SO27001 cybersecurity certificate.

This would entail personnel dedicated to ensure that the process of getting certified goes
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as smoothly as possible. Company B representatives assumed that the implementation
would be carried out at group company level but they did not intend to acquire a certif-

icate for themselves.

4.1.2 Standards and certificates of cybersecurity management

Standards of cybersecurity management are recommended as a tool to comply with NIS2
requirements by several companies. Especially ISO27001 is one standard that is a popu-
lar tool stated by for example Fransila (2024) in his thesis that addresses implementing
NIS2 in a company in Finland. That is one of the reasons why it was chosen to be a theme

that would be addressed during the interviews.

When the companies were asked about reasons why they would possibly obtain a
ISO27001 certification, it sparked a conversation about the standards benefits and
downsides. According to Company A, the updated NIS Directive and certifications like
ISO27001 give their software suppliers the ability to see which technologies are being
used in the extended supply chain. Company A claimed that in this way, they also receive
"lenses to what is happening beyond the first vendor." However, company A also men-
tioned some difficulties that come with the certification. One scenario that might occur
is that a supplier might have an I1SO 27001 certificate, but it might turn out that the in-

formation security practice is only being implemented on paper.

Yet again, the companies had different views on whether they need the certificate them-
selves. When the companies A and B were asked whether they have or are planning to
obtain an ISO27001 certificate, the responses were quite different. Company A was hav-
ing the standardization process underway during the interview time in February 2024
and they justified that decision by saying that it was something that was advised by ex-
ternal consultants. Company A had been advised that by implementing into its opera-
tions the ISO 27001 standard the company would be able to fulfil a significant portion of
the NIS2 requirements by applying the standard. Company B participant explained that

the buyer (the DSO) doesn’t sell software, thus they don’t need the certificate.
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Company B interviewee responded that they don’t hold an 1ISO27001 certification but
their company's operating model “largely mirrors it.” Another interviewee from com-
pany B added that the certification has been considered but has not been undertaken
since it has not been perceived as something that would provide a competitive edge in
the market. In terms of cybersecurity certifications company B claimed that their role in
the supply chain in this context is more of a buyer than a supplier given that they don’t

produce or sell software.

Following this, the companies were questioned about whether they believed the stand-
ard would become a formal requirement for suppliers and could be used as a determin-
ing criterion when choosing partners. In company A one respondent estimates that per-
haps in larger projects ISO27001 might become a requisite. Another respondent stated
that ISO27001 or its equivalent will be required especially in the future. They added that
ISO27001 is easy to demand since the scope of its implementation can be defined. How-
ever, they stated that the problem with the standard is that not all operators have the
same scope. In other words, certification can also be obtained with a more limited scope
of execution. During the interview with company B one interviewee claimed that regard-
ing the requirement of ISO 27001 from suppliers they need to consider the risk-based
assessment. This means that each supplier is assessed separately and not all of them
require the same safety-measures. ISO27001 could be “quite a big requisite” if there's a
smaller supplier, because it might be an impossible requirement for some. Therefore,
requiring 1S027001 might limit the pool of possible suppliers. However, the other re-
spondent added that when a larger player can more convincingly state that it operates
within the framework of legislation, directives, and standards as the buyer it usually sim-

plifies the procurement processes so much that it leads to favouring such operators.

4.1.3 Supplier risk management

Following the discussion of the certifications, topics related to supplier risk management

were covered. The companies were questioned about the largest cybersecurity risks they
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believed to be associated with the vendors of their supply chain. Both product and tech-
nology-oriented risks as well as risks related to cybersecurity culture and administration

were discussed.

The interviews revealed that one major technology risk of the procurement of software
products was component risk. The information security of components and the vulner-
abilities of what the possible flaws could pose could compromise the entire system’s
security. Furthermore, the use of legacy software whether it was employed by buyers or
suppliers was seen as a potential threat. Company B gave an example that one way how
a supply chain threat might materialize could be through data breaches resulted from

operational methods or the technology used.

One cultural or administrative issue of the supply chains that was covered multiple times
was the level of risk that the buying organization bears regarding the transparency of the
subcontractor supply chain. Both companies stated that the understanding of the first
subcontracting tier is usually on a good level but as the supply chain extends to second-
tier subcontractors and beyond the visibility into operations and practices decreases.
Correspondingly the control of that becomes also more difficult. In the interview with
company B, it was mentioned that one consideration when evaluating the suppliers from
the angle of cybersecurity is the information security controls that the supplier claims to
have could in reality differ from their corporate processes. Therefore, company B
claimed that the buyer cannot be absolutely sure that the vendor fully implements all of
their cybersecurity requirements. Another perceived risk was that they might not be able

to guarantee that the vendor fully implements all of their cybersecurity requirements.

During the interviews, the companies were questioned about whether they consider the
risk associated with each supplier separately when conducting a risk assessment. The
purpose of the question was to learn whether the buyer organization conducts risk as-

sessments for each supplier with a different scope. From the interviews it rose that the
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companies consider in their risk assessments that the software provider and subcontrac-
tors meet required standards. The companies pay special attention to open-source-sys-
tems and components that are used to ensure that the do not come from unreliable

sources.

According to the interviews, the 1SO27001 standards seemed to go hand in hand with
both companies’ procurement processes. It was emphasized that for instance a software
that is supplied by a third-party who is most likely selected through a public procurement
competition. Company B also stated that they use a method mirroring the standard
when choosing suppliers. “We have a system in which software’s are assessed into cer-
tain categories, like whether they are business-critical and then less critical, but the risk
assessment actions in that scale are quite similar. The business-critical information sys-

tems are under a bit more scrutiny”, is what one respondent of company B stated.

4.1.4 Contracts and administration regarding cybersecurity

From the interviews it could be stated that contracts played a major role in risk manage-
ment of both DSQO’s. The interviewed companies stated that they have clauses in case of
risk scenarios coming into reality. Company A stated that they have clauses in case of
risk scenarios coming into reality, that are agreed upon and defined during the procure-
ment phase. These are considered in their DPA agreements. DPA agreements include the
right to audit as well as compensation and the obligation to rectify. Company B stated
also that there are fundamental clauses if a risk scenario occurs. The contracts are writ-
ten to include NIS2 compliant actions, stating who reports to whom and what actions
should be taken. However, the responsibility cannot be completely shifted to a supplier

by the client.
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The companies’ risk-management administrative measures took also account risks com-
ing from suppliers that come abroad. Company A states that it is not typical to have sup-
pliers from abroad, but it is important to consider that even if the supplier is local, the
products and production components extend further. Therefore, it's possible that the
contractual partner is a Finnish branch that is part of a group operating or having an
ownership base elsewhere. Company B states that these cases are assessed thoroughly
and holistically. However, they state that risk assessments of suppliers operating outside
EU/EEA-region can be more difficult. One interviewee stated that “A good example is
companies operating in the United States. Practically, the United States does not hand
over any information about its companies, even to the authorities if you're doing any

background checks."

Both companies emphasized that there are clauses that allow for the termination of the
contract, since if for instance their partner is being bought by a company that operates
outside EU/EEA, there happens information transfer outside EU and that is excluded by
the contract. However, they note that there is a challenge if a physical component that
includes Al that has long investment and holding times is procured, but the contract ends,

they don’t necessarily stop existing “out in the field”.

4.2 Phase one structured interview results utilizing Kraljic matrix

The Kraljic procurement matrix, which was used in the structured interview happened in
the second half of phase 1. However, the participants were required to look over a list of

products prior to beginning the Kraljic matrix assignment.

Table 6. List of IT and OT products.

Information  Technology | Operational  Technology | Internet of Things

products and systems products and systems

e ERP systems e SCADA  (Supervi- e Smart meters

e CRM systems sory Control and
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Cybersecurity solu-
tions (firewalls etc.)
Data Analytics and

Management Tools

Data Acquisition)
Systems
Distribution Man-

agement Systems

e Cloud Computing (DMS)
and Storage Ser- e Energy Manage-
vices ment Systems
(EMS)
e Grid Automation
Equipment

e Substation Auto-

mation Systems

The product list that was given to companies A and B is replicated in the above table.
First, companies A and B were asked to review a list of information technology and op-
erational technology products, and to suggest any additions or deletions. Company A
proposed adding integration platforms and network information systems (NIS). Com-
pany B suggested adding telecommunications. After this part the interviewees were
shown the Krajlic matrix with a PowerPoint presentation. Both companies were required

to evaluate the listed products according to the Kraljic procurement matrix methodology.

Table 7. Krajlic matrix in phase 1.

Leverage items Strategic items

e T products in general e QT products in general
e ERP e SCADA

e CRM e DMS

e cybersecurity solutions e NIS

integration platforms

Non-critical items Bottleneck items
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e grid and substation automation e QT products can be also as bottle-
systems neck items
e cloud computing systems e smart meters

e data analytics systems

The Kraljic matrix classification of the products by the companies A and B is shown in the
table above. The table aims to mimic how the Kraljic matrix is presented in literature.

Categories are leverage, strategic, non-critical and bottleneck.

Strategic items are presented in the upper right corner. Company A categorized SCADA,
DMS, NIS and integration platforms as strategic items. Additionally, they included smart
meters, noting the challenge that, despite the availability of multiple suppliers, integrat-
ing these into the overall system presents significant difficulties. This is because not all
smart meters are interchangeable or easily integrated into the existing system. Company

B, on the other hand, classified all operational technology products as strategic items.

Leverage items are in the upper left corner. Company A listed CRM, ERP, and cybersecu-
rity solutions as leverage items, noting that while these are essential, their integration is
complex and changing them is not straightforward. Company B indicated that all IT prod-

ucts would be categorized under leverage items.

Bottleneck items are presented in the lower right corner. Company B identified all oper-
ational technology (OT) products as bottleneck items. The interviewee emphasized the
limited number of suppliers in the industry, which can make these products particularly
vulnerable to becoming bottlenecks, especially in volatile global con-texts. They noted
that the long lifespan and security requirements of these products often contribute to
their scarcity. Furthermore, they pointed out that strategic products might overlap with
bottleneck items and can swiftly transition between these categories. The interviews

also discussed smart meters belonging to bottleneck items. Non-critical items are in the
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lower left corner. Both company A and B classified grid automation, substation automa-

tion, cloud computing, and data analytics as non-critical items.

4.3 Phase two and three survey results

Phase two and three were carried out as surveys. These surveys were identical to each
other. Phase 2 was conducted with the same interview group (company A and B). There
were two respondents to the survey. Phase three had a different focus group, consisting
of experts of academia, IT-industry as well as lawyers. Phase three was enforced to get a
different perspective to the discussion from a focus group that works in the supply chain
or stakeholder group with DSO’s with the NIS2 themes. In the survey questionnaire, the
format and order of the questions and statements were strictly predetermined. The sur-
veys included multiple-choice questions based on NIS2 recital (85) and themes that
emerged from the first phase of the study. The aim was to identify the gap in DSOs' man-
agement of supplier relationships, both in terms of the requirements set by NIS2 and
factors outside its scope that had emerged from the thematic analysis of the interview

data.

NIS2 Recital (85)

“Addressing risks stemming from an entity’s supply chain and its relationship with its suppliers, such as
providers of data storage and processing services or managed security service providers and software
editors, is particularly important given the prevalence of incidents where entities have been the victim of
cyberattacks and where malicious perpetrators were able to compromise the security of an entity’s
network and information systems by exploiting vulnerabilities affecting third-party products and services.

Essential and important entities should therefore assess and take into account

» the overall quality and resilience of products and services and the cybersecurity risk-
management measures embedded in them,
» .. the cybersecurity practices of their suppliers and service providers, including their secure
development procedures.
Essential and important entities should in particular be encouraged to

» incorporate cybersecurity risk-management measures into contractual arrangements with their
direct suppliers and service providers.

» Those entities could consider risks stemming from other levels of suppliers and service
providers.”

Figure 4. NIS2 Recital (85).
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The first two multiple questions were about NIS2 recital (85) that is quoted directly in

the picture above. The options were formed with the recommendations given by Trafi-

com (2024) and FISC (2024). The picture was also shown with the survey. The first ques-

tion was asking “which measure do you consider the easiest in order to comply with NIS2

requirements of supply chain and supplier management” whereas the second asked the

“most challenging” measure. Options were

1.
2.

o v & W

Listing all suppliers and subcontractors that have an effect on the cybersecurity
Making a risk management model according to the list with an all-hazard ap-
proach and assessing suppliers through the model

Assessing and considering the suppliers service providers cybersecurity practices
Set and document requirements for cybersecurity in contracts

Considering cybersecurity risks of complete supply chain

An open-ended question, asking whether the respondent would consider an-

other mandated measure

The third and fourth multiple questions were derived from the interviews conducted in

phase one. The third question was “which one of the recommended measures outside

the mandated compliance do you consider easiest to comply with” and fourth one asked

about the most challenging one to comply with. The options were

1.
2.

4.3.1

cooperating with stakeholders

focusing on component level security in supply chain risk management
considering legacy technology contracts, especially related to strategic items that
in this case are operational technology

an open-ended question, asking whether the respondents would consider an-

other non-mandated measure

Phase two survey results

As stated before, phase two involved the same companies referred to as company A and

B which were also interviewed in phase one. Primary goal of phase two was to identify
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the gaps that distribution system operators have in their management of supplier rela-
tionships, both in terms of NIS2-mandated requirements and external factors that sur-

faced from the interview data's thematic analysis.

Phase 2: Company A and B (n=2)

Which measures do you consider as the easiest and most challenging to execute in order to comply with NIS2 requirements of supply
chain and supplier management?

Listing all suppliers and subcontractors that have 50%
an effect on the cybersecurity 50%

Making a risk management model according to
the list with an-all hazard approach. Assess

suppliers through the model. 100%

%

Assessing & considering the suppliers/service
providers cybersecurity practices

Set and document requirements for cybersecurity 100%
in contracts

Considering cybersecurity risks of complete
supply chain

Would you consider another mandated measure?
Please specify:

ﬁ

0% 50% 100% 150%

Figure 5. Phase two multiple question one and two.

The image above combines the answers to the first two questions. The first two multiple
questions were about NIS2 recital (85). The first question was asking “which measure do
you consider the easiest in order to comply with NIS2 requirements of supply chain and
supplier management”. However, as the questionnaire was multiple choice, the actual
evaluation of which measure would be considered easiest or hardest per se is impossible
to evaluate. Phase two companies evaluated “listing all suppliers and subcontractors
that have an effect on the cybersecurity” (50% of respondents), “assessing and consid-
ering the suppliers/service providers cybersecurity practices” (50% of respondents) and
“setting and documenting requirements for cybersecurity in contracts” (100% of re-
spondents) to be the easy methods to comply with the mandatory requirements of NIS2.

The hardest of mandatory requirements of NIS2 to comply with were seen to be “listing



63

all suppliers and subcontractors that have an effect on the cybersecurity” (50% of re-
spondents) and “making a risk management model according to the list with an-all haz-
ard approach” (100% of respondents). Furthermore, it was stressed that taking the en-
tire supply chain into account will be the most difficult measure in phase 2's open section

"would you consider another mandated measure" (50% of respondents).

Phase 2: Company A and B (n=2)
Which of the other recommended measures (outside of the mandated compliance) would you consider the easiest and most challenging
to execute?

Cooperating with stakeholders

Focusing on component level security in supply 50%
chain risk management

Considering legacy technology contracts,
especially related to strategic items (operational 100%
technology)

IIE

Would you consider another non-mandated
measure? Please specify:

0% 20% 40% 60% 80% 100% 120%

Figure 6. Phase two multiple question three and four.

On the image above are displayed what the respondents ought to be the easiest and
most challenging measure outside the mandated compliance. The situation is similar as
in the first two questions; the questionnaire was multiple choice and thus the actual
evaluation of which measure would be considered easiest or hardest cannot be evalu-
ated directly. Of the other recommended measures outside of the mandated compliance
considered easiest to execute was “cooperating with the stakeholders” (50%) and “fo-
cusing on component level security in supply chain risk management” (50%). The most
challenging was considered to be “considering legacy technology contracts, especially

related to strategic items (operational technology)” (100% of the respondents).
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4.3.2 Phase three survey results

Phase three had a different focus group, consisting of experts of academia, IT-industry
as well as lawyers. Phase three had the same questions as phase two. The questionnaires
were also multiple choice, and thus the answers reflect generally which measures are
considered either easy or challenging. The respondents were asked assess the questions
from the perspective of distribution system operators. The aim was also to find out the
gap that distribution system operators have in their management of supplier relation-
ships, both in terms of NIS2-mandated requirements and external factors that surfaced
from the interview data's thematic analysis but with a different angle. The angle in the

case of phase three was to obtain outsider perspective on what the gap could be.

Phase 3: Outside experts (n=8)
Which measures do you consider as the easiest and most challenging to execute in order to comply with NIS2
requirements of supply chain and supplier management?

Listing all suppliers and subcontractors that
have an effect on the cybersecurity

Making a risk management model according to
the list with an-all hazard approach. Assess
suppliers through the model.

Assessing & considering the suppliers/service
providers cybersecurity practices

Set and document requirements for
cybersecurity in contracts

Considering cybersecurity risks of complete
supply chain

Would you consider another mandated
measure? Please specify:

0% 20% 40% 60% 80%

Figure 7. Phase three multiple questions one and two.

The above picture showcases phase three question one and question two results. Phase
three respondents assessed as easiest measures to comply with NIS2 requirements “list-
ing all suppliers and subcontractors that have an effect on the cybersecurity” (50% of
respondents) although 13% of respondents considered this as a hard measure to comply

with. Also, “making a risk management model according to that list with an-all hazard
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approach and assessing suppliers through the model” was seen easy (38% of respond-
ents) even though majority of the respondents considered it hard (50%). The highest
amount of people considered easy “setting and documenting requirements for cyberse-
curity in contracts was seen the easiest to be done” (63% of respondents) and a small
percentage considered it hard to comply with (13%). The most challenging measure was
seen to be “assessing & considering the suppliers/service providers cybersecurity prac-
tices” (75% of respondents) but a percentage of 13 of the respondents considered that

measure easy.

Phase 3: Outside experts (n=8)
Which of the other recommended measures (outside of the mandated compliance) would you consider
easiest and most challenging to execute?

Cooperating with stakeholders

Focusing on component level security in supply
chain risk management

Considering legacy technology contracts,
especially related to strategic items (operational
technology)

Would you consider another non-mandated
measure? Please specify:

0% 10% 20% 30% 40% 50% 60% 70% 80%

Figure 8. Phase three multiple questions three and four.

The above picture showcases phase three question three and question four results.
When assessing the recommended measures outside of the mandated compliance, the
easiest to execute were seen to be “cooperating with stakeholders” (75% of respondents)
and next “focusing on component level security in supply chain risk management” (38%
of respondents). The most challenging measure outside of the mandated compliance
was seen to be “focusing on component level security in supply chain risk management”

(50% of respondents) and “considering legacy technology contracts, especially related

to strategic items (operational technology)” (63% of respondents).
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5 Discussion

The aim of the discussion chapter is to provide an overview to the thesis work. This thesis
explores different methods for cybersecurity management through two central themes.
These themes are a supplier risk management and product risk management. The thesis
uses design science research as a method for formulating an artefact that is aimed to
work as a guideline. The guideline is created for complying with NIS2 supply chain re-
quirements and considers also other aspects of cybersecurity. The target group for the
work is the is electricity distribution system operators in Finland. The lack of a guideline
specifically designed for this target group prior to the beginning of thesis work was the
catalyst for creating one. Before this chapter presents the aforementioned guideline, the
discussion assesses the chosen research methods and challenges while conducting this
research. Secondly, the chapter moves to the thematic categories through which the lit-
erature and research method results are compared. Thirdly, the chapter presents the

guideline that is formulated after all this.

5.1 Research methods

The chosen research method for this thesis was design science research. Design science
research can be used to create new artefacts, according to e.g. Venable and Baskerville
(2012, p. 142) and Dresch et al. (2015). Teperi et al. (2021) contend that in DSR, the
created artefacts, such as guidelines, aim to be used for problem-solving methods for
specific challenges that are often ill-defined or not yet completely understood by the
general audience. Since no specific guidelines for electricity distribution system opera-
tors on how to comply with NIS2 supply chain requirements existed prior to this study,
the thesis work aims to do that as well as provide insights on what they should consider
from both product and supplier cyber risk. This decision is also justified by the results of
the thesis by Linderoth (2024) where it is stated that maintaining supply chain compli-
ance with NIS 2 is the most significant challenge the energy sector will face. Additional

recommendations outside the mandated scope of the legislation are given too. Due to
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the nature of the work, design science was determined to be the most appropriate ap-
proach for developing the guideline. The surveys and interviews conducted for this thesis
focused on the two thematic levels: supplier and product risk management. The product
risk level looks at supplier risks from the perspective of products and explains the con-
nection between supplier risk and strategically significant products, whereas the sup-
plier risk management level monitors how DSOs manage risks at the partner level. The
way the research questions and methodology were defined was impacted by these two
theme levels. The research process itself was conducted in three phases. (Venable &

Baskerville, 2012, p.142; Dresch et al., 2015; Teperi et al., 2021)

5.1.1 Research process

Phase one was done as an interview with company A and B that both were distribution
system operator representatives. The first part of the interview was done as a semi-
structured interview. The questions were formed through discussions with energy sector
stakeholders, literature review and discussions with the research group the thesis writer
worked in at the time the thesis has been written. The themes discussed in the semi-
structured interview were pre-determined with open-ended questions and open ques-
tions. The aim was to map the risks and means of cybersecure supply chain management
in the electricity operations field. The second part of phase one was a structured inter-
view that utilized Kraljic matrix. The aim was to find out how strategically important dif-
ferent IT/OT products are in relation to each other as well as the connection of strategi-
cally important products to suppliers' risk. Phase two and three were conducted as sur-
veys to different target groups. The survey questions were formed both through the lit-
erature review and from the analysis of phase one interviews. The two companies that
participated in phase 1 and phase 2 were both DSO’s of different regions in Finland. Both
of these companies are large companies according to NIS2. Phase 3 had a more hetero-
genous participation population. The phase three targeted industry experts working as

stakeholders for DSOs. These experts worked in academia, in the IT sector as well as
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lawyers. Phase three's goal was to identify the gaps in DSOs' supplier relationship man-
agement, both in terms of NIS2-mandated requirements and additional aspects that sur-

faced from the interview data's thematic analysis.

5.1.2 Analyzing the data

The data was gathered for the thesis with interviews and surveys. The interviews
started out with a semi-structured part that as Johannesson and Perjons (2014) ex-
plain, follows a set of questions but they can be discussed in a flexible order (Johannes-
son & Perjons, 2014). Semi-structured interview questions tend to be open-ended.
Thus, they allow respondents to articulate their answers in their own words. This gave
a chance to do a thematic analysis as well as get a broader overview on the topic of the
research. One of the limitations noticed during the interviews was some of the inter-
viewees gave answers that were "off-topic" from the questions' intended focus. Also,
because of the time constraints during the interviews, it was sometimes a must to
move the conversation along, that unfortunately hindered the chance thoroughly ex-
amine the perspectives of every participant. When the interviews of phase one pro-
gressed to the structured part the setting was simpler in a sense. It was possible to
stick to a predefined protocol that was categorizing the products to the Kraljic matrix.
However, it didn’t give the same opportunity to ask questions that can give answers

that go a bit deeper under the surface as the semi-structured interview did.

Phase two and three were conducted as surveys. According to Johannesson and Per-
jons (2014) the advantage of surveys is that they allow for collecting large amounts of
data time-efficiently, but the disadvantage is that some individuals may choose not to
participate at all, resulting in a low response rate (Johannesson & Perjons, 2014). One
significant issue, particularly during phase three, was indeed the low response rate of
two respondents. The reason behind this might be because surveys can be boring to

answer or the recipient people get so much email that the message will go unnoticed.
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However, phase three was partly conducted due to the matter of phase two having

such a low response rate.

The core aim of the thesis is to form a guideline for NIS2 compliance and general as-
pects for electricity distribution system operators to consider about cybersecurity. As
this can be looked from two aspects, namely product and supplier risk management,

the discussion will follow that categorization.

5.2 Assessing the product and supplier risk aspects of the revised Net-

work and Information Security Directive

According to the European Commission (2023), the Network and Information Security
Directive is being revised so that European Economic Area is able to meet the growing
cybersecurity needs. This revision (NIS2) includes for instance new reporting prerequi-
sites and a size-threshold rule. The list of entities covered in the directive has grown.
Additionally, new cyber risk management aspects such as the supply chain risk manage-
ment are introduced in the revised directive. In NIS2 the both the recital (85) and article
21 part (d) and (e) are considered specifically relevant for this thesis. These introduce
the supply chain management aspect of the directive. The recital (85) addresses supply
chain and supplier relationship cyber-risk, particularly posed by third-party suppliers. Ar-
ticle 21 point (d) and (e) look at both the suppliers and products. As point (d) measure is
“supply chain security, including security-related aspects concerning the relationships
between each entity and its direct suppliers or service providers” it can be seen to relate
directly to how essential it is to safeguard and manage the relationships that the organ-
ization has with the vendors or service providers it depends on to sustain its operations.
Therefore, this level of the legislation can be seen to be on a human oriented, security
culture and administrative level, in line with this thesis. And point (e) measure “(e) se-
curity in network and information systems acquisition, development and maintenance,
including vulnerability handling and disclosure” refers to that the entities should priori-

tize the cybersecurity aspects of product lifecycle management from procurement to
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ongoing use. Therefore, this level of the legislation can be seen to be on a product ori-
ented, technology risk, strategic choices level, in line with this thesis. (European Com-

mission, 2023; Directive (EU) 2022/2555)

This thesis has been examining the recommendations for NIS2 published by FISC (204)
and Traficom (2024) while the work was already started. However, while conducting the
literature review part, there were still not many academic references about the topic.
The reason for this might be because this thesis was mostly written in early 2024, while
the national transposition for the directive is in October 2024. While the recommenda-
tions by FISC and Traficom were analysed, points of alignment were noticed to recital
(85). A summary of these recommendations and a chapter containing them are included
in the literature review. According recital (85) the organizations referred to as entities
"should" evaluate and consider "the resilience and quality of their products and ser-
vices" as well as the cybersecurity risk-management strategies incorporated into these
products and services. These entities “should” also evaluate the secure development
procedures and cyber-security policies of their service providers and suppliers. They
"could" also want to evaluate supply chain relationships and operational aspects like
procurement and product lifecycle management and taking into consideration risks aris-
ing from different tiers of suppliers and service providers. There is a difference in require-
ments between the wording “should” that indicates that something is mandatory to do
versus “could”. Traficom (2024) and FISC (2024) recommend listing all suppliers and sub-
contractors that have an effect on the cybersecurity as well as making a risk management
model according to the list with an all-hazard approach and assessing the suppliers
through the model. The authorities recommend assessing and considering the suppliers
and service providers cybersecurity practices, setting and documenting requirements for
cybersecurity in contracts. They also recommend considering cybersecurity risks of com-
plete supply chain. The condensed version of recommendations given by Traficom and
FISC were directly used for the research surveys question one and two utilized in phase

two and three. (Directive (EU) 2022/2555; Traficom, 2024; FISC, 2024)
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5.3 Phase 1 of the research process

5.3.1 The overall responsibility of NIS2 implementation in electricity distribution in

Finland

The interviews looked first at the overall responsibility of NIS2 implementation in elec-
tricity distribution companies in Finland. Distribution system operators are defined as a
part of the electricity sector, defined as essential entities in NIS2. These entities are sub-
ject to especially strict compliance requirements. It has been recognized by for instance
by the Finnish National Emergency Supply Agency (2022) that the energy sector is di-
vided between entities with high and low maturity levels, and the cybersecurity culture
varies among these entities. The electricity distribution operator companies vary of size
too, so it can be estimated that the smaller DSO’s might have different cyber maturity
compared to the larger players. Additionally, it has been identified in Finland that organ-
izations operating over larger geographical areas have invested more in cybersecurity
compared to local entities. The companies (A and B) interviewed operate in separate
geographical areas but both of them revealed to be large-size companies. The interviews
didn’t directly reveal the investment differences between the companies A and B. That
is however given in terms of electricity distribution operators having a natural monopoly
meaning that one geographical area has one operator. (Finnish National Emergency Sup-
ply Agency, 2022; Finnish Government, 2024; The Finnish Energy Authority 2022; Finnish
Energy, 2024b)

The two DSO’s that were interviewed belonged to the same group company as the local
energy network provider even if the law requires them to be separated from each other.
Notable from the NIS2 aspect was that it became evident the DSO’s tend to purchase
information security and management services, including cybersecurity, from the local
energy network provider company. From a cybersecurity perspective, this could lead to
anincrease in risk exposure. Benaroch (2020), for instance, has argued that organizations
that outsource their IT and cybersecurity responsibilities typically assume that the ser-

vice providers will take on the responsibility for managing cybersecurity risks. In practice,
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this may result in the risk profile growing in both organizations. However, it was empha-
sized that DSO’s carry a responsibility for their own company even if the cybersecurity
services were acquired from the group company. The responsibility of implementing
NIS2 on a company level was agreed to be a task of the management by both companies.

(Benaroch, 2020)

As NIS2 requires companies to enhance their cyber supply chain risk management (CRSM)
that include different methods such as quality assessments, third-party auditing, utilizing
and requiring standards in contracts and aligning interests and cooperating with stake-
holders within the supply chain, the interviews focused on these and the thematic risk

categories. (Boyson, 2014; Borenius et al., 2022)

5.3.2 Thematic categories of phase one

5.3.2.1 Supplier risk management in cybersecurity

According to the literature, cooperating with the stakeholders, sharing information, com-
munication and other risk management things are considered important for supplier risk
management. These actions might increase supply chain visibility, although for example
standards do that as well as shown later. Here the idea was to see what risks stem for
suppliers. One cultural or administrative issue of the supply chains that was covered mul-
tiple times was the level of risk that the buying organization bears regarding the trans-
parency of the subcontractor supply chain. Both companies stated that the understand-
ing of the first subcontracting tier is usually on a good level but as the supply chain ex-
tends to second-tier subcontractors and beyond the visibility into operations and prac-
tices decreases. according to Traficom (2024) the entity should choose risk management
measures that fit the supply chain and execute the measures to those suppliers, in the
situation when risk management measures have a cybersecurity-promoting effect. FISC
(2024) recommends to use a basic model of information security as a reference frame-
work for the evaluation. FISC (2024) also recommends to organize suppliers according to

the risk level, the so-called risk category. The risk category consists of at least two aspects:
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the importance of the supplier to the company's (or entity’s) own operations and the

avail-able information on the supplier's own risk management.

Company B also stated that they use a method mirroring the (1ISO27001) standard when
choosing suppliers. “We have a system in which software’s are assessed into certain cat-
egories, like whether they are business-critical and then less critical, but the risk assess-
ment actions in that scale are quite similar. The business-critical information systems are
under a bit more scrutiny”, is what one respondent of company B stated. There are dif-
ferent measures to be taken during the supplier life cycle according to for example Verlag
(2013) and Boyson (2014). Pre-contract coordination efforts include incorporating
clauses into vendor contracts that obligate vendors to address cyber risk. Mid-lifecycle,
a formal agreement with the vendor outlines the execution of time-based mitigation
steps. Compliance can be evaluated through a vendor rating system. Contracts and
standards are seen important measures to reduce the supply chain cyber risk in aca-
demic literature as well as in the recommendations given by Traficom (2024) and FISC
(2024), also addressed in the NIS2 Directive. (Directive (EU) 2022/2555; Traficom, 2024;
FISC, 2024; Verlag, 2013; Boyson, 2014)

5.3.2.2 Contracts and administration regarding cybersecurity

From the interviews it could be stated that contracts played a major role in risk manage-
ment of both DSQO’s. The interviewed companies stated that they have clauses in case of
risk scenarios coming into reality. Contracts are seen as a key part of cybersecurity risk
management in academic literature and Traficom (2024) and FISC (2024) have recom-
mend to use contractual means in order for the buyer to be ensured about the procure-
ment safety. These means can be requiring certifications, examining the product charac-

teristics and by ensuring the reliability of the supplier and preparing for risks.

The companies’ risk-management administrative measures considered risks coming

from suppliers that come abroad. Traficom (2024) has outlined that the buyer should be
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prepared in changes in the contracts they make. These changes could entail for example
changes in ownership or changes regarding the service providers. It was stated in the
interviews that it is not typical that the DSO’s have suppliers from abroad. However, it
was emphasized that even though the initial supplier, or vendor, is normally local, the
products and production components go beyond that. Consequently, it is possible that
the contractual partner is a Finnish branch of a company that operates or has ownership
interests in other countries. It was mentioned that these cases are evaluated carefully
and comprehensively. Nevertheless, it was also stated that it is more challenging to exe-
cute risk assessments to suppliers who operate outside of the EU/EEA region. According
to the interviews, there are provisions in the contract that permit the contract to be
terminated for example, if their partner is acquired by a business that is not based in the
EU or EEA. This can be justified by the information that is then being transferred outside

of the EU. This is usually excluded by the contract.

Traficom (2024) has advised that after a company has finished the supplier risk assess-
ments, the cybersecurity requirements should be set in contracts. According to FISC
(2024), a contract should not state directly that the supplier "must meet the require-
ments of the NIS2 directive" in order for assuring that the supplier complies with legal
requirements. Interestingly, though, during the interviews, it was mentioned that NIS2
compliant actions, which specify “who reports to whom and what”, are explicitly written
into contracts. This statement may have been made because the interviewees were not
legal experts, meaning that since they are probably not in charge of drafting the con-
tracts, they may not know how contracts are formed in detail. Nevertheless, it was em-
phasized that even in cases where the client demands NIS2 or ISO 27001 compliance,

the responsibility cannot be completely shifted to a supplier.

5.3.2.3 Standards and certificates of cybersecurity

The requirement of cybersecurity standards in the supply chain was discussed in the in-

terviews. The interviews during phase one showed that both DSO’s require some kind of
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cybersecurity certifications from their suppliers. However, it was not agreed that they
require specifically 1ISO27001 although it was estimated that perhaps in larger projects
ISO27001 might become a requisite when choosing a supplier. For example, Kanstren et
al. (2017) have argued that industry certifications like 1SO27001 play an important role
in defining cybersecurity requirements and managing suppliers and subcontractors with
varying security practices. This is seen particularly relevant due to the current trend of
organizations outsourcing their IT and cybersecurity services as end products are often
built of chains of subcontractors and integrations of their subsystems leading to external
dependencies in the supply chain. 1SO27001 was seen as a barrier to ask from a smaller
supplier because it might be an impossible requirement for some. Therefore, it was seen
that requiring ISO27001 might limit the pool of possible suppliers. However, it was noted
that larger suppliers can possibly show more clearly that they follow the cybersecurity
requirements defined by legislation and standards. This was seen to simplify the pro-

curement processes and estimated to making them more likely to be favoured.

It has been stated by Calder (2008) that certification builds trust with clients by demon-
strating effective information security practices. Hamdani et al. (2021) have argued that
if a supplier utilizes a standardized approach to risk management, it is easier for the
buyer to assess its compliance. This became evident in the interviews too as the compa-
nies emphasized that both the upcoming legislation as well as certifications such as
ISO27001 make the extended supply chain more transparent as the cybersecurity re-
quirements are the known throughout the supply chain. However, a limitation was also
mentioned with cybersecurity certifications, as was seen by the companies that the in-

formation security practice is only being implemented on paper.

Especially 1SO27001 standard was deemed to be easy to demand as its scope of imple-
mentation can be defined. As Heras-Saizarbitoria and Boiral (2013) put it, standards es-
tablish the minimum acceptable level of performance or quality, as well as the optimal
level an organization must meet to be considered compliant. However, in the interviews

it was stated that the problem with the standard is that not all operators have the same
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scope. In other words, certification can also be obtained with a more limited scope of
execution. It was also stated that ISO27001 was required from companies after assessing
whether they are so risky that they need to provide that certification or in what scope at
least. Yet again, the companies had different views on whether they need the certificate
themselves. Company A was informed that it could meet a significant portion of its NIS2
obligations by applying ISO 27001 framework into its operations. Company B stated that
the DSO, alias the buyer in the case of cybersecurity, does not need the certification as
they do not sell software. Thus, it was seen that obtaining the certification does not give
the DSO's competitive advantage although it was stated that the way they operate
closely resembles ISO 27001.

5.3.2.4 Product risk in cybersecurity

The interviews addressed the possible risks stemming from products in the supply chain.
Software vulnerabilities and networked systems are seen as the two main product risks
according e.g. Kumar and Mallipeddi (2022). Especially in the academic literature it
seems to be an axiom that the electricity sector has specific cybersecurity issues related
to legacy technology, that in the case of electricity distribution operators seems to be
especially the operational technology products. The conventional more IT driven meth-
ods of managing cybersecurity risks are commonly seen not applicable to the sector. It
was also anticipated that during the second part of phase two utilizing the Kraljic matrix
that the interviewees would categorize OT and IT products differently, as it has been
noted in the literature that the electricity sector is in a way dependent on the legacy
technologies. Additionally, the threats related to product components has been recog-
nized to be an issue in the energy sector. (U.S. National Institute of Standards and Tech-

nology, 2024; Borenius et al., 2022; Maleh, 2021)

The risks related to product components as a key technology risk associated with soft-
ware procurement were highlighted in both interviews. It was acknowledged that the
possible components' vulnerabilities could compromise the security of the whole prod-

uct or system. Furthermore, the use of legacy software by both suppliers and buyers was
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noted as a threat factor. An example given was that that data breaches brought on by
legacy technology or outdated operational methods could materialize as cyber incidents
in the supply chain. Both interviewed companies stressed the importance of carefully
assessing the open-source systems and components to ensure they do not originate
from unreliable sources. A method how to tackle the component security issue is ad-
dressed by for instance Traficom (2024) and FISC (2024) is that the supplier could request
a component list of critical products and services (e.g. SBOM, software bill of materials
or HWBOM, hardware bill of materials) if necessary to identify and manage dependen-

cies and vulnerabilities against them. (Traficom, 2024; FISC, 2024)

During the interviews it was also noted that there is a challenge if a physical component
that includes Al that has long investment and holding times is being procured. The chal-
lenges or risks stem when the contract ends, as these products can be planted to “out in
the field” and they don’t necessarily “stop existing” even if their contract life cycle has
ended. This is a product life-cycle management factor that the suppliers should consider

when making the contracts with the suppliers.

5.3.3 Kraljic matrix in phase one

One method of assessing product and supplier risk was aimed to do with Kraljic matrix
that took part also during phase one as a structured interview. According to for example
Caniéls & Gelderman (2005) Kraljic matrix can be used as a tool to assess the strategic
importance of different suppliers by categorizing products either as strategic, leverage,
bottleneck or non-critical items (Caniéls & Gelderman, 2005). During this research the
usage of the Kraljic matrix aimed to especially find out the strategic importance of dif-
ferent IT and OT products in relation to each other and the supplier as well as the con-

nection of strategically important products to supplier risk.

As it has been acknowledged in the literature that electricity sector operators are in
some ways dependent on legacy technology items that are often operational technology

products, it was expected that the interviewed companies would categorize at least
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partly OT products as strategic items. This expectation was confirmed, as company B
categorized all operational technology products as strategic items albeit in a somewhat
generalized manner. Also, company A categorized from OT products SCADA, DMS, NIS
and integration platforms as strategic items. There was also a debate during the inter-
view with company A whether smart meters, which are in this thesis included in the
category of "Internet of Things (IoT) related products" belong in the bottleneck or stra-
tegic item categories. Company A pointed out that, even though there are several sup-
pliers, integrating these into the system often presents a significant challenge. This cat-
egorization could be seen suggesting that these items could instead be categorized as
bottleneck items. According to the National Audit Office of Finland (2023) reliance on a
single supplier can be due to market conditions or procurement processes but generally
this situation should be avoided (National Audit Office of Finland, 2023). However, in the
interviews it was noted that there is a lack of OT suppliers in the market. Therefore, dis-
tribution system operators could benefit from forming strong alliances and collaborative
risk management approaches with both OT product and system suppliers and smart me-
ter suppliers as suggested by for instance Caniéls and Gelderman (2005) and Hajmoham-

mad and Vachon (2016).

Company B continued the broad categorization with IT products, suggesting that all IT
products and systems belong to the leverage item category. Company A listed CRM, ERP,
and cybersecurity solutions as leverage items. Although classifying these products as lev-
erage items, company A wanted to emphasize that they are not easily changed due to
their complex integration. Therefore, it is probably not as suggestable to change the sup-
pliers so often as it might be with different IT systems. It might be beneficial for the dis-
tribution system operators to develop strategic partnerships with technologically ad-
vanced suppliers to enhance competitive advantages as Caniéls & Gelderman (2005)
suggest to do with leverage items. This strategy is confirmed also by Hajmohammad and
Vachon (2016) who say that cooperative measures can be a better strategy to deal with

leverage item suppliers as it helps maintain a larger pool of suppliers in the long term.
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When the bottleneck items were discussed, company B claimed that OT products can
also be bottleneck items. Thus, products and systems categorized as strategic can over-
lap with the bottleneck categorization. This was justified by an interviewee claiming that
there is a lack of suppliers in the market making these products especially prone to be-
coming bottlenecks, especially in unpredictable global settings. Company B also had ob-
served that as these products have long lifecycle and strict security requirements, it also
adds to why the supplier pool is limited. Caniéls & Gelderman (2005) suggest that when
dealing with bottleneck items, the purchasing organization accepts their dependence of
these products and focus on mitigating the negative impact of a situation possibly
deemed unfavourable. According to Kraljic's model Hajmohammad and Vachon (2016)
recommend ensuring the supply for the bottleneck items even at higher prices. As
Caniéls & Gelderman (2005) suggest, distribution system operators could aim to main-
tain some stock of smart meters if that is possible. Also, seeking to reduce dependence
by finding other suppliers could be the case with smart meters. With OT products apply-
ing these strategies might not be possible. Therefore, it might be more beneficial to form
strong alliances and collaborate with OT product suppliers as suggested to do with stra-

tegic items.

The emphasis on discussions about items considered non-critical was low during the in-
terview, possibly as they are non-critical and the focus was specially to find out which
items should be categorized as the strategic items. Both company A and B classified grid
automation products, substation automation products, cloud computing products, and
data analytics products as non-critical items. As the items in this category can be easily
replaced, one strategy could be to save from this product category by pooling purchasing

requirements as suggested by Caniéls & Gelderman (2005).

5.4 Gap analysis according to phase two and three

Phase one interviews had an impact creating the guidelines. The first phase of the re-

search covered a number of subjects, such as supplier risk management, cybersecurity-
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related contracts and administration, standards and certifications for cybersecurity man-
agement, and the responsibilities for NIS2 implementation within the distribution sys-
tem operators. Furthermore, the relationship between supplier risk and strategically sig-
nificant products was investigated, as was the strategic importance of different IT and
OT products in relation to one another. Indirect discussion of a few of these subjects can
be found in NIS2 Recital (85). However, as the recommendations by both Traficom (2024)
and FISC (2024) that are often referred to in this thesis were published after the inter-
views, it was realized that a more structured gap analysis would be required. Therefore,
a condensed format of the recommendations reflecting the recital (85) requirements
was listed in phase two and three as measures of NIS2 compliance. They also formed the
question one and question two. The first question was asking “which measure do you
consider the easiest in order to comply with NIS2 requirements of supply chain and sup-

plier management” whereas the second asked the “most challenging” measure.

1.Listing all suppliers and subcontractors that have an effect on the cybersecurity
2.Making a risk management model according to the list with an all-hazard approach and
assessing suppliers through the model

3.Assessing and considering the suppliers service providers cybersecurity practices
4.Set and document requirements for cybersecurity in contracts

5.Considering cybersecurity risks of complete supply chain

6.An open-ended question, asking whether the respondent would consider another

mandated measure

However, especially as the first part of the semi-structured interview had discussions
that went beyond the topic of the thesis, they deepened the knowledge of electricity
distribution operator specific cybersecurity issues that possibly would not have been
available in the literature. These factors gave a direction in which areas the research
should especially focus on when addressing supplier risk and product risk as well which
factors the distribution system operators should direct attention to when as complying

with NIS2 supply chain requirements. Therefore, even though as the aim of phase two
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and phase three was to find out the gap that distribution system operators have when
complying with NIS2 requirements, it was seen beneficial to address additional factors
beyond the directives direct requirements since these were often discussed during the
interviews. These factors were

1. cooperating with stakeholders

2. focusing on component level security in supply chain risk management

3. considering legacy technology contracts, especially related to strategic items that in
this case are operational technology

There was also an open-ended question regarding both the mandated scope and non-
mandated scope, that allowed survey recipients to add if they saw something else should

be considered too.

Phase two had respondents working for the same companies that were interviewed for
phase one. Phase three respondents were experts working in the same value chain with
the DSOs but not directly in electricity distribution sector. As such, it was considered that
they are key stakeholders of the DSOs. Phase three used the same set of questions as
phase two. The goal was to broaden the perspective when conducting the gap analysis
for the distribution system operators challenges with NIS2 compliance. It was estimated
that the experts of phase three might have knowledge about the operational environ-
ment or supply chain that distribution system operators would not come to think about.
Secondly, because phase two respondent size remained so low, phase three goal was to
increase the number of respondents. A general note of the percentage variation of phase
three compared to phase two is that phase three had more respondents. Thus, it is nat-

ural that the variation is higher in phase three.

5.4.1 Gap analysis according to phase two and phase three responses

As stated before, the survey questions were identical during both phases. The first ques-

tion was about which measure the respondents consider the easiest in order to comply
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with NIS2 requirements of supply chain and supplier management formed with the rec-
ommendations given by Traficom (2024) and FISC (2024) whereas the second asked the

most challenging measure.

“Listing all suppliers and subcontractors that have an effect on the cybersecurity” during
phase two was seen easy by half of the recipients whereas challenging by the other half
(50/50). Since the perceptions on the ease of this measure are contrasted, it could indi-
cate that this is a potential gap of the understanding of NIS2 requirements amongst dis-
tribution system operators. In phase three, 50% of respondents agreed that this was easy,
while 13% thought it was difficult. As some of the respondents of phase three surveys
worked in the IT sector in the supplier role for DSO’s, some as lawyers and some as aca-
demic researchers, this result might indicate that there is a need for unifying this meas-

ure.

“Making a risk management model according to the list with an all-hazard approach and
assessing suppliers through the model” was perceived challenging by all recipients
(100%) in phase two. This indicates that there is a clear gap in the ability to make com-
prehensive risk management strategies in the distribution system operators’ organiza-
tions. However, as it is a new requirement by NIS2, it might be perceived challenging due
to that reason as well. In a similar fashion, 38% of respondents in phase three perceived
it was easy to comply with while 50% thought it was difficult. This percentage suggests
that the risk assessment frameworks might need to be further improved, although the

respondents are more likely to be assessed than work as the buyer alias assessing party

“Assessing and considering the suppliers service providers cybersecurity practices” was
also considered easy by 50% of the recipients during phase two. None had chosen it as
a challenging measure to comply with. The reason why this measure was assessed as
easy by the DSO’s could be that the cybersecurity practice assessments can be done
mirroring cybersecurity standard such as 1SO27001 as it was discussed in the interviews

during phase one. During phase three this was a measure that 75% of respondents found
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challenging, while 13% found it to be easy. This can be seen to be indicating a significant
gap in the cybersecurity assessment tools. Although the recipients who chose this meas-
ure as challenging are not working for the electricity distribution operators, the general
expertise that they have especially in the IT sector indicates that there might be a need

for enhanced frameworks for assessments.

Both phase two and phase three identified “setting and documenting requirements for
cybersecurity contracts” as the easiest method to comply with. 100% of the respondents
in phase two and 63% in phase three evaluated this as an easy measure. The reason why
this was seen especially easy in phase two could be for instance that it is a straightfor-
ward action, done by experts specialized in forming contracts, such as lawyers. Addition-
ally, as the respondent population in phase three was higher, it allowed more variation
in the answers. Although this measure was seen generally easy to comply with, it might
be beneficial to set even clearer guidelines for this measure as 13% of phase three re-

spondents evaluated this as a challenging measure.

“Considering cybersecurity risks of complete supply chain” was not chosen at all during
phase two or phase three neither as an easy measure or a challenging measure. However,
in the open-ended question part, where respondents were asked whether they would
consider another mandated measure, one recipient of phase two wanted to stress that
taking the entire supply chain into account will be the hardest measure. Although this
factor was aimed to be addressed in the option “considering cybersecurity risks of com-
plete supply chain” the fact that it was emphasized also in the open section indicates
that is gap that the distribution system operators should consider when complying with

NIS2.

Question 3 and 4 were asking which of the other recommended measures outside the
mandated compliance would the respondents consider the easiest and most challenging
to execute. During phase two the easy methods of compliance were considered to be

“cooperating with the stakeholders” (50%) and “focusing on component level security in
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supply chain risk management” (50%). Despite the fact that these non-mandated
measures were considered easy it can be stated that they are essential in managing sup-
ply chain cybersecurity. During the interviews, transparency emerged up as a supply
chain threat factor. Thus, one way to improve supply chain transparency may be through
encouraging cooperation in the supply chain. 75% of phase three respondents agreed
that "cooperating with stakeholders" was easy. As the recipients of phase three work as
distribution system operators’ stakeholders, it can be seen generally positive that this
measure is perceived easy. However, also, "focusing on component-level security in sup-
ply chain risk management," was a measure that 38% found easy even though more of
the respondents (50%) found the component-related measure challenging. Therefore, it

could be argued that there should be a clearer support with this area.

5.5 Recommendations

The recommendations combine perspectives from the literature, the interviews exe-
cuted during phase one as well as the gap analysis from phase two and three. A con-

densed list of recommendations is provided in the table below.

Table 8. List of recommendations.

1. Assess the risks of managing the cybersecurity at the group company level.

2. Ensure a unified agreement of how the supplier and service provider list is

done. Standards e.g. ISO27001 may serve as a framework this aim.

3. Enhance the cybersecurity practices integrated to risk assessment frameworks.
Tailor the framework as suitable for assessing each supplier. The framework does not

need to be as extensive regarding every supplier.

4, Enhance the frameworks of assessing and considering the cybersecurity prac-

tices utilized by the existing and future suppliers or service providers.

5. Unify the process for setting and documenting the requirements for cybersecu-

rity in contracts. Focus especially on contracts regarding legacy technology.
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6. Consider the risks of complete supply chain by at least monitoring the certifica-
tions. A good indicator may be if the first vendor requires a cybersecurity certification

(e.g. 1SO27001) from its subcontractors.

7. Improve the communication and collaboration with supply chain stakeholders.

Share up-to-date information and industry best practices.

8. Focus especially on component level cyber security. Requiring a software bill of

material may serve as a tool for this aim.

As stated in the table, it might be beneficial for the DSO’s to assess the risks of managing
the cybersecurity at the group company level, as it has been argued by academics that
outsourcing IT and cybersecurity services can create risks for both parties, the buyer and
the service provider. Regarding the recital (85) and article 21 part d and e as well as and
Traficom (2024) and FISC (2024) recommendations, the electricity distribution system
operators might benefit from unifying the processes, enhancing cybersecurity practices,
focusing on strategically important suppliers and improving cooperation in the supply
chain. The distribution system operators might benefit from having a unified agreement
when creating a list of the suppliers and service providers as well as their subcontractors.
Indicated by the gap analysis of phase two and three, there might be a need to enhance
the DSO’s understanding in how this should be done. For example, following interna-
tional cybersecurity standards, such as 1ISO27001 might help on consolidating this pro-

cess.

The distribution system operators would possibly benefit from enhancing their cyberse-
curity practices by paying special attention to the risk assessment frameworks that are
utilized when complying with the NIS2. The gap analysis indicates that this is a factor that
need a special focus on. When making a risk management model according to the list,
for instance continuously and iteratively improving it can be beneficial for the organiza-
tion, as the suppliers are assessed individually in the end. As it has been stated both in
the literature and during the interviews, standards such as ISO27001, might be useful to

use at least as a basis for creating a risk management model. Additionally, It can be useful
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to tailor the risk assessment according to the business criticality of the supplier. Thus,
especially suppliers of strategic and bottleneck items such as OT products and smart me-

ters, might need to be carefully assessed.

Enhancing the frameworks of assessing and considering the cybersecurity practices uti-
lized by the existing and future suppliers or service providers might prove to be useful in
complying with NIS2. While conducting this the DSO’s might benefit from consultancy
from other sectors. While this measure was perceived easy by the DSO representatives,
it was found challenging by other experts. As the other experts work also in the IT sector,
this contrast might indicate that there might be a need for enhanced frameworks for
assessments. Requiring a certification of a well-known cybersecurity standards might
help in increasing trust and transparency in the supply chain. The cybersecurity practices
that individual suppliers have can vary, and therefore the assessment should maybe not
focus only on mirroring these to existing standards such as 1SO27001, because these

standards can be obtained in different levels.

Unifying the expectations and with for instance lawyers and cybersecurity experts when
setting and documenting the requirements for cybersecurity in contracts might clarify
the procedure. The contracts should not directly state that the supplier needs to adhere
to NIS2 requirements but rather define the needed cybersecurity requirements. Alt-
hough this measure was generally perceived easy in the surveys, it can be beneficial for
the DSO’s to set even clearer guidelines. As contracts are seen as having a major role in
supply chain cybersecurity risk management the clarity of them might be crucial for both
parties, buyer and supplier, to be on the same page. It might be beneficial to assess in
the contracts whether the partner is a branch of a company that operates or has owner-
ship in other countries. The DSO’s could additionally benefit from focusing especially on
legacy technology contracts, especially related to strategic items such as operational
technology. Additionally, it might be useful to also pay special attention to the equip-
ment that is being “left in the field” after the contracts end. A unified solution together

with the equipment suppliers may be beneficial for this matter.
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Additionally, highlighting the need of considering the risks of complete supply chain in
the organization level as well as in the whole supply chain. This factor is related to risks
stemming from going beyond the first vendor in the supply chain, and thus, it possibly
not as easy to monitor. Although if the distribution system operator knows that their first
vendor requires the subcontractors to be certified, it can be seen beneficial to enhance
communication generally as well. Therefore, improving transparency by enhancing the
cooperation and increasing the focus on the component level security in supply chain
risk management can serve as useful measures in addressing the cybersecurity risks of
the whole supply chain. Cooperating with the stakeholders and sharing information has
been recognized beneficial in the academic literature as methods of increasing supply
chain transparency. The suppliers might benefit from requiring also a software bill of
material of them to be able to monitor the component security of the IT, OT and loT

products and systems they procure.
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6 Conclusion

The energy sector is one of the most crucial elements of the critical infrastructure. There-
fore, the cybersecurity of this sector needs to be safeguarded to avoid consequences of
cyber-attacks that could lead to cascading effects. Due to the importance of the energy
sector it however targeted by cyber-attacks. Therefore, the European Union has decided
to update its cybersecurity policies, NIS2 being one of them. NIS2 considers the supply
chain cyber risk management. As especially smaller electricity distribution system oper-
ators are considered to need help with complying with the upcoming legislation, there
was a need for a guideline targeting especially the supply chain factor of cyber risk man-
agement. To that aim, this thesis was written to create a guideline for electricity distri-
bution system operators (DSO) for the revised network and information security di-
rective (NIS2) compliance highlighting the special cybersecurity features in their supply
chains. The research method for this thesis was design science research. The content
itself is a case study, focusing on two separate electricity distribution system operators.
Data is gathered with interviews and online surveys from both case companies as well
as external experts. The research was conducted in three phases, using both interviews

and surveys as data gathering methods.

DSO’s might benefit from having a unified agreement when creating a list of the suppli-
ers and service providers as well as their subcontractors. Moreover, the operators would
possibly benefit from enhancing their cybersecurity practices by paying special attention
to the risk assessment frameworks that are utilized when complying with NIS2. Enhanc-
ing the frameworks of assessing and considering the cybersecurity practices utilized by
the existing and future suppliers or service providers might prove to be useful in com-
plying with NIS2. Additionally, highlighting the need of considering the risks of complete
supply chain in the organization level as well as in the whole supply chain. Improving the
transparency by enhancing the cooperation and increasing the focus on the component
level security in supply chain risk management can serve as useful measures in address-

ing the cybersecurity risks of the whole supply chain.
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Lack of transparency in the supply chain turned out to be a major issue in the supply
chain. The methods that DSOs have to manage the risks at the supply chain level are risk
assessments through frameworks by for instance utilizing international cybersecurity
standards such as 1SO27001, setting cybersecurity requirements in contracts and en-
hancing cooperation in the supply chain. The gap analysis of distribution system opera-
tors’ supply chain cybersecurity management showed that both to collaborating with
the stakeholders in the supply chain and forming the contracts with cybersecurity re-
quirements were seen to be easy, whilst legacy technology contracts especially related
to strategic items such as operational technology (OT) was seen difficult when complying
with NIS2 requirements. When assessing different products with Kraljic matrix, OT prod-
ucts and systems were indeed categorized as having the most strategic importance for
the distribution system operators, overruling the information technology (IT) products
and systems. Additionally, Internet of Things (loT) related products, such as smart meters,
were seen to be strategically important to the distribution system operators. Therefore,
the OT products and smart meters are also the riskiest when procuring them, since they
are harder to replace than other products. Regarding OT products the reason is because
there are fewer suppliers and the product lifecycle is long. Smart meters are also prone

to become bottlenecks and acquiring them can become difficult.

The study begun before the recommendations were published. Thus, the interviews in
phase one took place before that. This is considered to have a possible effect on the
study quality. The low participation number of research phase two is considered as a
limitation in this study. Also, the fact that this study is conducted only in Finland might
affect the generalizability of the research results. One recognized limitation in this thesis
is that when addressing cybersecurity standards, it focuses primarily in 1ISO27001, alt-
hough there are other cybersecurity standards available. Therefore, when conducting
further research this limitation could be acknowledged and the topic could be re-
searched while considering other standards too. Furthermore, as the directive is trans-
posed to national legislation, a follow up research after the national law has been set

could prove to be beneficial.
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