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Introduction

As the main factor contributing to climate change, energy has been found to account for 60
percent of total global greenhouse gas emissions (United Nations [UN] 2022). Thus, the energy
sector has begun to transition from conventional generators to clean and renewable generators.
The UN has called for “affordable, reliable, sustainable, and modern energy for all” by 2030
(Sustainable Development Goal 7). The energy transition process must be supported by
multidisciplinary research at all levels of the energy system concerning energy informatics
(Staudt et al. 2019). In energy informatics, the use of information and communications
technology (ICT) and digital technologies is explored to address challenges to the energy
domain and sustain the energy system. The involvement of ICT and digital technologies has
also brought new challenges. For example, firms require comprehensive approaches to
sustaining their business models, such as those focusing on strategy (Dang and Vartiainen
2022), individuals (Dang et al. 2022, Mikipad et al. 2020), society, technology, and the
environment (Thai et al. 2022). Another challenge stems from cybersecurity threats that are

embedded in ICT and energy devices and are thus introduced into the energy system.

The term cybersecurity refers to the protection of data, programs, networks, and devices
from unauthorized access, attacks, or damage (Chhaya et al. 2020). Cyberattacks are one of the
most common threats in the energy sector (Furnell and Emm 2017, Eltahawy and Dang 2022).

To prevent cyberattacks, several solutions have been implemented, the majority of which are



based on technical approaches (Venkatachary et al. 2021). Most previous studies on the energy
sector have applied a technical approach to devices or systems, while other aspects have been
less researched (Ma 2022). However, the literature indicates that, regarding the prevention of
cyber threats, the technological focus is not comprehensive enough (Bunker 2012). The reason
is that technical systems, the humans who operate them, and organizational contexts are all

important for ensuring sustainable energy (Malatji et al. 2019).

Thus, scholars have called for a holistic approach that addresses both technical and
nontechnical issues to ensure the effectiveness of security measures (Malatji et al. 2020). As a
result, several authors have reviewed the extant literature on the reported roles of nontechnical
issues to identify socio-technical gaps in the research on cybersecurity in energy informatics.
The socio-technical gap refers to a misalignment between the social and technical dimensions
of a system. Moreover, issues such as awareness, policies, and organizational structures can be
considered nontechnical, while specific technologies (e.g., firewalls and cyber-physical
systems) can be considered technical issues (Whitman and Herbert 2022). Thus, in this chapter,
we address the following research question: What are the socio-technical gaps in cyber security
in energy informatics? To answer this question, we first identified the nontechnical issues of
cyber security in energy informatics by conducting a literature review. We then reflected on

socio-technical system theory to identify the socio-technical gaps in the field.
Socio-technical System and its Dimensions

According to the literature, to achieve effective cybersecurity measures, a holistic solution is
needed (Malatji et al. 2019). For example, Hagen et al. (2008) found that nontechnical activities
(e.g., awareness-creating activities) were more effective organizational measures than
technical-administrative ones in information security measures. In a similar vein, Bella et al.
(2015) argued that organizations comprise not only software and hardware processes but also
people, physical objects, and geographies. Thus, cyber security measures should be approached
as the social and technical dimensions of a system, whereas the system’s environment should
be considered the socio-technical system (Fig. 1). The term socio-technical systems reflects the
idea that the design and work of any complex system can only be improved if the system‘s
social and technical dimensions are combined in considering the system’s environment

(Appelbaum 1997).

<Insert Figure 1 here>



Fig. 1. Socio-technical system

The technical dimension provides the tools and resources used to conduct day-to-day work
activities in organizations. This dimension includes technology (e.g., equipment, information,
and techniques) and work activities (e.g., tasks and work organization). The social dimension
includes functions (e.g., organizational structure) that enable systems of authority,
communication, and workflow by people who influence and/or perform work activities in
organizations. The social dimension also includes organizational functions (e.g., skills, culture,
and policy) and actors or human beings (e.g., humans and human relations). Both social and
technical dimensions are embedded within the environmental dimension (e.g., political,

economic, and legal) (Malatji et al. 2020).
Description of Literature Study

This systematic review was conducted according to Petticrew and Roberts’ (2006) guidelines,
as follows: defining the question; carrying out the literature search; screening the identified
literature; assessing the eligibility of remaining studies; extracting the data; making a critical
appraisal; and synthesizing the literature. We followed Kossahl et al.’s (2012) suggestion to
focus on articles containing the terms “energy informatics” OR “smart grid.” We then identified
the following terms related to cybersecurity (Taylor et al. 2020): cyber security” OR

“cybersecurity” OR “cyber-security.”

The literature search was performed on 11 March 2022 and resulted in 1,151 records from
the Scopus database, which is accepted as a de facto source for conducting systematic literature
reviews. The Scopus database was searched using the following search string: (TITLE-ABS-
KEY (“smart grid” OR “energy informatics”) AND (“cyber security” OR “cybersecurity” OR
“cyber-security”’) AND (LIMIT-TO (DOCTYPE, “cp” OR “ar” OR “ch”). The search was

limited to peer-reviewed articles, as shown in Table 1, Step 1.

Table 1. Steps Used to Conduct the Literature Review

Step | Description Change | #

1 The literature search string 1,151 1,151
2 Duplicate record or not relevant | -85 1,066
3 Survey or Literature review paper | -43 1,023
4 Technical papers -877 216

5 Full papers -5 211




| | | 211 |

We then performed screening and eligibility checks through searching for titles and abstracts
(Step 2). Next, the records were screened for survey and literature review articles focusing on
technical issues (Step 3). In Step 4, we determined whether these articles were purely technical,
and if so, we omitted them. In Step 5, we read the full papers, five of which we eliminated
because they did not meet the research criteria. Because the Energy Informatics journal is
considered one of the most important publications in the field, we conducted a search of all
volumes of the journal using a similar search string. We then conducted forward and backward
reference searches of the omitted articles, screened them, and determined those that were
eligible. Two articles were added to the previous selection. As a result, we selected 213 articles

for this literature review.

The selected articles were coded and synthesized following the guidelines of Webster and
Watson (2002). Paré et al.’s (2015) guidelines were followed to ensure the quality of the
synthesis, such as its rigor and relevance. The selected articles were coded as follows. Each
paper was analyzed based on a review framework, including the core content of the article, the
method, theories, and recommendations for future research. We then identified patterns that
emerged in the previous step and grouped them into broader topics. Next, two researchers
discussed and revised these topics until a consensus was reached. This resulted in the

identification of seven issues, which are presented in the next section.
Nontechnical Issues in the Cybersecurity of Energy Informatics

To identify socio-technical gaps in the reviewed articles, we first identified nontechnical issues

that were discussed in the articles selected for the literature review.

Education Issue
Education was among the nontechnical issues that emerged from the study. Table 2 shows a

brief overview of educational cybersecurity in energy informatics.

Table 2. Education Topics Involving Cybersecurity in Energy Informatics

Program type Examples Selected sources
Training program for | Curriculum, courses (STEM and | Kuzlu et al. (2021), Loo and
students undergraduate students) Babinkostova (2020), Navarro et al.
(2015)
Platforms Yardley et al. (2015)




Training program for | Skill gaps, workforce, team- Srivastava et al. (2017)
professional taught, and living lab

Two main types of training programs were discussed, each of which focused on a topic. In
particular, the curriculum for cybersecurity in energy informatics was addressed at three equally
important levels: cyber security for all, cyber operations, and cyber-informed engineering
curriculum (Loo and Babinkostova 2020). In the cyber-informed engineering curriculum,
students in science, technology, engineering, and mathematics (STEM) focused on four tracks:
software, hardware, firms’ power systems, and industrial processes. These articles discussed
smart grid education, stating that the curriculum for training should include classical training,
manual training, web-based training, and c-level training courses. Kuzlu et al. (2021) argued
that smart grid courses should be a part of the electrical engineering technology curriculum,
and should include three categories: main smart grid components, communication technologies,
cyber security, and smart grid applications. Srivastava et al. (2017) designed a course called
Cyberinfrastructure for the Smart Grid. The course’s topics, learning objectives, assessment
activities, and lessons learned were based on course evaluations obtained from industries and

sectors.

Platforms for energy informatics in cyber security education were also explored. For
example, Yardley et al. (2015) discussed an energy informatics cyber security education
platform based on four pedagogical pillars: active learning, project-based learning, Piaget’s
learn-by-doing posture, and constructivism. The authors showed that the platform should
include the following topics: ethical approach to assessments, enumeration techniques,
assessment techniques, and SCADA-specific manipulation and assessment. Soultatos et al.
(2020) discussed a cybersecurity training platform called THREAT-ARREST, which offers
training on known and/or new advanced cyberattack scenarios. The platform provides security
testing, monitoring, and assessment tools at different layers in the implementation stack (e.g.,

tools for the network, infrastructure, and application layers).

Human Issue

Technology plays a vital role in fighting cybercrime threats. However, previous studies have
emphasized that technology cannot always affect cybercrime. Instead, human behavior is
considered a critical component because humans can be vulnerable and easily deceived.

Therefore, technical advances alone are inadequate for preventing cybercrime. According to



Back and LaPrade (2019), both technology and human factors must be considered in approaches

to cybersecurity.

We identified two issues regarding human perspectives in the selected articles: the role of
human failures in security and cyber security leadership. In particular, Aldabbas and Teufel
(2016) argued that the security of smart technologies in energy systems cannot rely solely on
technical solutions. Humans play a significant role in the failure of cyber security, whether
intentional or unintentional. These authors also presented a human-oriented framework for
failure reduction to enhance security. Auffret et al. (2017) discussed the importance of cyber
security governance and technology principles in tackling cyber security challenges in
industrial control systems and smart grid systems, which would help enterprises protect against
cyber threats. Human issues such as management, including technical management (Lamba et
al. 2019), were addressed, although there were no significant discussions on their relationship

to human issues.

Cyber Security Awareness Issue

Hagen et al. (2008) found that awareness measures played a significant role in the effectiveness
of organizational security and were more important than technical-administrative security
measures. Examples of awareness included training, awareness programs, user participation,
and top management commitment. Two types of awareness were frequently discussed in the

selected papers, as shown in Table 3.

Table 3. Types of Awareness of Cybersecurity in Energy Informatics

Types of Examples Selected sources
Awareness
Social Human factor Singh et al. (2017), Greitzer (2010), Scholtz et al.
awareness (2016)

Behaviors Holm et al. (2013)
Situation Tools help operators Angelini and Santucci (2015), Mavridou and Papa
awareness aware of threats (2012), Mavridou et al. (2012)

Social awareness helps to improve cyber security in energy informatics. For example, Singh et

al. (2017) proposed that building greater social sensitivity into the operation of the system



would enhance demand-side and emergency management. The awareness included four
perspectives: socioeconomic consumer data; load disaggregation capability; end-use device
database; and smart power hubs. Scholtz et al. (2016) conducted interviews with dispatchers,
concluding that dispatchers should not be solely responsible for monitoring systems for signs
of cyberattacks because several actors are also important (e.g., IT personnel, procedures, and
cyber security information). Holm et al. (2013) studied the awareness of phishing and
concluded that although users are deceived, they do not report such attacks, and it is important

that managers be aware of this issue.

Situation awareness was another topic that emerged from the literature review. The
selected studies indicated that architecture and tools are required to help operators monitor and
be aware of actual threats that exist between the network level and the business level (Angelini

and Santucci 2015, Mavridou et al. 2012).

Policy Issue

We placed articles on legal, regulatory, and policy topics in the category of policy issues. Two
types of policies that were discussed in these studies were policy challenges in cyber security

in energy informatics and policies themselves, as shown in Table 4.

Table 4. Policy on Cyber Security in Energy Informatics

Types Selected sources

Policy Mabh et al. (2014), Kasper (2014), Campbell (2016), Mylrea (2017), Antonov et
challenges al. (2021)

Policy itself Mylrea (2017), Kasper (2014), Campbell (2016)

Most articles in this category focused on policy challenges regarding cyber security in energy
informatics. For example, one concern was that products in energy informatics focused on
testing essential functionalities but were not concerned with cybersecurity or privacy until
large-scale deployment (Kasper 2014). Therefore, this author called for the intervention of
regulators in bridging gaps in the identification and designation of national critical
infrastructures and critical information infrastructures in organizations, such as member states
of the European Union (EU), such as clear guidance on mandates and roles, rules for mandatory
risk assessments, and alternative methodologies and standards for the application of cyber

security measures).



Privacy, personal data and data security were also concerns (Antonov et al. 2021). For
example, the GDPR framework could be fulfilled when an increasing number of devices are
used in the energy informatics field (e.g., smart devices), concerns about privacy and data
security in sharing information in applications, and government-industry coordination

(Campbell 2016).

Geography Issue
Table 5 shows the geographical regions and topics discussed in the literature on cybersecurity
in energy informatics. These articles were based on studies conducted in the EU, North

America, and Asia.

Table 5. Regions and Topics in Cyber Security in Energy Informatics

Region | Example Selected sources

EU Cybersecurity Pavleska et al. (2020), Genzel et al. (2017), Pearson (2011),
framework Holzleitner and Reichl (2017)
IT security Wagner et al. (2012)

US Risk analysis Baggott and Santos (2020)
framework

Asia Cybersecurity threats | Ananda Kumar et al. (2014), Kumar and Inbaraj (2020), Rohokale
Roles of and Prasad (2017)
cybersecurity Ugale et al. (2011)

In general, the NIST Cyber Security Framework and ISO standards have been widely adopted
by the EU’s critical infrastructure (e.g., ISO 27001, or ISA 62443). The European Union
Agency for Cyber Security provides security guidelines to support the implementation of high
security standards for critical infrastructures. The Department of Homeland Security also
provides security guidelines. In particular, the NIST has drafted a cyber security framework
that defines a set of cyber security activities regulated by international security standards and
provides a methodology that complements the risk management process, thus helping
organizations implement a cyber security plan. The framework has been broadly applied across
many critical sectors. Furthermore, Pavleska et al. (2020) proposed the reference model for
information assurance and security, which provides a general methodological cycle for the full

life of an information system, including its inception, operation, monitoring, and retirement.

Renewable energy resources are decentralized and interconnected to virtual power plants
using shared networks (e.g., WAN, the Internet), standard IT protocols, commercial off-the-

shelf hardware, and software. This development has raised security concerns, as known threats



from office ITs are applicable to industrial control systems (Genzel et al. 2017). Thus,
standardization is mandatory to ensure sophisticated security mechanisms throughout the entire
network (Wagner et al. 2012). Although the US and the EU have focused on solutions, it
appears that Asian countries have discussed threats and the need for solutions. For example,
Ananda Kumar et al. (2014) described the need for a domain-specific regulatory framework in

India, and Rohokale and Prasad (2017) investigated the role of technology in cyber security.

Standards Issue

The standards issue includes topics on standards, frameworks, and models. There were 28
articles in this category, which we categorized into two topics: cybersecurity standards in
general (e.g., NIST and IEC) and specific cybersecurity standards (e.g., standards for SCADA

systems), as shown in Table 6.

Table 6. Standards in Cyber Security in Energy Informatics

Category | Example Selected sources
Standard | Cyber security assessment Leszczyna (2018)

Overview Ruland et al. (2017)

Technical countermeasures Hussain et al. (2018)

Guidelines Leszczyna (2019), Goraj et al. (2012)
Particular | SCADA system cyber security standards | Sommestad et al. (2010)

Digital twins Atalay and Angin (2020)

Because security evaluations and assessments pose significant challenges to both developers
and operators, several articles focused on cyber security assessment standards (Leszczyna
2018). Security assessment has been defined according to several standards or government
agencies, such as IEC TS 62351-1, NIST SP 800-53/800-115, or the DHS. Security assessment
techniques have also been examined (Leszczyna 2018), such as passive reviews, vulnerability
identification, and vulnerability analyses. Several standards, regulations, and guidelines have
been studied, such as IEC 62351, ISO/IEC 27000/15118, and NIST SP 800-53/800-82 (Ruland
et al. 2017). Leszczyna (2019) examined guidelines for standardized cybersecurity controls,
and Castro et al. (2018) discussed high-level guidelines that allow for simplifying security
assessments in distribution networks. In terms of technical countermeasures, regulatory bodies
related to smart grids have been found to exist at both national and international levels, such as
NIST in the US, SGCC in China, and IEEE/IEC worldwide. The industry follows these
standards to ensure quality and acceptance by clients (e.g., [IEC 62351/62541, RFC 6272, and



NIST 7628) (Hussain et al. 2018). However, cyberattacks and countermeasures have been
studied mainly by academics who have focused on existing issues and proposed preventive
measures and protection approaches to increasing the resiliency of smart grids in the face of

internal and external attacks.

The articles in this category also focused on standards for a specific system. For example,
Sommestad et al. (2010) discussed SCADA system cyber security standards. They compared
different SCADA cybersecurity standards and guidelines concerning the threats and
countermeasures they described. These authors also made comparisons with the international
standard ISO/IEC 27002. They concluded that SCADA-specific standards focus on technical
countermeasures, such as firewalls and intrusion detection, whereas ISO/IEC 17799 focuses on
organizational countermeasures. Other articles discussed digital twin standards or information

security standard architectures applied to guide electric power utilities (Gourisetti et al. 2021).

Risk, Challenge, and Solution Issues

Many of the selected articles in this category focused on risks (Civlez et al. 2020, Lamba et al.
2019), challenges (Velayutham et al. 2021), and solutions (Abir et al. 2021, Velayutham et al.
2021) for cyber security in energy informatics. First, risk topics included the risk assessment of
power information control systems (Woo et al. 2019), energy Internet (Wei et al. 2017), digital
secondary substations, renewable energy (de Peralta et al. 2020), smart grids (Smith and Pate-
Cornell 2018), physical systems, and economic risk (Hébert 2013). Alshawish and de Meer
(2019) proposed a methodology to support defenders of electric power networks in assessing
priorities and making decisions on the importance of remediation activities. Forty-eight articles
discussed challenges and solutions, among which challenges in smart grids were a frequent
topic (30 of 48 articles). Examples are hyperphysical challenges (Dumitrache and Dogaru
2015), information security and privacy challenges (Alrefaei et al. 2021), technology challenges
(e.g., Al, big data, and IoT) (Abir et al. 2021, Younes et al. 2021), and communications
challenges (Srivastava et al. 2022). In addition to the smart grid, challenges in modeling were
addressed (de Kinderen and Kaczmarek-Hel3 2021). Third, the topics included solutions in
general (Silpa et al. 2018, Velayutham et al. 2021), solutions to cyber security in a physical
system (Essa et al. 2018, Zhou et al. 2017), on the demand side (Ipakchi 2011), in blockchains,
solutions for cyber security (Moradi et al. 2019), and guidelines for NISTIR 7628 (Harvey et
al. 2014).

Discussion



Socio-Technical Gaps in Cyber Security in Energy Informatics
Based on the findings of our literature review, we discuss the following socio-technical gaps in

the context of cyber security in energy informatics.

Misalignment between Technical Dimensions and Social Dimensions

The findings suggest that the literature in this field focuses mainly on technocentric approaches
to addressing cyber security risk, neglecting the general need for a sustainable energy system.
The findings of our review suggest that at least 90% of cyberattacks result from human error or
behavior and that humans are the weakest link in the enterprise security chain (Carlton et al.
2019, Heartfield and Loukas 2018, Malatji et al. 2020). However, existing security solutions
and frameworks consider cyber security primarily a technical issue (Malatji et al. 2019). Not
surprisingly, most standards related to cybersecurity in energy informatics focus on technical
dimensions. Thus, the social and environmental dimensions have been less researched and
discussed. Our findings indicate that technical and social dimensions have been misaligned in

cybersecurity in energy informatics.

To address these misalignments, we suggest that socio-technical views (e.g., patterns of
behavior, knowledge, people relations, team groups, customs, physical environment, built
environment, and geographical locations, among others) should be considered in all measures
used to respond to cyber security threats in the energy informatics field. The reason is that the
social, technical, and environmental dimensions are crucial for enterprise system security
safeguards and maintaining acceptable levels of organizational system performance, reliability,

and cost (Borky and Bradley 2019, Malatji et al. 2020).

Social and Technical Awareness of Cyber Security Topics

A lack of awareness is considered one of the most important human-related issues because it is
the main cause of security breaches (Kritzinger and von Solms 2005). Thus, human-centered
approaches should be applied when organizations deal with security threats and vulnerabilities.
Moreover, because awareness, including situational awareness, is also a key factor in cyber
defense, operators should intervene, mitigate risks, and determine the effects on an
organization’s mission (Angelini and Santucci 2015). It has been argued that an effective
awareness program could be the most cost-effective initiative that a company could take to
protect its critical information assets (Gardner and Thomas 2015). Unfortunately, among the
articles selected for this literature review, the few that focused on this approach did not consider

the socio-technical aspects of awareness.



To improve awareness from both technical and social perspectives, future research should
focus on a cybersecurity awareness program that helps involved stakeholders become aware of
security policies and issues in the organization, as well as understand the importance of
cybersecurity. These awareness programs should be included in training programs, educational
curricula, policies, and standards. Such programs should include not only technical and societal
aspects of awareness but also national and international perspectives on this issue. For example,
an assessment of the maturity of the cybersecurity awareness framework in organizations could
help organizations develop a holistic approach to cybersecurity measures, thus improving their

cybersecurity.

Holistic Cyber Security Frameworks and Standards

Many articles have discussed frameworks, such as standards and models, and solutions,
including risks and challenges. For example, capability models have been used to assess the
maturity of cyber security capability in institutions. Several maturity models and frameworks
for cyber security have been proposed, such as the Center for Internet Security, Capability
Maturity Model Integration, COBIT 5 for Information Security, ISO/IEC 27002, and ITIL.
However, most mature cyber security capability frameworks focus on technical issues (Malatji
et al. 2019). Moreover, in the articles selected for this literature review, there was no discussion
about the maturity of cyber security capability in energy informatics regarding both the social

and technical dimensions.

To address this gap, future research in this field should focus not only on technical
dimensions but also on the security requirements of the social dimension in the energy sector.
For example, dynamic capability models should be considered from a holistic view of technical,
social, and environmental aspects, which we term the “dynamic security agility” approach.
Here, we refer to dynamic capability as the ability to purposefully adapt an organization‘s

resource base to address rapidly changing environments (Teece et al. 1997).

Imbalance in Educational Cybersecurity

Our findings showed that two types of training programs have been discussed in the literature:
training programs for professionals and training programs for students. The findings also
revealed that curricula in computer science and engineering have focused on technical matters;
hence, the views of other disciplines regarding information systems, human behavior, and

management have not been considered.



To improve this situation, we suggest that cybersecurity in energy informatics should
apply a holistic view that includes both technical and nontechnical issues to increase the
effectiveness of security measures (Malatji et al. 2020). Educational programs should use
holistic approaches that include technical, social, and environmental contexts. For example,
these programs could be built based on socio-technical systems with dynamic capabilities. For
example, social dimensions include human issues and awareness issues, whereas environmental
dimensions include policy issues and geographical issues. This approach could involve higher-
level activities that enable an organization to change its resources to achieve organizational

survival and growth.
Conclusions

This study makes several contributions to the literature by identifying socio-technical gaps in
previous research. Closing these gaps would help organizations respond to cyber threats in a
socio-technical manner, which would sustain their energy systems. Based on further research
in this field, organizations would develop a holistic approach to responding to security threats
and vulnerabilities without emphasizing one aspect more than the other. That is, the technical
dimensions, social dimensions, and environmental dimensions of organizational work practices

should be considered equally important.

We also contribute to the literature by identifying common nontechnical issues in cyber
security in energy informatics. In particular, the findings of this review study suggest that overly
technocentric approaches to cyber security have been applied in this field. This finding is in
line with previous studies that found that existing security solutions or frameworks considered
cyber security primarily a technical issue (Laybats and Tredinnick 2016). Nonetheless, in the
articles selected for this review, we identified seven nontechnical issues that have been
discussed in the literature: education, human input, awareness, policy, geography, standards,

risk, challenges, and solutions.

Our chapter also has several practical implications. First, nontechnical approaches can
help managers and policymakers apply holistic measures to prevent cybercrime. For example,
cybersecurity awareness should be considered a priority by managers to ensure the effectiveness
of organizational security. Nontechnical approaches are as important as technical-
administrative security measures. Second, policymakers should be aware that cybersecurity in
energy informatics has been subject to an overly technocentric focus, which has led to the

neglect of an overall consideration of cyber defenses and cyber measures. Thus, new policies



on this topic should include technical, social, and environmental dimensions so that every
aspect of cyber security is covered. Third, educators can use this study as a reference for

developing programs and curricula regarding cyber security in energy informatics.

This study has the following limitations. Only articles in English were selected and
analyzed, which may have biased the results. In addition, only the online Scopus database was
searched, so relevant articles published in journals, book chapters, or conferences not indexed

in this database may have been missed.
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