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ABSTRACT
The internet of things (IoT) is widespread in various real-time applications in developing smart environments. The involvement of
numerous network devices andusers in the system includes illegitimate andmalicious entities. Also, the participation of numerous
devices leads to scalability issues. The decentralized blockchain is one of the promising solutions to satisfy all the requirements
of security. In this paper, a priority-based lightweight authentication and access control is designed for cloud-IoT (SCSB) with
the assistance of decentralized blockchain technology. The SCSB design consists of the data owner (DO), data user (DU), trusted
authority (TA), and cloud server. The cloud server manages a huge amount of data, hence, it receives multiple DU requests. The
DO is also authenticated and then allowed to upload data. The data in the cloud is clustered and then stored, which is scalable
in storage. In this work, density-based spatial clustering applications in noise (H-DBSCAN) is presented with a hybrid distance
measure. The validation of multiple requests into the blockchain is conducted using novel proof-of-authentication, which selects
a trusted node for validation. To ensure secure data upload, the priority, i.e., the confidentiality level of data, is predicted from the
dual fuzzy algorithm, and then the data is secured. For a high confidential level and low confidential level, a lightweight TWINE
algorithm and differential privacy are incorporated. The use of lightweight algorithms and parallel processing algorithms in dual
fuzzy enables it to operate with numerous devices while utilizing limited resources and time, which solves the scalability issue.
The proposed SCSB shows better performance results than the previous research algorithms.

1 Introduction

Heterogeneity in the IoT defines the support provisioned for a
variety of devices with the incorporation of different types of
technologies for connecting the Internet. This communication is
ubiquitous, which is spread across the use of multiple applica-
tions. In general, IoT devices are equipped with limited power
and capabilities, where the heterogeneous IoT devices operate
on an appropriate set of protocols, standards, and technologies

[1–4]. The heterogeneous devices include sensors, actuators,
thermostats, and others.

The IoT with heterogeneous devices gathers a huge amount
of data that differs in severity based on the application. For
instance, a healthcare environment composed of sensors that
collect patients data, which can be either sensitive or non-
sensitive. The data type may or may not be privacy-sensitive
information. In the heterogeneity of IoT, security is a major
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FIGURE 1 Architecture of integrated heterogeneous cloud-IoT with blockchain technology.

challenge since it involves intruders, attackers, and so on within
the system. To overcome all the security challenges, blockchain
technology is incorporated [5–10]. It is developed in different
types, such as public, private, consortium, and hybrid. The public
blockchain is decentralized, which is accessed from anywhere.
In simple the blockchain structure is constructed with several
blocks composed of hashes. The hashing is performed using
the traditional SHA-256 algorithm. A blockchain acts as a tool
for security provisioning in which nodes are connected for the
verification of hashes and updating them. However, the original
information in the blocks is unknown to the verifier. It is operated
efficiently for all critical applications due to its strength in
security.

The aspect of security is presented for authentication, access
control, data security, key exchange, and so on [11–15]. There
exist key challenges in security such as validation, use of security
credentials, methods/algorithms to be used, etc. On the other
hand, it is also challenging in security provisioning for resource-
constrained, memory utilization, energy consumption, and pro-
cessing capabilities of IoT devices. The integration of blockchain
with IoT for heterogeneous data is essential to improve scalabil-
ity, interoperability, availability, etc. The blockchain technology
presents multiple benefits such as transparency, complexity, and
risks to attackers, and more.

Cloud-based services are integrated with IoT to store collected
data [16–19]. The storage of data comprises all types, which is

essential in providing security. There are numerous weakness,
which majorly occurs among connected devices. The goal is to
enhance security aspects by satisfying all the security require-
ments. Blockchain is one of the popular solutions incorporated
in the integration of heterogeneous IoT with cloud. The devel-
opment of this type of architecture is challenging since it needs
to be flexible to support any type of application. The combination
of heterogeneous cloud-IoTwith blockchain technology architec-
ture is depicted in Figure 1. It assistswith the solution in providing
security risks as well as multiple real-time applications.

In the blockchain algorithm, the consensus algorithmplays a vital
role [20–22]. This algorithm is responsible for deciding whether
the arrived requests need to be validated against the credentials.
A better design of the consensus algorithm ensures improved
reliability of the system. In this paper, the issue of scalability
and assistance for heterogeneity is presented. It incorporates a
secure, authentication-based consensus algorithm in blockchain
technology to secure the data. To solve scalability, lightweight
methods are used, and the storage of data is clustered to manage
a huge amount of data from a variety of applications.

1.1 Contribution of this Paper

1. The exchange of security credentials during authentication is
secured in a decentralized blockchain with the incorporation
of the lightweight QUARK algorithm.
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2. In the decentralized blockchain, proof-of-authentication
(PoAH) performs node authentication based on the compu-
tation of trust values.

3. The collected data is uploaded by the DO, who determines
the confidentiality level of the data before it is uploaded.
The confidentiality level is computed using a dual fuzzy logic
algorithm.

4. From the confidential level prediction, as low and high dif-
ferent methods are used, such as Laplace-based differential
privacy and the lightweight TWINE algorithm, respectively.

5. As the proposed system is a heterogeneity IoT the data
in the cloud is clustered and stored. A hybrid distance in
H-DBSCAN is applied.

1.2 Organization of this Paper

This paper is organized into the following sections, Section 3
deals with the summary of previous research areas, methods
and the limitations that exist in each work, Section 3 highlights
the key problems that are stated from prior research work,
Section 4 expands the proposed methodologies that are defined
to overwhelm the stated problems, Section 5 demonstrates the
development of the proposed heterogeneity IoT system in the
simulator and evaluates the results to measure the performance
efficiency, Section 6 concludes the research work with the
extension of future directions.

2 RelatedWorks

A lightweight blockchain-based security scheme (LBSS) is the
application in the healthcare environment [23]. The three main
aspects of security as integrity, confidentiality, and availability,
were concentrated in this work. The data fragmentation was
performed to improve the confidentiality of data, and a hashing
scheme is enabled to provisioning integrity. The process of data
fragmentation requires combining the data again during retrieval,
which needs to be accurate without any mismatch in the data. In
this paper, the authors have presented FairShare, which designs
a fair, accountable, and secure data sharing scheme for the indus-
trial IoT [24]. The designed system model incorporates fog nodes
for reducing the computations that are to be performed. To assure
security and privacy, proxy re-encryption is used. For the process
of encryption, the AES cryptography algorithm was involved to
generate symmetric keys and re-encryption keys. The use of the
AES cryptography algorithm is a symmetric key encryption that
uses the samekey for encryption and decryption. Sowhile sharing
the symmetric key, it could be leaked by an intruder.

A blockchain-based access control scheme for multiple domains
was designed, which was named BaCS [25]. This design is used
for a distributed IoT environment that incorporates a lightweight
symmetric encryption algorithm. TheDOand consumer informa-
tion includes the address, along with the signature and keys. In
this work, the address was generated using the secret key and the
public key of the individual. The access rights of each consumer
are determined, and then the access is verified, and then further
permission is provided. A ynamic secure access control using

blockchain (DSA-Block) technology [26]. The hyperelliptic curve
cryptography (HECC) algorithm was used to create private and
public keys for device and user attributes. In blockchain SHA-256
algorithmwas used for hashing. The cloudwas comprised of local
domain authority and global domain authority. In this work, trust
values were estimated, and it uses the practical Byzantine fault
tolerance (PBFT) consensus algorithm for access control.

A secure trust management scheme was proposed in this paper
with the use of blockchain technology [27]. In this work, a
special entity called a trust manager is deployed to estimate and
maintain trust values. The trust value was computed using the
user’s identity, and it was stored in an array. Then it was validated
using the ID3 algorithm based on the threshold value. If the
threshold value falls within the threshold, then it is allowed
access. The computation of trust value based on the consideration
of identity was not efficient. However, the identity was unique;
it was commonly generated as a series for devices. A mutual
authentication protocol to secure the system from various attacks
[28]. It uses a challenge-response model, based on which the
session key was established. The process was categorized into five
such as: initialization phase, registration phase, authentication
phase, communication phase, and revocation phase. It uses octet-
based balanced-tree transitions, challenge challenge-response
mechanism, and pseudo pseudo-random number generator.

A lightweight hierarchical blockchain-based multi-chaincode
access control [29]. There are three main components involved
in this design they are edge blockchain manager, aggregated edge
blockchain manager, and cloud consortium blockchain manager.
These three entities work consequently one after a consecutive
manner. The request from IoT is processed in all three elements,
and it gives access to the request. It uses a signature and access
policies for validation. A BcmECC that presents an elliptic curve
cryptography (ECC) based lightweight authentication protocol
[30]. In this work, the shared session key was generated to assure
security. The device manufacturer was considered to be the TA
with which the registration is held. It is connected to blockchain,
which enables security. The device was verified using the session
key and public key. In this work, mutual authentication was
performed, while it does not consider any unique metric for
authentication of the device. The blockchain uses a conventional
hashing algorithm, which is not a lightweight algorithm that has
higher computations.

A physical unclonable function (PUF) based identity manage-
ment was developed in this paper that uses PUF to solve security
issues [31]. The Challenge-Response pair was generated for each
device, which is used for authentication. The PUF was unique
for each device, and hence it assured secure authentication. Here,
the response was hashed before sending to the server for authen-
tication. A novel privacy-preserving scheme was developed for
the IoT environment that uses homomorphic encryption [32]. It
operates as a privacy set intersection technique, and it also uses
blockchain based on smart contracts. The three key processes
followed in this work were data initialization, interaction setting,
and result distribution. The Bloom filter was included in the
blockchain, which was responsible for encrypting the public key.

A blockchain-based high-efficiency access control framework,
i.e., BHE-AC, was proposed [33]. The three key processes
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performedwere registration, the blockchain-based token request-
ing mechanism, and data retrieval. The registration model
involves performing registration of users and resources. In
blockchain, smart contracts were generated and validated upon
access to the data from the server. The token is generated
for the request, and as per the token, it processes and allows
access permission. The token is requested by the user with the
submission of the address and identity. While all the users are
deployed with an address and identity, which is common, and if
the address is true, then a token is generated. Hereby, the token
was generated for the entire user without any specific security
check.

An identity-based authentication scheme for the agriculture
environment that uses the HECC algorithm [34]. The proposed
authentication scheme operates in three phases such as setup,
registration phase, and authentication and key management
phase. Initially, a private key was generated based on the hyper-
elliptic curve, and for registration, the user identity was taken
into account. Then, during authentication, it computes the keys
after the validation of the identity. The authentication of users
was carried out based on the consideration of identity alone,
which could be fake for illegitimate users. An attribute-based
access control (A-BAC) policy is presented in this paper, which
incorporates the Advanced Encryption Standard for encryption
and the elliptic curve Diffie-Hellman algorithm for sharing keys
[35]. The DO uploads data in encrypted form using AES-128, and
the data and attributes are stored in interplanetary file system
(IPFS). Then the stored data is accessed by the DU requesting
the file location, i.e., content identifier, and the data is retrieved,
further decrypted. The DO and DUs are not authenticated in this
system, which is a main security risk. Since the illegitimate DO
could upload irrelevant data or occupy unnecessary resources. In
contrast, the participation of illegitimate users may increase the
traffic in the network, which may mitigate access to legitimate
DUs. The used AES algorithm was a symmetric cryptography
algorithm that uses the same key for encryption and decryption.
The DO encrypts the file using the key generated from the AES
algorithm,which is not secure, since the key has to be sharedwith
all the requesting DUs.

An attribute access control scheme for IoT (AAC-IoT) that
incorporates hyperledger fabric (HLF) Blockchain. According to
this work, the DO and DU’s were authenticated with multiple
factors as identity, certificate, signature, and PUF [36]. The access
control policy is defined, and for every user, the number of
attributes is selected using a fuzzy logic method. The credentials
of the DO are secured using a lightweight PRESENT algorithm.
Then, the QUARK algorithm was involved in hashing in the
blockchain. For the authentication of the DU, the neural network
was used, which enables authentication of multiple users at a
time. According to this work, the credentials of the DO are
only secured using lightweight cryptography, while the DU’s
credentials are also significant to be secured. Since there may be
participation of illegitimate users in the system. This work fails in
providing security for the data that is to be uploaded to the cloud.
The storage of raw data is unable to maintain the secrecy of the
confidential data.

The major concern from the previous research is the scalability
and security, since the environment is heterogeneous. These

two major challenges are addressed in the proposed system
with appropriate algorithms that solve the scalability issue and
enhance the system performance over the previously achieved
algorithms’ results.

3 Problem Statement

A secure blockchain-based privacy-preserving access control
(BPAC) scheme is presented in this paper [37]. The confidentiality
is assured with the fully homomorphic encryption (FHE) algo-
rithm. In this BPAC model, the certificate authority is trusted,
and it is responsible for generating private and public keys.
According to this work, the subscriber requests access directly
to the publisher, while the publisher encrypts and sends it to
the blockchain. Then the blockchain authorizes access request,
and it again re-encrypts before forwarding to the subscriber. The
blockchain is considered to be a private broker in this system, and
the key problems of this work are highlighted in the following,

∙ In this work, the blockchain performs re-encryption, i.e.,
encryption is processed twice, which needs to be decrypted
twice to extract the data that consumes time.

∙ The credentials that are considered for authentication are not
unique, and hence, there are chances to allow illegitimate
subscribers.

In this paper, the authors have developed an access control-
enabled blockchain (ACE-BC) framework [38]. The attribute-
based encryption scheme is used for encryption, and addi-
tional homomorphic encryption for user key generation. The
blockchain is a TA in this system, while it connects with a proxy
server where the DO receives a re-encryption key. The encryption
is performed twice by the DO and decrypted twice by the DU.

∙ In this work, the blockchain performs re-encryption, i.e.,
encryption is processed twice, which needs to be decrypted
twice to extract the data that consumes time.

∙ The use of a homomorphic encryption algorithm has the
traditional problem of being slow, and it requires a larger
amount of resources for processing.

This work presents a proxy re-encryption approach for data
sharing in the cloud with the incorporation of blockchain [39].
It develops an identity-based encryption and proxy re-encryption
to provide security. According to this work, the blockchain is
considered to be a TA that gives a secret key based on the
user’s identities. In blockchain, the traditional SHA-256 hashing
algorithm is used. The encryption of data is performed by the
DO based on the generated random number. Hence, the defined
problems are enlisted below,

∙ Since the encryption is performed twice, it consumes twice
the time for the conversion of the cipher text. Similarly, the
decryption is also performed twice, which also consumes
twice the time.

∙ The traditional use of the SHA-256 hashing algorithm in
blockchain is not a lightweight algorithm and which is not
able to withstand collision attacks.
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The authors of this paper have proposed a hybrid centralized and
blockchain-based authentication architecture [40]. The devices
are registered and authenticated using the security credentials
such as an identity and group identity. After successful authen-
tication, the symmetric encryption key is used for encryption.
Due to the use of a symmetric key, it is encrypted based on the
generated public key. In this work, proof-of-work is presented
for validating the blockchain transactions. The critical problems
predicted in this work are,

∙ The proof-of-work consensus algorithm was not able to
support the scalability of the system, which fails to operate
with the increase in requests.

∙ The blockchain uses the traditional SHA-256 hashing algo-
rithm, which includes multiple computations than the
lightweight hashing algorithm.

∙ Also, the use of symmetric key cryptography requires secure
exchange of keys, since the same key is used for encryption as
well as decryption.

From the previous research methods, the key problems are stated
in the following,

∙ Decentralized blockchain enables assurance of security, while
the traditional use of the SHA-256 algorithm is vulnerable to
collision attacks and also has a larger number of computations
when compared with lightweight hashing algorithms. The
increase in computation fails to operate for a huge system that
is composed of numerous devices.

∙ The concept of using re to the performance of encryption
for data security increases the computation time, due to
encryption twice and decryption twice by the DO, as well as
the DU, and hence it creates scalability issues.

∙ The security for uploaded data is provided by the use of
a cryptography algorithm that is common for all the data.
However, the data needs to be stored securely, it con-
sumes the same computations for all the data that is to be
uploaded.

∙ The absence of security results in scalability issues due to the
increase in traffic of illegitimate devices into the system for
accessing and storage.

4 Proposed SCSB Heterogeneous IoT System

The proposed SCSB heterogeneous IoT system is designed to
work in a scalable environment, as shown in Figure 2. This is
a heterogeneous system that comprises a variety of devices in a
system. It submits different types of information for processing
and storage. In the current system model, IoT devices transmit
their data via DOs to the cloud server, without direct peer-to-peer
communication. The deployment of decentralized blockchain
into this system ensures secure data storage and the elimination
of illegitimate devices.

4.1 SystemModel

The proposed solution is developed to improve scalability issues
and support heterogeneity in the IoT environment based on the
incorporation of a decentralized blockchain. The IoT devices in
the proposed SCSB system do not directly communicate with
each other. Instead, each device interacts with the DO, who then
uploads the collected data to the cloud through a secure process
involving a TA and the blockchain. There are five key entities in
this system, and they are the data owner, the DU, the TA, the
decentralized blockchain, and the cloud server. The work nature
of each entity in this system is illustrated below:

Data Owner (DO) Data User (DU)

DO (Key Process)
1. Registration

2. Data upload

DU (Key Process)
1. Registration

2. Data extraction

Trusted Authority

Decentralized Blockchain Cloud Server

Key Process
1. Store Uploaded Data into clusters

2. Data in encrypted form

3. Extract requested data in encrypted form

Key Process
1. Create blocks

2. Hash the security credentials

3. Validate using Consensus algorithm

FIGURE 2 SCSB work process.
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FIGURE 3 Proposed SCSB architecture model.

i. DO: The DOs collect information from IoT devices and
upload the data to the cloud server. There are multiple DOs
participating in the system, andeach DO has an individual
login.

ii. DU: dual The DU participates in the system to access the
cloud and extract uploaded data. EachDU requests the cloud
via a TA. The DUs are validated with basic credentials of
Identity and password.

iii. TA: This entity in the system is trusted and hence it is
responsible for validating credentials for authentication.
It maintains the attributes for each data when the DO
uploads the data. The TA connects with blockchain to
ensure security. The credentials are stored in hashes on the
blockchain.

iv. Decentralized blockchain: The blockchain is decentralized,
which is able to provide access to all DOs and DUs. The
blockchain is composed of blocks that enable to manage of
credential secrecy.

v. Cloud server: The cloud server is responsible for storing
the encrypted data uploaded by the DO. The data is
accessed from the cloud by the DU after the completion of
authentication.

The constructed SCSB heterogeneous IoT system model is
depicted in Figure 3. As per the developed system model, the
processes in blockchain and cloud are executed.

4.2 DO and DU Authentication and Blockchain
Consensus Algorithm

Let the system be composed of L and M number of DOs and
DUs that are represented as {DO1, DO2, DO3,. . . .DOL} and {DO1,

DO2, DO3,. . . .DOM}. The DO and DU have unique identities
and passwords, using which the DO and DU are identified
in the system. On completion of successful authentication, the
DO uploads the data, and the DU accesses the required data.
The credentials are stored in a decentralized blockchain. The
blockchain stores security credentials in the form of hashes
using the lightweight QUARK algorithm. For each authentica-
tion, the security credentials are verified, and then it allows
access.

The lightweight QUARK algorithm constructs a sponge based
on three phases as initialization, absorbing phase, and squeezing
phase. Assume the identity and password are denoted as sc. The
size of the sponge will be of b= r+ c>= n, where c is the capacity
and n is the length of output. Hereby, the process performed in
sponge construction is depicted below,

i. Initialization phase: In this step, the sc is the security
credential which is padded with a ‘1’ bit. This padding
is presented with the addition of ‘0’ until it reaches the
length of r that is multipliable. The term r is the block
length, which is one of the parameters used in the QUARK
algorithm.

ii. Absorbing phase: Let the r bits of blocks involve the XOR
function with the last r bits of Yb/2-r,. . . ., Yb/2-1 that represents
the state. It is inserted along the application of permutation
P.

iii. Squeezing phase: Then, in this step, r bits in the state are
obtained as output along with the application of permu-
tation P. This is performed until n bits are obtained as
output.

Based on this hashing, the DO’s and DU’s security credentials are
hashed by themselves before sending an authentication request.
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FIGURE 4 PoAH working flowchart.

In blockchain, the blocks are equippedwith hashes in each block,
which are used for authentication. This algorithm is able to
overwhelm multiple attacks such as collision, differential, etc.
It resists the stealing of security credentials of DO and DU,
which enables mitigation of illegitimate device participation in
the system.

The heterogeneity of IoT comprises numerous devices that
submit a huge number of requests for processing; hence, a
lightweight Proof-of-Authentication (PoAH) consensus algo-
rithm is presented in the blockchain. Using this consensus
algorithm, a trusted validator is selected among the nodes for val-
idation in the blockchain. The incorporated PoAH is suitable for
resource-constrained devices, and it can support the scalability of
the system. At the time of validation of blocks, the authentication
of a node is performed based on the estimation of the trust values
of the node. PoAH maintains scalability by using lightweight
operations and a dynamic trust score evaluation mechanism,
enabling fast validation even with increased IoT nodes. The
transactions in the blocks are signed using a traditional digital
signature algorithm (Figure 4).

The trust value, represented as TV, is estimated from the sum-
mation of the node’s behaviour and the number of successful
authentications. The node behaviour is defined as participation in
the systemwith the neighbouring nodes. The use of a lightweight
hashing algorithm in the blockchain enables to perform faster
validation andmaintains the same level of security. The presented
consensus algorithm works with the validation of the security
credentials of DU and DO using the selected trusted node. On
receiving the validation request, the node is selected, and then
it determines the public key for the verification of the signature
of the block. After the validation of the signature, the hash values
are computed.

Scalability is influenced by the network topology. Clustered or
hierarchical topologies better performance with PoAH, while
flat or fully meshed topologies can induce delay due to higher
communication overhead.

Pseudocode 1. Proposed lightweight PoAH

Input: Lightweight QUARK hash, private (PK), and public
(PuK) key for each node.
Output: Validated blocks with trusted nodes
1. Begin
2. Blockchain receives a request for validation
3. The validating nodes sign the block using their private key

and broadcast the request.
4. Nodes check with the signature and submit trust values.
5. If (TV>Threshold)

{
Select as validator node and then add blocks

Else
Estimate trust value for next node

}
End if

6. End

4.3 Data Storage in Cloud

On completion of authentication of the DO based on the regis-
tered credentials, it is allowed to upload the collected data. The
confidentiality level of the data is predicted using a dual fuzzy
logic algorithm that takes into account data type, credence score,
and data secrecy. The confidentiality level is categorized into
high and low. The highly confidential data is encrypted using the
lightweight TWINE algorithm [41], while the low confidential
data is secured using Laplace-based differential privacy. In this
process of data storage, initially, the dual fuzzy logic is applied to
determine the confidentiality level.

The dual fuzzy logic algorithm is constructedwith two fuzzy logic
blocks. Each fuzzy logic block consists of three entities: a fuzzifier,
an inference engine, and a defuzzifier (Figure 5).

Fuzzy Logic 
1

Fuzzy Logic 
2

Fuzzifier

Interference 

Engine

De-

fuzzifierDT

CS

O1

DS

O2

Membership 

Function

FIGURE 5 Dual fuzzy logic.
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TABLE 1 Fuzzy logic 1 rules set.

DT CS O1

H H H
H L H
L H L
L L L

TABLE 2 Fuzzy logic 2 rules set.

DS O1 O2

H H H
H L H
L H L
L L L

The fuzzy logic method is operated based on the prediction of
the degree of truth, which uses Boolean logic to determine the
outcome as true or false in 1 or 0. It is operated with a defined set
of rules based on the fed input parameters. The work process of
each entity is illustrated in the following,

i. Fuzzifier: The fuzzifier is the initial block that performs
fuzzification, which receives input values. According to the
proposed dual fuzzy logic, the first fuzzy logic considers
data type and credence score. Then the second fuzzy system
considers data secrecy and outputs 1 as its input. The input
is in crisp values, and it is converted to a fuzzy set for further
processing.

ii. Interference engine: This engine is fed with knowledge base
fuzzy rules, which work on ‘IF-THEN’ rules defined for the
submitted input. For the given two input values, a set of four
rules is developed. The inputs are presented in high and low
values that are defined as a range of values. From the input
values, the degree of membership function is designed.

iii. Defuzzifier: The extracted outcome based on the member-
ship functions is in the form of a fuzzy set. In this block, it is
converted into crisp values.

The data type is categorized into two as normal data and emer-
gency data. It is predicted based on the static threshold value for
eachmeasurement. Then, the credence score is determined based
on the number of successful authentications and the amount of
data uploaded. The increase in these two metrics results in a
higher credence score. Data secrecy is the importance of data
storage in the cloud. For example, it could be more sensitive and
hence it requires high data secrecy. It could include specifications
in the data such as company agreements, income tax information,
transactions, account details, and others. According to these three
parameters, the dual fuzzy logic determines the high confidential
level and low confidential level of data storage in the cloud.
The fuzzy rules for the prediction of the confidential level are
illustrated in Tables 1 and 2.

If the dual fuzzy logic method results in high, then the data
follows the lightweight TWINE algorithm; else Laplace-based
differential privacy is used. The TWINE algorithm of 64-bit,
lightweight block cipher. It uses the bitwise exclusive OR
operator. The three key processes followed are encryption, key
schedule, and decryption. The reverse of encryption is performed
in decryption. Let the plain text be in the size of 64-bit, round
key RK, which is generated from the secret key. Initially, the
round function is applied, which is based on the nonlinear layer
using 4-bit S-boxes. Along with this, the diffusion layer is used
to permute 16 blocks. Then, the S-box mapping is performed for
a specified number of bits, and it shuffles the block. The next
step is to key schedule the round keys that are produced and
processed. Further, the inverse process of encryption is presented
for decryption.

If the outcome is low confidential data, then the Laplace-based
differential privacy method is used. The differential privacy is
enabled to provide security for the data. It is a mechanism that
adds noise to secure the data from attackers. Differential privacy
is developed using twonumeric values as epsilon and delta, which
are represented as ε and δ.The value of δ is included as the
multiplicative bound. If the value is set low, then the risk is also
smaller. In the Laplacemechanismbased differential privacy adds
Laplacian noise to the function. It computes the function f, then
it adds noise from the Laplace distribution. The noise to be added
is determined as follows,

𝑁 = [Sensitivityof 𝑓∕𝜀], where 𝛿 = 0 (1)

The mathematical formulation for the Laplace mechanism is
given as,

[𝐷] = 𝑓 [𝐷] + 𝜀 (2)

Let D be the data to be stored in the cloud by data owners. Based
on the use of differential privacy, the data is secured.

4.4 Data Clustering

The data are clustered in the cloud to ensure scalability in storage
due to the arrival of a huge amount of data that is collected from
heterogeneous sources. The clustering of data is presented using
H-DBSCAN. This algorithm uses two key parameters, such as
minPts and eps, i.e., epsilon. The minPts denotes a minimum
number of points that cluster a dense region; on the other hand,
theeps defines the distance measurement that is measured using
the points that are located. In this work, hybrid distance is used
that takes into account theManhattan distance and the Euclidean
distance. The formulation for the Manhattan and Euclidean
distance measures is given as:

𝑑1 =
𝑛∑
𝑖=1

|𝑥𝑖 − 𝑦𝑖| (3)

Then the Euclidean distance formula is measured as follows:

𝑑2 =

√√√√ 𝑛∑
𝑖=1

(𝑥𝑖 − 𝑦𝑖)
2 (4)
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where 𝑥𝑖 and 𝑦𝑖 are the data points in the cloud based on which
the clusters are constructed. In thiswork, a hybrid distance is used
that estimates 𝑑1 and 𝑑2 for the same set of data points, and then
it predicts the average for it. The hybrid distancemeasure is given
below:

𝐷 =
𝑑1 + 𝑑2

2
(5)

Initially, identify the neighbouring point present within eps; then
predict the core points. In case the predicted core point is already
in a cluster, ignore it; else, consider it in cluster construction.
On identifying the density-connected points concerning the core
points, the data are clustered. The data points that are covered
within minPts within the radius eps. All the neighbouring
points are considered to be in the same cluster. The process
of clustering enables the improvement of scalability of data
storage.

Pseudocode 2. H-DBSCAN algorithm

Input: Owner’s Data, eps, minPts
Output: Clusters (C)
1. Start
2. Let C = 1
3. For each non-visited point p
– {
– Assign p as a visited point
– Determine neighbours N using D
– if |N| ≥ minPts
– N = N∪ N’
– }
4. If (p’ is not included in any cluster)
– {
– addp’to C
– else
– ignore
– }
6. Stop

As per the above pseudocode, the H-DBSCAN algorithm is
developed. Based on the clustering of data in the cloud,
the scalability of heterogeneous data is achieved. The use
of a hybrid distance measure enables improved the perfect
identification of neighbouring data points which enhances
clustering.

5 Experimental Evaluation

In this proposed SCSB IoT heterogeneity system is developed
using simulator to obtain results. This section is categorized into
simulation setup and comparative analysis.

5.1 Simulation Setup

In this section, the proposed SCSB IoT heterogeneity system is
designed in the iFogSim simulation tool. It presents to develop
‘n’ number of DOs and DUs that perform data upload and
data access from the cloud. To ensure security, a decentralized
blockchain is incorporated for authentication and validation of
nodes. On the other hand, scalability is one of the main issues
in IoT heterogeneous systems, which is solved with the use of
lightweight algorithms and by clustering data in a cloud server. In
Figure 6, the sequence diagram of the proposed SCSB is depicted
with the entities that are involved in the system. According to this
flow, the process in this SCSB is carried out. After completion of
authentication, the data are stored based on the confidentiality
of the data. The designed SCSB system in iFogSim is depicted in
Figure 7, which shows connectivity between fog nodes and DO,
DU. The fog nodes in this model act as an intermediate entity that
is responsible for creating a link betweennodes. The process of fog
nodes is to receive the request and forward it to the TA.

Then, the process of registration and data upload is illustrated in
Figures 8 and 9. EachDOhas the right to uploadmultiple data at a
time, and also the data can be of any type. This simulator software
is an open source tool and it workswith JDK 12.0.2, NetBeans IDE
8.2, andMySQL-5.7.36 (WAMPSERVER 3.2.6). These software are
installed on theWindows 10 operating system. The specifications
used in the SCSB system are given in Table 3.

5.2 Comparative Analysis

The comparative analysis is conducted for the following param-
eters such as execution time, encryption time, decryption time,
storage efficiency, throughput, latency, and hit rate. The pro-
posed SCSB IoT heterogeneity system is compared with previous
research works such as ACE-BC, proxy re-encryption, and
blockchain authentication. On the other hand, Tables 4 and 5
illustrate the comparison of the proposed research work with
previous research methods.

5.2.1 Execution Time

The execution time is defined as the time taken for the DU to
process the request and obtain access from the cloud. An increase
in execution time demonstrates poor performance of the system.
In Figure 10, the performance of execution time for SCSB, ACE-
BC, proxy re-encryption, and blockchain-based authentication
is depicted. From this plot, the proposed SCSB system attains a
lesser execution time than the prior research works; this result is
obtained due to the use of a lightweight consensus algorithm. The
involvement of illegitimate devices increases the execution time
due to the submission of higher traffic, fake requests, occupied
resources, and so on.

The previous research works use blockchain while it is operated
using the SHA-256 algorithm, which is equipped with multiple
computations and hence increases execution time. Further, the
use of re-encryption provides stronger security; however, it is
supposed to increase execution time due to the performance of
encryption and decryption twice.
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FIGURE 6 SCSB sequence diagram.

FIGURE 7 iFogSim SCSB system model.
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FIGURE 8 DO and DU registration.

FIGURE 9 DO data upload.

The average of execution time for the proposed is 5.3 swhereas the
highest execution time in previous research work is 23 s. In the
SCSB system, the execution time gradually increases with respect
to the increase in the number of devices.

5.2.2 Encryption Time and Decryption Time

The encryption and decryption time is defined as the time taken
for the device to encrypt and decrypt the message using private
and public keys. The algorithm with minimum computations
mitigates the encryption and decryption time of data.

The encryption and decryption time is measured concerning the
increase in the number of access attributes. The comparative
results for this parameter are depicted in Figure 11, where the
proposed SCSB system achieves a lesser time for encryption and
decryption than the existing research works.

The incorporation of a lightweight consensus algorithm, and
blockchain with lightweight hashing, enables improvement in
encryption time and decryption time. It enhances scalability in

TABLE 3 Simulation specifications.

Entity Specification

Data owner 3
Data user 9
Fog nodes 3
Trusted authority 1
Cloud service provider 1

heterogeneous systems, since the use of algorithms minimizes
computations and processing. A comparative Table 6 is demon-
strated to identify the time difference between the proposed
and existing algorithms.Hence, the development of a lightweight
algorithm is an efficient solution for minimizing processing time
and achieving scalability.

5.2.3 Storage Efficiency

The storage efficiency discusses about the ability of the cloud
server to store heterogeneous data. The heterogeneous data
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TABLE 4 Comparison of existing and proposed processes.

Reference
DO auth-
entication

DU auth-
entication Blockchain

Data storage
confidentiality

[30] ✗ ✓ ✓ ✗

[31] ✗ ✓ ✓ ✗

[32] ✗ ✓ ✓ ✗

[34] ✗ ✓ ✗ ✗

[35] ✓ ✓ ✓ ✓

[36] ✓ ✓ ✓ ✓

[38] ✓ ✗ ✓ ✓

[39] ✗ ✗ ✓ ✓

Proposed (SCSB) ✓ ✓ ✓ ✓

TABLE 5 Comparison of existing methods.

Reference
DO authen-
tication

DU authenti-
cation

Blockchain
technology

Consensus
algorithm

Hashing
algorithm in
blockchain

Data storage
security
algorithm

Application
supported

[30] – Mutual
authentication
(ECC-based
authentication
protocol)

Smart
Contracts

Proof of Stake SHA-256
algorithm

– Decentralized
application

[31] – Majority-based
verification

Smart
Contracts

– SHA-256 with
ECC

algorithm

Data stored
without
security

Not mentioned

[33] – Blockchain-
based token
requesting
mechanism

Smart
Contracts

– SHA-256
algorithm

– Not mentioned

[34] – Identity-based
authentication

– – – – IoT-based-
Agriculture

[35] – – Ethereum
smart contract

Proof-of-
Authority

Collision-
resistant hash
function

AES-128
encryption

Not mentioned

[36] Hashing
credentials
using the
QUARK
algorithm

Artificial
neural network

Hyperledger
Fabric

blockchain

Not mentioned QUARK
hashing
algorithm

PRESENT
algorithm

Any Sensitive
IoT application

[38] Identity
auth-

entication

– Distributed
blockchain

Not mentioned SHA-256
algorithm

Attribute
encryption
mechanism

Cybersecurity
in IoT

Proposed
(SCSB)

Lightweight
QUARK
algorithm

Lightweight
QUARK
algorithm

Decentralized
blockchain

Proof-of-
Authentication

Lightweight
QUARK
algorithm

TWINE
algorithm

and
differential
privacy

Heterogeneous
IoT
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FIGURE 10 Comparison of execution time.
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FIGURE 11 Comparison of encryption and decryption time.

TABLE 6 Average encryption and decryption time.

Methods used
Encryption
time (ms)

Decryption
time (ms)

SCSB 207 300
ACE-BC 476 950
Proxy Re-encryption 568 1050
Blockchain-based
authentication (PoW)

478 994

storage causes a scalability issue due to the arrival of excessive
data from data owners. In the proposed SCSB system, the data
is clustered using H-DBSCAN before it is stored in the cloud.
The storage of data based on clustering is enabled to support the
scalability issue, which in turn improves storage efficiency.

The results obtained for storage efficiency are depicted in
Figure 12. The previous research work validates the data and
stores all the raw data directly into the storage, which makes the
storage clumsy. From the obtained result, the storage efficiency
of the proposed system is better than the previous methods. The
process of clustering gathers a set of data into particular groups,
which categorize the data into classes of data in a cloud server.
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FIGURE 12 Comparison of Storage Efficiency.
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FIGURE 13 Comparison of Throughput.

5.2.4 Throughput

Throughput is a significant network parameter that measures
the amount of data transferred to the end server within a given
amount of time.

The throughput is plotted with the increase in the devices which
increases the number of requests for processing. Each device can
submitmore the one request, and the request can be for uploading
the data or accessing the data.Whatever the request, it is essential
to authenticate, validate, and then provide the required service
for it. The graphical result of throughput is shown in Figure 13,
in which the SCSB system achieves higher throughput than the
previous research methods.

The average throughput of the proposed system is 106 mbps, and
the minimum throughput reached is 34 Mbps. The increase in
throughput assures to perform better transmission of messages
from devices. The larger gap between throughput for the pro-
posed and existing methods illustrates that the data storage and
data access is efficient in the SCSB system.

5.2.5 Latency

Latency is defined as the delay that occurs in data transmission
while transferring data from the source to the destination.The
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FIGURE 14 Comparison of Latency.

TABLE 7 Average latency.

Methods used Latency (s)

SCSB 22.15
ACE-BC 103.4
Proxy re-encryption 112.5
Blockchain-based
authentication (PoW)

108.15

increase in latency defines the consumption of excessive time for
data transmission. Hence, the increase in latency results in poor
performance of the system.

The performance evaluation of latency is depicted in Figure 14
which shows a comparison of the proposed SCSB system and
existing methods.From the obtained results, the latency of pro-
posed system is lesser than the existing method that uses proxy
re-encryption and blockchain based authentication (Table 7).

The average latency achieved in each method is depicted in
Table 5. According to this table, the proxy re-encryption method
results in higher latency due to the processing of encryption and
decryption twice for each data from the device.On the other hand,
the use of lightweight algorithms tends to minimize the number
of computations, which reduces the latency. Also, the use of
lightweight algorithms is suitable for managing the scalability of
the system, and it is simple for resource-constrained IoT devices.

5.2.6 Hit Rate

The performance of hit rate with the increase in block size is
demonstrated in Figure 15. The parameter hit rate defines the
successful device requests in the blockchain. In the proposed
SCSB system, a lightweight consensus algorithm is incorporated,
which increases the hit rate due to the use of trusted nodes for
block validation.

The previous research methods are lesser in hit rate due to the
absence of the selection of trusted nodes for validation. If the
validation is conducted by an illegitimate node, then it results in
poor management that minimizes the hit rate.
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FIGURE 15 Comparison of the hit rate.

5.3 Use Case—Smart Industry

The proposed SCSB heterogeneous IoT system enables the
capture of data from multiple devices. Hereby, the industrial
application is considered for the use case.

The application of industry is advanced with automation in the
production of a product. Hence, the equipment in an industry is
monitored due to the absence of human intervention. Figure 16
shows the use case architecture for an industrial application.
The presence of different equipment in an industry is monitored
using IoT sensors, and the information is collected by the DO
and uploaded. Further, the uploaded data is accessed by the DU
after performing authentication.The sensor data can be sensitive
to representing high temperature or pressure of the motor [42],
which requires immediate action. In this way, the data is collected
and transferred to the server via the blockchain to ensure security.

5.4 Security Requirements

∙ Integrity -
Integrity is defined as the protection that is provided to the
data in the system. In the SCSB system, the data to be uploaded
is secured using cryptography and differential privacy based
on the importance of the data. The importance of the data
is determined by the data owner and corresponding security
is applied such as the lightweight TWINE algorithm and
differential privacy. Hence, the SCSB system achieves this
security requirement of integrity [43].

∙ Availability -
The requirement of availability in security means the pro-
visioning of required resources for all authorized users. In
the proposed SCSB system decentralized blockchain is used
which restricts the involvement of illegitimate DOs and DUs.
This blockchain technology incorporates lightweight hashing
that stores security credentials in blocks, which cannot be
altered.

∙ Confidentiality -
Confidentiality is the property that enable security for the
private information of all DOs and DUs. The SCSB system
incorporates a decentralized blockchain where the security
credentials are stored in hash form to assure security.
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FIGURE 16 Industrial use case architecture.

TABLE 8 Table security threat mitigation summary table.

Threat Potential risk SCSB countermeasure

Man-in-the-middle Interception and manipulation of data during
transmission.

Use of Trusted Authority (TA) for routing all
communication; secure hashing with QUARK for

credentials.
Impersonation attack Illegitimate access by posing as a legitimate user

or device.
Dynamic credential hashing with lightweight

QUARK; credentials change with each
authentication session.

Spoofing attack Gaining unauthorized access to the system to
cause damage or collect intel.

Secure authentication using unique IDs and
passwords hashed with QUARK; device

legitimacy verification.
Eavesdropping attack Unauthorized reading or alteration of data in

transit.
End-to-end encryption using TWINE and

Laplace-based differential privacy; data encrypted
before transfer.

Password attack Guessing or stealing passwords to gain
unauthorized access.

Strong password requirements; passwords are
never stored in plaintext but hashed and secured

in blockchain.
Replay attack Reuse of captured valid credentials or data

packets to gain access.
Non-reusable hashed credentials via QUARK;
timestamps and trust validation using PoAH.

Collusion attack Multiple malicious nodes colluding to gain
network control.

Trust-based node validation with
Proof-of-Authentication (PoAH); dynamic trust

scoring and validator rotation.
Denial of service (DoS) System overload from illegitimate or excessive

requests.
Node validation through PoAH ensures only
trusted nodes process requests; clustering

improves load handling.
Blockchain tampering Unauthorized modification of blockchain data. Immutable blocks with QUARK-hashed

credentials; consensus validation using PoAH
with trusted nodes.
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∙ Authorization -
The property of authorization is to assure authentication for
the devices that participate in the system. In this proposed
SCSB systemmodel, theDOs andDUs are authenticated using
unique identities and passwords that enables to allow access
only for authenticated devices.

5.5 Security Threats

∙ Man-in-the-middle attack -
The behaviour of this attack is to interrupt a transmission
in the middle and make the other end device believe it is a
legitimate device. In this proposed SCSB system, the DO and
DU connect with the server via a TA, which is a legitimate
entity in the system that never performs illegitimate activities.
Therefore, the occurrence of a man in the middle attack is
restricted to this system.

∙ Impersonation attack -
The impersonation attacker is involved in the system to
steal private information that is transferred. If the security
credentials are stolen then the attacker could get permission
to either upload data or access data. In the SCSB system the
security credentials are changed during each authentication
which enables to overcome impersonation attacks in this
system.

∙ Spoofing attack-
This type of attack is launched to stream access into the
system, so that it could understand the system and damage
it. The proposed system incorporates lightweight hashing
for authentication and cryptography for secure data upload.
Hence it assures the system is protected against spoofing
attack.

∙ Eavesdropping attack-
The eavesdropping attackers aim to delete or modify the
information that is shared from one device to another. If
the shared data is raw then this attacker alerts the original
information and updates it with fake information into it. This
attacker is complex to be launched in the SCSB system due to
the use for using and cryptography before transmission of any
information.

∙ Password attack-
This password attack is an attacker that has an intention to
compromise a user for accessing the password information
to access the system. The user is requested to set a complex
password for higher protection, also, the password is shared
in hashed form that is stored in the blockchain, which cannot
be compromised or altered. Hence, the password attack fails
in this system Table 8.

6 Conclusion

In this paper, a priority-based lightweight authentication and
access control is designed for Cloud-IoT is proposed. It mainly
focuses on solving the scalability issue in the IoT heteroge-
neous environment. Initially, the data owner and the DU are
registered and authenticated using the user ID and password.
The transmission of these security credentials is based on the

lightweight QUARK algorithm. This is also used in decentralized
blockchain to improve security and minimize computations.
The authenticated data owner uploads data to the cloud after
predicting the confidentiality level using a dual fuzzy algorithm.
Here, the low confidential data is secured using the lightweight
TWINE algorithm and differential privacyfor highly confidential
data. The data is secured in the cloud, and it is clustered using
theH-DBSCANalgorithm.The arrival of excessive heterogeneous
data causes scalability, which is solved by using clustering. In the
blockchain, a lightweight PoAHconsensus algorithm is presented
for validating the request. This consensus algorithm prefers a
trusted node for validation, which ignores illegitimate nodes.
As a result, the entire proposed SCSB system achieves better
performance in terms of security and scalability.
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