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ABSTRACT

The energy industry plays a critical role in powering economies and modern societies, making
cybersecurity and resilience essential. This study explores cybersecurity risks and mitigation
strategies in the energy retail sector by analyzing incidents in a European energy retail organiza-
tion under the EU NIS 2 Directive from 2018 to 2023. The research identifies eight key cybersecurity
risk categories and applies Failure Modes and Effects Analysis (FMEA) to each, providing detailed
risk assessments and recommended defensive measures. Additionally, the study presents graphical
cyberattack visualizations using the Bowtie model to enhance understanding of cybersecurity risks
in energy retail. From a theoretical perspective, the findings offer a comprehensive view of these
risks, grounded in real-world incidents. Practically, the analysis provides valuable guidance on
cybersecurity risk management for energy retail organizations and critical infrastructure busi-
nesses, ensuring compliance with emerging cybersecurity regulations that mandate executive
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oversight within IT governance, regulation, and compliance functions.

1. Introduction
1.1. Research motivation

Energy powers all modern life, making cybersecur-
ity in the energy industry necessary for the world’s
critical infrastructures (Yusta et al., 2011). The
energy retail business, which involves the sale of
energy products and services to businesses and
consumers, is an important cornerstone for deli-
vering essential services to society (Directive (EU)
2022/2555, 2022), as nearly all societal processes
depend on energy (Loschel et al., 2010).

Cybersecurity is the key resilience factor for
energy retail companies (Azzuni & Breyer, 2017)
and disruptions in energy retail operations may
cause further cascading effects in other critical sec-
tors such as emergency services, water, food, trans-
portation, communications, finance and
manufacturing (Gouglidis et al., 2018). Specitic
risks include infiltration and theft of confidential
data, interruption of services, as well as damage to
or disruption of infrastructure, and compromise of
physical assets (Barichella, 2023).

Cyberattacks have significantly evolved over time,
transitioning from minor criminal activities to

sophisticated, state-sponsored cyberterrorism (Ang
& Utomo, 2017), while cyberattacks targeting energy
and utility companies have increased in frequency
and sophistication. Major cybersecurity incidents in
the energy industry can have national security impli-
cations and cease energy retail operations, causing
significant financial losses, compromise of sensitive
information, legal liabilities, and the harming of
brand reputation (Falowo et al., 2022).

An example of a notable incident is the 2020
cyberattack on the Portuguese energy company
Energias de Portugal (EDP), which resulted in the
loss of 10 terabytes of sensitive information and
considerable financial and reputational damage
(SektorCERT, 2022). Further examples include
cyberattacks against the power grid in Ukraine (cf.
Whitehead et al., 2017) and the Bowman Avenue
Dam in New York (cf. Hassanzadeh et al., 2020).

Given the need to protect energy infrastructure
from cyber threats to ensure uninterrupted opera-
tions (Venkatachary et al., 2017), the safeguarding
of energy services with regulatory requirements has
become a global megatrend and a mission for every
sovereign state (Haber & Zarsky, 2018). European
laws protecting essential services from cyber
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threats are the Directive on Security of Network
and Information Systems (NIS Directive)
(Directive (EU) 2016/1148, 2016) and its successor,
the NIS 2 Directive, which entered into force in
January 2023, after which EU Member States were
required to transpose its provisions into national
law. The NIS 2 specifically obligates energy retailers
to have risk-based cybersecurity management and
stringent incident reporting, backed by administra-
tive fines (Directive (EU) 2022/2555, 2022).

Similar developments to the NIS 2 are the NERC
CIP (North American Electric Reliability
Corporation Critical Infrastructure Protection)
standards (cf. Dolezilek & Hussey, 2011), the
Australian Security of Critical Infrastructure Act
(SOCI Act) (cf. Shah, 2023), and the Critical
Infrastructure Protection Act in South Africa (cf.
Calandro, 2020).

International standards are essential for mana-
ging cybersecurity risks in critical infrastructure.
ISO/IEC 27001 is regarded as the de facto standard
for information security management (Calder &
Gerard, 2013), offering a technology-neutral frame-
work for establishing an information security man-
agement system (ISMS) to mitigate risks (ISO/IEC
27001: 2022). ISO/IEC 27002 complements this by
providing guidance on security controls (ISO/IEC
27002: 2022). Similarly, the National Institute of
Standards and  Technology  Cybersecurity
Framework (NIST CSF) offers a recognized
approach to enhancing cybersecurity resilience
(National Institute of Standards and Technology,
2024). For organizations handling customer data,
ISO/IEC 27701 builds on ISO/IEC 27001, focusing
on privacy protection and compliance (ISO/IEC
27701: 2019).

A risk-based approach is needed to safeguard the
energy retail business from cyber threats (Azzuni &
Breyer, 2017), because cybersecurity is fundamen-
tally a risk management practice (Stewart et al,,
2012) and a crucial component of organizational
IT governance, risk management, and compliance
(IT-GRC) function (Soomro et al., 2016). Successful
IT-GRC requires learning from cybersecurity inci-
dents to understand and mitigate their causes
(Patterson et al., 2023).

However, concrete information about cyber-
security incidents is scarce (Maschmeyer et al,
2020), which is why the number of academic
studies on the subject is limited (Eling &
Wirfs, 2019). Therefore, more data about cyber-
security incidents is needed so that their causes,
effects, and risk mitigation strategies can be
studied and proposed (Al-Mhiqani et al., 2018)
for energy retailers.

Failure Modes and Effects Analysis (FMEA) is
a risk management methodology used to iden-
tify an organization’s potential failure modes,
along with their causes and effects (Asllani
et al., 2018). Widely recognized in cybersecurity
management, FMEA enables energy companies
to identify and effectively mitigate cybersecurity
risks in their operations (Akula & Salehfar,
2021). These risks are often very complex,
necessitating improved techniques to understand
attack patterns and their corresponding defense
mechanisms (Staheli et al., 2014), where graphi-
cal visualization tools have proved useful
(Moody, 2007).

In this paper, the terms “cybersecurity” and
“information security” are used interchangeably.
Cybersecurity is often used as an all-inclusive
term (von Solms & van Niekerk, 2013).
However, the literature typically distinguishes
cybersecurity as referring to everything that is
fully digital, whereas information security adds
the physical dimension and refers to all infor-
mation regardless of its form (von Solms & von
Solms, 2018). For a complete list of abbrevia-
tions used in this article, please refer to Table
A1l in the Appendix.

1.2. Research objectives and methods

This paper analyzes the information security inci-
dents of a European energy retail company over
a six-year period, from 2018 to 2023, categorizing
them into specific cybersecurity risks. A Failure
Modes and Effects Analysis is conducted to pro-
vide deeper insights into effective mitigation stra-
tegies for these risks. Additionally, the paper
demonstrates the use of the Bowtie graphical



attack modeling and visualization technique,
enhancing the understanding of cyber threats
and corresponding defense measures within
energy retail companies.

1.3. Research problem and questions

The research problem of this paper is to identify
and explore the impacts of information security
incidents and to provide effective measures to
mitigate the risks in the energy retail business.
More specifically:

e Research Question 1: What are the main
cybersecurity risk categories for the energy
retail business?

e Research Question 2: What are the cybersecur-
ity failure modes, effects, and corresponding
mitigation measures for the energy retail
business?

e Research Question 3: How can graphical
attack modeling techniques enhance cyberse-
curity risk management for the energy retail
business?

1.4. Main contributions

From a theoretical perspective, this study
addresses a significant gap by providing new
insights into the cybersecurity risks faced by
the energy retail sector, drawn from real
reported incidents. It also demonstrates the
value of visual cyber attack-defense modeling
techniques.

In practical terms, the study guides energy
retail companies and businesses managing criti-
cal infrastructure in strengthening information
security practices and complying with emerging
cybersecurity regulations. By identifying risks,
understanding attack tactics, and enhancing
controls, it offers valuable insights. The Bowtie
model provides a layered visualization of threats,
impacts, and preventive controls, assisting stake-
holders and executives better understand
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complex risk scenarios and make informed deci-
sions to address vulnerabilities effectively.

1.5. Paper organization

The remainder of the paper is structured as follows:
Section 2 presents a literature review, and Section 3
outlines the study’s research methodology. The
results are presented in Section 4 and discussed in
Section 5. Finally, Section 6 concludes the paper by
presenting theoretical and practical contributions,
along with the study’s limitations and directions for
future research.

2. Literature review

The literature review highlights a significant
research gap in cybersecurity risk management
within the energy retail sector, particularly when
compared to the extensively studied areas of
energy production, distribution, and other criti-
cal infrastructure industries. Table 1 provides an
overview of the relevant literature, emphasizing
this gap.

Despite the increasing cyber threats and reg-
ulatory demands, such as those imposed by the
NIS 2 Directive, there is a lack of research
specifically addressing the unique challenges
faced by energy retailers. This study contributes
to the literature by addressing these gaps and
providing actionable insights for improving
cybersecurity practices within the energy retail
sector.

Cybersecurity risk management is widely
recognized as essential across various critical
infrastructure sectors. For instance, Ani et al.
(2016) discuss its significance in manufacturing,
Gioulekas et al. (2022) focus on healthcare,
Shoetan et al. (2024) examine cybersecurity
risks in telecommunications, and Almudaires
and Almaiah (2021) explore challenges within
the payment card industry. Additionally,
Kulkarni et al. (2024) address cybersecurity inci-
dents in food and agriculture, while Tuptuk
et al. (2021) investigate water systems,
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Table 1. Literature review.

Authors Category

Study design

Purpose

Ani et al. (2016) Manufacturing

control systems

Gioulekas et al. Healthcare

(2022)

Shoetan et al. (2024) Telecommunications Literature analysis
Almudaires and

Almaiah (2021)
Kulkarni et al. (2024)

Payment card
industry

Analysis of major incidents
Food and agriculture Analysis of major incidents

Tuptuk et al. (2021)  Water systems

Melaku (2023) IT-GRC Literature analysis
Patterson et al. (2024) IT-GRC Literature analysis
Patterson et al. (2023) IT-GRC Interviews

Zhang et al. (2016) Energy production

Lee et al. (2023) Energy production

vulnerabilities

Zhang and Kelly
(2022)

Rajkumar et al. (2023)

Energy production
Energy distribution

Krause et al. (2021) Energy distribution

vectors

Sun et al. (2018) Energy distribution

Nazari and Musilek
(2023)

Govea et al. (2024)

Energy industry Literature analysis

Energy industry

Chen et al. (2021) Energy industry Literature analysis

Nikolaou et al. (2023) Energy industry
vulnerability scoring system

Gong and Lee (2021) Energy industry

infrastructure

Zografopoulos et al.  DER solutions
(2023)

Hseiki et al. (2024)

Tuyen et al. (2022)

DER solutions
DER solutions

power systems
Pourmirza and DER solutions
Walker (2021)

Literature analysis of cybersecurity in industrial

Survey of cybersecurity culture

Review of security in cyber-physical water systems

Visual analysis of selected cyberattacks
Analysis of selected cyberattacks and
Analysis of cyber risk assessment methods
Analysis of major historical blackouts
Analysis of typical infrastructure and attack

Review of studies and solutions

Analysis of critical infrastructure networks

Vulnerability identification using the common
Analysis of threat indicators in metering
Analysis of typical threats targeting DER assets

Analysis of the typical attack surface
Review of cybersecurity in inverter-based smart

Analysis of typical infrastructure

Trends in cybersecurity challenges and solutions in the
manufacturing industry

Proposed solutions to cybersecurity threats in the
healthcare industry

Proposal for enhancing telecommunications
cybersecurity using artificial intelligence

Cybersecurity risk mitigation solutions for payment card
companies

Proposed solutions to cybersecurity threats in the food
and agriculture industry

Future research directions in water systems cybersecurity
Playbook for incident management
Research directions for cybersecurity incident analysis

Best practices for the cybersecurity incident learning
process

Proposal for a procedure to evaluate wind power system
reliability

Proposal for a cybersecurity anomaly detection system
for solar power plants

Methods for evaluating cyber risks in nuclear power
plants

Identification of cyber-physical incident factors in the
power grid

Proposal for a power grid defense strategy

Summary of state-of-the-art cybersecurity in the power
grid
Challenges and barriers in energy company cybersecurity

Artificial intelligence solutions to enhance cybersecurity
in the energy industry

Proposal for a secure cloud-based service framework for
the energy value chain

Vulnerability identification and assessment framework
for the energy industry

Cyber threat intelligence framework proposal for
improved energy cloud security

DER cyberattacks, their impacts, and mitigation strategies

Proposal for a cyber-resilient smart meter
Future research directions in DER cybersecurity

Categorization of cybersecurity challenges for electric
vehicle charging stations

underscoring the need for comprehensive risk
management strategies across these sectors.

2.1. Cybersecurity risk management within the
IT-GRC function

Information security is fundamental to organi-
zational risk management (Stewart et al., 2012)
and is a core element of the IT governance, risk
management, and compliance (IT-GRC)

function (Soomro et al., 2016). Cybersecurity
can only be effectively managed by linking digi-
tal resilience to organizational strategy (Mizrak,
2023), where the business objectives are aligned
with an organization’s IT operations (Osden &
Lubbe, 2009).

Governance is the setting of organizational
goals through policies and processes overseen
by executives. Risk management identifies,
assesses, and controls risks, while compliance



ensures ethical integrity, adherence to regula-
tions, and alignment with company policies
and procedures (Wright, 2019).

The success factors of IT-GRC include the regular
review of information security policies and strategies
to address existing vulnerabilities and emerging
threats, as well as the fostering of a security-
conscious staff and culture (Melaku, 2023).
Consequently, the key IT-GRC cornerstone is the
analysis of cybersecurity incidents (Patterson et al,,
2023).

Systematic preparedness and prompt response
are needed to effectively control cybersecurity inci-
dents, which are typically sudden, and possibly
serious; therefore, urgent containment and mitiga-
tion are routinely necessary (Onwubiko &
Ouazzane, 2022). An example of a cybersecurity
incident are malware-infected computers. After
detection and analysis, these computers should be
isolated, reinstalled, and integrated back into
operation (Line et al., 2014).

Learning from cybersecurity incidents and
addressing their causes are natural ways to miti-
gate the likelihood of similar future occurrences
(Patterson et al., 2023). However, concrete
information about information security inci-
dents is limited (Maschmeyer et al., 2020),
therefore academic efforts to provide novel
information about cybersecurity incidents and
risk management best practices are encouraged
(Patterson et al., 2024).

2.2. Cybersecurity risk management of the energy
retail business within the energy industry

The energy industry value chain includes the
production, trading, transmission, distribution,
and retail business of energy. Production con-
verts fossil or renewable resources into electri-
city or heat, while energy trading manages price
fluctuation risks in international markets.
Energy is transported over long distances and
distributed over the electrical grid, and finally,
energy retail is the sale of products and services
to businesses and private customers (Brown
et al., 2019).

The importance of information security in
energy production is critical due to the severe
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consequences of potential incidents (Bigakcr &
Evren, 2022) and is widely recognized in the
literature. For example, a study by Zhang and
Kelly (2022), provides recommendations for
nuclear power plant cyber risk assessments.
Another study by Lee et al. (2023) proposes
a cybersecurity anomaly detection system for
networked solar power plants, and a study by
Zhang et al. (2016) assesses wind farm reliability
through cyberattack simulation.

Similar to energy production, the cybersecur-
ity challenges and solutions in energy distribu-
tion have been extensively studied (cf. Sun et al,,
2018; Wang & Lu, 2013). Rajkumar et al. (2023)
analyze cyber-physical factors in major historical
blackouts, while Krause et al. (2021) address
power grid challenges and propose a layered
defense strategy with categorized measures, and
Tufail et al. (2021) provide insights into cyber-
security detection and mitigation for the smart
grid.

Studies on the entire energy industry often
encompass the energy retail business, recogniz-
ing it as a prime target for cybercriminals
because of its financial value (Dagoumas,
2019). Common challenges faced by energy
retailers include scams, contract fraud (Chen
et al., 2021), and a rising number of ransomware
attacks that pose threats to operations, finances,
and reputation (Dogan & Edwards, 2022).

The literature highlights cybersecurity and
data privacy challenges faced by energy compa-
nies, particularly in relation to digital transfor-
mation and the large volume of customer data
involved (Nazari & Musilek, 2023). Within the
broader energy sector, Gong and Lee (2021)
introduce a tool for generating cyber threat
intelligence; Govea et al. (2024) offer artificial
intelligence solutions to transform cybersecurity
in the energy industry value chain; and
Nikolaou et al. (2023) propose a model for
identifying and assessing vulnerabilities in criti-
cal energy infrastructure network.

Distributed Energy Resources (DERs) are
becoming universal in the energy industry, pre-
senting  significant  cybersecurity = needs
(Zografopoulos et al., 2023), and are a popular
research topic in the context of Industry 4.0
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(Faheem et al., 2018). This is due to the inter-
connected, decentralized, and interoperable nat-
ure of DERs, as well as their typical remotely
controllable features (Zografopoulos et al.,
2023).

The literature on cybersecurity in DERs occa-
sionally focuses on the customer interfaces of DER
solutions. These include, for instance, solar panels,
battery storage, electric vehicle charging stations
(EVCS) (Zografopoulos et al., 2023), inverters
(Tuyen et al., 2022), and smart meters (Hseiki
et al., 2024).

A study by (Zografopoulos et al., 2023), pro-
vides insights into DER cybersecurity vulnerabil-
ities, attacks, impacts, and mitigation strategies.
Sun et al. (2020) propose mitigation measures
for smart inverter cybersecurity threats, and
Hseiki et al. (2024) address the cybersecurity
vulnerabilities of smart meters. Pourmirza and
Walker (2021) and Hamdare et al. (2023) ana-
lyze the cybersecurity risks and challenges spe-
cific to EVCS.

2.3. NIS 2 requirements to energy retail business

Safeguarding critical infrastructures through
cybersecurity legislation has been a significant
interest of the European Union (EU) since the
early 21st century (Bederna & Rajnai, 2022). The
first Directive on Security of Network and
Information Systems (NIS directive) in 2016 was
a milestone in establishing a unified level of cyber-
security ~ within EU  member countries
(Vandezande, 2024).

Since then, the EU has commenced more
cybersecurity proposals such as the European
Cyber Resilience Act (CRA) (cf. Chiara, 2022)
and the Network Code for Cyber Security
(NCCS) for the electricity sector (cf. Skias
et al.,, 2022). However, after the first NIS
Directive, the EU member states still had differ-
ent levels of cyber threat preparedness and
uneven protection of consumers and businesses
(Dragomir, 2021).

Improvements to the first NIS Directive were
deemed insufficient due to expanded threats
(Schmitz-Berndt, 2023). Consequently, the EU
published its new cybersecurity strategy in
2020, which included a proposal to reform the

Directive on Security of Network and
Information Systems (NIS 2 Directive) that
member states had to incorporate into their
national legislation (European Commission,
2020).

Energy supply, transmission, and distribution
were within the scope of the first NIS Directive
(Directive (EU) 2016/1148, 2016). NIS 2
Directive expands this scope by distinguishing
between essential entities and important service
entities. Energy retailers are classified as an
essential entity and need to comply with NIS
2 requirements (Directive (EU) 2022/2555,
2022).

NIS 2 mandates a risk-based information
security management approach for energy retail
companies. Key elements include risk analysis,
incident management, business continuity, dis-
aster recovery, and thorough supplier assess-
ments, while the organizational management
must approve and oversee the execution of
these measures (Directive (EU) 2022/2555,
2022).

Incident management and prompt reporting to
the authorities are fundamental NIS 2 require-
ments. Energy retail companies must report sig-
nificant incidents that have caused or could cause
harm to essential service delivery and notify ser-
vice recipients of cyber threats (Directive (EU)
2022/2555, 2022). This obligation includes inci-
dents considered significant, even if any damage
has not yet been materialized (Schmitz-Berndt,
2023).

According to NIS 2, the organizational man-
agement can be held liable for violations of
these requirements. Furthermore, NIS 2 enfor-
cement includes administrative fines up to
a maximum of 10 million EUR or 2% of world-
wide turnover, whichever is higher (2022),
underlining the importance of cybersecurity
risk and incident management for energy retail
companies.

3. Research methodology

In this section, the material for the single case study
is presented, along with the methods used: Failure
Modes and Effects Analysis (FMEA) and Bowtie
analysis.



3.1. Material of the study

The case organization of this study is a European
energy retail company. The study material consists
of the cybersecurity incidents internally reported
by the case organization over the six years from
2018 to 2023.

3.2. Single case study design

This study employs a single case study method,
chosen specifically to analyze cybersecurity risks
and mitigation strategies in the energy retail sector
within its real-world context. Single case studies are
comprehensive analyses and representations of
a single unit or system within a specific context
and time (Hancock et al., 2021).

The chosen approach provides rich and qua-
litative data that is essential for theory genera-
tion in complex areas (Eisenhardt, 1989) and
allows for a detailed exploration of the phenom-
enon (Yin, 2018). The single case study
approach captures nuances that may be over-
looked in larger studies, particularly in unique
settings (Eisenhardt, 1989), and is valuable for
addressing research gaps, in previously unex-
plored areas (Yin, 2018).

The hallmark of case study research is the clear
statement of theoretical arguments and the rich

Table 2. Case study protocol.
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presentation of evidence in tables and appendices.
The result produces fresh, new information that
adds thorough evidence to conventional deductive
research (Eisenhardt & Graebner, 2007), while
further case study benefits include exploring design
opportunities and demonstrating the use of novel
tools (Lazar et al., 2017).

Case studies can be intrinsic, applied to specific
scenarios, or instrumental, generating broader
insights. They can also be embedded, where multi-
ple sub-units within a case are studied, or holistic,
where a single entity is studied as a whole (Brereton
et al., 2008).

Case studies are criticized for lacking preci-
sion, objectivity, and rigor compared to larger
studies. To address this, researchers should
define the significance of their research ques-
tions and explain why current theories are
incomplete. Another challenge is case selection,
because readers may expect generalizations. The
response is to clarify that the goal is not to test
but to develop new theories (Eisenhardt, 1989;
Eisenhardt & Graebner, 2007).

Dooley (2002) highlights the need to ensure
a replicable line of evidence by describing the
data gathering and analysis techniques, as well
as using various methods to uncover unin-
tended outcomes. Furthermore, to produce

ID Element Purpose

Description

1.1 Background A review of previous research to identify
and highlight the research gap

Limited information on incident-based cybersecurity risks for energy retailers, their
corresponding risk management measures, and risk visualizations using graphical attack

modeling techniques

An instrumental study that generates broader insights
A holistic study in which the single entity is examined as a whole

A European energy company with a retail business operating under the EU NIS 2 directive
across multiple countries, offering electricity and DER products to both private and

business customers

The data consist of information security incidents formally reported through the case
organization'’s internal incident reporting system, with data extracted from the system

for the years 2018 to 2023

A description of the criteria used for data Incident data were aggregated into groups, forming the primary cybersecurity risk
categories addressed in research question 1, along with their subcategories, which are

addressed in research question 2, using FMEA analysis. The controls described to
mitigate these risks in each FMEA analysis represent typical examples of how
cybersecurity risks can be managed. Two risk examples are visualized using the Bowtie
analysis method, in response to research question 3

2.1 Design A description of whether the case is
intrinsic or instrumental
2.2 Design A description of whether the case is
embedded or holistic
3.1  Case A description of the criteria for case
selection selection
4.1 Data A description of the data collected
collection
5.1  Analysis
analysis
6.1  External
validity study findings apply

7.1 Reporting  An overview of the target audience

A description of the domain to which the Research on cybersecurity risk management within the IT-GRC domain of the energy retail
business, explored through studies of the energy industry value chain

Information security researchers and industry professionals in the energy retail sector,

especially those involved in the IT-GRC value chain of the energy industry, as well as
businesses safeguarding critical infrastructure
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a rigorous case with greater validity, Eisenhardt
(1989) and Yin (1994) both emphasize the use
of a case study protocol to guide all elements of
case research. The case study protocol in
Table 2 of this study is adapted from Brereton
et al. (2008).

3.3. Failure modes and effects analysis

This study employs Failure Modes and Effects
Analysis (FMEA), which is a widely used method
for analyzing and managing cybersecurity risks
(Asllani et al.,, 2018). Applying FMEA is part of
the larger trend of integrating cybersecurity into
traditional process hazard analysis methods, origi-
nating from the manufacturing industry (Cormier
& Ng, 2020).

FMEA was first introduced by the US military in
the 1940s, then adopted by the aerospace industry
in the 1960s, and further used by Ford in the 1970s
to improve automotive production and design.
Today, FMEA is widely used across various indus-
tries to manage risk and enhance customer satis-
faction (Sharma & Srivastava, 2018).

FMEA is a technique that uses spreadsheets to
collect data and analyze results (Babeshko &
Giandomenico, 2023). Its primary outcome is
the recognition of potential failure modes, their
causes and impact, and determining controls to
mitigate risks and reduce costs (Akula &
Salehfar, 2021). FMEA facilitates the identifica-
tion and correction of potential weaknesses,
thereby reducing the likelihood and impact of
failures (Asllani et al., 2018). Table 3 illustrates
the FMEA elements, as described by Carlson
(2012).

In the literature, FMEAs are frequently custo-
mized to meet specific research needs in IT-
GRC risk assessment, as demonstrated by

Table 3. FMEA elements.

Subriadi and Najwa (2020). In other studies,
Asllani et al. (2018) developed C-FMEA for air-
port cybersecurity, while Zarreh et al. (2019)
applied a modified FMEA utilizing game theory
to assess cyber-physical threats in manufacturing
systems. A limitation of FMEA is its inability to
describe the interactions between failure modes
when other types of analysis methods such as
graphical attack modeling techniques can sup-
plement them (Carlson, 2012).

3.4. Bowtie analysis among graphical attack
modeling techniques

Graphical attack modeling techniques are used to
visualize the sequence and combination of events
that lead to a successful cyberattack. The attack tree
is one of the most applied methods presenting
cyberattacks in a bottom-up visual hierarchical
structure, using shapes or plaintext (Lallie et al.,
2020). The fault tree method shares a similar struc-
ture but has a standardized symbolic representa-
tion (ISO/IEC 61025: 2006).

The advantage of attack trees is their visual and
self-documenting nature, which enables easy
interpretation. However, their disadvantage is
the difficulty of specifying all attacker actions
and their interactions with various defensive
countermeasures preventing attacks from being
successful or limiting their impact (Nagaraju
etal.,, 2017). An example of an attack tree adapted
from Lallie et al. (2020) is illustrated in Figure 1.

As a response to the disadvantage of attack trees
being unable to model the defender’s countermea-
sures, attack-defense trees were proposed to
include the visualization of these interactions
(Kordy et al., 2010). An example of an attack-
defense tree, with its core elements adapted from
Ji et al. (2016), is illustrated in Figure 2.

Potential effects of

Typical prevention

ID Potential failure mode failure Potential causes controls Typical detection controls
1. Description of the main objective of how the element is expected to operate
1.1 Description of how the element fails to Descriptions Description of the Actions to reduce the Controls that react to faults

of the
consequences
of the failure

meet its intended functions and
requirements

specific reasons for
the failure

likelihood that the
failure will occur

during operations, reducing
the impact of failure
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Figure 1. Example of attack tree.

Password
hacking

Find written\ / Shoulder \
Password/ \aurﬁng

O Attack node
D Defense node
__F /¢[ Conjunctive action
%T Disjunctive action

Change
periodically

Obtain user ----- Defense action
information
= ==
Security

management
- S
7 ™

Screen protection Memorize

Figure 2. Example of attack-defense tree.

The bowtie analysis method is a more advanced
graphical attack modeling technique for visualizing
cybersecurity risks (Bernsmed et al., 2018), origin-
ally used in the 1970s for managing health, safety,
and environmental hazards (Lewis & Smith, 2010).
The “bow-tie approach” illustrates the relation-
ships between threats and their consequences,
along with layered protection measures
(Markowski & Kotynia, 2011), to minimize busi-
ness impact and damage (Lewis & Smith, 2010).

Bowties are useful for incident analysis, as they
can detail multiple levels of causes and effects
(Chevreau et al.,, 2006), which makes them
a practical tool for visualizing cybersecurity risks

(Bernsmed et al., 2018). No model will ever fully
capture the complexity of reality; however, bowties
are advantageous for increasing the understanding
of risks among an intended audience (de Ruijter &
Guldenmund, 2016) such as top management and
executives.

The bowtie method has already been applied to
cybersecurity research. Teondel et al. (2020) used the
bowtie in a study of electric power systems, while Wen
and Faisal (2023) analyzed cyber incidents with bow-
tie in industrial control environments. Another study
by Abdo et al. (2017) utilized bowtie for cybersecurity
and safety scenarios in a chemical facility. The ele-
ments of the bowtie method are shown in Figure 3.
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Prevention
control

Prevention
control

Escalation

factor

Prevention
control

Prevention
control

Figure 3. Elements of the bow-tie method.

In the bow-tie method, a hazard represents
a potential risk that could lead to negative out-
comes for valuable assets, such as data, systems,
processes, employees, or infrastructure. The top
event is the undesirable outcome that occurs if
the hazard materializes. For example, a hazard
could be a phishing attack targeting employees,
and the top event might be unauthorized access
to sensitive company data. Threats are factors
that can trigger this top event, such as external
attacks, system failures, or human error.
Prevention controls are measures designed to
stop these threats from occurring, acting as
barriers to protect the asset (Meland et al,
2019).

Additionally, an escalation factor is a specitfic
threat that can bypass or weaken defense controls,
making the original threat more powerful or likely
to occur. If the top event happens, it can lead to
consequences such as damage, loss, or disruption.
Detection controls are implemented to manage
these outcomes. These reactive measures are acti-
vated only after the top event takes place, helping to
minimize or prevent further damage and harm
(Meland et al., 2019).

Top event

Detection
control

Detection
control

Escalation
factor

Consequence

Consequence

4. Results

This section presents the analysis results and
answers to the research questions. Section 4.1 pro-
vides a high-level overview of the main cybersecur-
ity risk categories for the energy retail business,
while Section 4.2 offers a more detailed examina-
tion of the risks, with descriptions of failure modes,
effects, and typical mitigation recommendations.
Section 4.3 presents two examples of graphical
visualizations of cyberattacks using the bowtie
model.

4.1. Main cybersecurity risk categories for energy
retail business

Analysis of the cybersecurity incidents internally
reported by the energy retail case organization
during the six years from 2018 to 2023 resulted in
eight main cybersecurity risk categories. These are
shown in Table 4.

The first risk category concerns energy retail
companies’ resilience against socially engineered
phishing attacks. Phishing attackers aim to
deceive users by impersonating trusted entities

Table 4. The main cybersecurity risk categories for energy retail business.

ID Main cybersecurity risk category

oNOUT DA WN =

The company is not resilient against socially engineered phishing attacks

The company’s information systems are not resilient against cyberattacks

The company’s change management controls are not maintained to ensure information security

The company’s access controls are not managed to ensure information security

The company does not recognize and control the potential insider threat

The company does not ensure data protection compliance to protect customers’ personal information
The company’s supply chain does not adhere to the company’s information security requirements
The company does not manage physical security to ensure employee safety and information security




in electronic messaging channels (NIST SP 800-
82r3, 2023) in order to obtain sensitive informa-
tion, perform financial fraud or install malware,
potentially causing further cascading effects.
Targets range from all users to specific groups
or high-level executives (Stewart et al., 2012).

The second risk category concerns the resilience
of information systems against cyberattacks,
including denial of service (DoS), brute force,
port scanning, injection, and ransomware attacks.
The objective of DoS attacks is to prevent author-
ized system access or delay critical operations and
functions by overwhelming the system with exces-
sive requests (NIST SP 800-82r3, 2023). Injection
attacks aim to compromise databases by introdu-
cing unexpected input or injecting malicious
scripts into websites (Stewart et al., 2012).

A brute force attack tests all possible password
combinations to gain unauthorized access
(Garfinkel, 2015). Port scanning is often
a precursor to an attack, used as a reconnaissance
technique to examine active network hosts for vul-
nerabilities, facilitating further compromise
attempts (Stewart et al., 2012). Ransomware is mal-
ware designed to encrypt data and prevent access
unless a ransom is paid. Widespread ransomware
attacks and their impacts, including significant data
loss and financial damage, have contributed to its
notoriety (Paquet-Clouston et al., 2019).

The third risk category relates to shortcomings
in change management, which is a common cause
of information system failures. Ineffective manage-
ment in this area can result in a loss of oversight
over system integrity, leading to unavoidable data
breaches and the compromise of information con-
fidentiality (ISO/IEC 27002: 2022).

The fourth risk category is access control man-
agement, a fundamental element of information
security. Shortcomings in this domain are
a common cause of data breaches, leading to exces-
sive, unwarranted, and potentially malicious access
to information, with possible further cascading
consequences. Notably, inadequate access controls
are often associated with insufficient records of
user activities, meaning that illegitimate users can-
not be held accountable for their actions (Suorsa &
Helo, 2023).

The fifth risk category involves the recognition
and further risk-based control of possible insider

INFORMATION SECURITY JOURNAL: A GLOBAL PERSPECTIVE . 1

threats. The threat presented by malicious insiders
is often underestimated, because insiders have inti-
mate knowledge of valuable data and the means to
access it (Stewart et al., 2012).

The sixth risk category concerns compliance
with data protection laws. This category is
highly important because energy retailers serve
the end customer within the energy industry’s
value chain, processing significant amounts of
their data in daily operations. A notable privacy
law in Europe is the General Data Protection
Regulation (GDPR), which lays out strict
requirements for how organizations can process
personal data to protect the privacy of EU
citizens. Authorities enforce GDPR with large
monetary sanctions (European Parliament &
Council of the European Union, 2016) which
increases the constant need to comply with the
regulatory requirements.

The seventh risk category is supply chain cyber-
security for energy retail companies. The complex
risks involve vendor system infiltration through the
exploitation of third-party vulnerabilities, which
can lead to significant data breaches, disrupted
operations, legal disputes, reputational damage,
and financial losses (Melnyk et al., 2021).

The eighth risk category addresses the physical
dimension of ensuring employee safety and the
security of information. Above all, the most
important aspect of cybersecurity is protecting
people from harm (Stewart et al., 2012).
Numerous physical security areas of energy retail
companies are access controls to company pre-
mises, secure handling of devices and storage
media, adherence to clear desk rules, and safe
disposal of assets.

4.2. Failure modes, effects, and corresponding
mitigation measures for energy retail business

A Failure Modes and Effects Analysis (FMEA) was
conducted for the main cybersecurity risk cate-
gories presented in the previous section. As
a result, an FMEA table is provided for each cate-
gory, along with recommendations for typical miti-
gation measures tailored to the energy retail
business.

Table 5 displays the results of the first FMEA
analysis, highlighting user awareness as the key
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control in preventing successful phishing attacks
that involve a significant social engineering com-
ponent. This differentiates phishing from other
types of cyberattacks because technical controls
alone, such as spam filters, do not capture all mal-
icious communications.

Protection against socially engineered phish-
ing goes beyond technology, as it depends on
end-user behavior (Abroshan et al., 2021).
Therefore, it is important to ensure that staff
members are aware of phishing types, associated
risks, and reporting procedures. Tailored aware-
ness programs for specific employee groups,
such as executives and users with privileged
access rights, along with simulated phishing
exercises and phishing reporting software,
should be implemented to maintain awareness
and detect phishing attempts.

The company’s supply chain and customers
are also targeted by phishing attackers who
exploit the company’s identity. Therefore, sup-
pliers and customers should be reminded of this
risk, and measures should be taken to detect and
take down fake domains used for fraudulent
communications exploiting the company’s
brand name. Employee awareness is again
important in detecting suspicious-looking
domains, while monitoring tools can also be
used to detect them.

Furthermore, from a technical standpoint, it
is necessary to maintain up-to-date security con-
trols on information systems and software to
prevent the company’s websites from being vul-
nerable to URL redirection attacks. Blocking
access to domains distributing malicious content
is the natural step (ISO/IEC 27002: 2022), while
turther controls include Domain Name System
Security Extensions (DNSSEC), to sign domains
for authenticity digitally, web application fire-
walls to filter and monitor traffic at the applica-
tion level, and website scanners to identify
vulnerabilities and malware.

Table 6 presents the results of the second FMEA
analysis. The key to achieving cyber attack-resilient
information systems is the continuous governance
of the company’s Information Security
Management System (ISMS) based on standardiza-
tion and control frameworks such as ISO/IEC
27001 or the NIST CSF (National Institute of
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Standards and Technology Cybersecurity
Framework) supported by continuous auditing
and risk-based improvement actions.

Port scanning is prevented by closing inactive
ports and configuring stateful firewalls to allow
only necessary and context-based traffic.
Network Address Translation (NAT) can also
be applied to remap and conceal IP addresses,
while Demilitarized Zones (DMZ) act as a buffer
and a layer of defense between the internal net-
work and the public internet. Intrusion
Detection and Prevention Systems (IDPS)
should be employed to enhance application
security, while honeypots and honeynets divert
and deceive malicious actors, and traffic logs
should be analyzed for further mitigation (ISO/
IEC 27002: 2022). Regular network audits prior-
itize the fixing of vulnerabilities to maintain up-
to-date network security.

Measures to detect and restrict Denial of
Service (DoS) attacks are primarily technical.
Intrusion prevention systems, network devices
for routing, switching, and load balancing,
along with packet inspection, are used to iden-
tify and block DoS traffic. During a DoS attack,
bandwidth throttling and rate limiting reduce
internet speed to manage congestion, whereas
content delivery networks further distribute traf-
fic across servers. Redundancy and failover sup-
port continuous service by employing multiple
systems and automatic switching during DoS
attacks.

Injection attacks can be prevented by main-
taining secure systems, protecting databases, and
following secure development practices. The
least privilege principle should be enforced to
grant users only necessary access to systems
and databases. Structured query language to pre-
vent injection attacks can be achieved through
input validation, sanitization, and whitelisting
should be applied to ensure that user-provided
data is accurate, matches predefined criteria, and
is free from potentially harmful queries (ISO/
IEC 27002: 2022). Additionally, errors and
exceptions should be logged for further analysis.
Auditing, security testing, and code reviews
reveal vulnerabilities, whereas educating staff
on secure practices creates awareness to prevent
and detect these flaws.
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Measures based on a strong password policy
should be enforced to prevent successful brute-
force attacks supported by regular audits to
identify weaknesses in its implementation (ISO/
IEC 27002: 2022). Account lockout prevents
access after several failed login attempts, while
rate limiting restricts excessive access requests
within a specified timeframe. Human user ver-
ification helps ensure that login attempts are
made by humans, and not by automated soft-
ware. Logs regarding successful and failed login
attempts should be maintained for traffic pattern
analyses, whereas the anomaly detection with
real-time alerting can be used to identify and
respond to unusual login activities.

To prevent and protect from ransomware
attacks, a strong security culture supporting
comprehensive cyber hygiene is necessary
against cyberattacks, phishing, and malware.
These are promoted by systematically managing
the Information Security Management System
(ISMS) through continuous staff training and
awareness programs. A disaster recovery plan
(DRP) is an obligation for readiness against
severe cyberattacks. The DRP includes the main-
tenance of secure backups, operational restora-
tion procedures, and regular testing of the plan
with company management.

Effective ransomware detection involves real-
time behavioral analysis of unusual traffic and
sandboxing to isolate suspicious content.
Segmented networks help limit the spread of ran-
somware and contain infected systems, while threat
intelligence solutions keep the key personnel
informed about evolving threats.

Table 7 presents the results of the third FMEA
analysis, where formal, documented, and enforced
change management controls are necessary to
ensure system integrity. Similar measures are
needed to establish secure system functionalities
supporting sales campaigns.

Change management involves formal requests
and approvals, testing and validating changes, and
conducting post-implementation reviews to iden-
tify any underlying issues or security vulnerabil-
ities. Additionally, controls such as automated
monitoring tools and performance metrics can be
used to detect deviations from these processes,
whereas staff training and awareness are among

audits
® Security awareness train-
ing for key personnel

tools
® Change management

® Performance metrics and
KPls
® Automated monitoring

Typical detection controls

approval process
® Testing and validation

process

® Post- implementation
review process

® (Change management
training for key
personnel

audits
® Security awareness

® Change request and

Typical prevention controls

Potential causes
tem development processes

® Shortcomings in change man-

® Shortcomings in secure sys-
agement processes

Potential effects of failure
customer portals leads to legal liabilities and reputational damage

® The loss of system integrity and potential for illegal exploitation of sales

® The loss of system integrity and data confidentiality in systems and
campaign features leads to financial losses

Potential failure mode
The company’s change management controls are maintained to ensure information security

measures in information

change management
systems

Insufficient

|
3.1

Table 7. FMEA for change management control.



16 M. SUORSA AND P. HELO

Table 8. FMEA for access control management.

Potential

ID failure mode Potential effects of failure

Potential causes

Typical prevention controls  Typical detection controls

4 The company’s access controls are managed to ensure information security

4.1 Shortcomings

in access information

® Malicious or unauthorized access to ® Shortcomings in pol- ® Access control policy
icy implementation

® Automated monitoring

and instructions and alerting with user

controls ® [nsufficient tracing of user actions ® |ack of instructions ® Strong behavior analytics
management ® Theft of information and other harm- ® Lack of training and authentication ® Compliance audits and
ful actions lead to further cascading awareness ® (entralized identity access reviews
effects such as legal, reputational, ® Technological and access manage- ® Security awareness train-

operational, and financial damages

limitations

ment solution

® Access logging

® Security awareness
training for key
personnel

ing for key personnel

the most important controls in ensuring the
instructions are followed.

Therefore, energy retail companies should estab-
lish and enforce rules to ensure a secure software
and system development lifecycle. This process
should also include establishing risk-based security
requirements and fully documenting procedures
for all phases of system acquisition (ISO/IEC
27002: 2022).

Table 8 presents the results of the fourth FMEA
analysis. Access control management stands among
the top critical areas of information security, pre-
venting malicious and unauthorized access to infor-
mation (ISO/IEC 27002: 2022). Therefore, an access
controls policy with clear implementation instruc-
tions, supported by staft awareness and training, is
necessary to ensure only authorized and recorded
access to systems and information. Software solu-
tions for identity and access management allow for
the centralized management of system-based access
controls. This ensures the administration of role-
based, least privileged, and segregated access to
information while generating automated log files
and audit trails.

Table 9. FMEA for insider threat recognition and control.

Furthermore, strong authentication, requiring
users to provide two or more forms of verification
before accessing a system or resource, significantly
improves security (ISO/IEC 27002: 2022).
Compliance audits and access reviews help identify
process shortcomings and discrepancies in user
rights, while user behavior analytics can automati-
cally monitor and highlight suspicious activities.

Table 9 presents the results of the fifth FMEA
analysis. Managing insider threats begins with risk
assessment because, once the areas of possible insi-
der attacks are evaluated, the position to defend is
already improved (Prabhu & Thompson, 2021).
A mitigation plan should include implementing
access controls to prevent unauthorized access,
while Data Loss Prevention (DLP) solutions can
be used to monitor sensitive data and control its
transfer between endpoints. Relevant sensitive data
should be encrypted both in transit and at rest to
protect it from illegal access or interception (ISO/
IEC 27002: 2022). Network segmentation reduces
the attack surface and can isolate critical assets,
limiting the potential for lateral movement by mal-
icious insiders within the network.

ID Potential failure mode Potential effects of failure

Potential causes

Typical prevention controls Typical detection controls

5. The company recognizes and controls potential insider threats

5.1  The potential insider ® Compromised accounts
threat is not taken into and unauthorized

® The insider threat ® [nsider risk assessment
is not included in

® Data loss prevention
(DLP) solution

Access control management

account and further access the company'’s ® Data loss prevention (DLP) ® User and entity beha-
mitigated ® |oss of confidentiality cyber risk man- solution vior analytics (UEBA)
of sensitive information agement strategy ® Encryption of sensitive data ® Whistleblowing
or intellectual property ® |nsiders with mali- and communications process for reporting

® |[nstallation of malware

Social engineering

® Execution of financial
scams

cious intent ® Network segmentation

misconduct
® Vetting and background

screenings for new

employees
® Onboarding and offboarding

processes




Table 10. FMEA for data protection compliance.
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Typical detection

ID Potential failure mode Potential effects of failure Potential causes Typical prevention controls controls
6. The company ensures data protection compliance to protect customers’ personal information
6.1  Shortcomings in ® Processing customer personal data ® Shortcomings and Implementation of priv- Analysis of
adhering adequately without legal grounds can lead to a lack of clear roles acy information man- data breach
to data protection legal consequences, loss of custo- and responsibilities agement system (PIMS) reports
laws mer trust, reputational damage, in sales and custo- Instructions for process Compliance
competitive disadvantage, and mer service responsibilities and process
financial loss processes Maintenance of up-to- auditing
® |ncomplete date, data privacy-
instructions compliant sales pro-
® |ack of training and cesses overseen by the
awareness responsible personnel
Staff training and
awareness
6.2 Shortcomings in the Loss of information confidentiality ® |mmature processes Optimization of the cus- Analysis of
customer contract in the customer contract manage- in customer contract tomer contract manage- data breach
management process ment process can lead to legal management ment process reports
consequences, loss of customer ® |ack of training and Staff training and Key perfor-
trust, reputational damage, com- awareness awareness mance indi-
petitive disadvantage, and finan- cators (KPIs)
cial loss Compliance
and process
auditing
6.3  Shortcomings in Noncompliant handling and sto- ® |nsufficient training Implementation of priv- Analysis of
adhering adequately rage of customers’ data and awareness acy information manage- data breach
to secure electronic Loss of customer data confidenti- about secure data ment system (PIMS) reports
data handling ality can lead to legal conse- handling Training and awareness Compliance
instructions quences, loss of customer trust, ® Shortcomings in pro- of instructions for trans- and process
reputational damage, competitive cesses to ensure ferring, using, and stor- auditing

disadvantage, and financial loss

timely retention of
information

ing customer
information

® Maintenance of up-to-
date, data privacy-
compliant sales pro-
cesses overseen by the
responsible personnel

User and Entity Behavior Analytics (UEBA) can
detect anomalies such as unauthorized access and
large data downloads, which should automatically
be flagged for further investigation. Before
onboarding, employees should undergo back-
ground checks and vetting to verify candidates’
legitimacy. Whistleblowing functions facilitate
anonymous reporting and early threat detection,
while offboarding processes ensure access revoca-
tion and secure closure for departed employees.

Table 10 presents the results of the sixth FMEA
analysis regarding compliance with data protection
laws. Systematic data protection can be achieved by
implementing a Privacy Information Management
System (PIMS), which is commonly associated
with the principles and controls of the ISO/IEC
27701 standard (ISO/IEC 27701: 2019).

Up-to-date, documented sales processes, facili-
tated by their formal owners, instructions, training,
and awareness, are key to ensuring adherence to
data protection-compliant daily sales operations.
Auditing and analyzing of internal data breach
reports is essential for identifying areas for
improvement.

Customer contract management processes
should be optimized and monitored with key per-
formance indicators to reduce errors. Additionally,
awareness and training on how to transfer, use, and
store customer information are necessary for
adhering to secure electronic data handling prac-
tices (ISO/IEC 27701: 2019). Furthermore, timely
data retention can only be ensured by maintaining
up-to-date, documented sales processes, overseen
by responsible personnel who own these processes.
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Table 11. FMEA for supply chain resilience.

Potential failure

ID mode Potential effects of failure Potential causes Typical prevention controls Typical detection controls

7. The company’s supply chain adheres to the company’s information security requirements

7.1 Shortcomings in ® Not all systems are included in the ® |ncomplete asset ® Enforced asset man- ® [T asset scanner
asset management formal system landscape management agement policy ® Asset management
implementation ® Systems are taken into use without process ® Asset management process audits

adequate contractual requirements

® Suppliers’ cybersecurity risks are not
fully controlled

® Supplier data breaches could compro-
mise information confidentiality,
integrity, and availability, causing
operational disruptions and financial
and reputational harm

® |nsufficient roles
and responsibil-
ities in asset
management (]
® lack of training
and awareness

process with
defined roles and
responsibilities
Security awareness
training for key
personnel

® T landscape audits

Table 11 presents the results of the seventh
FMEA analysis. Energy retail companies should
ensure that their suppliers adhere to business-
relevant, risk-based contractual information secur-
ity requirements (ISO/IEC 27002: 2022). An asset
management policy should be enforced to ensure
that all information systems, including both intern-
ally developed systems and those provided by
external suppliers, are consistently included in the
formal IT system register.

Establishing formal ownership of systems, suppli-
ers, and contracts helps guarantee that cybersecurity
requirements are consistently implemented and
managed by designated owners in supplier contracts
(ISO/IEC 27002: 2022). Training and awareness
initiatives for key personnel should be carried out
to integrate these processes into daily operations.
Furthermore, asset management and the IT land-
scape should undergo periodic audits and continu-
ous process optimization, while using an IT asset
scanner helps identify shadow IT, thereby improv-
ing the accuracy of the asset inventory.

Table 12 presents the results of the eighth FMEA
analysis concerning the physical dimension of
cybersecurity in energy retail companies, where
the safety and well-being of staff members are
always the highest priority. Therefore, a zero-
tolerance policy toward threatening situations
should be established.

Additionally, training and awareness of conflict
resolution, as well as guidance on when to involve
security and law enforcement, should be provided to
staff members. Surveillance cameras, alarm systems,
and the presence of security personnel enhance
safety, while incidents should always be analyzed,
with corrective actions taken to prevent recurrence.

Damage to company property can be caused by
attempted burglary, vandalism, sabotage, or theft;
thus, it is important to harden the relevant physical
entry points and apply controls such as lighting,
video surveillance, and guards, as well as label the
equipment with unique identifiers, such as Radio
Frequency Identification (RFID) tags for tracking
and identification.

Access to company premises must be strictly
controlled to prevent unauthorized individuals
from entering, stealing information and equip-
ment, causing damage, or posing physical threats
to employees. This can be accomplished by
strengthening physical access controls and imple-
menting risk-based processes to verify employees
and visitors entering the workplace (ISO/IEC
27002: 2022). All employees should understand
these procedures to prevent tailgating and
unauthorized entry.

To prevent further damage from lost or sto-
len mobile devices, all company-provided
devices should be included in the mobile device
management (MDM) system. MDM enables
remote tracking and wiping of lost or stolen
devices, as well as device encryption and strong
authentication. Employees should be reminded
to stay vigilant about securing their devices to
minimize the risk of devices being lost or
stolen.

Finally, the clean desk policy should be known
and followed by all members of staff to prevent
the loss of confidential information and theft of
data and devices. Visual inspections and audits
ensure that clean desk instructions for secure
storage and controlled destruction of physical
information are followed.
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4.3. Graphical cyberattack visualization with the
bowtie model

In this section, the bowtie model is used to visualize
two types of cyberattacks. Figure 4 illustrates
a phishing attack, adapted from Table 5, ID 1.1,
and emphasizes the importance of user awareness
as the primary defense against socially engineered
phishing attacks.

In this example, the attacker’s goal is to acquire
the access credentials of privileged users and install
malware on the users’ devices. The attacker may
initially use generic phishing via e-mail, which is
caught by the defenders’ spam filter. However, the
attackers can use social engineering techniques to
customize the phishing content, making it appear
legitimate to bypass the spam filters and attract the
target’s attention.

The attackers may exploit insufficient awareness
among privileged access users in order to acquire
their user credentials. Therefore, the defense is to
train these users and improve awareness through
e-mail phishing simulations. However, in this sce-
nario, to bypass these defenses, the attackers also
conduct phishing through various other electronic
communication channels, such as SMS, voice
phishing, or instant messaging.

Defenders implement strong authentication
for privileged accounts, requiring two or more
authentication factors for access, thereby signifi-
cantly improving security. Attackers may again
employ various social engineering techniques to

bypass these defensive measures, such as
Blackmail
.
Legitimate
looking
content
(E )\
Email
phishing Spam filters simulation
L 4 I
@ )
Legitimate
looking e
awareness other channels
content
- oy

installation by

privileged
credentials

blackmailing their targets through fear and
manipulation. However, the best protection
against phishing 1is user and
a strong, positive security that
encourages incident reporting.

If attackers succeed in acquiring the credentials,
the detective control is a behavioral analytics solu-
tion, which restricts access based on specific geo-
location and time. Attackers may attempt to bypass
this control by timing their attacks and masking
their IP addresses. Finally, endpoint security solu-
tions prevent malware, forcing attackers to use
more sophisticated methods to execute malicious
files, which could lead to ransomware infection
with cascading effects.

Another example visualizes unauthorized physi-
cal access, adapted from Table 12, ID 8.3. Figure 5
illustrates this attack, where an attacker attempts to
tailgate or steal an employee ID badge to gain
unauthorized access to company premises and
steal physical storage media containing sensitive
information. Tailgating is an attack by malicious
outsiders without proper credentials by following
closely behind an authorized company employee
inside the company premises.

The possibility of this attack being successful is
reduced by mandating employees to wear ID
badges and by training staff to be vigilant and act
if intruders are noticed. However, the tailgater may
always try to impersonate a credible visitor.
Tailgating is more difficult if the company pre-
mises are protected with ID access card readers,
along with strong authentication methods such as

Sophisticated
malware

awareness
culture

using

Users'
device

Attack timing
and IP hiding

Figure 4. Phishing attack example visualized using a bowtie model.



Strong
authentication H Bt H S
[

[
Shoulder surf Impersonate
el to look
credible
ID card reader ID badges
on entry point visible
| Awareness
Steal ID
access card
Tailgating

Hardware theft

INFORMATION SECURITY JOURNAL: A GLOBAL PERSPECTIVE 21

Impersonate
to look
credible
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Physical
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hardware engineering
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hardware

Figure 5. Unauthorized entry attack example visualized by bowtie model.

a PIN code reader at the entry point, while man-
traps provide an additional layer of defense at
entrances.

The attacker may also try to steal the authenti-
cated user’s access card, where strong authentica-
tion at entry points is again an important measure
to prevent the attack from being successful.
However, the attacker can attempt to shoulder
surf the PIN code entry before stealing the access
card. Therefore, employee vigilance and awareness
are necessary protections, while guards and surveil-
lance add additional defensive layers. If the attacker
gains unauthorized access, vigilant employees,
guards, and surveillance can still stop the attacker.

A clean desk policy, in which equipment and
storage media are not left unattended reduces the
likelihood of the attack being successful. Secure
zones within company premises provide an added
layer of protection, making it much harder for
attackers to use social engineering techniques to
bypass security.

5. Discussion

The analysis of cybersecurity incidents in the
energy retail sector from 2018 to 2023 identifies
eight key risk categories, each requiring tailored
mitigation strategies. The Failure Modes and
Effects Analysis (FMEA) offers a structured
approach to addressing these risks, outlining com-
mon mitigation measures specific to the energy

retail business to protect critical assets, ensure reg-
ulatory compliance, and avoid sanctions from
authorities due to noncompliance with cybersecur-
ity regulations.

To manage risks, energy retailers must proac-
tively govern their information security manage-
ment system (ISMS). A multi-layered approach
combining technical defenses, organizational pro-
cesses, and staff education is essential for protec-
tion against cyberattacks such as denial of service
attacks, brute force attacks, and ransomware
attacks, which present significant security chal-
lenges. Phishing attacks, which exploit social engi-
neering to deceive users, can be mitigated through
awareness training, simulated exercises, and multi-
factor authentication (MFA).

Formalized change management controls are
necessary for energy companies to maintain system
integrity and prevent data breaches. This includes
documented procedures, monitoring tools, staff
training, and risk-based security requirements
throughout the system acquisition and develop-
ment lifecycle.

Access management controls are equally impor-
tant for energy retailers. Effective policies, staff
training, identity management software, strong
authentication, and detective controls such as
audits and behavioral analytics are key measures
for mitigating the risk of unauthorized access to
information.
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In energy retail companies, mitigating insider
threats, whether malicious or negligent, always
begins with comprehensive risk assessments, fol-
lowed by security training, implementing access
controls, and restricting access to sensitive infor-
mation. Additionally, conducting thorough back-
ground checks and vetting of employees
contributes to prevent potential risks from
materializing.

Energy retail companies process large
volumes of customer personal information,
making data breaches and noncompliance more
likely without proactive measures. A systematic
approach, such as implementing a Privacy
Information Management System (PIMS), can
mitigate these risks. Awareness and training on
secure data handling practices should be man-
datory, while up-to-date sales processes must be
managed by responsible personnel to ensure
ownership and compliance. Additionally, opti-
mizing customer contract management with
key performance indicators reduces errors.

Energy retailers must ensure that their suppliers
adhere to risk-based information security require-
ments. Enforcing an asset management policy with
formal ownership and periodic audits will optimize
processes, identify shadow IT, and improve the
accuracy of asset inventories, including registers
of information systems, contracts, and key
processes.

Energy retail companies also face serious physi-
cal cybersecurity risks, which must be managed
through access control, surveillance, and secure
asset disposal to prevent unauthorized access,
theft, and data breaches. These measures are neces-
sary for preventing potential harm to personnel,
ensuring uninterrupted operations, and maintain-
ing business continuity.

Shortcoming of the risk categories and
FMEA framework presented, is that they do
not capture the interplay between different
risks and attack-defense patterns. For example,
a ransomware attack often begins with phish-
ing, highlighting the need for models that
visualize these interconnected threats. The
Bowtie model was demonstrated earlier
through two distinct examples. The first exam-
ple illustrated malware installation on a user’s

device via socially engineered phishing,
exploiting privileged access credentials, while
the second depicted stolen hardware resulting
from unauthorized entry into an organization’s
premises through tailgating and theft of an
employee’s ID access card.

The Bowtie model complements risk categor-
ization and FMEA by providing a visual repre-
sentation of risk pathways, illustrating how
multiple risks can interconnect. Bowties
enhance understanding by mapping both
attacks and defensive measures, providing
a layered and more comprehensive approach
to managing complex cybersecurity risks and
incidents.

6. Conclusions

This section presents the conclusions of the study,
including its theoretical and practical contribu-
tions, as well as its limitations and suggestions for
future research.

6.1. Theoretical contributions

A notable gap exists in the literature regarding the
cybersecurity risk management for energy retail
companies. Consequently, energy retailers face
increased legal pressure to manage cybersecurity
risks and protect critical infrastructures (Haber &
Zarsky, 2018), while they remain a prime target for
cybercriminals due to their financial value within
the energy industry value chain (Dagoumas, 2019).

From a theoretical perspective, this work builds
on the study by Soomro et al. (2016) by detailing
cybersecurity risks in the energy retail sector and
contributes to the future research agenda of
Patterson et al. (2023) on learning from cyberse-
curity incidents. The work also reflects the research
of Staheli et al. (2014) and de Ruijter and
Guldenmund (2016) by demonstrating how gra-
phical cyberattack visualizations using the Bowtie
model can enhance the understanding of these
risks in the energy retail sector. By integrating
these perspectives, this work provides a more resi-
lient framework for mitigating cybersecurity risks
in this critical industry sector.



6.2. Practical contributions

This study identifies eight distinct cybersecurity risk
categories faced by energy retail businesses, offering
detailed insights into failure modes and risk man-
agement strategies. By incorporating these cate-
gories and strategies into their risk assessment and
management processes, energy retail companies and
organizations managing critical infrastructure can
better align with new cybersecurity laws, such as
the NIS 2 Directive, which mandates the protection
of critical infrastructures and requires management
oversight of risk management practices.

The Bowtie analysis complements these efforts
by providing a clear visual representation of inter-
related cybersecurity risks and controls, helping
management understand potential threats and
ensure compliance with NIS 2 Directive obliga-
tions. By mapping both preventative and mitigative
controls, the Bowtie method enhances risk com-
munication across the organization, making it
easier for stakeholders to grasp complex risk sce-
narios and take informed decisions to address
vulnerabilities.

However, organizations may face implementa-
tion challenges, including the need for manage-
ment support, financial constraints, and resource
allocation, particularly in the context of change
management, organizational culture, and leader-
ship commitment (Vincent et al., 2018). Other
barriers include resistance to policy changes,
employee motivation issues, gaps in awareness
and skills, and difficulties in fostering collaboration
across departments (Uchendu et al., 2021).

6.3. Limitations and future directions

This study has three notable limitations. First, as
a single case study, it may not fully capture the
broader landscape of cybersecurity risks among
energy retailers and critical infrastructure busi-
nesses. The findings are based on a single energy
retail organization, whose cybersecurity risk pos-
ture is influenced by specific factors such as orga-
nizational culture, regulatory requirements,
leadership style, and resource allocation. Since
these factors vary across organizations and indus-
try sectors, the findings have limited generalizabil-
ity. This underscores the need for future research to
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examine cybersecurity risks and defense strategies
more comprehensively, using comparative case
studies or cross-sector analyses to gain deeper
insights.

The second limitation is the temporal scope,
focusing on cybersecurity incidents reported
between 2018 and 2023. Given the fast evolving
nature of cyber security attack vectors and risks,
future changes in trends and technologies, along
with their corresponding countermeasures, may
not be reflected in the results of this study.
A longitudinal approach in future research could
identify emerging technology patterns and new
attack-defense vectors.

The third limitation concerns the prevention
and detection controls outlined in the FMEA
analysis, which represent typical measures that
energy retail companies can implement. In prac-
tice, each company may apply different controls
based on their specific business risks.
Furthermore, the reliance of the FMEA on sub-
jective and qualitative assessments may lead to
variations among practitioners, resulting in dif-
ferent outcomes.

Despite these limitations, this study addresses
a significant research gap in the critical energy
retail sector. Future studies are encouraged to pro-
vide more incident-based evidence on cybersecur-
ity risks and mitigation strategies for managing the
IT-GRC of energy retail companies. Subsequent
research efforts should also focus on standardizing
the visualization of cybersecurity risks for executive
management teams. This would improve their
understanding of attack patterns and support the
implementation of effective defense strategies.
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Appendix

Table A1. Abbreviations.

Abbreviation Full form
CDN Content Delivery Network

CIA Confidentiality, Integrity, and Availability

DER Distributed Energy Resources

DLP Data Loss Prevention

DMz Demilitarized Zone

DNSSEC Domain Name System Security Extension

DoS Denial of Service

DRP Disaster Recovery Plan

EVCS Electric Vehicle Charging Station

FMEA Failure Modes and Effects Analysis

GDPR General Data Protection Regulation

ICS Industrial Control System

IDS Intrusion Detection System

IDPS Intrusion Detection and Prevention System
IEC International Electrotechnical Commission

P Internet Protocol

ISMS Information Security Management System
1SO International Organization for Standardization
IT-GRC Information Technology Governance, Risk, and Compliance
KPI Key Performance Indicator

MDM Mobile Device Management

MFA Multi-Factor Authentication

NAT Network Address Translation

NCCS Network Code for Cyber Security

NERC CIP North American Electric Reliability Corporation Critical Infrastructure Protection
NIST National Institute of Standards and Technology
oT Operational Technology

PIMS Privacy Information Management System

PIN Personal Identification Number

RFID Radio Frequency Identification

SOCI Act Security of Critical Infrastructure Act

UEBA User and Entity Behavior Analytics
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