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PerFL: A Personalized Privacy-Enhanced Federated
Learning Approach for Vehicle Dynamics Prediction

Wenjun Zhang, Boyu Wang, Rasolondrazanaka Ryzzyie Vickene, Chao Zhu∗, Xiaoli Liu, Sasu Tarkoma

Abstract—Deep learning has significantly improved vehicular
dynamics prediction such as travel speed, acceleration, and
heading. Centralized training, however, raises concerns about
data privacy and communication cost. Federated Learning (FL)
addresses these by transmitting model updates instead of raw
data, but the updates themselves can still leak sensitive personal
information. Local Differential Privacy (LDP) offers a comple-
mentary defense through calibrated noise injection, yet applying
a uniform LDP budget across drivers ignores their heterogeneous
privacy needs and degrades prediction accuracy unnecessarily. In
this paper, we propose PerFL, a personalized privacy-preserving
vehicle dynamics prediction method that introduces LDP into FL
with a per-driver budget tailored to individual privacy sensitivity.
Motivated by a questionnaire study revealing that drivers’
privacy preferences correlate with observable mobility attributes,
PerFL derives each vehicle’s sensitivity from passively observable
mobility statistics. The framework pairs a Gated Recurrent Unit
(GRU) for trajectory prediction with a Double Deep Q-Network
(DDQN) for per-round privacy-budget allocation, and aggregates
the resulting perturbed updates via an SNR-aware FedAvg that
down-weights noisier contributions. Comprehensive experiments
on a real-world public-transit trajectory dataset from Helsinki
show that PerFL Pareto-dominates uniform-DP and random-
noise FL baselines, attaining lower per-tier prediction error while
consuming under half of the cumulative privacy budget.

Index Terms—Vehicle Dynamics Prediction, Privacy Protec-
tion, Local Differential Privacy, Gated Recurrent Unit, Double
Deep Q-Network

I. INTRODUCTION

VEHICLE dynamics prediction is a core technique for
developing intelligent transportation systems. Forecast-

ing vehicle dynamics, such as remaining battery capacity and
projected driving speed, enables various stakeholders (e.g.,
map providers, car owners, and intelligent automobile manu-
facturers) to make informed decisions and optimize their travel
paths [1]. In recent years, the application of machine learning
and deep learning methods has made significant strides in the
domain of vehicle dynamics prediction. To obtain a precise
model, the conventional deep learning approach gathers raw
data from vehicles as much as possible and centrally processes
it in cloud-based systems. However, this practice has raised
valid concerns regarding the huge communication costs. In ad-
dition, gathering comprehensive data from individual vehicles
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commonly involves sensitive information, e.g., speed, location,
and driving mannerisms, which raises privacy concerns from
the driver’s side.

In response to these challenges, Federated Learning (FL)
was introduced first in 2016 by Google [2]. Instead of sharing
the raw data to a central server, FL enables each client to retain
their data locally, conduct individual model training using their
local data, and transmit only the trained model or updates to
the server. The advent of FL offers a compelling alternative to
conventional machine learning methods in vehicle dynamics
prediction. By allowing raw data from onboard sensors to be
processed directly on individual vehicles, FL could notably
reduce communication costs and enhance data privacy [3].

Nevertheless, FL still faces two data privacy challenges. The
first is model update leakage, and the second is Membership
Inference Attacks (MIA) [4]. Model update leakage jeopar-
dizes FL security by exploiting flaws in transferring model
gradients or weights between the client and the central server
[5]. For example, the attacker can recover the private local data
(which are images in the reference work) of each client in the
FL system using model weights and loss functions [6]. Fur-
thermore, in Natural Language Processing (NLP), by inverting
the real-valued vector representations (words, sentences, user
activities), an attacker can reveal phrases that have been used
in other participants’ training sets [7], [8]. In MIA, the attacker
can infer the presence of specific data records within the
training data used by the models [4]. Previous work has shown
that an attacker can determine whether a specific genome
is present in a dataset by using publicly available statistics
about the genomics dataset [9]. Note that, in vehicle dynamics
prediction, the aggregate location time series has the poten-
tial to facilitate the extraction of supplementary driver data,
encompassing details like trajectories and mobility profiles
[10]. Therefore, the aforementioned attacks directly impacted
vehicle dynamics since an attacker can extract driving patterns
from model updates and identify if a particular vehicle’s data
was used in the model’s training.

In response to the privacy concerns mentioned above, re-
searchers have suggested enhancing the security of FL with
complementary techniques such as Secure Multi-Party Compu-
tation (SMC) [11], Homomorphic Encryption (HE) [12], and
Differential Privacy (DP) [13]. SMC and HE are cryptography-
based approaches that typically necessitate the development of
advanced encryption computing protocols in the raw data, such
as encrypting the data with sophisticated algorithms and pro-
tocols. However, the mechanism of iterative communication
and transmission of encrypted data between nodes results in
significant communication and computation costs [14], [15].
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In comparison, DP is a more cost-effective privacy protection
method that adds random noise to the data, ensuring individual
privacy in scenarios like location-based services. To further
prioritize local privacy, a more decentralized DP method
called Local Differential Privacy (LDP) [16], [17] has been
proposed. LDP ensures that each data contributor locally adds
a layer of noise to its model update before uploading it. The
absence of intricate encryption and decryption operations and
centralized computations in LDP leads to a more lightweight
computational process. Meanwhile, considering FL and LDP
both possess inherent local awareness, combining them into
distributed vehicular scenarios is a natural decision [18].

Although LDP offers a degree of user privacy protection, its
strategy of adding noise to counteract attackers can adversely
affect the accuracy of predictive models. Furthermore, in real
life, the sensitivity toward geographic location privacy varies
among different vehicle types and drivers. For example, private
car owners typically exhibit greater concern for their location
privacy compared to drivers of transport trucks or taxis.

Given the diverse privacy sensitivities among drivers, apply-
ing a uniform noise level would lead to excessive degradation
of the aggregated model’s performance. To safeguard driver
privacy while preserving the precision of predictive models,
we propose PerFL, a personalized privacy-preserving vehicle
dynamics prediction method, aiming at enhancing drivers’
trajectory-level privacy protection by introducing LDP into
FL. Specifically, PerFL applies a per-driver privacy budget
tailoring strategy within an FL+LDP framework, where drivers
with varying levels of privacy sensitivity have different noise
levels added to their local model updates prior to aggregation.
This approach aims to meet the personalized privacy protec-
tion needs of different drivers while minimizing the negative
impact of privacy protection on the model’s performance. To
address the trade-off between privacy assurance and model ac-
curacy, we develop a novel FL framework integrating a Gated
Recurrent Unit (GRU) for vehicle dynamics prediction with
a Double Deep Q-Network (DDQN) for privacy-budget allo-
cation, which could judiciously tailor an appropriate privacy
budget to align with individual drivers’ specific privacy pref-
erences. To assess the resilience and performance of PerFL,
we construct a series of comprehensive simulations on a real-
world trajectory dataset in Helsinki. The results demonstrate
that PerFL surpasses benchmark methods in privacy assurance
and prediction accuracy across diverse settings.

Our contributions are outlined below:

• We conduct a questionnaire showing that drivers’ privacy
sensitivity is heterogeneous and systematically correlated
with observable attributes such as gender, occupation, and
driving frequency, motivating the use of mobility statistics
as a deployment-time proxy for sensitivity.

• We propose PerFL, a method that melds LDP with
FL for privacy-conscious vehicle dynamics prediction.
Specifically, we craft a unique architecture that pairs
a GRU predictor with a DDQN-based privacy-budget
allocator, enabling the system to discern and apply the
optimal privacy budget tailor strategy while respecting
the varying privacy sensitivities of vehicles.

• Comprehensive simulations on a real-world public-transit
trajectory dataset from Helsinki show that PerFL Pareto-
dominates uniform-DP and random-noise FL baselines.
It attains lower per-tier prediction error while consuming
under half of the cumulative privacy budget, and yields
a 3–4× tighter formal (ϵ, δ)-LDP composition bound.

The rest of the paper is organized as follows. The back-
ground and related work on vehicle dynamics prediction
and its privacy preservation are introduced in Section II.
A questionnaire on drivers’ privacy sensitivity toward both
location and speed sharing is presented in Section III. We
then present PerFL’s system overview in Section IV and
state the problem formulation in Section V, before describing
PerFL’s methodology and learning algorithms in Section VI.
In Section VII, we carry out extensive empirical evaluations
to validate PerFL and compare it against existing reference
methods. Finally, Section VIII draws our conclusions and
discusses future work.

II. RELATED WORK

A. Vehicle Dynamics Prediction
In recent years, extensive research has focused on vehicle

dynamics prediction, particularly with the advent of real-time
data processing. These advancements have necessitated the
development of sophisticated approaches to improve prediction
accuracy for real-time vehicle dynamics.

Yimet al. [19] proposed a Recurrent Neural Network (RNN)
model using real-time measurements for vehicle dynamics
prediction. Their two-stage hybrid learning approach, com-
bining open-loop and closed-loop training, enhances long-
term prediction accuracy. Jiang et al. [20] developed a two-
level data-driven vehicle speed prediction model for vehicular
networks. First, they use neural networks to predict traffic
speed on road segments based on historical data. Then, hid-
den Markov models (HMMs) are employed to capture the
relationship between individual vehicle speeds and predicted
traffic speeds, incorporating stochastic driver behaviors. Zhao
et al. [21] proposed a Deep Belief Network (DBN) model for
predicting vehicle speed and steering angle using real-world
driving data, leveraging surrounding vehicle information and
previous states. Cheng et al. [22] explored a big data-driven
deep learning model for vehicle speed prediction using an
adaptive neuro-fuzzy inference system. By considering factors
like driver behavior, route, traffic, and weather conditions,
their model effectively predicts vehicle speed in both urban
and freeway scenarios, outperforming traditional methods.
Shin et al. [23] developed a vehicle speed prediction model
using a Markov chain with speed constraints. Their approach
integrates road geometry and speed limits into the prediction
algorithm, enhancing accuracy in real-time driving scenarios.
Qian et al. [24] introduced a two-level adaptive Kalman
filtering algorithm that integrates an auto-regressive moving
average model to predict vehicle acceleration, speed, and
location, quantifying vehicle location into direction and lane
and improving traffic safety at intersections.

Collectively, these studies highlight the essential role of
advanced vehicle dynamics prediction models in enhancing
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the accuracy and reliability of vehicular network performance.
As algorithms drive innovations in connected vehicles, the
demand for predictive models that can adapt to dynamic driv-
ing environments becomes increasingly vital. These models,
however, follow a centralized training paradigm in which
vehicle data is aggregated at a central server. As IoVs scale
up and on-board data becomes increasingly sensitive, such
paradigms raise both communication and privacy concerns.
This motivates the recent shift toward federated and privacy-
preserving learning paradigms in vehicular environments.

B. Privacy Preservation in Vehicular Environment

The demand for privacy preservation in vehicular environ-
ments is growing rapidly as the exchange of sensitive data in
the Internet of Vehicles (IoVs) is increasing. Efficient, reliable,
and secure methods for protecting user privacy are essential
in maintaining trust and participation within these networks.

Zhou et al. [25] provided an adaptive pseudonym-changing
scheme that uses dynamic pseudonyms and a gamma dis-
tribution to model privacy leakage. Their approach adapts
pseudonym changes based on real-time data, effectively pro-
tecting vehicle privacy without sacrificing location accu-
racy. Kong et al. [26] proposed a blockchain-based privacy-
preserving data collection and sharing scheme for vehicular
fog networks. Using homomorphic signcryption and a per-
missioned blockchain, their model ensures location privacy
and verifiable data aggregation. Yu et al. [27] introduced a
decentralized algorithm with DP for privacy preservation in
vehicular networks, demonstrating effective privacy protection
in decentralized environments. Wang et al. [28] proposed
a blockchain-based privacy-preserving FL scheme for IoVs,
using homomorphic encryption and secure model aggregation.
Batool et al. [29] focused on a privacy-preserving infrastruc-
ture for IoVs using FL with LDP. Their model enhances
privacy by applying LDP at the vehicle level, protecting
against gradient leakage and inference attacks while improving
data sharing efficiency.

Existing FL with LDP works in vehicular networks, ex-
emplified by Batool et al. [29], apply a uniform privacy
budget to every vehicle. This one-size-fits-all setting ignores
the heterogeneity of driver privacy preferences, and results
in either under-protection of sensitive drivers or unnecessary
accuracy loss for the rest. To address this gap, we propose
PerFL, the first FL with LDP framework in vehicular networks
that personalizes per-driver privacy budgets. By tailoring the
budget to each driver’s sensitivity, PerFL balances prediction
accuracy against the diversity of drivers’ privacy concerns.

III. DRIVERS’ PRIVACY SENSITIVITY QUESTIONNAIRE

To explore the diversity in drivers’ privacy sensitivity, we
designed and conducted a questionnaire to gauge and under-
stand individuals’ privacy concerns and preferences regard-
ing the sharing of their geographic location and speed. The
questionnaire involved 56 participants from different countries,
genders, and occupations. We gathered diverse data categories
encompassing gender (male, female), country (China, other
countries), occupations (student, other occupations), driving

Fig. 1: Driver privacy sensitivity questionnaire results (N =
56). The outer ring labels each category’s marginal share of
all participants. Chord widths represent the joint count of
respondents falling into two categories. For example, the chord
connecting “Male” and “Strong LS” has width 9, indicating
that 9 of the 56 respondents are male and strongly location-
sensitive. All percentages quoted in the main text are derived
from these joint counts. Marginal percentages use 56 as the
denominator, while conditional percentages use the relevant
subgroup size, as indicated in context. Different colors distin-
guish the relationships between outer categories.

frequency, location sensitivity(LS), and speed sensitivity(SS),
shown in Fig. 1. The latter two categories are pivotal in as-
sessing drivers’ privacy concerns, which we classify into three
distinct levels. Strong means the driver is highly protective of
their privacy and reluctant to share the data, Medium indicates
a moderate, situation-dependent willingness to share, and Weak
reflects little concern about disclosing the data.

As illustrated in Fig. 1, individuals from different gender
groups (i.e., 73.21% male and 26.79% female) have distinct
preferences and sensitivities regarding location and speed.

For location sensitivity, our analysis delves deeper into
how individuals perceive and approach location-sharing. The
findings reveal that 17.86% of drivers express strict concerns
regarding sharing their precise location. Among them, 90% are
male and 10% are female, showing a much larger gender dis-
parity compared to the overall gender distribution (i.e., 73.21%
vs 26.79%) of all participants. This group values their privacy
and is cautious about sharing location data. On the other hand,
most drivers, approximately 60.71%, maintain a more relaxed
stance regarding location privacy. They are willing to share
location data to some extent. Lastly, an additional 21.43% of
drivers have no issues giving their location information.

Regarding driving speed sensitivity, 14.29% of drivers were
found to be extremely sensitive to sharing their speed data,
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highlighting strict privacy requirements. Within this group,
males accounted for 87.5%, while females represented only
12.5%, indicating a stronger gender imbalance compared
with the overall participant distribution. Meanwhile, 48.21%
of participants demonstrated a more flexible attitude toward
sharing driving speed data, suggesting relatively lower privacy
concerns. In addition, 37.5% of drivers reported no concern
about disclosing their driving speed information, reflecting a
general willingness to share this type of data.

Privacy preference is also reflected in driving behavior and
occupation. Only 6.7% of frequent drivers express strong con-
cern over location sharing, compared with 22.0% of infrequent
drivers; conversely, among the respondents most concerned
about location privacy, nearly all (90%) are infrequent drivers,
well above the 73.2% infrequent share of the sample overall.
A similar pattern appears across occupation: 22.5% of students
express strong location concern, against 6.3% of other occu-
pations, and students account for 90% of the most location-
sensitive respondents, well above their 71.4% share.

Taken together, these results demonstrate that privacy sensi-
tivity varies substantially across drivers and exhibits clear be-
havioral patterns rather than random variation. Consequently,
applying a single uniform privacy budget to all clients, as
commonly assumed in conventional DP-FL, is fundamentally
mismatched to the population. Such a strategy injects un-
necessary noise into the updates of drivers with low privacy
concern, thereby degrading model utility, while still providing
insufficient protection for highly privacy-sensitive individuals.

An effective privacy-preserving system should therefore
adapt the privacy budget to each driver’s individual sensitivity.
Such personalization, however, cannot depend on collecting
demographic attributes during deployment, as this would it-
self introduce additional privacy risks and would not scale
beyond voluntary survey participants. PerFL therefore infers
each vehicle’s privacy sensitivity from passively observable
mobility statistics generated during normal operation, whose
construction is detailed in Section V.

IV. SYSTEM OVERVIEW

A. Related Terms

Participant Vehicles: In PerFL, Participant Vehicles (PVs)
refer to all the vehicles across the city that participate in
vehicular dynamic prediction. Each PV is equipped with
cellular connectivity for communication and with on-device
compute sufficient to (i) train its local GRU on its private
trajectory data and (ii) run inference of the lightweight DDQN
policy that decides its per-round privacy expenditure.

Privacy Sensitivity and Privacy Budgets: Drivers have
heterogeneous privacy needs. Findings from our questionnaire
study (Section III) suggest that demographic and behavioral
factors such as gender and driving habits correlate with these
needs, motivating a per-PV privacy sensitivity score. In prac-
tice, however, no demographic information is collected at de-
ployment time; instead, the sensitivity score is computed from
observable mobility statistics (e.g., data volume, geographic
span, line and operator diversity, speed variability) that act as
data-driven proxies for the latent privacy need. The sensitivity

score in turn determines two complementary quantities: a total
privacy budget that caps each PV’s cumulative differential-
privacy expenditure across an entire FL session, and a per-
round privacy budget chosen by the on-device DDQN policy
at each round, constrained by what remains of the total.
A larger per-round budget injects less noise (looser privacy,
better accuracy) and vice versa. Decoupling these two levels
lets PerFL allocate budget adaptively across rounds while
still honouring the session-level privacy guarantee; the formal
definitions and budget formulas are deferred to Section V.

Service Zones: Given the local relevance of the city traffic,
it is undesirable to train and use a single model for predicting
the vehicular dynamics for the entire city. On the other hand,
modern cities are fully covered by cellular networks and
divided into multiple zones based on the coverage of base
station towers. Therefore, we divide the city into multiple
service zones and execute FL independently within each zone.

Base Transceiver Stations: Within a specific service zone,
the Base Transceiver Station (BTS) located in the center of the
area coordinates all in-zone PVs. Unlike centralized learning,
where each vehicle’s raw trajectory would be transmitted to a
server, in PerFL only perturbed model updates leave the PV:
the BTS itself does not access raw trajectories or unperturbed
local gradients. Its responsibilities are limited to (i) broadcast-
ing the initial global model together with the offline-trained
DDQN policy and the DP/SNR hyperparameters at session
start, (ii) collecting each round’s perturbed local updates from
active PVs and aggregating them via SNR-aware FedAvg over
the active subset, and (iii) broadcasting the refreshed global
model and a scalar global-accuracy summary used by PVs in
the next round’s state. Per-round budget tailoring itself happens
on each PV via local DDQN inference, so the BTS never
inspects any PV’s private state.

B. Workflow of PerFL
Fig. 2 illustrates the workflow of PerFL in a specific service

zone. The DDQN policy that controls each PV’s per-round
privacy budget is trained offline (Section VI) and deployed in
a frozen form. The online workflow proceeds in five steps:

1) Model Distribution. The BTS randomly initializes a
global model and broadcasts a query to ascertain the
presence of all vehicles within its service zone. Each will-
ing vehicle (PV) acknowledges, and the BTS distributes
the initial global model, the offline-trained DDQN policy,
and the DP and SNR-aggregation hyperparameters to all
participating PVs.

2) Local Model Training. When PVs receive the model from
the BTS, they start training it locally on their own private
dataset. The dataset comprises the temporal trajectory
parameters of the onboard units, such as travelling speed,
heading, geographic increments, and inter-observation
intervals. Before each round’s training, each PV runs the
DDQN policy to choose a per-round privacy budget that
balances expected accuracy gain against privacy spend. A
PV whose remaining budget has been exhausted abstains
from the round and waits for the next refresh.

3) Noise Addition. To safeguard data privacy, each active
PV perturbs its local model update by first clipping it
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to a bounded sensitivity and then adding Gaussian noise
whose scale is inversely proportional to the per-round
budget chosen by the DDQN. The perturbed update,
together with a single scalar summarizing the PV’s local
accuracy, is uploaded to the BTS. Importantly, no raw
trajectory data, no unperturbed model updates, and no
demographic attributes leave the device.

4) Model Aggregation. Once perturbed updates have been
collected from all active PVs, the BTS aggregates them
into a refreshed global model. PerFL replaces the standard
equal-weight FedAvg [2] with an SNR-aware weighted
aggregation that down-weights noisier (lower-budget)
contributions, so that a few heavily-noised updates from
privacy-sensitive PVs do not derail the global signal-to-
noise ratio. The personalized per-round budgets them-
selves are not adjusted by the BTS during deployment;
they are decided by each PV’s on-device DDQN policy,
which delivers the personalization along the privacy and
accuracy trade-off without ever exposing private state to
the server.

5) Local Model and Privacy Budget Update. After aggre-
gation, the refreshed global model and a single scalar
summarizing global accuracy are broadcast back to all
PVs (active and inactive), so that each PV, including
those whose budget is already exhausted, can refresh
its locally cached accuracy on the latest global model.
Each PV evaluates the new global model on its local test
split, updates its cached accuracy and remaining-budget
signals, and proceeds to the next round.

Steps 2–5 are repeated until the FL session ends or the
PV leaves the current service zone. For identity verification
and dynamic membership, each PV transmits an identification
beacon alongside its model upload; an unrecognized beacon
flags a newcomer, who is initialized as in Step 1 and is
excluded from the current round’s aggregation but joins from
the next round onward.

V. PROBLEM FORMULATION

In this section, we introduce the problem formulation of
PerFL. As PerFL follows a uniform workflow across all
service zones, we illustrate the process using one service zone
as an example. Table I summarizes the key notations used
throughout the paper, grouped by role.

A. Vehicle Dynamic Prediction

We assume that there are N PVs active in a specific
service zone. Let vi denote an individual PV, and V =
{v1, v2, . . . , vN} represent the set of all PVs. We use di to
denote the dataset of vehicular dynamics (e.g. travel speed,
direction, and acceleration) of PV vi.

Each PV holds a personalized privacy budget that controls
how much noise it injects before sharing its model contribution
with the BTS; this budget is derived from the PV’s privacy
sensitivity and is formalized in V-B. We denote the local model
of vi by oWi and the global model by gW .

We discretize a day (24 h) into timestamps, each of which
is of equal duration (in seconds) and is indexed by an integer

TABLE I: Summary of symbol notations.

Notation Description
Participants, data, and models

vi, i Individual PV; index
N Number of PVs in the service zone
di Local dataset of vehicular dynamics of vi

gW (t) Global model at FL round t

oW
(t)
i Local model of vi after round-t training

∆
(t)
i Local update oW

(t)
i − gW (t)

∆̃
(t)
i Perturbed local update after clipping + noise

Vehicle dynamics task
xt,i Vehicle dynamics of vi at timestamp t

XH
t,i History of vi over the last H timestamps

X̃U
t,i Predicted future of vi over the next U timestamps

Ai Accuracy score, Ai = exp(−MAEi/M)

M MAE normalisation cap
Privacy machinery

si Privacy sensitivity score of vi, si ∈ [1, 3]

C Privacy-budget calibration constant (Ei = C/si)
Ei Total privacy budget of vi across T rounds

ϵ
(t)
i Per-round privacy budget at round t,

∑
τ ϵ

(τ)
i ≤ Ei

Ui Accumulated privacy spend of vi, Ui =
∑

τ<t ϵ
(τ)
i

pi, Pi Privacy loss siϵi/C; privacy score e−pi

N (0, σ2
i ) Gaussian noise injected by the LDP mechanism

DP-FedAvg
T , J FL rounds per session; local SGD epochs per round
S, ζ DP clip norm; DP noise multiplier

αw , w(t)
i SNR exponent; aggregation weight

ni Number of training samples on vi

S(t) Active (non-abstaining) subset of PVs at round t

DDQN policy

s
(t)
i 7-dim DDQN state vector (Eq. 19)

Aloc
i ,Aglb Local / global accuracy summaries used in the state

a
(t)
i , K Action index; size of the discrete multiplier set
θ, θ− Online / target Q-network weights
Ctgt Target-network update period (in episodes)

r(t), α Per-round reward; reward weight in αAi+(1−α)Pi

t ∈ Z+. In this context, the real-time vehicular dynamics of
vi at the t timestamp is denoted as xt,i. Given the current
global model gW broadcast by the BTS, vi predicts its vehicle
dynamics for the next U timestamps from the most recent H
timestamps, which we formulate as:

X̃U
t,i = f(XH

t,i; gW ), (1)

where XH
t,i = (xt−H+1,i, xt−H+2,i, . . . , xt,i) denotes the

sequence of vehicle dynamics data from t−H+1 to t observed
by vi and f(·) represents the chosen prediction model.

Let XU
t,i = (xt+1,i, xt+2,i, . . . , xt+U,i) denote the true

vehicle dynamics of the future time stamps observed by vi.
Then, the prediction performance of the selected model in the
task is expressed as:

Ai = fA(X
U
t,i, X̃

U
t,i), (2)

where fA(·) denotes a function that evaluates the similarity
between the predicted and true values. Mirroring the smooth
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exponential form adopted for the privacy score, we instantiate
fA(·) as

Ai = exp
(
−MAE(XU

t,i, X̃
U
t,i)/M

)
, (3)

where MAE(·, ·) is the mean absolute error between the pre-
dicted and true sequences and M is a normalisation constant
chosen to keep Ai ∈ (0, 1] across the operating range of the
task. This continuous mapping mirrors the privacy score and
provides a smooth gradient that the DDQN agent in Section VI
relies on for stable learning.

B. Privacy Preservation

1) Privacy Budget: In PerFL, each PV applies an LDP
mechanism derived from DP to perturb its local update before
sending it to the BTS, so that unperturbed model information
never leaves the device. Here are the relevant definitions of
DP and its derived LDP:

Definition 1. (ϵ, δ)-DP [30]: A randomized mechanism M:
D → R with domain D and range R satisfies (ϵ, δ)-
differential privacy if for any two adjacent inputs d, d′ ∈ D
and for any subset of outputs S ⊆ R, it holds that

Pr[M(d) ∈ S] ≤ eϵPr[M(d′) ∈ S] + δ. (4)

However, a more localized approach to privacy is required
in scenarios like FL, where participants’ data remains decen-
tralized. LDP extends the principles of DP by enabling each
participant to independently perturb their data before sharing
it, ensuring that privacy is preserved even before data leaves
the local device.

Definition 2. (ϵ)-LDP [16]: A randomized mechanism A:
X → R with domain X and range R satisfies (ϵ)-local
differential privacy if for all measurable sets S ⊆ R and for
any two arbitrary input values v1, v2 ∈ X ,

Pr[A(v1) ∈ S] ≤ eϵPr[A(v2) ∈ S] (5)

A mechanism A that satisfies this definition alleviates
concerns regarding the potential disclosure of an individual’s
personal information. In the context of LDP, the Gaussian
Mechanism (GM) is a commonly used approach to protect
privacy by adding noise to the local data.

Although the classical LDP definition assumes δ = 0,
federated-learning deployments commonly adopt the relaxed
(ϵ, δ)-LDP form obtained by applying the GM to the shared
model updates. This relaxation permits a small failure proba-
bility δ in exchange for a better trade-off between privacy and
utility, and is the notion used throughout PerFL.

Specifically, given a function f : X → R that operates
on local input data X , the GM A adds noise to the true
output f(X ), where the noise follows a normal distribution
with standard deviation σ, chosen to satisfy the privacy budget
ϵ. Mathematically, the GM is defined as:

A(X ) = f(X ) +N (0, σ2), (6)

where the standard deviation σ of the noise is calculated as:

σ =
∆f

√
2 log(1.25/δ)

ϵ
, (7)

and ∆f is the sensitivity of the function, which is determined
by the specific task being performed, while the privacy budget
ϵ governs the amount of noise added.

2) Privacy Requirement: As discussed in Section III,
drivers exhibit heterogeneous privacy needs. We capture this
heterogeneity through a per-vehicle privacy sensitivity score
si ∈ [1, 3] (continuous; higher values indicate stricter privacy
concern). Based on si, we define the total privacy budget that
vi may consume across an entire T -round FL session as

Ei =
C

si
, (8)

where C > 0 is a calibration constant. The per-round privacy
budget ϵ

(t)
i is selected adaptively by the DDQN policy of

Section VI subject to the cumulative cap
∑T−1

τ=0 ϵ
(τ)
i ≤ Ei,

which yields a session-level (ϵ, δ)-LDP guarantee with ϵ = Ei.
The construction of si from observable user attributes is

implementation-specific. In our experimental setting on the
Helsinki public-transport trajectory dataset, we compute si
detailed in Section VII from observable mobility statistics that
act as data-driven proxies for the latent privacy need.

We use Privacy Loss to quantify the cumulative DP expo-
sure of vehicle vi over the FL session. Assuming vi uses a GM
that satisfies (ϵi, δ)-LDP per round, the cumulative privacy loss
after spending ϵi =

∑
τ ϵ

(τ)
i in total is:

pi =
si ϵi
C

, (9)

where C is the same calibration constant used to define the
budget cap Ei = C/si in (8). Sensitivity enters the loss
directly: for a fixed spend ϵi, a higher si produces a larger pi,
so a more privacy-sensitive vehicle loses privacy faster per unit
of ϵ. Equivalently, pi = ϵi/Ei is the fraction of the personal
contract consumed (the budget utilisation), so si shapes both
the cap Ei and the rate at which the loss accrues against it.

Because pi is exactly the budget utilisation, it reaches pi = 1
when a vehicle exhausts its contract Ei; staying within budget
(ϵi ≤ Ei) keeps pi ≤ 1 for every sensitivity tier, which
the per-round cap enforced by the DDQN policy guarantees
throughout the session.

Based on the privacy loss, we define the Privacy Score as a
smooth, bounded measure of how much of a vehicle’s privacy
contract remains intact, providing a continuous gradient signal
that the reinforcement-learning agent can exploit:

Pi = e−pi = e−siϵi/C , (10)

where Pi ∈ (0, 1] is the privacy score of the participating
vehicle. Since pi = ϵi/Ei, this is equivalently Pi = e−ϵi/Ei :
at ϵi = 0 no budget is consumed and Pi = 1; at the contract
cap ϵi = Ei, Pi = e−1 ≈ 0.368 for every vehicle regardless
of si; beyond the cap the score decays further.

For the same absolute spend ϵi, a more sensitive vehicle
(larger si) receives a lower Pi: an identical disclosure costs
more to a user who values privacy more. Personalization
in PerFL therefore acts at two coupled levels: sensitivity si
tightens the contract cap Ei = C/si and steepens the score
decay per unit ϵ, while all vehicles that fully consume their
personal contract converge to the same normalized score e−1.
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C. Problem Optimization

The primary goal of PerFL is to enable accurate vehicular
dynamics prediction while ensuring privacy preservation using
LDP. We use fg(·) to represent the relationship between model
performance and privacy. The reward ri of vi can be:

ri = fg(Ai,Pi), (11)

where Ai denotes the performance for vi and Pi denotes the
privacy score for vi. fg is a monotonically increasing function.

In PerFL, a negative correlation between performance and
privacy is often observed. High performance is often achieved
at the expense of user privacy. In other words, it is challenging
for both Ai and Pi to attain high values simultaneously. To
reasonably evaluate the model, a function fg(·) is designed to
address the above-mentioned tradeoff:

fg(Ai,Pi) = αAi + (1− α)Pi, (12)

where α is a coefficient ranging from 0 to 1, representing the
importance of performance and privacy in the task. A higher
value of α indicates greater emphasis on model performance.

Finally, PerFL is formulated as the problem of choosing the
per-round privacy-budget allocation {ϵ(t)i } that maximizes the
average reward across all PVs:

max
{ϵ(t)i }

R =
1

N

N∑
i=1

fg(Ai,Pi) s.t.
∑
τ

ϵ
(τ)
i ≤ Ei ∀i, (13)

where the allocation jointly determines each PV’s prediction
performance Ai (through the global model gW it helps train)
and privacy score Pi (through the budget it consumes), and the
constraint enforces each PV’s session budget cap Ei. PerFL
learns this allocation with the DDQN policy of Section VI.

VI. METHODOLOGY

In this section, we introduce the detailed design of the
PerFL. We maintain an FL model within a service zone, where
the PVs act as clients and the BTS serves as the server. Each
PV runs a GRU network for vehicle dynamics prediction.
We use a GM that satisfies (ϵ, δ)-LDP to protect the privacy
of each PV and employ a DDQN to dynamically adjust the
privacy budget according to the individualized privacy needs of
each PV. Fig. 3 illustrates the framework of our single-service
zone model on a single client.

A. GRU-Based FL for Vehicle Dynamics Prediction

In the modern IoVs, vehicles generate vast amounts of sen-
sitive data in real-time, including location information, driving
trajectories, and behavior patterns. As data volume grows,
traditional centralized learning methods face privacy leakage
and calculation overload. To address these issues, we adopt
an FL framework, leveraging the computational power and
local data of each PV for model training. This decentralized
approach ensures data privacy by keeping sensitive data local
and distributing the computational load effectively.

Vehicle dynamics prediction relies on continuous time series
data, which exhibits strong temporal correlations. Thus, the
model must process data at individual time points and capture

temporal dependencies and dynamic patterns. To effectively
model this timing characteristic, a GRU network is deployed
on each PV; GRUs match LSTMs on short-to-medium-horizon
sequence tasks while avoiding the extra gating complexity of
an LSTM [31]. Specifically, in each FL round t, every PV vi
receives the current global model gW (t) from the BTS and
uses it as the initialization of its local training. The PV runs
J epochs of mini-batch gradient descent on its local dataset
di, producing a locally trained model oW (t)

i . The single-step
update inside this loop is

oW
(t)
i ← oW

(t)
i − η∇L

(
oW

(t)
i , di

)
, (14)

where η is the learning rate and ∇L
(
oW

(t)
i , di

)
is the gradient

of the loss on di.
To bound the per-client influence and to add noise calibrated

to the personalized privacy budget ϵ(t)i supplied by the DDQN
policy in Section VI-B, we adopt a DP-FedAvg style update
mechanism that operates on the model update rather than on
the model itself. Concretely, each PV computes the update

∆
(t)
i = oW

(t)
i − gW (t), (15)

clips it to an L2-norm bound S, and adds Gaussian noise:

∆̃
(t)
i = ∆

(t)
i ·min

(
1, S

∥∆(t)
i ∥2

)
+ N

(
0, σ2

i I
)
, σi =

ζ S

ϵ
(t)
i

,

(16)
where ζ > 0 is the noise-multiplier constant of the GM. The
PV uploads only ∆̃

(t)
i to the BTS, so the local model never

leaves the device.
The BTS aggregates the perturbed updates from the active

subset S(t) ⊆ {1, . . . , N} of PVs that participated in this
round (a PV may abstain when its remaining budget is ex-
hausted; see Section VI-B) using SNR-aware FedAvg. Clients
with smaller ϵ(t)i inject more noise and therefore carry a lower
signal-to-noise ratio; we down-weight their contribution to the
aggregate:

w
(t)
i =

ni ·
(
ϵ
(t)
i

)αw∑
j∈S(t) nj ·

(
ϵ
(t)
j

)αw
, i ∈ S(t), (17)

where ni is the number of training samples on vi and αw ≥ 0
is an SNR exponent (αw = 0 recovers standard sample-size
weighting; the value used in our experiments is reported in
Section VII). The global model is then updated by

gW (t+1) = gW (t) +
∑

i∈S(t)

w
(t)
i · ∆̃

(t)
i . (18)

The refreshed gW (t+1) is broadcast back to all PVs (including
those that abstained from this round, so they may resume in
subsequent rounds) and reused for the next round of FL.

B. DDQN-Based Privacy Budget Adjustment

1) Markov Decision Process Formulation: For each PV vi,
the problem of choosing a per-round privacy budget across T
FL rounds is naturally cast as a finite-horizon Markov Decision
Process (MDP) [32]. Because the post-aggregation accuracy of
the global model under DP-noisy updates has no closed form,
we treat the MDP as model-free and learn a policy directly
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via reinforcement learning. For convenience we let Ei = C/si
denote vi’s total privacy budget (Section V) and Ēi = Ei/T its
per-round fair share. At each round t ∈ {0, 1, . . . , T − 1}, the
agent observes a state, selects an action that determines ϵ

(t)
i ,

and receives a reward computed once the round is complete.
a) State: A purely demographic state cannot capture how

the FL trajectory unfolds round by round. We therefore define
a seven-dimensional continuous state vector that summarizes
both vi’s privacy posture and the current FL progress:

s
(t)
i =

[
s̄i, Aloc

i , Aglb, ∆Ai, ρi, ϵ̃i, t̃
]
, (19)

where

• s̄i ∈ [0, 1] is vi’s normalized continuous sensitivity,
derived from the data-driven features in Section V;

• Aloc
i = exp(−MAEi/M) is the focal-client accuracy,

with MAEi the prediction MAE of the current global
model on vi’s test split and M a normalisation cap;

• Aglb = exp(−MAEglb/M) is the global accuracy;
• ∆Ai = (Aloc

i (t) − Aloc
i (t − 1) + 1)/2 ∈ [0, 1] is the

marginal accuracy improvement across rounds;
• ρi = max

(
0, (Ei −

∑
τ<t ϵ

(τ)
i )/Ei

)
is the remaining-

budget ratio;
• ϵ̃i = min(ϵ

(t−1)
i /ϵmax

i , 1) is the previous round’s spend,
normalized by the maximum per-round spend ϵmax

i al-
lowed by the action space;

• t̃ = t/T is the round-progress indicator.

This state is informative both about the user’s privacy needs
(s̄i, ρi) and about the FL process (Aloc

i ,Aglb,∆Ai, ϵ̃i, t̃),
enabling the agent to condition on the joint accuracy–privacy
trajectory rather than on static demographic attributes alone.

b) Action: Treating ϵi as a continuous variable couples
the action magnitude to the very different absolute budgets
of clients with different sensitivity levels and complicates
exploration. We discretise the action space into K multipliers

K = {k1, k2, . . . , kK}, (20)

of the per-round fair share. Choosing action a(t) assigns

ϵ
(t)
i = min

(
max

(
ka(t) Ēi, ϵfloor

)
, Ei −

∑
τ<t

ϵ
(τ)
i

)
, (21)

where ϵfloor is a small lower bound that ensures every active
client makes a non-trivial contribution to FL aggregation. The
fair-share parameterisation makes the policy invariant to the
absolute size of Ei, which differs across clients, while the
cap on remaining budget enforces (ϵ, δ)-LDP across the entire
T -round episode.

c) Reward: Immediately after each FL round we com-
pute the joint accuracy–privacy reward defined in (12):

r
(t)
i = αA(t)

i + (1− α)P(t)
i , (22)

with the accuracy term taken as A(t)
i = exp(−MAE

(t)
i /M),

post-aggregation, and the privacy term P(t)
i evaluated on the

cumulative budget consumed up to round t. Both terms are
continuous in their inputs, providing a smooth gradient signal
for value-function learning.

2) DDQN for Privacy Budget: Because the state contains
continuous variables and the joint state space is effectively in-
finite, table-based Q-learning is infeasible. We approximate the
action-value function with a multi-layer perceptron Q(s, a; θ)
and adopt the DDQN variant [33], which mitigates the system-
atic over-estimation bias of vanilla DQN by decoupling action
selection from value estimation. The Bellman update [34] that
drives DDQN is therefore:

y = r + γ (1− d)Q
(
s′, argmax

a′
Q(s′, a′; θ); θ−

)
, (23)

where d ∈ {0, 1} flags the terminal transition at the end of
the T -round horizon (d = 1 disables bootstrapping past the
horizon), the online network θ selects the next action, and
the target network θ− evaluates its value. Compared with
the vanilla DQN target y = r + γ maxa′ Q(s′, a′; θ−), this
decoupling reduces the over-estimation that arises when the
same network is used for both selection and evaluation.

Algorithm 1 PerFL: Personalized LDP-FL with DDQN
Input: N PVs with local datasets {di}Ni=1, sensitivity scores
and total budgets {s̄i, Ei}Ni=1; trained DDQN policy θ from
Algorithm 2; FL rounds T ; DP clip norm S, noise multiplier
ζ, SNR exponent αw, per-round floor ϵfloor.
Output: final global model gW ∗.

1: Step 1: Initialization. BTS initializes gW (0) randomly
and broadcasts gW (0), θ, {S, ζ, C, αw, ϵfloor} to all PVs.
Each PV sets Ui ← 0, Aloc

i ← 1, Aloc,prev
i ← 0, ϵ̃i ← 0;

BTS publishes Aglb ← 1 as the cold-start value.
2: for t = 0, 1, . . . , T − 1 do
3: Step 2: Local Decision and Training for i =

1, 2, . . . , N in parallel:
4: PV vi assembles state s

(t)
i via (19);

5: PV vi selects a
(t)
i ← argmaxa Q(s

(t)
i , a; θ);

6: if Ui ≥ Ei then
7: PV vi marks itself inactive this round; set ϵ(t)i ← 0;
8: else
9: PV vi maps a

(t)
i to ϵ

(t)
i via (21) and runs J local

SGD epochs via (14) to obtain oW
(t)
i ;

10: end if
11: Step 3: Noise Addition and Upload. Each active

PV computes the perturbed update ∆̃
(t)
i via (16) and

uploads
(
∆̃

(t)
i , Aloc

i

)
to BTS; let S(t) = {i : vi active};

12: Step 4: Aggregation. BTS computes {w(t)
i }i∈S(t)

via (17), updates gW (t+1) via (18), and recomputes
Aglb ← 1

|S(t)|
∑

i∈S(t) Aloc
i ;

13: Step 5: Broadcast and Local Refresh. BTS broadcasts
gW (t+1) and Aglb to all PVs (active and inactive). Each
PV in parallel:

14: updates caches: Aloc,prev
i ← Aloc

i , ϵ̃i ← ϵ
(t)
i /ϵmax

i ,
Ui ← Ui + ϵ

(t)
i ;

15: evaluates gW (t+1) on its local test split to refresh
Aloc

i ← exp(−MAEpost
i /M) (post-aggregation, matches

DDQN training distribution).
16: end for
17: Return gW ∗ ← gW (T ).



9

Algorithm 2 DDQN Training for Privacy-Budget Allocation
Input: client pool V = {v1, . . . , vN} with {s̄i, Ei}; episodes
Eep; FL rounds per episode T ; reward weight α; DP clip norm
S, noise multiplier ζ, per-round floor ϵfloor; standard DDQN
hyperparameters (replay capacity |R|, batch B, discount γ,
learning rate η, exploration schedule β, target-update period
Ctgt, gradient clip norm gmax).
Output: online-network weights θ.

1: Initialize θ randomly, θ− ← θ, R← ∅;
2: for episode e = 1, 2, . . . , Eep do
3: Sample focal vf ∼ V uniformly; re-initialize gW

randomly; reset Uf ← 0 and compute s
(0)
f via (19);

4: for round t = 0, 1, . . . , T − 1 do
5: Select a(t) by β-greedy on Q(s

(t)
f , ·; θ); if Uf ≥ Ef ,

focal abstains, is excluded from S(t), and set ϵ(t)f ←
0, else map a(t) to ϵ

(t)
f via (21);

6: Set every background ϵ
(t)
j ← max

(
ka(t)Ēf , ϵfloor

)
(self-play); run one DP-FedAvg round on S(t)
via (14)–(18);

7: Evaluate the post-aggregation gW (t+1) on the focal
test split to get A(t)

f ; compute P(t)
f , reward r(t)

via (22), next state s
(t+1)
f ; update Uf ← Uf + ϵ

(t)
f ;

8: Push (s
(t)
f , a(t), r(t), s

(t+1)
f , d(t)) into R;

9: if |R| is sufficient then sample a mini-batch from R,
compute the DDQN target via (23), and update θ by
Adam on the Huber loss (24) with gradient clipping
(skip the step if the loss is non-finite);

10: end for
11: Decay β; every Ctgt episodes hard-update θ− ← θ;
12: end for
13: Return θ.

3) Training Stability and Target Network: Vanilla mean-
squared loss is sensitive to the large temporal-difference errors
that appear at the start of training, when reward magnitudes
can swing across an episode. We therefore train the online
network by minimizing the smoothed-L1 (Huber) loss over
a mini-batch B of transitions sampled from a fixed-capacity
replay buffer:

L(θ) =
1

|B|
∑

(s,a,r,s′)∈B

Huber
(
y −Q(s, a; θ)

)
, (24)

where y is computed via (23). Gradients are clipped to a
maximum L2 norm gmax to prevent occasional gradient spikes
from destabilizing training. Exploration follows a β-greedy
schedule that decays exponentially from βstart toward βend
across episodes, and the target network is hard-updated by
copying θ to θ− every Ctgt episodes.

4) Episode Design and Self-Play Approximation: Two de-
sign choices bridge the gap between training the policy in
isolation and deploying it in a live FL system.

Independent episodes with fresh global models. Each
episode samples a focal client vi uniformly at random and
re-initializes the global GRU model from random weights.

The agent therefore experiences the full FL trajectory under
its current policy, from cold start to round T , every episode.
If we instead carried the warm-started global model across
episodes, late-round rewards would be inflated by accumulated
FL convergence rather than by the agent’s budget choices,
obscuring the policy signal.

Self-play approximation for background clients. Within
each episode the focal client selects its multiplier via the
policy. To prevent the agent from learning a free-riding strat-
egy in which the focal client conserves ϵ while implicitly
relying on background clients to provide informative gradients,
we constrain every background client to use the same per-
round budget ϵ(t) = ka(t)Ēf as the focal in each round. The
aggregated noise level reflects the realistic scenario in which
all clients run independent copies of the trained policy, and
the agent is rewarded only for behaviors that remain effective
when its own choices are mirrored across the federation.

The training procedure is summarized in Algorithm 2.

C. Integration Algorithm of FL and DDQN

The trained DDQN policy and the DP-FedAvg training
loop together form the complete PerFL framework. The per-
vehicle data flow is illustrated in Fig. 3, and the end-to-end
deployment loop in Fig. 2. Algorithm 1 formalizes one full
deployment.

In Step 1 the BTS initializes and broadcasts the global
model gW (0), the policy weights θ, and the DP/SNR hy-
perparameters; each PV initializes its budget tracker and
state caches, with the broadcast accuracy Aglb taking a unit
cold-start value. In Step 2, each PV vi assembles its 7-
dimensional state s

(t)
i from local information (s̄i, the cached

post-aggregation Aloc
i , the broadcast Aglb, the round-over-

round accuracy gain, the remaining-budget ratio, the previous
spend, and round progress), runs the policy θ locally to obtain
the multiplier a

(t)
i , and either marks itself inactive when its

accumulated spend Ui has reached Ei or proceeds to map a
(t)
i

to ϵ
(t)
i via (21) and trains via (14) to obtain the locally updated

model oW (t)
i . In Step 3, each active PV forms the perturbed

update ∆̃
(t)
i via (16) and uploads it alongside a single scalar

Aloc
i summarizing its accuracy on the previous round’s global

model. In Step 4, the BTS aggregates the perturbed updates
over the active subset S(t) via (18) and recomputes a scalar
Aglb from the uploaded Aloc

i values. In Step 5, the BTS
broadcasts gW (t+1) and Aglb to all PVs (active and inactive),
and each PV evaluates gW (t+1) on its own test split to refresh
Aloc

i for the next round, thereby aligning the deployment-time
state distribution with the post-aggregation signal seen during
DDQN training (Section VI-B4).

Because θ is produced offline by Algorithm 2 and shared
as a parameter, the BTS never needs to inspect any PV’s raw
sensor data or unperturbed gradients; the only scalars leaving
each device are the noisy update ∆̃

(t)
i and the local accuracy

summary Aloc
i , both of which can be additionally protected by

per-message DP if a stricter side-channel guarantee is required.
Algorithm 2 gives the offline training procedure that sup-

plies θ, and therefore determines the per-round privacy budgets
used in Algorithm 1.
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VII. SIMULATION

In this section, we evaluate the proposed scheme on
a publicly available real-world transit-vehicle dataset from
the Helsinki metropolitan area, made openly available by
Helsinki Region Transport (HSL) through the Digitransit high-
frequency positioning API1.

A. Simulation Setup

1) Environment Configuration: We implement PerFL using
PyTorch 2.5 on Python 3.12. All experiments were conducted
on a Windows workstation equipped with an Intel Core i9-
13980HX CPU (2.20 GHz), 32 GB of RAM, and an NVIDIA
GeForce RTX 4080 Laptop GPU.

2) Vehicle Dynamics Dataset: We subscribe to over one
month of real-time vehicle position messages streamed from
HSL’s MQTT broker (Digitransit endpoint), covering the
buses, trams, and trains operated under the HSL franchise
across the Helsinki region. Each message contains the vehicle
identifier, GPS coordinates, instantaneous speed, heading, ve-
hicle type, operator company, and timestamp. The collection
therefore captures genuine public-transport mobility patterns
across many routes, operators, and time-of-day conditions, and
provides a realistic testbed for evaluating our scheme.

We partition the dataset D by vehicle ID into per-vehicle
datasets di. The raw daily stream covers approximately 3,000
distinct vehicles. From this pool we randomly sample 60 vehi-
cles to form the experimental federation, balanced across the
three HSL transit types (20 buses, 20 trams, and 20 trains) so
that no modality dominates the analysis. The 60 vehicles also
span the three sensitivity tiers (low/medium/high) defined in
Section VII-A3, ensuring every privacy profile is represented.
For each FL session, a stratified subset of 7 vehicles per type
(N = 21 in total) is then drawn at random, which (i) keeps
each transit modality and sensitivity tier fairly represented, and
(ii) keeps the per-round FL training computationally feasible
for the hundreds of DDQN training episodes that the policy
requires.

3) Sensitivity Computation: Section V introduces the per-
vehicle privacy sensitivity score si ∈ [1, 3] abstractly; we here
instantiate it for the Helsinki public-transport setting. Since
per-driver questionnaires (Section III) are not available for
the public-transport fleet, we compute si from five passively
observable mobility statistics that serve as data-driven proxies
for the latent privacy need (distinct from the training-sample
count ni used by the SNR-aware aggregation of Section VI):

• nrec
i : number of raw trajectory records (data volume /

temporal coverage);
• spani: geographic span (sum of latitude and longitude);
• Li: number of distinct lines vi services;
• Oi: number of distinct operators associated with vi;
• σ2

i : speed variance, reflecting driving-pattern variability.
Each feature is min–max normalized across the vehicle pool.
The continuous raw sensitivity is obtained as a weighted sum:

s̄i = wrec ñ
rec
i +wspans̃pani +wLL̃i +wOÕi +wσσ̃

2
i , (25)

1Dataset description and access protocol: https://digitransit.fi/en/developers/
apis/5-realtime-api/vehicle-positions/high-frequency-positioning/

with non-negative weights summing to one; we set
{wrec, wspan, wL, wO, wσ} = {0.15, 0.35, 0.20, 0.15, 0.15},
placing the strongest weight on geographic span as the most
identifying signal. The score s̄i ∈ [0, 1] is then linearly mapped
to the sensitivity range [1, 3]:

si = 1 + 2 s̄i. (26)

The total privacy budget Ei = C/si then follows from (8),
where si is the continuous value defined by (26). For grouped
reporting in Sections VII-B and VII-C, we additionally bucket
vehicles into low/medium/high sensitivity tiers using the 1/3
and 2/3 quantiles of s̄i; these three discrete tiers serve only as
group labels for per-group metrics and do not enter the budget
formula or the DDQN reward.

4) Algorithm Description: In our experimental setup, all
PVs collaboratively train a shared GRU network for vehicle-
dynamics prediction, leveraging the GRU’s ability to model
temporal dependencies in trajectory time-series data. Con-
currently, a DDQN policy learns to allocate the per-round
privacy budget ϵ across PVs. At each FL session, one PV is
designated as the focal client, and the DDQN observes a state
vector that summarizes (i) the focal vehicle’s sensitivity si,
(ii) the current local and global model accuracy together with
the marginal improvement over the previous round, (iii) the
remaining fraction of the contract budget Ei, (iv) the ϵ spent in
the previous round, and (v) the round progress t/T . Based on
this state, the DDQN selects an action that scales the per-round
fair share Ei/T by one of K multipliers (see Section VII-A5);
the chosen multiplier is applied to every PV in the current
round, balancing prediction accuracy and privacy protection
through the joint reward in (12). The two components are
integrated through the FL framework described in Section VI,
yielding PerFL. We verify its effectiveness on the prediction-
accuracy and privacy-protection metrics defined in Section V.

5) Implementation Hyperparameters: For the privacy-
budget calibration in (8), we use C = 40 (i.e., Ei = 40/si).
The DP-FedAvg machinery of Section VI uses clip norm S =
1.0, noise multiplier ζ = 0.1, and SNR exponent αw = 2. The
per-round floor is set to ϵfloor = 0.3 ·Ei/T . The DDQN action
space contains K = 10 multipliers {0.0, 0.2, 0.4, . . . , 1.8} of
the per-round fair share Ei/T , and the MAE normalisation
cap is M = 10. Each FL session runs for T = 20 rounds,
and each PV performs J = 3 local SGD epochs per round
with learning rate 10−3 and batch size 16. DDQN training
uses replay capacity |R| = 5000, mini-batch B = 64,
discount γ = 0.99, learning rate η = 5 × 10−4, exploration
βstart = 1.0→ βend = 0.05 at decay rate 0.99 per episode, and
target-update period Ctgt = 10 episodes; the policy is trained
for Eep = 400 episodes.

B. Experimental Results on Prediction Performance

In the context of the IoVs, vehicle dynamics data is highly
complex and subject to continuous variation. We evaluate
PerFL on the vehicle speed prediction task, a representative
regression problem on trajectory time series.

For the speed prediction task, each PV trains a local GRU
to capture the temporal dependencies inherent in its trajectory
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TABLE II: Accuracy comparison at α = 0.5, n = 10 seeds (mean ± std). Lower is better for all error metrics; higher is better
for R2; lower Fair.σ indicates more uniform accuracy across sensitivity groups.

Algorithm gMAE RMSE R2 MAEi (Low) MAEi (Med) MAEi (High) Fair.σ
S-FL 0.522± 0.064 0.881± 0.174 0.9831± 0.0077 0.393± 0.016 0.459± 0.046 0.699± 0.126 0.133± 0.058

DP-FL 0.656± 0.116 1.035± 0.210 0.9768± 0.0102 0.466± 0.059 0.562± 0.082 0.925± 0.166 0.199± 0.053

RN-FL 0.666± 0.111 1.036± 0.181 0.9770± 0.0090 0.462± 0.051 0.585± 0.090 0.935± 0.183 0.202± 0.070

PerFL 0.622± 0.097 0.967± 0.167 0.9799± 0.0078 0.462± 0.037 0.529± 0.066 0.861± 0.163 0.176± 0.062

time series. Each timestep is represented by an 8-dimensional
feature vector: instantaneous speed (spd), heading (hdg), in-
cremental latitude and longitude (∆lat, ∆lon, used in place
of absolute coordinates so that the learned representations
are translation-invariant across different routes), acceleration
(acc), schedule delay (dl, clipped to ±300 s to suppress out-
liers), a door-status indicator from HSL telemetry (drst), and
the time interval between consecutive observations (∆t, which
makes irregular sampling explicit to the GRU). These features
are jointly informative of vehicle dynamics and provide the
temporal context required for accurate prediction. The full FL
pipeline (local GRU training, DP-aware aggregation, DDQN-
guided per-round ϵ) is then driven by the PerFL framework
described in Section VI.

1) Algorithms Compared: We compare PerFL against three
baselines that span the privacy–accuracy spectrum:

• S-FL (Standard FL) [2]: vanilla FedAvg without any DP
mechanism (ϵ = 0 for every client, no noise injection).
Included only as a reference for the no-privacy accuracy
upper bound, not as a fair privacy-preserving competitor.

• DP-FL (Uniform DP-FedAvg) [35]: every client uses
an identical per-round budget ϵ = Ē/T , where Ē =
1
N

∑
i Ei is the mean contract budget across the fed-

eration. Each client therefore consumes the same total
budget Ē regardless of its individual sensitivity, modeling
the classical “one-size-fits-all” DP-FedAvg policy widely
adopted in subsequent DP-FL work [18], [36].

• RN-FL (Random-Noise FL): a fully specified ablation
baseline that we constructed for this study. At every round
each client picks an action uniformly at random from the
same K-multiplier set used by PerFL and applies it to its
own fair share Ei/T . The scheduler is privacy-agnostic (it
does not consult si or the current state), but the resulting
per-round ϵ is still bounded by the same per-round floor
ϵfloor and contract cap Ei as PerFL.

• PerFL (ours): each client’s per-round ϵ is decided by the
trained DDQN policy conditioned on its sensitivity si and
the current state (Section VI-B), subject to the same ϵfloor
and Ei = C/si cap.

All four algorithms share the same FL training pipeline,
including an identical GRU architecture, N = 21 stratified
clients per round, T = 20 rounds, and identical local SGD
hyperparameters. The three privacy-preserving algorithms ad-
ditionally share the same DP-FedAvg machinery with clip
norm S = 1.0, noise multiplier ζ = 0.1, and SNR-aware
aggregation. They differ only in the per-round ϵ allocation rule.
Multi-seed deployment uses 10 independent random seeds,
which jointly control client sampling, FL initialization, and
(for RN-FL) the random action draws.

Fig. 4 traces the per-round global MAE of the four algo-
rithms over 20 FL rounds at α = 0.5, averaged across 10
deployment seeds. All algorithms exhibit a sharp drop in the
first 3–4 rounds followed by gradual stabilisation. S-FL, which
trains without any DP noise, attains the lowest MAE and
converges fastest, serving as the no-privacy reference. DP-
FL and RN-FL converge nearly as fast as S-FL but plateau
approximately 0.13–0.14 MAE units above it because each
round of training is corrupted by Gaussian noise. PerFL is
the slowest of the three privacy-preserving methods during the
first 10 rounds, reflecting the noisier per-round gradient profile
produced by its personalized allocation policy. By round 20,
however, its MAE is the closest of the three privacy-preserving
methods to the S-FL curve, and its std band across seeds is
visibly tighter than those of DP-FL and RN-FL, indicating a
more consistent final model.

Table II quantifies the converged behavior. PerFL attains
the lowest global MAE among the three privacy-preserving
methods (0.622±0.097 vs. 0.656 for DP-FL and 0.666 for RN-
FL), a 5–7% relative improvement, while also achieving the
highest R2 among the privacy-preserving algorithms (0.9799
vs. 0.9768 and 0.9770). The gap to S-FL (0.522) is intrinsic
to any DP mechanism: every round of clipped, noised gradi-
ent aggregation costs accuracy. The per-client MAE (MAEi,
computed on each client’s own test split and averaged within
each sensitivity tier) shows that PerFL is on par with the best
baseline in the low-sensitivity tier (PerFL 0.462 vs. RN-FL
0.462 vs. DP-FL 0.466) and clearly outperforms both baselines
in the medium and high tiers (e.g., 0.861 vs. 0.925/0.935
on high-sensitivity clients). The unfairness measure Fair.σ is
also the lowest among DP methods (0.176 vs. 0.199/0.202),
indicating that PerFL’s personalized budget allocation does not
penalise any group disproportionately.

Fig. 5 visualizes the per-group breakdown. In the low-
sensitivity tier the four algorithms are essentially indistinguish-
able on MAEi: noise has little impact when each client’s
contract budget Ei is large. From the medium tier onwards
PerFL pulls clearly below DP-FL and RN-FL, and the gap
is the largest in the high-sensitivity tier, where the absolute
increase of MAEi relative to S-FL is also largest. The latter
effect is by design: high-s clients receive a tighter contract cap
Ei = C/si, so even an oracle policy is forced to inject more
noise per unit of training signal.

C. Experimental Results on Privacy Performance

This subsection evaluates the privacy behavior of the three
privacy-preserving algorithms (S-FL omitted, as it applies no
DP mechanism). The aggregate privacy score P is computed
per-vehicle using Equation 10 and averaged over all N clients:
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TABLE III: Privacy comparison at α = 0.5, n = 10 seeds (mean ± std). Higher P is better; lower ϵ, BU, and RDP indicate
stronger formal privacy. S-FL is omitted as it applies no DP mechanism. RDP composition uses δ = 10−5.

Algorithm P (All) P (Low) P (Med) P (High) ϵmean BU (All) RDP (All)
DP-FL 0.5048± 0.0091 0.5048± 0.0091 0.5048± 0.0091 0.5048± 0.0091 27.350± 0.720 0.943± 0.006 2829.9± 148.2

RN-FL 0.5421± 0.0152 0.4930± 0.0215 0.5307± 0.0119 0.6006± 0.0157 24.744± 1.138 0.906± 0.026 3163.6± 287.4

PerFL 0.7185± 0.0048 0.7466± 0.0028 0.7243± 0.0053 0.6874± 0.0060 13.253± 0.271 0.506± 0.025 864.0± 45.9

P =
1

N

N∑
i=1

Pi, (27)

where Pi ∈ (0, 1] and higher values indicate stronger per-
vehicle protection. We additionally report the budget utilisation
BU = ϵi/Ei and the RDP composition cost (at δ = 10−5) to
quantify formal (ϵ, δ)-LDP strength.

Fig. 6 and Table III report the per-group privacy scores.
PerFL achieves the highest Pi in every sensitivity tier: 0.747
(low), 0.724 (medium), and 0.687 (high), substantially above
DP-FL’s flat 0.505 (uniform ϵ for all clients) and RN-FL’s
0.493/0.531/0.601. Aggregated over all clients, PerFL’s P =
0.7185 is 0.21 higher than DP-FL (0.5048) and 0.18 higher
than RN-FL (0.5421). The std bands of PerFL across seeds are
extremely tight (≤ 0.008 for every group), reflecting that the
DDQN policy converges to a stable per-vehicle budget pattern.

Fig. 7 clarifies the mechanism. DP-FL spends a uniform
ϵ ≈ 27.35 for every client regardless of need; because the
contract cap Ei = C/si shrinks with sensitivity, this uniform
allocation pushes low-sensitivity clients to BU = 0.86 and
saturates the high-sensitivity contract at BU = 1.000, leaving
no headroom for the most privacy-sensitive group. RN-FL
adopts a random per-round multiplier and ends with ϵ ≈ 24.7
on average; its per-tier spending (28.4/25.5/20.5 from low to
high) follows the contract sizes mechanically but the allocation
is not steered by any accuracy or sensitivity signal. PerFL
spends less than half the budget overall (ϵ̄ = 13.25) yet
still attains higher Pi in every group. The DDQN agent
learns to allocate ϵ asymmetrically along the contract: low-
sensitivity clients (which have the largest cap) receive 11.7 on
average for BU = 0.37, leaving comfortable headroom; high-
sensitivity clients (whose cap is one-third as large) consume
15.0 for BU = 0.68, using a larger fraction of their tighter
cap without ever saturating it. This adaptive, contract-aware
policy is the source of PerFL’s simultaneous improvement on
accuracy (Sec. VII-B) and privacy.

Formal (ϵ, δ)-LDP composition (RDP) confirms the same
picture. PerFL’s RDP cost is 864.0±45.9, roughly 3.3× tighter
than DP-FL (2829.9) and 3.7× tighter than RN-FL (3163.6).
In other words, PerFL provides a substantially stronger formal
guarantee in addition to its higher P .

D. Comprehensive Analysis of Experimental Results

The accuracy and privacy experiments in Sections VII-B and
VII-C examine PerFL along orthogonal axes. This subsection
brings the two views together and reads off the practical ad-
vantages PerFL offers over both the uniform-DP and random-
noise baselines.

Fig. 8 synthesises the joint behavior of the three privacy-
preserving algorithms on the accuracy–privacy plane. Each
algorithm is plotted as a cluster of 10 per-seed dots together
with a mean marker and a min–max envelope. PerFL is the
only configuration that occupies the upper-left region of the
plane. Its center lies at higher P and lower gMAE, and its
envelope does not extend into the high-MAE region that both
DP-FL and RN-FL visit on their unlucky seeds.

Combining the per-round convergence behavior (Fig. 4), the
per-group accuracy breakdown (Fig. 5, Table II), the per-group
privacy results (Figs. 6–7, Table III), and the trade-off plot
(Fig. 8), we draw several consistent findings.

First, PerFL’s personalized allocation produces simultane-
ously better accuracy (lower gMAE by 5–7% relative to DP-
FL/RN-FL) and stronger privacy (higher P in every sensitivity
tier), validating that personalization is not merely a fairness
intervention but a Pareto improvement on both objectives.
Second, half the budget for stricter formal privacy. PerFL
consumes only about half of the cumulative privacy budget
that the two baselines use (ϵ̄ = 13.25 vs. 27.35 and 24.74),
and the resulting RDP composition guarantee at δ = 10−5

is 3.3–3.7× tighter (864 vs. 2830 and 3164). The formal
(ϵ, δ)-LDP strength of PerFL is therefore substantially stronger
than that of either baseline. Third, contract-aware allocation
that never saturates the cap. A unique structural property of
PerFL is that the DDQN policy respects every client’s contract
cap Ei = C/si with non-trivial headroom: budget utilisation
ranges from BU = 0.37 on the most flexible (low-sensitivity)
clients to BU = 0.68 on the tightest (high-sensitivity) clients.
DP-FL, by contrast, applies a uniform ϵ that drives the high-
sensitivity tier all the way to BU = 1.000, fully exhausting
their contract; RN-FL hovers around BU ≈ 0.9 in every tier
without sensitivity awareness. Only PerFL keeps every tier
inside its contract with margin to spare.

In addition, fairer accuracy distribution across sensitivity
tiers. The per-client accuracy spread across the three tiers,
measured by Fair.σ, is the lowest among privacy-preserving
methods (0.176 vs. 0.199 for DP-FL and 0.202 for RN-FL).
High-sensitivity clients pay the largest absolute accuracy price
under any DP method (a consequence of their tighter cap), but
PerFL minimizes this cross-tier disparity. Finally, robustness
across deployment seeds. The variance of PerFL’s results
across the 10 random seeds is the lowest among the three
privacy-preserving methods on every metric we report: gMAE
std 0.097 (vs. 0.116 and 0.111), P std below 0.01 in every
group (vs. up to 0.02 for RN-FL), and no seed produces a
gMAE above 0.78 for PerFL whereas DP-FL and RN-FL each
have one seed with gMAE near 0.92. The DDQN policy is
therefore robust to the random sampling of the deployed client
subset, an important property for production deployments.
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Taken together, these findings support the claim that a
learned, contract-bounded, sensitivity-aware budget alloca-
tor strictly dominates uniform and random allocation along
the accuracy–privacy trade-off frontier, while offering addi-
tional structural guarantees on contract respect, fairness across
groups, and seed-to-seed robustness.

VIII. CONCLUSION

In this paper, we proposed PerFL, an FL framework for
vehicle dynamics prediction that personalizes the privacy bud-
get across drivers rather than imposing a uniform LDP noise
level. PerFL pairs a GRU predictor with a DDQN-based per-
round budget allocator, and aggregates the resulting perturbed
updates through an SNR-aware FedAvg that down-weights
noisier contributions. Motivated by a questionnaire study
of drivers’ privacy preferences that revealed heterogeneous
concerns systematically correlated with observable mobility
attributes, each vehicle’s privacy sensitivity is inferred from
passively observable mobility statistics, so the personalization
requires no demographic data collection at deployment time.
Comprehensive experiments on a real-world public-transit
trajectory dataset from Helsinki show that PerFL Pareto-
dominates the uniform-DP and random-noise FL baselines. It
attains lower per-tier prediction error while consuming under
half of the cumulative privacy budget, and yields a 3 to 4 times
tighter formal (ϵ, δ)-LDP composition bound.
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PerFL_FinalV/images/Architecture-eps-converted-to.pdf

Fig. 2: Workflow of PerFL within a single service zone. The BTS coordinates PVs with heterogeneous privacy sensitivities
(qualitative tiers shown by the color bars below each vehicle). Each FL round proceeds through five numbered steps: 1⃝ Model
Distribution from BTS to PVs; 2⃝ Local Model Training on each PV’s private trajectory data; 3⃝ Noise Addition to the local
model update according to the per-round privacy budget chosen on-device; 4⃝ Model Aggregation at the BTS into a refreshed
global model; and 5⃝ Local Model and Privacy Budget Update at each PV for the next round.
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Fig. 3: Framework of PerFL on a single Participant Vehicle (PV). The PV runs a local GRU on its private trajectory data
(top dashed box) to produce the round-t local update ∆

(t)
i , while a set of passively observable mobility statistics yields a

per-vehicle sensitivity score s̄i (bottom). Both signals feed the 7-dimensional state s
(t)
i of an on-device DDQN policy (right

dashed box), whose action sets the per-round privacy budget ϵ(t)i . The DP-perturbation block then clips ∆
(t)
i to L2-norm S

and injects Gaussian noise with σi = ζS/ϵ
(t)
i . The perturbed update ∆̃

(t)
i and the local accuracy summary Aloc

i are uploaded
for SNR-aware model aggregation, and the refreshed global model is broadcast back to all PVs.
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Fig. 4: Global MAE convergence over T = 20 FL rounds
for the speed prediction task at α = 0.5 (n = 10 seeds,
mean ± std band). S-FL (no DP) attains the lowest achievable
MAE and serves as the no-privacy reference; among the three
privacy-preserving algorithms, PerFL converges more slowly
than DP-FL and RN-FL during the first half of the session but
ends with the smallest gap to the S-FL curve.
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Fig. 5: Per-sensitivity-group per-client MAE (MAEi) at α =
0.5 (n = 10 seeds). For each client, MAE is computed on
that client’s own test split; values shown are tier-wise means.
PerFL achieves the smallest gap to the no-DP reference (S-FL)
in every tier, with the largest absolute improvement over the
baselines in the medium- and high-sensitivity tiers. The gap
to S-FL itself widens for high-sensitivity clients due to their
tighter contract cap Ei = C/si.
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Fig. 6: Per-sensitivity-group privacy score Pi at α = 0.5 (n =
10 seeds). PerFL achieves the highest Pi in every sensitivity
tier, substantially above the uniform DP-FL and the random
RN-FL baselines.
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Fig. 7: Per-sensitivity-group cumulative privacy budget ϵ con-
sumed at α = 0.5 (n = 10 seeds). PerFL spends roughly
half of the ϵ used by DP-FL and RN-FL overall, while still
attaining higher per-group Pi in Fig. 6.
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Fig. 8: Accuracy–privacy trade-off of the three privacy-
preserving algorithms at α = 0.5 (n = 10 seeds). Small
markers are individual seeds; large markers with black edge
are the per-algorithm mean; shaded rectangles span the min–
max range. PerFL occupies the upper-left region, dominating
DP-FL and RN-FL on both axes simultaneously.


