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ABSTRACT

The energy retail sector is foundational to the energy industry value chain, making the strengthen-
ing of its information security culture an organizational necessity. This study examines the factors
that influence information security culture in European energy retail businesses, based on a survey
developed from insights gained through a narrative literature review and conducted within an
energy retail organization. A total of 610 employees completed the survey, resulting in a 29%
response rate, and an Exploratory Factor Analysis (EFA) was subsequently performed to identify the
underlying key drivers of information security culture. These include: (1) Management engagement
in information security, (2) Inclusion of information security in formal performance appraisal and (3)
Assignment of responsibility for information security reporting. Theoretically, this study contri-
butes to the field of IT Governance, Risk Management, and Compliance (IT-GRC) within the critical
energy sector, while its findings provide a practical executive summary for strengthening informa-
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tion security culture strategies within energy retail organizations.

1. Introduction

Energy powers critical infrastructure, making
information security necessary for societal resili-
ence, as nearly all essential processes depend on
a stable energy supply (Loschel et al., 2010; Yusta
et al., 2011). As the energy retail sector supplies
energy and provides solutions to businesses and
consumers, it is fundamental to maintaining essen-
tial services (European Union, 2022) and is a prime
target for cybercriminals due to its financial value
(Dagoumas, 2019).

The increasing frequency and sophistication of
cyberattacks pose national security risks and dis-
rupt operations (Falowo et al., 2022). These inci-
dents can lead to severe financial losses, data
breaches, legal liabilities, and reputational damage
(Lis & Mendel, 2019). Recent examples of cyber-
attacks on critical energy infrastructure include the
Ukraine power grid attack, which caused major
blackouts (Sullivan & Kamensky, 2017); the ran-
somware incident targeting the U.S. Colonial
Pipeline, which led to fuel shortages and economic
disruption (Beerman et al., 2023); and the

cyberattack on Saudi Aramco, which resulted in
extensive financial losses (Bronk & Tikk-Ringas,
2013).

Strengthening the resilience of energy infra-
structure has become both urgent and paramount
due to the increasing frequency of cyberattacks
amid geopolitical tensions (Aljohani, 2024), and it
is recognized as a global megatrend driven by reg-
ulatory developments (Haber & Zarsky, 2018). In
the European Union (EU), a recent example of
regulatory development is the Network and
Information Security Directive 2 (NIS 2
Directive), which mandates a risk-based approach
to cybersecurity resilience and enforces substantial
monetary penalties for noncompliance (European
Union, 2022).

Similar regulatory developments globally include
the Cyber Incident Reporting for Critical
Infrastructure Act (CIRCIA) in the United States,
which mandates the timely reporting of significant
cyber incidents and ransomware payments by criti-
cal infrastructure entities (Folio et al., 2025). Other
notable examples include Australia’s Security of
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Critical Infrastructure Act (Lloyd-Jones, 2025),
Singapore’s Cybersecurity Act (Gorian, 2020), and
Japan’s Cybersecurity Management Guidelines for
Critical Infrastructure (Mochinaga, 2024).

Cybersecurity culture within the energy sector
shapes organizational practices and employee
behavior aimed at protecting critical assets, data,
and information, thereby enhancing resilience and
establishing security as a strategic priority
(AlHogail & Mirza, 2014). The strengthening of
information security culture is positioned within
the organization’s IT governance, risk manage-
ment, and compliance (IT-GRC) function
(Adeyinka et al., 2024). While the factors driving
the strengthening of information security culture
have been extensively explored (Alnatheer, 2015;
Sherif et al., 2015; Uchendu et al., 2021), their
specific underlying impacts and contributing
mechanisms remain unclear (AlHogail & Mirza,
2014; Gcaza & von Solms, 2017).

Management engagement is the most fre-
quently cited factor influencing cybersecurity cul-
ture; however, it alone is insufficient, and the
impact of other contributing factors warrants
further exploration (Uchendu et al., 2021).
These observations underscore the need for con-
tinued investigation into the drivers of cyberse-
curity culture (Gcaza & von Solms, 2017),
particularly within the energy retail sector,
where existing research remains limited.

This study uses the concepts “information secur-
ity” and “cybersecurity” interchangeably. While
cybersecurity focuses on protecting digital infor-
mation (Von Solms & van Niekerk, 2013), infor-
mation security has a broader scope, encompassing
physical assets and organizational practices, and is
integrated into corporate governance structures
(Von Solms, 2000).

The importance of cybersecurity culture con-
tinues to grow, driven by the increasing number
and sophistication of cyberattacks, rising regula-
tory demands, and the need to bridge gaps in
existing research. This study examines the factors
that strengthen information security culture within
the energy retail sector. The primary research ques-
tion guiding this study is:

e What are the key factors that drive the
strengthening of information security culture
in energy retail organizations?

Data were collected through a survey conducted
within a large European energy retail organization,
yielding 610 completed responses and representing
a 29% employee response rate. The survey was
developed based on insights from a narrative lit-
erature review, ensuring that the questions
addressed the key dimensions of information
security culture identified in prior research.

To analyze the survey data, this study employs
exploratory factor analysis (EFA), a statistical
method that identifies underlying relationships
among survey variables by grouping related items
into key factors. This approach reduces data com-
plexity and reveals structural patterns (Shrestha,
2021), providing actionable recommendations to
support the strengthening of information security
culture in energy retail businesses.

The remainder of the paper is structured as
follows. Section 2 outlines the study’s methodol-
ogy, while Section 3 presents the results. Section 4
provides a discussion of the findings, and Section 5
concludes by summarizing the study’s contribu-
tions, acknowledging its limitations, and offering
directions for future research.

2, Methodology

This section outlines the methodology employed in
the study, including the approach and findings of
the narrative literature review, as well as the design
and administration of the survey. Subsequently,
exploratory factor analysis (EFA) is applied to
interpret and analyze the survey data.

2.1. Narrative literature review approach

A narrative literature review was conducted fol-
lowing the approach proposed by Ferrari (2015),
providing an interpretive and integrative synthesis
of existing knowledge rather than an exhaustive
catalog of studies. Its purpose was twofold: to
identify key factors influencing information



security culture in European energy retail organi-
zations, and to inform the development of survey
questions capturing organizational and behavioral
aspects of cybersecurity.

The review drew exclusively on peer-reviewed
journal articles. Major databases searched included
Scopus, Web of Science, IEEE Xplore, and Google
Scholar, using keywords such as “information
security culture,” “organizational culture informa-
tion security,” “IT governance, risk management,
and compliance (IT-GRC),” “security awareness,”
“cybersecurity behavior,” “management commit-
ment to information security,” “risk perception
information security,” “security reporting culture,”
“security compliance behavior,” “human factors
cybersecurity,” and “ISO/IEC 27001 adoption,”
with Boolean operators applied to ensure precise
coverage.

Publications in English from 2003 to 2025 were
included, with influential earlier works also con-
sidered where relevant (e.g., Schein, 1996). Studies
focusing exclusively on technical controls or non-
organizational contexts were excluded.

This review highlighted key organizational,
managerial, and behavioral factors that shape
information security culture, including govern-
ance, risk management, policy compliance, man-
agement commitment, employee awareness,
reporting, trust, teamwork, and performance
assessment. These factors are reflected in Table 1
and directly informed the design of the survey used
in the empirical phase of the study.

To guide both survey design and analysis, the
study adopted the Cyber Security Culture
Framework proposed by Georgiadou et al. (2022),
which conceptualizes cybersecurity as an ecosys-
tem operating at both organizational and indivi-
dual levels. At the organizational level, the
framework identifies:

¢ Assets: people, systems, facilities, and informa-
tion, protected through appropriate policies

e Access and trust: role-based permissions to
information and interactions with third parties

e Operations: efficient business processes inte-
grating security considerations

e Defense: proactive technical planning and sys-
tem configurations
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e Security governance: planning, managing, and
continuously improving security practices

At the individual level, it highlights:

e Awareness: knowledge of security issues

e Behavior: daily security-conscious actions

e Competency: skills and expertise to comply
with security policies

These dimensions illustrate the interplay among
structural, technical, and human factors in cyber-
security and support informing the survey ques-
tions in Table 1, which cover both organizational
and individual aspects.

2.2. Narrative literature review findings on
information security culture

Strengthening information security culture is posi-
tioned within an organization’s IT Governance,
Risk Management, and Compliance (IT-GRC)
function (Nicho et al., 2017). Within the three
interrelated domains of IT-GRC, governance
defines the organization’s strategy, key objectives,
culture, risk appetite, and policies (Vicente & da
Silva, 2011). Risk management seeks to balance
these strategic goals with the need to protect
against potential losses, while compliance ensures
adherence to external laws and standards, as well as
internal organizational policies (Adeyinka et al.,
2024).

IT-GRC both shapes and is shaped by an orga-
nization’s cultural, social, and political environ-
ment. Its effectiveness relies on alignment with
the organization’s values, norms, and behaviors
(Papazafeiropoulou & Spanaki, 2015), offering sev-
eral organizational benefits (Ali et al., 2021). When
employees understand compliance principles, they
are more likely to ask questions, make ethical deci-
sions, and report violations. Over time, a positive
and transparent compliance culture reinforces
shared values and strengthens commitment to
organizational objectives (Schwartz, 2001).

Despite its benefits, a common challenge in
implementing IT-GRC is the tendency to overlook
organizational culture (Adeyinka et al., 2024), as
cultural factors are often complex, difficult to con-
ceptualize, and challenging to measure (Schlaile
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et al., 2021). However, if unmanaged, culture can
influence organizations and their employees with-
out their conscious knowledge (Schein, 1996).

Furthermore, while information security culture
shapes how employees act, technological measures
alone cannot fully protect the organization.
Therefore, greater emphasis should be directed
toward users’ behavioral aspects (Mahfuth et al,
2017; Tang et al., 2016), as even the most compre-
hensively protected organization remains vulner-
able without an effective security culture
(Georgiadou et al., 2022). Therefore, further
research is needed on IT-GRC success factors, par-
ticularly those related to cultural elements (Gericke
et al., 2009).

International standardization frameworks play
a significant role in managing information security
risk within the organizational IT-GRC structure
(Sanskriti & Astitwa, 2018; Siponen & Willison,
2009). A wide variety of information security stan-
dards are available, such as the National Institute of
Standards and Technology Cybersecurity
Framework (NIST CSF) (National Institute of
Standards and Technology, 2024) and Control
Objectives  for Information and Related
Technologies (COBIT) (Information Systems
Audit and Control Association [ISACA], 2018).
Notably, ISO/IEC 27001 is the most widely adopted
standard and is considered the de facto approach to
managing information security (Sulistyowati et al.,
2020; ISO/IEC 27001: 2022).

Organizations with ISO/IEC 27001 certification
exhibit heightened awareness of cybersecurity risks
(Putri et al., 2024) and strengthen incident
response practices, regulatory compliance, and
a consistent security-first mind-set across depart-
ments (Folorunso et al., 2024). Beyond technical
measures, ISO/IEC 27001 also shapes human fac-
tors, enhancing employees’ security behavior and
knowledge-sharing while reinforcing a security-
conscious culture throughout the organization
(Kor & Metin, 2021).

An organization’s information security culture is
characterized by the shared attitudes, beliefs, and
knowledge that drive behavior and decision-
making. It shapes strategic direction and guides
operations to protect the confidentiality, integrity,
and availability of organizational assets, thereby ser-
ving as a substantial contributor to risk management
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and organizational resilience (da Veiga & Eloff,
2010; Von Solms, 2006).

Employees’ perception of information security
risks constitutes a critical domain within organi-
zational culture (da Veiga & Martins, 2017). It
involves understanding which assets require pro-
tection, and why, enabling timely security
responses aligned with the organization’s risk
landscape and resilience objectives (Nasir et al.,
2019). A lack of awareness among employees
regarding information security risks can result
in significant losses, particularly when such risks
are overlooked or underestimated (Tang et al.,
2016). A risk-aware employee recognizes their
exposure to information security threats in daily
work, which informed the formulation of
Question ID 1 in the survey. Table 1 presents
the complete set of survey questions.

Employee awareness represents a fundamental
domain influencing cybersecurity culture (Wiley
et al., 2020) and has been extensively investigated
in the academic literature (cf. Khando et al.,, 2021;
Tolah et al., 2021). Non-compliant behaviors are
often unintentional and caused by human error
arising from lack of awareness, rather than delib-
erate misconduct or malicious intent (Parsons
et al., 2014).

Consequently, fostering information security
awareness requires clear and consistent communi-
cation, alongside ongoing training initiatives aimed
at cultivating employee commitment to expected
security practices (Adeyinka et al, 2024).
Furthermore, employees’ responsibility for asset
ownership should be both encouraged and forma-
lized, as this promotes informed decision-making
and proactive security behaviors necessary for pro-
tecting these assets (Fenz et al., 2014). These prin-
ciples informed the development of Questions ID 2
and 14 in the survey.

The knowledge required by employees to adhere
to information security policies often extends
beyond their core job functions (van Niekerk &
von Solms, 2010). Therefore, the quality of the
information provided, including its relevance,
accuracy, and clarity, is a significant determinant
of how effectively employees can adhere to these
policies, instructions, and expectations (Pahnila
et al., 2007).
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Moreover, regarding compliance with informa-
tion security policies, actual end-user behavior is
the core objective (Ali et al., 2021). Although the
Theory of Planned Behavior has been extensively
applied to this area (Sommestad et al., 2019),
understanding exactly how its factors drive the
shift from noncompliance to compliance remains
challenging (Ali et al., 2009). Aspects of informa-
tion security policy compliance are explored
through Questions ID 3, 4, and 16, while user
behavior is investigated using Questions ID 17
and 18 of the survey.

A well-researched and widely endorsed dimen-
sion in shaping information security culture is the
active commitment and communication of top
management (Hu et al., 2012; Vincent et al,
2018). This commitment is demonstrated through
financial investments in security initiatives, visible
advocacy for cybersecurity, and executive oversight
of organizational practices (Reegard et al., 2019).
Managerial engagement raises employee awareness
and encourages adherence to expected security
practices (Wiley et al., 2020).

Leadership commitment shapes employees’ atti-
tudes directly and influences behavior indirectly
through organizational norms and values at both
the individual and team level, promoting
a collective sense of responsibility and prioritiza-
tion of secure practices throughout the organiza-
tion (Sharma & Aparicio, 2022). This dimension of
management commitment is reflected in Questions
ID 5 and 6 in the survey (Cuganesan et al., 2018).

An impactful information security culture is
founded on accountability, with employees inter-
nalizing security tasks as personal responsibility
(AlHogail, 2015). At the same time, top manage-
ment holds ultimate accountability and steers stra-
tegic decisions to establish a responsible
organization (da Veiga & Martins, 2014).

When staff feel accountable for safeguarding
information, it strengthens the organization’s col-
lective sense of responsibility (AlHogail, 2015),
making expected behavior a natural practice
(Veiga & Eloff, 2002), which is closely linked to
strengthening information security through the
ethical conduct of an organization (Alnatheer,
2015). These responsibility-based principles guide
the formulation of survey questions ID 7 and 8.

Moreover, a successful cybersecurity culture
relies on learning from incidents to uncover and
address their root causes to prevent similar inci-
dents recurring (Patterson et al., 2023). In contrast,
cyber risks are potential threats that could exploit
vulnerabilities within organizational assets and
result in incidents materializing (Strupczewski,
2021).

The prioritized reporting and treatment of
cybersecurity risks and incidents indicate
a mature security culture (Valavanis, 2024). This
underscores the importance of initiatives that
enhance employees’ sense of responsibility in
recognizing and reporting risks and incidents,
a key step toward improving the overall culture of
reporting behavior (Ahola et al., 2024). The formu-
lation of survey questions ID 9 and 10 is guided by
these reporting-based principles.

The concept of overarching organizational trust
is central to the cultivating of an efficient cyberse-
curity culture. Mutual trust enhances collaboration
and aligns knowledge, needs, and behaviors
between employers and employees (da Veiga
et al., 2020). Trust encompasses not only users’
confidence in their ability to safeguard informa-
tion, but also their belief that the organization
communicates expectations and information con-
sistently and reliably (Veiga & Martins, 2014). This
element informs survey Question ID 11.

Information security culture shapes group
dynamics and team performance (Yoo et al., 2020),
while trust, cooperation, information sharing, and
communication define teams’ everyday operations
(Ioannou et al., 2019). Research suggests that team-
work can be strengthened through a network of
cybersecurity champions, who are employees that
promote good security practices and raise cyberse-
curity awareness at the team level. They serve as
local points of contact for security issues within
their teams or departments and support team lea-
ders in establishing secure and expected behavior
(Uchendu et al,, 2021). These teamwork-based ele-
ments inform Question ID 12 in the survey.

Employee performance assessment is a critical
domain influencing organizational culture, parti-
cularly in driving process improvements and facil-
itating organizational change. Assessments at the
individual level help to identify areas requiring



intervention and to promote desired behaviors.
Their effectiveness can be enhanced by incorporat-
ing culturally sensitive questions and procedures
into the assessment process (Gravina et al., 2021).

The assessment process should address both
strengths and areas for improvement, acknowledging
that employees often seek recognition for positive
performance. Consequently, management should
adopt a personalized strategy that links assessment
outcomes to structured systems of reward and recog-
nition (Vuong & Nguyen, 2022). Such an approach
can bridge the gap between cybersecurity awareness
and actual behavior, acting as an effective mechanism
for reinforcing desired behaviors and discouraging
undesired ones (Blythe et al., 2020). This dimension
informs Questions 13 and 15 in the survey.

Further factors driving information security cul-
ture, as identified in the literature, include national
culture (cf. da Veiga & Martins, 2017; Gcaza et al.,
2015), while another important factor is employee
motivation to engage in compliant behavior
(D’Arcy & Greene, 2014). Additionally, the regula-
tory environment in which an organization oper-
ates also affects these cultural domains (Mokwetli
& Zuva, 2018).

2.3. Survey

The survey was conducted in 2023 within a large
energy retail organization that supplies electricity
and distributed energy resources (DERs), such as
smart meters, inverters, solar panels, and heat
pumps, to both businesses and consumers across
multiple European countries. Additionally, the orga-
nization maintains electric vehicle charging

45%

= Less than a year Between 1-5 years

Figure 1. Length of employment of survey respondents.
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Table 2. Five-point Likert scale used in the survey.
Scale point

Description

Strongly disagree

1

2 Disagree

3 Neutral

4 Agree

5 Strongly agree
infrastructure. The company’s Information

Security Management System (ISMS) is based on
ISO/IEC 27001.

This company was selected because it is a key
operator in the European energy retail sector and is
within the scope of relevant European Union cyber-
security legislation, including the General Data
Protection Regulation (GDPR) and the Directive
on Security of Network and Information Systems
(NIS 2). Invitations were sent to 2,075 employees,
of whom 610 responded, resulting in a response rate
of 29%. The survey comprised 18 questions, as
shown in Table 1, using a 5-point Likert scale illu-
strated in Table 2. Notably, five percent of the
respondents hold a designated information security
role within the company. Figure 1 shows the distri-
bution of respondents based on their length of
employment at the company.

Histograms of the responses to each of the 18
survey questions, based on the 5-point Likert scale,
are presented in Figure 2.

2.4. Exploratory factor analysis

Exploratory factor analysis (EFA) is a statistical
technique used to identify underlying patterns in
data without predefined assumptions. EFA

23%

15%

Between 5-10 years More than 10 years
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supports decision-makers by reducing complexity,
enabling them to focus on a smaller number of key
factors rather than numerous individual para-
meters. EFA identifies the underlying factor corre-
lations and structure through common factors,
which are unobserved latent variables that affect
multiple observed variables. It does this by group-
ing related measurements based on shared variance
among observed variables (Shrestha, 2021).

In carrying out an EFA, several statistical and
methodological considerations should be made.
Best practices such as data inspection techniques,
factor rotation, retention methods, and loading
cutoff criteria, as recommended by Howard
(2016), were followed in this work, as described
below.

Before the analysis, the suitability of the data was
tested by Bartlett’s test of sphericity and the Kaiser-
Meyer-Olkin (KMO) measure of sampling ade-
quacy. Bartlett’s test showed a significant result
(p <.001), indicating that the data was applicable
for factor analysis. The overall KMO measure was
0.89, suggesting that the sampling adequacy was
high, and that the data was appropriate for factor
analysis.

For the factor extraction method, the Maximum
Likelihood estimation was chosen, as it is com-
monly used in EFA due to its ability to provide
reliable estimates of factor loadings and model fit.
Factor retention was determined using multiple
different methods. The Velicer MAP (Minimum
Average Partial) test recommended a two-factor
approach, while parallel analysis indicated a three-
factor solution. Based on these results and the
interpretability of the factor structure, a three-
factor solution was chosen for further analysis.

Regarding the rotation method, both oblique
and orthogonal rotations were tested. The oblique
rotation presumes that the factors are correlated,
whereas orthogonal rotation considers the factors
to be uncorrelated. After testing both approaches,
orthogonal Varimax rotation was chosen, as the
resulting factors appeared to be uncorrelated and
more easily interpretable.

Initially, all 18 variables were included in the
factor analysis. However, some variables did not
meet the sufficient criteria for factor loadings.
Based on the recommendations from Howard
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(2016), variables were retained only if they met
the following criteria:

(1) Factor loadings greater than 0.40 on their
primary factor

(2) Loadings below 0.30 on alternative factors

(3) A difference greater than 0.20 between pri-
mary and alternative factor loadings

Variables that did not meet these criteria were
excluded from the analysis. However, variables
concerning survey questions 5 and 6 focusing on
management engagement in information security
were retained despite not fully meeting the loading
criteria, as they were of particular focus to the
study.

After removing the variables with weak loadings,
Bartlett’s test of sphericity was calculated again,
with the result remaining significant (p <.001).
The KMO measure was calculated at 0.69, which,
although lower than the initial 0.89, was considered
sufficient to continue the analysis. Given the clarity
and interpretability of the resulting factor struc-
ture, three factors were retained, even though the
initial factor retention analyses suggested retaining
one or two factors.

After orthogonal Varimax rotation, the resulting
factors were clear and interpretable. Each factor
demonstrated satisfactory internal consistency,
with Cronbach’s alpha values surpassing the
threshold of 0.7. Cronbach’s alpha is a measure of
how reliably the items in each factor work together.
High Cronbach’s alpha values demonstrate that the
factors are reliable and have good internal
consistency.

The final factor structure suggests that the data
can be grouped into three distinct, yet internally
consistent, dimensions. While the resulting factors
were clear and interpretable, it is important to note
that only 6 out of the 18 initial variables were
retained in the final factor model. The six survey
questions, together with their culture domains and
loadings that form the three key factors, are pre-
sented in Table 3.

Factor scores for each participant were estimated
using the regression method, resulting in continu-
ous, standardized variables (mean =0, standard
deviation = 1) that represent their position on
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Table 3. Survey questions, culture domains, and loadings.

Key Cronbach'’s
factor alpha Loading Survey question Culture domain
1 0.801 0.845  Question 5: My direct managers or supervisors have clearly explained the importance Management engagement in
of security to me information security
0.695 Question 6: The management team of the company has conveyed the importance of Management engagement in
security information security
2 0.763 0.576  Question 13: Delivering on security responsibilities is considered in my overall Inclusion of information security in
performance assessment formal performance appraisal
0.984  Question 15: In my team, good security behavior (i.e. doing the right thing) is Inclusion of information security in
rewarded formal performance appraisal
3 0.741 0.985 Question 9: | would report a cybersecurity issue if | noticed it. For example, a co- Responsibility for information
worker who continuously neglects security practices security reporting
0.560 Question 10: If | accidentally caused a cybersecurity incident, | would immediately  Responsibility for information
report it. For example, if | accidentally sent company information to the wrong security reporting
recipient
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Figure 4. Factor score distribution for factor 2.

each latent dimension. These scores reflect the
extent to which participants exhibit characteristics
associated with each factor, with higher positive or
negative values indicating stronger relationships.
Histograms of the estimated scores, presented in
Figures 3, Figure 4, and Figure 5, illustrate the

) — . I
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distribution of responses within the survey popula-
tion. For example, a score of 1.75 indicates a strong
positive association, while —2.5 reflects a strong
negative association. Scores near zero suggest little
to no relationship with the respective factor. These
visualizations provide a clear summary of how
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Figure 6. Correlation plot of the original survey variables.

individual responses relate to the underlying latent
constructs identified in the analysis.

After factor scores were estimated using the
regression method, Spearman’s correlations were
calculated between the 18 survey items and the
derived factors. Spearman’s correlation, which
measures monotonic relationships, is appropriate
for the ordinal nature of the survey data. Figure 6

Question ID: 15 . -0.6
Question ID: 16 .
Question ID: 17 . -0.8
Question ID: 18 .
-1

presents a correlation plot of the original survey
variables. Correlation coefficients are visualized
with color intensity and size corresponding to the
strength of the associations. Deep blue indicates
strong positive correlations, while deep red indi-
cates strong negative correlations.

Figure 7 displays a similar correlation plot, illus-
trating the relationships between the original
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Table 4. Key factors and their subfactors influencing information security culture.

s

0.8 1

Culture at the

Culture at the

Factor individual organizational
Key factor component Subfactor Corresponding survey question level level
(1) Management ~ Management (1.1) Top management  Question 6: The management team of Awareness Security
engagement in engagement in  engagement in the company has conveyed the governance
information information information security importance of security
security security
Management (1.2) Direct Question 5: My direct managers or Awareness Security
engagementin  management supervisors have clearly explained governance
information engagement in the importance of security to me
security information security
(2) Inclusion of Inclusion of (2.1) Inclusion of Question 13: Delivering on security Awareness Security
information information information security responsibilities is considered in my governance
security in security in responsibilities in overall performance assessment
formal formal employee
performance performance performance
appraisal appraisal evaluations
Inclusion of (2.2) Recognition and Question 15: In my team, good security Awareness Security
information rewarding of positive behavior (i.e. doing the right thing) governance
security in information security is rewarded
formal behaviors
performance
appraisal
(3) Assignment of  Assignment of (3.1) Responsibility for ~ Question 9: | would report Behavior Access and
responsibility responsibility information security a cybersecurity issue if | noticed it. trust
for information for information  risk reporting For example, a co-worker who
security security continuously neglects security
reporting reporting practices
Assignment of (3.2) Responsibility for  Question 10: If | accidentally caused Behavior Access and
responsibility information security a cybersecurity incident, | would trust

for information
security
reporting

incident reporting

immediately report it. For example,
if | accidentally sent company
information to the wrong recipient

survey variables and the estimated factor scores.
The visualization uses the same color and size
coding to represent the strength and direction of
these associations.

The statistical analyses were conducted using the
R programming language. EFA was performed
using the R packages psych, EFAtools, and EFA.
dimensions, which were employed for factor extrac-
tion, assessment of factorability, and determination
of the number of factors. Graphs were generated
using functions available in R and the applied ana-
lysis packages.

3. Results

This section addresses the research question by
interpreting the exploratory factor analysis of the
survey data, identifying the key factors that reinforce
information security culture in European energy
retail companies. The key factors, along with their
factor components, are translated into more precise
subfactors and, together with their corresponding
survey questions, are summarized in Table 4.

The first key factor, “Management engagement
in information security,” consists of two subfactors:
“ID 1.1. Top management engagement in



information security” and “ID 2.1. Direct manage-
ment engagement in information security.”
Subfactor ID 1.1 highlights the role of senior lea-
dership in setting the long-term strategic direction
for information security, ensuring it is prioritized,
resourced, and clearly communicated across the
organization. Subfactor ID 2.1 emphasizes the
responsibility of direct managers to translate high-
level policies into daily practices and foster
a security-conscious work environment at the
team level. Together, these efforts strengthen the
overall information security culture by aligning
organizational objectives with employee awareness
and accountability.

The second key factor, “Assessment and recogni-
tion of information security performance,” consists
of two subfactors: “ID 2.1. Inclusion of information
security responsibilities in employee performance
evaluations” and “ID 2.2. Recognition and reward-
ing of positive information security behaviors.”
Subfactor ID 2.1 highlights the integration of infor-
mation security into employee performance assess-
ments, ensuring accountability and reinforcing
security as a personal responsibility and a core aspect
of daily operations. Subfactor ID 2.2 emphasizes the
acknowledgment and rewarding of positive security
practices, motivating employees to actively contri-
bute to secure behaviors and embrace a proactive
culture of information security risk mitigation.

The third key factor, “Assignment of respon-
sibility for information security reporting,”
consists of two subfactors: “ID  3.1.
Responsibility for information security risk
reporting” and “ID 3.2. Responsibility for
information security incident reporting.”
Subfactor ID 3.1 highlights the importance of
assigning staff members the responsibility to
report any risks that threaten the confidential-
ity, integrity, or availability of assets and infor-
mation. Subfactor ID 3.2 emphasizes the
responsibility for reporting information secur-
ity incidents that require immediate remedial
action. Encouraging employee vigilance in
reporting risks and incidents enables early
threat detection and timely mitigation. This
proactive approach supports continuous learn-
ing, prevents recurrence, and strengthens the
information security culture through openness
and transparency in daily operations.
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4. Discussion

This study identifies three interrelated factors that
strengthen information security culture in European
energy retail organizations: These include: (1)
Management engagement in information security,
(2) Inclusion of information security in formal per-
formance appraisal and (3) Assignment of responsi-
bility for information security reporting. These
factors are best understood through the Cyber
Security Culture Framework (Georgiadou et al,
2022), which emphasizes the interplay between
organizational structures and individual behaviors
in shaping holistic cybersecurity.

Management engagement is a critical driver of
culture. Executives establish strategic direction and
allocate resources, while direct managers translate
these directives into actionable practices for teams
and individuals. At the organizational level, this
aligns with security governance, providing struc-
tures, policies, and processes to guide secure beha-
vior. At the individual level, leadership
involvement fosters awareness, ensuring employees
understand the importance of security and inter-
nalize it in their daily work.

Assessment and recognition of performance
reinforces the integration of security into everyday
work. Incorporating security responsibilities into
performance evaluations and acknowledging posi-
tive behavior signals that cybersecurity is integral
to organizational operations. This links organiza-
tional-level governance with individual-level
awareness, embedding security expectations into
routine practices. Recognition and reward systems
motivate employees, normalizing secure behavior
and fostering a culture in which cybersecurity is
valued rather than treated as an optional task.

Assignment of responsibility for reporting
emphasizes individual accountability in identifying
and addressing security risks. Encouraging
employees to report risks and incidents promotes
proactive behavior while supporting organizational
trust and transparency. Clear reporting responsi-
bilities enable early threat detection, timely reme-
diation, and  continuous  improvement.
Organizations that integrate reporting into daily
workflows demonstrate a mature security culture,
where employees feel empowered and accountable
for protecting organizational assets.
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Together, these factors show how organizational
structures, governance, and policies interact with
employee awareness, behavior, and competency to
build a resilient, security-conscious culture.
Aligning management engagement, performance
assessment, and reporting responsibilities with
both organizational and individual dimensions
enables energy retail companies to foster proactive,
consistent, and sustainable cybersecurity practices.

5. Conclusions

This study examines data from a European energy
retail organization aligned with ISO/IEC 27001, fos-
tering a security-aware culture (Folorunso et al,
2024; Putri et al,, 2024). The sector plays a critical
role in the energy value chain and in ensuring the
resilience of essential societal functions. With rising
cyber threats and increasingly stringent regulatory
requirements, energy retail companies face growing
pressure to protect the services they offer.

The results identify the key factors that drive the
strengthening of information security culture.
Although not a large-scale survey, the study pro-
vides insights into a typical utility organization
operating in a regulated market. The analysis is
based on survey responses from 610 employees,
yielding a 29% response rate.

Exploratory Factor Analysis (EFA) of the survey
data identified the underlying drivers shaping the
organization’s information security culture. The find-
ings highlight the importance of commitment and
communication from both executive and operational
management at organizational and operational levels,
ensuring alignment between organizational goals and
information security priorities.

Furthermore, the results underscore the value of
evaluating information security performance to
embed security responsibilities into daily operations.
Acknowledging compliant employee behavior and
fostering a culture of cybersecurity risk and incident
reporting support early detection and mitigation of
potential issues, thereby strengthening the organiza-
tion’s overall cybersecurity resilience and culture.

5.1. Theoretical contributions

This study contributes to strengthening informa-
tion security culture in energy retail organizations

within the domain of IT Governance, Risk
Management, and Compliance (IT-GRC), an area
where research remains limited. Theoretically, it
extends the research agenda of Gcaza and von
Solms (2017) by examining factors influencing
information security culture beyond the role of
top management, a domain extensively studied in
existing literature (cf. Reegérd et al., 2019; Sharma
& Aparicio, 2022).

In doing so, the study addresses Uchendu et al.’s
(2021) call for further investigation into diverse
drivers of information security culture. It examines
elements such as incident and risk reporting
(Ahola et al., 2024), employee performance assess-
ment (Gravina et al., 2021), and the acknowledg-
ment of compliant behavior (Vuong & Nguyen,
2022), all of which act as drivers in strengthening
information security culture.

Furthermore, the study contributes theoretically
through the application of the Cyber Security
Culture Framework (Georgiadou et al., 2022). The
framework provides a holistic lens linking organi-
zational and individual factors, thereby extending
understanding of information security culture.

5.2. Practical implications

From a practical perspective, this study identifies
three actionable key factors to strengthen informa-
tion security culture in energy retail companies:

(1) Management engagement: Align executive
communication and behavior with security
priorities to foster organization-wide aware-
ness and accountability. Top management
should set a clear strategic direction, allocate
necessary resources, and emphasize the
importance of information security. Direct
managers amplify these messages and embed
required actions into daily team operations.

(2) Employee performance management:
Integrate information security into existing
employee performance management pro-
cesses. Conduct regular assessments that
evaluate and recognize compliant security
behavior, reinforcing accountability. Apply
targeted questions to clarify and maintain
cybersecurity expectations aligned with
organizational goals. Encourage positive



behavior through systematic recognition
and appraisal.

(3) Risk and incident reporting: Link perfor-
mance evaluations and recognition directly
to employees’ responsibility for cybersecur-
ity risk and incident reporting. This pro-
motes proactive security practices, fosters
a culture of openness, and ensures timely
reporting and resolution of risks and
incidents.

Additional consideration in large organizations,
where central security teams cannot provide con-
tinuous team-level support, is to establish
a formalized cybersecurity champions network.
Champions would support and reinforce aware-
ness by translating security policies into practice,
promoting compliant behavior, and facilitating
timely risk and incident reporting (Alshaikh,
2020; Alshaikh & Adamson, 2021).

5.3. Limitations and future directions

This study has three key limitations. First, its findings
are based on a single European energy retail organi-
zation, limiting generalizability across different cul-
tural and regulatory contexts. Variations in
leadership, risk perceptions, and security maturity
may affect results, highlighting the need for further
research in diverse settings to strengthen applicability.

Second, the study captures security culture at
a single point in time, potentially overlooking
changes due to evolving technology and emerging
cybersecurity trends. Future research employing
a longitudinal design is recommended to better
understand the evolution of information security
culture in energy retail organizations.

Third, from a methodological perspective, the
study is grounded on self-reported survey data,
which could be affected by biases like social desir-
ability and respondent misinterpretation, potentially
impacting the precision of the findings. In addition,
the use of Exploratory Factor Analysis (EFA) intro-
duces subjectivity through researcher decisions on
factor extraction and rotation methods.

In this study, orthogonal Varimax rotation was
applied to simplify the factor structure by assuming
uncorrelated factors, enabling the interpretation of
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each factor as an independent influence on infor-
mation security culture. Although this assumption
can be questioned, since factors such as manage-
ment engagement tend to be interrelated, orthogo-
nal rotation remains a widely accepted approach in
exploratory factor analysis. While oblique rotations
allow for correlated factors, they can complicate
interpretation and obscure the clear identification
of distinct drivers.

Despite these limitations, this study addresses
a significant research gap in the critical energy
retail sector. Future studies positioned in the
domain of IT-GRC research are encouraged to
examine factors further strengthening the informa-
tion security culture of energy retail organizations.
Subsequent research could further explore the role
of cybersecurity champions at the team level in
supporting team leads by translating security poli-
cies into practice, promoting compliant behavior,
and facilitating effective risk and incident
reporting.
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