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ABSTRACT: 
 
Autonomous operation of distributed power assets requires a remote operation centre (ROC) 
that integrates sensing, control and assurance with auditable execution. This thesis defines and 
implements a ROC reference architecture for autonomous power plants, emphasising determin-
istic supervision, explainable autonomy and operator-in-the-loop authority. The design draws 
on established standards and technologies: measurement and calibration workflows, time syn-
chronisation (PTP/NTP), interoperable interfaces, and the data plane that supports multi-rate 
fusion, digital-twin synchronisation and embedded-grade cybersecurity. The control stack com-
bines model-predictive control and reinforcement learning, bounded by safety envelopes, ac-
tion-admissibility checks and traceable logging to preserve transparency and rollback capability. 
The architecture is evaluated in the EPS/VEBIC laboratory against timing and data-integrity con-
straints, demonstrating end-to-end timing fidelity, fault-tolerant acquisition and the feasibility 
of deterministic supervisory control as a base for higher autonomy. The main contribution is an 
implementable ROC blueprint that links measurement integrity, secure communications and hi-
erarchical control to an auditable route from remote supervision to safe autonomy. The work is 
limited to architectural design and laboratory-based validation; a formal safety case and com-
prehensive verification and validation of AI components remain future work, alongside scaling 
to multi-asset supervision. 
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1 Introduction  

1.1 Background 

The global energy sector is currently undergoing a major transformation, driven by three 

interrelated developments: decarbonisation, digitalisation, and increasing autonomy. 

Decarbonisation introduces requirements for efficiency, operational flexibility, and inte-

gration of variable renewable energy sources. Digitalisation provides new capabilities in 

data acquisition, machine learning, and predictive analytics. Together, these develop-

ment trends are directing the energy sector towards more autonomous operation, 

where supervisory intelligence gradually replaces traditional operator-driven coordina-

tion. This transition the Remote Operation Centre (ROC) has become a sort of key ena-

bler, providing the needed infrastructure for centralized monitoring, coordination and 

optimisation of power plants that are often scattered across wide areas. Industrial ex-

amples already show how the ROC concept is actually used in practice. Wärtsilä’s WISE 

programme applies these same principles to power plant management, focusing mainly 

on predictive optimisation, lower emissions and better operator support especially in 

remote or hard to access environments. In a similar way ABB’s Ability™ platform goes in 

this direction too, by bringing automation systems together into central control hubs 

designed for both microgrids and larger industrial setups. 

In the maritime sector remote operation centres are also becoming quite common, used 

for supervising and controlling autonomous vessels.  As reported by DNV (2022), shore-

based control centres are now used for navigation, mission planning, and emergency 

response of vessels operating with reduced or no onboard crew. These examples indicate 

that the ROC should not be viewed solely as a monitoring layer. Instead, it acts as an 

essential component of the overall control architecture, having responsibilities related 

to coordination, safety supervision, and high-level decision support. 

Despite the rapid industrial deployment, academic research has not yet produced a uni-

fied theoretical framework for ROCs in autonomous power plant applications. Existing 

supervisory systems are still limited by deterministic yet rigid optimisation methods, low 

adaptability to uncertainty, and fragmented data exchange. Advances in fields such as 
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Artificial Intelligence, Modelling, and Control provide new opportunities. These include 

reinforcement learning for adaptability, digital twins for predictive modelling, and ad-

vanced model predictive control for constraint-aware optimisation. However, these 

methods are often examined separately and are rarely integrated into a comprehensive 

supervisory structure. 

Meanwhile the growing autonomy of industrial systems brings along several challenges 

in how humans and automation actually work together, like maintaining operator trust, 

keeping situational awareness, and avoiding the typical out-of-the-loop performance 

problem (Mooneyham & Schooler, 2013). The motivation for this thesis sort of lies at the 

crossing point of these industrial and academic developments. While the industry al-

ready shows that ROCs can work as real enablers of autonomy, there is still a missing 

systematic, research-based design framework that limits their broader use in autono-

mous power plants. This work tries to fill that gap by developing an AI-enhanced ROC 

architecture, which combines deterministic optimisation with adaptive learning, predic-

tive digital modelling and a structured data management concept into one coherent su-

pervisory setup. 

 

 

1.2 Remote Operation Centres (ROC) 

Remote Operation Centres (ROCs) are fast becoming central parts in the digitalisation 

of critical infrastructures. In the energy field, a ROC basically works as a supervisory 

hub that gathers real-time data from distributed assets, runs optimisation and predic-

tive algorithms, and gives decision-support interfaces for operators. Unlike local con-

trollers that operate in millisecond timescales to keep deterministic feasibility, the ROC 

takes care of the long-term goals such as efficiency, emission reduction and asset 

health management across several plants at once. 

Industrial examples already show why this idea is important. Wärtsilä’s WISE platform 

brings ROCs into autonomous power plant operation by offering predictive mainte-

nance, fleet-level optimisation and better operator support (Wärtsilä, 2024). ABB’s 
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Ability™ system follows a similar path in microgrids and industrial automation, provid-

ing remote monitoring and event detection and centralised optimisation (ABB, 2024). 

While in the maritime sector, DNV (2022) describes how shore-based ROC are used to 

supervise remote and autonomous vessels, coordinating navigation, mission planning 

and also emergency handling when is needed, similar trends can be seen in the oil and 

gas industry, remote operation is already seen as a step toward fully autonomous 

sites. Devold and Fjellheim (2019) point out that these setups are enabled by Internet 

of Things technologies used for sensing and control, connectivity for information ex-

change, and AI-based analytics. Jointly these cases make it clear that ROCs have moved 

past the trial phase and are now quite essential in safety-critical work. 

Nonetheless, despite the steady industrial progress, today`s  ROC systems remain 

somewhat fragmented. Synchronising distributed telemetry is tricky because of differ-

ent standards and protocols (like IEEE 1588 PTP, IEC 61850, OPC UA, MQTT) which of-

ten makes integration more difficult than it should be, in many current setups, supervi-

sory decision-making still relies on fixed optimisation logic. These methods are de-

pendable but miss the flexibility of reinforcement learning or the predictive value that 

comes with digital twins. More automation inside supervisory systems also brings up 

its own set of problems with human-automation interaction. Issues like reduced situa-

tional awareness, uneven operator workload and the well-known out-of-the-loop 

(OOTL) effect (Mooneyham & Schooler, 2013) tend to appear. The OOTL effect refers 

to how operator engagement and awareness drop when most control authority is 

handed over to automation, when human operator mainly monitors instead of directly 

controlling, the ability to notice anomalies or react quickly to abnormal events de-

creases, which can weaken the reliability and safety of remote supervision in critical 

systems (Merat et al., 2019). 

In this thesis the ROC is observed as a centralised supervisory control hub for autono-

mous power plants. The concept includes four main functions: (i) real-time data collec-

tion and fusion, (ii) supervisory intelligence through hierarchical MPC, reinforcement 

learning and digital twin modelling, (iii) runtime assurance and validation of commands 
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for safety, and (iv) operator decision-support for trust and transparency. With this, 

ROC is not just a monitoring tool but an AI-supported supervisory architecture that fol-

lows industrial practice while also tackling the open academic challenges still ahead. 

 

 

1.3 Research Problem and Questions 

The global energy sector is advancing towards autonomous and data-driven opera-

tional concepts, where supervisory intelligence and predictive analytics are increas-

ingly integrated into plant-level decision-making (ABB, 2024; Wärtsilä, 2024). The in-

dustrial initiatives have been discussed in earlier to demonstrate this development 

trend. However, despite the significant industrial progress the academic research has 

not yet formulated a unified framework for ROC design within the context of autono-

mous power plants. 

The supervisory role of a ROC demands the integration of several advanced methodol-

ogies within a single coherent architecture, Model Predictive Control (MPC) enables 

constraint-aware optimisation but remains restricted by its computational demands 

and modelling accuracy requirements (Rawlings et al., 2020), Reinforcement Learning 

(RL) provides adaptability under uncertain conditions though it lacks deterministic 

safety assurance (Yu et al., 2024), Digital Twins (DTs) support predictive and condition-

aware modelling; however, their performance depends strongly on accurate synchro-

nisation and model fidelity, especially during transient operation (Hautala et al., 2022). 

Simultaneously, the interoperability of communication standards for example IEEE 

1588 PTP, OPC UA, and MQTT continues to be a challenge in heterogeneous industrial 

environments (Gupta et al., 2023). Furthermore the growing autonomy of supervisory 

systems introduces human-automation interaction issues with including operator 

trust, situational awareness, and the out-of-the-loop (OOTL) problem, which have 

been observed in both the energy and maritime sectors (Mooneyham & Schooler, 

2013; DNV, 2022). 
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The increasing autonomy of supervisory systems also introduces human-automation 

concerns, including operator trust, situational awareness, and the out-of-the-loop (OOTL) 

problem, which have been observed in both energy and maritime domains (Mooneyham 

& Schooler, 2013; DNV, 2022). 

The objective of this thesis is to design and evaluate an AI-enhanced ROC framework for 

autonomous power plants, the framework is integrating the deterministic optimisation, 

adaptive learning, predictive modelling and robust data processing pipelines into a co-

herent supervisory architecture, By consideration is given to computational feasibility 

and operator interaction to ensure both operational safety and trust. The proposed de-

sign is validated the concept through literature and practically against what available in-

frastructure in the EPS laboratory at the University of Vaasa. 

The research aims to answer the following questions: 

1. What are the functional and architectural requirements for a Remote Operation 
Centre to manage an autonomous power plant? 

2. How can hierarchical MPC, reinforcement learning and digital twins be 
integrated into a supervisory control layer that remains both adaptive and safe? 

3. What data collection, fusion and communication pipelines are required to 
enable ROC operation across heterogeneous assets? 

4. How can runtime assurance and human-AI collaboration be embedded into the 
ROC to ensure reliability, transparency, and operator trust? 

 

The scope of this thesis is focused on the supervisory design of a Remote Operation Cen-

tre (ROC) intended for autonomous power plant applications. The main emphasis is 

placed on AI-based decision-making, predictive modelling, and data synchronisation at 

the supervisory level. Mechanical design aspects of individual plants and the implemen-

tation of local controllers are excluded from consideration. The main contribution of this 

work is the development of an integrated ROC architecture that combines hierarchical 

model predictive control, reinforcement learning, and digital twins into a coherent su-

pervisory framework, supported by a structured and reliable data pipeline. 
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1.4 Thesis Structure 

The thesis is organised in 6 chapters. After Introduction and problem definition in chap-

ter 1, Chapter 2 is dedicated to Literature Review to establish the theoretical foundation 

for the ROC design. It examines supervisory intelligence methods, including model pre-

dictive control, reinforcement learning, and digital twins, as well as data communication 

and human-automation interaction. Rather than serving only as a survey, this chapter 

identifies the functional requirements that a ROC must fulfil. 

Chapter 3, EPS Laboratory, introduces the experimental context of the Efficient Power-

train Solutions facility at the University of Vaasa. The laboratory infrastructure, consisting 

of real-time controllers, data acquisition equipment, and communication systems, de-

fines the practical boundary conditions against which the ROC design must be developed. 

Chapters 2 and 3 together establish both the conceptual requirements and the practical 

limitations that define the basis for the ROC development. 

Chapter 4, reflects ROC Design and Architecture Proposal, which forms the central part 

of this thesis. It synthesises to find from the literature review and laboratory investiga-

tions within a conceptual framework for an AI-enhanced ROC. The proposed design in-

tegrates the hierarchical Model Predictive Control, Reinforcement Learning and Digital 

Twin technologies within a supervisory control layer that supported by a real-time data 

pipeline architecture, this chapter demonstrates how theoretical progress and experi-

mental conditions can be led to unified ROC framework works for autonomous power 

plant operation. 

Chapter 5, Feasibility and Challenges, assesses the proposed ROC in terms of computa-

tional scalability, communication reliability and human-operator interaction, It highlights 

the main discrepancies between the conceptual design and the practical industrial im-

plementation thereby defining the direction for continued development. 

Chapter 6, Conclusions and Future Work, presents the summary of the key contributions 

of the thesis and reflects on its limitations, furthermore, it suggests the possible exten-

sions such as multi-plant coordination and enhanced human-AI interfaces in order to 

improve supervisory autonomy and decision support. 
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The methodological structure of the thesis is organised so that the literature review 

(Chapter 2) and the laboratory framework (Chapter 3) establish the foundation for the 

ROC concept presented in Chapter 4, which is subsequently evaluated in Chapter 5 and 

concluded in Chapter 6. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1. Thesis structure: LR and EPS baseline → derived requirements & constraints → 
ROC design (Ch. 4) → feasibility & gaps (Ch. 5). 
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2 Literature Review and Technology Landscape 

2.1  Evolution and State of the Art in Autonomy for Maritime and Power 

Sectors 

The shifting towards autonomous operation has evolved in different trajectories within 

the maritime and power sectors. In the maritime domain the progress has been system-

atic and regulation-driven that guided by international frameworks and phased imple-

mentation roadmaps, in contrast, the power sector has faced more gradually through 

ongoing digitalisation and the progressive centralisation of supervisory functions, in this 

section reviews the development trends within both sectors and examines their signifi-

cance for the design and implementation of Remote Operation Centres (ROCs) intended 

for autonomous power plant applications. 

 

 

2.1.1 Maritime Autonomy 

The maritime sector has improved towards autonomy, and that through staged 

roadmaps that combine technological innovation and with regulatory guidance, an early 

developments has included the adoption of autopilot systems, radar and GPS-based nav-

igation, which provided the foundation for more advanced capabilities, since 2010, the 

integration of sensor fusion, real-time control and remote operation platforms has ac-

celerated the development of Maritime Autonomous Surface Ships (MASS), demonstra-

tor projects such as the Yara Birkeland, the vessel that represents the world`s first fully 

electric and zero-emission autonomous container, to illustrate the gradual transition 

from manual operation to remote control and eventually to full autonomy (Munim, 

2022). 

 

Finland has contributed significantly in this trajectory, the Azipod propulsion system that 

developed collaboratively by Wärtsilä Marine, Stromberg and the Finnish National Board 

of Navigation was the first installation on the icebreaker Seili in 1990. System introduced 
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a high degree of manoeuvrability later supported the development of autonomous nav-

igation platforms (ABB Marine, 2020). More recently the integration of Vessel Traffic Ser-

vices (VTS) with coastal surveillance systems has enhanced situational awareness 

through the fusion of radar and AIS data, also improving the target detection and track-

ing the performance by leveraging varied information fusion methods, such as Dempster, 

Shafer evidence theory (Wu, Wu, Ma, & Wang, 2023)., A central enabler of maritime 

autonomy is the International Maritime Organization (IMO), which has introduced a reg-

ulatory framework for the Maritime Autonomous Surface Ships (MASS). The framework 

defines four levels of autonomy, ranging from Level 0 (manual operation) to Level 4 (fully 

autonomous operation without human intervention) (Goerlandt, 2020; Klein et al., 

2020). The existence of a regulatory framework ensures interoperability and phased 

adoption and distinguishing maritime development from the more fragmented progress 

seen in other sectors. 

 

 

 

2.1.2 Power Sector and Autonomous Power Plants 

The transition moving to the autonomy in the power sector has progressed more grad-

ually than in the industrial domains, while most modern generation units, including 

wind, solar and hydropower plants, already employ advanced automation for local pro-

cess control and optimisation, this automation represents only a partial form of auton-

omy, as decision making remains rule based and limited within individual plant bound-

aries. Anatomy system by adaptive coordination and predictive control across multiple 

assets, is still at an early stage of development. 

Traditional Supervisory Control and Data Acquisition (SCADA) systems and Energy Man-

agement Systems (EMS) have improved monitoring and stability at the transmission 

level, but they have provided only limited autonomy within distribution networks. As 

stated by Di Silvestre et al. (2020, p. 3), “Smart Grid infrastructures are still fragmented 

across different voltage levels and ownerships, limiting the real-time coordination of 
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distributed energy resources and the achievement of full autonomy in system opera-

tion.” This fragmentation continues to restrict the scalability of decentralised control 

and highlights the need for supervisory integration through Remote Operation Centres. 

Industrial practice during the last decade demonstrates clear progress toward remote 

and predictive operation. Wärtsilä’s Expert Insight platform enables predictive mainte-

nance and lifecycle optimisation, with more than ninety-six percent of reported issues 

resolved remotely without on-site intervention (Wärtsilä, 2023a)., through support cen-

tres in Houston and Trieste, Wärtsilä supervises over two hundred fifty power plants, by 

providing continuous diagnostics and remote lifecycle management (Wärtsilä, 2023b). 

Valmet also has achieved similar benefits by consolidating six biomass power plants into 

a single control room, which has improved operational efficiency and coordination (Val-

met,2021). The Automation in renewable energy systems has also evolved rapidly. Chen 

et al. (2021) presented a deep learning aided model predictive control framework for 

wind farms that enhances automatic generation control through dynamic wake interac-

tion modellng. This approach illustrates how intelligent supervisory algorithms can ex-

tend automation towards more adaptive and cooperative control. 

At the grid level, the Siemens Finland Vibeco project integrates smart buildings, energy 

storage, and flexible loads into a digital platform that supports grid balancing and ena-

bles participation in energy markets (Siemens, 2022). 

Despite these advancements, full autonomy at the multi plant and system coordination 

level remains uncommon. Most industrial plants still operate within predefined super-

visory limits that correspond to intermediate stages of autonomy. Fragmented gover-

ance and the lack of unified supervisory frameworks continue to slow down the pro-

gress towards large scale autonomous operation (Liu et al., 2020; Zürn & Faude, 2013). 
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2.1.3  Synthesis and Implications for ROC 

The difference between the two sectors appears quite evident. In the maritime do-

main, autonomy has evolved under structured roadmaps that have been strongly sup-

ported by regulatory clarity and coordinated international efforts, which altogether 

have allowed a phased and rather predictable integration of new technologies. The 

power sector, on the other hand, has advanced in a slower and more organic manner, 

driven mostly by ongoing digitalisation and the steady centralisation of supervisory 

functions, yet its progress has often been limited by heterogeneous infrastructures and 

fragmented forms of governance that still vary across operators and regions. 

Even with these differences both sectors show a convergence towards Remote Opera-

tion Centres (ROCs) as supervisory hubs. In maritime applications, ROCs function as 

transitional nodes between manned, remote, and autonomous operation. In the power 

sector, they provide multi-plant supervision, predictive optimisation, and reduced de-

pendence on on-site intervention, for autonomous power plants this convergence 

means that ROCs must integrate constraint aware supervisory control using model pre-

dictive control, adaptive intelligence through reinforcement learning, predictive model-

ling through digital twins, and reliable communication infrastructure. These require-

ments identified from the state of the art form the basis for the ROC design proposal 

presented in Chapter 4. 

 

 

2.2 Data Foundations: Sensors, Acquisition, and Computational Topolo-

gies 

Autonomous power plants rely on sensing as the main source of state information for 

both local deterministic control and supervisory decisions in the Remote Operation Cen-

tre (ROC). When compared with more traditional SCADA-based systems, ROC-oriented 

installations usually require a higher sensor density, tighter temporal alignment, 

stronger observability, and also more reliable data quality. These requirements are 
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needed to support real-time optimisation, predictive maintenance, and different kinds 

of fault management. In this way, sensors are not only reporting devices but they ac-

tively influence state awareness, which at the same time restricts and enables safe con-

trol actions. 

This section discusses sensing and observability in the supervisory framework of auton-

omous power plants. First, basic concepts of observability are introduced together with 

performance aspects of different sensing modalities. After this, redundancy, calibration, 

sensor fusion, and time synchronisation are considered, since they are important for 

dependable state estimation. The discussion then moves to data acquisition and han-

dling of time-series, where different computational topologies such as edge, fog, and 

cloud are taken into account. Cybersecurity aspects that are directly related to sensors 

are also noted, followed by short remarks on self-powered and passive sensing technol-

ogies. At the end, some industrial cases are presented and the key requirements for ROC 

design are summarised. 

 

2.2.1 Multimodal and Redundant Sensor Architectures 

Following LaValle (2011), a sensor can be defined as a mapping  

h: X → Y where X denotes the physical state space, Y the observation space, and y =

h(x) 

the observation. Since h is typically many-to-one, different states in X may correspond 

to the same observation y. The preimage ℎିଵ(𝑦), therefore represents the set of states 

that are consistent with a given observation. The usefulness of a sensing configuration 

depends on how effectively it reduces the information space (I-space), defined as the set 

of states consistent with all past and current observations. A smaller I-space improves 

state discriminability and enhances the quality of subsequent decision-making. 

The core relations are (LaValle, 2011): 

 

𝑦 =  ℎ(𝑥)                                                                   (1) 
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the sensor maps state 𝑥 ∈ 𝑋to an observation 𝑦 ∈ 𝑌 

 

ℎ{ିଵ}(𝑦) =  { 𝑥 ∈ 𝑋 ∣ ℎ(𝑥) = 𝑦 }                            (2) 

 

The preimage ℎିଵ(𝑦) collects all states consistent with the observation 𝑦. 

 

ℐ𝓀 = ⋂ ℎக
ିଵ(𝑦௜)

௞
௜ୀ଴                                                      (3) 

 

ℐ𝓀 means better state discriminability. 

Definitions in Eqs. (1)-(3) follow LaValle (2011). In practice, the informativeness of a sen-

sor is constrained by device physics and signal processing. As described by Fraden (2016), 

the most relevant parameters include resolution (the minimum detectable change), sen-

sitivity (output change per unit input), accuracy (deviation from the true value), drift 

(long-term deviation), hysteresis (direction-dependent output), repeatability (variation 

under identical conditions), and the transfer function y =  f(x). These parameters col-

lectively determine how reliably measurements reduce uncertainty in the I-space, espe-

cially under conditions of noise, saturation, and environmental variability. 

 

Table 1. Sensor Performance Characteristics (Fraden, 2016) 

Property Description 

Resolution Minimum detectable change in input signal 

Sensitivity Output change per unit input 

Accuracy Deviation between measured and true value 

Drift Long-term deviation due to aging or environment 

Hysteresis Output variation depending on input direction 

Repeatability Variability in repeated measurements under identical conditions 

Transfer function  

y = f(x)  

Functional sensor response 
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These parameters reflect how much the sensor helps the system to understand its inter-

nal state, especially when facing noise, signal overload, or changing conditions. 

 

Application-oriented sensing modalities in power plants cover thermal, mechanical, and 

flow processes. Temperature monitoring is typically performed using resistance temper-

ature detectors (RTDs) and thermocouples, which provide input for thermal manage-

ment and combustion optimisation. Pressure sensing in fuel, steam, and hydraulic cir-

cuits relies on piezoelectric or capacitive devices, while flow measurement is achieved 

using ultrasonic and differential-pressure flowmeters to support mass balance and cool-

ing system control. Mechanical condition monitoring is enabled by triaxial MEMS accel-

erometers, which detect imbalance and misalignment in rotating machinery (Dhanraj et 

al., 2020). These fixed modalities are complemented by non-contact and spatially dis-

tributed approaches. Electro-optical and thermal imaging systems support remote in-

spection and hotspot detection, LiDAR provides three-dimensional geometry for UAV-

based inspections, millimetre-wave radar maintains robustness under low-visibility con-

ditions, and fibre-optic sensing (DTS/DAS) enables distributed monitoring along cables, 

pipelines, and offshore assets with immunity to electromagnetic interference (Oliveira 

et al., 2024; Zhu et al., 2022). 

 

Redundancy forms an essential mechanism for improving observability, and reliability in 

supervisory systems. Modal redundancy refers to measuring the same variable by apply-

ing different physical principles, for example ultrasonic and differential pressure flowme-

ters, spatial redundancy employs identical sensors installed at different locations to cap-

ture gradients and identify local faults. Of time redundancy is based on repeated sam-

pling to reduce noise and follow drift under fast varying thermomechanical conditions 

(LaValle, 2011; Fraden, 2016). These mechanisms enable cross validation, probability 

checking and gradual degradation behaviour, all of which are important when ROC deci-

sions need to be made under delayed or incomplete data conditions. 

Sensor fusion transforms redundancy into actionable state information. In linear Gauss-

ian settings, Kalman filtering provides minimum variance estimates by recursively 
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combining predictions with new observations (Kalman, 1994). For nonlinear dynamics 

or non Gaussian noise, Bayesian approaches such as extended or unscented Kalman fil-

ters and particle filters propagate posterior distributions (LaValle, 2011). When noise 

statistics are uncertain but physical constraints are known, set-based filtering eliminates 

inconsistent states without requiring probabilistic assumptions (LaValle, 2011). In ROC-

oriented deployments, fusion typically operates at the edge or fog level to enable rapid 

closure of local control loops, while higher-level fusion at ROC or cloud scale supports 

fleet-wide estimation, fault detection, and digital twin synchronisation. 

 

 

2.2.2 Self-Powered and Passive Sensors 

In autonomous and remotely supervised energy systems, such as those coordinated 

through Remote Operation Centres (ROCs), sensors are often deployed in locations 

where access is limited or where stable power supply cannot be guaranteed. In these 

cases, self-powered and passive technologies provide a practical solution. Examples in-

clude piezoelectric, inductive, and RFID-based devices that operate with minimal or no 

local energy storage. They either harvest energy from the surrounding environment or 

draw interrogator power through backscatter. Such technologies are particularly rele-

vant in hazardous, enclosed, or remote areas where battery replacement or cabling is 

not feasible. By converting vibration, strain, thermal gradients, airflow, or electromag-

netic fields into electrical power, these sensors reduce maintenance demands, improve 

safety, and extend the monitoring reach of autonomous systems (Bai, Jantunen, & Juuti, 

2018). 

 

Several modalities have been explored in power and industrial settings. Piezoelectric har-

vesters (PZT/ZnO) capture mechanical energy from rotating machinery and vibrating 

structures (Raja, Umapathy, Uma, & Usharani, 2023). Triboelectric nanogenerators 

(TENGs) use contact electrification to power gas sensors and low-power telemetry under 

variable operating conditions (Yu et al., 2024). Thermoelectric generators (TEGs) convert 

heat gradients near engines, turbines, or exhausts into usable electricity. Wind and fluid 



25 

harvesters make use of airflow or pressure variations in ducts and pipelines. Field trials 

have shown that wind-powered carbon monoxide monitoring can reach transmission 

distances of about 1.5 km without the need for batteries (Liu et al., 2020). In maritime 

applications, TENG-powered ammonia sensors placed in engine rooms have demon-

strated detection limits close to 0.2 ppm, with vibration-powered wireless telemetry al-

lowing continuous leak detection without wired connections (Yu et al., 2024). Cross-sec-

tor demonstrations also indicate transferability. For example, wood-based TENG harvest-

ers combined with CNT gas sensors for ammonia monitoring in cold-chain logistics sug-

gest a pathway for distributed leak detection at plant scale, where ultra-low-power 

nodes and extended service autonomy are required (Zhang et al., 2023). 

At the ROC level, self-powered sensors contribute to early fault detection, emissions and 

leak surveillance, and predictive maintenance while reducing the need for frequent hu-

man intervention. Their small size, local energy autonomy, and event-driven operation 

lower energy consumption at the sensing edge and decrease transmission frequency, 

which is important in bandwidth-constrained environments (Di Silvestre et al., 2018). 

Integration into industrial cyber-physical and IIoT networks is possible, although protocol 

stacks such as OPC UA and MQTT can be too demanding for ultra-low-power endpoints. 

This has motivated the use of lighter protocol adaptations and hybrid gateways at the 

fog layer. Energy-aware sampling policies, supported by machine learning, allow the ad-

justment of sampling and reporting rates according to harvested energy reserves and 

the relevance of detected events. This approach extends operational lifetime while 

maintaining diagnostic fidelity (Bai, Jantunen, & Juuti, 2018; Liu et al., 2020). Security 

remains a challenge for these systems, since conventional cryptography requires high 

computational effort. Lightweight security methods (see 2.2.6) are therefore needed to 

maintain confidentiality and authenticity within the limited energy budgets of self-pow-

ered nodes. 
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2.2.3 Calibration, Synchronisation (PTP/NTP), and Reliability  

Traceable calibration, precise time synchronisation, and device reliability are prerequi-

sites for trustworthy autonomous operation in ROC-managed systems. Calibration must 

account for temperature coefficients, ageing, and installation-related deviations, and 

should follow recognised standards such as IEC 62828-1 (2017) and the NIST Handbook 

44 (2021). Emerging practice includes peer-to-peer sensor comparisons, scheduled re-

calibration during low-demand periods, and the use of online health indicators as part 

of predictive maintenance strategies. 

 

Time synchronisation requirements vary according to function. For supervisory logging, 

the Network Time Protocol (NTP) provides millisecond-level accuracy, which is typically 

sufficient, by contrast, the control-critical and analytics streams often demand sub-

microsecond precision, achieved through the Precision Time Protocol (PTP) specified in 

IEEE 1588, IEEE C37.238, and the IEC 61850-9-3 time profile (Eidson, 2006; IEEE, 2008). 

Architectures commonly employ GPS-disciplined grandmasters, boundary clocks 

integrated in time-aware switches, and continuous monitoring of quality-of-time 

indicators, these synchronisation becomes a critical enabler for maintaining the digital-

twin updates and for achieving PMU-like analytics, event correlation and coordinated 

operation of hierarchical MPC structures, also including the validation of twin-in-the-

loop configurations (Zhang & Liu, 2019). 

Ensuring reliability under demanding environmental conditions, for instance high tem-

perature, continuous vibration and electromagnetic interference, depends largely on 

compliance with established safety standards like IEC 61508. Alongside these addi-

tional mechanisms like the redundant sensing is built-in self-testing, plausibility verifi-

cation and metadata quality flags are used to guarantee trustworthy data for estima-

tion and control. The use of modular sensor packaging further helps to reduce the 

mean time to repair and allows fast replacement of units even in remote or otherwise 

resource-limited sites 
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Industrial deployments highlight the role of synchronisation in practice, while ABB’s 

Longmeadow microgrid in Johannesburg coordinates photovoltaic generation, to battery 

energy storage, and diesel generators using sub-microsecond PTP alignment within the 

Microgrid Plus system. This synchronisation stabilises inverter, generator interactions 

during rapid transitions between grid-connected and islanded operation, while main-

taining load balancing and generator coordination through consistent, time-aligned 

communication with distributed equipment (ABB, 2015). Similarly, the Secure Scalable 

Microgrid Test Bed at Sandia National Laboratories applies IEEE 1588-compliant PTP to 

synchronise sensors, controllers, and hardware-in-the-loop simulators across photovol-

taic, storage, and diesel subsystems (Eidson, 2006; IEEE, 2008; Glover, Neely, Lentine, & 

Finn, 2012; Sandia National Laboratories, 2022). The resulting common time base ena-

bles real-time testing of autonomous control strategies, fault-tolerance mechanisms, 

and digital-twin integration; it can be concluded that high-fidelity timing is therefore a 

functional prerequisite for ROC-orchestrated autonomy (Zhang & Liu, 2019). 

In summary, traceable calibration, high-precision time synchronisation with quality-of-

time monitoring, and reliability engineering at both device and data-quality levels are 

essential prerequisites for autonomous power plant operation. These conditions ensure 

that measurements remain coherent, trustworthy, and time-aligned across supervisory 

functions. In Chapter 4 the ROC in design developing, by providing the requirements  

foundation for digital-twin-assisted MPC and reinforcement learning, where the quality 

of decision-making depends directly on the fidelity of sensed data 

 

 

2.2.4 Data Acquisition and Time-Series Handling 

Autonomous power plants depend on continuous and high-frequency measurement 

streams, which is typically in the millisecond or microsecond range, to detect disturb-

ances, stabilise control loops and enable predictive diagnostics, within the ROC, the per-

formance of autonomous decision-making is determined by how efficiently of measure-

ment data are acquired, stored an processed, and how it visualised, wide sensing base 
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covering electrical, thermal, mechanical, and environmental variables forms the founda-

tion of this process. When high-resolution signals are correctly managed, they enable 

rapid detection of changes, support advanced control strategies such as Model Predic-

tive Control (MPC), and provide input for digital-twin simulations. Previous studies have 

shown that well-structured time-series management improves maintenance prediction, 

decreases unplanned downtime, and enhances situational awareness across the system 

(Kejser et al., 2017; Grzesik & Mrozek, 2020). 

Three frequent challenges can be identified in practice, first, heterogeneous measuring 

devices that introduce irregular sampling and temporal misalignment, which it must be 

corrected before signals and can be compared or fused (Zhang & Liu, 2019). Second, the 

volume of persistent measurements can reach several million points per second that re-

quiring the data platforms to scale without compromising reliability (Jensen et al., 2017). 

Third, the anomaly detection must be performed within sub-second latency in order to 

react to events such as generator malfunctions or fuel system leaks, since the delayed 

response may endanger both safety and availability (Grzesik & Mrozek, 2020; Dhanraj et 

al., 2020). 

 

 

Table 2. Main challenges in time-series data management 

Challenge Description 

Irregular sampling 

and time alignment 

Heterogeneous sensors may acquire at slightly different times, compli-

cating comparison and fusion; alignment techniques are required to cor-

rect temporal mismatches (Zhang & Liu, 2019). 

High volume and 

scalability 

Modern deployments can generate millions of data points per second; 

platforms must scale while maintaining reliability (Jensen et al., 2017). 

Fast anomaly de-

tection 

Detection and response should operate at sub-second latencies for 

events such as generator anomalies or fuel leaks (Grzesik & Mrozek, 

2020; Dhanraj et al., 2020). 
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Different approaches have been developed to address these requirements at the edge 

and data storage layers. At the edge level, embedded devices such as Raspberry Pi or 

Speedgoat controllers are commonly used to reduce network load by correcting 

timestamps, validating data formats, and applying compression. These devices also en-

able local fault detection at an early stage (Grzesik & Mrozek, 2020). In the storage layer 

the use of time-series databases like InfluxDB, TimescaleDB and Alibaba Lindorm has 

become common, as these systems are particularly designed for handling ordered high-

frequency data streams. They offer efficient data persistence together with fast retrieval 

and configurable retention management, features that are essential for tracking both 

historical trends and the real-time operating conditions within the ROC (Jensen et al., 

2017). Benchmarking studies like TSM-Bench show that InfluxDB and TimescaleDB gen-

erally reach the high performance in both absorption and querying, while Lindorm, 

though does not reflect  the quickest in terms of raw throughput, and brings built-in 

machine learning tools that can directly assist ROC diagnostics (Jensen et al., 2017). 

The Real-time analysis is most often carried out through Complex Event Processing, ei-

ther built inside the database itself or by using separate stream-processing platforms 

such as Apache Flink. This approach allows continuous pattern detection, sliding-window 

trend evaluation and near-instant alerting, there is growing evidence leads to that 

stream-based analysis can reveal operational problems faster and with better accuracy 

than the conventional SCADA-based alarm systems, especially in smart-grid and off-grid 

cases (Grzesik & Mrozek, 2020; Dhanraj et al., 2020). 

Visualisation works as the final layer that ties these functions together, refreshing oper-

ator screens with only minimal a delay, ideally within about a second, proper visualisa-

tion focuses attention on key parameters, short-term behaviour and selected historical 

comparisons so that both human operators and automated agents can read the situation 

and react to changes without delay (Grzesik & Mrozek, 2020; Dhanraj et al., 2020). 

The processes of measurement acquisition and time-series handling are closely con-

nected to control and modelling tasks. The live data feeds become direct input for con-

trol algorithms and digital-twin models, which then allow online adjustment of parame-

ters, real-time simulation of possible actions and constant monitoring of system 
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performance against expected trajectories. In ROC-supervised autonomy this tight inte-

gration helps to recognise and mitigate emerging faults early, often before any human 

intervention is required. 

 

 

2.2.5 Computational Topologies: Edge, Fog, and Cloud 

Intelligent control for autonomous power systems imposes stringent requirements on 

real-time execution, low latency, and high processing capacity (Vidal et al., 2022). three-

tier computing structure consisting of edge, fog and cloud layers has proved to be a prac-

tical basis for meeting the performance constraints of ROC-supervised distributed en-

ergy systems. In such setups the sensor data is gathered through SCADA connections and 

local edge devices, processed as near to the source as possible and then sent forward in 

an optimised form to the upper layers for broader coordination (Vidal et al., 2022). 

Within this arrangement the edge level works almost like a local extension of the cloud, 

just one hop away from the sensors or actuators, which helps to cut latency and enables 

fast actuation whenever time-critical reactions are required (Shi et al., 2016). An experi-

ence from deployments in microgrids, autonomous vehicles and industrial automation 

has shown that these edge units are capable of validating control commands, detecting 

anomalies and carrying out the first level of sensor fusion already on-site, without the 

need to rely on remote servers (Satyanarayanan, 2017)., The fog layer was introduced by 

Vidal et al. (2022) as an intermediate step between edge and cloud. Fog nodes are typi-

cally installed in substations or in site-level gateways and provide more computational 

capacity than edge devices while maintaining lower latency than cloud services. Accord-

ing to Shi & Dustdar. (2016), fog computing enables coordination across local networks, 

buffering of critical signals during connectivity disruptions, and pre-processing of data 

before cloud transmission. 

 

The cloud layer is located in remote data centres and provides the largest computational 

and storage resources. Satyanarayanan (2017) state that cloud computing is mainly ap-

plied to resource-intensive tasks such as large-scale data analytics and training of 
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artificial intelligence models. Due to its higher latency, cloud computing is unsuitable for 

real-time control functions, but it supports predictive maintenance, historical analysis, 

and system-wide optimisation. 

A comparative overview of the three layers is presented in Table 3. 

 

Table 3. Comparative characteristics of edge, fog, and cloud computing layers in auton-
omous control environments adapted from (Shi et al., 2016; Satyanarayanan, 
2017). 

Layer Latency Compute type Example applications 

Edge < 10 ms Embedded, real-time Combustion control; actuator response 

Fog 10–100 ms Site-level gateways Load balancing; anomaly detection 

Cloud > 100 ms Virtualised clusters Fleet analytics; AI training; long-term planning 

 

 

It was noted by Eidson (2006) and IEEE (2008) that accurate time synchronisation is es-

sential for coordinated performance across edge and fog layers. Network Time Protocol 

(NTP) provides millisecond-level accuracy but is insufficient for substation-level or real-

time control. Precision Time Protocol (PTP), defined in IEEE 1588 and profiled in IEC 

61850-9-3, achieves sub-microsecond precision and is therefore adopted in systems 

where reliable communication and accurate event correlation are required. Without this 

synchronisation, phasor tracking, fault detection, and sensor-data fusion tasks may be 

compromised. 

 

Each layer introduces advantages and limitations. Control executed at the edge mini-

mises latency but restricts the use of complex models. Cloud-based execution allows 

large-scale optimisation but adds delay and increases dependency on wide-area connec-

tivity. Edge and fog computing improve local autonomy and resilience, but their distrib-

uted structure raises exposure to physical and cyber security risks. Shi and Dustdar (2016) 

highlight the role of adaptive middleware that dynamically reallocates tasks across layers 

according to operating context and network conditions. 
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In ROC-managed deployments, the mapping of layers follows a clear division of roles. 

The edge layer typically consists of programmable logic controllers, embedded control-

lers, and real-time prototyping platforms such as Speedgoat for critical control functions. 

The fog layer is commonly realised through substation or hub-level equipment, which 

coordinates local decision-making, executes backup logic, and performs diagnostics. The 

cloud layer connects multiple plants, enabling long-term planning, artificial intelligence 

training, and performance benchmarking (Yıldırım et al., 2025). 

Within the EPS Laboratory, elements of this layered model are already present. Real-

time control at the edge is provided by Speedgoat and embedded devices, while fog-

level tasks are implemented within the SCADA system for test sequencing and procedure 

management. Cloud-level functions are supported through remote monitoring and col-

laborative analysis enabled by VPN connections and shared storage. Strengthening the 

interfaces between layers through semantic middleware, mirrored decision logic, and 

secure communication tools would align the laboratory with the computational sub-

strate described in Chapter 4 and move it closer to full ROC-based autonomy. 

 

 

2.2.6 Sensor-Centric Cybersecurity in the Data Plane 

In recent years, the extensive deployment of sensor networks within ROCs has markedly 

expanded the exposure of such systems to a variety of cyber threats, most what notably 

at the sensing layer, in this regard, vulnerabilities including weak device authentication, 

false-data injection, and the exploitation of low-power wireless communication links 

may significantly compromise operational stability, data integrity, and eventually, the 

quality of supervisory decision-making, these issues become particularly critical in con-

strained devices that possess only limited computational and energy resources, where 

the implementation of conventional security stacks proves impractical (Al-Quayed et al., 

2024; Gupta et al., 2023; Qiu et al., 2020). Therefore, research has increased in empha-

sizing in the need for a layered defence strategy, one that effectively combines hardware-

rooted identity mechanisms with physical-layer anti-spoofing and lightweight 
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cryptographic methods suitable for embedded environments (Beaulieu et al., 2015; 

Maes, 2013). 

One promising approach for strengthening authentication and data integrity is the ap-

plication of Physically Unclonable Functions (PUFs). In this regard, PUFs provide a hard-

ware-rooted basis of trust by exploiting unavoidable manufacturing variations to create 

unique challenge–response pairs, allowing each device to be identified without relying 

on stored long-term keys. This becomes particularly beneficial in wireless sensor net-

works and industrial IoT nodes where the available secure memory is limited (Maes, 

2013). Recent studies have combined PUFs with lightweight authentication protocols 

built on XOR operations, hashing functions, and session keys derived from real-time re-

sponses. Such designs enable mutual authentication at very low energy cost. Moreover, 

public-key cryptographic schemes have been developed in which elliptic-curve keys are 

produced directly from PUF outputs, thus removing the need for pre-provisioned secrets 

and simplifying the onboarding of unattended ROC devices (Akhundov et al., 2020; 

Gupta & Varshney, 2023). 

At the same time the sensor networks must to be defended against spoofing and replay 

attacks that can disturb time-critical tasks such as event correlation, fault detection, and 

control. Physical-layer authentication methods, including RF fingerprinting, carrier-fre-

quency-offset checking, and channel-state analysis, that have been shown to distinguish 

legitimate transmissions from forged ones even under constrained wireless conditions 

(Liu et al., 2022). These techniques will perform best in when supported by secure time 

synchronisation. Implementations of the IEEE 1588 Precision Time Protocol (PTP) that 

use timestamped packets and cryptographic watermarks provide guarantees of both 

freshness and origin, and when paired with machine-learning classifiers lead to these 

solutions to enhance detection of replay attempts and reduce false-alarm rates (Qiu et 

al., 2020). 

Lightweight cryptography forms the third key element of this defence strategy. Conven-

tional RSA- or TLS-based mechanisms impose heavy memory, computation, and energy 

demands on embedded sensors, limiting their practicality. Alternatives such as the SI-

MON and SPECK block ciphers achieve confidentiality with much lower resource use, 
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making them suitable for harsh or remote deployments (Beaulieu et al., 2015). Likewise, 

compact elliptic-curve settings allow efficient key exchange and message authentication. 

Hybrid schemes that combine ECC with PUF-derived keys further strengthen security by 

enabling devices to create secure sessions without storing long-term secrets (Akhundov 

et al., 2020; Gupta & Varshney, 2023). 

Deploying these mechanisms in industrial settings still presents challenges. Standard 

stacks such as OPC UA and IEC 61850 are typically bound to PKI and TLS infrastructures, 

which exceed the capacities of ultra-low-power devices (Gupta et al., 2023). A practical 

solution is to delegate heavy cryptographic and identity-management tasks to fog nodes 

or middleware, allowing constrained devices to participate securely with minimal over-

head. Behaviour-based adaptive trust models that depend on traffic patterns and signal 

features can add complementary protection by reducing dependence on static creden-

tials (Qiu et al., 2020). Before implementation, candidate protocols should be validated 

through formal analysis methods such as AVISPA or BAN logic to confirm resilience 

against replay, desynchronisation, and man-in-the-middle attacks (Gupta & Varshney, 

2023). 

To summarise the hardware-rooted identity, physical-layer anti-spoofing supported by 

trusted time, and lightweight cryptographic schemes together form a coherent founda-

tion for protecting sensor data in ROC-managed autonomous power systems, these 

same components define the security assumptions that underpin the models discussed 

in Chapter 4 

 

 

2.2.7 Industrial deployments demonstrating ROC readiness 

This subsection presents six industrial deployments that illustrate how integrated sens-

ing and remote operations support ROC readiness in different contexts. 

Wärtsilä has developed Remote Support and Data Management services that utilise real-

time information from sensors embedded in engines, fuel systems, turbochargers, emis-

sions units, and thermal circuits. Typical variables include vibration, cylinder tempera-

ture, turbocharger speed, oil pressure, and emission levels. These are streamed to global 
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Expertise Centres for live monitoring and analysis. A practical example was reported 

where repeated night-time shutdowns were resolved when remote specialists identified 

a faulty speed-sensor cable using live feeds and historical logs. Guided replacement on 

site restored full operation in less than two hours, avoiding prolonged downtime and 

travel expenses (Wärtsilä, 2023a). 

In the turbomachinery domain, MAN Energy Solutions reports the use of more than 

40,000 sensors that provide input to an AI-based Model Predictive Controller. The system 

continuously tracks flow behaviour, pressure, temperature, and vibration. Company fig-

ures indicate that this approach has reduced unplanned downtime by approximately 30 

percent and achieved annual cost savings of up to €2 million through lower maintenance 

requirements, extended equipment life, and improved efficiency (MAN Energy Solutions, 

2023). 

 

Shell has introduced autonomous operations in a chemical-plant setting. In this deploy-

ment, optical sensors and robotic systems perform monitoring tasks that would normally 

require on-site personnel. The plant operates continuously with only two remote oper-

ators. Robotic units equipped with thermal and optical cameras conduct routine inspec-

tions and diagnostics, reducing the need for human presence in hazardous environments 

while maintaining operational continuity (Chemical Processing, 2023). 

Autonomous aerial inspection has been applied by Sensorem in remote Australian min-

ing regions. The company operates UAVs equipped with electro-optical and LiDAR sen-

sors, which are used for inspections in areas with difficult terrain. More than 11,000 be-

yond-visual-line-of-sight missions have been reported. Real-time sensor feedback sup-

ports obstacle avoidance, infrastructure assessment, and transmission of inspection data 

to central control hubs. This demonstrates how mobile sensing platforms can extend the 

reach of ROC supervision (FlytBase, 2023). 

 

The Calistoga Resiliency Centre represents an example of hybrid microgrid implementa-

tion. The facility integrates hydrogen fuel cells with battery storage and applies fibre-

optic distributed temperature sensing together with AI-assisted controllers. These 
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elements provide load balancing, thermal monitoring, and equipment protection. Dur-

ing external outages, the microgrid is able to supply power independently for up to 48 

hours, with sensor-driven automation playing a central role in ensuring resilience (Calis-

toga City Council, 2022). 

 

Predictive analytics is exemplified by ROTEC`s PRANA platform which is aggregating ex-

tensive vibration and the temperature measurements collected from thousands of sen-

sors distributed across multiple thermal power plants, then at this regard will notice the 

system continuously evaluates the operational condition of critical components such as 

turbines, pumps and generators that enabling early detection of performance degrada-

tion and potential mechanical faults. Since its deployment, then the platform has report-

edly prevented more than 300 major equipment failures, clearly demonstrating the tan-

gible benefits of predictive analytics supported by high-fidelity sensor data (ROTEC, 

2022). These industrial implementations illustrate the dense and the well-integrated 

sensing architectures when it is complemented by remote diagnostics, the autonomous 

inspection and predictive analytics can yield measurable enhancements in plant availa-

bility and operational safety and overall efficiency. Furthermore, they are providing con-

crete design patterns and functional insights that directly inform ROC development con-

siderations that discussed in Chapter 4. 

 

 

2.3 Control and Decision-Making Frameworks 

The necessitate of Autonomous energy systems is advanced the control and decision-

making methodologies capable of addressing complex system dynamics, stringent real-

time constraints, inherent safety requirements, and long-term operational objectives. In 

this regard, while the recent research has evolved beyond traditional reactive feedback 

mechanisms by incorporating elements of prediction and optimisation by learning, then 

and resilience. With all these components are providing a comprehensive basis for main-

taining reliable performance under varying conditions of uncertainty and environmental 

change. Accordingly, this section outlines the principal strategies employed in remotely 
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operated and autonomous hybrid energy systems and establishes the conceptual foun-

dation for the Remote Operation Centre (ROC) design that is further developed in Chap-

ter 4. 

Proportional-integral-derivative (PID) control has long been the most widely used 

method in industrial automation. It is valued for its simple structure and its ability to 

work across a broad range of processes. However, tuning its parameters becomes diffi-

cult in systems with nonlinear behaviour or in cases where operating conditions vary 

over time, or strong coupling between control variables. PID continues to perform well 

for single-input, single-output loops close to steady-state operation. However, its effec-

tiveness decreases in multivariable systems with interactions or in cases where strict 

constraints must be respected (Qin & Badgwell, 2003). To address these challenges, 

Model Predictive Control (MPC) has been widely adopted. MPC computes constrained 

optimal actions across a receding horizon using a system model. It is capable of explicitly 

handling multivariable couplings and state/input constraints and has been applied in ar-

eas such as microgrids, engine systems, and building energy control (Rawlings et al., 

2020). 

With the growth of data availability and the increasing difficulty of first-principles mod-

elling, AI-based controllers, particularly reinforcement learning (RL), have become more 

prominent. These methods derive policies from data, either offline or during interaction 

with the system. They are particularly suitable when the plant is only partially observa-

ble or when non-stationary disturbances affect performance (Yu et al., 2024). In energy 

applications, RL and learning-enabled controllers have been studied for adaptive energy 

management, fault handling, and incremental performance improvement (Zahra & 

Singh, 2022). 

Fault-tolerant control (FTC) contributes to safe operation when components fail or when 

abrupt changes occur. Passive FTC provides robustness by design without changing the 

control structure, while active FTC detects faults and reconfigures the controller in re-

sponse (Ghosh et al., 2020). In addition, decentralised and distributed control schemes 

have become important for modular or geographically dispersed assets such as islanded 
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microgrids and hybrid maritime power systems. These methods allow local autonomy 

while still maintaining coordination at higher levels (Luo et al., 2023). 

 

In practice, these control approaches are combined in hierarchical structures. Local MPC 

enforces the fast constraints and ensures the feasibility, and an upper-level learner, for 

example RL can adapts supervisory policies to evolving conditions. Meanwhile an FTC 

layer monitors the system and activates reconfiguration when necessary. Such layered 

control reconciles the demands of real-time responsiveness with long-term optimisation 

in ROC-supervised deployments. The subsections that follow examine each method’s 

principles, application contexts, and main challenges. These insights inform the archi-

tectural design, module interfaces, and validation strategy applied in the ROC proposal 

of Chapter 4. 

2.3.1 Model Predictive Control (MPC) 

Model Predictive Control (MPC) has became one of the most extensively applied meth-

ods for the supervisory control in systems that what demand predictive, multi-objec-

tive, and constraint-aware decision-making. Regarding, its significance to autonomous 

energy platforms arises from the capability to system anticipation the behaviour and 

optimise control actions while adhering to the underlying physical limitations. This 

makes MPC particularly well-suited for hybrid energy systems that exhibit nonlinear 

load profiles, to discrete the switching behaviours, and tightly coupled thermal, electri-

cal, and mechanical subsystems. 

The fundamental principle of MPC is established upon a discrete-time representation 

of the controlled system, which is most commonly formulated in a linear state-space 

structure (Rawlings et al., 2020): 

 

                                                  𝑥{௞ାଵ} =  𝐴 𝑥௞ +  𝐵 𝑢௞                                           (4) 
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Here, Xk represents the system state at time step k1, and Uk is the control input. This 

model serves as the basis for forecasting the future behaviour of the system and for 

solving an optimisation problem that balances the defined performance objectives 

against operational and physical constraints. In the context of energy systems, such 

objectives typically encompass minimising fuel consumption, maintaining battery 

state-of-charge within desired limits, reducing NOx emissions, and constraining 

mechanical stress or component wear to acceptable levels. 

Several industrial implementations have demonstrated the practicality of MPC in real-

time operational environments, time-varying of MPC has been applied to wind tur-

bines for dynamically adjusting blade pitch and generator torque in response to contin-

uously changing wind conditions (Dickler et al., 2021). In islanded microgrids, distrib-

uted MPC (DMPC) has been employed to coordinate local generation and storage as-

sets while ensuring that voltage and frequency remain within prescribed tolerances 

(Liu et al., 2022). At the embedded level, explicit MPC (eMPC) achieves sub-millisecond 

control by relying on precomputed control laws, thereby enabling real-time operation 

on resource-constrained hardware platforms, such as those used in remote or mobile 

environments (Rawlings et al., 2020; Dickler et al., 2021). 

Despite these demonstrated benefits, conventional MPC frameworks can exhibit sensi-

tivity to model uncertainties and unmeasured system dynamics. Consequently, hybrid 

control architectures have emerged, integrating learning-based techniques such as re-

inforcement learning (RL) alongside MPC. In such configurations, RL agents are often 

employed to adapt control parameters or formulate long-term strategies, whereas 

MPC continues to enforce safety and feasibility within the short-term prediction hori-

zon. This combined approach has been successfully implemented in energy systems 

characterised by high renewable penetration and variable fault conditions (Zhang et 

al., 2021). 

Within ROC-managed infrastructures, MPC operates across several hierarchical layers. 

At the edge level, it provides rapid and deterministic control for localised subsystems. 



40 

At the fog layer, it performs supervisory coordination by leveraging updated models, 

constraint information, and prioritisation schemes. Its intrinsic capability to manage 

constraints, resolve multi-objective trade-offs, and integrate seamlessly with estima-

tion and diagnostic tools establishes MPC as a central component of supervisory con-

trol design. However, the overall effectiveness of MPC remains dependent on the fidel-

ity of the underlying system model, the accuracy of state estimation, and the computa-

tional efficiency of the solver implementation. These factors become especially critical 

in distributed autonomous systems, where plant dynamics are complex, nonlinear, and 

continuously evolving. 

 

 

2.3.2 AI-Based and Reinforcement Learning Controllers 

The growing complexity and geographical spread of modern power systems, driven by 

the integration of distributed energy resources (DERs), makes it necessary for ROCs to 

use controllers that can adapt on their own while still keeping safety, reliability, and effi-

ciency under uncertain conditions, in this context, Artificial Intelligence (AI) and espe-

cially reinforcement learning (RL) are used to support data-driven decision-making and 

to build control strategies that work with only limited direct supervision. 

Deep reinforcement learning (DRL) has been applied in a variety of power-system con-

texts. By learning policies through interaction with the environment, DRL is well suited 

to time-varying tasks such as voltage regulation, power balancing, fault handling, and 

demand-supply management. In one grid-reconfiguration study, a duelling double deep 

Q-network (D3QN) successfully adjusted the power-flow topology in the IEEE 14-bus sys-

tem, demonstrating the feasibility of fully automated high-level decision-making (Dam-

janović et al., 2022). For emergency control purposes, deep reinforcement learning (DRL) 

has been applied to dynamic braking and under-voltage load shedding in the IEEE 39-

bus test system, where it has demonstrated the capability to respond to faults without 

relying on predefined threshold rules (Huang et al., 2019). These studies suggest that 
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DRL can strengthen the autonomy of ROCs and improve overall system stability under 

nonlinear and nonstationary operating conditions. 

Because the trial and the error of exploration can introduce risks in safety-critical envi-

ronments, recent research has placed increasing attention on the concept of safe rein-

forcement learning. This approach embeds safety directly into both the training and de-

ployment stages by incorporating mechanisms such as reward shaping, safety filters, 

constrained policy updates, and the inclusion of expert demonstrations. Contemporary 

surveys highlight the use of safe RL in frequency control, voltage regulation and mi-

crogrid management, with particular focus on integrating operational limits and safety 

constraints into the learning process itself (Bui et al., 2024; Yu et al., 2024). These tech-

niques are especially relevant for ROC-managed systems, where ensuring safe and relia-

ble operation remains an absolute requirement. 

 

Another active area of development is multi-agent reinforcement learning. The physical 

distribution of DERs and communication limitations motivate decentralised and coordi-

nated architectures. PowerNet is an example of a multi-agent DRL framework that coor-

dinates distributed generators using location-aware rewards and structured communi-

cation. This enables scalable team-based control across multiple sites, which is con-

sistent with ROC supervision of microgrid clusters and DER fleets (Chen et al., 2020). To 

support standardised evaluation, Recent surveys outline evaluation practices and stress-

testing protocols that expose agents to diverse operating conditions prior to deployment 

(Bui et al., 2024; Yu et al., 2024). 

 

In summary, DRL contributes to autonomy, safe RL ensures constraint-aware learning in 

safety-critical contexts, and multi-agent architectures provide scalability for geograph-

ically distributed assets. Together, these strands form a coherent basis for AI-based su-

pervisory control in ROC environments. They also inform the design of supervisory AI 

modules in Chapter 4, including policy adaptation under uncertainty and integration 

with MPC for runtime-assured decision-making. 
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2.3.3 Fault-Tolerant and Decentralized Control 

Autonomous power systems are increasingly distributed, which makes decentralised 

control and fault tolerance essential for stability and reliability, particularly under ROC 

supervision. Heavy reliance on central command structures brings several risks. These 

include communication delays, hardware failures, and cyber disturbances. To reduce 

such vulnerabilities, recent approaches shift more authority to local controllers. They 

also build resilience so that operation can continue even when part of the system fails. 

Decentralised control lets each subsystem act on its own measurements with only lim-

ited coordination. This improves both responsiveness and scalability, especially in sys-

tems with low inertia and variable energy supply. In these situations, decentralised de-

signs support real-time regulation and demand coordination without creating a single 

point of failure (Zahra & Singh, 2022; Ahsan et al., 2023). 

 

Industrial middleware provides practical examples of this concept, the Resilient Infor-

mation Architecture Platform for Smart Grid (RIAPS) offers resource monitoring, event 

management, and distributed fault detection across nodes. When a task or device fails, 

RIAPS performs local recovery actions. As a result, microgrid controllers and data-pro-

cessing tasks can keep operating even if individual components are lost (Ghosh et al., 

2020). Fault-tolerant control (FTC) contributes to performance preservation in the pres-

ence of sensor, communication, or actuator faults by detecting anomalies and reconfig-

uring control actions, for example, in the permanent-magnet machines, a detect-and-

reconfigure scheme was able to maintain stability under fault conditions. This technique 

is transferable to applications such as wind farms, offshore platforms, and remote sub-

stations, where high availability is critical (Hao, Li, & He, 2011). Complementary ap-

proaches based on consensus further enhance recovery. Combining wavelet analysis 

with local agreement protocols allows groups of generators to remain synchronised de-

spite sensor dropouts or communication failures, thereby reducing dependence on a 

central coordinator and exploiting device-to-device communication (Han, 2023). 
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From an architectural perspective, fault handling should be designed into communica-

tion middleware and control software from the outset. Beyond node-level resilience, 

system-level services also need to handle degradation detection, mode switching, and 

safe reconfiguration. The RIAPS platform again provides an example of this integration. 

It supports machine-learning modules and fault-diagnosis functions as core system com-

ponents (Ghosh et al., 2019). In ROC-managed deployments, these capabilities help local 

units maintain safe operation and continue exchanging critical state information even 

when higher layers are degraded or temporarily unreachable. 

Decentralised control, combined with explicit fault-tolerant mechanisms, allows scalable 

autonomy that can sustain safe operation during disturbances and partial failures. To-

gether with predictive and learning-based strategies, these methods form the mathe-

matical foundation for supervisory intelligence in ROC-managed systems. Their practical 

performance, however, it still depends on accurate state and parameter estimation, as 

well as careful management of model-plant mismatch and integration of predictive di-

agnostics. These factors create the motivation for adopting digital twin technologies, 

which are discussed further in Section 2.5. 

 

 

2.4 Communication and Integration Protocols 

Remote Operation Centres (ROCs) depend on communication infrastructures that can 

support real-time and secure data exchange across heterogeneous field devices and 

wide geographical areas. Legacy, centrally oriented links are often insufficient, as they 

do not provide the peer-to-peer interaction, rapid fault recovery, or interoperability re-

quired at scale. Modern deployments therefore integrate a range of standards, including 

OPC UA, IEC 61850, MQTT, Modbus, and CAN. Each is applied according to its role and 

layer within the system, with growing emphasis on decentralised and resilient commu-

nication (Tebekaemi & Wijesekera, 2018). 

In addition, recent studies emphasise that communication and control must be closely 

coupled to maintain stability under conditions of renewable variability and high levels of 

automation. Effective communication architectures therefore not only provide data 
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exchange but also enable dynamic coordination and robust supervisory control (Sajadi 

et al., 2019; Wang et al., 2022). 

 

 

2.4.1 Data plane and time base  

Several communication standards are applied in ROC-managed systems, each contrib-

uting specific capabilities at different layers of the architecture. OPC UA provides interop-

erable client-server and publish-subscribe communication patterns together with rich 

semantic data models. Companion specifications extend its use to smart-grid contexts 

and allow integration with IEC 61850-based environments (Tebekaemi & Wijesekera, 

2018; Wang et al., 2022). IEC 61850 itself defines substation object models in the form 

of logical nodes and supports time-critical messaging through GOOSE and Sampled Val-

ues. These mechanisms enable protection and control actions with response times be-

low four milliseconds and support progressive digital upgrades in utility environments 

(Rehtanz, 2003; Wang et al., 2022). 

 

MQTT provides a lightweight publish-subscribe transport that is particularly suited to 

constrained communication links in remote microgrids or isolated facilities. Although it 

lacks native semantic modelling, it can be integrated through middleware layers that 

supply the required data context (Sajadi et al., 2019). At the equipment edge, Modbus 

and CAN continue to be widely used for simple and robust signalling. In ROC deploy-

ments, these protocols are typically gatewayed into higher-level namespaces for interop-

erability across the wider system (Bumiller et al., 2010). According to latency measure-

ments by Mathiesen (2024), CAN and its extensions exhibit transmission delays from 

tens of microseconds up to several milliseconds, corresponding to a medium-to-high 

real-time performance classification in Table 4. 

A common time base for these heterogeneous communication channels is established 

elsewhere in the stack through synchronisation protocols such as Precision Time Proto-

col (PTP) or Network Time Protocol (NTP). This ensures coherent data fusion and reliable 

event correlation across system layers, as discussed in Section 2.2.3. 
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Table 4. Protocol Feature Comparison for ROC Applications 

Feature OPC UA IEC 61850 MQTT Modbus CAN 

Communica-

tion Model 

Client/Ser-

ver, 

Pub/Sub 

Event-driven, 

Client/Server 

Pub-

lish/Sub-

scribe 

Re-

quest/Res-

ponse 

Broad-

cast/Mes-

sage 

Semantic Data 

Modelling 

Yes Yes  No No No 

Real-Time Per-

formance 

Medium   High (<4 ms) Medium Low Medium-

High 

Interoperabi-

lity 

High High Medium Low–Me-

dium 

Low 

Resource Effi-

ciency (Edge) 

Medium Low High High High 

Native Security 

Features 

TLS/PKI IEC 62351 Basic None None 

 

Note. Real-time performance categories are derived from typical latency ranges ob-

served in industrial deployments. Latency classification for CAN protocols is based on 

measurements reported by Mathiesen (2024), where transmission delays ranged be-

tween approximately 70 µs and 7267 µs depending on frame type and network load. 

 

The information shown in Table 4 comes from a careful review of trusted sources in com-

munication and automation research. Features such as latency, support for data model-

ling, and performance at the edge level were compared based on findings from Tebek-

aemi & Wijesekera (2018), Rehtanz (2003), Sajadi et al. (2019), and Bumiller et al. (2010). 

The comparison shows that each protocol brings different strengths and challenges 

when used in real-time systems. It also points out that no single protocol works best for 

every task. Because of this, Remote Operation Centres (ROCs) benefit from using a lay-

ered mix of protocols that can work together across different parts of the system. 
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2.4.2 Data lifecycle and latency 

For ROC applications, communication infrastructures must be capable of scaling with 

plant size while remaining regulation-aware and closely integrated with control func-

tions (Sajadi et al., 2019; Wang et al., 2022). High- and low-frequency measurement 

streams from data acquisition units are normalised within an archive that applies con-

sistent schema and quality flags. In parallel, streaming channels provide timely data in-

gestion for analytics and decision-making. 

 

The end-to-end data path typically begins at the plant, passes through local control and 

acquisition systems, and proceeds to ROC ingestion services. From there, data are pro-

cessed in AI modules, validated, and subsequently dispatched as control actions. Percen-

tile latency and jitter targets are defined for each stage of this chain to ensure reliable 

timing performance. To maintain continuity during partial outages, modern designs in-

creasingly employ peer-to-peer communication paths that allow local subsystems to ex-

change critical information without relying solely on central coordination (Tebekaemi & 

Wijesekera, 2018). 

 

 

2.4.3 Cybersecurity Layers and Secure Interfaces 

In ROC-based autonomous power systems, communication infrastructures must meet 

strict cybersecurity requirements in addition to performance objectives. As edge devices, 

substations, and cloud platforms become interconnected, every interface constitutes a 

potential attack surface. Without layered protection, such systems remain exposed to 

unauthorised access, data manipulation, replay attempts, and denial-of-service attacks 

(Sajadi et al., 2019; Wang et al., 2022). 

OPC UA provides a structured security framework that includes Transport Layer Security 

(TLS) for encryption, certificate-based authentication using X.509 certificates, secure 
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session handling, and role-based access control. When configured correctly, these fea-

tures support compliance with IEC 62443 (Wang et al., 2022). Field experience, however, 

shows that weak configurations such as open endpoints or outdated cipher suites can 

reduce their effectiveness. This underlines the need for secure defaults and strict con-

figuration management in operational environments (Sajadi et al., 2019). 

In IEC 61850-based systems, protection is specified in the IEC 62351 standard. The frame-

work defines digital signatures, message authentication codes, and public-key infrastruc-

ture for key management. Network-level measures, including VLANs and zoning, are also 

used to separate critical substation traffic. These mechanisms help protect time-critical 

communication services such as GOOSE and Sampled Values, while still maintaining the 

sub-cycle performance needed for protection and control (Rehtanz, 2003). Even with 

these standards in place, insecure practices are still widespread. MQTT brokers are often 

deployed without authentication, and Modbus messages are still sent in clear text. OPC 

UA can also become a weak point if its security settings are left at default or incorrectly 

applied. In practice, the actual level of security depends more on configuration, mainte-

nance, and update discipline than on the protocol’s built-in capabilities (Bumiller et al., 

2010; Sajadi et al., 2019; Wang et al., 2022). 

 

To include intrusion detection systems tailored to Modbus, MQTT, and GOOSE traffic; 

one-way gateways or data diodes to separate critical assets from internet-facing seg-

ments; and micro-segmentation aligned with ISA/IEC 62443. Together, these measures 

reduce both the likelihood and the impact of cyberattacks and strengthen the resilience 

of communication infrastructures in distributed autonomous power systems. 

 

 

2.5 Digital Twins and Predictive Diagnostics 

Digital twins (DTs) are real-time, virtual counterparts of plant subsystems that are able 

to anticipate future behaviour and reflect the evolving physical state. They could also 

ingest time-aligned system measurements to adapt and modify themselves . In ROC-su-

pervised autonomous power plants, DTs underpin three core functions: Predictory 
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support, where the DT estimates the variables for which there are not sensors; supervi-

sory support for control, where the twin supplies fast predictions to assist set-point se-

lection and constraint handling; and predictive diagnostics, where the twin tracks deg-

radation, detects incipient faults, and informs maintenance and risk-aware operation. 

Industrial studies consistently argue that future power facilities will require a robust DT 

architecture to achieve high reliability, availability, and maintainability at lower lifecycle 

cost (Sleiti, 2022). Within such an architecture, hybrid DT approaches fuse physics-based 

structure with data-driven learning to predict performance degradation more accurately 

than either method alone (Hartmann et al., 2021). 

 

From a diagnostics point of view DTs make it possible to keep continuous,  watch over 

system behaviour, and give practical insight for detecting faults and tracing their root 

causes. This is achieved by maintaining a real-time reflection of the system’s dynamic 

state (Pasupuleti, 2025). Examples from different industrial sectors show how this 

works in practice. In thermal power plants, for instance, turbine-rotor twins demon-

strate abilities in virtual monitoring, physical-state tracking, and predicting abnormal 

operating conditions for critical assets (Li et al., 2022). 

At a larger scale, plant-level decision-support systems that integrate DTs with machine 

learning have been proposed to forecast operational trends and deviations in engine-

based thermal facilities. These systems improve operator awareness and allow timely 

actions before failures develop (Pasupuleti, 2025). Meanwhile, studies from the wind-

energy sector point to a growing maturity in predictive DTs that merge physics-based, 

data-driven, and hybrid modelling methods to support operation and maintenance. Al-

together, these developments show a convergence of modelling approaches that can 

serve different types of generation technologies (Sleiti et al., 2022). 

 

Meeting ROC timing requirements demands execution-efficient twins. Model-order re-

duction (MOR) is widely recognised as a key enabling technology. By projecting high-
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fidelity models onto reduced spaces, MOR accelerates simulation while preserving pre-

dictive accuracy to a degree sufficient for online supervision and control. This makes ap-

plications feasible that would otherwise be constrained by computational cost (Hart-

mann et al., 2021). In practice, reduced-order or surrogate twins provide short-horizon 

predictions for supervisory control, while higher-fidelity counterparts operate asynchro-

nously for validation and policy improvement, an arrangement consistent with the multi-

tier execution used elsewhere in this thesis. 

 

 

2.5.1 Digital Twin-as-Observer and Predictor for Model Predictive Control (MPC) 

In supervisory control architectures, the digital twin can extend beyond its role as a sim-

ulation tool to act as a real-time observer for unmeasured variables. These both could 

serve as system-states estimator for Model Predictive Control (MPC). In this configura-

tion, the twin continuously estimates both the system state vector Xk and key parame-

ters of the physical plant, providing the optimiser with plant-consistent information at 

every control interval. This directly addresses one of the core challenges of MPC: main-

taining alignment between the predictive model and the evolving, uncertain dynamics 

of the plant. y reducing model and plant mismatch, observer-based digital twins improve 

constraint handling and raise the accuracy of short-horizon predictions. Built on estab-

lished MPC frameworks (Rawlings et al., 2020), digital twins act as real-time observers 

that rebuild hidden states and parameters when direct measurements are limited or un-

reliable. This improves predictive control under uncertain or changing plant conditions. 

Traditional estimation methods such as Kalman filtering and moving-horizon estimation 

offer structured ways to estimate internal states, but they are often limited by model 

mismatch, unmeasured dynamics, and sensitivity to noise. 

Digital twins extend these methods by combining physics-based models with data-driven 

updates. This hybrid gray-box idea allows the model to stay aligned with live operational 

data. In this role, the twin works as a virtual sensor and at the same time adjusts its 

estimation accuracy when operating conditions change. Arulampalam et al. (2002) high-

light the use of Bayesian filtering techniques, including EKF, UKF, and particle filters, for 
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reconstructing nonlinear and noisy state variables. Zhang and Liu (2019) show that com-

bining EKF with MHE improves robustness under multi-rate sampling and measurement 

noise. These studies confirm the role of digital twins as observers that provide MPC with 

steady and timely state estimates in uncertain environments. 

 

The architectural role of digital twins as observers can also be seen in the wider system 

where they operate. Figure 2 shows a digital twin framework adapted from ABB (ABB, 

2020). In it, simulation, information, and machine-learning models are linked with real-

time data streams, enterprise systems, and the Asset Administration Shell (AAS). Within 

this structure, the twin works as a hub for state and parameter estimation. It uses inputs 

from devices, installed base records, and master data. The AAS provides standardised 

links between the twin and supervisory or external systems, keeping consistency across 

the asset lifecycle.  

 

This setup underlines the observer function. By combining different model views with 

operational data, the twin gives MPC accurate and timely estimates of unmeasured 

states and slowly changing parameters. In ROC-managed systems, this ensures that ob-

server-based control is built into a scalable and interoperable environment rather than 

developed in isolation. Even with these advances, challenges remain for ROC-focused 

systems. Twin observers need to merge data streams that arrive at different rates, which 

calls for reliable multi-rate sensor fusion. Their performance must also be tested under 

real edge-fog latency, since communication delays can affect how quickly estimation re-

sults are delivered. Handling these issues is important for using observer-based twins in 

autonomous power systems, where supervisory MPC depends on fast, accurate, and 

consistent state reconstruction. 
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Figure 2. Digital twin framework integrating multi-model data through the Asset Admin-
istration; The digital twin: From hype to reality (ABB, 2020) 

 

2.5.2 Twin-in-the-Loop Model Predictive Control 

Digital twins can also be integrated directly into the optimisation loop of Model Predic-

tive Control (MPC), where they act as surrogate models for rapid trajectory prediction. 

This twin-in-the-loop approach allows the MPC to evaluate candidate control actions 

across the full prediction horizon without relying on computationally intensive simula-

tion at each step. 

A practical implementation of this concept is the Time Series Dense Encoder (TiDE) neu-

ral network, trained offline as a multivariate surrogate for plant dynamics. Once embed-

ded in the control loop, the TiDE model produces complete state trajectories in a single 

forward pass, supporting fast multi-step forecasting. In a Directed Energy Deposition 

(DED) application, this setup improved temperature regulation, reduced signal oscilla-

tions, and lowered defect rates when compared to conventional PID controllers, while 

still maintaining the required geometric and quality specifications (Chen et al., 2025; Das 

et al., 2023). 
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Comparable outcomes have been reported in related process industries. Karkaria et al. 

(2024) used LSTM-based models to predict temperature in real time during additive 

manufacturing, enabling dynamic adjustment of laser power. Similarly, Karkaria et al. 

(2024) developed surrogate twins based on multi-physical simulation data and Neural 

ODEs, achieving faster-than-real-time forecasting suitable for MPC embedding (Karkaria 

et al., 2024). These examples show that surrogate models can reduce computational load 

while preserving the level of prediction accuracy required for supervisory control. 

However, the use of surrogate twins presents several challenges. Prediction accuracy 

may deteriorate under conditions not represented in the training data. To maintain 

model relevance, ongoing data collection and periodic retraining or online adaptation 

are required, especially in systems with non-stationary dynamics. 

 

When applied in this configuration, twin-in-the-loop architectures support predictive op-

timisation within the time constraints typical of ROC-managed environments. By embed-

ding efficient data-driven models such as TiDE, LSTM networks, or Neural ODEs into the 

MPC framework, it becomes possible to execute real-time control decisions without 

compromising on prediction depth or constraint handling. 
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Figure 3. System overview of Twin-in-the-Loop MPC framework using a Time Series 
Dense Encoder (TiDE) as a digital twin surrogate for Directed Energy Deposi-
tion (Chen et al., 2025; Das et al., 2023). 

 

 

2.5.3 Hybrid Health Modeling Twin for MPC Constraint Management 

The raising of distribution of autonomous power systems calls for control strategies 

that combine decentralisation and fault tolerance to maintain stable and reliable oper-

ation. Relying too much on centralised command structures brings several points of 

vulnerability, with communication delays, hardware problems or cyber incidents can 

easily interrupt system operation and cause wider disturbances, to limit these risks and 

newer control architectures move toward decentralised layouts that include local 

fault-handling and recovery functions. This setup makes it possible for the system to 

keep running even when some parts fail or drop offline. 

In a decentralised arrangement each subsystem acts on its own local measurements 

while exchanging limited coordination data through distributed communication layers. 

With this structure enhances the responsiveness and scalability, and is particularly val-

uable in systems with a high share of renewable generation. Dörfler et al. (2019) 

demonstrated that decentralised coordination could support overall stability under 
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low-inertia and variable-demand conditions. The Resilient Information Architecture 

Platform for Smart Grid (RIAPS) applies these principles in practice, providing runtime 

monitoring, event management, and distributed fault detection across nodes (Ghosh 

et al., 2020). Such implementations illustrate how distributed autonomy strengthens 

resilience in modular energy environments. 

The Fault-tolerant control (FTC) complements decentralisation by monitoring and 

maintaining the acceptable performance in the presence of component or communica-

tion faults. Hao et al. (2011) demonstrated that adaptive reconfiguration in perma-

nent-magnet motor drives can preserve system stability following fault detection. Con-

sensus-based designs extend this idea further. Han (2023) showed that generator 

groups can stay synchronised using wavelet-based signal analysis and local consensus, 

which reduces dependency on a central coordinator. The results underline the im-

portance of embedding redundancy and to adaptive recovery within the overall con-

trol architecture. 

At the system level, decentralisation and fault tolerance must also be supported 

through middleware and supervisory functions. Integrating diagnostic and recovery 

routines directly within the communication stack allows operation to continue even 

when upper layers are degraded. RIAPS provides such functionality by supporting mod-

ular inclusion of anomaly-detection and machine-learning components within local 

nodes (Ghosh et al., 2019). This is particularly important in ROC-managed environ-

ments, where situational awareness and operational continuity depend on resilient 

performance across all layers of the system. 
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Figure 4. Simplified technical architecture of the D-Hydroflex turbine digital twin at Wały 
Śląskie Hydroelectric Power Plant (Machalski et al., 2025). 

 

 

2.5.4 Reduced-Order Real-Time Twin for MPC Feasibility 

One of the key challenges in using digital twins for real-time supervisory control is man-

aging their computational requirements. While high-fidelity models can simulate system 

behaviour with high accuracy, they are typically too slow to meet the time constraints 

of predictive control. To address this, reduced-order modelling (ROM) techniques are 

used to simplify complex models into more efficient forms that still capture the domi-

nant dynamics of the system. 

 

Several established methods are used to generate ROMs. Proper Orthogonal Decompo-

sition (POD) identifies the most significant patterns in the system response to create a 

simplified model. The Iterative Rational Krylov Algorithm (IRKA) maintains frequency-

domain accuracy while reducing the system order. Balanced state reduction techniques 
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further condense the model by retaining only those states that contribute most to con-

trol performance. These approaches enable reduced models that can operate faster 

than real time (RTF < 1), allowing predictive controllers to simulate multiple future tra-

jectories within the available execution window (Lorenzetti et al., 2020; Hartmann et al., 

2021). 

 

When integrated into Model Predictive Control (MPC), ROMs improve constraint han-

dling and prediction capabilities while keeping computation times within acceptable lim-

its. However, reduced models may lose accuracy when the system enters operating re-

gions that were not well represented in the training data. To mitigate this issue, hybrid 

approaches combine reduced-order models (ROMs) with anomaly detection and 

fallback procedures, when the ROM output deviates beyond a defined threshold, the 

system can revert to a full-order model or initiate a re-identification process until the 

reduced model is once again synchronised with real system behaviour. This concept has 

already been demonstrated in industrial applications. Siemens` Simcenter platform, for 

instance, employs executable digital twins (xDTs) that integrate ROMs directly into real-

time control environments (Siemens, 2023). The  presented models operate with limited 

sensor inputs and provide simulation along with diagnostic and optimisation capabilities 

in real time. In one reported case, a reduced-order neural network model was applied 

to predict air-conditioning performance within a vehicle cabin. The model achieved 

rapid computation while maintaining the necessary predictive accuracy. These examples 

indicate that ROM-based digital twins are not limited to research studies but are practi-

cal tools for operational control settings as well. Within the context of the Remote Op-

eration Centre (ROC), this layered modelling strategy holds clear practical importance. 

Full-order twins can be located in the cloud, where they support offline diagnostics, AI 

model training, and fleet-level performance analysis. Reduced-order models, on the 

other hand, are implemented at the edge and fog layers to provide fast and determinis-

tic control responses ROM-based digital twins as a key element within the ROC’s super-

visory framework, which is described further in Chapter 4. 
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3 Laboratory Infrastructure and Suitability for ROC Develop-

ment 

 

 

3.1 Engine and Auxiliary Systems: EPS Laboratory Platform 

The Efficient Powertrain Solutions (EPS) Laboratory at the University of Vaasa provides 

a dedicated environment for research on combustion and hybrid powertrain systems 

under realistic operating conditions, at the centre of the facility is a medium-speed 

Wärtsilä 4L20 multifuel engine, capable of producing approximately 800 kW of mechan-

ical power at maximum load. The engine is connected to a 1200 kW ABB generator 

through a frequency converter and a 2 MVA transformer rated at 690 V/20 kV, which 

allows to both grid-connected and islanded modes of operation. This setup offers the 

flexibility to investigate system behaviour under various load profiles and grid-interac-

tion scenarios. The main technical specifications of the Wärtsilä 4L20 engine are listed 

in Table 5. 

 

Table 5. Wärtsilä 4L20 engine specifications (Valkjärvi, 2022). 

 

The laboratory has auxiliary subsystems for fuel delivery, cooling, lubrication, and emis-

sion control. These make it possible to carry out experiments with different fuels and 

combustion strategies. Hybridisation studies are supported by a battery energy storage 

system (BESS) that can run together with the engine or on its own, allowing both 
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transient and steady-state operation. This setup gives a way to study load sharing, ther-

mal efficiency improvement, and emission reduction. Wide sensor network forms the 

base of the laboratory`s measurement system, it includes thermocouples, pressure 

transducers, flow meters, emission analysers and vibration sensors, that they provide 

detailed data on combustion, thermal, and mechanical behaviour. Data are collected 

using modular Dewesoft data acquisition (DAQ) units, which support high sampling rates 

and crank-angle-resolved acquisition. Deterministic real-time control is achieved with a 

Speedgoat rapid control prototyping system, while supervisory monitoring is carried out 

through a SCADA environment. Together, these tools allow simultaneous low-latency 

feedback control and higher-level monitoring, ensuring coherence between experi-

mental data and supervisory analytics. 

 

The laboratory currently supports both manual and semi-automated operation. Its mod-

ular instrumentation and flexible control structure, however, make it well suited for ex-

tending into advanced communication technologies, cloud-based analytics, and AI-

driven supervisory modules. In this way, the EPS laboratory provides a robust foundation 

for developing and validating Remote Operation Centre (ROC) functions in the study of 

autonomous power plants. 

 

 

3.2 Current Control and Automation Topology 

EPS Laboratory at the University of Vaasa, there a layered control and automation setup 

is used to manage both manual and automated operation of a hybrid power platform 

built around the Wärtsilä 4L20 medium-speed engine. The system is built for real-time 

testing, development of control strategies and system-level diagnostics in hybrid energy 

applications, this section describes the setup through its main parts, including control 

structure, data acquisition, communication protocols, supervisory automation and digi-

tal twin integration.. 
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3.2.1 Control Hierarchy and System Components 

The automation system in EPS Laboratory is organised around two main platforms, 

consisting of a Speedgoat real-time target machine and a network of programmable 

logic controllers (PLCs). This structure follows the established design principles of the 

Vaasa Energy Business Innovation Centre (VEBIC), where experimental flexibility is 

combined with a strong focus on safety management (Mikulski et al., 2025). 

Speedgoat platform functions is the computational core of the setup supporting both 

model-in-the-loop (MiL) and hardware-in-the-loop (HiL) simulations, through full inte-

gration with MATLAB/Simulink, that what enables the implementation of control-ori-

ented models for engine and hybrid powertrain studies. As demonstrated by McBreen 

(2024), hard real-time operation was achieved on a Speedgoat Mobile target machine 

at sample rate equivalents of 14 crank-angle degrees (CAD) for the standalone engine 

model and 18 CAD for the combined electrical and engine configuration, then can be 

the performance levels confirm that the platform is capable of running computation-

ally intensive simulations under real-time constraints, while maintaining sufficient fi-

delity for control and system-level testing 1000 RPM. These sampling intervals are 

providing a sufficient precision for crank-angle-resolved analysis are routinely applied 

in EPS experiments. The PLC network complements this by managing auxiliary subsys-

tems and carrying out safety-critical functions. These tasks include control of lubrica-

tion, cooling, and fuel delivery, as well as the execution of emergency shutdown rou-

tines. Valkjärvi (2022) notes that the PLCs communicate with external equipment 

through Modbus TCP/IP alongside standard analogue and digital I/O, ensuring deter-

ministic operation of protection functions independently of experimental control pro-

cesses. 

 

A centralised supervisory framework integrates the two platforms, linking Speedgoat-

based simulation and real-time control with the process and safety routines imple-

mented by the PLCs. This architecture provides a stable basis for experimental work 
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while also positioning EPS and VEBIC as national research platforms supporting the de-

velopment of hybrid propulsion technologies and clean energy systems (Mikulski et al., 

2025). 

 

3.2.2 Data Acquisition and Synchronization 

EPS Laboratory uses a dual-path for data acquisition to setup that collects both high-

frequency combustion data and lower-frequency process signals. High-frequency 

measurements are taken with a Dewesoft SIRIUS system which records crank-angle re-

solved signals at 0.1 CAD resolution by using a Kistler encoder. The sampling rate can 

reach 100 kHz. This setup makes it possible to analyse combustion in detail by provid-

ing in-cylinder pressure traces, ignition timing, and vibration data (Hautala et al., 2022; 

Valkjärvi, 2022). Lower-frequency data includes a temperature values with emission 

levels, and supervisory feedback, these are sampled at 6 CAD with the Speedgoat real-

time target system and CANape software, then the signals give information about ther-

mal behaviour and control dynamics which are used for model validation and control-

ler development (McBreen, 2024). Synchronisation between the two data paths is 

done through crank-angle referencing or real-time clock alignment so that results from 

combustion, thermal, and emission domains can be compared. 

Data are stored on dedicated PCs during measurements, and backup copies are kept 

on separate hard drives in the laboratory. Version control for datasets and model set-

ups is handled through a BitBucket repository, which helps maintain traceability and 

consistent data management between experiments. 

 

 

3.2.3 Automation, and Communication Architecture and SCADA Integration 

The communication and supervisory automation system at the EPS Laboratory has 

been developed to support both modern and legacy equipment in one hybrid testing 

environment. The main design idea has been to keep data transfer deterministic for 
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control-critical functions while still allowing flexibility for experimental instruments 

and remote operation, at the device level, the laboratory combines conventional ana-

logue interfaces (4-20 mA and 0-10 V) analogue signal to serial bus converters RS-232 

and RS-485 serial connections. This mix provides compatibility with the wide range of 

analysers and precision instruments that form part of the test cell instrumentation 

(Valkjärvi, 2022; Hautala et al., 2022). At the controller level, data exchange relies pri-

marily on Modbus TCP/IP and CAN bus. Both have been validated in previous VEBIC 

campaigns, where they were shown to provide deterministic and reliable communica-

tion between the Speedgoat real-time target, the PLC network, and auxiliary subsys-

tems under real-time constraints (Valkjärvi, 2022). Supervisory functionality is provided 

by a SCADA system, which aggregates process data from the engine, generator, and 

battery subsystems into a single human–machine interface (HMI). This environment al-

lows continuous monitoring of process variables and integrates alarm handling, fault 

logging, and protective interlocks. Automated test procedures can be executed through 

parameter-based scripting, while embedded PID controllers regulate essential process 

parameters such as fuel pressure and coolant temperature (Hautala et al., 2022). 

 

In addition, the laboratory supports remote access through ABB software and CANape 

tools. These enable parameter tuning, control adjustments, and diagnostic activities to 

be carried out from outside the test cell. Such capability reflects the broader VEBIC vision 

of developing remote operation and hybrid system validation, positioning the EPS labor-

atory as a national platform for advancing clean propulsion research (Mikulski et al., 

2025). 

 

 

3.2.4 Integration with Digital Twin and Simulation Frameworks 

The EPS laboratory enables the development and validation of digital twin models that 

are directly connected to the experimental infrastructure. These twins are implemented 

as one-dimensional flow and system-level models of the Wärtsilä 4L20 engine and its 
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hybrid subsystems in MATLAB/Simulink, and are deployed to the Speedgoat real-time 

target for hardware-in-the-loop (HiL) operation (McBreen, 2024). 

In HiL experiments, the digital twin communicates in real time with sensors and actua-

tors in the testbed, linking simulated states with measured signals. McBreen (2024) was 

able to meet hard real-time requirements on a Speedgoat Mobile target machine at sam-

ple rate equivalents for 14 CAD for an engine model and 18 CAD for a combined electrical 

and engine model, both at 1000 RPM. Comparison with measured cylinder pressure 

traces confirmed that these resolutions capture combustion pressure rise and transient 

load changes with sufficient accuracy. These results show that crank-angle resolved con-

trol strategies can be evaluated under realistic conditions in the EPS laboratory. 

 

The work further demonstrates that physics-based one-dimensional models can be ap-

plied in real-time simulation. As described by McBreen (2024), this bridges the gap be-

tween detailed offline simulations and models that are computationally feasible for MiL 

and HiL applications. Earlier studies at VEBIC reached similar conclusions, showing that 

reduced-order models calibrated against experimental data can provide predictive capa-

bility for Reactivity-Controlled Compression Ignition (RCCI) control research (Hautala et 

al., 2022; Valkjärvi, 2022). 

 

Through the integration of experimental systems and real-time simulation, the EPS La-

boratory offers a complete platform for controller validation and digital twin-assisted 

studies. According to Mikulski et al. (2025)  the facility plays an important role in research 

on hybridisation, supervisory control intelligence, and the development of Remote Op-

eration Centre (ROC) functions 

 

3.3 Data Lifecycle and Workflow in the EPS Laboratory 

The EPS Laboratory at the University of Vaasa has a data management system that en-

sures reliable handling of experimental and control signals, the system is used for real-

time control validation, measurement analysis, and for developing automated diagnos-

tics for hybrid power systems. Data management follows a clear sequence that starts 
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with signal an acquisition and preprocessing and continues to storage and analysis. 

During acquisition, then sensor and control data are checked for signal quality and cali-

brated according to predefined parameters. The processed data are stored on a cen-

tral server, where each measurement is organised by test campaign and date. This ar-

rangement makes it possible to compare results between experiments and provides 

traceable documentation for all laboratory measurements. 

 

 

3.3.1 Data Acquisition and Sampling Strategy 

The data collection setup in the EPS Laboratory is divided into two streams. One han-

dles high-speed signals, and the other focuses on slower, system-wide measurements. 

This separation makes it possible to capture both the fast combustion events and the 

slower processes happening in the hybrid system. The high-speed side are collecting 

signals in-cylinder pressure, crankshaft angle, injector current and valve timing. Rec-

ords at 0.1 crank angle degree (CAD) resolution by using encoders and piezoelectric 

sensors, to having this level of detail is important for studying advanced combustion 

modes like Reactivity-Controlled Compression Ignition (RCCI) and dual-fuel operation 

(McBreen, 2024). The lower-speed stream records values like temperature, exhaust 

gas concentration, intake air conditions, and battery system feedback. Sampling rates 

of up to 6 CAD are used, which is sufficient for system monitoring, diagnostics, and en-

ergy flow analysis (Valkjärvi, 2022). 

Both streams can keep in sync in the system relies on hardware-based timing, signals 

that depending on crank angle are matched with encoder pulses, while in time-based 

signals follow the shared system clock. This alignment allows data from both streams 

to be analysed together and helps in identifying short-term changes and verifying con-

trol performance. 
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3.3.2 Calibration and Preprocessing Pipeline 

Calibration is an essential part of making sure that all measurements are accurate, and 

can be repeated, before each test campaign and the laboratory performs systematic 

calibration routines for all sensors and actuators involved. For instance, the Gas Valve 

Unit (GVU) runs automated sequences that check for leaks and carry out purge cycles. 

These actions confirm that the valves are working properly and help maintain opera-

tional safety. Instruments such as the Fourier-transform infrared (FTIR) spectrometer 

and the chemiluminescence detector (CLD) are calibrated using zero and span checks 

with certified reference gases (Valkjärvi, 2022). Analog input channels on the Dewesoft 

modules and the Speedgoat systems are verified with precise voltage standards that 

are available in the lab. 

After calibration the raw data goes through preprocessing, this includes normalising 

signals, aligning units, and resampling when necessary. MATLAB scripts and CANape 

preprocessors are used to convert the collected measurements into structured for-

mats. These steps make sure that the next stages, whether in control development or 

machine-learning analysis, are based on reliable and clean data (McBreen, 2024). 

 

 

3.3.3 Data Storage and Retention Architecture 

The EPS Laboratory uses a layered data storage approach to keep experimental results 

accurate and easy to access, during each test run, measurement data are first stored 

on local computers that are directly connected to the acquisition systems. DewesoftX 

is used for crank-angle, resolved combustion signals, CANape for controller interfacing 

and calibration, and Calcmet for exhaust gas analysis, to maintain consistency between 

measurements, high- and low-frequency data streams are aligned in time using either 

crank-angle referencing or shared system clocks (Valkjärvi, 2022; Hautala et al., 2022). 
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After each session, the recorded files are copied to external drives that act as offline 

backups. This redundancy protects against possible hardware faults or operator mis-

takes. Before the data are archived, basic validation checks are done to make sure the 

files are complete and correctly transferred. 

 

For long-term storage and shared work, some datasets and post-processing scripts are 

uploaded to a BitBucket repository that is managed together with Wärtsilä’s R&D team. 

The repository keeps version control for files and scripts and makes it easier to develop 

models and study hybrid systems in a shared research setting. 

With the mix of local storage, backup drives, and version-controlled repositories, the 

EPS Laboratory keeps a reliable way to manage data. This setup protects experimental 

results and supports ongoing work in digital twin validation and ROC development. 

 

 

3.3.4 Post-Processing and Feature Extraction 

Post-processing routines in the EPS Laboratory turn raw measurement signals into use-

ful features that can be used in diagnostics, control tuning and model development. In 

the combustion analysis, cycle-based metrics such as Indicated Mean Effective Pres-

sure (IMEP), the crank angle at 50% heat release (CA50), and the Rate of Heat Release 

(ROHR) are calculated from in-cylinder pressure data. These values are taken by using 

the Dewesoft combustion analysis module, where baseline corrections and phasing are 

referenced to crank-angle measurements to keep results consistent under different 

operating conditions (Valkjärvi, 2022). 

Vibration signals are analysed in the frequency domain an most often using Fast Fou-

rier Transform (FFT) methods, to detect spectral shifts that show how the rotating 

parts behave. This approach has been used in EPS and VEBIC test campaigns as part of 

condition monitoring and mechanical fault detection work (Hautala et al., 2022; 

Valkjärvi, 2022), the mission data are corrected for time delay and filtered using rolling 
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averages to make the signals stable for supervision and compliance studies. These cor-

rections also allow the data to be aligned with combustion results when doing com-

bined analysis (Valkjärvi, 2022). 

 

For data-driven studies, curated datasets are prepared to support machine learning ap-

plications. Cleaned and labelled signals have been used in fault classification, thermal 

limit estimation, and digital twin validation. Data preparation routines are implemented 

in Python (Pandas, SciPy) and MATLAB, with workflows developed in collaboration with 

Wärtsilä’s R&D teams to support joint experimental and modelling tasks (McBreen, 

2024). 

 

 

3.3.5 Remote Access and Workflow Automation 

To support activities similar to those in Remote Operation Centres, the EPS Laboratory 

includes tools for remote system access and test automation. These features are de-

signed to enable around-the-clock operation and fast diagnostic feedback. Secure VPN 

connections provide external access to Speedgoat real-time units and ABB PLCs, allow-

ing parameter tuning, system diagnostics, and monitoring tasks to be performed with-

out the need for on-site presence (Valkjärvi, 2022). This capability extends the flexibility 

of the testbed and supports collaborative use across research teams. Test operations in 

the EPS Laboratory are managed through automation scripts written in MATLAB and Py-

thon. These scripts handle setpoint adjustments, check safety conditions, record meas-

urements, and log any abnormal events, all routines are stored in a version-controlled 

repository, which allows collaborative development and ensures full traceability of every 

experimental campaign (Hautala et al., 2022; McBreen, 2024). The collected data are 

also available through structured APIs that follow the interoperability guidelines from 

the National Institute of Standards and Technology (NIST, 2017). These interfaces make 

it possible to connect directly with co-simulation tools, digital twin models, and larger 

data platforms.  
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The remote and automated features increase the EPS Laboratory’s ability to run unat-

tended test campaigns, carry out remote troubleshooting, and perform model-based 

optimisation. In this way, the setup supports the wider goals of VEBIC as a national plat-

form for digital twin development and remote operation research (Mikulski et al., 2025). 

Overall, the EPS Laboratory operates in a semi-automated mode with supervisory 

monitoring and remote access. This configuration provides a dependable foundation 

for experimental work, although the system still relies on operator supervision during 

active testing. In its current form, the facility can be characterised as pre-autonomous, 

offering a foundation for future development toward ROC-ready operation. 
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4 ROC Vision 

 

4.1  Functional Requirements of the Proposed ROC 

ROC is expected to provide the supervisory functions that make autonomous plant op-

eration safe and dependable. These functions can be divided into three main groups of 

requirements. The first group relates to supervisory intelligence. In this area, Model 

Predictive Control (MPC) should be used together with Reinforcement Learning (RL) 

and supported by a digital twin, together, with these tools allow optimisation tasks to 

be carried out while maintaining adaptability and awareness of the system’s condition. 

The second group relates to communication. In order to avoid interruptions or incon-

sistencies, data exchange has to be secured with time-synchronised and interoperable 

standards. Examples of such protocols include PTP, NTP, OPC UA, MQTT, and IEC 

61850. The third group focuses on the human operator. Clear and explainable outputs 

are needed to maintain trust in the system, predictive alarm handling is required to re-

duce unnecessary reactions, and authority transfer should follow a staged procedure 

rather than an abrupt change. These requirements, taken as a whole, provide the 

framework for the control hierarchy, the artificial intelligence modules, and the sup-

porting data architecture presented in the next sections. 

 

4.1.1 Supervisory Intelligence (MPC, RL, DT) 

The supervisory function of the ROC needs to go beyond traditional SCADA-type moni-

toring and deterministic control. It must include advanced control intelligence that can 

handle constraints, adapt control policies, and predict system behaviour. Model Pre-

dictive Control (MPC) provides the basis for supervisory optimisation because it allows 

multi-variable, horizon-based optimisation problems to be formulated while taking 

process limits into account and reducing operational costs or other objectives (Qin & 

Badgwell, 2003). Industrial applications have already shown that MPC can be scaled to 
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complex systems and used in a wide range of process environments, for complex en-

ergy systems where efficiency, emissions, and equipment degradation must be bal-

anced (Rawlings et al., 2020). EPS laboratory context, the MPC provides a structured 

means of coordinating engine, converter, and battery energy storage interactions at su-

pervisory timescales (0.5-5 s), complementing the deterministic 1–10 ms loops exe-

cuted by Speedgoat RT controllers and PLCs described in Chapter 3. 

While MPC ensures constraint satisfaction, it remains limited in handling unmodeled dy-

namics and rapidly changing operational regimes. Reinforcement Learning (RL) provides 

an adaptive element by allowing the ROC to learn control policies in conditions of uncer-

tainty and partial observability, as noted in control-oriented research on safe RL (Yu et 

al., 2024). The ability of RL to build, an adaptive supervisory strategies has been im-

proved through its recent integration, by using nonlinear MPC and digital twin environ-

ments, these combinations make it possible to handle the constraints under uncertainty 

in more flexible way (Zhang et al., 2021; Yu et al., 2024). In this hybrid setup, RL produces 

candidate control policies that are then checked and refined through MPC to ensure 

safety while keeping adaptability. 

 

 Digital twin (DT) has included to complete this supervisory structure. The twin provides 

a continuously updated model that helps with state estimation, surrogate prediction, 

and system health tracking. Digital twins have been shown to improve both observability 

and prediction range, especially when trained together with RL agents (Hartmann et al., 

2021; Lorenzetti et al., 2020). While in ROC, the DT is expected to act as an observer for 

unmeasured states such as combustion dynamics, a surrogate model for fast MPC opti-

misation, and a prognostic tool for including Remaining Useful Life (RUL) estimates in 

supervisory decisions. Together, MPC, RL, and DT form the base of supervisory intelli-

gence for autonomous ROC operation, creating a balance between predictability, adapt-

ability, and health awareness that conventional supervisory systems lack. 
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4.1.2 Reliable and Secure Communication (PTP/NTP, OPC UA, MQTT) 

The effectiveness of supervisory intelligence in the ROC depends on reliable, time-syn-

chronized, and secure communication across all plant layers, PTP standardized in IEEE 

1588 and IEC C37.238 can enable sub-microsecond synchronization of distributed meas-

urements and has been validated in both microgrid and remote operation testbeds (Eid-

son, 2006; ABB, 2015; Zhang & Liu, 2019). With regard to slower supervisory data 

streams, Network Time Protocol (NTP) gives enough accuracy to keep operator logs, 

alarms, and decision records consistent. In the EPS Laboratory, where crank-angle-re-

solved engine data are combined with low-frequency SCADA signals, the use of both PTP 

and NTP is needed to maintain time coherence between local control functions and su-

pervisory analytics, as described in Chapter 3. While the Communication protocols also 

have to support interoperability and scalability. OPC Unified Architecture (OPC UA) pro-

vides a structured, model-based way to represent process data, which allows the ROC to 

connect different subsystems under one supervisory layer (Wang et al., 2022). At the 

same time, MQTT offers a lightweight publish–subscribe setup that works well for event-

driven messages such as alarms or state changes, and it has been shown to fit systems 

with limited device resources (Gupta et al., 2023). In industry, the two are often used 

together: OPC UA keeps the meaning and structure of the data clear, while MQTT makes 

event transmission fast and scalable. 

 

At present, the EPS Laboratory mainly uses Dewesoft DAQ and Modbus/CAN connec-

tions. Moving toward ROC readiness, the system will need to include OPC UA and MQTT 

with PTP and NTP time synchronisation. This integration will make data flows between 

local controllers and supervisory AI modules both consistent and secure. 

 

 

4.1.3 Operator Support (Explainability, Alarms, Trust in Automation) 

 Higher levels of autonomy that are added to ROC operations did not cover the needs to 

Human interference, while still the human operators play an essential role in supervisory 
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decision-making, studies in human factors show that in systems with high automation, 

operators can become out of the loop, which often leads to lower alertness and slower 

or less effective reactions when abnormal events occur (Mooneyham & Schooler, 2013). 

This issue is especially relevant to remote or autonomous systems, where situational 

awareness is already limited and recovery actions are harder to perform. 

 

For this reason, ROC functions is needed to include explainability features in their super-

visory AI outputs, the recommendations produced by reinforcement learning and model 

predictive control should be shown with clear and understandable explanations, for ex-

ample by identifying the main input features or the reasoning that leads to a certain 

action, while this helps operators follow how the system reaches its conclusions and ver-

ify that its proposals make sense. Alarm handling also needs to move beyond the simple 

threshold-based systems still used in many EPS operations. Predictive and prioritised 

alarms can reduce unnecessary alerts, make information clearer, and help operators 

keep focus during demanding conditions. 

 

An Experience from industrial remote operation shows that the goal should be to sup-

port operators, not replace them. A staged transfer of authority, moving from Observe 

to Advise, then to Constrained Execute, and finally to Autonomous Execute, gives a con-

trolled way to shift responsibility between human operators and the automation system 

(DNV, 2022; ABB, 2024). This gradual approach builds trust and helps keep human over-

sight active within the supervisory process. 

. 

 

 

4.2 Control Hierarchy and Execution Path 

The proposed control architecture for the Remote Operation Centre (ROC) is based on 

the well-established concepts of hierarchical and layered control. These principles have 

been used for many years in critical infrastructure systems, where multi-level control 

frameworks have shown to be effective in managing complexity and ensuring reliability. 
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Examples of such applications can be found in microgrids (Luo et al., 2023; Di Silvestre 

et al., 2018), in large-scale power networks, and in supervisory systems for advanced 

nuclear plants. (Rehtanz, 2003; Dörfler et al., 2019). In each of these cases separating 

control functions by timescale, scope, and authority has led to better scalability, high 

resilience and safer operation (Liu et al., 2022; Rawlings et al., 2020; Vidal, V. F., et al. 

2022). 

 

The ROC applies the same logic to autonomous power generation, mapping functions 

across Edge, Fog, and Cloud computing layers. At the field level, the architecture covers 

the main physical assets of the plant: engines, generators, converters, battery energy 

storage, and auxiliary systems. These assets are equipped with sensors and actuators 

that provide the basis for real-time monitoring and actuation. Data acquisition here fo-

cuses on high-frequency signals such as crank-angle-resolved combustion parameters, 

the temperature processing, pressures, and electrical variables. These measurements 

are typically collected through dedicated acquisition hardware or through protection de-

vices with embedded sensing functions. Devices in this layer carry out only basic pre-

processing, for example filtering or timestamping. Deterministic control and higher-level 

decision-making are performed further up the hierarchy. 

 

 

4.2.1 Local Control Layer 

The local control layer, implemented on Speedgoat real-time targets and PLCs, executes 

deterministic feedback control with 1–10 ms cycles. These loops include conventional 

PID controllers, actuator PWM generation, and feedforward compensation. In hierar-

chical control taxonomies, this corresponds to the primary control layer (Luo et al., 2023; 

Qin, S. J., & Badgwell, T. A., 2003), ensuring local stability under disturbances. In the pro-

posed ROC, local controllers enforce actuator-level commands derived from validated 

supervisory trajectories but remain independent of AI-driven decision-making. 
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4.2.2 Supervisory Layer: Hierarchical MPC and RL Integration 

At the supervisory level, the ROC applies a hierarchical combination of Model Predictive 

Control (MPC) and Reinforcement Learning (RL). The design assumes that MPC is not a 

single, centralised function, but distributed across the Edge and Fog layers, with overall 

coordination maintained at the Cloud-based ROC. At the Edge, fast MPC units is running  

on embedded hardware that close to the plant equipment. These units enforce feasibil-

ity constraints and perform short-horizon optimisation at sub-second intervals, provid-

ing rapid disturbance rejection and ensuring compliance with operational limits (Rawl-

ings et al., 2020; Dickler et al., 2021), while at the fog level, distributed MPC units coor-

dinate several edge controllers that manage engines, converters, and battery energy 

storage systems. This layer handles the coupled dynamics and plant-wide constraints 

while keeping latency lower than cloud-based optimisation approaches (Liu et al., 2022), 

and at the highest level, the cloud-hosted ROC runs supervisory MPC with horizons be-

tween 0.5 and 5 seconds. The forecasts are happening at this layer, from the digital twin 

are combined with guidance from reinforcement learning to achieve plant-wide optimi-

sation that balances efficiency, emissions, and component degradation, while also sup-

porting long-term planning. 

 

Reinforcement learning supports the control framework by adding adaptability when 

dealing with uncertainty, nonlinear dynamics, and this behaviour that the model does 

not describe, in recent studies have shown that using RL together with MPC in digital 

twin environments can improve supervisory control by combining learning capability 

with constraint handling (Zhang et al., 2021; Yu et al., 2024). In the ROC setup, RL agents 

are mostly located at the cloud level, where they produce adaptive strategies, and  these 

strategies are then checked and limited by MPC at the fog and edge levels before being 

used in the system. 

This layered MPC and RL structure follows the same principle of hierarchical supervisory 

control that has been used in nuclear systems (Rehtanz, 2003; Dörfler et al., 2019). In 

these systems, the supervisory intelligence increases adaptability and optimisation, 
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while the lower layers keep deterministic functions to ensure safety and reliability dur-

ing autonomous operation. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

4.2.3 Protection and Safety Layer 

In parallel with all control layers, the protection layer enforces hard safety constraints 

through Safety Integrity Level (SIL) rated relays, hardwired trip circuits, and IEC 61850-

compliant Intelligent Electronic Devices (IEDs). This layer operates independently of ROC 

intelligence, guaranteeing sub-50 ms fault isolation. Its autonomy ensures that cascading 

failures or AI-driven anomalies cannot compromise plant integrity, consistent with cyber-

physical safety frameworks for industrial systems (International Electrotechnical Com-

mission, 2019; Hao et al., 2011). 
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4.2.4 Execution Path and Timing 

The execution path between the layers follows a bottom-up flow for data and a top-

down flow for control. Telemetry from field devices is time-stamped at the edge and 

preprocessed at the fog nodes before being sent to the ROC, an the supervisory MPC 

and RL modules at the Cloud level generate candidate setpoints, which are filtered 

through runtime assurance and command validation before dispatch to Fog- or Edge-

level MPCs. Edge MPC then ensures real-time feasibility, while local controllers translate 

supervisory commands into actuator signals. 

 

Protection systems operate independently by monitoring raw field variables directly and 

reacting with immediate action when predefined limits are reached. This layered design 

follows the defence-in-depth principle described in hierarchical grid control (Vidal et al., 

2022) and in supervisory systems used for nuclear applications (Dörfler et al., 2019). 

 

 

4.2.5 Computational Topology Alignment: Edge-Fog-Cloud Mapping 

The control hierarchy follows a computational structure that spans the Edge, Fog, and 

Cloud layers. Starting with Edge computing that runs local and fast MPC on determinis-

tic controllers placed close to the equipment, allowing sub-second enforcement of 

constraints. Fog computing manages distributed MPC coordination, buffering, and 

multi-sensor data fusion, which lowers latency and supports plant-level optimisation 

without depending on external networks (Vidal et al., 2022; Kumari et al., 2021). At the 

highest level, Cloud computing, represented by the ROC, hosts supervisory MPC, RL 

agents, and digital twin synchronisation for long-horizon optimisation and coordina-

tion across multiple sites (Dörfler et al., 2019; Shi & Dustdar, 2016; Vidal et al., 2022). 

layered setup ensures that control tasks are matched with computing resources suited 

to their timescales and critical importance. It also provides scalability, since new plants 

or subsystems can be added through extra Fog or Edge nodes. In addition, it increases 

resilience, because Fog-level MPC can keep essential functions running even if the 
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Cloud connection is lost, by embedding AI modules within this topology, the ROC real-

izes a hierarchical, distributed supervisory architecture that balances adaptability, 

safety, and reliability. 

Table 6. Control and Computational Layer Alignment 

Control Layer Timescale Computing 

Substrate 

Core Function Literature Basis 

Field µs–ms Sensors, IEDs Data capture, actuation Luo et al. (2023) 

Local Control 1–10 ms Edge (RT, PLCs) Fast deterministic control Qin, S. J., & Badgwell, T. 

A. (2003) 

Fast MPC <1 s Edge (embed-

ded MPC) 

Constraint enforcement, 

short-horizon optimization 

Dickler et al. (2021) 

Distributed 

MPC 

0.1–1 s Fog nodes Multi-asset coordination Liu et al. (2022) 

Supervisory 

MPC + RL 

0.5–5 s Cloud (ROC 

servers) 

Plant-wide optimization, 

adaptive policies 

Rehtanz (2003); Nature 

SR (2024) 

Protection <50 ms Hardware re-

lays, IEDs 

Fault isolation, shutdown International Electro-

technical Commission, 

2019; Rehtanz, 2003 

 

 

 

4.3 AI Modules in the ROC Supervisory Layer 

The ROC supervisory layer realises adaptive, constraint-aware decision-making by com-

bining Model Predictive Control (MPC) with Reinforcement Learning (RL) and a sensor-

driven digital twin. The modules are deployed hierarchically across computational sub-

strates to meet timing and reliability requirements: fast MPC at the Edge, distributed 

MPC at the Fog, and supervisory MPC and RL at the Cloud. This arrangement preserves 

real-time feasibility locally while enabling plant-wide optimisation and policy adaptation 

at the ROC. Runtime assurance governs all outward control actions to maintain safety 

and auditability across the hierarchy. 
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4.3.1 Model Predictive Control (MPC) 

MPC constitutes the optimisation backbone of the supervisory layer. In accordance with 

receding-horizon principles (Rawlings et al., 2020), at each ROC tick the controller solves 

a finite-horizon programme that minimises an economic objective-fuel use, emissions 

and degradation proxies, subject to process and actuation constraints derived from the 

plant and the digital twin.  

 

 

4.3.2 Reinforcement Learning (RL) 

Reinforcement Learning (RL) complements Model Predictive Control (MPC) by adapting 

supervisory policies under uncertainty, regime changes, and model mismatch. In energy 

management applications, RL has shown performance gains by learning allocation and 

scheduling strategies directly from interaction data (Zhang et al., 2021). Recent studies 

demonstrate that combining deep RL with nonlinear MPC and digital-twin rollouts can 

produce adaptive controllers that respect operational constraints while improving dis-

turbance response (Nature, 2024). 

 

Within the proposed ROC architecture, RL is placed at the Cloud layer and is constrained 

by hierarchical MPC. The RL agent generates trajectories or setpoint adjustments, which 

are projected onto the admissible set defined by Edge and Fog layer MPC limits. These 

candidate actions are then checked by a runtime assurance mechanism before being 

dispatched. In this way, RL contributes adaptability while the overall system ensures that 

safety and feasibility are maintained at each stage of the hierarchy. 

The input provided to the agent consists of estimates filtered through the digital twin, 

multi-rate features extracted from the archiv, and recent command histories. The agent’s 

action space encodes supervisory setpoint increments or allocation ratios. Training fol-

lows an offline-online procedure: extensive offline pre-training using past-data and twin-
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based simulations, followed by cautious online fine-tuning. During online adaptation, 

strict confidence bounds and drift monitors are applied to prevent unsafe learning be-

haviour. As a result, the Cloud-level RL agent remains aligned with the evolving plant 

dynamics while the deterministic guarantees of the lower control layers are preserved. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 6. Hybrid integration MPC and RL modules across Edge, Fog, and Cloud layers in 
the ROC supervisory architecture. 

 

4.3.3 Digital Twin Synchronization 

The effectiveness of supervisory Model Predictive Control (MPC) and Reinforcement 

Learning (RL) in the ROC depends on the capability of the digital twin (DT) to provide 

accurate state estimates, surrogate predictions, and health-aware constraint adjust-

ments in real time. To satisfy the computational demands of predictive control, the twin 

must operate at or faster than real-time execution while retaining sufficient fidelity to 

represent the dominant system dynamics. The one approach for reconciling these re-

quirements is by using of Reduced-Order Models (ROMs), hence these models 
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approximate the high-fidelity plant representations at significantly lower computational 

cost. Balanced State Reduction and Proper Orthogonal Decomposition (POD), and the 

Iterative Rational Krylov Algorithm (IRKA) that have been applied successfully to com-

press large-scale models while preserving the essential input-output behaviour and 

dominant frequency response (Lorenzetti et al., 2020; Hartmann et al., 2021). In practice, 

the computational fluid dynamics or thermodynamic models can be simplified into 

lower-dimensional spaces by using methods such as (POD) or Galerkin projection. The 

reduced-order models (ROMs) that result from this process provide predictive dynamics 

in smaller state spaces that are easier to handle in real time. This makes it possible to 

use longer optimisation horizons in supervisory MPC without exceeding the limits of 

real-time computation. In operation, the ROM-based digital twin serves two main pur-

poses. The first is state and parameter estimation which is achieved by combining high-

rate sensor data with the reduced-order dynamics through methods such as the Ex-

tended Kalman Filter (EKF) or by Moving Horizon Estimation (MHE) (Arulampalam et al., 

2002). Unmeasured states that including combustion phasing or shaft torque, in real 

time. Second, the ROM serves as a surrogate prediction engine within the MPC solver, 

where fast rollouts of system trajectories are required to evaluate constraint satisfaction. 

Studies on twin-in-the-loop MPC have shown that such surrogates can maintain con-

straint handling performance while improving feasibility under real-time execution limits 

(Hartmann et al., 2021; Lorenzetti et al., 2020). Figure 7 summarises the synchronisation 

path used here: a POD-based FRM for the engine, IRKA-reduced electrical submodels, 

Simulink integration, and real-time/HIL coupling with the generator-converter chain, as 

demonstrated on the EPS/VEBIC platform (Söderäng, Hautala, Mikulski, Storm, & Niemi, 

2022). 

 

A challenge with reduced-order representations is the potential loss of accuracy when 

the physical plant operates outside the regimes represented in the reduced basis. Unu-

sual transients or component-level faults can cause the ROM to diverge from the real 

system. To mitigate this, ROC implementations integrate anomaly detection and adap-

tive twin updating. If deviations exceed defined thresholds, the twin either re-projects 
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onto an updated reduced basis or temporarily reverts to a high-fidelity model until re-

calibration is complete. This dynamic synchronisation method keeps the digital twin re-

liable as a predictive tool during both steady-state and transient operating conditions. 

This has been shown in recent studies on sensor-based, real-time synchronisation of dig-

ital twins (Chen et al., 2025). 

 

Besides observability and prediction, the digital twin also includes prognostics and 

health management (PHM) features. Degradation models and Remaining Useful Life 

(RUL) estimators are built into the twin to support constraint handling. The results from 

these models are turned into dynamic operating limits, such as tighter thermal bounda-

ries for converters or modified ramp-rate settings as components age. With this logic  

the digital twin supports real-time estimation and prediction while enabling condition-

based supervisory optimisation. In this way it connects monitoring prediction and health 

management in one continuous process then the design targets specify that the ob-

server shall operate at a sampling rate of ≥100 Hz with end-to-end latency <10 ms and a 

normalized root mean square error (NRMSE) ≤5% for in-cylinder pressure  𝑝cyl and shaft 

torque (Söderäng et al., 2022; McBreen, 2024). The supervisory MPC shall use horizon 

𝑁 = 20and meet a solve time ≤50 ms at a 10 Hz control rate, with feasibility provided 

by ROMs (Rawlings et al., 2020; Hartmann et al., 2021; Lorenzetti et al., 2020). 

 

 

4.3.4 Runtime Assurance and Command Validation 

A central requirement for supervisory AI in the ROC is the preservation of operator situ-

ational awareness while avoiding out-of-the-loop (OOTL) degradation, which is a well-

documented risk in highly automated systems (Mooneyham & Schooler, 2013). To miti-

gate this, alarm management strategies are designed around rationalisation and priori-

tisation rather than simple threshold-based triggering. In practice, alarms are derived 

from Model Predictive Control (MPC) residuals, digital twin constraint violations, and 

Reinforcement Learning (RL) confidence metrics. These are filtered to emphasise events 

of clear operational relevance. Evidence from industrial deployments shows that 
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predictive and prioritised alarms can reduce operator overload and improve response 

quality (ABB, 2024). 

 

Another key requirement is explainability of supervisory decisions. The operators must 

be able to follow the reasoning behind AI-generated recommendations, whether the 

cause is related to tighter constraints, forecast changes or health-based operating limits. 

That needs to fit with staged autonomy frameworks, where the level of authority moves 

step by step from Observe to Advise, then to Constrained Execute, and finally to Auton-

omous Execute (DNV, 2022). Giving clear and understandable reasons for each recom-

mendation helps operators judge the system`s decisions and when needed, override su-

pervisory actions with confidence, by combining structured alarm management with ex-

plainable supervisory outputs, the ROC keeps operators actively involved in decision-

making. At the same time, this approach avoids excessive cognitive load, helping ensure 

that human supervision stays balanced and consistent with the intended level of auton-

omy. 

 

 

4.3.5 AI-based Anomaly Detection and Prognostics 

The ROC is responsible not only for optimisation and runtime assurance but also for the 

health of critical assets. To keep autonomous plants safe and reliable, the ROC needs AI-

based anomaly detection and prognostics. These functions track equipment condition, 

anticipate failures, and support predictive maintenance. In this way, supervisory intelli-

gence becomes asset-aware, cuts unplanned downtime, and improves availability. Re-

views show that combining digital twins with AI improves both fault detection and prog-

nostic accuracy compared with conventional monitoring (Sleiti et al., 2022; Machalski et 

al., 2025; Li et al., 2022). Plant-validated twins that run in real time and co-simulate with 

the electrical system provide the short-horizon predictions and residuals a ROC needs 

for surveillance (Söderäng, Hautala, Mikulski, Storm, & Niemi, 2022). 
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Anomaly detection should operate across the edge-fog-cloud hierarchy. At the edge, 

lightweight detectors compare live sensor signals to twin-predicted states, producing 

early alarms that fixed thresholds often miss. Engine-generator twins demonstrated on 

the EPS/VEBIC platform, with real-time execution on a Speedgoat target and I/O to plant 

equipment, show how such residual checks can run under tight timing constraints 

(Söderäng et al., 2022). Residual monitoring has also detected subtle anomalies in other 

real-time systems (Ghosh et al., 2020; Han, 2023). At the fog layer, detection benefits 

from multi-sensor fusion and cross-checks between several twins; comparing outputs 

across twins improves the identification of irregular behaviour in complex assets 

(Karkaria et al., 2024; Hartmann et al., 2021). At the cloud layer, more capable models 

are feasible; recent work indicates that sequence architectures such as sequence mod-

els can learn degradation patterns across fleets and support scalable fault identification 

under weak supervision (Das et al., 2023). 

Prognostics and remaining useful life estimation forecast degradation and schedule 

maintenance before faults occur. Fog nodes can host local prognostic models for en-

gines, batteries, and converters, while the ROC aggregates results from multiple sites to 

plan fleet maintenance. Case studies report DT-enabled prognostics with accuracy suf-

ficient for deployment in energy equipment (Sleiti et al., 2022; Machalski et al., 2025). 

Data-driven methods, including LSTM autoencoders and sequence models, also improve 

availability and cost efficiency (Sleiti et al., 2022; Qiu et al., 2020). 

The digital twin serves two roles. First, it is a reference model: continuous comparison 

between measured signals and twin predictions yields residuals that form robust anom-

aly indicators. Second, it generates data: by simulating fault scenarios, the twin provides 

the diverse labelled examples that real plants rarely produce. In the EPS/VEBIC context, 

a detailed 1D engine model was reduced to a fast-running model, imported to Simulink, 

and coupled with the generator, converter, DC link, and optional BESS for real-time co-

simulation. The twin achieved validation accuracy suitable for supervisory residuals and 

short-horizon forecasts, supporting ROC needs (Söderäng et al., 2022). Executable twin 

workflows used in industry follow the same idea of embedding surrogate models for 
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predictive maintenance (Siemens Digital Industries Software, 2023; Karkaria et al., 

2024). 

The general workflow is shown in Figure 7. It links four stages: build the twin, acquire 

and preprocess data, train predictive models, and deploy them for anomaly detection 

and prognostics. In the EPS/VEBIC setting, the flow starts from a detailed crank-angle-

resolved engine model in GT-Suite, reduces it to a fast-running model, imports it into 

Simulink, couples it to the electrical plant (generator, converter, DC link, optional BESS), 

and executes the twin in real time on a Speedgoat target for hardware-in-the-loop co-

simulation. The figure also notes practical constraints such as solver settings and CPU 

overload that matter for real-time execution (Söderäng et al., 2022). 

 

 

Figure 7. Digital-twin workflow: reduced engine model, real-time/HIL coupling, residuals 
and RUL features (Söderäng et al., 2022). 
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4.4 Data and Communication Architecture 

For autonomous plants to operate reliably, data must be transferred between the plant 

and the Remote Operation Centre (ROC) with both accuracy and structure. Different 

functions place different demands on synchronization. High-frequency measurements, 

such as crank-angle pressure traces, demand timing precision within the sub-millisecond 

range to maintain coherence. In contrast, supervisory data, including operator inputs 

and event logs, can tolerate lower temporal resolution, with mixing these requirements 

would risk inconsistent data streams and delayed control responses, which would 

weaken both responsiveness and safety, and to prevent this risk, the system applies a 

dual synchronisation strategy. PTP is used for control-critical measurements that require 

microsecond accuracy, while NTP provides the millisecond precision needed for supervi-

sory functions. 

 

Process data and event information are transmitted through separate communication 

channels. The Continuous variables like the power, temperature and pressure are trans-

ferred using a structured client, server protocol that guarantees orderly and reliable 

communication. Event-driven information, including alarms and fault reports, is handled 

through a lightweight publish, and subscribe protocol designed for fast message deliv-

ery. This division ensures that continuous monitoring remains efficient, while time-crit-

ical events are reported without delay. As outlined in Section 4.1.2, the communication 

framework separates continuous and event-based data exchange to preserve efficiency 

and maintain deterministic behaviour across the network. 

Data acquisition and data storage are combined in a single and integrated system while 

the acquisition system records both high and low frequency signals and aligns them by 

using the deterministic timing, then selected measurements are transferred to an ar-

chival database for long-term use to including model training, benchmarking, and oper-

ational analysis. To reduce network load, feature extraction is carried out at the edge 

before transmission, improving scalability while retaining diagnostic value. 
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Through this combination of synchronised acquisition, structured data handling, and his-

torical storage, the architecture provides a dependable foundation for supervisory intel-

ligence. The flow of information begins at the sensors, continues through local control 

and acquisition systems, and is processed at the ROC before being returned as verified 

commands to the plant. Each stage operates within defined timing constraints, support-

ing deterministic behaviour and reinforcing both safety and reliability in autonomous 

plant operation. 

 

 

4.4.1 Time Synchronization (PTP/NTP) 

Reliable time synchronization is fundamental to autonomous plant operation. 

Supervisory intelligence, reinforcement learning, and digital twins rely on coherent 

time-stamped data to link high-frequency signals with slower process measurements. 

Without sub-microsecond synchronization at the plant level and millisecond alignment 

at the supervisory level, latency and jitter would reduce the accuracy of model 

predictive control and weaken the reliability of AI-driven decisions. 

 

The proposed architecture applies a dual-domain synchronization strategy. NTP pro-

vides millisecond-level accuracy for supervisory tasks such as logging, operator interac-

tions, and event timestamps. PTP, is used for control-critical measurements, including 

crank-angle encoders, in-cylinder pressure sensors, and high-speed emission analyzers. 

Sub-microsecond precision is required at this level to preserve cycle-resolved accuracy. 

The Dewesoft DAQ system, described in Chapter 3, functions as the timing backbone, 

receiving PTP signals from a GPS-disciplined grandmaster clock and distributing synchro-

nized time to high-frequency instruments. 

 

A bridging mechanism ensures consistency between NTP and PTP domains. The 

grandmaster clock outputs both protocols in parallel, while boundary clocks and time-

aware switches distribute synchronized time and provide translation between domains. 
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Latency auditing agents monitor drift and generate quality-of-time indicators, ensuring 

trust in the synchronized data streams. Hybrid synchronization of this kind has been val-

idated in practice. ABB’s Longmeadow microgrid applies PTP for inverter-generator syn-

chronization and NTP for SCADA logging (ABB, 2015). The Sandia Secure Microgrid Test 

Bed integrates PTP across sensors, controllers, and hardware-in-the-loop simulators, 

while NTP is used for test management functions (Zhang & Liu, 2019). Substation auto-

mation systems following IEC 61850 apply PTP on the process bus and NTP on the station 

bus, fully consistent with IEEE 1588 standards (Rehtanz, 2003; Eidson, 2006; IEEE, 2008). 

 

combining PTP and NTP within a single time-distribution architecture, the system en-

sures that plant-level measurements and supervisory ROC data remain aligned and co-

herent. This synchronization forms the timing foundation needed for model predictive 

control, AI modules, and digital twins to operate with reliability and safety. 

 

4.4.2 Telemetry and Messaging Protocols 

Reliable communication between the autonomous plant and the Remote Operation 

Centre (ROC) requires protocols that can handle both structured process data and 

event-driven information. If these data streams are not separated, supervisory systems 

and AI modules can receive delayed or inconsistent inputs. This would weaken 

responsiveness and lower the reliability of control decisions. A dedicated telemetry 

layer is therefore needed to link different field devices while keeping latency low and 

communication secure and compatible. 

In the proposed system, the process and event data are handled through different 

communication paths. The process variables, such as electrical power, state of charge 

and thermal measurements are transferred using OPC Unified Architecture (OPC UA). 

The protocol supports hierarchical data models, semantic tags and secure transfer 

through TLS and PKI, it also connects directly with archive databases for storing results 

from long-term tests. Event-based data, including alarms, health information, and fault 

reports, are sent using MQTT. This publish subscribe protocol is lightweight and 
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provides quality-of-service options that make it suitable for fast and decoupled event 

transmission. Studies have shown that OPC UA works well for structured supervisory 

control, while MQTT fits better for quick event communication (Tebekaemi and 

Wijesekera, 2018; Wang et al., 2022). 

For protection functions the deterministic protocols are also required while the 

architecture uses IEC 61850 GOOSE and MMS messaging to send interlock and trip 

commands with low delay to ensuring that protection actions are executed 

immediately. OPC UA, MQTT, and IEC 61850 together follows practices already 

recommended for mixed power system environments (Rehtanz, 2003; Sajadi et al., 

2019). 

To stay compatible with older equipment, Modbus TCP/IP is still used inside the test 

cell, though it is not connected to the ROC levels. Security is applied across all 

communication layers. OPC UA channels are secured with TLS and PKI-based 

authentication, MQTT brokers use TLS with topic-level access rules, and IEC 61850 

traffic is protected according to IEC 62351 to reduce spoofing or replay risks. Together, 

these settings reduce protocol vulnerabilities and keep communication between field 

and supervisory levels reliable. 

OPC UA, MQTT, and IEC 61850, the architecture establishes a reliable telemetry 

backbone for the ROC. This ensures that AI modules, reinforcement learning agents, 

and digital twins receive consistent, time-aware data streams. In doing so, the 

supervisory layer is able to perform accurate state estimation and deliver responsive 

control in autonomous plant operation. 

 

 

4.4.3 Data Acquisition and Integration 

Autonomous power plants depend on the continuous collection and long-term storage 

of both high-frequency and low-frequency process data. If these streams are not 

stored and aligned within a common structure, reinforcement learning agents, digital 
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twins, and anomaly detection systems cannot be trained, validated, or applied 

effectively during operation. 

 

The acquisition and subsystem addresses this by combining different data streams into 

a single, time-aligned framework. The Dewesoft DAQ system presented in Chapter 3 

records cycle-resolved pressure data, injection signals, and slower auxiliary measure-

ments, all synchronized with PTP. From this collection, selected variables are transferred 

to past database for long-term storage. This database provides the foundation for rein-

forcement learning training, digital twin calibration, and operational analysis. Recent 

benchmarking studies show that time-series databases such as InfluxDB and Lindorm 

are well suited to handling large volumes of mixed-frequency, time-stamped data effi-

ciently (Jensen et al., 2017; Grzesik & Mrozek, 2020). 

 

Synchronisation across different DAQ sources is achieved using deterministic clocks, 

which solve the challenge of combining high-speed measurements with supervisory-

level data (IEEE, 2008; Eidson, 2006; ABB, 2015; Zhang & Liu, 2019). To reduce band-

width use, feature extraction is performed at the edge before transmission. Extracted 

indicators, such as combustion phasing or maximum pressure rise, preserve diagnostic 

value while lowering communication demands. This method supports early detection of 

faults (Grzesik & Mrozek, 2020) and enables sub-second anomaly detection through 

streaming pipelines (Vidal et al., 2022). Latency is managed so that storage does not 

delay access to variables required for supervisory AI. 

Integrating DAQ and archive systems, the architecture provides a coherent data foun-

dation for AI-based supervisory control. Reinforcement learning agents and digital twins 

use this repository to retrain models, validate decisions, and identify anomalies. In this 

way, past dataset ensures that supervisory intelligence operates on accurate, synchro-

nised, and time-consistent process data. 
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4.4.4 Edge-Fog-Cloud Data Flows 

Autonomous power plants depend on a layered flow of data between the edge, fog, and 

cloud. This arrangement allows fast local control, intermediate processing, and large-

scale learning to work together. Real-time control tasks are kept at the edge, close to the 

equipment, where timing is most critical. The fog handles aggregation and feature pro-

cessing, while the cloud is used for training and updating models. Without this distribu-

tion, delays and bandwidth limits would restrict how well supervisory intelligence could 

respond. 

 

In the ROC design, measurements from sensors and controllers are collected and time-

aligned at the edge using the Dewesoft DAQ, which provides a consistent data basis for 

model predictive control. At the fog layer, these data streams are aggregated, key fea-

tures are extracted, and cleaned information sets are forwarded to the ROC. This hier-

archical arrangement allows reinforcement learning, anomaly detection, and streaming 

analytics to be executed locally at the fog layer, while the ROC utilises the processed 

outputs for supervision, optimisation, and coordination without overloading the com-

munication network. The cloud provides the computing resources for long-term training 

and for updating digital twins. Updated model components and optimisation weights, 

generated through cloud-based training, are periodically synchronised with the ROC to 

enhance supervisory decision-making. The approach follows established edge-fog-cloud 

frameworks (Shi et al., 2016; Satyanarayanan, 2017). The prior studies reflect that dis-

tributing tasks across layers is needed to keep latency predictable, in power applications, 

AI execution also requires clear limits on delay and jitter (Vidal et al., 2022; Yıldırım et 

al., 2025). In the proposed system the high-frequency signals remain time-aligned at the 

DAQ through hardware-based synchronization. ROC-level assumption is completed 

within hundreds of milliseconds, while runtime assurance filtering operates with a re-

sponse time below 10 milliseconds. These timing constraints work to ensure reliable su-

pervisory coordination and preserve safe plant operation. 
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By dividing tasks across the three layers, the system combines immediate responsive-

ness with long-term adaptability. Edge-level MPC reacts quickly to disturbances, fog-

level processing ensures efficient data handling, and cloud-level retraining supports con-

tinuous improvement. This makes it possible to run reinforcement learning agents and 

digital twins within the ROC while still respecting real-time requirements. 

 

 

4.5 Security and Safety Envelope 

Autonomous power plants need protection both from external cyber threats and from 

faults that could compromise safe operation, for this reason, the framework is built with 

two layers. The outer layer focuses on cybersecurity that working to detect intrusions 

and block harmful activity. The inner layer focuses on safety, making sure that even if a 

breach occurs, the plant can still operate within acceptable limits through runtime 

checks and fallback control actions. 

 

Proofs and studies from several fields show and present the benefit of this combined 

approach. In shipboard microgrids, for example the studies that report an attack like data 

manipulation or rootkits can interfere with normal operation, and If there is no detection 

at the security level and no fallback at the safety level then the system may start to be-

have in unsafe ways (Gupta et al., 2023; Al Quayed et al., 2024; Qiu et al., 2020). While 

similar findings have been reported in nuclear power plants, where missing runtime 

checks have allowed security events to grow into safety incidents (Chen et al., 2020). 

Observations from renewable energy systems point in the same direction are showing 

that strong authentication and secure communication are needed to stop cyber prob-

lems from turning into operational risks (Maes, 2013; Liu et al., 2022). In general these 

studies present that cybersecurity and safety work best when they are treated as linked 

parts of the same defence structure, the cybersecurity layer targets risks at the level of 

devices, data, and communication. Hardware-based measures such as physically unclon-

able functions (PUFs) can provide unique device identities, while lightweight encryption 
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methods protect confidentiality without exceeding the capacity of embedded controllers 

(Maes, 2013; Beaulieu et al., 2015). Demanding more in cryptographic operations can 

be handled by fog-level nodes that have higher processing capacity (Beaulieu et al., 

2015). The communication protocols used in the system are also secured. OPC UA is pro-

tected through TLS and PKI, while IEC 62351 adds security to IEC 61850 messages, re-

ducing the risk of replay or spoofing attacks (Rehtanz, 2003; Wang et al., 2022). MQTT 

and Modbus, which do not include strong authentication by default, can be strength-

ened with role-based access control, topic filtering, and intrusion detection (Gupta et al., 

2023; Sajadi et al., 2019). Even time synchronisation streams such as PTP are monitored 

for abnormal behaviour to detect tampering or injection (Eidson, 2006; IEEE, 2008). To-

gether, these measures create several layers of defence across devices, networks, and 

supervisory control. 

The safety layer acts when cybersecurity barriers are bypassed. All commands from the 

ROC are checked against predefined constraints before they are applied. If a command 

is unsafe, the system reverts to baseline logic or model predictive control setpoints that 

are known to be stable (Rawlings et al., 2020). Reinforcement learning agents are filtered 

in real time so that unsafe policies are never passed to execution (Bui et al., 2024; Yu et 

al., 2024). Fault tolerance is further improved through redundancy, with local controllers 

sharing responsibility for safety and handling faults independently when required (Han, 

2023; Ghosh et al., 2020). In this way, safe operation is maintained even under compro-

mised communication or unexpected disturbances. 

 

In General, combining cybersecurity with safety creates a balanced protection strategy. 

The cybersecurity layer protects data integrity and communication paths, while the 

safety layer enforces operational limits during normal operation and acts when those 

limits or trust boundaries are crossed. Research in microgrids, nuclear systems, and re-

newable plants shows that this mix of preventive and reactive measures lowers the 

chance of cyber incidents developing into unsafe conditions 
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Figure 8. Supervisory ROC proposal Design. 
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Table 7. Legend table of Figure 8. 

Label Meaning 

ROC Remote Operation Centre (Cloud-level supervisory control) 

RL Reinforcement Learning 

MPC Model Predictive Control 

DT Digital Twin 

DAQ Data Acquisition system (Dewesoft-based, time-synchronised) 

GOOSE Generic Object Oriented Substation Events (IEC 61850 protocol) 

IED Intelligent Electronic Device (protection interface) 

PTP / NTP Precision Time Protocol / Network Time Protocol for time synchronisation 

Edge Field-level hardware  

Fog Intermediate computing layer for distributed MPC and data preprocessing 

Cloud ROC-level servers for supervisory MPC, RL, and twin synchronisation 

Trip  Deterministic protection signals  

Setpoints Control commands or reference trajectories generated by ROC 

 Control Commands 

 Data Flow 
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5 Feasibility Analysis and Integration Challenges 

5.1  Technical Feasibility and Gap Mapping 

Evaluating the feasibility of the ROC concept involves comparing the EPS Laboratory 

setup with recognised automation frameworks and the requirements outlined in Chap-

ter 4, the ISA-95 hierarchy (International Electrotechnical Commission, 2003) and the 

NIST Cyber-Physical Systems Framework (2017) are used as reference models for this 

assessment. Both frameworks distinguish between local deterministic control, defined 

as Level 2, and supervisory coordination, defined as Level 3. At present, the EPS Labor-

atory shows strong Level 2 performance through its PLC-based routines and Speedgoat 

real-time targets. These systems run deterministic feedback loops that manage com-

bustion, safety interlocks, and actuator control (Mikulski, 2025). Operator-driven ac-

tions such as start-up, purging, and fuel switching are executed automatically once ini-

tiated, providing reliability while keeping human oversight in the process(Valkjärvi, 

2022). Supervisory monitoring is provided by a SCADA interface, which allows opera-

tors to observe system states, follow transitions, and respond to alarms (Hautala, 

2022). In some cases, such as mode transitions from diesel to RCCI, the switch is trig-

gered automatically under defined conditions, showing a degree of conditional auto-

mation (Valkjärvi, 2022). 

These features indicate that the laboratory already extends into selected Level 3 func-

tionality, particularly in SCADA dashboards, past-style data collection, and semi-auto-

mated procedures. However, it does not represent a complete Level 3 environment. 

Workflow scheduling, coordinated resource management, and enterprise integration 

are absent, and supervisory authority remains operator-driven rather than system-

driven (ISA-95; NIST, 2017; McBreen, 2024). For this reason, the EPS Laboratory is best 

described as Level 2 with partial Level 3 features, a solid basis for deterministic control 

but still below the requirements for ROC readiness. 

The current condition and the ROC vision are separated by a number of technical 

issues. Without adaptive optimization layers like MPC or RL that enable constraint-
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aware decision-making under uncertainty, control stays fixed and rule-based (Rawlings 

et al., 2020; Yu et al., 2024). Fault detection relies on threshold alarms, lacking 

predictive capabilities demonstrated in AI-enabled prognostics (Sleiti et al., 2022; 

Machalski et al., 2025; Li et al., 2022). Data acquisition is strong in sampling rate but 

fragmented across combustion, control, and auxiliary channels without semantic 

integration or deterministic time alignment, the communication is limited to Modbus, 

CAN and VPN access whereas ROC requirements include PTP/NTP synchronisation and 

interoperable protocols such as OPC UA, MQTT, and IEC 61850 (Wang et al., 2022; 

Gupta et al., 2023; Rehtanz, 2003). The at present, cybersecurity and safety provisions 

are not yet aligned with international standards such as IEC 61508, ISO 26262, and IEC 

62351. This leaves assurance gaps that must be addressed before fully autonomous 

operation can be realised. 

Even with these limitations, the EPS Laboratory provides a practical foundation for fur-

ther development. The combination of Speedgoat hardware and Simulink workflows 

forms a controlled testbed for model-in-the-loop and hardware-in-the-loop integration 

of MPC, RL, and digital twin modules (Rawlings et al., 2020; Dickler et al., 2021; Liu et 

al., 2022). The Dewesoft data acquisition platform already supports high-rate measure-

ment and can be expanded with PTP-based synchronisation to enable supervisory AI 

applications (ABB, 2015; Zhang and Liu, 2019). SCADA monitoring can also be extended 

toward cloud dashboards, allowing ROC-level diagnostics and remote operation (Dör-

fler et al., 2019; Vidal et al., 2022). Increasing redundancy in sensors, adding middle-

ware for data fusion, and incorporating structured historical datasets would further 

improve system observability and reliability. 

Table 7 presents a structured comparison between the current capabilities of the EPS 

Laboratory and the requirements defined for ROC implementation. It shows where 

alignment already exists, such as modular energy system design and deterministic local 

control, and identifies remaining gaps in adaptive intelligence, predictive fault manage-

ment, communication interoperability, and compliance with standards. This mapping 
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establishes the technical feasibility baseline and guides the operational integration 

analysis discussed in Section 5.2. 

Table 8. Comparison of EPS Laboratory capabilities and ROC requirements. 

Dimension EPS Laboratory  ROC Requirements Gap / Recommendation 

Primary Energy 
System 

Wärtsilä 4L20 multifuel 
engine + BESS hybrid 

Modular hybrid genera-
tion system 

Aligned 

Sensors Installed Thermocouples, flow, 
pressure, vibration, emis-
sion 

Multi-modal, redundant, 
calibrated sensors 

Add redundancy and smart 
sensors 

Data Acquisition Dewesoft modular DAQ, 
high sampling rates 

Time-synchronised, scala-
ble DAQ 

Add PTP/NTP timestamping 

Real-time Control Speedgoat RT controller Edge computing with 
adaptive control 

Integrate AI modules for 
ROC scenarios 

Monitoring Inter-
face 

SCADA + DAQ software Cloud-based ROC with an-
alytics dashboard 

Extend SCADA to predictive 
diagnostics 

Data Storage Local storage, limited ar-
chiving 

Cloud/distributed storage 
for ROC analytics 

Integrate time-series DB + 
cloud sync 

Communication Modbus, CAN, analog I/O OPC UA, MQTT, IEC 61850 Upgrade to standard in-
teroperable protocols 

Remote Access Limited VPN Secure bidirectional ROC 
interface 

Enhance secure remote ac-
cess capability 

Cybersecurity Not defined Hardened architecture 
with intrusion detection 

Add encryption, access con-
trol, logging 

Autonomy Readi-
ness 

Semi-automated; opera-
tor supervision 

Autonomous decision-
making with fallback lay-
ers 

Implement autonomy 
framework and fail-safes 

 

 

 

5.2 Operational Integration and Interoperability 

The ROC requires local control, supervisory functions, and combined data flows into a 

consistent operational framework. In the EPS (VEBIC) Laboratory this integration is still 

limited. Control logic is divided between PLCs and Speedgoat targets, while acquisition 

channels for combustion, control, and auxiliary data are retained separate. Communica-

tion relies on Modbus, CAN, and VPN links. These arrangements prevent supervisory 
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modules from accessing time-aligned information and limit transparency at the operator 

level. 

ROC operation assumes that integration is performed on a standards-based layer. As 

mentioned, time synchronisation must follow PTP at the field level, and NTP at the su-

pervisory level. Telemetry should be exchanged through OPC UA, while event infor-

mation is handled through MQTT. These protocols support semantic consistency and 

scalable event delivery, and they are already applied in industrial practice (Wang et al., 

2022; Gupta et al., 2023; Rehtanz, 2003). Integration also extends to operator interfaces. 

Current SCADA dashboards support monitoring but not explainable decision support. 

For ROC deployment, supervisory recommendations from MPC or RL modules must be 

presented with interpretable reasoning, while alarms need to be prioritised and predic-

tive. This staged approach to automation strengthens trust and keeps the operator in 

the supervisory loop (DNV, 2022; ABB, 2024). 

 

Finally, interoperability must be designed across sites. ROC frameworks assume that lo-

cal nodes continue basic operation under cloud disconnection, while cloud functions 

manage long-horizon optimisation and learning. This edge-fog-cloud distribution is con-

sistent with recent industrial architectures (Dörfler et al., 2019; Vidal et al., 2022). 

In summary, the EPS Laboratory must move from isolated subsystems to a synchronised 

and standards-based structure. This integration forms the basis for the economic and 

scalability analysis discussed in Section 5.3. The operational readiness of the EPS Labor-

atory can also be summarised through an automation matrix. Table 8 reflects the current 

control and supervisory practices against ROC requirements across five dimensions. The 

mapping shows that while deterministic control logic is established, gaps remain in pre-

dictive fault handling, semantic data fusion, ROC-ready interfaces, and compliance with 

safety standards. 
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Table 9. EPS Laboratory automation readiness matrix 

Dimension Current state Target ROC readiness Gap / limitation 

Control 

logic 

Rule-based (Simulink, 

PLC) 

Supervisory MPC with RL 

guidance; runtime-assured 

No adaptive super-

visory layer yet 

Fault re-

sponse 

Threshold/reactive 

alarms 

Predictive, prioritised 

alarms; autonomous miti-

gation paths 

No residual/DT/RL-

based indicators 

Data fusion Separate DAQ channels 

(combustion/pro-

cess/aux.) 

Unified, PTP-aligned telem-

etry; OPC UA + archive 

scheme 

No semantic layer 

or common clock 

Interface Local SCADA + VPN 

scripts 

ROC HMI with explainabil-

ity, command validation, 

rollback 

Limited bi-direc-

tional supervision 

Safety & 

standards 

Formal alignment not 

documented 

IEC 61508 / ISO 26262; IEC 

62351; V&V for AI 

Missing safety case 

and test artefacts 
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6 Conclusions 

This thesis investigates Remote Operation Centre (ROC) for autonomous power plants 

and examined its feasibility in the EPS Laboratory. The ROC was treated as a supervisory 

layer that combines time-synchronised data handling, model predictive control (MPC), 

reinforcement learning (RL) and a digital twin, with command validation and operator 

support. The architecture was developed in Chapter 4 and assessed against laboratory 

constraints in Chapter 5.  

Concerning research question 1 - the functional and architectural requirements for the 

ROC, it can be concluded that a layered structure is required. Deterministic control re-

mains local. Supervisory optimisation and learning are hosted at the ROC. Protection 

operates independently of supervisory intelligence. The mapping follows the edge-fog-

cloud distribution and the timing and authority limits stated in the architecture chapter.  

Concerning research question 2 - the integration of MPC, RL and the digital twin, it can 

be concluded that the roles are complementary. RL provides adaptive guidance. MPC 

enforces feasibility and constraints. The digital twin supplies state estimates, surrogate 

dynamics and health-aware limits. A runtime-assurance gate is required so that only ad-

missible actions are dispatched.  

Concerning research question 3 - the data collection, fusion and communication pipe-

lines, it can be concluded that time coherence and semantic structure are prerequisites. 

PTP is needed at field level and NTP at supervisory level. OPC UA should carry structured 

process telemetry and past links, and MQTT should carry event streams. These choices 

support multi-rate fusion, auditability and remote supervision.  

Concerning research question 4 - reliability, transparency and operator trust, it can be 

concluded that command validation, prioritised predictive alarms, staged authority and 

explainable recommendations are necessary to keep the operator in the loop while en-

abling higher autonomy.  

The feasibility analysis shows that the EPS Laboratory provides deterministic local con-

trol (Speedgoat/PLC), SCADA-based supervision, high-rate data acquisition and remote 

access. These features are suitable for developing the ROC data plane and twin-in-the-

loop tests. Operations management functions are not present, and supervisory authority 
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remains operator-supervised. Gaps remain in adaptive supervisory intelligence, predic-

tive alarms and diagnostics, semantic data fusion with PTP alignment, interoperable te-

lemetry (OPC UA/MQTT/IEC 61850) and documented safety and cybersecurity artefacts.  

It can be concluded that the main contribution is an implementable ROC framework that 

links supervisory MPC/RL/twin, runtime assurance and a time-synchronised data plane 

to the EPS Laboratory context. This provides a practical route from deterministic super-

vision to auditably safe autonomy.  

The work is limited to architectural design and laboratory-based feasibility. No closed-

loop field validation of cloud-hosted supervisory MPC/RL was executed, and a complete 

safety case and V&V package for AI components remain future work.  

The outlook is incremental. First deploy PTP/NTP and an OPC UA information model with 

archive schema and add MQTT for events. Then implement residual-twin-based alarm 

logic with a runtime-assurance gate and decision logging. Next, a reduced-order digital 

twin with embedded state estimation should be introduced to support supervisory MPC 

validation and health-aware constraint formulation. Reinforcement learning can comple-

ment this by enabling long-term optimisation and adaptive decision making beyond pre-

defined operating modes. Health-related functions, such as predictive maintenance and 

condition-based scheduling, can further enhance system resilience and lifecycle perfor-

mance. Finally, staged autonomy should be piloted through an ROC human-machine in-

terface that supports explainability, rollback, and multi-asset supervision. 
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