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A Cluster-Based Wireless Sensor Network (CBWSN) is a system designed to remotely control and monitor specific
events or phenomena in areas such as smart grids, intelligent healthcare, circular economies in smart cities, and
underwater surveillance. The wide range of applications of technology in almost every field of human activity
exposes it to various security threats from cybercriminals. One of the pressing concerns that requires immediate
attention is the risk of security breaches, such as intrusions in wireless sensor network traffic. Poor detection of
denial-of-service (DoS) attacks, such as Grayhole, Blackhole, Flooding, and Scheduling attacks, can deplete the
energy of sensor nodes. This can cause certain sensor nodes to fail, leading to a degradation in network coverage
or lifetime. The detection of such attacks has resulted in significant computational complexity in the related
works. As new threats arise, security attacks get more sophisticated, focusing on the target system’s vulnera-
bilities. This paper proposed the development of Cluster-Based Wireless Sensor Network and Variable Selection
Ensemble Machine Learning Algorithms (CBWSN_VSEMLA) as a security threats detection system framework for
DoS attack detection. The CBWSN model is designed using a Fuzzy C-Means (FCM) clustering technique, whereas
VSEMLA is a detection system comprised of Principal Component Analysis (PCA) for feature selection and
various ensemble machine learning algorithms (Bagging, LogitBoost, and RandomForest) for the detection of
grayhole attacks, blackhole attacks, flooding attacks, and scheduling attacks. The experimental results of the
model performance and complexity comparison for DoS attack evaluation using the WSN-DS dataset show that
the PCA_RandomForest IDS model outperforms with 99.999 % accuracy, followed by the PCA_Bagging IDS model
with 99.78 % accuracy and the PCA_LogitBoost model with 98.88 % accuracy. However, the PCA_RandomForest
model has a high computational complexity, taking 231.64 s to train, followed by the PCA_LogitBoost model,
which takes 57.44 s to train, and the PCA_Bagging model, which takes 0.91 s to train to be the best in terms of
model computational complexity. Thus, the models surpassed all baseline models in terms of model detection
accuracy on flooding, scheduling, grayhole, and blackhole attacks.

1. Introduction

In a wireless sensor network, the clustering architecture provides
various advantages. It can reduce the size of inter-node communication,
for example, by focusing on data transmission inside defined clusters
and minimizing the number of transmissions to the base station (Tirani
et al., 2020). However, security attacks have been a major concern in
both homogeneous and heterogeneous wireless sensor networks
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according to John and Igimoh (2017). Attackers may purposefully
exploit the target system’s vulnerabilities and launch various threats to
gain access to the system, some of which may divulge sensitive infor-
mation (Kocher et al., 2020). Unfortunately, new threats and vulnera-
bilities arise at a rapid pace as attackers become more expert (Zhou
et al., 2020). In wireless sensor networks (WSNs), an intrusion detection
system (IDS) is a tried-and-true approach for dealing with hostile
threats, Saranya et al. (2020) An intrusion detection system (IDS) is a
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Fig. 1. Cluster-based wireless sensor networks communication system.

software or hardware device that regularly manages and recognizes
intrusions and warns the computer or system administrator to perform a
specified action. This alert report assists the system administrator or
operator in finding and resolving vulnerabilities in the system (Mutlag
et al., 2019). According to Li et al. (2022), Anderson pioneered the
concept of intrusion detection systems (IDS) in the 1980s, and they can
protect a network or host from attacks; however, their design and con-
struction differ. Because WSN is vulnerable to a wide range of attacks,
most of the proposed IDS systems now demonstrate some strength, but
unfortunately, some of the systems generate computational overhead
and consume sensor node resources (Elsaid & Albatati, 2020). Connec-
tions in cluster-based wireless sensor networks include sensor node to
sensor node, sensor node as a member of the cluster head, cluster to
cluster, and lastly cluster head to base station (Sarkar & Senthil Mur-
ugan, 2019). Fig. 1 depicts a Cluster-Based Wireless Sensor Network
(CBWSN) Communication System. Several ensemble machine learning
algorithms have been used to develop intrusion detection systems for
DoS attacks, but most researchers have found it difficult to select the
appropriate algorithm that could be used to develop a DoS attack
detection system model for better performance in detecting several DoS
attack classes.

The primary contributions of this paper are the development of
Cluster-Based Wireless Sensor Network and Variable Selection Ensemble
Machine Learning Algorithms (CBWSN_VSEMLA) as a security frame-
work comprised of intrusion detection models with low computational
complexity for DoS attacks detection, which can detect by comparing
the performance of several ensemble machine learning algorithms.

The remaining parts of this paper are organized as follows: Section 2
discusses the related research works on the detection system of DoS
attacks in cluster-based wireless sensor networks, Section 3 describes the
clustering wireless sensor network using Fuzzy C-Means, Section 4

provides the design implementation of the CBWSN-VSEMLA framework,
Section 5 describes the design development of cluster-based wireless
sensor network, Section 6 discussed on the design development of the
variable selection ensemble machine learning algorithm, Section 7
described the specialized cluster-based WSN-DS dataset, Section 8 gives
the performance evaluation metrics used for experimental measures,
Section 9 discussed the experimental results, and the remainder of the
section presented the conclusion, acknowledgment and references.

2. Related works

DoS attacks of various forms have a substantial impact on the secu-
rity vulnerability of a cluster-based wireless sensor network (John et al.,
2023), especially in the communication system illustrated in Fig. 1.
Zhigiang et al. (2022) proposed an enhanced empirical-based compo-
nent analysis for relevant feature selection techniques and used a
short-term memory classifier to develop an intrusion detection tech-
nique that has achieved high detection accuracy with no misclassifica-
tion error, though the accuracy is low on attacks in some datasets. To
solve the problem of injection of false data in a cluster wireless sensor
network, Lai et al. (2022) proposed a time-spatial and event correlation
to develop a detection system that has a high detection rate for malicious
nodes but has instability in the data collection generated from the nodes.
Khan et al. (2023) present an auto-machine learning framework voting
technique to detect a high-speed attack by selecting an optimal classifier
to maximize the accuracy, which results in a high delay time for efficient
intrusion detection. Ramana et al. (2022) achieved a low computational
overhead and improved detection by using the whale optimization gate
recurrent unit, though it failed to access changes in sensor data trends.

Premkumar and Sundararajan (2020) achieved high detection of DoS
attacks due to a lack of synchronization among nodes by using a deep
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learning-based defense mechanism, which is only applicable to nodes
with low mobility. A hybrid whale optimization algorithm with an
artificial bee colony feature selection technique is proposed by Hussain
et al. (2022) which improves the detection rate with less execution time
but significantly lower accuracy. Patil and Chaudhari (2016) developed
an intrusion detection system using an immune system with fuzzy logic,
which has improved the learning ability and has high detection accuracy
on DoS attacks, though it has not been experimentally implemented.
Gandhimathi and Murugaboopathi (2021) presented a defective mech-
anism with mobile agents that uses a single mobile agent performance
verification at the cluster head that is efficient to verify all nodes to
detect malicious nodes and traffic overhead, though it requires more
detection time. Ganeshkumar et al. (2016) proposed a jammer detection
framework for high detection of jamming attacks but could not deter-
mine the position of the jammer node in the cluster.

A Bayes theorem with direct trust value and centralized trust value
was used by Basan et al. (2016) to detect node failure malicious attacks
and block their activities, but it excluded the significance of unsuccessful
events in the network. Kishore and Pappa (2015) proposed elliptic curve
cryptography and a Bayesian probabilistic model that were resilient to
intruder attacks and logically disconnected insider attackers from the
network, though they could not detect a novelty attack in the network.
Jianjian et al. (2018) proposed the AdaBoost-RBFSVM algorithm for
effective detection and removal of malicious nodes, though it was not
able to detect other types of attacks. (Kalnoor & Agarkhed, 2018) pro-
posed an intrusion detection system using the KMP pattern matching
technique to detect DoS attacks, but it is limited to some DoS attack
detections such as SYN flood, Smurf, and land attacks. A machine
learning technique was also introduced by Quincozes et al. (2023) for
the detection of DoS attacks, though it had good accuracy on grayhole,
blackhole, and flooding attacks but failed to detect scheduling attacks,
which were also among the normal traffic flows in the dataset used.

Yu et al. (2021) proposed an artificial neural network with a support
vector machine technique for DoS attack detection; it was effective in
media access control DoS attacks but had a high time delay for detection.
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A deep learning technique proposed by Premkumar and Sundararajan
(2020) was able to detect and isolate DoS attacks in the data forwarding
phase but was not able to eliminate unidentified multiple adversary
attacks. NG and Selvakumar (2019) developed an intrusion detection
model by using deep radial intelligence and cumulative incarnation,
which have improved the detection of DoS attacks and reduced the rate
of false alarms, but make it difficult to extract knowledge from the
training model. A bio-inspired bat algorithm was used by Sreeram and
Vuppala (2019) for fast and early detection of HTTP flood attacks,
though it was very effective but could not detect any unknown attack.
Cheng et al. (2023) proposed a comparator based on Lyapunov stability
theory to develop an intrusion detection for DoS attacks; it effectively
resists the influence of intermittent DoS attacks but could not synchro-
nize under a deception attack in a complex network. A finite-time fuzzy
technique and Takagi-Sugeno fuzzy model were used by Huang et al.
(2022) for the detection of false data injection attacks; they achieved fast
and accurate detection but were not effective on a linear complex
network.

Poor detection of DoS attacks can deplete sensor node energy and
degrade network coverage or lifetime by causing certain sensor nodes to
fail. The detection of such attacks has resulted in significant computa-
tional complexity in the related works. Implementing a Cluster-Based
Wireless Sensor Network with Variable Selection Ensemble Machine
Learning Algorithms (CBWSN_VSEMLA) as a security framework will
lead to a significant improvement in the detection accuracy of various
Denial of Service (DoS) attacks, including grayhole attacks, blackhole
attacks, scheduling attacks, and flooding attacks, when compared to
related research works. this improvement is expected to be accompanied
by a reduction in computational complexity and false alarm rates,
thereby enhancing the overall performance and reliability of the
CBWSN, mitigating the risk of network coverage failure, and extending
the network lifetime.
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Algorithm 1
The algorithm of the fuzzy C-means for ith node.
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Output result: c, p;; (k=1, ..., m);

Intherangeof 2 <n <mand1 <R < oo,
Generating the test data for the nodes

PN R

m R
_ 2k=1 Bij .y

c
Yk=1 ﬂfj

j
9. i=I;

10. While true do

11.

12. for j=1; j<n; j=++ do

Uij =

i=1
13.
14.

15.
16.

End

i=itl1;
for j=1; j<n; j=*++ do
Hij =

1

2
| 1 | e
i=i+1) T, ;|

17.
18.
19.
20.
21.
22. End

23. /* Showing the fuzzy cluster model built*/
24. C=ptD

End

If |p@D — u®|| < &, then
Break;
End

/*Calculate membership matrix */

1

n {Iluk—rjll}ﬁ

llag—cill

Input data: C = [(c1, 2, C3, ..., Cj), = (a1, @2, 83, ..., ak ), k. = My ;€[0,1];

/* setting the range to a specific number of cluster */

Randomly initializes the Fuzzy C-Means partition matrix u(®,
/* Choose the initial centers for the cluster to build the fuzzy model*/
Find the cluster nodes i = (0,1, 2, ...) using u®. The jt* cluster centre is provided by equation 1.

1

2

/* update the cluster centre to u((i+1)) to get new centers */

/*Use the Euclidean distance between k™ data and j™ to compare c;*/

3. Clustering WSN using fuzzy c-means

In this phase, a Fuzzy logic principle is used to build a cluster-based
wireless sensor network model by assigning each sensor node mem-
bership in each cluster and classifying new data based on the cluster
prediction using a Fuzzy C-Means clustering algorithm. The perfor-
mance of the cluster-based model can then be evaluated using a Fuzzy
Partition Coefficient (Madni et al., 2017). Using a Fuzzy C-Means clus-
tering algorithm may be capable of classifying all nodes into clusters and
reducing node isolation during clustering (Rajput & Kumaravelu, 2021).

Clustering is the process of forming groups from a given dataset using
specified preconditions (Grachev et al., 2020). Each data point is
considered to belong to two or more clusters in Fuzzy C-Means clus-
tering, with membership samples ranged from [0, 1], and the maximum
value is known for all clusters equal "1’ (Pantula et al., 2020). That is, a
set of clusters ¢ = (cy, c2, 3, ...c;) was generated for a set of members
with data points a = (aj, ag, as, ..., ax) and the Fuzzy partition matrix y =

pyj€l0,1], where k =1 ... m, j =1 ... n, and y; indicates the mem-
bership degree of data point a in cluster c;

The Fuzzy C-Means clustering is based on iterative minimization

giving as in Eq. (1).

JjR = Zk:lzj:],ufjak —¢?1<R< @

Where “i"” is the iteration step, ”j“ is the objective function, “n” is
the number of clusters, “R” is any real number, "||*||” is the inner

product norm, “ 49 is the initial cluster centre, “a;” is k™ point of the
255

given dataset, “c;” is the centre of the cluster, “|| ax — ¢;||”” is the Fuzzy
is the membership value of any real

«

weighting exponent and "y

number of the j data point in k™ cluster. The following are the steps
involved in a Fuzzy C-Means clustering algorithm:

Step 1: In the range of 2<n <m and 1 <R < oo, specify the
number of clusters (n) and the real number of parameters (R)

Step 2: Randomly initializes the Fuzzy C-Means partition matrix u(%.
Step 3: Find the cluster nodes i = (0, 1, 2, ...) using u. The jth
cluster centre is provided by Eq. (2).

mo R
- Ek:lﬂk/ L ax

! Ek:l”fj

Step 4: Update the cluster centre to ;™1 which is provided by Eq.
(3.

1
b= ————=

R—T
En [lax—c;ll
=1 Ja—cill

3
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where || ax — ¢;|| is the Euclidean distance between kth data and jth.

Step 5: Using the following formula, compare the cluster centre to
the updated one:

If | u®V — u@|| < e, then the iterations will end. Where “¢” is the
termination criterion (0 <& <1).

4. The design implementation of CBWSN_VSEMLA framework

Fig. 2 shows the proposed security framework for detecting and
evaluating DoS attacks due to node isolation in order to secure the
cluster-based wireless sensor network against such attacks. This design
merges the Cluster-Based Wireless Sensor Network (CBWSN) with a
Variable Selection Ensemble Machine Learning Algorithm (VSEMLA).
The VSEMLA is designed to accurately detect various types of DoS at-
tacks, such as blackhole attack, grayhole attack, flooding attack, and
scheduling attack on the CBWSN.
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5. The design development of the CBWSN

This section proposes the use of the Fuzzy C-Means algorithm. The
algorithm can be employed to represent and approximate human
reasoning. Here, it is utilized to create a Cluster-Based Wireless Sensor
Network (CBWSN). The objective is to minimize the Fuzzy C-Means
objective function and generate a CBWSN with fewer isolated nodes,
which represents the underlying topology of the network. According to
the flowchart for the proposed Algorithm 1 as shown in Fig. 3, all nodes
generated in the network tend to execute the Fuzzy C-Means algorithm
synchronously distributed in order to obtain the final centres and the
membership degree value of the Fuzzy Partition Matrix, which describes
the degree of membership of "k" nodes that belong to the cluster "j"
obtained by each node.

The algorithm of the Fuzzy C-Means for ith node above consists of the
following steps:

L. Defining the cluster centres and limiting the range to a certain
number of clusters so that the number of clusters "n" is not larger
than two but less than "m" membership degree of a real integer
less than infinity, and then generating test data for the nodes.

II. To build the Fuzzy model, choose the initial cluster centres by
randomly initializing the Fuzzy C-Means partition matrix.

III. To build the cluster network, find the cluster nodes by calculating
the membership matrix.

IV. Update the cluster centres of the original Fuzzy C-Means partition
matrix to get new centres for the next iteration and continuing
comparing it with the Euclidean distance between each cluster
and its membership until the Euclidean distance achieves the
termination condition.

V. To gain the new membership for each cluster centre for the
CBWSN of the approximation imagination, use the newly ob-
tained Fuzzy C-Means model to detect node’s isolation by
generating uniformly sampled data dispersed across the range of
the network’s "X" and "Y" planes.

6. The design development of VSEMLA

The operational flowchart of the Variable Selection Ensemble Ma-
chine Learning Algorithm (VSEMLA) module for the proposed security
framework of CBWSN is described in Fig. 4. The WSN-DS dataset is a
specialized network traffic dataset for CBWSN, which includes normal
traffic flows and four types of DoS attacks: flooding, scheduling, gray-
hole, and blackhole attacks. The data was initially uploaded into the
WEKA simulation environment and cleaned. The attack attribute was
then selected. To ensure that the data was cleaned, null values were
checked for before normalization. If any duplicates or null values were
found, the cleaning process was repeated until they were all removed.
Finally, the data was visualized to show the number of data points per
class distribution or the relationship among the attributes. A counter
was set for the machine learning algorithms used in the ensemble
method. Principal Component Analysis (PCA) was chosen for each al-
gorithm to detect and evaluate Denial of Service (DoS) attacks present in
the network traffic flows. The system checks the number of algorithms
selected for each alteration, and when it is less than three, it saves the
detected attacks and informs the counter to select the next algorithm for
attack detection. Otherwise, the system outputs the detected attack
classes for the entire iteration and ends the process. Algorithm 2 depicts
the entire process involved.

7. The WSN-DS dataset

The WSN-DS is a specialized dataset for detecting four types of DoS
attacks in a wireless sensor networks, specifically Cluster-Based Wireless
Sensor Networks (CBWSN): blackhole, flooding, grayhole, and sched-
uling attacks, all of which are referred to as DoS attacks. Almomani et al.
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(2016) created the dataset in a Network Simulation Two (NS2) envi-
ronment with 100 nodes in a 10,000 m? region, resulting in eighteen
different attributes of a class label of around 374,661 data records for
intrusion detection systems in wireless sensor networks. The dataset can
be used to prevent infiltration by prohibiting malicious nodes from
entering the network, with DoS attacks being the most hazardous and
damaging to WSNs due to vulnerabilities to security threats. Table 1
gives the attack labels in the WSN-DS dataset and the amount together
with the relative weight of each attack label, while Table 2 shows the
relationship between the labels based on the number of attributes, in-
stances, and the sum of the weight.

Gray hole attack

The attacker established a link with each node as shown in Fig. 5; in
order to disrupt the network and communicate with other nodes at high
speeds over the networks in order to breach routing in sensor networks,
due to the fact that routing protocols have no measures in place to
prevent attacks (Boubiche et al., 2021; Fang et al., 2020). This malicious
node functions as a normal node, discarding selective packets that pass
through it and sending malicious packets to the next node. They disrupt
the normal operation of the CBWSN by packet creation and can act as
isolated nodes that are not part of the network but place hostile nodes to
carry out the network attack (Khan et al., 2021; Younas et al., 2022).
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Algorithm 2
Algorithm for detecting DoS (Flooding, Scheduling, Grayhole, and Blackhole)
attacks.

1. Input: WSN-DS dataset for training and testing;
Output: Classification, TP Rate, FP Rate, Precision, Recall, F1-Scotre, ROC
Area, Attack Class;

[

Begin: Feature extraction;

Use Principal Component Analysis (PCA) to select the feature;
9. End;
10. Begin: Classification;

3. Begin: Data preprocessing;
4. Cleaning;

5. Normalization;

6. End;

7.

8.

11. Train the Classifiers (Bagging, LogitBoost, and RandomForest);
12. Test evaluation on the WSN-DS test dataset by fitting into the

13. Classifiers (Bagging, LogitBoost, and RandomForest)

14. To detect attacks (Flooding, Scheduling, Grayhole, Blackhole);
15. End;

16. Return: the classification results;

Table 1
Description of WSN-DS dataset.
Attack Labels Count Weight
Normal 340,066 340,066.0
Flooding 3312 3312.0
Scheduling 6638 6638.0
Grayhole 14,596 14,596
Blackhole 10,049 10,049.0
Table 2
The Relation in WSN-DS dataset.
Relation WSD-DS
Attributes 19
Instances 374,661
Sum of weight 374,661

n9

n3 n4 ° n6g =— n8
- \

n7

m\ /
_—

Fig. 5. Gray hole attack.
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Fig. 6a. Black hole attack.
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Black hole attack

This malicious node will establish connections with the normal nodes
and advertise itself as the shortest path as shown in Fig. 6a, with the goal
of absorbing all packets from the traffic flow that are drawn to it as their
final destination as shown in Fig. 6b, preventing them from being
transmitted any further (Pullagura & Dhulipalla, 2023; Reddy & Dha-
nanjaya, 2022).

Flooding attack

The attacker broadcasts a HELLO packet to all nodes in the network
within radio range as shown in Fig. 7, and when the nodes receive the
packets, they assume it is a message from normal nodes and acknowl-
edge the transmission from the attacker, while nodes further away from
the radio range send a packet into oblivion, keeping the network
confused (Maurya & Kushwaha, 2022; Srinivas & Manivannan, 2020).
The attacker broadcasts the packets to the nodes with the highest
transmitting power, depleting the sensor’s energy by receiving a large
number of broadcasting packets. This might cause the failure of some
sensor nodes, limiting network coverage and hence the sensor network’s
lifetime (Islam et al., 2021; Radhika et al., 2022).
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Scheduling attack

This form of DoS attack typically occurs when the cluster head is
configured for data transfer time (Eliyan & Di Pietro, 2021; Shar-
athkumar & Sreenath, 2023). The attacker acts as the cluster head as
shown in Fig. 8, designating some sensor nodes as cluster members with
a set time slot for transmitting packets to the cluster head. The attack is
carried out by changing the broadcast mode to unicast, resulting in
packet collisions and packet loss during transmission (Jayabalan &
Pugazendi, 2022; Yoon & Kim, 2021).

8. Performance evaluation metrics

The performance of a classifier is evaluated using certain parameters
such as Recall Score, Precision Score, F1 Score, Detection Rate (DR),
False-alarm Rate (FR), Accuracy, and the Area Under the Curve (AUC)-
Receiver Operation Characteristic (ROC), which helps in assessing the
performance of the classifier. Additionally, the fuzzy partition coeffi-
cient (FPC) is used to evaluate the performance of the cluster-based
wireless sensor network or to determine the optimal number of clus-
ters. The evaluation of performance indicators consists of several
component matrices, which are identified below.

TN = True negative that signify correctly predicted as normal.
FN = False negative which signify mis-predicted as normal.

TP = True positive which signify correctly predicted as abnormal.
FP = False positive which signify mis-predicted as abnormal.

The aforementioned parameters are combined to form various
equations which serve as the metrics predominantly used in research-
related works presented in the literature review. These equations are
the evaluation indicators that was utilized during the experiment to
determine the accuracy, precision, recall score, F1 score, area under the
curve (AUC) of the receive operational characteristics (ROC), and al-
gorithm running time. The accuracy is defined as the percentage of
sample data that has been correctly identified as normal or abnormal
data, as demonstrated in Eq. (4).

Accuracy = % 4)
TP +TN + FP + FN

Precision refers to the percentage of accurately predicted data out of
the total data predicted to exhibit abnormal behavior. A high precision
value indicates a lower error rate of the algorithm used in the model for
normal behavior of the data, as shown in Eq. (5).

TP

TP + FP ®

Precision =

The recall score is a percentage that represents the number of
accurately predicted abnormal behaviors out of the total abnormal data,
as shown in Eq. (6). A higher recall score indicates that the model has a
lower mis-detection rate for abnormal behavior.

TP

TP + FN ©)

Recall Score =
The F1 Score is the harmonic multiplication of precision and recall,
indicating model performance quality, as shown in Eq. (7).
2 % Precision x Recall score

F1S = 7
core Precision + Recall Score @

9. Experiment and results discussion

The experiments are performed on a Python environment and a
Weka software environment concurrently due to a lack of adequate re-
sources for the implementation of wireless sensor networks (Bhushan &
Sahoo, 2020), which is one of the major challenges of the simulation of
the security framework designed for CBWSN. The system configurations
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Fig. 9. Visualization of the test data 300 points 8 clusters.
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Fig. 10. Graph of The Fuzzy Partition Coefficient (FPC).
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Fig. 11. Showing the 8-clusters of the trained model of CBWSN.

involved in the implementation are as follows: processor 13th Gen Intel
(R) Core (TM) i7-1355U 1.70 GHz, Installed RAM of 8.00 GB (7.72 GB
usable) on a system type 64-bit operating system, x64-based processor,
Windows 11 Home Single Language.

An experiment was conducted to exhibit the significance of isolated
nodes in establishing cluster-based wireless sensor networks. To form
eight clusters, 300 points were generated as test data in a Python envi-
ronment for each cluster, as shown in Fig. 9.

The data was processed using the fuzzy C-means approach using
Skfuzzy. The C-Means function library is used to create the cluster-based
model, and a Fuzzy Partition Coefficient (FPC) is used as the metric to
measure the cluster points, which are in the range between 0 and 1 on
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Table 3

PCA _Bagging model.
Class TP FP Precision  Recall F- ROC
Attacks Rate Rate Measure Area
Normal 0.999 0.016 0.998 0.999 0.999 0.999
Flooding 0.993 0.000 0.968 0.993 0.980 1.000
Scheduling 0.927 0.000 0.999 0.927 0.962 0.997
Grayhole 0.992 0.000 0.994 0.992 0.992 1.000
Blackhole 0.998 0.000 0.991 0.998 0.994 1.000

Table 4

PCA _LogitBoost model.
Class TP FP Precision  Recall F- ROC
Attacks Rate Rate Measure Area
Normal 0.998 0.069 0.993 0.998 0.995 0.999
Flooding 0.999 0.001 0.904 0.999 0.949 0.967
Scheduling 0.926 0.001 0.962 0.926 0.943 0.937
Grayhole 0.849 0.002 0.934 0.849 0.890 0.969
Blackhole 0.932 0.001 0.964 0.932 0.948 0.970

Table 5

PCA_RandomForest model.
Class TP FP Precision  Recall F- ROC
Attacks Rate Rate Measure Area
Normal 1.000 0.000 1.000 1.000 1.000 1.000
Flooding 1.000 0.000 1.000 1.000 1.000 1.000
Scheduling 1.000 0.000 1.000 1.000 1.000 1.000
Grayhole 1.000 0.000 1.000 1.000 1.000 1.000
Blackhole 1.000 0.000 1.000 1.000 1.000 1.000

the vertical axis, with 1 being the best, and the horizontal axis between 2
and 10, as shown in the graph in Fig. 10, with 8 clusters being the best to
perform the model clustering; that is to say, the best model has eight
output clusters by maximizing the value of the FPC.

The cluster-trained model shows that certain nodes scatter away
from their cluster, as seen in Fig. 11. The model provided an approxi-
mate human reason for the formation of cluster-based wireless sensor
networks (CBWSN). The isolated nodes can be used by an attacker to
launch DoS attacks on the network. The targets will be either to destroy
the network or to reduce the lifetime of network coverage.

The second experiment involves the use of a WSN-DS dataset. This
dataset represents a simulated network traffic in a real-world environ-
ment of a cluster-based wireless sensor network. The main goal of this
experiment is to evaluate the network’s ability to detect four different
types of DoS attacks amidst normal traffic. These attacks are known as
the flooding attack, the scheduling attack, the grayhole attack, and the

Table 6
Comparison of model detection accuracy.
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blackhole attack. By using PCA to select the feature that was used on
each of the following machine learning algorithm ensembles: Bagging,
LogitBoost, and RandomForest Algorithms, Tables 3-5 shows the accu-
racy of each DoS class attack recognized by the built models, as well as
the values of the evaluation metrics utilized on each attack (flooding,
scheduling, grayhole, and blackhole).

Table 6 compares the three proposed models (PCA_Bagging, PCA -
LogitBoost, and PCA_RandomForest) to the baseline IDS models, and
Table 7 compares the proposed model’s performance and complexity, as
measured by training time.

The experimental results of a model performance and complexity
comparison for DoS attack evaluation using the WSN-DS dataset show
that the PCA_RandomForest IDS model outperforms with 99.999 % ac-
curacy, followed by the PCA _Bagging IDS model with 99.78 % accuracy
and the PCA _LogitBoost model with 98.88 % accuracy, as shown in
Fig. 12.

Fig. 13 depicted that, in terms of model computational complexity,
the PCA_RandomForest model is the most complicated, taking 231.64 s
to train, followed by the PCA LogitBoost model, which takes 57.44 s to
train, and the PCA_Bagging model, which takes 0.91 s to train.

The models surpassed all baseline models in terms of model detection
accuracy on flooding, scheduling, grayhole, and blackhole attacks. The
prediction of the individual model is shown in the confusion matrix in
Figs. 14-16. Subsequently, the ROC_AUC curve of the VSEMLA is
depicted in Fig. 17 which shows high values of the indicator metric as a
better model.

Comparison of Model Detection Accuracy

M 10CVF_ANN
o CNN
B3 PCA_Bagging (Proposed)
¥z PCA_LogitBoost (Proposed)
N PCA_RandomForest (Proposed)

N

Percentage

Fig. 12. Bar chart showing the comparison of model detection accuracy.

Class Attacks 10CVF_ANN (Almomani et al., 2016)

CNN (Salmi & Oughdir, 2023)

PCA _Bagging (Proposed) PCA _LogitBoost PCA_RandomForest

(Proposed) (Proposed)
Normal 99.8 % 99.49 % 99.9 % 99.8 % 100 %
Flooding 99.4 % 92.06 % 99.3 % 99.9 % 100 %
Scheduling 92.2% 92.90 % 92.7 % 92.6 % 100 %
Grayhole 75.6 % 88.35 % 99.2 % 84.9 % 100 %
Blackhole 92.8 % 95.78 % 99.8 % 93.2 % 100 %
Table 7
Comparison of model performance and complexity.
Model Accuracy Precision Recall F1 Score ROC Area Training Time
PCA _Bagging 99.78 % 99.8 % 99.80 % 99.80 % 99.9 % 091 s
PCA_RandomForest 99.999 % 100 % 100 % 100 % 100 % 231.64 s
PCA _LogitBoost 98.88 % 98.90 % 98.9 % 98.9 % 99.40 % 57.44s
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Comparison of Model Performance and Complexity

Accuracy
Precision
Recall

F1 Score

2 ROC Area
Training Time

Percentage

Fig. 13. Bar chart showing comparison of model performance.
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Conclusion

This paper proposes a Cluster-Based Wireless Sensor Networks Var-
iable  Selection  Ensemble  Machine  Learning  Algorithm
(CBWSN_VSEMLA) security threats detection system framework for
detecting Denial of Service (DoS) attacks in cluster-based wireless sensor
networks, such as grayhole attacks, blackhole attacks, scheduling at-
tacks, flooding attacks, and so on, among normal network traffic flows.
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Fig. 16. PCA_ Random-forest model prediction.
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Fig. 17. ROC_AUC curve of VSEMLA.

The CBWSN training model was initially created using the Fuzzy C-
Means clustering algorithm to demonstrate the effects of isolated nodes
in a clustering wireless sensor network, and it is measured using Fuzzy
Coefficient Partition (FCP) to determine the best number of clusters that
could be used for the effective model designed. The VSEMLA module is
then designed as a detection system for DoS attacks on a cluster-based
wireless sensor network by using a Principal Component Analysis
(PCA) as the feature selection technique, with numerous ensemble ma-
chine learning algorithms (Bagging, LogitBoost, and RandomForest al-
gorithms) as the classifiers; operating in variable selection modes to
build an intrusion detection system model. The proposed IDS models
(PCA_Bagging, PCA LogitBoost, and PCA_RandomForest) produce a low
false positive rate and high detection accuracy on flooding attacks,
scheduling attacks, grayhole attacks, and blackhole attacks, with a low
computational complexity in comparison to the baseline IDS models
(Almomani et al., 2016; Salmi & Oughdir, 2023).

Further research work will be conducted to incorporate a different
security mechanism into the CBWSN_VSEMLA security threats detection
system framework that can be used as an intrusion response system
(IRS), which will respond to detect attacks by isolating and dis-
connecting any compromised nodes from the network.
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