Journal of Decision Systems

ISSN: (Print) (Online) Journal homepage: www.tandfonline.com/journals/tjds20

Taylor & Francis

Taylor & Francis Group

Towards a framework for improving cyber security
resilience of critical infraStructure against cyber threats:
a dynamic capabilities approach

Jonna Jarveldinen, Duong Dang, Mike Mekkanen & Tero Vartiainen

To cite this article: Jonna Jarveldinen, Duong Dang, Mike Mekkanen & Tero Vartiainen (2025)
Towards a framework for improving cyber security resilience of critical infrastructure against
cyber threats: a dynamic capabilities approach, Journal of Decision Systems, 34:1, 2479546,
DOI: 10.1080/12460125.2025.2479546

To link to this article: https://doi.org/10.1080/12460125.2025.2479546

8 © 2025 The Author(s). Published by Informa
UK Limited, trading as Taylor & Francis
Group.

@ Published online: 28 Mar 2025.

\J
C;/ Submit your article to this journal &

||I| Article views: 222

A
& View related articles &'

View Crossmark data &'

Full Terms & Conditions of access and use can be found at
https://www.tandfonline.com/action/journalinformation?journalCode=tjds20


https://www.tandfonline.com/journals/tjds20?src=pdf
https://www.tandfonline.com/action/showCitFormats?doi=10.1080/12460125.2025.2479546
https://doi.org/10.1080/12460125.2025.2479546
https://www.tandfonline.com/action/authorSubmission?journalCode=tjds20&show=instructions&src=pdf
https://www.tandfonline.com/action/authorSubmission?journalCode=tjds20&show=instructions&src=pdf
https://www.tandfonline.com/doi/mlt/10.1080/12460125.2025.2479546?src=pdf
https://www.tandfonline.com/doi/mlt/10.1080/12460125.2025.2479546?src=pdf
http://crossmark.crossref.org/dialog/?doi=10.1080/12460125.2025.2479546&domain=pdf&date_stamp=28%20Mar%202025
http://crossmark.crossref.org/dialog/?doi=10.1080/12460125.2025.2479546&domain=pdf&date_stamp=28%20Mar%202025
https://www.tandfonline.com/action/journalInformation?journalCode=tjds20

JOURNAL OF DECISION SYSTEMS .
2025, VOL. 34, NO. 1, 2479546 Taylor & Francis

https://doi.org/10.1080/12460125.2025.2479546 Taylor &Francis Group

8 OPEN ACCESS '.) Check for updates

Towards a framework for improving cyber security resilience
of critical infrastructure against cyber threats: a dynamic
capabilities approach

Jonna Jarveldinen 2 Duong Dang»®, Mike Mekkanen " and Tero Vartiainen ("

Faculty of Information Technology, University of Jyvaskyld, Jyvaskyld, Finland; "Computer Science,
University of Vaasa, Vaasa, Finland

ABSTRACT ARTICLE HISTORY
Interruptions in critical infrastructures (Cls) such as energy grids, Received 29 August 2024
telecommunication networks, or transportation can have severe Accepted 4 March 2025
and lasting impacts on societies. Cls are vulnerable to disruptions

. o o . KEYWORDS
like cyberattacks, necessitating enhanced resiliency. This concep-

Critical infrastructure;

tual paper focuses on ensuring Cl resiliency with dynamic capabil- resilience; dynamic
ities, which have been previously applied mainly in organisational capabilities; artificial
resiliency literature. On the operational level, when a disruption intelligence tools; collective

event happens, we explore the use of an Al-enabled tool and mindfulness
collective mindfulness processes and consider them essential in

sensing, seizing, and transforming the organisation. However,

when the organisation learns, these response practices facilitate

transforming the organisation on a strategic level. Two cases are

used to illustrate the conceptual framework idea.

1. Introduction

Critical infrastructures, such as energy and telecommunication networks and healthcare
organisations, are vulnerable to cyberattacks and other disruptions (Kovacevic & Nikolic,
2014). On 23 December 2015, almost a quarter of a million Ukrainians experienced
a power outage for several hours, due to a series of cyberattacks (Kostyuk & Zhukov,
2017). Although the outage lasted only for hours, we can only imagine the impact
(heating, Christmas preparations, etc.) in the middle of winter 2015 in a Northern
European country.

Critical infrastructure (Cl) resilience is a complex issue since infrastructures often are
maintained by several organisations, are interdependent and have several layers of
sedimented history (Cedergren et al., 2018; Niemimaa, 2016). Cls have to be reliable, so
their ability to ‘bounce back’ after any kind of unexpected event, i.e. resilience, is essential
(Cedergren et al., 2018). Prior research has concluded that reliability requires both
routines and standardised practices and improvisation or continuous management of
fluctuations (Weick et al., 1999), which also could be described as resilience.
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One possibility to reach reliability and resilience is by using the organisation’s
dynamic capabilities (Sinha & Ola, 2021). Dynamic capabilities emphasise the ability
to react adequately and timely to changes that require a combination of multiple
capabilities. In this regard, DCs can be useful in cybersecurity environments where
firms should have the ability to deal adequately and timely with cybercrime, for
example by using technological resources such as Al detection tools (Ozkan-Okay
et al,, 2024), but also managerial resources. This allows firms to survive by continuously
supporting existing products or services to be made, sold, and serviced to their
customers (Teece & Pisano, 2003).

According to prior research, collective mindfulness is another means to improve
reliability and resiliency (Butler & Gray, 2006; Salovaara et al., 2019). Collective mind-
fulness is defined as the ‘capability to induce a rich awareness of discriminatory detail
and a capacity for action’ (Weick et al., 1999) and the aim is often to improve
organisational performance (Badham & King, 2021). Collective mindfulness is central
in high-reliability organisations such as nuclear plants (Sutcliffe, 2011) or companies
providing anti-malware services (Salovaara et al., 2019), which share similarities
with Cls.

Further, current advances in artificial intelligence (Al) also have been found useful in
maintaining Cl resilience. Alkhaleel (2024) have summarised numerous machine-learning
algorithms that can facilitate Cl resilience. Sarker et al. (2024) have examined rule-based Al
and its application in Cl cybersecurity risk management.

Dynamic capabilities, collective mindfulness, and Al try to improve organisational
performance (Badham & King, 2021; Olan et al., 2022; Steininger et al., 2022), for example
by enhancing resiliency (Alkhaleel, 2024; Butler & Gray, 2006; Sinha & Ola, 2021). However,
how these dynamic capabilities, collective mindfulness, and Al are linked and how they
can contribute to Cl resiliency is a problem that we will focus on in this paper. Moreover,
the literature discusses Cl resiliency often focusing on different professionals at different
times with different methods for a certain system layer (Cantelmi et al., 2021; Zio, 2016).
But not, for example, in a holistic way considering resources (e.g. technical, managerial),
capabilities, processes, and outcomes. We thus focus on this gap.

As Cl resilience is so essential for society, applying novel theoretical approaches could
also offer new solutions to existing problems. We noticed that although there are a few
studies on organisational or critical infrastructure resilience using collective mindfulness
(Cedergren et al., 2018; Hepfer & Lawrence, 2022; van der Merwe et al., 2018), they merely
mention the theory instead of utilising it in theorising. Dynamic capabilities have also
been used in organisational resilience studies (e.g. Hepfer & Lawrence, 2022; Madani &
Parast, 2023; Vakilzadeh & Haase, 2021) and are closely connected to the concept of
resilience (Mentges et al., 2023), but they have not been explored so much in critical
infrastructure resilience literature. Therefore, we ventured to examine the applicability of
combining these two theoretical frameworks in the current paper.

Therefore, our research question in this paper is How dynamic capabilities can support
critical infrastructure resiliency? We contribute to the literature by extending the usage of
dynamic capabilities in the context of Cl resilience, and we also propose a framework that
links dynamic capabilities and Cl resiliency, as well as the connection of collective mind-
fulness and Al tools with dynamic capabilities. Finally, our case examples can be used as
a reference for the organisation in improving its Cl's resiliency.
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The paper is organised as follows. We introduce the background of this research in
Section 2. Next, we propose a framework to improve the cybersecurity resilience of Cls in
Section 3. Section 4 illustrates case examples using our proposed framework. The discus-
sion and conclusions are presented in Sections 5 and 6.

2. Research background and theoretical framework
2.1. Critical infrastructure resilience

During the past two decades, the number of publications on Cl resilience has increased
(Osei-Kyei et al., 2021). New applications and topics have emerged in the areas of
resilience assessment (Caetano et al., 2024), machine learning, and artificial intelligence
(Alkhaleel, 2024; Sarker et al., 2024), and the use of digital twins (Brucherseifer et al., 2021;
Salvi et al., 2022), just to name a few of them.

Research in this area has widened to such an extent that the concepts used in this area
need clarification: Mentges et al. (2023) reviewed 93 resiliency-related concepts (e.g.
avoidance, protection, situation awareness) and found that there are contrasting views
on the same concepts. For the sake of simplicity, we use the definition by Cantelmi et al.
(2021, p. 341) who defines Cls as ‘large-scale, man-made systems that function interde-
pendently to produce and distribute essential goods (such as energy, water, and data) and
services (such as transportation, banking, and healthcare)'. They also are interconnected,
and complex, and support public welfare, the growth of the economy, and public sector
operations (Osei-Kyei et al., 2021).

Therefore, it is essential that Cls remain operational, well-protected, and resilient
(Meydani et al., 2024; Pursiainen, 2018). Resiliency is a key property for Cls and manage-
ment of resiliency is essential for the management of Cls (Cantelmi et al., 2021). Labaka
et al. (2016, p. 22) define resilience as ‘the ability of a system to prevent the occurrence of
a crisis and the capacity to absorb the impact and recover to the normal state rapidly and
efficiently when a crisis does occur'. In other words, resiliency is a holistic set of procedures
encompassing the entire structure of an organisation, from the physical part, to ensure the
ability to prevent, absorb, adapt, and recover from an attack, either physical or cyber.
Labaka et al. (2016) further divide Cl resilience into internal and external resilience as well as
technical, organisational, and economic (social) resilience dimensions. Thus, those dimen-
sions must cooperate to achieve the resiliency of the Cls, and focusing only on the technical
dimension is not sufficient (see discussion on concepts of critical infrastructure resiliency in
Mentges et al. (2023), Rathnayaka et al. (2022) and Wells et al. (2022)).

This raises the important question of managing Cl resiliency to recover from incidents.
Figure 1 shows the variety of Cls’ responses to a disruptive event depending on their
dynamic capabilities for allocating resources. In particular, Cl system-C has a higher
resiliency and quality of services supplied after recovery than Cl system-A and Cl sys-
tem-B. Additional technological resources have been allocated to rebuild the system-C
after the Cls have recovered from the disruption events. Therefore, the resiliency of Cls is
improved by learning from disruptive events, and incidents.

In this paper, we use cyberattacks as examples of disruptions that may threaten the
resiliency of Cls, although several other possible disruptions can have a drastic impact on
Cl resilience such as natural disasters (Osei-Kyei et al., 2021; Sakurai & Kokuryo, 2018).
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Figure 1. Cls have different resiliencies upon different responses based on different policies, picture by
the authors.

2.2. Dynamic capabilities and resiliency

Dynamic capabilities refer to the ability to react adequately and timely to changes that
require a combination of multiple capabilities (Eisenhardt & Martin, 2000; Teece & Pisano,
2003). In this regard, DCs can be useful in cybersecurity environments where firms require
the ability to deal adequately and timely with cyber attacks (Goel et al., 2023; Kosutic &
Pigni, 2021; Naseer et al., 2018). This allows firms to survive by continuously adapting their
business models to ensure that existing products or services are developed, marketed,
and supported for various clients. Components of DC include processes, resources (e.g.,
technological resources and organisational and managerial resources), environment (e.g.
environmental uncertainty, external conditions), and strategies (e.g. IT strategy, business
strategy) (Steininger et al.,, 2022; Suddaby et al., 2020).

The three processes of DCs are sensing, seizing, and transforming. These processes are
important for firms as they help achieve goals, particularly in terms of resilience
(Ferdinand, 2015; Jiang et al., 2021; Suddaby et al., 2020). Sensing indicates the capacity
to sense, identify, and assess opportunities and threats (Teece & Pisano, 2003). In other
words, sensing capacity allows a firm to deal with threats that are caused by environ-
mental changes externally and internally. For example, sensing capability assists firms in
identifying cybersecurity threats by adopting a socio-technical perspective rather than an
overly technocentric approach. This enables firms to develop a holistic strategy for
cybersecurity, effectively responding to cyber threats and contributing to the sustain-
ability of energy systems (Dang & Vartiainen, 2024). Seizing refers to ‘the implementation
of a sensed opportunity, the mobilizing of resources to address an opportunity and
capture its value’ (Teece et al., 1997, p. 516). That is, seizing capability allows firms to
achieve resiliency by responding and reacting quickly to the changing environments in
the context of cybersecurity measures in Cls. For example, once the firm senses the
opportunity, they will address it, such as, a supply chain firm can invest in the ability of
systems to be resilient in dynamic environments and quickly recover from disruptions
(Goel et al., 2023; Melnyk et al., 2014). This ensures they stay ahead in such environments
and accelerate decision-making practices (Gu et al., 2021). Transforming refers to ‘the
process of resource configuration in which the organisation is continuously renewed’
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(Teece, 2012). Reconfiguring is one of the key drivers for a firm’s success because it helps
the firm rearrange its existing resources to respond to changes or disruptions (Jiang et al.,
2021; Yu et al.,, 2019).

Resources include both assets and capabilities (Rajala & Westerlund, 2016). Two
main types of resources are 1) technological resources and 2) organisational and
managerial resources (Steininger et al., 2022; Suddaby et al., 2020). Resources influence
DGCs, and in turn, DCs play an important role in the outcomes of an organisation. In
particular, first-order outcomes related to observed organisational changes, such as
the introduction of new resources, processes, or business practices, can be influenced
by DCs. For example, in the digital era, firms need to change or transform their
traditional business models by integrating digital technologies (e.g. robotics, cloud-
based technology, artificial intelligence, digital twins, etc.) into their existing business
models to ensure survival (Dang et al., 2024). DCs also affect the second-order out-
comes that deal with the organisational performance effects of DCs (Cheng et al.,
2014). Environments and strategies are important for organisations and their DCs. The
environment can be considered an antecedent of dynamic capabilities, as competitive
pressure and volatile circumstances significantly influence the formation of DCs
(Steininger et al., 2022). Also, strategies (e.g. IT strategies and business strategies)
are considered an antecedent of DCs, or events that are considered outcomes of
DCs (Steininger et al., 2022).

With those abovementioned discussions about DCs coupled with the literature (c.f.
Ferdinand, 2015; Goel et al., 2023; Kosutic & Pigni, 2021; Naseer et al., 2018), it can be
argued that DCs can be used as a tool or an approach to help organisational resiliency
when dealing with unstable environments, such as threats of wars, natural disasters, or
cyberattacks.

2.2.1. Artificial intelligence as technological resource enhancing dynamic
capabilities

Although there are many techno-centric or technological resources that can improve Cl
resiliency (Cantelmi et al., 2021), one technological resource might be Al. It can be used for
several purposes in Cls, such as smart grids, for instance, for monitoring, analysing,
controlling, interacting with markets, and detecting cyberattacks (Buettner et al.,, 2022).
Therefore, artificial intelligence (Al) techniques can play a critical role in the modelling,
analysis, and prediction of Cls’ performance and resiliency (Alkhaleel, 2024; Laplante &
Amaba, 2021). Al tools in Cls, such as the smart grids in the energy sector, can be classified
into different kinds of expert systems, fuzzy logic, artificial neural networks, and genetic
algorithms (Khosrojerdi et al., 2021).

Prior literature has presented several ways in which Al can be used to improve Cl
resiliency. For example, if a simulated digital twin is created of the energy grid, Al can be
used for detecting anomalies and recovering from the incidents (Salvi et al., 2022). Babar
et al. (2020) propose a resilient agent using machine learning to sense cyberattacks on the
demand side of a smart grid. Tang et al. (2022) have identified several Al applications for
enhancing the cyber threat defence of railway systems. Al and machine learning techni-
ques have been found useful in cybersecurity solutions (Ozkan-Okay et al., 2024),
although challenges also exist (Al-Hawawreh et al., 2024).
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Therefore, Al can be considered a technological resource of an organisation because it
can facilitate decision-making and enable timely responses. Organisations can also build
their own Al systems, such as expert systems, or they can add or revise more rules, facts, or
cases to the existing systems. In that sense, an Al system can be seen as the outcome of
organisational learning or a capability that allows quick recovery from disruption.

2.2.2. Collective mindfulness an organisational and managerial resource enhancing
dynamic capabilities

Dynamic capabilities may also be enhanced with organisational and managerial
resources, for example with collective mindfulness. Aanestad and Jensen (2016), p. 14)
define collective mindfulness as a ‘capability of remaining “aware of something that may
be important” (Merriam Webster's definition of mindful) in an open and undefined
situation, where the organisational setting deems that this awareness goes beyond the
individual to encompass the collective setting’. Mindful organisations have five social
processes from which other organisations can learn. First, they are preoccupied with failure
and try to use all failures (which are rare) and near-misses as learning opportunities (Weick
et al, 1999). Second, they also try to investigate any kind of anomalies and listen to
intuitions, not considering them as one-time-only events, but as signs of system health
(Sutcliffe, 2011). This process is called reluctance to simplify interpretations. Third, they are
sensitive to operations and aim to achieve a high level of situational awareness, usually as
a team (Weick et al,, 1999). Fourth, they are committed to resilience by anticipating
problems and preparing for errors but also being capable of improvising when something
unexpected happens. And last, they have deference to expertise: experts, who know the
consequences of different decisions are given decision-making authority instead of rely-
ing on hierarchical decision-making (Vogus & Sutcliffe, 2017).

These five processes are considered to lead to collective mindfulness, which will lead to
reliable operations and services (Weick et al, 1999). Thus, the objective of collective
mindfulness is to improve organisational performance (although it also could aim to
enhance organisational wisdom) (Badham & King, 2021). If we take an example from
a Cl area, i.e., the hospital sector, preoccupation with failure could be discussions with
clinical staff after possible dangerous situations in an operating room, where the idea is
not to find the guilty parties but to learn to avoid the same situation in the future.
Reluctance to simplify interpretations might be that employees listen to their intuition
and investigate, for instance, suspicious emails containing links to notice phishing
attempts (Sipior et al., 2018). Sensitivity to operations in a hospital might be that all
personnel, doctors, nurses, and IT experts, have their specific roles and they communicate
with each other about anomalies. Commitment to resilience might mean that all employ-
ees are highly educated, experienced experts in their speciality and, therefore, capable of
improvising if something happens, for instance, a ransomware attack. Deference to
expertise might mean that if a nurse notices that blood pressure is quickly decreasing,
the doctors will listen to the expert and make their own decisions considering the altered
situation.

If we consider the three DC processes, sensing, seizing, and transforming, and
the above-mentioned five CM processes, clear links can be noticed. Sensing and
monitoring the environment (Sambamurthy et al., 2003) are closely connected to
the sensitivity of operations, preoccupation with failure as well as reluctance to
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Table 1. Summary of definitions used for central concepts.

Central concepts Used definitions
Critical “large-scale, man-made systems that function interdependently to produce and distribute
infrastructure essential goods (such as energy, water, and data) and services (such as transportation, banking,
and healthcare)”(Cantelmi et al., 2021, p. 341).
Resiliency “the ability of a system to prevent the occurrence of a crisis and the capacity to absorb the impact
and recover to the normal state rapidly and efficiently when a crisis does occur” (Labaka et al.,
2016, p. 22)
Dynamic the ability to react adequately and timely to changes that require a combination of multiple
capabilities capabilities (Eisenhardt & Martin, 2000; Teece & Pisano, 2003)
Sensing the capacity to sense, identify, and assess opportunities and threats (Teece & Pisano, 2003)
Seizing “the implementation of a sensed opportunity, the mobilizing of resources in order to address an
opportunity and capture its value” (Teece et al., 1997, p. 516).
Transforming “the process of resource configuration in which the organisation is continuously renewed” (Teece,
2012).
Collective “capability of remaining ‘aware of something that may be important’ (Merriam Webster's
mindfulness definition of mindful) in an open and undefined situation, where the organisational setting

deems that this awareness goes beyond the individual to encompass the collective setting”
(Aanestad & Jensen, 2016, p. 14)

simplify interpretations. Organisations try effortfully to create situational awareness
(sensitivity to operations), detect anomalies, and analyse them (preoccupation with
failure) to sense whether some events might risk their survival, such as
a cyberattack. Gartner and Ribeiro Soriano (2011) have proposed that when an
organisation is more mindful, it enhances the “"capability of sensing opportunities”
(p. 264), but we can argue also that collective mindfulness enhances the capability
of sensing threats.

The second DC process, seizing opportunities for action, requires being prepared
to act upon those opportunities. Thus, reluctance to simplify interpretations is
essential in not regarding them as one-time anomalies but regarding their worth
for further investigation and possible action (Gartner & Ribeiro Soriano, 2011). If we
consider a gradually developing cyberattack, which is difficult to notice without
closely monitoring the environment for a long period, it might be ignored if
anomalies are not detected and investigated, but interpretations are simplified.
When the cyberattack is noticed then it is possible to seize the opportunity to start
response activities.

Finally, the third DC process, transforming, can be linked with a commitment to
resilience and deference to expertise. Trusting cybersecurity experts in deciding on how
to respond to the attack with either previously developed procedures or improvised new
response actions transforms the organisational performance and allows the organisation
to learn from the situation (Romme et al., 2010).

Collective mindfulness is closely connected to business continuity management and
organisational resilience (Butler & Gray, 2006). Although technical preparations have
traditionally been the focus of business continuity, the meaning of social processes has
also been recognised (Niemimaa, 2015; Niemimaa & Jarveldinen, 2013). Not only
technical redundancy or carefully planned disaster recovery procedures can lead to
resiliency, but the constant management of fluctuations is performed by operative
persons (Niemimaa, 2015), top management support is essential (Sarkar et al., 2016)
and multi-talented teams are necessary for continued operations (Jarveldinen, 2016).
Table 1 summarises the essential concepts.
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3. Framework for improving cyber security resilience of critical
infrastructures

Summarising what we have discussed, we propose a framework to enhance the resilience
of ClI (Figure 2). The separate phases are discussed below.

First, organisations should acknowledge that vulnerabilities (2) are often triggered by
environmental and operational changes (1). For example, environmental changes could
be pandemics that push employees to remote work (Margherita & Heikkila, 2021),
industrial turbulence pressuring for business model change or cost savings (Kranz et al.,
2016), or national policies demanding more reporting requiring also information systems
changes. Organisations may also change their operations when adopting new processes
or information systems (Jarveldinen et al.,, 2022). These changes open possibilities for
malicious agents to exploit new vulnerabilities, and thus, organisations should develop
strategies to help them achieve resilience (Jarveldinen et al., 2022). The difficulty is that
the malicious agents also have dynamic capabilities and develop new cyber threats
constantly (Choo, 2011).

Second, to minimise the impact of threats, organisations should respond to
those (3). First, they have to sense the changes threatening them. For example, Al-
enabled tools can be seen as an effective technical solution. In more detail, the
strength of Al tools in cyberattacks, for example, is first to detect them quickly
(sensing, i.e., identifying and assessing opportunities) and then to respond to them
also quickly by mobilising resources to capture value from those opportunities, as
well as reconfiguring routines. In that sense, Al tools can be considered
a technological resource that enables dynamic capabilities. The role of collective
mindfulness is to enhance the DC processes, which then improve the resiliency of
the Cls. In a cyberattack situation, the collective mindfulness processes have a very
short-term temporal dimension since the social processes of sensing, seizing, and
responding to a cyberattack have to be fast, especially in an unexpected attack

(1) Environmental and operational (4) Learned outcomes and continuous
changes renewal
- uncertainty Drive - New organizational strategies for
- policy »| resilience of CI
- cyberattacks - New operational practices for resilience
of CI
Shape
Trigger/ Affect
\ 4
(2) Vulnerabilities in organizations (3) Response to threats exploiting
vulnerabilities
Respond - DCs (sensing/ seizing (or
P mobilizing/reconfiguring routines))
A enhanced by
o technological resources (e.g., Al)
o organizational and managerial
resources (e.g. collective

Figure 2. Framework to improve the resilience of Cls, source: the authors.
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where an Al tool is not available. However, developing the collective mindfulness
processes in the organisation to achieve this kind of capability takes a long time
since the responding team or the whole organisation has to function well as
a collective (see e.g. Erden et al, 2008). Nevertheless, if the organisation does
not have high situational awareness and a capability to detect anomalies and
analyse them, it is likely that they can not quickly respond to cyberattacks. When
the incidents have been detected, collective mindfulness gives a possibility to seize
the opportunity to respond. Often, organisations try to explain anomalies as one-
time abnormalities, which mindful organisations are reluctant to do, i.e., simplify
interpretations.

The timely responses utilising technological and managerial resources shape
organisational learning and outcomes and continuous reviewal (4). Here, two new
outcomes are shaped by the DC processes in (3). These outcomes will be con-
tinuously renewed due to the DC approach in (3). In terms of strategic level
response, dynamic capabilities can be considered as an option to help organisa-
tions enhance their resilience. For example, an organisation might develop or
adopt Al tools to detect and respond to cyberattacks after they have noticed
that they have problems in that area. As such, Al tools now become the capabil-
ities or strategies of an organisation. Collective mindfulness also facilitates the
organisation to commit to resilience and listen to experts.

Therefore, the learned outcomes (4) include organisational strategies for the
resilience of Cl and operational strategies for the resilience of Cl. And those
strategies are shaped and influenced by responses (3) but also the environmental
and operational changes (1). Operational practices are those practices that facilitate
organisational survival in day-to-day operations, the constant management of
fluctuations (Weick et al.,, 1999) such as the use of Al tools or collective mind-
fulness processes in the cyberattack response. They can also include, for example,
processes (e.g. sensing, sizing, and transforming) and resources (e.g. technological
resources and organisational and managerial resources). Organisational strategies,
however, are the IT strategies or even business strategies that are developed
further based on the learnings from the responses to threats. Dynamic capabilities
enable the improvement of an organisation in the long term when the organisa-
tion learns from disruptive events and improves its resiliency or firm performance
in similar situations. For example, a Cl such as a hospital or an energy distribution
organisation might improve their resiliency significantly and use it as a competitive
advantage with customers.

Not all Cl organisations or networks have dynamic capabilities nor collective
mindfulness. The network of Cl organisations is broad and includes a multitude of
different actors, some very small with limited resources, but also, for example,
high-reliability organisations such as nuclear power stations, or electricity network
operators, which typically are very prepared to act quickly and have mature
cybersecurity practices. These kinds of actors create best practices that can be
distributed to others in due time (Zsidisin et al., 2005) and emerging regulations
such as NIS2 at the EU level also demand certain cybersecurity maturity from the
Cl sector (2022).
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4. lllustration of framework for improving cyber security resilience of
critical infrastructure against cyber threats

4.1. Illlustrative cases

To illustrate how our proposal of the framework works, we used two cases in which data
were (1) from the lab at the University of Vaasa and (2) from public sources i.e. Greenberg
(2018), Hern (2017), and Wesley et al. (2019). This method has been employed by scholars;
for instance, Haaker et al. (2017) and Niemimaa et al. (2019) adopted this method to
demonstrate their models.

First, we used the FREESI laboratory' (Future Reliable Electricity and Energy System
Integration Laboratory) at the University of Vaasa and its capabilities as a means to
demonstrate the use of technological resources in the framework. The laboratory
provides a co-simulation environment that imitates a real-world process and system,
i.e. the physical environments of the Vaasa Harbor microgrid in Finland (see also
Kumar et al., 2023). The laboratory operates on information and operational technol-
ogy, which allows the illustration of different cyberattack scenarios on the Vaasa
Harbor microgrid (MG). It thus provides a realistic environment for assessing the
effectiveness of our framework.

We use the proposed framework as an approach to improve resilience and test an Al-
enabled tool — an expert system named Microgrid Controller — in the laboratory. In energy
grids, the energy frequency must be stable constantly. We simulated a scenario of
a cyberattack e.g. a delay attack that would delay transmissions received by certain
network nodes (Lou et al,, 2020). In short, the general electricity network’s microgrid is
a 120kV grid-connected distribution feeder. Figure 3 shows the microgrid topology. The
topology has four consumers, called loads (Load 1 to Load 4, of which the first two are
critical loads), and it has distributed energy resources (e.g. combined heat and power
plant, photovoltaic generation systems, and battery energy storage systems).

utility WY N T — = - ——
Load4

100MVA

IEC 61850 GOOSE

Electric Network 1L5MVA

1MVA 10MVA

Figure 3. Energy Microgrid Topology, author generated picture.
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Second, we used a case described in the literature as the MAERSK vs. NotPetya case to
demonstrate the framework. In particular, we aim to illustrate the connection between
dynamic capabilities and collective mindfulness in the following known case written
based on several scientific sources (Greenberg, 2018; Hern, 2017; Wesley et al., 2019).
On 27 June 2017, the NotPetya ransomware attack hit Maersk with 80.000 employees
globally, in 574 offices of 8 business units in 130 countries. After the attack, Maersk started
to cooperate with consulting company Deloitte and set up a recovery centre in London,
England, to recover from the devastating attack that had shut down nearly all devices and
systems in the company. This shows the changes in environments, as well as the threats.

4.1.1. Technical resilience of critical infrastructure: energy microgrid
Environmental and operational changes. As energy (micro)grids have become even
smarter, they are managed with sensors, information networks, and information systems,
although technicians are also essential for their resiliency (Niemimaa, 2016). Ports are
critical infrastructures as they are essential hubs for human transportation but also central
in supply chains (Romero-Faz & Camarero-Orive, 2017), and smart microgrids are neces-
sary for port operations. Port operators and authorities try to achieve energy efficiency
and reduction of emissions by using smart microgrids (Canepa et al., 2020).

Vulnerabilities in organisations. The digitality of the infrastructure allows constant
monitoring and easy identification of possible problems, but on the other hand, the
connectivity makes them vulnerable to cyberattacks (Niemimaa, 2023). Smart microgrids
in ports are also vulnerable to various cyberattacks such as unauthorised access to
a system or device, message relays, etc (Canepa et al.,, 2020). Since a balanced energy
frequency (between energy consumption and generation) is critical for the operation of
a microgrid, tampering with the messages that facilitate the balancing task - load-
shedding tasks — is one possible vulnerability in the smart microgrid. Normally, so-called
standardised GOOSE messages are used within the load-shedding task, which is a time-
critical communication protocol maintaining balance in energy frequency. If the balance
is lost, one possible impact is a blackout due to a mismatch between the generated power
and the load.

In the designed scenario tested in the FREESI laboratory, the idea was that
a cyberattack would separate (or island) the MG from Load 4 (Figure 3). This would
cause an unbalanced energy frequency in the microgrid. In Figure 4, the cyberattack
happened in second 1 causing the islanding of the MG. This created an imbalance
between the generated and consumed energy leading to frequency fluctuation (and
MG RMS value degradation). However, in the MG resiliency evaluation scenario, a delay
attack was applied to the GOOSE trip command packets sent from the MG controller to
Load 4. This developed scenario would cause problems (hardening) for the MG operation
stability and the load-shedding function may fail to operate in the required timeframe
(Figure 4, middle row). MG operation would face severe frequency and voltage oscillations
due to the mismatch between the generated power and the load demand. In this real-
time simulation setup, the EXata cyber system emulator was used to launch the cyber
delay attack and applied to a specific communication link or a specific GOOSE message,
and the reactions of the physical system can be seen in Figure 4 (middle row).
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Figure 4. Microgrid real-time simulation subject to a delay attack, author generated picture.

Response to threats exploiting vulnerabilities. The organisation has to respond to
possible cyberattacks to maintain the resiliency of its infrastructures. In particular, the Al-
enabled tool (Microgrid Controller) can be used to extract and proceed with the measure-
ments from the received GOOSE messages within the MG. The Microgrid Controller
attempted to shed the settable Load 4 (Figure 3) to maintain the MG frequency stability.
For example, if the differences between the total power generation and the total load
consumption exceed 3 megawatts for any MG, the controlling algorithm output (dis-
patching signal) will be sent back to the model via additional new GOOSE messages.
Furthermore, it detects the MG information system accepting delay limits and how the
MG operational technology system determines if it will exceed these limits. This can be
done by using Microgrid Controller intelligent electronic device-based Al in compliance
with the IEC 61,850 standard (see e.g. Boas Leite et al., 2018).

Outcome. Considering the proposed framework, the expert system based on Al deci-
sion-making solutions can be seen as a resource and a capability for an organisation. In
this case, Al was used as a response to react to the cyberattack, to seize it. However, when
the organisation develops Al tools as they learn what kind of tools are effective and
efficient, they can also facilitate the transformation of an organisation, as it allows them to
reach an even better capability to respond to cyberattacks. Al tools first need to be
developed by an organisation, then, it becomes their capability as an outcome of the
process of dealing with threats. Also, they can be used for organisational operations as
a response strategy.

4.1.2. Organisational resilience of critical infrastructure: the MAERSK vs. NotPetya
case

Environmental and operational changes. The wide adoption of digital technologies in
large corporations has led to IT-enabled or digital transformation, where organisations
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either use information technologies to gain operational efficiencies or transform their
business model and organisational identity (Wessel et al., 2021). The operational efficiency
is enhanced with connectivity, which may turn global corporations into attractive targets
for cybercriminals.

Vulnerabilities in organisations. A cyberattack is considered one of the main threats in
securing critical infrastructure as it could have a wide and serious impact not only on an
organisation but also on society (Venkatachary et al., 2018). In the Maersk vs. NotPetya
case, an unprecedented cyberattack hit a global company, Maersk, operating numerous
ports and ships around the world. The attack caused serious vulnerabilities to Maersk, as
the company had to shut down nearly all devices and systems, which were infected within
15 minutes from the first detection of a cyberattack.

Response to threats exploiting vulnerabilities. In response to the attack, 400 Maersk IT
and other personnel cooperated with 200 Deloitte staffers to first make sense of the
situation. Together they had to be sensitive to operations since one person cannot create
a useful and reliable situational awareness in such a vast scenario. Since possibly all
computers were infected, together they decided that no Maersk laptops were allowed
to access the Maersk network but new laptops and pre-paid Wi-Fi hotspots were bought
from electronics stores nearby. Thus, the new disaster organisation was preoccupied with
failure, they wanted to ensure that the ransomware would not affect the disaster organi-
sation as well, and also showed commitment to resilience when they improvised in
a difficult situation. In DC concepts, this could be called transforming.

Quickly the recovery centre noticed that three to seven days old backups of Maersk
servers were available, but the domain controllers having the details of the network map,
configurations, and access privileges (active directory) were lost. The domain controllers
had been planned to synchronise with each other, but the company had not prepared for
a scenario where all servers were simultaneously disrupted. Despite the scope of the
disruption, the search for domain controller backup continued. That is, they were reluctant
to simplify the interpretation that all was lost. In fact, one server in Ghana had suffered from
a power outage before the attack and therefore still had a domain controller backup. They
were sensitive to operations and seized the opportunity to use these backups.

Alongside this IT recovery, other global Maersk staff tried to operate ports with instant
messages, email, and spreadsheets. They replaced some of the functionalities from the
normal maerskline.com system with these improvised tools. This shows that staff was
committed to resilience, and they were allowed to operate with the available tools since
container vessels were still arriving at ports and many companies relied on Maersk’s ability
to ship their cargo. Staff had the expertise, so the company relied on that and had
deference to expertise. In DC terms, Maersk was able to transform itself quickly to the
new situation. That is, the company was resilient.

Outcome. Nowadays, Maersk regards cybersecurity as so important that it has a separate
section in the company Code of Conduct (Maersk Code of Conduct, n.d.) and
Cybersecurity terms for vendors (Cyber Security Schedule | Maersk Terms, n.d.), both
publicly available. These could be regarded as part of an organisational cybersecurity
strategy, which manifests the underlying operational practices. Therefore, we can
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conclude that the learnings from ransomware recovery have improved the resiliency of
Maersk.

5. Discussion and contributions

Several approaches can be considered to improve the cybersecurity resilience of Cl
organisations (Harrop & Matteson, 2013). Those approaches include, for example, techni-
cal (e.g. intrusion detection systems, firewalls, and software), organisational (e.g. appoint-
ing IT security officer, rules, monitoring of information security), and frameworks/
standards (e.g. access management, awareness models, and assessment standards)
(Lykou et al., 2018). Unfortunately, organisations often implement those approaches by
using different professionals at different times with different methods for a certain system
layer. This would create vulnerabilities that bad actors can exploit.

In this paper, we propose a holistic approach that would have the potential to cover
technical, organisational, and social dimensions at many levels of an organisation as
a theoretical contribution. Our idea is based on dynamic capabilities improving the
resiliency of Cls. We explore the operational level capabilities such as Al-enabled tools
and collective mindfulness processes and how they can be used in sensing, seizing, and
transforming firstly in the incident response, at the operational level but later when the
organisation learns, on the strategic, organisational level.

From prior literature, we know that components of DC include resources (e.g. techno-
logical resources; organisational and managerial resources), environment (e.g. environ-
mental uncertainty; external conditions), and strategies (e.g. IT strategy; business strategy)
(Steininger et al., 2022). Organisations often use technical approaches at the operational
level to maintain the resilience of Cls (Gouglidis et al., 2018). Al-enabled tools are
especially good at sensing the cybersecurity environment and quickly responding or
seizing. Our framework covers this perspective by including resources as a part of
responding features to threats, caused by environmental and operational changes
(Figure 3). When technological tools become essential for an organisation, it will learn
to rely on them for instance in responding to cyber threats and thus the resources will also
help improve or transform the organisation.

The proposed framework covers further organisational and managerial resources by
suggesting that collective mindfulness processes should be considered as a part of threat
response processes. Not all cyber threats can be sensed by technological tools, which
often are created after a new attack type has emerged. Therefore, mindful employees are
needed in sensing and seizing activities, but later also in transforming the organisation for
example by strategically putting more emphasis on the development of technological
tools. The collective mindfulness processes will enhance the dynamic capabilities of an
organisation to avoid and respond to interruptions and thus develop the organisation’s
resiliency on a higher level.

6. Conclusions

In conclusion, we suggest that dynamic capabilities can be used to ensure the
organisational resilience of critical infrastructures. This is because dynamic capabil-
ities help organisations to purposefully adapt an organisation’s resource base to
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address rapidly changing environments (Teece et al., 1997). Also, they help orga-
nisations do the right things rather than doing things right (Shuen et al., 2014). In
terms of outcomes, our framework helps the organisation improve its resiliency not
only in operational practices but also in organisational strategies. In this context,
the framework provides guidance for practitioners to assess their organisations’
readiness to respond to threats and offers strategies to address vulnerabilities. For
instance, to evaluate an organisation’s preparedness, managers can use this frame-
work to map potential vulnerabilities (i.e. (2) in Figure 2) against their existing
technological, organisational, and managerial resources (i.e. (3) in Figure 2). This
assessment can be conducted by adhering to established standards (e.g. ISO, 2016;
NIST, 2020) or by employing the Delphi method (Turoff, 1970). The Delphi method
can also be utilised by policymakers to gather diverse perspectives on strategies
when applying the framework at a national level for the protection of critical
infrastructure.

The paper has limitations. As a conceptual paper, we only have demonstrated
how the Al tool might function within the laboratory environment at the University
of Vaasa's FREESI laboratory, as well as how collective mindfulness can be con-
sidered as part of dynamic capabilities with the MAERSK case. Our framework has
not yet been tested or verified in other environments nor has a proof of concept
from a real organisation. We thus call for future empirical studies to test the
framework. For example, researchers can set up different scenarios in
‘Environmental and Operational Changes’ (Figure 2). These changes will lead to
a potential list of ‘Vulnerabilities in Organisation’ (Figure 2). From this, researchers
can study how different organisations respond to threats and how these responses
shape organisational strategies for cybersecurity resilience. This can be achieved,
for instance, by using case studies, as this method involves an in-depth examina-
tion of a phenomenon within its real-world context

Although in this paper, our case examples focus on technological and managerial
resources separately, in a socio-technical organisational environment both resources
are needed for ensuring the resilience of Cls. We also call for researchers to study the
interplay of technical and managerial resources or human-Al interaction in Cls.
Furthermore, as has been established, the Cls are usually a complex network main-
tained by several organisations, and our focus is on the organisational not inter-
organisational level.

Future research can use our framework as a starting point to develop or revise a better
framework for cybersecurity resilience in Cls and study what kind of dynamic capabilities are
effective when enhancing the resilience of Cls and how they are developed. We also would
like to invite future researchers to examine Cl resiliency at the inter-organisational level.

Note

1. The laboratory is used for ‘testing and training the IEC 61,850 based protection systems as
well as OPAL-RT OP5600 real-time simulator platform, which at present time, enables con-
troller hardware in the loop (CHIL) simulations of Smart Grids. The FREESI-lab is connected to
the Sundom Smart Grid living lab environment, which is a real medium voltage grid provid-
ing a continuous IEC 61,850-based data stream from twenty nodes’ (University of Vaasa, 2023)
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