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ABSTRACT The emergence of microgrids and the increasing adoption of Distributed Generation Systems
(DGS) have created an opportunity to replace traditional fossil fuels with renewable resources. Such a shift
poses security and power quality challenges that must be addressed by academics and industrial research
paradigms. Unintentional islanding is an important security concern, as it can result in power quality
degradation, electrical hazards, and equipment damage. To address this problem and find efficient solutions,
many anti-islanding techniques to detect and eliminate the phenomenon can be found in the specialized
literature. These solutions can be classified as passive, active, remote, hybrid, or based on machine learning
and signal processing techniques. In this context, this paper provides a comprehensive review of existing anti-
islanding methods, highlighting their importance in preventing dangerous situations. The review includes
a detailed analysis of the advantages and limitations found for each method, as well as its suitability for
practical applications. The goal is to provide a valuable resource for researchers and practitioners in the
field of distributed power systems, enabling them to choose the most appropriate anti-islanding method for
their specific needs. Overall, this paper aims to address the challenges posed by unintentional islanding and
promote the adoption of renewable energy resources for a more sustainable future.

INDEX TERMS Distributed generation, grid-tie inverters, islanding detection, microgrid, non-detection
zone, power quality, renewable energy.

I. INTRODUCTION

The global concern with sustainability, along with the need
to diversify the global energy production matrix, has been
the great catalyst of the growing penetration of renewable
resources-based distributed generation into the distribution
grid. Although Distributed Energies Resources (DERs) have
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significant economic potential, their emergence presents a
range of electrical safety challenges for power systems engi-
neers and researchers. The main considerations that must be
addressed include: short-circuits, voltage sags and swells,
power quality degradation, phases unbalancing, and the main
topic of this work: Islanding [1].

The islanding phenomenon is defined as the electrical
operation of DGS even after the distribution or transmis-
sion electrical grid interruption [2]. The phenomenon can be
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intentional or unintentional. It is important to note that inten-
tional islanding has a positive impact, as it is an important way
to electrically feed isolated areas or to maintain power supply
in areas affected by natural disasters. Conversely, uninten-
tional islanding presents a range of dangerous risks [3], such
as: (1) Personal safety since maintenance personnel may
assume the lines are shut down and perform maintenance
procedures without adopting the necessary safety consider-
ations; (2) Overvoltage and over frequency since after the
loss of mains, voltage and frequency can extrapolate the
allowed range of values and cause damage to equipment; (3)
Power quality degradation due to the interactions between
the harmonic content of the output inverter current and the
local load impedances; (4) Reconnection out of phase since
reconnecting out of phase can cause high transient torques to
synchronous generators or other rotating machines.

The main causes of the unintentional islanding phe-
nomenon are deliberate shutdown of the electrical grid due
to maintenance procedures, electrical faults, human mis-
takes, or sabotage [4]. Consequently, a massive number of
Anti-Islanding Protection (AIP) strategies were proposed to
guarantee fast and reliable inverter shutdown after the island-
ing condition formation. Those methods can be classified
according to their location and operating principle.

According to the location, AIP methods are divided
into remote and local. Remote methods, also known as
grid-resident methods are located on the utility side and
provide a highly accurate detection, eliminating the problem
of the Non-Detection Zone (NDZ) that will be addressed
over the next sections. Despite their accuracy, remote solu-
tions face the problem of high cost and implementation
complexity [5], once they depend on high-level commu-
nication technologies. The main examples of strategies of
this group are Impedance Insertion [6], Power-Line Carrier
Communication [7] and Transfer-Trip Schemes [8], Phasor
Measurement Unit [9], Micro Phasor Measurement Unit [10],
and SCADA [11].

On the other hand, local AIP solutions, also known
as inverter-resident methods, are embedded in the inverter
microprocessor. Due to its low-cost implementation, local
methods are widely common in residential inverters. Despite
its popularization, local AIP algorithms are prone to false
tripping and large NDZ. These problems, however, can be
mitigated and almost eliminated by the application of math-
ematical or computational tools such as positive voltage or
frequency feedback and machine learning algorithms. This
way, one can see that remote AIP reach their reliability
through high financial prices, while local AIP reliability
depends on the intellectual efforts of academic and industrial
research.

Local methods, on the other hand, can be divided into
three categories: passive, active, and hybrid solutions. The
passive methods are characterized by the pure monitoring of
some electrical information in the Point of Common Cou-
pling (PCC) [12], such as frequency [13], rate of change
of frequency [14], voltage [15], phase jump [16], total or
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individual [17] harmonic distortion. The main advantage of
passive AIP lies in the fact that they are non-intrusive in
relation to power quality. Nevertheless, they suffer from low
accuracy and high NDZ. Differently, active AIP inserts small
perturbances in some variables of the inverter operation. The
main goal is to create conditions to destabilize the inverter
after the grid interruption, deviating the operation point out
of the range of the limits imposed by international stan-
dards [18]. Representative examples of this category include
frequency and voltage drift-based methods, harmonic inser-
tion, and high frequency signal injection. Active islanding
detection involves a trade-off between efficiency and its
impact on power quality.

Hybrid AIP solutions work as an average of the strengths
and drawbacks of passive and active AIP. The operating
principle involves monitoring electrical variables, and, if the
control system suspects an islanding contingency, an active
perturbation is inserted into some of the inverter parameters
for a preset period. Therefore, if islanding is confirmed, the
inverter is shut down. If the islanding hypothesis is rejected,
the active perturbation is deactivated. The main representa-
tives of this kind of solution are SFS-based approaches [19],
Voltage unbalance and frequency set point [20], ROCOF-
based methods [21], Voltage and real power shift [22] and
SMS-based approaches. Hybrid AIP combines the bene-
fits and drawbacks of both active and passive solutions.
In this sense, it will present less harmonic distortion than
the active methods but more than the passive solutions.
Regarding the NDZ, hybrid schemes will have a smaller
NDZ than passive methods but a larger one than active
solutions.

Recently, many authors have focused on the develop-
ment of AIP protection based on artificial intelligence or
machine learning algorithms such as Artificial neural network
(ANN) [23], Deep Learning (DL) [24], Decision tree (DT)
[25], Fuzzy logic [26], Support vector machine (SVM) [27],
ANFIS [28]. The great advantage of these approaches lies in
the no need of communication lines. Additionally, there is no
intrusion in relation to the power quality and in efficiency.
These methods, however, depend on a high computational
burden and on an elevated number of sensors depending on
how much are the inputs of the algorithm. Finally, there is
another set of AIP methodologies based on passive detection
that use signal processing methods to improve durability,
reliability, and effectiveness, namely: Fourier Transform (FT)
[29], Wavelet Transform (WT) [30], Stockwell Transform
(ST) [31], Mathematical Morphology (MM) [32], Kalman
Filter (KF) [33], Variation Mode Decomposition (VMD) [34]
and Empirical Mode Decomposition (EMD) [35].

Given this scenario, it is noted that the development of AIP
strategies attracts great interest from the scientific community
and several authors have contributed to the development of
innovative and, above all, effective techniques. Many authors
dedicated their time and effort to deepen their knowledge
and make available to the scientific community works that
demonstrate the state of the art on AIP strategies.
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In [36] the authors presented an analysis of 117 works that
inserts an important discussion about the future of islanding
detection strategies. The possibility of emerging technologies
such as machine learning or signal processing technologies
occupying the state of the art of AIP strategies was discussed,
however, it lacks a deeper study of the remote techniques and
does not cover the timeline evolution of the active strategies.

In [3] the authors carried out a deep analysis of 96 works
congregating not only the passive and active AIP strate-
gies but also local hybrid and remote solutions. This paper
presents one of the first studies related to smart AIP strategies
for power systems and microgrids, providing a comprehen-
sive assessment of their strengths and weaknesses. However,
important passive strategies such as harmonic detection and
voltage unbalance were not analyzed. Furthermore, it does
not delve into recent advances reported in the technical liter-
ature regarding hybrid and active anti-islanding techniques,
nor does it fully cover machine learning and signal processing
technologies.

In [37], a comprehensive review of passive, hybrid, and
active techniques is provided. The main strength of this paper
lies in comparing the Non-Detection Zone (NDZ) of passive
approaches to key network code requirements. Furthermore,
it offers a detailed examination of the historical development
of passive and active solutions, explaining not only their basic
principles but also the strategies employed to deal with their
limitations. However, this review does not address remote
strategies as well as smart and signal processing-based tech-
niques.

On the other hand, in [3] the authors contributed by pre-
senting a review of AIP approaches which covers the main
remote, active, passive, and hybrid technologies. However,
it falls short in exploring recent advances in passive and
active methods, neglects remote PMU and Micro PMU-based
methods, and lacks a comprehensive analysis of key chal-
lenges encountered in AIP research, including AIP regulatory
requirements.

Some other works focus on scrutinizing specific
approaches rather than providing a holistic view of the spe-
cialized technical literature. In [38], for example, a systematic
review of intelligence-based AIP approaches is provided.
The analysis considers the main intelligent classifiers and
technologies used to extract features from the detected data.
In [39], a complete review of AIP techniques based on signal
processing is performed and in [40] the authors summarized
the main AIP patents granted in the USA.

While each work has its merits, the specificity of their
proposals prevents them from adequately addressing the
significant research gap concerning anti-islanding protec-
tion techniques. This gap is mainly related to the lack of
a comprehensive review that consolidates the main regula-
tory requirements and identifies the main challenges that
anti-islanding strategies must overcome to be functional.
In addition, it presents a timeline of the evolution of the main
methods, incorporating the most recent contributions found
in the specialized technical literature.
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Therefore, in light of what has been exposed, this work
intends to contribute to the scientific community by present-
ing, in Section II, a precise description of the general AIP
theory, highlighting the main challenges for correct island-
ing detection and the technologies for NDZ demarcation; in
Section IIT the authors present a review of the main grid
code requirements for islanding protection, contemplating the
test methodologies and the recommended detection thresh-
olds; Section IV is dedicated to present a complete review
regarding remote, passive, active, hybrid, machine learning,
and signal processing-based approaches, highlighting their
timeline evolution and solutions to address each approach’s
drawbacks; finally, in Section V the concluding remarks
found through the analysis of 215 technical documents are
presented.

Il. STANDARDS AND ISLANDING DETECTION

Despite all the economic, social and environmental opportu-
nities that come with the growing penetration of renewable
resources-based DGS, it can also generate a series of prob-
lems of electrical security and power quality degradation.
In this context, the commercialization of inverters or other
technologies related to the interconnection of DGS into the
main grid must obey the recommendations of the Standards.
This section, in this sense, goals to present the main Standards
recommendations about the integration of the DGS into the
main grid. Posteriorly, it will carry out a revision about the
considerations of AIP. Table 1 summarizes the main voltage,
frequency, DC current injection, voltage, frequency total and
individual harmonic content recommended thresholds of the
following Standards: ABNT NBR 16149 [41], IEEE 929-
2000 [2], IEEE 1547-2018 [42], UL741 [43].

A. AIP STANDARDS RECOMMENDATIONS

The anti-islanding protection is a mandatory feature for
inverter commercialization and for the connection of DGS
in the main utility grid. Several Standards provide recom-
mendations on the minimum requirements for Anti-Islanding
Protection (AIP) to commercialize inverters and connect
Distributed Generation Systems (DGS) to the main utility
grid. In general, there is no consideration if the AIP must
be a physical device or a code embedded into the inverter
microprocessor or whether the adopted solution should be an
active or a passive method. Despite the differences between
the normative texts, all of them determine the same setup for
the islanding detection test procedure. Figure 1 illustrates the
generic setup for an AIP test. It is formed by a DC source
connected to the same point that an RLC parallel load and an
AC source. The DC source can be a PV plant simulator or a
real one. In relation to the AC source, it can be a controlled
source or the main grid, since some quality power criteria be
reached: the amplitude must be +2% of the nominal value,
the frequency must be kept at 0.1 Hz of its rated value
and the THDv must be lower than 2.5%. For three-phase
systems, the phase delay between the phase voltages must be
120° £+ 1.5°.
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TABLE 1. Standards cc ations.
Standards ABNT NBR 16149 1IEEE 929-2000 IEEE 1547-2008 UL1741
Rated Power - 10 kW 30 kW -
Order (h) Threshold Order (h) Threshold Order (h) Threshold Order (h) Threshold
3-9 <4.0 % 3-9 4.0% 39 4.0% 39 4.0%
11-15 <2.0% 11-15 2.0% 11-15 2.0% 11-15 2.0%
17-21 <1.5% 17-21 1.5% 17-21 1.5% 17-21 1.5%
23-33 <0.6 % 23-33 0.6% 23-33 0.6% 23-33 0.6%
>33 0.3% >33 0.3%
THD 2-8 <1.0%
10-32 <0.5%
Even components must be <25% than the respective odd one. 2-10 1%
12-16 0.5%
18-22 0.25%
24-34 0.15%
0, 0,
DHT<5% DHT<5% =34 0.075%
Voltage Range (%) Time (s) Range (%) Time (s) Range (%) Time (s) Range (%) Time (s)
Deviation
V<80 0.4 V<50 0.1 V<50 0.16 V<50 0.16
80<V<110 - 50<V<88 2 50<V<88 2 50<V<88 2
110<V 0.2 Ho=y=! 2 110<V<120 1 110<V<120 1
V=120 0.05 V=120 0.16 V=120 0.16
Frequency Range (Hz) Time (s) Range (Hz) Time (s) Range (Hz) Time (s) Range (Hz) Time (s)
Deviation
59.5<f<60.5 - 49<£<51 0.2 59.3<f<60.5 - 58.5<f<60.5 -
r‘ non-idealities of the load parameters, such as the resistance of
— 7 the inductors and capacitors and the residual inductance of the
9 I line, it is necessary to monitor the grid current contribution.
m’ Pt 70 | Small adjustments to the load parameters must be performed
DG DG Grid Grid . . .
e (- until the fundamental component of the grid current is less
>3 151 o1 than 1% of the fundamental order of the inverter output
(— current.
l:ﬂ
% Grid-Tie + 2 Grid V2
c + —_— —
System " L —!' = QY R = P (1)
i 2
\ \%4
| L=—-—— 2)
2 foPQr
FIGURE 1. General setup for AIP test recommended by the cited 2nfoV

standards.

The main goal of the load is to mitigate the influence of
the utility grid on the equilibrium of the system. Thus, the
resistive parameter must exactly match the inverter output
power, reducing the active power demanded from the grid,
and the LC pair must resonate at the rated grid frequency,
in order to diminish the reactive power contribution from the
utility grid. In this sense, the equations (1), (2) and (3) demon-
strate the calculus of R, L, and C, respectively. Due to the
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where Qr is the load quality factor, P is the output-rated
power, fp is the resonant frequency and V is the nominal
voltage.

It is important to mention that the previous equations are
the nominal values of load parameters. Beyond the values
coming from those mathematical relations, it is important
to perform small variations in the resistive and in one of
the reactive (inductance or capacitance) parameters of the
load in order to reach all of the Standard recommendations.
More than that, it is necessary to conduct islanding tests for
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different power conditions. The test can be performed either
with a passive load or an electronic one [44], [45].

Multiple standards provide recommendations for carrying
out AIP tests on distributed generation systems. Standard [2]
recommends repeating the AIP test with varying reactive
parameters of the load (inductor or capacitor) in the range
of 95% to 105% for 1% adjustments, at power levels of 25%,
50%, 100%, and 125%. Standard [64] recommends conduct-
ing the AIP test at power levels of 100%, 66%, and 33%, with
adjustments to resistive and capacitive parameters in the same
range as [2]. Standard [68] also recommends power levels of
100%, 66%, and 33%, with positive and negative adjustments
to reactive parameters in the range of 95% to 105% for the
lower power levels and £5% for the highest power level.
The Japanese Standard [50] requires testing AIP for different
types of loads and multiple distributed generation units, with
each working at 100% of its rated power. The maximum
detection time ranges from 0.5s for passive schemes to 1s for
active tactics.

Ill. ANTI-ISLANDING THEORY

As previously mentioned, the islanding phenomenon can
occur intentionally or unintentionally. Intentional islanding is
a powerful strategy, applied in the contexts of cogeneration,
hybrid photovoltaics systems or microgrids, that can be used
to ensure power to a locality even in the absence of an
external electrical grid [1]. In addition, intentional islanding
can provide reliable power to consumers during blackouts
or other electrical faults and allows power utilities to per-
form maintenance procedures without interrupting the energy
supply.

The unintentional islanding, in turn, is defined as an unex-
pected interruption in the grid and has no positive benefits.
In fact, it can lead to several negative consequences, rang-
ing from degradation in power quality to the real risk of
fatal electrical accidents. Unintentional islanding is espe-
cially dangerous due to its distinct characteristics. Unlike
other electrical contingencies such as short circuits, flickers,
or voltage fluctuations that produce significant and abrupt
variations in electrical parameters and trigger protection
devices, unintentional islanding can occur without causing
noticeable changes in voltage, current, or frequency over a
certain period. This can create a false sense of normality and
make it difficult to detect the grid interruption [46].

In this context, it is important to understand how the
electrical variables behave during an islanding occurrence,
including the role of the local load in the variation of param-
eters before and after disconnection from the grid. During
normal operation, there are active and reactive power con-
tributions flowing from the DGS and from the utility grid to
the local load, according to (4) and (5).

Pioad = P+ AP “
Qloada = 0+ AQ 5)

where:
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Pand Q — Active and reactive power from the
DGS;
— Active and reactive power of the load;

— Active and reactive power of the grid;

Pioaa and Qjoad
AP and AQ

During normal operation, the PCC voltage is controlled
by the external grid. However, after an islanding event, the
PCC voltage will be determined by the interaction between
the DGS output current and the load impedance. In [47], the
relationship between the PCC voltage before and after the
grid interruption is derived and presented in equation (6). One
can note that the voltage variation depends on the mismatch
between the power supply from the DGS and the power
demand of the load. In a situation of equilibrium generation-
consume, the voltage will not present significant modification
and, therefore, no voltage relay will be tripped.

P
Pioad

V' =

1% (©6)

where:

V’  —PCC voltage after the islanding;
V - PCC voltage before the islanding;

The angular frequency behavior, in turn, is given by (4).
As it is possible to notice, the angular frequency of the
electrical islanding is influenced by the reactive parameters
of the local load. If the reactive parameters of the local load
are such that Qy,,4 = 0 at the nominal grid frequency, (7) will
be reduced to (8), which represents the resonance frequency.
Therefore, if the pair LC has resonance at the grid nominal
frequency, the frequency of the island will not vary.

2
Qoa QO‘d 4
(%) + it
w = (7N

o = — ®)

Finally, it is important to highlight the voltage harmonic
behavior. During normal operation, the DHTV is determined
by the interaction of the harmonic content of the inverter
output current and the equivalent impedance of the grid and
the load. After the grid interruption, however, the DHTYvV is
the product of the inverter current harmonic content and the
load impedance. In general, (Zjyaa > Zgriq) and, therefore,
the parallel equivalency of the two impedances produces less
THDv than the load one itself. This way, the problem of
the increasing of voltage harmonic degradation is justified,
especially for strong grids. Exceptions can be found in the
weak grid context.

The next subsections will address the main challenges for
islanding detection. They will cover the following topics:
NDZ, detection time, power quality degradation, imple-
mentation cost, computational burden, multi-DG efficiency,
quality factor of the load and, fault detection zone.
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TABLE 2. AIP standards recommendations.

Lo Power Parameter Multiple
Standard Qf Detection time Frequency (Hz) Voltage (V) Conditions Variation inverter
. 0/ 0,
llgffzs(;gé i t<2s [59.3:60.5] [0.88:1.1] 33%, 66%, 100% 223 [[gio//:- 18?;‘;]] No
IEEE Std. . . 25%, 50%, 100%, AP:[95%: 105%]
9292000 2.5 t<2s [59.3: 60.5] [0.88:1.1] 125% AQ: [95%: 105%] No
AP: +5%; +10%
. . 0, 0, 0, —_ y =
IEC 62116 1 t<2s [58.5:61.5] [0.85:1.15] 33%, 66%, 100% AQ: £5%; £10% No
. 0/ 0,
UL 1741 <1.8 t<2s Set value Set value 33%, 66%, 100% ﬁg [[320//0 1820//0]] No
. 0. 0
JETGRO000 0 (+ rotating P:t<0.5s o 0 o AP: +5%; +10% Yes (up to
3-4-1.0 machinery)  A:0.5s<t<ls Set value Set value 33%, 66%, 100% AQ: £5%; +10% 10)

A. NON-DETECTION ZONE (NDZ)
The NDZ can be defined as the set of load conditions in
which an AIP is not capable of detecting the grid interrup-
tion. It is, therefore, an important criterion for evaluating
the performance of an AIP scheme, as it indicates a priori
whether the scheme can meet all the detection standards
requirements. In this context, the literature has developed four
principal NDZ mapping methodologies: the AP x AQ plan,
the L x Cpopm plan, the Oy x fo plan and the Of x Cyopm, plan.
The AP x AQ plan, also called, power mismatch space,
relates the active and the reactive power contributions of the
grid in the imminence of the islanding. This mapping strategy
is mainly used for passive solutions, once it only considers
the influence of the grid on the electrical variables’ behavior.
Therefore, the AP x AQ plan only forecasts the voltage and
frequency drift tendency imposed by the local load. Active
or hybrid strategies, on the other hand, insert disturbances
proposedly. Thus, in an islanding occurrence, there will be
two driving forces acting over the electrical variables of the
PCC: one imposed by the local load and other imposed by
the inserted disturbance. In this scenario, the AIP literature
developed other methodologies capable of recognizing and
contemplating, in the same model, the two drift influences.
Thus, to ensure the NDZ mapping of active methods, [48]
proposed the L x Cy,, plan that relates the load inductance
to the load normalized capacitance, defined by (9). Despite its
adherence to the active AIP schemes, neither the inductance
nor the normalized capacitance considers the resistive load
parameter (R), being necessary to plot the NDZ for each
possible R value.

C
wo L

®

Cnorm =

where:

C - Load Capacitance [F];
®, —Nominal grid angular frequency [rad/s];
L - Local Load Inductance [H];

Following the evolution timeline of the NDZ mapping
technologies, [49] proposed the QOrxfyp plan that relates,
respectively, the load quality factor and its resonance fre-
quency. The QO can be defined as the ratio between the
power absorbed and the power consumed by the load and is
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mathematically established by (10). The f,, in turn, is known
as the frequency in which the inductive and the capacitive
reactance are equal and its value is indicated by (11). By (10)
it is possible to notice that Oy is determined in function of
the load R, eliminating the need of plotting the NDZ for each
possible value of the load resistance.

C
0 = R\/; (10)

1
o 11
Jo = SaVic (v

where:

C - Load Capacitance [F];
R - Load Resistance [£2];

Nonetheless, this plan has a disadvantage when compared
to the Anti-Islanding Standards recommendations, since it
is mandatory to test the AIP in different conditions, making
small adjustments in the load reactive parameters. Therefore,
it was proposed the Qr x Cyopm plan that relates the load qual-
ity factor to the normalized capacitance [50]. In this sense, the
NDZ is the area of the O x Cyo5n plan located between two
curves, relative to the upper and lower thresholds of frequency
variation The lower curve refers to the maximum frequency
allowed by the normative texts, while the upper curve refers to
the minimum operating frequency allowed by the normative
texts, as determined by (12) and (13), respectively.

2 (Wmax) + 1g (Oinv)

Cpin=1— 12
min a)o Qf ( )
2 i tg (6;
Coe = 1 + (Wmin) + 8 (Oiny) (13)
@o Or
where:
Cinin — Normalized capacitance of the lower
curve;
Cnax — Normalized capacitance of the upper
curve;

— Minimum and maximum angular fre-
quency thresholds, respectively;

Oiny — Phase difference between the PCC volt-
age and the inverter output current.

Wmin, Omax
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Finally, the NDZ is described by (14).
Ciin < Cnorm < Crnax (14)

B. DETECTION TIME

One of the main Key Performance Indicators (KPIs) for
AIP performance is the time elapsed between the islanding
occurrence and its detection, called detection time. The main
standards determine this time cannot exceed 1s [51] or 2s [2].
However, the literature has already proposed AIP schemes
capable of detecting grid interruption in less than 100ms [46].

C. POWER QUALITY DEGRADATION

Power quality emerges as a critical consideration in the
integration of renewable resources into distribution grids.
Regulatory codes impose stringent limits on both total har-
monic distortion and individual harmonic levels. In this
context, active and hybrid AIP schemes need to inject dis-
turbances on some of the inverter parameters and, therefore,
can lead to power quality degradation. In this sense, some
strategies intend to create a phase difference for drifting
the frequency and, therefore, can affect the output inverter
power factor. Other solutions insert distortion on the current
waveform increasing the THDi. This can result in the inverter
failing to meet THDi thresholds set by industry standards for
marketable products, potentially leading to disqualification
from commercial use. In this sense, the choice of an AIP
scheme must consider a trade-off relation between efficiency
and THDi.

D. IMPLEMENTATION COST

Generally speaking, active, passive or hybrid AIP tech-
nologies can be embedded in a microprocessor, being
implemented without extra costs, especially in inverter-based
DGS. The remote techniques, on the other hand, depend
on extra devices connected to the PCC [52] or high-cost
communication structures [8] which make them economi-
cally unfeasible for medium or small DGS. Those techniques,
therefore, present a trade-off relation between the AIP effec-
tivity and the cost of the communication lines. Although
it is a commonly mentioned fact, the literature of remote
AIP still lacks detailed studies to determine the optimum
efficiency-investment point for different contexts.

E. COMPUTATIONAL BURDEN

The computational burden can be defined as the number
of computational efforts a microprocessor must employ to
perform a determined task. In [53], is concluded that the
computation efforts demanded by the modern deep learning
algorithms are growing faster than the resources needed to
train the model. This fact, in turn, alerts to the computational
burden each AIP scheme demands to perform the islanding
detection, specialty for those that are based on machine learn-
ing or signal processing techniques. Machine learning-based
algorithms demand a long dataset for algorithm training in
order to achieve accuracy. In this sense, designers must con-
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sider the trade-off relation between computation burden and
efficiency, achieving an optimum point for each application.

F. FAULT DETECTION ZONE (FDZ)

The Fault Detection Zone can be defined as the set of opera-
tional cases in which an AIP system provides a false positive
islanding diagnosis. The problem derives from the fact that
some non-islanding contingencies such as the switching of
motors or capacitor banks, for instance, can provoke transient
changes in the voltage magnitude, current or frequency and
provoke false detection. This problem has been related to
harmonic detection schemes [37], methods based on positive
feedback [54], signal processing and artificial intelligence-
based algorithms [55]. For the first group, it is possible to
reduce the FDZ by increasing the detection threshold. The
main drawback, however, is the growing of the NDZ. For the
second group, it is necessary to perform a critical analysis of
the inverter stability in order to determine the maximum pos-
itive feedback gain that does not lead the inverter operation to
instability. Finally, for the last set of AIPs, the FDZ problem
can be solved by enlarging the training data set or the number
of input features.

G. QUALITY FACTOR
The load quality factor is defined as the ratio between the
storage and the consumed energy of a system. As aforemen-
tioned, it can also be defined as a function of the three load
parameters according to (7). In order to better understand the
effects of the quality factor on the islanding detection, it is
important to understand the frequency response of a parallel
RLC circuit. In this sense, the general transfer function of the
equivalent impedance of a generic RLC parallel load is given
by (12) [56]. Figure 2, in its turn, illustrates the magnitude
and phase bode diagram of the transfer function described
by (15).
RLs

RLCs> + Ls+ R

As it is possible to notice that the bigger is the quality
factor, the bigger is the attenuation for signals out of the cut
frequency. In this way, insertion harmonic-based methods can
incur in NDZ cases for high quality factors due to the load
filtering capabilities. More than that, AIP strategies based on
the monitoring of frequency can be highly influenced by the
high quality factors as reported in [57], [58], once it increases
the selectivity of the circuit.

ZrLc (8) = (15)

H. MULTI-DG EFFICIENCY

In the literature is relatively common to find papers that
analyze the performance of AIP schemes in a single DG
environment. However, attesting the correct efficiency of a
protection scheme for one islanded inverter does not guaran-
tee that the AIP method will be able to diagnosis islanding
if the electrical island contains more than one inverter. This
problem is specially related to the active solutions. As their
philosophy of operation is based on the insertion of some
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FIGURE 2. Bode diagram of a parallel RLC load with multiples quality
factors and resonance frequency at 60 Hz.

disturbance in the PCC parameters, in a multi-DG island-
ing the perturbations injected by each inverter unit can be
mutually cancelled, affecting the detection capability. This
problem is duly described for harmonic based methods [59],
[60] and active frequency drift methods [61].

I. STABILITY CONCERNS

In general, passive AIP does not insert any disturbance
on the operational inverter parameters and, therefore, their
operation is not linked to any converter stability concern.
The same considerations can be generalized for the remote
techniques and for those that do not insert any disturbance
on the PCC variables. The hybrid and the active solutions,
by the other hand, are inherently linked to perturbation
insertion and, therefore, have the potential to negatively
impact inverter stability, especially those that use positive
feedback [62], [63].

J. CYBER SECURITY

Remote AIP depends on the use of communication chan-
nels or internet connection. This approach brings several
advantages for islanding detection related to reliability and
accuracy. However, the use of communication lines creates
problems related to cyber security. In this context, a hacker
attack can lead to false data injection or real data replication,
provoking a false positive islanding diagnosis.

IV. ANTI-ISLANDING METHODS

An anti-islanding method refers to any algorithm or physical
relay that can detect a loss of mains event and interrupt
the islanded operation within the time period required by
the cited standards. There are six categories of strategies
proposed in the literature to tackle the islanding phenomenon,
including remote, passive, active, hybrid, machine learn-
ing, and signal processing-based approaches. This section
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will cover each of these categories, discussing their main
approaches and the corresponding timeline of evolution.

A. REMOTE TECHNIQUES

The remote or grid-resident AIP strategies are defined by
the use of communications or signal processing technologies
in to perform islanding detection. The adoption of remote
AIP is justified as it avoids several drawbacks related to the
local AIP such as losses of effectiveness in the multi-DG
islanding, impact on the power quality and the existence of
the NDZ. However, remote islanding detection suffers with
high-cost and complex implementation, and, therefore, it is
economically impractical for small or medium DGS. The
main representative remote strategies are Power Line Carrier
Communication (PLCC), Direct Transfer Trip (DTT) and,
External Capacitor Switching (ECS) [5].

1) IMPEDANCE INSERTION

The Impedance Insertion method is based on the switching
of some kind of impedance, generally a capacitor bank, in to
create a reactive power mismatch and deviate the frequency
of the PCC voltage to out of the allowed range of operational
values. The general representation of this AIP scheme is
shown in Figure 3. The main disadvantages of this strategy
are: the price of a capacitor bank, the low response time
and the possibility of incurring in NDZ [6]. This method
was widely applied at the first AIP analysis on the Rokko
Test Center, in studies dating back to the 1990s [64], [65].
However, the necessity of an extra device connected at the
PCC and the consequent high cost of its implementation
discourage its application.

2) DIRECT TRANSFER TRIP (DTT)
In the Direct Transfer Trip (DTT) based anti-islanding strate-
gies, the central main monitors all breakers capable of
isolating the DGS, determining which areas are islanded [3].
This scheme has the same advantages than other remote AIP
techniques, i. e. high effectiveness and accuracy, but it also
suffers with the high cost and complex implementation, since
it depends on communication infrastructure such as leased
phone lines, radio or dedicated fiber and also requires a
supervisory system [8].

In [66] was performed a study about three naturally occur-
ring islanding events in a power plant with hydraulic, natural
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gas and wind-based generators that applied the DTT scheme
to perform protection against islanding. The analyzed data
suggests that the DTT scheme should be avoided in systems
with load-shedding capabilities in order to avoid high detec-
tion times. Beyond that, its performance can be seriously
affected by reactive compensators.

3) POWER LINE CARRIER COMMUNICATION (PLCC)

A PLCC is defined by the presence of a transmitter (T) at
the utility grid side and a receiver (R) that communicates
using the power line itself. Generally, the islanding signal is
sent during four conduction cycles and the grid interruption
diagnosis is performed if the signal disappears during this
time [67]. PLCC-based AIP schemes require repeaters for
communication lines longer than 15km in to avoid signal
attenuation [5]. Due to high complexity and implementation
cost, the method was targeted by few publications in the
literature.

The use of a PLCC to detect islanding was first pro-
posed in [7]. This work has made significant contributions
for understanding the importance of selecting an appropriate
transmitted signal, as high frequency signals are attenuated by
the series inductors of the distribution transformers and must
be avoided, particularly for small generation systems. Beyond
that, the information transmitted must be very slow to reduce
complexity. In addition, it uses a commercial automatic meter
reading and a self-made low-cost receiver to avoid extra
implementation expenses and also provides a set of requisites
that must be accomplished by a PLCC-based AIP strategy to
reach economic feasibility.

In [68] is proposed a performance analysis of a
PLCC-based AIP on a real distributed generation system.
This work presents a series of conclusions about the atten-
uation of the sent signal in virtue of natural features of the
line, such as the length, the cables constituted material and the
local loads characteristics. In [69] is studied the sent signal
attenuation provoked by a medium voltage transform and
the mathematical expression of this attenuation is derived.
Finally, [70] performs a sensitivity analysis of a PLCC AIP
scheme.

4) SUPERVISORY CONTROL DATA ACQUISITION APPROACH
(SCADA)

A Supervisory Data Control Acquisition (SCADA) is defined
as a data acquisition system that allows remote control of
industrial processes [11]. This system monitors several break-
ers, including the switches responsible for the interconnection
between the DGS and the main grid. Therefore, it can be suc-
cessfully applied for performing the islanding detection. The
scheme presents the same advantages and drawbacks of other
remote techniques. This way, this method is able to eliminate
the NDZ without demanding any power quality degradation.
However, the high complexity, cost and necessity of remote
operators make SCADA based AIP unfeasible for small or
medium DG [71].
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5) PHASE MEASUREMENT UNIT APPROACH

A Phasor Measurement Unit (PMU) provides real time data of
phase and magnitude of an electrical phasor of the electrical
system [72]. PMU has been utilized in various applications
within power systems, including synchronization, monitor-
ing, intentional islanding maneuver, and unintentional grid
interruption detection at the transmission voltage level.

In relation to the intentional islanding maneuvers, [73]
provided a complete analysis of an intentional islanding of
an 80 MW power plant connected to a 132 kV transmission
line connected to an urban substation. The collected results
demonstrated that the PMU device performed a reconstruc-
tion of the analyzed signals with low amplitude and phase
errors. Furthermore, the study concluded that PMU devices
are capable of providing a more reliable representation of
transient frequency, power, positive sequence voltage, and
phase variations compared to SCADA systems.

On the other hand, PMU is also employed to perform
unintentional islanding detection. In [74] is proposed two
different PMU AIP schemes: Frequency Difference Method
(FDM) and Change of Angle Difference Method (CADM).
The first one conducts the loss of mains detection through the
comparison of the measured frequency with a preset value.
The second approach, on its hand, uses the phase difference
between two buses. The results showed that both methods
were able to perform islanding detection for three different
contingencies. More than that, it is analyzed that the com-
bination of FDM and CADM were sufficiently selective to
avoid the false tripping of the DGS under 6 non-islanding
occurrences.

In [75] is proposed a new detection strategy composed by a
PMU system that uses an intelligent tree algorithm to perform
the loss of mains diagnosis in a wild area electrical system.
The results demonstrated a 98% of effective in islanding
detection. In [9], is presented Synchro phasor-AIP using Sys-
tematic Principal Component Analysis (SPCA) that presents
good performance with or without updating training data.
In [76] is proposed a remote technique that amalgamates the
PMU and the SCADA approaches. The results indicate cor-
rected islanding performance with no misclassification cases.
Other successful unintentional islanding detection schemes
using PMU based techniques are described in [77] and [78].

6) MICRO PHASE MEASUREMENT UNIT (MPMU)
The concept of Micro Phasor Measurement Unit (MPMU)
was firstly proposed in [79] as a means to provide accurate
real-time data for supervisory, control, or protection sys-
tems at distribution voltage levels. These units are designed
according the specific characteristics of distribution lines,
such as multiple nodes, short distances, small amplitude and
angle differences between nodes, faster dynamics, and a lack
of standard documentation [80].

In [10] is presented a MPMU based AIP scheme based
on the monitoring of two features: Cumulative Sum of
Frequency Difference (CMFD) and Phase Angle difference
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(PAD), exploiting, therefore, the influence phase affects in
frequency after the loss of sources. This method uses a Pear-
son correlation coefficient in order to detect the islanding
event. The results show that the system is able to detect island-
ing correctly within 0.25 seconds when there is a 0.01 Hz
frequency deviation, while being immune to measurement
noise and capable of distinguishing non-islanding contingen-
cies.

In [81] is proposed a new MPMU AIP that depends on
four MPMU devices connected to different buses of the elec-
trical system. It uses six parameters in order to detect the
grid interruption: voltage magnitude, phase angle, ROCOV,
frequency, ROCOF, voltage phase difference and ROCPAD.
These features are sent to a central controller formed by logic
gate arrays that diagnose the islanding event. The results indi-
cated the capability of detecting islanding in power balance
conditions and selectivity regarding to non-islanding events.

One of the main drawbacks of MPMU based AIP refers
to the possibility of cyberattacks due to communication sys-
tems and data exchange over the internet. This problem
is addressed in [82], that proposes an entire sub channel
dedicated to the islanding detection. This approach presents
immunity to the following cyberattack types: cables physical
obstruction, data replication, false data injection, network
traffic obstruction.

B. LOCAL PASSIVE TECHNIQUES

Passive Islanding Detection (PID) is a generic classification
for a huge set of AIP schemes based on the pure monitoring of
some PCC variable. The principal advantage of this approach
lies in the fact that PID does not insert any kind of disturbance
or impact on the power quality. However, PID has an impor-
tant drawback in terms of reliability due to its large NDZ
and poor detection speed. The main examples of this cate-
gory include under/over voltage (OUV) or frequency (OUF),
Phase Jump (PJ) detection, Harmonic Distortion (HD) detec-
tion, Rate of Change of Frequency (ROCOF), Rate of Change
of Voltage (ROCOV), Rate of Change of Phase Angle Differ-
ence (ROCPAD), Rate of Change of Active Power (ROCOP),
and Rate of Change of Reactive Power (ROCORP) [37].

1) OVER/UNDER VOLTAGE (OUV) AND FREQUENCY (OUF)

The OUV/OUF scheme is based on the monitoring and
comparison of instantaneous values of, respectively, voltage
magnitude and frequency with the standardized thresholds
and the inverter shutdown occurs when the method detects
an abnormality during a preset time interval. This is certainly
one of the simplest PID schemes, once frequency and voltage
relays are inherently present in commercial inverters. Accord-
ing to the “IEEE Standard for Electrical Power System
Device Function Numbers, Acronyms, and Contact Desig-
nations” [83], which aims to define codes for protection,
monitoring, and control devices, the frequency monitoring
device is assigned the ANSI 81 code, while the over and under
voltage relays are assigned the ANSI 59 and ANSI 27 codes,
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FIGURE 4. OUV/OUF NDZ for different values of quality factor.

respectively. Mathematically, the NDZ of this method can be
plotted in the AP x AQ plan using (16) and (17).
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Figure 4 displays a graphical representation of the region,
taking into account both the maximum and minimum fre-
quency thresholds specified by IEEE 929-2000. The figure
also illustrates the impact of load quality factor in the NDZ
size.

The AP axis refers to the voltage variation, and the AQ axis
refers to the frequency variation. As one can see, the voltage
variation is not sensitive to variation of the quality factor. The
frequency variation, on the other hand, is highly impacted by
the Oy value, the bigger is Oy, the bigger is the NDZ.

In order to illustrate algorithm NDZ, Figure 5 shows the
current, PCC voltage and frequency results of the OUF/OUV
AIP strategy, after an islanding event for C,p, = 1.02. It is
possible to conclude that this method is not capable of deviat-
ing the frequency nor the RMS value of the PCC voltage out
of the range of allowed values of operation and, therefore, the
inverter is not able to detect the islanding occurrence.

2) PHASE JUMP DETECTION (PJD)

This AIP strategy monitors the angle difference 6;,, between
the voltage and the inverter output current that can abruptly
change after grid interruption, especially under power unbal-
ance conditions.

This strategy can be faster than the OUV/OUF approach,
as phase dynamics change more quickly than frequency under
certain conditions [16]. However, it is important to state
that the modern Phase-Locked Loop (PLL) algorithms have
improved the robustness of the synchronization between the
PCC voltage and inverter current and, therefore, the phase
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jump can be quickly absorbed, avoiding islanding detection.
Another drawback related to its implementation is the choos-
ing of a correct threshold to diagnose the grid disconnection.
This is due because differently of voltage frequency and
magnitude, there is no standardized recommendation for the
phase jump [12]. Moreover, the PJD can lead to false tripping,
as soon as the starting of motors and the switching of a capac-
itor bank can cause a transient change in the PCC voltage
phase [84].

Lastly, it is necessary to analyze the NDZ problem of the
PJD method, mathematically described by (18).

AQ
abs (arcrg(ﬁ)) < Othreshold (18)
[ESY3

As one can see, the NDZ is not affected by the quality factor
of the local load, however it is highly dependent on the chosen
threshold. In this sense, Figure 6 illustrates the NDZ for the
PJD for different values of the angle detection threshold. It is
possible to notice that differently of the OUFV scheme, the
PID one presents NDZ for all values of the AP.

3) HARMONIC DETECTION (HD)

This method is based on the constant monitoring of the
harmonic content of the PCC voltage. During the normal
operation, the THDv is determined by the interaction between
the harmonic components of the inverter output current and
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the grid impedance. After the grid interruption, the THDv is
determined by the product of the harmonic components of the
inverter output current and the load impedance, which can be
significantly higher than the grid impedance [84].

The main advantage of this strategy lies on its
non-dependency of the power unbalance of generated and
consumed power [47]. However, its implementation is
marked by the difficulty of the protection relay parametriza-
tion. In this sense, a small islanding threshold can lead to the
inverter false tripping and a big one, on the other hand, can
lead to the increasing of the NDZ. In addition, it is important
to note that the algorithm lacks selectivity, once several
non-islanding contingencies can impose an increasing of the
THDv [85]. Non-linear loads [86] and the grid background
distortion [87] also impact the method performance. Lastly,
the capacitance of the local loads can filter high frequency
harmonic components and, therefore, mitigate the scheme
efficiency.

Several papers have proposed HD-based AIP schemes in
order to guarantee more robustness, efficiency and selec-
tivity and correct the above-mentioned drawbacks. In this
scenario, some strategies interlock the HD with other passive
parameters to improve selectiveness. In [88], [89], and [90],
for instance, are proposed passive AIP strategies that com-
bine the harmonic measurement with an unbalance phase
voltage relay. The results showed that the proposed solution
reached correct islanding detection to balance and unbalance
load conditions. Moreover, it was capable of distinguishing
between islanding and non-islanding events. In [91] is pro-
posed a hybrid solution that exploits the Gibbs phenomenon
in parallel with the THDv. The performed tests proved the
solution is efficient to detect the islanding formation in a
multi-DG system, with less NDZ than passive versions of HD
and less harmonic content that active AIP strategies.

Other solutions detect islanding based on specific har-
monic components. In [92] is proposed a HD strategy based
on the use of Kalman filter to evaluate the energy density of
the third and the fifty harmonic components. In [93] is pro-
posed an AIP solution based on the PWM harmonic signature
of the inverter. In the study by [94], a HD passive islanding
detection method based on the even harmonic components of
the PCC voltage was proposed. The results proved that the
scheme is able to perform the grid interruption detection for
a multi-DG system. Finally, in [95], the islanding detection is
obtained by applying a Discrete Fourier Transform to extract
the second harmonic order of voltage and current.

4) RATE OF CHANGE OF FREQUENCY (ROCOF)

The Rate of Change of Frequency (ROCOF) is a passive
AIP based on the measurement of the frequency derivative.
Equation (19) shows the general expression of the ROCOF
calculus. Itis important to mention that the frequency derivate
over time is influenced by some of the physical characteristics
of the DGS. In this sense, inertia, nominal frequency, rated
power and by the amount of active power supplied by the
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main grid in the moment of the islanding, according to (20)
[96].

B l n %
ROCOF = - ; - (k) (19)
dt 2H

where H represents the system’s inertia constant, and G rep-
resents the system’s damping coefficient.

The technique can be implemented with a Cross-Zero
Detector (CZD), a Fast Fourier Transform (FFT) [97],
a Phase Locked Loop (PLL) [98], with an Interpolated Dis-
crete Fourier Transform and a Kalman Filter [33] or with
Phasor-Measurement Units (PMU) [99].

One of the main challenges of the ROCOF AIP is the
determination of the measuring window in which the ROCOF
will be computed and the correct threshold for the islanding
detection. In this context, [96] states that the time interval
must figure in the interval of 0.3 to 0.7 s and the detection
threshold is fixed in 0.3 Hz/s. Beyond that, [100] also pro-
poses a setting methodology for ROCOF relays based on a
field study of a biomass generation plant. Another issue of
the strategy implementation is the difficulty of coordinating
the ROCOF relay with other frequency protection devices.
In this sense, [14] proposed a graphical design methodology
to guarantee the coordination between the OUF relay with the
ROCOF one.

Another serious ROCOF drawback is its susceptibility to
nuisance trips after non-islanding events. Thus, several works
tried to mitigate this problem through the combination of
ROCOF with the measurement of another electrical variable.
In [97], is proposed an under voltage interlock function to
distinguish the grid interruption to transient contingencies
like voltages dips. In [101], the actuation of the ROCOF
protection is locked with the value of the THDi. In [102],
it is presented an interlacing of ROCOF with the estima-
tion of the grid impedance. Finally, in [103] is proposed an
enhanced version of the ROCOF relay based on the adaptive
Kalman filter estimation method. This solution has capability
of distinguishing the grid interruption of other electrical con-
tingencies once it reduces the sensitization of the relay for
non-islanding faults.

On the other hand, the ROCOF approach offers important
advantages. One of them is it portability, once the scheme
can be used in PV systems [104], in Synchronous Generator
based systems [102] or in different types of microgrids [105]
with accuracy. More than that, several active AIP are imple-
mented with the ROCOF relay in order to accelerate the grid
interruption detection: [106] presents a combination of SMS
and ROCOF; [19] presents a hybrid method combining SFS
and ROCOF; [107] presents a RPV based AIP implemented
with a ROCOF relay. There is also an active ROCOF relay,
proposed in [108].

Differently of other passive solutions, the literature about
the ROCOF strategy lacks an analytical determination of its
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NDZ. However, diverse works tried to stipulate the bound-
aries of the NDZ through computational or experimental
evaluations. In [109], for instance, it was proposed a com-
putational study for the mapping of the non-detectable region
through different RLC loads, with multiple values of quality
factor and for PV systems with different inertial constants.
The results showed the dependence of the NDZ on two pri-
mary factors: load quality factor and contributions of active
and reactive power flowing from the grid to the PCC. In [13],
in turn, is proved that the combination of the ROCOF with
the ROCOV relay, has a smaller NDZ compared to the
combination of the OUF and OUV. In [110], an extensive
computational study is conducted to determine the maximum
boundary of the ROCOF NDZ.

5) RATE OF CHANGE OF VOLTAGE (ROCOV)

This method is based on the determination of the Rate of
Change of Voltage (ROCOV), since the grid interruption
can provoke a transient deviation of the PCC voltage [15].
Mathematically, the general expression of the algorithm
implementation is given by (21).

rocoy = 20 = Vr-1) 1)
At

It is important to state that ROCOV can be used either
to diagnose islanding or other electrical contingencies and
is especially common to perform fault detection in High
Voltage Direct Current (HVDC) systems [111], [112] or in
DC microgrids [113]. This scheme is also able to perform
the loss of main detection in AC microgrids, as reported
in [114]. Beyond that, ROCOV can be used in parallel
with other AIP. In [115], for instance, is proposed a hybrid
strategy based on the combination of the ROCOV measure-
ment and the Rate of Change of Active Power (ROCOAP)
capable of performing islanding detection in a multi-DG
environment.

It is necessary to state that in [116] it is concluded that
ROCOQV relays are superior in selectiveness and reliability
to the conventional current and voltage protection devices.
Finally, [117] proposes a coordination scheme for microgrids
based on the ROCOV measurement.

6) RATE OF CHANGE OF PHASE ANGLE DIFFERENCE
(ROCPAD)

This method was proposed in [118] and is based on the
constant monitoring of the Rate of Change of the Phase Angle
Difference (ROCPAD) between the inverter output current
and voltage and the determination of the variation rate of
this quantity over time. Mathematically, the rate of change
of the phase angle difference can be determined by (22).
Reference [119] proposed a passive AIP that mixes ROCOF,
ROCOV and ROCPAD to reduce NDZ.

A (6;
ROCPAD = Oinv)

(22)
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7) OTHER RATE OF CHANGE BASED-METHODS

As aforementioned, the islanding occurrence can generate
abrupt and transient deviation of several electrical variables.
Frequency and voltage are the most common and, therefore,
they have a special subsection in this section. However, the
literature has described other rate of change based relays such
as: Rate of Change of Power (ROCOP) [120], Rate of Change
of Reactive Power (ROCORP) [121], Rate of Change of
Frequency over Power (ROCOFoP) [122] and Rate of Change
of Voltage over Power (ROCOVOP) [22]. More than that,
in [123] is proposed a combination of ROCOP and ROCOQ.

8) VOLTAGE UNBALANCE

Voltage unbalance is a phenomenon that occurs when
three-phase system experiences different amplitudes of volt-
age or phase delays that are different from 120 degrees. This
can be caused by various factors, such as heavy single-phase
loads switching on and off, lack of symmetry in transmission
lines, single-phase short circuits, and other issues. Addition-
ally, islanding operations can also lead to voltage unbalance
if the loads in each phase have different magnitudes or
impedances.

In [88], for example, the voltage unbalance is used for
interlocking the islanding analysis with the harmonic mea-
surement, as it was aforementioned. A similar strategy was
proposed in [89]. It uses the voltage unbalance in parallel with
the measurement of the fifteenth harmonic order to improve
the capability of distinguishing islanding and non-islanding
events. Moreover, some hybrid methods used the voltage
unbalance as the passive stage of their operation. These
schemes will be carefully analyzed in the section related to
the hybrid tactics.

C. LOCAL ACTIVE TECHNIQUES

As aforementioned, passive AIP solutions lack reliability
when exists a balance between the power generated by the
DGS and the power demanded by the local loads. Thus, the
need of correcting the passive AIP NDZ issues created the
active anti-islanding solutions, characterized by the insertion
of some perturbations in the inverter operation in order to
deviate the point of operation to out of the Standards thresh-
olds. Although the actives solutions are inherently marked by
the power quality degradation, its adoption is justified due to
the mitigation of the NDZ [18].

1) ACTIVE FREQUENCY DRIFT (AFD)

The Classic AFD was proposed by [124] and inserts a dead
time at the end of each semi-cycle, according to Figure 7. Its
operating principle involves inserting a dead time at the end
of each semi-cycle, creating a phase difference between the
PCC voltage and inverter current output while maintaining
synchronism at the zero crossing. The Classic AFD algorithm
parametrization depends on the choice of the value of the
chopping factor (cr), defined as the ratio of twice the dead
time ¢, to the nominal period (T), according to (23). Mathe-

VOLUME 12, 2024

i(4)

Original
Reference

AFD
Reference

t(s)
ty

FIGURE 7. AFD reference.

matically, the waveform exposed in Figure 7, is given by (24).

The main advantage of the AFD solution lies on its imple-
mentation simplicity. However, it is necessary to highlight
that this algorithm has several drawbacks: lack of efficiency
in multi-DG islanding, high levels of THDi and serious NDZ
issues. Other operational limitation is related to the fixed
value of ¢r. This fact, in turn, leads to a problem related to
the frequency drifting tendency generated by the load. For
instance, when the ¢y is positive, the frequency tends to drift
to values higher than the nominal grid frequency, and more
inductive loads generate a tendency to drift the frequency to
less than the nominal grid frequency. This load frequency
drifting tendency can cancel out the deviation frequency
imposed by the AIP, resulting in a failure of grid interruption

detection.
[ . S
Isin | 27 t)], O<wt<m-—t,
I —c¢r
. 0, T—t,<wt<m
Lafd ) = f ‘
Isin | 2 t), m<wt<2m—t
1— cf
kO, 2 —t; < wt <21
24

In order to illustrate the algorithm NDZ, Figure 8 shows
the current, PCC voltage and frequency results of the AFD
AIP strategy, after an islanding event for C,,,, = 1.05 and
¢r = 0.035. It is possible to conclude that this method is
not capable of deviating the frequency for out of the range
of allowed values of operation and, therefore, the inverter is
not able of detecting the islanding occurrence.

2) IMPROVED ACTIVE FREQUENCY DRIFT (lafd)

In order to correct the THDi problem of the Classic AFD,
[125] proposed the Improved Active Frequency Drift (Iafd)
algorithm. Instead of inserting a dead time, IAFD replaces
it with a step on the current magnitude during the odds
quarter-cycles of current, as shown in Figure 9. The waveform
described by Figure 9 is given by the system of equations (25).
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FIGURE 8. AFD current, voltage and frequency results for a NDZ case.
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Analytically, is possible to conclude that the value of
the parameter K can determine the level of intrusion this
algorithm will perform. The bigger is K, the bigger will be
the detection capability, however, the bigger will also be the
harmonic content of the output current. Beyond that, the K
gain also influences the determination of the NDZ, once it
creates a phase difference between the PCC voltage and the
inverter output current expressed by (25).

liafd (1)
Isen 2nft),
Isen 2rft) — K1,

T
O<owt < —
. 2
B} < wt <1 — arcsin (K)
0, T —arcsin(K) <wt <7

= 3
Isen 2nft), T <ot < —

Isen 2rft) + K1,
0, 2mw — arcsin (K) < wt < 2w

(25)

3 .
- < wt <21 — arcsin (K)

3) AFD BY [126]

In [126] is proposed another variant of the Classic AFD,
marked by the insertion of a small phase jump on the begin-
ning of each semi-cycle of current, as illustrated by Figure 10.
Mathematically, the waveform descripted by Figure 10 can be
represented by (26).

Lpic x sin 2nft +6;); O <ot <m—06,

o (1) 0; T—60,<wt<m
1 =
afd Lyie X sin Qnft —6;); 7w < wt <27 — 6,
0; 27 — 0, < wt <27
(26)
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4) AFD WITH PULSATING CHOPPING FACTOR (AFDPCF)

As it was above mentioned, the Classic AFD is not able to
follow the frequency drifting tendency imposed by the local
loads. In this sense, [ 127] proposed the AFDPCF that changes
the fixed value of ¢y by a pulsating signal, alternating in pos-
itive, zero and negative values according to (27). Figure 11,
by its turn, illustrate the ¢y pulsating function over time.

Cfmax; lf‘ Tcmaxon
Cf = Cfmin; l.f Tcmimm (27)
0; lf Tcoﬁ‘un

The main advantage of this method consists in the reduc-
tion of the injected THDi due to the conduction periods
in which ¢, = 0. More than that, the alternation between
positive and negative ¢ values helps the algorithm to detect
the islanding independently of the direction of the frequency
deviation imposed by the local loads.

Finally, the AFDPCF algorithm is capable of eliminating
the NDZ for a series of values, as demonstrated in [46]. In [46]
was also proposed a design methodology for the AFDPCF
implementation that calculates the values of ¢, and ¢y, for
eliminating a given range of quality factor values. This design
methodology is expressed by (28).

¢ = 2.40¢
cf = max forr (28)
cfmin = _Cfmax
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However, the main drawback of the algorithm is its longer
detection time compared to other methods. As explained
in [46], there is no synchronization between the change of
the ¢f value and the moment of the grid interruption. In this
scenario, if the islanding occurs when ¢y = 0, the method will
only be able to perform the frequency drift after the changing
of the ¢f. An alternative version of the AFDPCEF is given
in [128].

5) SANDIA FREQUENCY SHIFT (SFS)

The SFS algorithm was proposed by [124] and aims to cor-
rect the operational problems of the Classic AFD algorithm
through the adoption of a variable chopping factor linked to
the measured frequency error, according to equation (29). The
distortion inserted into the inverter output current creates a
phase difference between the inverter output current and the
PCC voltage, as illustrated by (30).

cf = cro+ K (fou — fu) (29)
By — m(cro + Kz(fpll —fu)) (30)

The main advantages of the SFS method lie on the reduc-
tion of the THD:I rates and of the detection time. During grid
tie operation, the PLL measures a frequency that is nearly
identical to the nominal grid frequency. As a result, the differ-
ence between fy,;; and f;, (]jyy — fn) is very low, leading to a low
value of ¢y and, consequently, a low THDi rate in the inverter
output current. However, in the event of a grid interruption,
the frequency drifts away from the nominal value, causing an
increase in ¢¢. This deviation in frequency further amplifies
cf, creating a vicious cycle that reduces the detection time.

As it can be seen, the SFS design depends on two parame-
ters: c¢f, and the accelerating gain K. While the ¢y, affects the
THD:i rate, the gain K determines the NDZ size [129]. Thus,
the SFS implementation goals to accomplish the maximum
possible NDZ reduction with the minimum injected THD:.
In this scenario, several design methodologies have been pro-
posed. In [57], for instance, is proved that, for a K designed
according to (31) the method is capable of eliminating the
NDZ for a range of Oy that goes from O to the chosen value
of
L

7fo

However, the NDZ of the SFS algorithm can be influenced
by the number of inverters connected to the same PAC,
deteriorating its detection capability. In order to address this
drawback, [130] proposed a new design methodology for the
SES scheme in order to guarantee the optimal tuning of the
SES even in the multi-DG case. Computational simulations
were successfully carried out; however, no experimental val-
idation was provided.

On the NDZ problem, [131] carried out a dynamical study
about the influence of the parameters ¢y, and the accelerating
gain K on the NDZ mapping and size. It was concluded that
K has a direct impact on the range of Qy values for which the

K (3D
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NDZ is eradicated, thus the increasing of K reduces the NDZ
size. On the other hand, ¢y, determines the value of the Cy,o/m
at the initial point of the NDZ. In this sense, the growing of
cf, leads to the increase of the Cpopm.

Nevertheless, the stability study conducted in [54], showed
that high values of K can impact on the converter stability,
leading to false tripping, especially in weak grids or for large
size DGS. In this scenario, [132] proposed a SFS variation
based on the concept of the pulsating initial chopping factor,
similar to the AFDPCF algorithm. The fixed value of ¢y,
is replaced by a pulsating signal that alternates its value
according to (32). Thus, itis possible to set 77 and 75 to match
the time required for each ¢, value to detect the islanding
event.

B [ cro = 0.05; K =0.03, if Ty )

cro = 0; K =0.03, if Tr

Another parametrization approach is the use of machine
learning and artificial intelligence techniques to perform
the properly choosing of ¢, and K. In [133], for instance,
the SFS parametrization is conducted by an adaptive fuzzy
logic-based algorithm that estimates the local load parameters
and determine the lowest value of K that eliminates the NDZ
based on the estimated parameters. In [134], on the other
hand, the parametrization is made by a immune system based
machine learning algorithm. The experimental realization
achieved superior results in terms of THDi and detection time
in a PV and a wind power DG system.

6) SLIP MODE SHIFT (SMS)
The Slip Mode Frequency Shift (SMS) is based on the inser-
tion of the a small disturbance in the phase estimated by the

PLL through a frequency positive feedback according to (33)
[47].

™ (¢ —ﬁ)) o)

QSMS GM s (2 f, —fm

The biggest advantages of this AIP scheme are: the capa-
bility of follow the frequency deviation of the frequency
imposed by the load, the easiness of its digital implementation
and the elimination of the NDZ for a given factor of Oy [106].
In [49] is proposed a comparative study of the influence of
the multi-DG islanding on the NDZ of the SMS strategy. The
study found that multi-DG operation has a negative impact on
its performance, increasing its NDZ.

In [135] is proposed the new Automatic Phase Shift (APS)
algorithm that inserts an initial fixed perturbation on the
Osms. In [136] it is proposed a modified APS in which the
values of the parameters vary according to the estimation
of the impedance of the local load. In [137] is proposed
a combination of the SMS with the ROCOF algorithm in
order of decreasing the detection time. In [138] is proposed
a hybrid AIP based on the combination of the SMS with the
Q-f droop curve, this algorithm will be carefully detailed in
the next subsection. In [139] is conducted an experimental
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comparative analysis where the SMS accomplished faster
islanding detection when compared to the SES scheme.

7) SANDIA VOLTAGE SHIFT (SVS)

The Sandia Voltage Shift (SVS) algorithm is based on the
insertion of a disturbance in the current reference of the
inverter, promoting a voltage drift in the PCC voltage after the
grid interruption in order to detect islanding [37]. The main
advantage lies on the possibility of detecting the islanding
even on a condition in which the power demanded by the load
and the one supplied by the SGD. It is possible to conclude
that, once the voltage is less impacted by the reactive power
flow of the grid, the method suffers less interference of the
reactive load parameters.

On the other hand, the main disadvantages of the SVS
are the power quality degradation and the impacts on the
inverter stability [63]. In order to diminishes the method
drawbacks, [140] proposed a Modified Sandia Voltage Shift
(MSVS) that uses an exponential adjustment in the gain of the
voltage positive feedback. More than that, the method can be
implemented in parallel with the SFS in order of improving
the islanding diagnosis capability [141]. In [139], this method
was compared to other popular AIP solutions, reaching a
correct islanding detection, with small disturbance on power
quality. However, this comparative study concluded that SVS
algorithm is slower than other AIP solutions such as AFD,
SMS and SFS.

8) REACTIVE POWER PERTURBATION (RPV)

In [142] is proposed a new anti-islanding strategy in which
the reactive power reference is disturbed in order to create a
reactive power unbalance between the inverter and the local
load. In [143] is proposed an AIP that uses a Q-f droop
curve to set the inverter operation in an unstable operational
point after the islanding occurrence. In [144] and [145],
are proposed active methods that perturb the g-axis current
control in order to deviate the frequency to out of the allowed
range of operation. While [144] uses an intelligent control to
guarantee faster detection, [145] proposed a solution based
on the perturbation of the dq reference frame that is able to
guarantee selectiveness and to avoid the inverter tripping for
non-islanding contingencies even working under weak grid
conditions.

In [146], it is proposed a hybrid anti-islanding method
that uses four passive criteria (voltage variation, voltage
unbalance, ROCOF and frequency variation) to determine
the appropriate timing for inserting the RPV disturbance.
In [90], it is proposed a new hybrid algorithm with two
passive features: voltage unbalance and THDi and an active
bilateral reactive disturbance. This method is a clear evolution
in comparison with [146], once it performs the islanding
detection with accuracy and lower computational burden,
since it demands the measurement of two variables. Finally,
in [147] it is proposed a modified Q-f droop curve-based AIP
scheme. The experimental validation proved that it is capable
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of abolishing the NDZ for a range of Oy values, avoid false
inverter tripping and presents good performance for the multi-
DG islanding.

In [148], it is proposed a bidirectional intermittent RPV
based anti-islanding algorithm. In [149], is proposed a new
RPV based algorithm whose parametrization is linked to the
load’s frequency resonance. Although the strategies of [148]
and [149] presented good performance, they may not be
as effective in detecting islanding in a multi-DG system.
Furthermore, both strategies are not suitable for non-unitary
power factor inverters. In this scenario, [150] proposed a
novel RPV based AIP with the insertion of two sets of reactive
power disturbances. The results show that this solution is
capable of detecting the grid interruption for both unity and
non-unity power factor inverters either in the single or in the
multi-DG system.

9) HARMONIC INJECTION

The AIP methods based on Harmonic Injection perturb the
inverter current reference with a particular harmonic order,
with a specific frequency. After the grid interruption, the
correspondent voltage harmonic order will increase with
the interaction of the inverter current and the local load
impedance. Other popular names for this strategy are: har-
monic component injection, impedance at specific frequency,
harmonic amplitude jump or high frequency signal injec-
tion [37]. The main advantage of this approach lies on its
non-dependence of the unbalance between the generated and
the consumed power [47]. However, one of the main draw-
backs is the chosen of a security threshold to detect the
islanding. The method also can incur in NDZ for loads with
high filtering capabilities. Beyond that, it can lead to nuisance
trips in virtue of the background distortion, instrumentation
noises or other non-islanding events.

One of the most common ways of implementing this AIP
is by inserting a harmonic component on the PLL reference
of current. In this scenario, the paper [151] proposed a new
PLL strategy based on the Second Order General Integrator
(SOGI). In [17], the same authors proposed an AIP based on
the injection of a harmonic signal that can be approximated
by a double-frequency oscillation. The experimental results
proved that the scheme is able to perform the islanding detec-
tion even for a RLC parallel load with Oy < 10. In [60]
it is proposed an AIP method that inserts a very similar
disturbance. However, the measurement of the second har-
monic order disturbance is achieved by a Goertzel Algorithm
(GA) that reduces the number operation and, consequently,
the demanded computational burden. The GA is used also
in [152], however, the presented strategy is based on the
insertion of the 9th harmonic component. The experimen-
tal results showed a good islanding detection performance.
Nonetheless, it is necessary to state that the threshold for the
9th harmonic amplitude is of 2% and, therefore, the strategy
is more sensitive to inverter false tripping than other methods
that use lower harmonics orders [55].
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In [153] is proposed an AIP dedicated to three phase
inverters that inserts two non-characteristics harmonics of
current to measure the grid impedance. This strategy solves
the problem of the nuisance trips due to instrumentation noise
by applying a digital processing algorithm. Beyond this, it is
able to detect islanding even in situations of power balance.
In [154] the authors use a subharmonic injection to avoid the
disturbance filtering by capacitive loads. The results proved
that the method is able to perform the islanding detection
for an interval of O values of 0.33 < @Oy < 1.8 and
for Cpopmn = [0.95 : 1.05] under different levels of inverter
active power. In [155], it is proposed an AIP scheme based
on the feedback of the rate of change of voltage harmonic
in order to diminish the detection time. It also uses a binary
tree classification algorithm to avoid the false tripping of the
inverter.

The paper [59] detailed studied the problem of the
harmonic injection-based methods in a multi-DG system,
considering not only the actual configuration of the DGS but
also its potential extendibility. It establishes the concept of the
Upgrade Factor (UF) that determines the level of extra DER
penetration a DGS can support without degrading its island-
ing detection capabilities. Finally, it also presents a technique
based on an external integrator that maximizes the UF and,
therefore, increases the reliability of the Harmonic Injec-
tion AIP solutions. The compatibility issues of Harmonic
Injection schemes in multi-DG systems are also studied
in [156] and [157]. According to [156], the compatibility of
Harmonic Injection schemes in a multi-DG environment is
contingent upon a phase difference falling within the range of
[-7/2;m /2] between the disturbance inserted by each inverter
unit. In response to this challenge, the paper proposes a
novel solution that addresses this issue by inserting high
frequency current components of negative sequences for both
single and three phase inverters. In [157], in turn, this solu-
tion is modified to be applied on DGS with grid connected
transformers.

Other problem related to the Harmonic injection operation
is the complexity of extracting the specific harmonic infor-
mation. Typically, are employed strategies that demand com-
plex mathematical operations, such as the above mentioned
Goertzel algorithm, DFT or machine learning techniques.
However, in order to mitigate the computational complex-
ity, some authors presented cross-correlation based schemes.
In [158], for instance, is proposed an AIP that detects the
grid interruption through the correlation factor between the
inserted disturbance of current and the impact it causes on
PCC voltage.

Despite its good performance, this strategy lacks an anal-
ysis of the impact of the grid parameters and may be subject
to flicker problems and interference on the DC voltage
control. Finally, in [159] it is proposed a new AIP that
introduces a second-harmonic current component and uses a
cross-correlation scheme to extract the signal. The use of the
correlation explores natural grid characteristics and, there-
fore, dismiss the monitoring of the injected current. Beyond
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that, this scheme has small NDZ and is suitable for Module
Integrated Converters (MIC) even with pseudo link DC.

10) NEGATIVE-SEQUENCE CURRENT INJECTION

This approach injects a negative-sequence current in the
inverter output in order to create a voltage unbalance
between the phases of the system after an islanding event.
The main drawbacks are related to the portability, since
is an approach only implementable in three phase DGS.
Beyond that, it presents problems in multi-DG islanding
due to the possible mutual cancellation of the inserted
disturbance and in systems with unbalance loads for the
same reasons. In [160] it also concluded that the scheme
is susceptible to nuisance trip in virtue of load chang-
ing, switching of a rotary machine and other non-islanding
events.

In[160] is proposed an AIP that injects a negative-sequence
current at the inverter output and the islanding diagnosis is
performed through the measuring of the negative-sequence
voltage at the PCC. The results presented are only referred
to computational simulation and indicate the capability of
diagnose islanding in 60ms, required an inserted disturbance
rate of 2% or 3% of the nominal current. The AIP testing
standards are considered, proving the method is insensitive
to variations in load parameters. In [161] is determined the
NDZ of the solution proposed in [160]. In addition, the paper
also proposes a modified algorithm capable of eliminating
the non-detectable cases that increases the disturbance mag-
nitude to 5%. In [162] is proposed a sequence negative current
injection scheme capable of detecting islanding in a multi-DG
environment.

In [163] is proposed a new Negative-Sequence based AIP
that inserts positive-feedback disturbance given by (34).

I - m X sin (;1 * |V0_|) 34

where:

m — Feedback gain;
A — width tuning parameter;

The obtained results indicate that the method reduces the
power quality degradation when compare to other negative
sequence based AIP approaches, works in different grid con-
ditions without the need of parametrization adjustments and
does not depend on the O influence. The biggest drawbacks,
on the other hand, lie on the high computational burden and
in the low detection time.

Finally, other strategies based on negative sequence injec-
tions are presented in [164] and [165]. These solutions are
easy to implement, insensitive to load variation and can per-
form islanding detection for all of the quality factor values
of the Standards recommendations. However, their perfor-
mance can be seriously affected by high penetration of PV
inverters and are subjected to nuisances’ trips in weak grid
conditions.
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11) MODERN POSITIVE FEEDBACK TATICS

In [129] is proposed a new active anti-islanding technology
called Active Phase Jump with Positive Feedback (APJPF)
that combines the distortion proposed in [126] with a fre-
quency positive feedback, linking the inserted distortion with
the frequency error according to (35). In [46], on the other
hand, is carried out a comparative study about the solution
proposed in [129] and other schemes. The paper also pro-
poses a parametrization methodology in order to calculate the
minimum K gain in order to guarantee the elimination of the
NDZ for a given range of Qf, given by (36). The experimental
results of [46] indicate an improvement in terms of THD;1,
detection time and NDZ than: AFDPCF, AFD, AFD by [126]
and SFS algorithms for a single DG environment. This AIP
method, however, still lacks a multi-DG analysis.

0, = ezo +K (fpll _fn) (35)
6, =0
0, = K> Ofypspr +0.11702 (36)
31.91489
where:
0z — Initial phase jump;
Ofipspr — quality factor at the beginning of the NDZ;

In [166] is proposed a new islanding detection method
using phase shifted feed-forward voltage, with operational
principle similar to the SMS algorithm, but the phase dis-
turbance is given by (37). The algorithm was tested under a
single-DG and a multi-DG environment. The experimental
results attested the efficiency of the AIP for different quality
factors for both situations.

f _fn
fm _f

In [167] is proposed a frequency positive feedback scheme
based on the droop curve that inserts a disturbance on the
control reactive power reference. The main goal is to deviate
the frequency out of the range of the allowed operational
values and, consequently, guarantee the correct inverter shut-
down after the islanding occurrence. The scheme was tested
in 90 different load conditions (different values of quality
factor, normalized capacitance and power levels) and reached
correct detection for all of the tested cases. However, further
experimentation is needed to test the method efficiency in
multi-DG systems.

Ov = Ou (37

12) JEM ALGORITHMS

Japan has instituted specific Anti-Islanding Protection (AIP)
algorithms that are required to be integrated into inverters
before they are commercially available. Within this frame-
work, Japanese inverter manufacturers adhere to standards
such as the JEM 1505 for three-phase power conditioners in
solar power generation, utilizing the Step Injection Frequency
Feedback Method. Additionally, they comply with the JEM
1498 standard for single-phase solar power inverters in dis-
tributed power supply, employing the Frequency Feedback
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Method with Step Injection of Reactive Power. In [168],
is proposed a detailed performance analysis of the JEM
1505 algorithm under for single and multi-DG environment.
Computational results showed the capability of detection the
islanding in less than 200ms for one to four inverter in the
same PCC. By the other hand, the literature still lacks a
detailed evaluation of JEM 1498 AIP performance.

D. LOCAL HYBRID TECHNIQUES

The local hybrid AIP solutions congregate the average
advantages and drawbacks related to the passive and active
approaches. In this sense, they can reduce the power quality
degradation if compared to the active schemes and the NDZ
if compare to the passive ones. The main shortfalls, in turn,
are the increase in complexity and large detection time. Their
principle of operation is divided in two stages. The first is
the passive one, characterized by the pure monitoring of an
electrical variable. If the AIP system suspects of an islanding
occurrence, the active stage is triggered in order to confirm
an islanding occurrence. Otherwise, the active stage is deac-
tivated. This subsection will present the timeline evolution of
the main hybrid AIP methods: SFS based hybrid AIP, SMS
based, unbalance voltage, ROCOF and RPV approaches.

1) SFS BASED HYBRID APPROACHES

In [19], is proposed a hybrid solution in which the SFS
disturbance is triggered by the ROCOF monitoring. Once one
of the main drawbacks of the hybrid solutions is the detection
time, the use of ROCOF can improve this indicator, since its
dynamics is faster than the frequency one. The results indicate
that the scheme is able to detect islanding for loads with Oy <
5. More than that, the strategy presented good performance in
weak grid conditions and multi-DG environments, being able
to distinguish islanding and non-islanding contingencies.

In [169], is proposed a hybrid method in which the SFS
perturbation is activated by the reactive power monitoring.
More than that, it uses the Adaptive Particle Swarm Opti-
mization (APSO) in order to calculate the optimum value
of the gain K to guarantee correct islanding detection with
minimum THDi and to mitigate the stability impacts. Compu-
tational results indicate the possibility of detecting islanding
for Oy = 2.5 and power mismatch load conditions. However,
experimental efforts are still needed to confirm the algorithm
capabilities.

2) SMS BASED HYBRID APPROACHES

In [170], is proposed a new hybrid AIP in which the
active stage inserts the same phase disturbance than the
SMS algorithm. The passive stage, in turn, is triggered by
the frequency estimation performed by a droop control.
The proposed algorithm was tested under UL1741 Standard
considerations in a computational simulation and achieved
correct islanding detection for different values of quality fac-
tor for a single and a multi-DG system. In [171] is proposed

VOLUME 12, 2024



E. C. Resende et al.: Anti-Islanding Techniques

IEEE Access

a similar approach able to perform islanding diagnosis in a
multi-DG environment.

3) VOLTAGE UNBALANCE APPROACHES

As previously discussed, the islanding occurrence in a
three-phase system can lead to voltage unbalance. Some
authors use the voltage unbalance as the passive stage of dif-
ferent anti-islanding techniques. Reference [20] proposes an
AIP solution that integrates the concept of voltage unbalance
monitoring with frequency perturbation.

In [146], is proposed a hybrid strategy which the active
stage is based on the perturbation of the inverter reactive
power and is activated by the passive monitoring of three
passive variations: voltage unbalance, ROCOF and voltage
variation. The correlation between the inserted perturbation
and the frequency variation is monitored and, if it trespasses
a preset threshold, the occurrence of islanding is confirmed.
The computational results indicate effectiveness for differ-
ent load conditions and islanding detection capabilities in
a multi-DG environment with no need of communication
between the inverter units.

In [90] is proposed an AIP algorithm that combines passive
voltage unbalance and total harmonic distortion (VU/THD)
detection methods with the active bilateral reactive power
variation (BRPV). It also provides a specific methodology
for the correct choosing of the harmonic detection threshold,
based on circuit analysis. The results show compliance with
the [2] and [42] requirements and good performance in multi-
DG environments.

4) ROCOF BASED APPROACHES

The ROCOF monitoring is a powerful tool to perform pas-
sive islanding detection and, therefore, can be successfully
applied to perform the passive stage of hybrid AIP algorithms.
In addition to the already mentioned [19] and [173], in which
the ROCOF works in parallel with the SFS and SMS, respec-
tively, [172] proposes a hybrid solution formed by passive
ROCOF monitoring and active perturbation of the inverter
output reactive power. Results indicate faster islanding detec-
tion than other approaches cited in [149] and [108].

In [173] is proposed a new ROCOF based hybrid AIP for
the detection of islanding in a distributed generation (DG)
system. The proposed method combines the features of the
passive monitoring of ROCOF with perturbation proposed
in [108]. The proposed solution was applied to a 9 MW wind
power DG connected to a 1000 MVA, 25 kV grid, and the
experiments were conducted using the MATLAB/Simulink
environment. Although the simulation results indicate that
the method detects the zero-power mismatch islanding within
200ms and unbalanced islanding within 100ms, experimental
efforts are still needed in order to validate the strategy.

5) OTHER ROC BASED APPROACHES
As previously mentioned, the passive AIP systems rely on
monitoring the derivative of a measured electrical quantity
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rather than the quantity itself. In this context, it is also pos-
sible to use monitoring of the rate of change of an electrical
variable in order to accomplish the passive stage of hybrid
techniques.

In this context, [22] proposes a hybrid AIP solution that
utilizes the ROCOV as the passive stage. When the measured
ROCOQOV value exceeds a predetermined threshold, a real
power shift (RPS) is initiated in order to deviate the voltage
magnitude out of the allowed range of operation. The effec-
tiveness of the algorithm in detecting islanding condition and
preventing power generation system from supplying power
to the isolated grid was tested through simulations of various
events like induction motor starting, capacitor switching and
wind turbine generator switching, demonstrating the system’s
ability to detect islanding conditions and prevent false posi-
tive diagnoses.

In this context, [115] proposes a hybrid method that utilizes
the ROCOV as the passive stage and perturbation of the
inverter output active power as the active one. The method
was tested under various conditions, such as starting induc-
tion motors, energizing transformers, and operation with
multiple DGs. The results indicate that the method is selective
for non-islanding events and capable of detecting islanding
for loads within the range of quality factors from 0 < Qr < 5.
However, experimental efforts are still needed in order to
validate the strategy.

E. INTELLIGENT PASSIVE TECHNIQUES

As previously discussed, many methods used for detecting
power system events suffer from the problem of choosing
the appropriate threshold for detection. While frequency and
voltage-based schemes have recommended thresholds pro-
vided by Standards, other methods such as ROCOF, ROCOV,
HD, and HI implementation are marked by the difficulty of
selecting the correct threshold for detection.

In this sense, [36] defines that the AIP research would
probably shift toward the use of intelligent classifiers, such
as Artificial Neural Network (ANN), fuzzy logic (FL), deci-
sion tree (DT), Artificial Neuro-Fuzzy Inference System
(ANFIS), Static Vector Machine (SVM) since those classi-
fiers eliminates the “Herculean task™ of detection threshold
definition. These methods derive features from the signal and
use them as input to the intelligent classifier for decision mak-
ing. This subsection, in this context, will cover the timeline
evolution of each intelligent AIP approach. It is important to
state that some active methods such as [133] and [169] use
some kind of Machine Learning (ML) algorithm. However,
they will not be included in this section, as the application
of ML is limited to the dynamic parameterization of the
methods and is not directly related to the islanding decision
itself.

1) DECISION TREES

DTs are a type of machine learning algorithm that analyze
data inputs and perform binary classification based on differ-
ent features to make decisions. Decision trees can be trained
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on data that includes examples of both normal grid operation
and islanding events, allowing them to learn to recognize the
electrical signals associated with islanding. Once trained, the
decision tree can be used to classify new data and trigger an
automatic shut-off mechanism to disconnect the distributed
generation source if an islanding event is detected, improv-
ing the safety and reliability of the electrical grid [174].
Figure 12 demonstrates the generic algorithm of a DT
algorithm.

In [175] is proposed a DT based solution that uses Wavelet
Transformation (WT) process the signals and extract features
from transient deviations of PCC voltage and inverter out-
put current for distinguishing non-islanding contingencies,
avoiding the false tripping of the DGS. The obtained results
achieved better accuracy when it comes to islanding detection
than passive solutions such as the ROCOF relay and the OUV/
OUF method. However, it is necessary to state that while
OUV/OUF and the ROCOF algorithm reached a 100% rate of
selectiveness, the DT solution reached 93.75% and the aver-
age detection time were around of 2 cycles of conduction. The
solution proposed in [176] also uses the DT4+WT combina-
tion to perform loss of mains detection. Computational results
demonstrated a 98% efficiency and an average detection time
of 1 cycle.

In [25] is proposed a solution based in the concept of Ran-
dom Forest Classification (RFC). RFC combines multiple
decision trees to improve performance. The solution uses a
total of 21 features sampled at a 1kHz frequency. The results
reached 100% of correct classification for islanding events for
synchronous machine and inverter based-DGS. Alternately,
it is possible to reduce computational burden using only four
conditions. The total efficiency, however, is decreased to
98%.

In [177] is proposed an DT based AIP approach in which
the selected features are in different measurement window,
according to its specificities. This is an important advantage
when it comes to detection time, since it allows the fast
classification of casual islanding contingencies, in which
is not verified a mismatch between energy production and
consumption. The results indicate a (>99%) rate of accuracy
and the detection time for 79% of the tested cases remained
bellow of 20ms.
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2) ARTIFICIAL-NEURAL-NETWORK

An Artificial Neural Network (ANN) is a machine learning
algorithm formed of a large number of interconnected pro-
cessing elements, called neurons, which are organized into
layers. Each neuron receives input signals from other neurons
and produces an output signal, which can then be used as
input to other neurons in subsequent layers [178], according
the representation of Figure 13. One important step in the
training of ANNs is feature extraction, which involves identi-
fying and selecting relevant features from the input data that
are most useful for making predictions. The main strategies
used to perform feature extraction are: phase space, DFT,
Hilbert Transform (HT) Discrete Wavelet Transform (DWT)
and Tunable Q-factor Wavelet Transform (TQWT) [38].

In [179], is proposed an ANN based AIP that applies the
Variational Mode Decomposition (VDM) and the HT to per-
form feature extraction and the Grey Wolf Optimized ANN as
the intelligent islanding classifier. The method was test under
a multi-DG system environment formed by 2 synchronous
machines and 2 PV systems. The results indicate efficacy in
terms of islanding classification accuracy, computation time,
and robustness against noise conditions.

In [29], is proposed an islanding detection methodology
formed by two stages. In the first stage, discrete Fourier
transform (DFT) is used to extract features from captured
voltage and current waveforms, which are then used to calcu-
late symmetrical components of the second-order harmonic
for voltage, current, and voltage times current. In the second
stage, a K-nearest neighbors (KNN) based classifier is used
with nine features as input to classify islanding occurrence.

In [180] is proposed a new ANN based AIP that replaces
the traditional approach for a single-hidden layer feedforward
neural network called the Extreme Learning Machine (ELM).
It randomly selects input weights and hidden layer biases
and analytically calculates the output weights. The results
of the proposed method were compared with the DT based
AIP, achieving more accuracy for islanding and non-islanding
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FIGURE 14. Generic SVM algorithm representation.

events. The ELM strategy is also applied in [181] reaching a
total accuracy of 99.09%.

Some approaches use the Wavelet Transform (WT) in order
to provide correct feature extraction. In [182] is proposed an
AIP algorithm that uses both, WT and Mathematical Mor-
phology (MM) in the extraction stage. The classification is
performed by an ELM. The obtained result shows the effec-
tiveness of the proposed IDM even under extremely noisy
conditions, having an accuracy of 100% depending on the
size of the training data set.

Paper [183] proposes an anti-islanding algorithm based on
artificial neural networks (ANNSs) that utilizes the Tunable
Q-Factor Wavelet Transform (TQWT) for feature extraction.
TQWT is a wavelet transform technique with tunable control
parameters that can adjust the oscillating actions of a control
signal. These tunable parameters include the decomposition
stage number, redundancy, and Q-factor. The paper also
introduces a methodology for parameterizing the algorithm.
Computational results demonstrate an efficiency rate of 98%
for both islanding and non-islanding events.

3) SUPORT VECTOR MACHINE
Support Vector Machines (SVMs) are supervised learning
algorithms used for classification and regression analysis.
SVMs aim to find the hyperplane that maximally separates
the data into different classes, with a margin between closest
data points in each class, according to Figure 14. SVMs can
handle both linear and non-linear data, making them widely
applied in protection of electrical power systems, especially
for event classification and islanding detection [184].

This approach provides an important advantage if com-
pared to the previous ANN performance. Since its operation
is based on the concept of Structural Risk Minimizing (SRM)
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that focuses on minimizing an upper bound on the expected
risk, rather than minimizing the error on the training data.
Consequently, it is possible to achieve better accuracy with
a smaller training dataset [27].

In the context of anti-islanding theory, it is possible to
highlight some SVM based approaches. In [185], it is pro-
posed an AIP scheme that performs the extraction of the
following features: voltage, frequency, voltage phase angle,
ROCOV and ROCOF. The technique successfully detects
islanding events for an active power imbalance of 5% and
above, whereas the VS relay fails for an imbalance of less
than 8.8%.

In [186] is proposed an SVM-based event classification
algorithm that can be used for islanding detection. The operat-
ing principle depends on the extraction of eight PCC features:
frequency, active and reactive power, current, voltage, DHTv
and DHTi. The AIP relay was tested under the UL741 consid-
erations, accomplishing effectiveness, selectivity, accuracy
and precision. The average detection time was 40ms and
the method performance surpassed results achieved by ANN
based algorithms.

4) FUZZY LOGIC

In contrast to traditional Boolean logic, which only allows
for binary true/false decisions, Fuzzy Logic (FL) allows for
partial truths, or degrees of truth. Fuzzy logic classifiers are
useful in situations where the boundaries between classes
are not well-defined, and when there is a high degree of
uncertainty or imprecision in the input data. They are com-
monly used in applications such as pattern recognition, image
processing, and control systems. In the context of electrical
power systems, it is possible to apply fuzzy logic to perform
islanding detection [187].

In [188], is proposed a FL based AIP that uses two stages
to perform islanding detection. The first one is composed
by a DT algorithm that receives eleven features (frequency,
voltage, ROCOF, ROCOV, THDi, THDv, power factor, volt-
age deviation, ROCOP, ROCOFoP) and determines the three
most significant ones to perform the loss of sources diag-
nosis. The second stage is composed of FL classifier that
segregates the electrical events in two classes: islanding and
non-islanding. The method was tested under three times of
data set: ideal, a 20 dB signal rate to noise one, and a 30db
signal rate to noise. For each data set, it was carried out
36 tests. The results indicate a 100% classification accuracy
for ideal and 30db signal rate to noise, and a 94.52% for the
20 dB signal rate to noise one.

5) ADAPTIVE NEURO FUZZY INFERENCE SYSTEM (ANFIS)

ANFIS algorithms are a hybrid approach that combines
the virtues of FL and ANN classifiers. It is a form of
fuzzy inference system that uses a neural network to learn
the membership function parameters for the fuzzy system,
as illustrated by Figure 15. ANFIS can be used for a variety
of tasks, including classification, regression, and control and,
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FIGURE 15. Generic ANFIS algorithm representation.

therefore, can be applied to perform electrical fault classifi-
cation and islanding detection [189].

In [190] is proposed a ANFIS AIP approach dedicated
to wind turbines. The experimental validation demonstrates
selectivity to non-islanding events and correct loss of sources
diagnosis in 1.5s. Paper [191], on its hand, present a novel
scheme that involves passive islanding detection through data
clustering, where a simplified and robust fuzzy classifier
is built using subtractive clustering. Results indicate better
performance than the ROCOF relay.

In [28] is proposed a ANFIS approach that extracts
seven inputs from the PCC: voltage, current, THDi, THDv,
active and reactive power. The method was tested under the
considerations of the UL741. Results indicate correct island-
ing detection with an accuracy of 78.4%. More than that,
it presents a faster detection if compared to the other strategies
presented in this section. Although the results indicate selec-
tivity and efficiency, no experimental validation was given.

6) DEEP LEARNING (DL) BASED APPROACHES

Deep learning is a machine learning technique that uses
multiple processing layers to learn representations of data
with multiple levels of abstraction. The conventional ANN
is based on back-propagation for training what can lead to
the non-differentiation between local and global maximums,
as illustrated by Figure 16. In order to solve the problem, was
proposed the concept of DL which is based on a two-step
procedure for training deep architectures using unsupervised
pre-training followed by supervised fine-tuning [192].

In [193] is proposed the use of DL in the context of island-
ing detection. The proposed uses a stacked autoencoder based
deep neural network and a regression algorithm to classify
whether an islanding event is present or not. Results indicate
an accuracy of 98.3% and detection time of 0.18 seconds.
The method requires a relatively large sample size, with better
performance than other classification methods.

Reference [95], proposes a DL approach composed by
two stages. In the first one, voltage data sensed from the
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PCC is subject to a Discrete Fourier Transform (DFT)
in order to extract features uniquely related to island-
ing events and guarantee selectivity. Computational testing
demonstrated the capability of detecting islanding in 6ms
with an average accurate rate of 99.61%. The results also
indicate a superior approach (in terms of accuracy and detec-
tion time) if compared to other strategies, such as: DT,
SVM and ANN.

In [24], is propose a new DL based AIP composed by four
phases: gathering three-phase voltage data, concatenating the
data, transforming it into frequency spectrum time variations
by short term Fourier transform, and feeding the phase and
magnitude data into a deep neural network classification of
islanding and non-islanding events. The results indicate an
efficiency rate of 98.76%. More than that it was able to
perform correct islanding diagnosis in a multi-DGS envi-
ronment with no intrusion on power quality. Finally, it was
also submitted to selectivity tests that proved the capability
of distinguishing non-islanding contingences, such as load
switching and short circuity faults.

F. SIGNAL PROCESSING BASED TECHNIQUES

Passive islanding detection techniques can be improved by
utilizing signal processing methods. These techniques offer
versatility, stability, cost-effectiveness, and easy modifica-
tion, which assist researchers in identifying hidden charac-
teristics in measured signals for islanding detection. Based
on these features, decisions can be made regarding whether
islanding has occurred. Several signal processing tools such
as Fourier transform, Stockwell-transform, Hilbert Huang
transform, Wavelet Transform, and TT-transform are used
for islanding detection, and their descriptions are discussed
in the subsequent sections [39]. It is important to highlight
that, as previously mentioned, some of the intelligent algo-
rithms utilizes signal processing technologies to perform
feature extraction. Those methods will not be included in this
subsection.
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1) WAVELET TRANSFORM (WT)

Wavelet transform is a mathematical technique used in signal
processing to analyze signals and extract information from
them. It decomposes a signal into a set of wavelets, which
are small waves that are scaled and translated in time. The
decomposition results in a time-frequency representation of
the signal, allowing for the identification of localized features
in both time and frequency domains. The wavelet trans-
form can be applied to signals of any size and can capture
both short-term and long-term changes in the signal [194].
As WT is a powerful signal processing technique it can
be employed in image processing, audio analysis and data
extraction. Regarding the electrical power system, it has been
reported the use of WT to perform islanding detection and
fault classification.

In [195] is found the first application of WT to perform
islanding detection. The proposed method senses the PCC
voltage and the inverter output current and applies the WT in
order to extract high frequency harmonic components. The
computational and experimental results indicate capability
of detecting the loss of sources in less than 400ms for the
condition in which the contributions levels of active and
reactive power flowing from the grid are equal to zero.

In [196] is proposed a new WT based AIP in which incor-
porates the advantages of the wavelet transform, Singular
Value Decomposition (SVD), and Shannon entropy to analy-
sis the transient changes of the PCC parameters. By applying
WT to the three-phase voltage signals, detailed coefficients
are obtained. These coefficients are used to generate a singu-
lar value matrix and calculate the wavelet singular entropy
(WSE) for each phase. Finally, it is determined the WSE
index, formed by the sum of the WSE of each phase. The
performance of the proposed solution was compared to con-
ventional ROCOF and ROCOV relays and presented more
selectivity and faster islanding detection.

In [197] is proposed an AIP that utilizes the concept of
Wavelet Packet Transform (WPT) to extract signatures from
the three-phase apparent power. The WPT is a linear combi-
nation of wavelets that is able of better represent transient
oscillation of high frequency harmonic components [198].
The AIP methodology was tested in a hybrid DGS environ-
ment with a wind turbine emulator, a grid side converter
and a permanent magnet generator. The experimental results
indicate an average detection time of 10ms, low voltage ride
through capabilities and no impact over the PCC power qual-
ity. Paper [199], in turn, uses a similar AIP approach applied
to a cogeneration plant and reference [200] applies a similar
technique in farm collector systems.

In [201] is proposed an AIP approach that modifies the
classic continuous WT in order of achieving the application of
real-time implementation and utilizing non-stationary signal
analysis to implement a hybrid islanding detection approach
based on wavelets. Islanding patterns are detected by exam-
ining a dataset that includes power quality indicators such as
voltage amplitude, duration of events, degree of imbalance,
system frequency, grid impedance, and power angle. It was
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tested in a microgrid environment composed by wind power
plant, a battery bank, a PV system and synchronous generator.
The results indicate capabilities of differentiating islanding
events of other electrical contingences such as: phase to line
short circuits and two-phase fault.

In [30] is also proposed a novel AIP method based on the
adaptation of the discrete WT. It replaces the conventional
discrete WT by a Second-Generation Wavelet Transform
(SGWT) and a Maximum Overlap Discrete Wavelet Trans-
form (MODWT). The first one is responsible for reducing
the number of unnecessary computations, reducing memory
demand and computational burden. The second one is respon-
sible for the avoiding the decrease of the samples on each
level of decomposition, preserving the signal length.

2) MATHEMATICAL MORPHOLOGY

Mathematical Morphology (MM) is a time-domain analysis
that focuses on the set theory, integral geometry, and shape
of a signal. Morphological filters based on MM use simple
signal transformation tools such as addition and subtraction,
which result in fewer computations compared to other sig-
nal processing techniques such as WT, ST, HST, and TTT.
Due to its simplicity of implementation in can be applied
to detect the loss of sources of DGS and fault classification
as well [32].

In [202], is proposed a MM method of islanding detection
that utilizes the MM operator dilation and erosion to create
a Dilation-Erosion Differential (DED) filter responsible for
extracting islanding patterns from the DGS output current
and from the PCC voltage. The output of the DED filter is
used to calculate the Mathematical Morphology Ratio Index
(MMRI) that is, in turn, compared to a preset threshold
in order to detect islanding. Computational results indicate
an average detection time of 20ms. A similar approach is
proposed in [203] that creates a MM based AIP dedicated
to microgrids. Although it uses the same concept of DED
filter, it uses only the PCC voltage to detect islanding. The
proposed algorithm is adaptive and adjusts the threshold value
for different power system conditions. Computational results
indicate the possibility of detecting islanding in an average
detection time of 10ms.

3) STOCKWEL TRANSFORM (ST)

The Stockwel Transform (ST) is suggested as a solution to
address the shortcomings WT, which includes processing
data in batches and sensitivity to noise. ST is a combi-
nation of the short-time Fourier transform and WT, which
uses a scalable Gaussian variable window. ST changes
a time series signal into a time-frequency representa-
tion and offers frequency-dependent resolution. It allows
for multi-resolution without disrupting the phase of each
frequency component. By using the amplitude or phase
time-frequency spectrum, ST can observe local spectral char-
acteristics and assist in detecting any disturbances, including
islanding or other electrical faults [204].
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In [31] is proposed a based AIP that applies the ST to
process the inverter output current and create a median-based
islanding recognition factor (MIRF). The current rate of
change of the MIRF is then calculated by differentiating the
root mean square current over time to get the current-based
islanding recognition factor (IRFC). Simple decision rules
are used to compare the peak magnitude of IRFC with
pre-set threshold values to differentiate islanding events from
faulty and operational events. It stablishes two thresholds,
the first one for fault detection and other for islanding con-
tingences. Results attest selectivity for non-islanding events
and correct loss of mains diagnosis for a 10dB rate of signal
to noise.

In [23], is proposed a combination of the ST with
the Hilbert transform extract voltage and current negative
sequence data and calculate a current islanding detection
indicator. It was tested under an IEEE-13 nodes model and
the AIP approach effectively recognizes islanding events even
in a noisy environment with a total 20dB rate of signal
to noise, with an efficiency greater than 98%. It was also
conducted a comparative study and the proposed strategy per-
formance outstand conventional passive solutions, WT based
algorithms and ANN based AIP methods.

In [205] is proposed an algorithm that uses ST-based mul-
tiresolution analysis to process voltage signals and obtain
the variation index and the standard deviation to classify
events between islanding and non-islanding. The algorithm
performs well under noisy conditions and is efficient in
detecting the grid interruption and segregate it from non-
islanding contingences. The study was performed using
MATLAB/Simulink software and validated in real-time using
a real time digital simulator. The results indicate right dis-
crimination between natural transient changes of electrical
amounts from islanding.

4) EMPIRICAL MODE COMPOSITION (EMC)

The Empirical Mode Composition (EMC) is a data-adaptive
multiresolution signal processing technique that can be
applied to non-stationary or non-linear signals in order to
separate them in different groups of Intrinsic Mode Functions
(IMFs) in different resolutions. EMC has been applied to
islanding detection in [35]. The paper proposes a new AIP
based on a Time Varying Filter Empirical Mode Composition
(TVFEMC) that create two IMFs through the use of an adap-
tive cutoff frequency filter. The energy density of the IMF
is calculated by a Teager energy operator and the results are
compared to a preset threshold in order to perform islanding
detection. Results indicate the capability of perform islanding
under a 40dB signal to noise rate and selectivity regarding
non-islanding events.

5) HILBERT-HUANG TRANSFORM (HHT)

The Hilbert-Huang Transform (HHT) is a signal process-
ing technique used to analyze non-linear and non-stationary
time series data. It is composed by two stages: Empirical
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Mode Decomposition (EMD) and Hilbert Spectral Analysis
(HSA). EMD separates a signal into a group IMFs, which
identify various frequency components of the signal. HSA,
in turn, uses the Hilbert Transform to examine the instan-
taneous frequencies and amplitudes of these IMFs. Since
HHT is a powerful tool for analyzing non-stationary sig-
nals, as it can capture changes in frequency content and
amplitude over time and, therefore, can be used for islanding
detection [204].

In [206] is proposed a HHT based AIP scheme. It senses
the PCC voltage and the inverter output current and processes
those signals through EMD to extract IMFs. The Hilbert
Transform is computed for the voltage and current signals,
and a ratio index is computed using these transforms. This
ratio index is used to set a threshold to identify islanding
events and distinguish them from non-islanding switching
events. The proposed approach was able to detect islanding
for a 5% of reactive power mismatch.

6) VARIATIONAL MODE DECOMPOSITION (VMD)

The Variational Mode Decomposition (VMD) is a signal
processing technique that decomposes the input signal u (¢) in
different discrete signals uy (¢), which are sub-signals or band
limited IMFs. It provides a more stable and accurate decom-
position of signals compared to other techniques, allowing
for the identification and separation of signal components
with varying frequency content and amplitude modulations.
VMD has been successfully applied in various fields and
has the potential to provide new insights into scientific and
engineering problems. In the context of DGS and microgrids,
it is possible to apply VMD algorithms to perform islanding
detection or fault classification.

In [207] it is proposed a novel AIP algorithm that uti-
lizes the VMD concept to extract five IMFs from the PCC
voltage. Posteriorly a control system calculates statistical fea-
tures of standard variation and kurtosis index. The islanding
diagnosis is based on the comparison between the obtained
features with preset thresholds. Computational results are
given for several islanding and non-islanding contingences.
The method was capable of detecting the loss of mains even
for a zero-power mismatch. In [208] it is proposed a similar
VMD based approach. It disintegrates the PCC voltage in four
IMFs and calculates energy index of the models according to
a specific equation empirically obtained. The results indicate
islanding capabilities for load with Oy = 3.5 even in a 20dB
signal to noise rate.

In [34], is proposed approach utilizes VMD and Subspace-
K-Nearest Neighbor (SSKNN) method to detect islanding
events. The proposed method extracts 3-phase voltage sig-
nals, applies VMD to obtain principal modes, and formulates
four feature indices based on the first three modes. The
extraction features are processed in order to calculate the
relative mode energy ratio index which is the basis for the
islanding diagnosis. Results show that the proposed method is
effective and meets the requirements of IEEE 1547 islanding
detection standard.
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7) KALMAN FILTER

The Kalman Filter (KF) is a mathematical algorithm that
makes estimations based on a set of observed measures,
including noise, over a period of time. It considers a joint
probability distribution across the variables for each time
frame and is used to generate accurate estimates of a system’s
state [209]. Due to its reliable signal estimation, even under
well distorted data, it can be used for frequency measure-
ments, harmonic decomposition, power quality monitoring,
power conditioners control and synchronization, or to per-
form islanding detection [210].

In the context of islanding detection, KF has applied to
perform the loss of sources classification in [33]. It proposes
a new AIP approach in which the extend version of KF
is applied to carry out frequency estimation in a microgrid
environment and the islanding decision is based on the com-
parison of the frequency variance with a preset threshold.
Computational results indicate that the frequency estimation
performed by the extend KF suppers other strategies such
as the conventional KF and the Fourier filter. More than
that, islanding results indicate the method is able to carry
out accurate islanding diagnosis even in a power balance
condition. No selectivity result was given.

8) OTHER SIGNAL PROCESSING BASED AIP METHODS
Other known signal processing technologies applied to
islanding detection are: Phaselet Transform (PT) and Time
Time Transform (TTT). PT is defined as the application
of sinusoidal or cosinusoidal function over the sum of the
squares of the sensed data sample. It utilizes an adaptive
measuring window that can adjust its length in order to
improve feature extraction from the input signal. PT has
been described as an effective method for islanding detection
in [211] and [212]. TTT, on its hand, is defined as a signal
processing method based on ST that is capable of construct-
ing a double dimensional representation of a unidimensional
signal. It has been applied to islanding detection in [213].

V. CONCLUSION

The main anti-islanding strategies were discussed and seg-
regated based on their principles of functioning. Finally, one
can compile the advantages and drawbacks of each approach,
highlighting the main cited works that addressed the problems
related to each AIP algorithm.

The remote methods consist of the AIP systems located
out of the converter either in the grid side or in the DGS side.
Generally speaking, this approach has advantages related to
the avoidance of negative effects on power quality and NDZ,
as well as effectiveness in multi-DG islanding; its drawbacks,
on the other hand, rely on high-cost implementation, ele-
vated complexity, and mandatory maintenance. The first cited
approach was the periodical switching of a capacitor bank in
the DGS bus. In spite of its popularity in the past, especially
during the 1990s, it was abandoned due to several problems
related to response time and low efficiency. In this scenario
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emerged the DTT solutions and the PLCC based methods
in which the monitored data is sent to a control main that
performs the loss of sources diagnosis. The use of PLCC can
reduce price since it uses the main power line, while the DTT
demand a proper communication infrastructure. However,
PLCC is not recommended to high lines as it requires the
installation of repeaters every 15km of line.

The application of PMU and MPMU was also addressed
by several papers, as it has been successful classified island-
ing and non-islanding events in real power plants and in
uncontrolled environments. PMU and MPMU can provide
accurate and precise data with fewer errors compared to
conventional measurements. They are capable of detecting
islanding during power transmission over long ranges and can
handle large-scale systems. However, they include communi-
cation delays and the possibility of missing data points due to
technical issues with the PMU’s multiple components [214].
The key performance factors of PMU approaches are the
resolution and the reliability of the sensed data. In this sense,
the performance of MPMU can be considered superior since
it works on lower voltage levels. Another problem related to
the application of PMU on islanding detection context is the
possibility of cyberattacking, since several PMU devices has
internet connection. This problem can be solved by the use
of specific communication channel for islanding detections,
as studied in [82].

The second set of AIP methodologies was the passive
techniques. Defined by the monitoring of the PCC variables,
the islanding diagnosis is performed by the comparison of
the obtained data with preset thresholds. The first passive
strategy addressed was the OUF/OUV method, that analyzes
frequency and voltage instantaneous values. Despite its sim-
plicity, this solution suffers with low efficiency for power
balance conditions and, therefore, is not able to reach the
minimum AIP Standards recommendation. Similar consider-
ations can be generalized for the PJD scheme.

The HD approach, in turn, monitors the harmonic content
of the PCC voltage in order to diagnosis the utility grid state.
This is one of the passive AIP technologies able to perform
islanding detection capable of detecting grid interruption in a
power balance condition. However, it is important to highlight
that this approach has several disadvantages when it comes
to selectivity and multi-DG performance. In relation to the
selectivity, the method can understand natural contingencies,
such as nonlinear load switching, as a loss of mains. In order
to correct this problem, some papers propose a specific inter-
locking between THD and other electrical quantity such as
ROCQOF or the voltage unbalance [88]. The multi-DG perfor-
mance problem, in turn, can be solved by the monitoring of
the high frequency harmonic components, generated by the
inverter PWM.

Some passive methods utilize the derivative of an electrical
variable in order to detect islanding due to transient variations
provoked by the grid interruption. The ROCOF appears as the
outstanding method of this approach. It has an advantage in
relation to NDZ [109] and to detection time [101] compared

17219



IEEE Access

E. C. Resende et al.: Anti-Islanding Techniques

to other passive technologies. However, it presents problems
related to implementation complexity and nuisance trips. The
implementation difficulty relies on the choosing of correct
measuring window. This is well solved by [96] and [100].
In relation to the nuisance trip, references [101] and [102]
proposes interlocking of the ROCOF relay with the THDi
and with the estimated grid impedance, respectively. The
other solutions based on rate of change determination has
the same advantages and drawbacks. However, they lack a
deeper literature in order to address correctional strategies to
improve their performances.

Following the evolution timeline, the active solutions
improve the accuracy of the passive techniques by inserting
small disturbances in some electrical variable. These methods
can perturb the frequency, voltage, or harmonic component of
the inverter output. The active AIPs that disturb the frequency
are the AFD based methods, the SMS and the RPV. All
of them create a phase difference between the DGs output
current and the PCC voltage, being well recommended for
unitary power factor inverters. Some of these approaches
present problems related to high harmonic content and mal-
functioning in the multi-DG environment such as the Classic
AFD and the TAFD. Other methods present high detection
time: RPV and the AFDPCEF. In relation to the multi-DG
performance, the methods that incorporate positive feedback
such as SFS, SMS and APJPF are the ones that best perform
due to the capability of following the frequency drift imposed
by the loads. It is also necessary to highlight that posi-
tive feedback improves islanding performance by eliminating
NDZ for a given interval of Oy values. However, the gain of
the positive feedback can degrade inverter stability. One form
of overcoming this issue is through the bilateral variation of
ancillaries parameters, as exposed in [132] or by the adoption
of adaptive gains with [133], [169], [170], [171], [172], [173]
or without machine learning techniques.

The active methods that disturb voltage are the SVS based
techniques. The primary benefit is the capability to identify
islanding even when the power supplied by the distributed
generation source does not match the power demanded by
the load. Additionally, it can be inferred that this method
is less affected by the reactive load parameters because the
voltage is less influenced by the reactive power flow of
the grid. Nonetheless, SVS scheme performs slow islanding
detection [139] and can also impact the inverter stability,
due to the positive feedback of current. This problem can be
mitigated by using an adaptive gain as in [140].

The last group of active techniques is based on harmonic
insertion. It is similar to harmonic detection with the differ-
ence of actively generates proper harmonic components in
the inverter output current. The most chosen component is
the second one [17], [18], [19], [20], [21], [22], [23], [24],
(251, [26], [27], [28], [29], [301, [31], [32], [33], [34], [35],
(361, [371, [38], [39], [40], [41], [42], [43], [44], [45], [46],
(471, [48], [49], [501, [51], [52], [53], [54], [55], [56], [57],
[58], [59], [60], [61], [62], [63], [64], [65], [66], [67], [68],
(691, [701, [711, [721, [73], [74], [75], 761, [77], [78], [79],
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[801, [81], [82], [83], [84], [85], [86], [87], [88], [89], [90],
[91], [92], [93], [94], [95], but some works addresses the
fifth or the ninth. The complex task of extracting the volt-
age harmonic component can be realized by DFT, Goertzel
Algorithm [60] or by cross correlational schemes [159], being
the last one the most economical in terms of computational
burden. Some problems faced by harmonic insertion-based
methods relay on the possibility of disturbance filtering by
high capacitive loads, what can be solved by the inserting
subharmonic components [154]. Other related problem is
the malfunctioning in the multi-DG environment, due to the
non-synchronization between the distortion inserted by each
inverter. In this sense, [59] establishes the calculation of the
upgrade factor in order to determine if a given AIP based
on harmonic insertion can be incorporate for a given DGS
without compromising the islanding detection capabilities.
Paper [156], on its hand, concludes that the compatibility
of Harmonic Injection schemes in a multi-DG environment
depends on a phase difference in the interval of [-7/2; 7/2].

Hybrid techniques are composed by two stages: monitor-
ing and disturbance injection. In general, the cited works
utilizes the aforementioned passive techniques to perform
the monitoring and the already known active methods to
conduct the disturbance injection. Thus, they present the aver-
age benefits and weaknesses of passive and active solutions.
The great disadvantage is the detection time in the order of
200ms. The strategy proposed by [115], however, achieved
corrected islanding positive diagnosis in 14ms. Although it
a very fast detection, it is important to highlight the fact
that the method was not tested under with a perfect power
mismatch.

In relation to the machine learning algorithms is impor-
tant to highlight the capability of performing fast islanding
detection in multi-DG environments and the selectivity for
non-islanding events. Almost all the cited machine learning
based AIP references present results of non-islanding events
such as motor starting, capacitor bank switching and line to
ground faults. However, the performance of those solutions
is dependent on the number of extracted features and on the
quality and size of the data training set. The references [95],
[177], [181], and [182] obtained an efficiency superior to
99%. However, they depend on the extraction of 16, 9 and
6 features, respectively. One of the most important gaps
of the machine learning based AIP literature is the lack of
experimental results, what is justified for the complexity of
the systems in which they are employed.

Finally, the last group of techniques is the signal
processing-based methods. In general, those technologies can
be applied to perform passive AIP, extracting relevant infor-
mation from the sensed data. In this sense, they can improve
performance of machine learning algorithms, as in [179],
[182], and [183] or be applied without any intelligent clas-
sifier [198], [199], [200], [201], [202], [203], [204], [205],
[206], [207], [208], [209], [210], [211], [212], [213], [214].
The results of the cited literature indicate good selectivity
capabilities and fast islanding detection.
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TABLE 3. Synthesis of the main performance indicators of the analyzed AIP methods.

Group Method Reference NDZ thlteielcr:ion POV‘iG:;lgl:?lity Multi-DG Selectivity AMP:IEEEETH
Remote I;‘:};:f;(‘)‘;e [61 High 1.5s High . . .
DTT [66] Small 500ms None Good (2) - -
PLCC [68] Small 200ms None Good (2) - -
SCADA [71] Small - - - - -
PMU [74] 0.2-498s None - LS -
[77] Small 500ms None Good (3) - -
[78] Small 275ms None Good (3) LS -
[9] Small 31-457ms None - LS and load shedding -
MPMU [81] Small 14ms None Good (2) LS, MS and 3F -
[82] Large 10ms None - 1F, 3F Yes
[10] Small 250ms None Good (2) LS, 3F, MS -
Passive OUV/OUF High 4ms -2s None - - -
PJD High - None - - -
HD [88] High 53-129ms None Good (3) MS, CB -
[89] High 500ms None Good (3) MS, CB, IF, 3F -
[92] Small 45 -697ms None - NLL -
[93] Small 75 - 445ms None Good (2) - -
ROCOF [97] Medium 250ms None Good (2) - -
[101] Medium 30ms None - NNL -
[102] Small - None - LS -
[103] Small - None - - -
[104] Medium - None - - -
[105] Small None Good (5) CS, MS, IF, 3F Yes
ROCOV [114] Small 510ms None Good (2) CS, MS, IF, 3F Yes
ROCPAD [119] Small 100ms None Good (2) 3F, MS -
ROCOP [120] Large 200ms None - - -
ROCORP [121] Medium - None - - -
ROCOFOP [122] Large 300ms None - CB, MS -
ROCOAP / ROCORP [123] Medium 10ms None CB, MS -
AFD [124] Large 269ms High Poor - -
TAFD [125] Large 200ms Medium Poor - -
AFD by Chen [126] Large 150ms Low - - -
AFDPCF [127] Small 400ms Low Poor - -
SFS [124] Small 167ms Low - - -
[130] Small - Low Good (2) - -
Active
[133] Small - Low Good (2) CB, MS, LS -
[132] Small Low Good (2) - -
[134] Small - High - - -
SMS [136] Small ~ 75-115ms Small - LS -
APS [135] Small 200ms Small - - -
IAPS [136] Small 100ms Small - - -
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TABLE 3. (Continued.) Synthesis of the main performance indicators of the analyzed AIP methods.

SVS [139] Small 312ms Small - - -
Smaller than
MSVS [140] Small 10ms SVS - - -
RPV [142] Medium  200ms-1s Medium Bad (2) - -
. 140ms- .
[145] Medium 480ms Medium Good (2) LS -
. 120ms-
[144] Medium 151s Small - - -
[148] Medium 30 - 50ms Small - - -
[149] Small 50-103ms Small - - -
[145] Small 85ms Small - LS Yes
[150] Small 60-360ms Medium Good (2) - -
[147] Small 90-109ms Small Good (3) LS Yes
HI [17] Small 275ms Medium - - -
[60] Small <120ms Small - - Yes
[152] - 40ms Medium - - -
[153] - 200ms Small - - -
[154] - 320-480ms Small - - -
[155] - <170ms Small Good (4) - Yes
[159] Small <400ms Small - NNL -
Negative sequence [160] - 60ms Medium Good (2)  Low performance -
[162] - 125ms High Good (2) - -
[163] Small <500ms Small - - -
Modern feedback [46] Small  <100ms Small ; ; ;
techniques
[166] Small <100ms Small - - -
[167] Small <217ms Small - - -
JEM AIP [168] - <200ms Medium Good (4) - -
. . CB, MS, load
Hybrid SFS based approach [19] Medium - Small Good (2) changing -
[169] Medium - Medium - -
SMS based Approach [170] Medium - Small - LS -
171 Small 189ms Small Good (4) CB, MS, load .
changing
Voltage Unbalance [20] - 150ms Medium Good (2) - -
[146] Small 173ms Small Good (3) - Yes
Small load changing,
[90] (Qf<2.5) 138ms Small Good (2) nonlincar LS -
ROCOF [172] Medium 266ms Medium - - -
[173] - 200ms Medium - CB, LS -
Other ROC [22] Medium . Medium - CB, MS, load -
changing
[115] Medium  14ms Small Good () MS, inrush current Yes
transform
Machine Learning DT [175] Small 30ms None Good (2) LS, CB, MS, 3F -
[176] Small 50ms None Good (2) LS, CB, MS, 3F -
[25] Small 115-370ms None Good (2) CB -
[177] Medium 20ms None - LS, CB, MS, 3F -
ANN [29] Small 15ms None - LS Yes
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TABLE 3. (Continued.) Synthesis of the main performance indicators of the analyzed AIP methods.

[179] Medium 42ms None Good (4) LS, CB, 3F Yes
[180] Small - None Good (4) 98% efficiency Yes
[181] Small - None Good (2) LS, CB, MS, 3F Yes
[182] Small - None Good (2) LS, CB, MS, 3F Yes
[183] Small - None - LS, CB, MS, 3F -
SVM [185] Medium 200ms None Good (3) LS, CB, MS, 3F -
[186] Small 40ms None Good (2) LS, CB, MS, 3F Yes
[27] Medium - None - LS, CB, MS, 3F -
FL [188] - - None Good (2) DG tripping, 3F -
ANFIS [190] Medium 500ms None - CB, MS -
[191] Large 50ms None - MS, LS, CB -
[28] Small 15-45ms None Good (2) 1F, LS, CB Yes
DL [193] Small 180ms None - Voltage sag and swell Yes
[95] Small 10ms None Good (2) LS,CB Yes
[24] Small None Good (4) LS, CB, IF, 3F -
Signal Processing WT [30] Small 300ms None - C}z’hxz’irll(g)ad -
[195] Small 30ms None - - -
[196] Medium 40ms None Good (7) - Yes
[197] Small 10ms None - LS, 1F, 3F Yes
[199] Small - None - LS, IF, 3F -
(200] Small 6ms None Good (4) LS, IF, 3F ;
[201] Small - None Good (4) IF, 3F Yes
MM [202] Small 20ms None Good (3) MS, CB, 1F, 3F Yes
[203] Medium - None Good (2) MS, CB, 1F, 3F Yes
ST [205] Small 40ms None Good (2) MS, CB, IF, 3F -
HT [206] M("jj‘i}:;m 14ms None - - -
VMD [207] Small 30ms None - MS, CB, 1F, 3F -
[208] Small 10ms None - - -
PT [211] Small 20ms None - MS, CB, IF, 3F -
TTT [213] Medium 700s None Good (2) 3F -

In the view of the foregoing, Table 3 summarizes
the main performance indicators of the analyzed AIP
methods regarding the results of NDZ, detection time,
power quality degradation, multi-DG performance and
selectivity. The multi-DG column will classify the per-
formance of the method in “Good” or “Poor”. The
methods classified as “Good” will present the respec-
tive number of DGs they were tested in the respective
reference.

In this sense, a method classified as “Good (3)”, for
instance, presented a satisfactory performance for a sys-
tem with three distributed systems connected to the PCC.
AIP schemes that were not tested in a multi-DG environ-
ment will present a “- *“. In relation to the selectivity, the
table will present a similar indicator of and will present the

VOLUME 12, 2024

non-islanding events used in each reference to testify selec-
tivity. The main events are: Motor Starting (MS), Capacitor
Bank (CB) switching, Load Change (LC), single phase fault
(1F), three-phase fault (3F) and others. Finally, the last col-
umn will map the AIP methods that were tested in microgrid
environments in order to understand lack of the emerging
topic of AIP of microgrids.

From this perspective, Table 3 intends to map the future
work of anti-islanding literature. Indeed, the reality is that
the latest anti-islanding research papers should not solely
focus on devising novel protection techniques. They must
also delve into addressing the challenge of multiple inverters,
each embedded with distinct Anti-Islanding Protection (AIP)
strategies. Furthermore, comprehensive selectivity analyses
need to be carried out meticulously to guarantee the preven-
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tion of unwarranted tripping. Lastly, a crucial step involves
subjecting anti-islanding algorithms to testing within micro-

grid

setups, facilitating the seamless transfer of control

following an inadvertent islanding event. Summarizing, the
future work should focus on:

Proposal of new AIP strategies capable of detecting loss
of sources for high quality load factors (Qr > 2.5);
Multi-DG studies in which is analyzed the interaction of
new AIP methods with the already existing schemes;
Selectivity studies to insure the methods are able to
distinguish between islanding and non-islanding events,
especially for active and hybrid strategies;

Microgrid application to ensure the seamless control
transference even after an unintentional islanding in a
generation-consumption equilibrium condition.
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