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Abstract

The objective of this paper is to show the characteristics of smart
meters enabling to monitor and analyze the low-voltage (LV) network.
This is achieved by developing use cases, where power quality and
outage data are transferred from smart meters through distribution
network to the control center. To visualize the monitoring process of
LV network, the use cases are mapped into smart grid architecture
model. The paper proposes a solution to analyze the LV network
interruption and power quality problems (over-voltage, under-voltage,
voltage sags, and swells). Thus, this paper provides a smart platform
for monitoring LV network.
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The rapid transition of smart meters from traditional meters has
provided many benefits to utilities, distribution system operators (DSOs)
and customers. The customers can check the hourly consumption
data for electricity usage and control their energy usage by receiving
tariff information. Smart meters enable DSO to get state estimation,
interruption measurement, and asset management. The information
regarding interruption measurement can be gathered by deploying smart
meters at the customer level and at the substation level, which reduces
the time at the control center to identify the affected power supply area.
Initially, automatic meter reading (AMR) meters were deployed to read
the electricity energy consumption with one-way communication for
accurate billing, and for reducing the cost of labor for a meter reading.
However, after the invention of advanced metering infrastructure (AMI),
the smart meters with two-way communication participated in different
operations, such as tamper detection, theft detection, managing peak
demand, fault management, power quality monitoring, and network
planning. The smart meters are a part of the AMI network that uses
different information and communication technology (ICT) solutions
to send and receive the data. The collected data can be analyzed
and utilized for other purposes (data mining for smart home solution),
consisting of consumption data, events and alarms (Wang et al., 2016).
The interest of extended real-time monitoring for low-voltage (LV)
network increased after the rapid growth in the penetration of distributed
energy resources (DER) in the LV grid. Before integrating DER, the
distribution companies were only interested in high voltage and medium
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voltage level monitoring. Nowadays, smart meters are
used as an extended system of supervisory control
and data acquisition system (SCADA) for monitoring
and controlling of the end-points of the LV network
(customers). The deployment of smart meters has
reduced the number of current sensors, which can
be used at feeder level for real-time monitoring of the
LV network. The current sensors solution is costly,
and for accurate real-time monitoring, we need
voltage information as well, and voltage sensors
will also increase the cost. Thus, a smart meter is a
best-preferred solution for monitoring of LV network
(Kauppinen et al., 2012).

There are different types of meters available in the
market, which are manufactured by different vendors
with different functionalities. In the INTEGRIS project
(Pikkarainen et al., 2013), two types of meters have
been used: a smart meter (SM) and a power quality
meter (PQM). The smart meter provides fundamental
quantities such as current, voltage, power, and
reactive power, while PQM offers information about
power quality problems such as flicker, harmonic
distortion, etc. The PQM information is not enough to
determine the power quality issues in the distribution
network. Thus, the evaluation is required based on
other measurement units, such as remote terminal
unit (RTU), SMs, and estimated values. From the
power quality point of view, SM measurements
are providing only voltage level information. The
advantage of using PQM measurements over SM is
that the PQM measurements give an indication of
voltage dips, fuse blown, and interruption information
(Pikkarainen et al., 2013).

A centralized distribution network management
system is presented in the paper (Repo et al., 2011) for
LV network management. However, the centralized
distribution network architecture is shown in general.
The details about data type and its exchange
between the systems involved in the distribution
network management system are not provided. For
LV network management, the following questions are
addressed in this paper:

e How can smart metering data be utilized for
the use cases of the LV network?

e What types of communication infrastructures
are available for smart grid applications, and
which one is suitable for LV network?

e Which protocols and standards are available
to support communication media of the use
cases?

To address the above research questions, use
cases are designed to show the systematic analysis

2

of data at different distribution network stages. The
smart grid architecture model (SGAM) framework is
introduced in this paper to cover use cases from the
technical, functional, and market point of view.

A use case is the best way of describing the
goals and requirements of actors involved in the LV
monitoring process. The mapping of use cases into
the SGAM framework makes it easier to understand
the functionalities and sub-functionalities of use cases.
This paper focuses on the use cases of power quality
monitoring and outage identification, classification,
and management. The main objective of this paper
is to identify the outages and power quality problems
at the LV network and send this information to the
control center with the help of developing use cases.
The second objective of this paper is to select the
communication infrastructures for use cases. To
achieve the second objective, different communica-
tion architectures used in various projects are re-
viewed, and communication performance indicators
(latency, throughput, the data rate per packet, and res-
ponse time) are compared to select communication
infrastructure.

This paper is organized into five sections,
including Introduction. The second section explains
the use cases of outage identification, classification
and management, and power quality monitoring
with their LV network operation benefits. In the third
section, the use cases are mapped into the SGAM
framework with an emphasis on the implementation
of communication media and protocols for LV
network monitoring. The fourth section presents the
discussion of this paper, and finally the last section
summarizes this paper.

Use cases

For any system analysis, a use case can be used
as a methodology to identify, clarify, and organize
system requirements. In this paper, the use cases are
classified into two categories: outage identification
classification and management, and power quality
monitoring. These use cases are classified into
two groups to know the interruption problems and
improve the quality of service by maintaining the LV
distribution network’s reliability. Besides, to improve
the network’s quality, network planning can be
achieved more efficiently with the help of these use
cases.

Before designing a use case, it is necessary to
know each system’s functionalities involved in use
case design. Table 1 shows the systems with their
description, which are employed in the use case
design.
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Table 1. Systems and their description (L6f et al., 2011).

current sensors, re-closers and breakers). The monitoring process is achieved by measuring the status

spatial coordinates as a primary source of data. A GIS collects and stores the data input (maps,

The NIS stands for the network information system. The NIS is a software-based platform that is
responsible for networking planning, automatic mapping and information management. The NIS
system holds information about network topology, transmission lines and protection devices of the

The CIS stands for the customer information system. The CIS consists of customer ID and customer

company for billing and to network operating company for identifying the exact location of customer

The OMS stands for the outage management system, which analyses the outages at the customer

outage duration. The OMS receives the information from SCADA and DMS and starts the outage

Systems Description

SCADA The SCADA system is used at the control center for monitoring the data from field devices (RTU,
of field devices and by forwarding this information to the distribution management system (DMS)

GIS The GIS stands for the global information system. The GIS is a digital database that uses
coordinates) into the database, and after analyzing, it generates the report about power supply
affected area (power quality and outage problems)

NIS
distribution network

CIS
meter number, physical addresses and phone numbers of customers. The CIS helps the utility
by generating a trouble call from a particular smart meter

OMS
level. The integration of OMS in the distribution network has reduced the outage cost and
management process by obtaining the required data from other systems (GIS, CIS, and NIS)

DMS

The DMS uses different applications for monitoring and controlling the distribution network. The

integration of DMS has increased the reliability and quality of the entire electric distribution network.
The DMS receives the information from the customer level and the substation level, and after
analyzing the whole network, it takes the decision. In some countries, the DMS and OMS are used
as separate systems, but it is used as a single system in this research

Two use cases are designed in this paper by
integrating actors (customer, SM, PQM, Intelligent
Electronic Devices (IEDs) and these systems
(SCADA, GIS, NIS, CIS, OMS, DMS). The first use
case determines the outage problems, while the
second one focuses on power quality problems in the
LV network.

Use case of outage identification,
classification, and management

This use case describes how the outage information
is received from a smart meter. The outage data can
be exported to different systems for checking and
verifying outages in the distribution network.

In this use case, the smart meters periodically
measure the voltage and current at end-points
(consumers) of the distribution network. Regulators set
the threshold voltage levels to ensure the reliability of
a network and quality of electric supply. When voltage
levels change from the predefined value, smart meters
generate events and alarms and send this information

to DMS/OMS followed by different operating systems
between DMS/OMS and a smart meter. For single or
two-phase faults, it generates phase missing alarm
separately for each phase, and for three-phase fault,
it generates the last gasp message alarm. The outage
information is confirmed by DMS/OMS with the help of
SCADA and CIS by checking the planned outages and
filtering out the events by knowing the issues in the
distribution network. The following steps are required
for this use case:

e A smart meter measures the voltage levels.

e Smart meter generates the alarm for an out-
age.

e DMS/OMS receives the information.

e DMS/OMS confirms the outages by check-
ing planned/unplanned outages by employing
SCADA, CIS and NIS.

To understand the procedure applied in the
use case design in a visual format, some diagrams
are presented in figures. Figure 1 shows the data
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Figure 1: Outage management use case with associated actors.

transmission process from smart meters and
from IEDs during outage events and the systems
involved for data collection. Figure 1 depicts that
a smart meter sends the outage information to the
data concentrator (DC) during three-phase fault
at the customer location, while an IED is placed at
the secondary substation, which sends the outage
information to RTU during the fault at the secondary
substation. The outage information is transferred to
the control center from IEDs and a smart meter via
different information systems (RTU, front end system,
DC, AMI head end, meter data management system
(MDMS), etc.), where further actions can be taken
based on the collected information. For sending
outage information to the control center, an enterprise
service bus (ESB) is utilized which facilitates the
services of service-oriented architecture (SOA) and
serves as an integrating bus for information systems
at the control center. To forward the outage data
from RTU to SCADA and then to DMS via ESB, the
front-end system, which acts as an interface between
SCADA and RTU, is used. For notifying the customer
about the cause and duration of the interruption, a
web portal is utilized.

Figure 2 shows the sequence diagram, repre-
senting the type of data exchange between different
systems and actors for sending outage information to
the control center. At first, the outage information is
sent to DMS/OMS from different actors and systems
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in parallel to information from SCADA. Then, DMS/
OMS identifies the planned and unplanned outages.
For planned outages, DMS/OMS confirms the outage
information (outage location and affected customers)
from GIS and NIS along with the information (data)
collected from SCADA and MDMS via ESB. In
contrast, for unplanned outages, it only confirms
the outage location and affected customers from
GIS and CIS. The collected information (planned or
unplanned outages) is then sent to the customer via
the web portal. Moreover, queries are generated by
the control center for smart meters to ensure the
occurrence of the outage and its location.

Figure 3 depicts the query (ping) and response
process for finding the outage’s exact location. At
first, the query is generated by DMS/OMS to MDMS
via ESB, and then this process is continued until
getting the response of smart meters. For identifying
the fault at the customer level, an event is generated
from DC, which can be used to distinguish the faults
at secondary substations from the fault at the end
customer. A ping request is then sent to all smart
meters for getting their acknowledgement signals to
confirm their online status. In this way, outage location
is confirmed by getting response or acknowledgement
signals from smart meters, AMI head end, DC, MDMS,
and by getting information from CIS and GIS. After the
confirmation of the outage location, the information is
updated on the web portal.
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Figure 2: Outage management sequence diagram.

This use case visualizes how different participants/  Furthermore, the collected metering data at DC can
stakeholders can observe the process of identification,  be utilized for different purposes, such as intelligent
classification, and management of fault at LV network.  algorithms (estate estimation and voltage control) can
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Figure 3: Outage management sequence diagram (ping response).

be implemented for the self-healing of LV network
which can be applied at the secondary substation.

Use case of power quality

In the transmission of power from generation to
consumption, the power quality is affected due to
various factors, such as weather, transmission cables,
failure of protection devices, the malfunctioning of
devices, overloading, disturbances from the customer,
switching off equipment, distortion factors, etc. This
use case illustrates how smart meter data is used to
analyze the power quality problems at the LV network.

The power quality events based on voltage
thresholds are defined by standard EN 50160. The
purpose of this use case is to transfer the power
quality events or alarms generated by a smart meter
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to DMS and to power quality database. In this use
case, the PQM device measures the power quality
quantities (voltage dips, flicker and harmonics) at
the substation level, and sends this information to an
intermediate data collection system for power quality
(PQ) devices. Moreover, the PQM device measures
other quantities, such as; fuse blown, an indication of
voltage dips, and interruptions for 10min interval. The
intermediate data collection system for PQ devices
receive the power quality information from all other
PQ devices installed at the LV network and sends the
collected information to MDMS.

For monitoring the power quality in the MV
network, the RTU provides phase voltage unbalance,
phase voltage level, and total harmonic distortion of
phase voltage information. These measurements are
taken approximately every 1.5min and transferred to
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the 10-min average value for power quality monitoring
purpose (Pikkarainen et al., 2013).

The consequences of power quality problems are
economic losses. It was found that 90% of losses (pro-
duction loss, equipment loss, work costs, labor costs,
monetary losses due to replacement of system devices)
were observed for the industry sector. Thus, power
quality is a significant issue that has a considerable
impact on the economy (Amaripadath et al., 2017).

Figure 4 shows how power quality data is
transmitted from smart meters and from IEDs to
control center. As compared to the previous use
case, here an additional PQM device is used which
measures the power quality from substation level.
To avoid the congestion of power quality data, an
intermediate data collection system for PQ devices
(PQDB) is used in this use case which gathers the
power quality data from MDMS and PQ devices.
After collecting the power quality data, the PQDB
sends this information to the control center, where
DMS/OMS identifies the power quality issues in the
distribution network and updates this information on
the web portal to inform the customer.

The sequence diagram of this use case is different
from the previous use case because two additional
actors (PQM device and PQDB) are used to measure
and collect power quality information.

The sequence diagram in Figure 5 explains how
power quality information is checked at the feeder and
substation levels. If power quality issue is identified
at feeder level, the number of affected customers
on that feeder is recognized, and this information is
transferred to the web portal. If power quality issue
affects several feeders, the power quality information
is determined at the substation level, and this infor-
mation is transferred to the web portal. For this
purpose (identifying power quality issue at the feeder
or substation level), DMS/OMS defines the threshold
values and gets the information from PQDB.

The advantage of this use case is that it provides
power quality information from the LV network and
shows the relationship between different power
quality measurement devices and field devices (RTU,
SCADA) of the distribution network. This use case
can be utilized for determining the network-holding
capacity.

ICT solution for use cases

The ICT solution defines the requirements and
conditions for integrating different actors and systems
used in the use cases. To achieve the integration
requirements and meet the goals of use cases, it is
required to design the use cases so that its scope and
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Figure 4: Power Quality use case with associated actors.
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objectives would be clearly defined. For this purpose,
the SGAM framework is used, which explains ICT
solution behavior in a physical distribution system.
The SGAM provides the most straightforward way
to illustrate the smart grid-related functionalities and
explains how three-dimensional (zone plane, domain
plane, and interoperability layers) architecture is used
to describe the use case and sub functionalities of
the use case in a pictorial form. The domain (one-
dimensional smart grid plane) shows the stages
involved in the transmission of electrical energy from
generation to customers, while zone shows how the
management of power system is divided hierarchically
into six zones, namely, process, field, station, ope-
ration, enterprise, and market. The interoperability
layers represent how devices and communication
technologies are integrated that belongs to different
layers of interoperability (Bruinenberg et al., 2012).
There are three approaches for mapping the
use cases: top-bottom, bottom to top, and mix
approach. The difference between the bottom to
top and top to bottom approach is that the bottom
to top approach is preferred for the technical imple-
mentation of a specific use case which meets the
one or two business objectives. On the contrary, in

Business layer

Function layer

Information
layer-
Canonical data
model view

Information

Use CASE *
layer-

Business context
view

Communication

layer

Component
layer

the top to bottom approach, a general or high-level
use case is described, and the use case’s concrete
implementation is unknown. The mixed approach is
the combination of both approaches, and it does not
follow any sequence in the mapping process of use
case. In the mixed approach, each layer is designed
randomly, unlike top-bottom and bottom-to-top app-
roaches that follow the designing sequence. In the
mixed approach, at first component and business
layers are developed, and then the function layer
is created based on the information and needs
of the business layer. In the end, information and
communication layers are developed (Radi et al,
2019). In this paper, the bottom to top approach is
applied (e.g. start mapping use cases into SGAM
from component layer to the business layer) to meet
the business objectives (monitoring of outage and
power quality problems at LV network) of use cases.
The bottom to top approach is applied here because
data are generated from smart meters and from
IEDs, which is forwarded to DMS/OMS for further
actions. In the mapping process, smart meters,
IEDs and PQMs are placed at the component
layer, while DC, PQDB and RTU are placed at the
communication layer of SGAM. Figure 6 describes

Business Objectives
Polit./ Regulat.. Framework

Function
Layer

Information / {
Layer

Communication

P4 1 |
Layer B m‘y

Customer

Domains Premise

Figure 6: Mapping of use case into SGAM (Radi et al., 2019).
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the systematic mapping of a use case into the SGAM
framework.

For LV network monitoring, the deployment of
communication infrastructure and how different com-
ponents communicate are big decisions. For a com-
munication system, secure data and reliable high-
speed information transfer are essential parameters
that should be effectively managed by a smart power
network (Sharma et al., 2019). In this section, different
communication technologies, communication proto-
cols and communication infrastructures are presented,

and discussion is carried out to select suitable commu-
nication infrastructure for the use cases of this paper.

The communication layer (the second layer of
SGAM) describes in what fashion or how different
devices are connected and which communication
technologies, communication protocols are used
(Uslar et al., 2019). For the use cases of this paper,
the communication layer is designed to map the use
cases into the SGAM framework and to visualize the
integration process of different actors and systems,
which is shown in Figure 7.
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Figure 7: Communication layer (Uslar et al., 2019; Neureiter et al., 2015).
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Figure 7 depicts the mapping of the use cases
into SGAM layers. The communication media and
communication protocols used in the mapping pro-
cess are explained in detail in this section.

Communication technologies

There are many telecommunication technologies used
for LV network monitoring, and these technologies
are typically differentiated by a transmission medium.
These communication technologies are divided into
wired and wireless communication (Andreadou et al.,
2016; Vikram and Sahoo, 2017).

Wired communication

The wired technologies provide reliability and
security and allow higher communication capacity,
but they are more expensive to implement in vast
areas. As compared to wireless technologies, wired
technologies are characterized by the higher cost of
construction and low latency (Chaves et al., 2018). A
few examples of wired technologies are power line
communication (PLC) and optical fiber cable etc.

PLC: PLC is widely used for data transmission bet-
ween smart meters and DC. In PLC, the data are
transmitted over existing power lines, which reduces
the cost of deployment of cables (there is no need
for any infrastructure for data transmission). The PLC
technology is classified into broadband PLC (BB-PLC)
and narrowband (NB-PLC). In narrowband PLC, the
data are transmitted via a narrow frequency band at
a low bit rate. Typically, NB-PLC is preferred for home
automation and usually applied as a communication
link between SMs and DC. Though BB-PLC operates
on the hundreds of Mbit/s (data rate) with an
operating frequency of 2 and 30MHz, and it is used
as a communication media between medium voltage
(MV) & LV distribution network for data transmission
between substation and control center (Andreadou
et al., 2016).

Due to limited coverage of PLC, several repeaters
are connected for data transmission between SMs
and DCs depending upon the distance between the
smart meter and DC. The selection of communication
media also varies for the number of connected SMs
per DC and environment type (rural, urban, and
suburban). In addition to limited coverage, the two
drawbacks of PLC are electric signal attenuation and
random interference (Panchadcharam, 2012). The
data rate of PLC is traditionally minimal, although this
has been improved with more modern standard (PLC
PRIME) (Kauppinen et al., 2012). The disadvantage

of PLC compared with wireless solutions is that it is
likely to fail in the case of fault at the feeder (e.g., short
circuit fault). In contrast, wireless communications do
not rely on feeder cables as their propagation medium
(data transmission medium) (Grilo et al., 2017).

PLC is the cheapest solution because it sends the
data over power lines. There might be a need to build
new infrastructure (in some areas), but there is no
need to buy a licensed frequency spectrum or deploy
the communication network. PLC consumes more
power of the battery of a smart meter, and it reduces
the life span of the battery, which increases the
maintenance cost of a smart meter in case of outage
alarm. For an outage alarm, a smart meter needs a
lot of power to transmit signals over power lines.

Optical fiber communication: This technology is widely
used for interconnecting substations with the control
center. One of the barriers to adopting this technolo-
gy is its installation cost. Otherwise, this technology
provides many benefits compared to other wireless
technologies (Long-Term Evolution (LTE)). This tech-
nology has a higher bandwidth for two-way czommu-
nication in AMI applications, and another advantage
is its robustness against electromagnetic and radio
interference.

Wireless communication

The wireless communication provides faster data
transmission than wired communication. Several
improvements have been made in wireless communi-
cation technology, such as data rate, capacity,
bandwidth, throughput, security, and latency, making
it a preferable solution for the distribution network. The
key points that are considered for wireless commu-
nication for longer distance are latency and throughput
(Rathee et al., 2020; Sharma et al., 2019). Table 2
shows the comparison of different communication
technologies (wired and wireless) concerning the data
rate and coverage.

After knowing the data range (data rate) and
coverage requirement of different communication
technologies, DSO can choose the communication
technology based on its application for the distribution
network.

Application of communication
technologies in one case study

Nowadays, the choice of communication technology
in terms of requirements set by DSO for the power
system is a challenging task. As the number of smart
meters is increasing, the generated data from SMs
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Table 2. Comparison of communication technologies (Kuzlu et al., 2014).

Coverage Cover
Data rate (max. Data rate
Technology Standard/Protocol theoretical) e — range age range
(theoretical) (NLOS)
Wired communication
PLC Narrowband 10-500kbps 21-128Kbps Up to 3km
Broadband 500Mbps 100 Mbps 1-3km
Fiber Optic SONET/SDH 10Gbps NA Up to 100km
WDM 40Gbps NA Up to 100km
Wireless communication
WLAN 802.11x 2-600Mbps NA Up to 100m
WIMAX 802.16 75Mbps 40Mbps Up to 50km 1-5km
Cellular 2G (GSM, CDMA) 14.4 Kbps 9.4-14.4kbps Up to 50km 1-10km
2.5G (GPRS) 144 Kbps 30-40Kbps 1-10km
3G (UMTS, Edge, CDMA Up to 2Mbps 200-400Kbps 1-10km
2000 1*EV-DO/DV)
3.5G (HSPA) 14 Mbps 5Mbps 1-10km
4G (LTE) 100 Mbps 33Mbps 1-5km

rises as well. In real-time operation, the response time,
latency, and throughput are the key points for analyzing
faster data transmission (Poongodi et al, 2019).
One scenario (outage alarm) is taken from the thesis
(Panchadcharam, 2012), where three technologies
(PLC, Universal Mobile Telecommunications System
(UMTS) and Global Positioning Radio System (GPRS))
are compared in terms of high-speed communication.
These communication technologies are compared by
considering DSO’s requirements in (Panchadcharam,
2012) for the scenario of outage alarm shown in Table 3.

Table 3 presents the performance of commu-
nication technologies for the outage alarm. It can be
seen from Table 3 that as the number of meters is
increased, the required data rate per packet is also
increased exponentially. Suppose, for 200 smart
meters, and a response time of 5s, the data rate per
packet is 191 kbps. To keep the same response time
by doubling the number of smart meters (400 smart
meters), the data rate should also be increased two
times. Table 4 shows the throughput and latency
requirements of different communication techno-
logies over transmission control protocol (TCP) and
universal datagram protocol (UDP).

The appropriate communication technology
is chosen by matching the data rate and latency
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requirement of Table 3 with Table 4 by considering
throughput and latency values. The throughput for
GRRS over UDP and TCP is 21-22kbps. According
to Table 3, this data rate requirement (21 kbps) is used
for 800 smart meters with the minimum response
time of 3min. The GPRS can support 800 smart
meters with this throughput (21kbps) requirement.
For beyond and below to these requirements (if we
increase or decrease the number of smart meters
and response time), the GPRS is not a valid option for
communication technology.

The selection of communication technology (based
on the different number of SMs and response time)
keeps the following conditions:

e |f the requirement for sending an alarm to the
SCADA system is within 3min for 10,000 me-
ters, UMTS over UDP and PLC can be used.

e PLC is the only solution for 10,000 meters if
response time is 30s (Panchadcharam, 2012).

Different communication architectures are stu-
died for deciding the suitable communication infra-
structure for the use cases of this paper. Kuzlu et al.
(2014) have identified three types of communication
architectures based on reviewing the architectures
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Table 3. Comparison of response time with data rate for the number of smart meters

(Andreadou et al., 2016).

Response Response Response Response Response Response Response

time (5s) time (830s) time (3m)
Data Data Data
Smart rate per rate per rate per
meters packet packet packet
(kbps) (kbps) (kbps)

200 191 32 5
400 382 64 11
600 573 96 16
800 764 127 21
1,000 955 159 27
5,000 4,776 796 133
10,000 9,652 1,692 265

time (5m) time (15m) time (1h) time (12h)
Data Data Data Data
rate per rate per rate per rate Per
packet packet packet packet
(kbps) (kbps) (kbps) (kbps)
3 1 0 0
6 2 1 0
10 3 1 0
13 4 1 0
16 5 1 0
80 27 7 1
159 53 13 1

Table 4. Comparison of various communication technologies based on throughput

and latency (Vikram and Sahoo, 2017).

UDP

Communication Media Throughput
GPRS 22kbps
UMTS 363Kkbps
PLC 50.3Mbps

used in different projects. The first architecture is
direct communication through a mobile network
operator. The second architecture adopts PLC/
broadband over power lines (BPL) gateway, and
the third one uses a PLC/BPL DC. For selecting the
most suitable communication architecture of this
paper, the technical and functional points of view are
covered for three types of architectures. In addition
to technical and functional point of views, the
advantages, limitations, and usage of architectures
in different projects are also discussed. Chren et al.
(2016) have concluded that the most adopted dep-
loyment of communication infrastructure is based on
DC-based architecture. The second most adopted

TCP
Latency Throughput Latency
6sec 21 kbps 10s
102ms 239kbps 311ms
3.1ms 13.4Mbps 95ms

architecture is the gateway, and the lower number of
communication infrastructure deployments employ
the peer-to-peer (P2P) or wireless architecture. The
following reasons are given for selecting the specific
deployment of communication architecture:

¢ |nterms of sufficient network quality of the mo-
bile network, wireless technology is the most
straightforward technique. Still, this network
has several legal and organizational issues that
can be solved in cooperation with a mobile
network operator.

e As compared to wireless technology controlled
and managed by a mobile network operator,

13
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the DC infrastructure is owned and operated
by DSO, which makes it more challenging from
the technical point of view. One reason for us-
ing DC is that it adds more functionalities (de-
centralized automation, data mining), to make
the distribution network smarter.

e The most problematic architecture from the

technical point of view is the gateway architec-
ture, because of its communication media (PLC/
BPLC or mobile network), which impacts other
systems. This is the second most deployed ar-
chitecture in different projects. Table 5 shows

Table 5. Comparison of different architecture styles for AMI applications
(Chren et al., 2016).

Communication
technology

Direct
Communication
(Mobile Network
Operator)

Communication
using PLC/BPL DC

Communication
using PLC/BPL
Gateway
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Advantages

Direct communication (GPRS,

code division multiple access,
LTE) over a mobile network

Simple for monitoring
and management of AMI
infrastructure

Hybrid communication
infrastructure (PLC/BPLC

is used for communication
between SMs and DC, while
a mobile network is used
between DC and control
center)

The operator communicates
with SMs through a gateway
(PLC communication is used
between a gateway and SMs,
and wireless communication
is used between a gateway
and operator)

The gateway can be placed
either at local control (secon-
dary substation) or at home

Disadvantages

High demand for mobile
network infrastructure for data
collection and control

Part of the responsibilities are
handled by a mobile operator

The quality of the network will
be lower if there is not sufficient
coverage of mobile signal and
a local gateway is used

This communication architecture
does not support local control/
(decentralized control at the
secondary substation). In this
case, the data are collected

at the control center and
transmitted to local control

More challenging and
demanding from monitoring
and infrastructure point of view

The speed, reliability and
latency of communication
channels are affected due to
dynamic route of connection
between PLC and mobile
network

Risks

Difficult to switch mobile
operator (all communication
models and meter points will
be changed)

Most of the communication
technologies are owned and
managed by the third party

Legal and organizational
issues because of cyber
security laws in some
countries

The volume of the
communication on the PLC/
BPL layer is not significant
from the economic point

of view, which involved
higher cost in building

and maintaining the
communication infrastructure

Security weakness due to
the availability of temporary
data storage at DC

The gateway only responses
the request between SMs
and control center, and
does not store any data
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the comparison of different architectures for
AMI applications concerning their advantages,
disadvantage and risks.

Considering these points (different communication
infrastructures used in different projects and com-
parison of various communication technologies), the
PLC technology is used in our use cases for the
data transmission between smart meters and DC.
In contrast, wireless communication technology is
chosen between DC and control center. This hybrid
communication infrastructure is selected by keeping
the limitations of PLC and the cost of infrastructure.

After selecting the communication media for this
paper’'s use cases, the next step is to identify the
protocols that support the data transmission process.

Communication protocols and standards

The communication protocols define the set of rules
for data transmission among different devices in the
communication network. The communication protocol
supports devices from different manufacturers with
various specification to share the information in the
same language. Most of the communication protocols
follow the open system interconnect (OSI) model layer
structure. The OSI model consists of seven layers
that illustrate how data are processed from each layer
and each layer’s function during data transmission.
The data transmission can be serial, parallel, or peer-
to-peer communication, and it depends upon the
supporting protocols, bandwidth, communication
channel, and supporting communication media. This
section gives the brief introduction of communication
protocols that support the selected communication
infrastructure employed for the use cases of this

paper.

DLMS/COSEM protocol

DLMS stands for device language and message
specification, while COSEM stands for companion
specification for energy metering. The DLMS and
COSEM are two different standards used together
(DLMS/COSEM) as a communication protocol for
meter data exchange. The DLMS (IEC 62056-53)
is the suite of standards maintained by DLMS user
association that provides the interoperable en-
vironment for meter data exchange, while COSEM
(IEC 62056-62) is an object-oriented model for meter
communication interface that gives the complete
description of functionalities and carries the set of
specifications. The specifications of COSEM are used
to define the transport and application layer for DLMS

protocol. The DLMS/COSEM works on the client/
server-based architecture (meter acts as a server, and
DC acts as a client) and operates on the application
layer (an upper layer of the OSI model). Each layer of
the OSI model performs different tasks, and lower
layers of the OSI model provide services to an upper
layer. The type and the number of lower layers are
dependent on the used communication media (Dedé
et al., 2015).

In smart metering applications, the DC polls the
smart meters for data acquisition. Like poll command,
the push command is also introduced in DLMS/
COSEM for the event notifications. The notification
of events generated by smart meters can be sent
to DC without any ping request created by DC. As
compared to report service approach used by IEC
61850, this approach performs the same actions
(Dedé et al., 2015).

Modbus

Modbus (an application layer communication protocol)
belongs to the family of field bus protocols, and they
are widely used in industrial automation applications.
The Modbus supports the communication between
RTU, meters and other field devices via a serial line,
and it uses the recommended standard (RS-485 or
RS-232) for data transmission. Modbus communication
is possible by master/slave architecture in which the
master sends the request and slave responds to the
request (Camachi et al., 2017).

IEC 61850

The IEC 61850 is the international standardized
protocol (object-oriented standard) used for substation
automation communication. The advantage of using
IEC 61850 is that it provides an abstract data model
and an abstract communication interface. The IEC
61850 is the part of the IEC technical committee (TC
57) reference architecture that defines the standardized
names, the meaning of data, device behavior models,
and abstract services (Camachi et al., 2017).

The IEC 61850 is also used beyond the substation
such as communication for wind and hydroelectric
power plants. IEC 61850 can be mapped into manu-
facturing message specification (MMS) protocol (an
OSI protocol that runs over TCF/IP, where IP stands
for internet protocol. Moreover, it also provides the
interoperability between I[EDs which are manufactured
by different vendors (Ledn et al., 2016).

The interface model of IEC 61850 is broken
down into logical devices and further divided into
logical nodes. Before exporting the data from RTU to
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SCADA, the data sets are defined, which reflect that
what kind of services are subscribed by a client. Both
DLMS/COSEM and IEC 61850 can be compared in
terms of transporting information for smart metering
application (Dedé et al., 2015).

The IEC 61850 supports different types of me-
ssages from different performance classes, and they
are mapped to different protocols. The grouping of
messages is based on the specific requirement
of the message type. In other words, the message
of the same requirements is grouped and mapped to
the same message type protocol (Kuzlu et al., 2014).
Figure 8 shows the message type grouping and their
mapping into different protocols.

IEC 61850 MMS

MMS defines the set of encoding rules for mapping
the messages to bits or bytes during transmission.
MMS operates over client-server architecture and
supports the services of IEC61850. The IEC 61850

Generic
Object
Oriented
Substation

Sample
Values

(Multicast) Time Sync

services are mapped into MMS protocol using over
TCP/IP of OSI model and running over layer three
on ethernet (a popular local area network protocol).
The preferable solution for MMS is to use it for data
communication between field devices and from DC
to AMI head-end (Ledn et al., 2016).

CIM

The CIM stands for common information model, and it
is an object-oriented data model in the power system.
CIM is used to define the object classes, object
attributes, and the relationship to other classes.
It is used as a common data exchange model for
application integration. In other words, it is used for
the exchange of information (information about the
configuration and status of the network) between
applications in operation and business layers of
SGAM. CIM is not a database, but it is a method for
storing and organizing the data. For standardized
communication between different communication

Generic
Substation

Core ASCI Services Status Event

Event
——————— R i S — F————— e — —— — ——— — = - F——_—————— — — =
GOOSE TimeSync N
SV (SNTP) MMS Protocol Suite GSSE
™ A
(Type 4) i PR—— (Type 2.3,5) (Type 1, 1A)

ISO/IEC 8802-3

| | |
I | !
| | |
| 1 |
| I I |
| 1 |
TCP/IP 1ISO/CO I GSSE
| 1 1
| | | OBE/P T-Profile T-Profile | T-Profile
I | I !
I 1 T -
| I 11 I |
| I (| | |
: : : : : : ISO/IEC 8802-2 LLC r
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Figure 8: Message type grouping of protocols for IEC 61850 suit (Arnold et al., 2010).
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systems, CIM defines the semantics for all CIM
supported communication systems. The standards
that come in CIM category are IEC 61968 and IEC
61970 (Arnold et al., 2010). Table 6 shows the specific
application of different standards.

Discussion

The smart meters generate different events; some are
set by DSO and some by the manufacturer. These
events are meter/device status events (last gasp or
power store), meter temper flags, and meter hardware
information (low battery alarms, battery critical). Besides
these events, there are alarms which are generated
based on voltage threshold levels set by DSO. These
alarms are as follows: phase missing, neutral conductor
fault, asymmetrical voltage, and voltage unbalance
(over and under voltage) (Repo et al., 2011).

The unnecessary alarms (alarm followed by
another alarm) must be avoided and prioritized
before sending it to DMS. The unnecessary alarms
create overwhelming data that produce congestion
in the communication network and increase data
transfer power consumption. To avoid unnecessary
alarms, the alarm filtration algorithm can be utilized

at DMS or at the SCADA system, which depends
on the architecture (topology) and the length of the
network.

A DSO can prioritize the alarms, and one example
of prioritization of alarm is set by Elenia Oy in Finland,
which is described below.

The priority is given to the phase missing alarm
(phase fault) when the phase fault is identified. The
second priority is set for an asymmetrical voltage
alarm that indicates the neutral conductor fault. The
third priority is given to phase unbalance voltage
alarms (Kauppinen et al., 2012).

For finding the exact fault location or affected
smart meters, queries are generated. The queries are
created by a system operator and can be classified
as manual, semi-automatic and fully automatic. The
manual query can be sent by DMS/OMS to smart
meters at any time. The semi-automatic query is
generated after receiving the alarm notification. These
quarries are created to know the meters’ status
(either meters are on the same feeder or different
feeders). On the other hand, the fully automated
queries are used for a weak network; an automated
query is issued at least once in a day for analyzing
the network (Kauppinen et al., 2012). When a query

Table 6. Standards, along with their application and comments as applied in SGAM

(Arnold et al., 2010).

Standard Application Comments
DLMS/COSEM This standard is mainly used to support communication between DLMS User group
smart meters and DC. A few applications of this standard are:
electricity meter data reading and exchange, support of outages and
power quality alarms, tariff and load control
IEC 61850 This standard was first designed to provide the communication This standard is

between substations, and now it is used for the communication
between the control center and substation for monitoring and

open, maintained and
developed by IEC

controlling purpose. However, it can also be used beyond substation
communication. For example; for communication between DERs
and substation, but these protocols or standards are still in practice

IEC 61968/61970/ These standards are used to define the systemic model for data
exchange. The IEC 61970 is used for interface-related application
and the energy management system, while IEC 61968 is used to

IEC62325 suite
(CIM)

These standards are
open, maintained and
developed by IEC

transfer information between different systems at the control center.
For the data exchange to DSO and energy markets, IEC 62325

standard is used
|IEC 62351

This standard is used to define the information security for data
exchange and power control-related operations

This standard is
open, maintained and
developed by [EC
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is created by DMS and received by smart meters, the
following responses can be seen by smart meters:

Device responding (no alarm).
Device responding (active alarm).

e Device not reached (due to communication
network problem or fault in the network).

e Device unknown (no record of a device in the
database).

e Device switched off (switched off due to fault
or customer has not paid the bill) (Repo et al.,
2011).

The designing of use cases and then mapping them
into the SGAM framework is the main contribution
of this paper. Moreover, this research paper will help
the network operating company and DSO to design
a suitable communication network associated with
specific protocols for data communication to SCADA
or to make the distribution network as an active
network.

Conclusions and future scope

This paper aims to describe a process to monitor the
LV network problems (outage, power quality) using
smart metering events by designing use cases. The
use cases have shown the involvement of different
actors and systems in the monitoring process, which
are later mapped into SGAM framework to see the
monitoring process in a pictorial format. Commu-
nication technologies and communication protocols
between actors and systems or between different
systems play an essential role in the monitoring
process. For that purpose different communication
infrastructures, communication technologies and pro-
tocols are discussed in this paper. For the designed
use cases of this paper, PLC with GPRS (hybrid
solution) communication infrastructure is selected for
the communication between SMs and control center
based on the key performance indicators (latency and
throughput) of different communication technologies
and by reviewing different communication infra-
structures used in different projects. In communication
protocols, DLMS/COSEM is chosen to support
PLC communication between SM and DC. At the
same time, IEC 61850 is selected to support the
communication between field devices and the
control center over ethernet. In future, the designed
use cases can be further developed by adding
more functionalities (by implementing data mining
algorithms) in PQDB and MDMS. Moreover, the
proposed smart platform can be confirmed by incor-
porating simulated test cases.
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List of Acronyms:

AMI= Advanced Metering Infrastructure

AMR = Automatic Meter Reading

CIM= Common Information Model

BPL= Broadband Power Line

CIS= Customer Information System

COSEM= Companion Specification for Energy
Metering

DC= Data Concentrator

e DER= Distributed Energy Resources

DLMS= Device Language and Message Spec-
ification

DMS= Distribution Management System

DSO = Distribution System Operator

ESB= Enterprise Service Bus

GIS= Global Information System

GPRS= Global Positioning Radio System

ICT= Information and Communication Technol-
ogy

IED= Intelligent Electronic Device

IP= Internet Protocol

LTE= Long Term Evolution

LV= Low-Voltage

MDMS= Meter Data Management System
MMS=Manufactured Message Specification
MV= Medium Voltage

NIS= Network Information System

OMS= Outage Management System

OSl= Open Information System

P2P= Peer to Peer

PLC= Power Line Communication

PQDB= Intermediate Data Collection System
for Power Quality

PQM= Power Quality Meter

RTU= Remote Terminal Unit

SCADA= Supervisory Control and Data Acqui-
sition

SGAM= Smart Grid Architecture Model

SM= Smart Meter

SOA= Service-oriented Architecture

TCP= Transmission Control Protocol

UDP= Universal Datagram Protocol

UMTS = Universal Mobile Telecommunication
System
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