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AbstractA super-intelligent Al- society should be based on inclusion, so that all members of society can equallybenefit from the possibilities new technologies offer in everyday life. At present, the digital society isoverwhelming many people, a large group of whom are older adults, whose quality of life has beenundermined in many respects by their difficulties in using digital technology. However, this ‘silver segment’should be kept involved as active users of digital services and contribute to the functioning and developmentof a super-intelligent, AI-enabled society. The paper calls for action-oriented design thinking that considersthe challenge to improve the quality of life, with an emphasis on ethical design and ethical impactassessment.
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1. Introduction
In a techno-optimistic world, digitalization has been seen as the magic wand for the efficiency andaccessibility of public services. Society 5.0, introduced by Japan, refers to a super-intelligent society,presented as a solution to building a more sustainable society [1], It is a response to societalchallenges, such as rapid and increasing ageing of society [2], [3], The goal of Society 5.0 is to createa human-centered society in which technological development is truly inclusive. In Society 5.0,physical and virtual spaces are integrated to improve people's quality of life, for example, in healthcare [1],[4]. They enable the generation of e.g., personal real-time physiological and environmentaldata, which can be used to actively design people's behavior in society.Japan is often seen as an example of easing the pressure of ageing demographics. The idea behindSociety 5.0 is to support social well-being and a fulfilling life. Both Finland and Japan recognize theimportance of technology in easing the burden of demographic ageing. However, Japan stands out inits emphasis on technology and strategic social planning as a whole. The focus is therefore not merelyon technological development, but on social development, where a networked society integratesdigital tools into people's lives: from what information people need and how they position themselvesas customers, to the organization of wellbeing services. To successfully deploy these tools, Society 5.0will also focus on training people to use digital tools effectively.Finland has rapidly adopted a ‘radical digitalization’ approach which has involved the transitionof many public services to the digital environment and the disappearance of physical offices. Fordecades public discourse has referred to a reasoning that due to the loss of active taxpayers, andincrease in imminent healthcare costs incurred via ageing, alternative welfare measures must befound [4][5], The widespread digitalization together with the emergence of Artificial Intelligence (Al)is expected to bring new ways to streamline services and shape the future, particularly throughInternet of Things (loT) solutions and healthcare applications [6].However, in addition to forcing users or paying customers to actively participate in the deliveryof services - learning and negotiating online systems to ensure a smooth outcome - digital systemsare vulnerable to disruption, error, and fraud. They fail in usability and accessibility planning and are
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vulnerable to cybersecurity risks. They change established ways of acting and operating, and areoften developed separately from the context, the real users and understanding of everyday life.Studies have found that digitalization has polarized society between capable and non-capable andthe digital divide experienced by older people has grown [7], [8], [9], [10], [11], In addition, as alreadyseen in recent infamous ethical Al cases [12], [13], [14] [15], Al algorithms can create social risks andthreats. They not only have the power to discriminate and harm (physically, socially andpsychologically), but they can, in their application, change social structures and cause significantthreat to privacy, security, justice and human autonomy. Data leaks, misuse of data, discriminatoryinterpretations resulting from inaccurate or skewed data, and excessive direction of service users'attention and actions. It is already apparent that, for example on social media, older people are easilyduped by various financial and romantic scams [16] [15].Drawing on thought behind the design of technological products, and the ethics implicated inparticular design and systemic decisions, the current paper focuses on recent developments ofdigitalization and its impact on the quality of life of older people. We look at the digital societaltransformation and ethical issues arising in an evolving technological landscape. In this landscaperelationships between humans and technology are rapidly changing from agent-user and object-system to agent-system and increasingly object-users (e.g., via data collection). We observe thetensions between the logics of ‘forced digitalization’ and attempts to maintain wellbeing among anageing population.The ideal of Society 5.0 challenges current design thinking. The transition from traditionaltechnology-intensive design thinking to genuinely holistic design paradigms, where human life andimproving its quality are taken as the main goal of design, requires a renewal of design thinking. Inthis paper, we discuss the nature of the new approach to designing the lives of older citizens.
2. Infiltration of digital technology in everyday life

Digitalization has increased in all sectors of society. For example, the health and wellbeing sector hasmoved towards the digitalization of many services. These include e.g., appointment self-booking,assessing symptoms and service needs, non-urgent communication with professionals, digitalquestionnaires, coaching, recording measurements (health and fitness data), renewing prescriptions,and reviewing personal data. These emerging digital systems, together with the integration of Al, areanticipated to provide a better customer experience. From a practical and economic perspective,benefits are predicted for both customers and healthcare professionals [17],In Finland, the digitalization of public services is a national effort [18] [17], With increasing societalpressures to support older adults in living as independently as possible, many initiatives in remoteand digital healthcare have been implemented. For instance, a reform of public social and healthcareservices took place in 2023, when the responsibility for organizing services was transferred from themunicipalities to 21 established self-governing wellbeing counties [19] [18], The initiative was anattempt to hinder the pace of the rising expenses faced by the current conditions of an ageingpopulation and economic uncertainty. The use of technology and digitalization of services was seenas an essential part of this development.Yet, despite these initiatives, the role of technology in the areas of care and wellbeing has muchbeen debated across international scholarly fields including gerontology [20] [19], sociology [21],health sciences [22], psychology [23] [22], and ethics [23], Questions pertaining to the role oftechnology, and particularly in the addressing of social and psychological needs, are becoming evermore imminent. This is not purely based on technological development itself, but alongside thecurrent climate of uncertainty and conditions faced in a world where state financing of health andsocial services is becoming ever more limited.As the world turns more unstable, infiltration of digital technology in human life is becoming everrifer. Trust becomes an immeasurable commodity when the foundations of the understood world(how people experience the world) are balanced upon digitally based information systems [27],increasingly enabled by Al [28], Trust in decision-makers and application providers is thus aprerequisite for the acceptance of technologies for older people, and for ethically and sociallysustainable Al deployment [29], Trust, however, can erode on numerous dimensions ranging from



 
the ability to use the systems, to the quality and accuracy of information, and intentions behind thetechnology that is developed and implemented [30] [29].
3. The silver segment  struggles with digitalization

The silver segment, or silver economy, is a term used to describe the growing population ofindividuals aged 55 years of age and over, who aspire towards a ‘good life’ [31], ‘Silver segment’ refersto the aging population of 55 years old and above who are active and engaged in society, equippedwith wealth, experience, and purchasing power. This market segment, the ‘silver economy’, is seenas important for businesses as very attractive and promising [32] [31], However, it is still veryunderdeveloped in terms of product and service offerings [33].Although people in their 60s and 70s are generally comfortable with digital devices andapplications, it is not always easy for them to take up digital services, particularly the ones requiredfor living and participating in a welfare society. Members of populations aged 55 years old and abovewere not born and raised using personal computers, Internet, mobile IT, and artificial intelligence[33], They remember times of landline telephones, dial up Internet modems, and paper archives. Thesilver segment belongs thus to a completely different generation of technology users than thegenerations that will follow them. The technology generation view [34] means that theirunderstanding of how technologies (current and future) are used is built on knowledge of thetechnologies that were typical of their generation in young adulthood [34] [33], Typically, this was anera of tangible on-off user interfaces.The COVID-19 pandemic ironically triggered some positive effects in the rapid digital technologyuptake due to individuals of all generations wanting to maintain social contact [35], Yet, increasedinteraction with connected digital systems also introduces new problems such as vulnerabilities tocyber-crime, disinformation, and misinformation [36], Aspects such as multiple applications andplatforms, frequently updating software, cyber secure authentication, and security awareness, as wellas basic usability of everyday digital systems pose major challenges [37] [36], increasing technologicalanxiety [38] [37], Reasons for not using digital services include problems e.g., with vision, physicaland cognitive functioning, living in remote areas and lack of support [39], These challenges causedivides between people as well as between individuals and services [40] [39], While increasingly moreolder people utilize digital technology, there is no guarantee of the level of digital literacy (the abilityto critically read and evaluate digital content [41] [40], in an era of rapid content advancements - manyof which stem from developments in Al.From a social perspective, disadvantages are not only experienced among the elderly, and this isnot simply a ‘technology acceptance’ challenge. Rather, in addition to providing functional, civic andutilitarian operations, public and societal services have also fulfilled a social role. For instance, whiledirecting individuals towards their digital devices to remain home longer and receive services thatwere formerly carried out by other human beings seems like the ideal economic solution, the socialcomponent of service exchange immediately is lost. What happens here is twofold: 1) the very act oflosing this person-to-person contact means increased physical and social isolation among the elderly;and 2) the functional aspects of the person-to-person contact, i.e., contextual awareness, humanintelligence, intuition and the ability to flexibly problem-solve on behalf of clients, means increasedanxiety and stress when engaging with self-service systems [42], [43], In other words, when there isno one around, who can be asked? Another concrete ethical aspect that arises during this time ofinflated prices coupled with radical, self-servitization pertains to where private individuals’ money isgoing.As described above, Finland is aiming for a situation where half of all basic services can bedelivered remotely using digital services by 2025 [44] [43], Digital technologies can play an assistive,compensatory, and enabling role in the lives of older people, allowing them to live independently andsafely at home, thereby reducing public health expenditure. The intense digitalization of core servicesin society, however, has led to the demise of many traditional face-to-face services and shift to online-only services. At the same time, at least 39% of Finns need frequent help with the internet or digitaldevices [45] [44]. When technology is difficult to access, some people may be left on the sidelines in away that does not reflect the principles of a welfare or wellbeing society (where the quality of humanlife is valued). For those who can use remote services, concerns include the rise of cybercrime and the



 

use of scams to hack into people's banking and identity numbers. Finns lost more than €32 million todigital scammers in 2022 [46] [45], Practice has shown that people's sensitive health data has evenbeen used as a tool for extortion. Senior citizens are particularly at risk.For the ageing population, there can be many problems in embracing digitalization, even if anincreasing number of individuals are interacting with digital technologies daily. Problems withsensory functions, memory and cognitive functioning, physical capacity, and self-direction canprevent or make it difficult to use digital services [47][46], Many people feel that they are unable tomanage their affairs through digital services in the same way as during face-to-face encounters.In addition to everyday services that can be purchased and used independently, the combinationof digitalization and Al will also enable the monitoring of older people in their homes by public actors.As the pressure to emphasize home care is increasing, public actors are considering the use of newmonitoring technologies and Al applications. Sensor technologies together with Al offer newopportunities for 24/7 health and functioning monitoring at home. Combining Al and health dataprovides an opportunity to use technology for disease prevention, early detection of symptoms andoptimal care of home care clients [48] [47],An increasingly common scenario is where sensor technology is installed in an elderly person'shome, enabling a smart environment to be built that collects information on how well the resident isperforming their normal activities. This data, along with many other devices that collect well-beingdata (such as smart mattresses and well-being bracelets), can be used to detect and visualizefluctuations in the resident's activity level and to see acute or gradual changes in their daily habits.This data complements traditional health information and provides a holistic view of a person's dailyperformance. Yet, once again from ethical and privacy-related perspectives, we encounter issues thathave been raised for decades regarding ‘assistive technology’ for the ageing people [49], These includeconsiderations of human dignity, autonomy, and the right to be left alone, as well as questions oncontrol over one’s own life [48], [50].
4. Regulation and informed consent procedure alone are not enoughto guarantee the ethical use of Al

The use of registers and electronic health record systems in research, healthcare, and governmentdatabases to develop Al services offers countless opportunities to address research and innovationissues related to the well-being and functional ability of older people. Data collection is increasinglyneeded for e.g., proactive health monitoring, where the aim is to provide a more accurate assessmentof a person's functional capacity, behavior as well as communicate information about vitalcircumstances (i.e., falling, unconsciousness, location etc.). The maintenance of a register is usuallyrequired by law and the processing of data by a public authority cannot be based on the consent ofthe data subject.The aim is to collect huge amounts of data from multiple data collection sources upon which digitalAI-driven systems can adapt, adjust, and tailor output and assistance that is appropriate for specificsituations and individuals in question [51] (whether ‘user’ or ‘non-user stakeholder’). The collectedmass data (big data) is aggregated and processed to offer a holistic picture of situations andcircumstances in question. This is more effective and detailed than utilizing data that has beencollected for a single purpose and by an individual application. The more data, the better services canbe designed and targeted to individuals. In addition to data collected by public registrars, there willbe an increasing need for data collected by individuals themselves on their wellbeing. If, on the otherhand, people do not see the collection of data as important, are not able to use the necessary devicesor applications, or do not trust the ability of data authorities to treat data confidentially, developmentwill not proceed as expected.The collection and analysis of mass data in preventive health care brings new perspectives to theconcept of informed consent [52], The resulting data can be used for a variety of purposes, andindividuals do not always know how their data is being used, even if they have legally given consent[53], Among other things such as ensuring understanding and vigilance while reading or receivingthe privacy information, the difficulty in giving 'informed' consent is that even the data collector maynot know in advance all the purposes for which the data will be used.



 

 

As there is confusion regarding the interpretation of the laws on primary and secondary use ofhealth data, the European Health Data Space EHDS [54] in Europe aims to clarify this and contributeto addressing the challenges of accessing and sharing electronic health data. A legislative proposaladopted by the EU Parliament in April 2024 will allow national legislation to provide furtherelucidation. The benefits of EHDS include empowering individuals to manage their health data,supporting the use of health data to improve healthcare services, research, innovation, and decision-making, and providing the EU with the means to safely harness the potential for the seamlessexchange, use and re-use of health data [54], Finland is a pioneer in the secondary use of social andhealth data and in 2019 established a data authorization authority for the social and health sector(Findata) to provide guidance, grant permits for secondary use of social and health data and to ensurethat the aggregation and sharing of authorized data takes place in a secure manner [55],Regulatory compliance and informed consent appear to be feasible steps towards designing forprivacy and ethical data engagement. However, they are not enough to describe to users and otherimplicated stakeholders what kinds of data collection is allowed or justified, and why certain types ofdata are collected. This regulatory approach serves as a seeming safeguard yet does nothing to explainhow the data is processed, used (or sold), and how the user or stakeholder may be affected by thecollection and use of their data. This is where the paradox comes into play - to provide better, moreaccurate, more efficient, and relevant services for individuals, the systems need to collect and accessmore data. However, the design challenge is, how to access and use this data without infringing onan individual’s privacy (i.e., gaining access to domains of a person’s life of which they do not want todisclose), and, in a way that will protect their identity, autonomy and integrity. This may bechallenging in cases of assistive technology in the home or elderly care facilities, particularly if anindividual is deemed as incapable of making authoritative decisions over critical areas of their ownlife (i.e., in cases of memory illness). In the following, we discuss ethical design of AI-enabled systemsfor the silver segment.
5. Ethical design of Al-enabled systems for the silver segment: basicquestions
Digital and Al services for the silver segment is characterized by a systemic whole, where differentactors are interconnected within socio-technical entities. Resonating with the sociological ActorNetwork Theory [56] this web-like effect of contemporary online systems means that everything isdependent on and affects everything else in some way or another. What may seem like a small glitchsuch as a usability error in the homepage of an internet banking system, may result in people losingtrust and finding alternative banks or means of operating their finances. Therefore, when designingdigital and Al services consideration must be placed on the complex and dynamic interactionsbetween technology, service providers, older people, and society, how technology affects these actorsand how the new Al culture will change human ecosystems. In the following, we consider twofundamental questions relevant to design, which emphasize an understanding of the term ‘good life’- everyday life that is ethically good, well-balanced, fulfilling and in which all basic and higher needsare met in some way [57], [58], These are: i) How to use technology? and 2) How can the use oftechnology be governed?
5.1 . How to use technology?
The first approach emphasizes bridging the digital divide by investigating socio-technical solutionsthat have the potential to overcome obstacles related to usability, user experience, and from thereprivacy and security issues. A valid approach to better embrace the digital divide is action-orienteduser interface design [59], Action-oriented user interface design focuses on developing user interfacesthat enable people to use the technology in question smoothly and easily. Thus, design is transferredfrom artefact and system design, towards action and interface design - what actions are needed (byperson and product) to achieve certain goals?Technical artefacts, user interfaces and ubiquitous technologies should all support theachievement of the functional goal as well as possible. In line with the Society 5.0 ideal, action-



 

oriented design helps understand how people can best use particular tools (technologies) at theirdisposal. Thus, Al as a tool may be instrumental in bridging the usability gap for ageing individuals.Yet, as mentioned earlier its implementation may lead to bigger problems relating to e.g., datavulnerabilities. This is why focus on how technology can and should be used is paramount. For, it isnot the issue of whether a device or system is available and can be used, it is whether or not it shouldbe used in particular actions.The needs of an ageing population underline the importance of user interface design. Age-relatedchanges in physical and cognitive ability mean that digital terminals, typically with smalltouchscreens and requiring password remembering, are difficult for many older adults to use. As weage, our brains age and our senses deteriorate, which means that it takes longer to learn new things.Thus, achieving an outcome should not cause unnecessary stress for the user and design outcomesshould motivate people to use, learn, or recommend them. At best, digital services should improvethe quality of people's lives, rendering them essential for fostering a ‘good life’. However, as pointedout earlier, the design of accessibility and usability of digital services often falls short. Not all olderpeople have the access, capacity or means to use digital services. This raises issues of discriminationand inequality. In the worst-case scenario, service development will further widen the alreadyexisting digital divide, leaving older people excluded from society and services.In action-oriented user interface design, ethics plays a specific role at different stages of the designprocess. In defining human actions and the components of those actions that are related to achievingspecific goals through the interface of digital artefacts, they must be ethically acceptable and aim toimprove quality of life. By this we mean, that design accountability must address how the interfaceworks and affects the output of the technology and what it is designed for (intent and motivation),and how it can potentially be misused - is the technology vulnerable to use by those with ill intentionsat the expense of a good life? The positive ethical aspects of new action approaches should thus betested at several levels. New practices should genuinely improve the quality of life of older people byeliminating foreseeable disadvantages or opening new possibilities. It is essential to check that thesilver segment can easily use the new interfaces and action models, and that the main processes andtheir subprocesses meet techno-ethical standards [30], An activity is only ethically acceptable if allthe sub-actions are ethically acceptable.
5.2. How can the use of technology be governed?
The second question concerns the idea that the development of digital services and Al-poweredsystems should be based on understanding how people can and wish to live with technology, not onlyhow to use it. Designing digital and Al solutions must consider the life of older people in a holistic way,reflecting on the good life [57]. Anticipating the impact of Al and digitalization in everyday life is notonly a task for developers, but also an essential part of the work of policymakers. It is important tolook at Al in a wider socio-technical context: through the short and long-term impact of Al on olderpeople's daily lives. Current public policies do not sufficiently prevent the social risks and threatsposed by Al [60], Public administrations should develop the capacity to anticipate and identify Alrisks in a holistic way and respond to emerging problems in an agile manner. Responsible publicgovernance guides Al developers and users to ensure that Al delivers for the common good ofindividuals, communities, and society as a whole. Digitalizing services and increasing utilization ofAl challenges public authorities to rethink governance mechanisms so that the need for adoption andimplementation of ethics and human rights into policy-making and organizational practices can befulfilled.To maximize the positive impact, public institutions should be supported to foster fair andtransparent processes to harness Al ethically for the common good. This includes inclusion andempowerment, involving the relevant social actors in an ongoing, open dialogue on desirable andundesirable outcomes, and providing civil society actors with the necessary skills to understand keyaspects of ethical use of Al [61], [62], Inclusion in the design process promotes empowerment, whichsuggests that older people are relevant “co-producers” of life quality [48], [63], The importantquestions here pertain to the influence on and participation in a socially just distribution of services.Empowerment goes hand-in-hand with “new consumerism”, where the silver segment is seen asautonomous consumers with different needs and differences in lifestyles. Here, the individual’s right



 

to pursue their own interpretation of happiness and quality of life is a core idea, which in turn,highlights the issues of autonomy and control, as well as issues of fairness and just distribution.Leikas et al. [64] present a framework for designing ethically acceptable public services for olderpeople. The approach is based on three steps complementary to each other: (A) Assessment of changeneeds in service production; (B) Value mapping of services; and (C) Ethical assessment of serviceproduction (Leikas et al. 2020). The first step, assessment of the change needs in service production,is carried out with a cross-section of stakeholders. The idea is to build a shared understanding offuture challenges and ethical issues related to acceptance, delivery, and exploitation of emergingtechnologies in a specific context. Here, relevant stakeholders, their roles and the goals of actions areidentified, as well as expectations for future technology.In the second step, the focus is on understanding a service context and ecosystem from the pointof view of fulfilled, lost and new values [65], This helps actors in embedding responsibility and ethicsinto the core of the business model through improved understanding of the value proposition. Thethird step is to understand what ethical principles and values should define the boundaries of thetechnology. This deliberation can be carried out with the help of a socio-technical scenario, adiscussion tool to capture the different relevant aspects of the service, actors and technology boundto the scenario [66], Socio-technical scenarios can also be used to broaden stakeholder understandingof different roles in shaping the future, as well as awareness of stakeholder interdependence [67],With the help of scenarios, it is easier to operationalize ‘good’ in the design concepts from the pointof view of actors, actions and goals of actions, and thus systematically assess the ethical value of thedesign outcomes [68],In the public sector context, as can be seen from the example of home monitoring technology,ethical questions are raised by the systemic nature of services. A technology-enabled service scenariofor older people may involve both formal and informal care and multiple stakeholders: home carestaff, technology company employees, caregivers and service organization representatives. Thisraises questions of integrity, autonomy and personal privacy of an older person. [64]
6. Discussion

The pursuit towards an Al society and the socio-technical changes it will bring challengetechnological design thinking to evolve and respond more comprehensively to the needs of anincreasingly technological world. When it comes to technology uptake, there is still a lack ofknowledge regarding digital wellbeing, its promotion, maintenance, and balance in this unfolding AI-driven digital landscape. Knowledge on potential ethical issues and clear visions are needed to guidethe choice of technological ends [69], This should be based on the core values of the welfare society:inclusion, openness, trust, and equality [70], Failure to understand and account for the ethicalimplications of techno-social intervention can result in greater societal costs and ill-being in the longterm.From the perspective of the silver segment, the development of a digital, intelligent society asdescribed in Society 5.0 is not only a solution to the cost and resource problems of an ageing society,but also an important ethical issue of inclusion. This is due to the fact that it can enable older peopleto participate in society as equal and active members. Society as a whole will benefit: the lifeexperience and tacit knowledge of older people in several areas of life is a resource that we cannotafford not to exploit.Can the digital divide ever be bridged? It is a mistake to assume that only older people have falleninto the digital divide and young people are digital natives. For many young people, too, using searchengines, for example, can be problematic. Although some of the new capabilities of Al may be able toreplace and improve previous user interfaces, for example with the help language technology [71]there will be those who, for one reason or another, do not have access and will be left behind.Understanding new technologies such as Al will require effort and learning for everyone. It is therole of society to ensure that citizens of all ages have the opportunities, support, and tools to do so.If, on the other hand, digital services are difficult to use because of poorly designed user interfaces,inappropriate (unmatching) logic, and shady algorithms because of a lack of concern for people of allages, including older people with deteriorating physical and cognitive abilities, this is unethical and



 
 

 
 
 
 
 
 
 
 

morally unacceptable. Those who decide on digital services must then focus better on service designand consider the lifestyles of older people in a holistic way.Coeckelbergh [72] talks about digital humanism, which aptly illustrates the ultimate aspiration ofdesigning for good life. The aim is to develop an intelligent society in harmony with humanisticvalues, striving for a good life and democracy. As we have shown in our arguments on ethical design,this requires effective dialogue between service developers and public authorities and the inclusionof older people in the debate. A forward-looking, ethical and inclusive approach presented in thispaper, ensures that the needs of older adults as well as future society are met in a socially sustainableway.

Acknowledgements
The authors of this paper would like to acknowledge the funders of the research, the Research Councilof Finland for its support of the “Emotional Experience of Privacy and Ethics in Everyday PervasiveSystems (BUGGED)” (decision number 348391) and the “Multifaceted Ripple Effects and Limitationsof Al in Work, Business and Society (SYNTHETICA)” (decision number 358714), as well as VTT andthe University of Jyväskylä, Finland.

Declaration on Generative Al
The authors have not employed any Generative Al tools.
References
[1] M. Fukuyama, Society 5.0: Aiming for a new human-centered society. Japan Spotlight, 27.5(2018): 47-50. https://www.hitachihyoron.com/rev/archive/2017/r2017_06/trends/index.html[2] S. Bartoloni, E. Cald, L. Marinelli, F. Pascucci, L. Dezi, E. Carayannis, G.M. Revel, G.L. Gregori,Towards designing society 5.0 solutions: The new Quintuple Helix - Design Thinking approachto technology. Technovation, Elsevier, vol. 113 (2022).https://doi.Org/10.1016/j.technovation.2021.102413[3] United Nations, United Nations Development Programme Sustainable Development Goals.Sustainable Development Goals | United Nations Development Programme (undp.org), 2024.https://sdgs.un.org/goals[4] World Health Organization (WHO), Statement developed by WHO Quality of Life WorkingGroup, in: WHO Health Promoting Glossary 1998. WHO/HPR//HEP/98.1.[5] A.R. Watson, Impact of the digital age on transforming healthcare, in: C. Weaver, M. Ball, G.Kim, J. Kiel, J. (eds) Healthcare Information Management Systems, Health Informatics, Springer,2016. doi:0.1007/978-3-319-20765-0_13[6] L. Greco, G. Percannella, P. Ritrovato, F. Tortorella, M. Vento, Trends in loT based solutions forhealth care: Moving Al to the edge, Pattern recognition letters, 135 (2020): 346-353. doi:10.1016/j.patrec.2020.05.016[7] R. Arieli, M.E. Faulhaber, A.J. Bishop, Bridging the digital divide: Smart aging in place and thefuture of gerontechnology, in: Ferdous, F., Roberts, E. (eds) (Re)designing the continuum of carefor older adults, Springer, 2023. doi: 10.1007/978-3-031-20970-3_l[8] B.J. Blazic, A.J. Blazic, Overcoming the digital divide with a modern approach to learning digitalskills for the elderly adults. Edu. Inf. Tech. 25 (2020): 259-27. doi: 10.1007/sl0639-019-09961-9[9] J. Choudrie, S. Pheeraphuttranghkoon, S. Davari, The digital divide and older adult populationadoption, use and diffusion of mobile phones: A quantitative study. Inf. Syst. Front. 22 (2020):673-695. doi: 10.1007/sl0796-018-9875-2[10] J. Francis, C. Ball, T. Kadylak, S.R. Cotten, Aging in the Digital Age: Conceptualizing technologyadoption and digital inequalities, in: B. Neves, F.Vetere, F. (eds) Ageing and digital technology.Springer, 2019. doi: 10.1007/978-981-13-3693-5_3

https://sdgs.un.org/goals


 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

[11] J.L. Frydman, L.P. Gelfman, N.E. Goldstein, et al., The digital divide: Do older adults with seriousillness access telemedicine? J. Gen. Intern. Med. 37 (2022): 984-986. doi: 10.1007/sl  1606-021-06629-4[12] Y. Bao, W. Li, Y. Ye, Q. Zhang, Q. Ethical disputes of Al surveillance: Case study of Amazon, in:7th International Conference on Financial Innovation and Economic Development (ICFIED2022)(pp. 1339-1343), Atlantis Press, 2022. doi: 10.2991/aebmr.k.220307.220[13] M.C. Elish, Moral crumple zones: Cautionary tales in human-robot interaction (pre-print).Engaging Science, Technology, and Society (pre-print) (2019). doi: 10.17351/ests2019.260[14] M. Feffer, N. Martelaro, H. Heidari, The Al incident database as an educational tool to raiseawareness of Al harms: A classroom exploration of efficacy, limitations, & future improvementsin: Proceedings of the 3rd ACM Conference on Equity and Access in Algorithms, Mechanisms,and Optimization (pp. 1-11), ACM, 2023. doi: 10.1145/3617694.3623223[15] S.F. Nasim, M.R. Ali, U. Kulsoom, Artificial intelligence incidents & ethics a narrative review. Int.J. Tech., Innov. Man. (IJTIM), 2.2 (2022): 52-64.[16] J. Wnek-Gozdek, Prevention connected with romantic relationships in the Internet. Int. J. Innov.,Great. & Change. 14.11 (2020): 833-848. URL:https://www.ijicc.net/images/Vol_14/Iss_ll/141167_Gozdek_2020_E_R.pdf[17] B. Ma, J. Yang, F.K.Y. Wong, A.C.K. Wong, T. Ma, J. Meng, ... Q. Lu, Artificial intelligence inelderly healthcare: A scoping review, Ageing Research Reviews, 83 (2023): 101808. doi:10.1016/j.arr.2022.101808[18] Finnish Government, Finland’s National Roadmap: EU Digital Decade Policy Programme 2030,Pub. of the Finnish Government 2024: 7. URL: http://urn.fl/URN:ISBN:978-952-383-743-0[19] The Ministry of Social Affairs and Health (STM), Wellbeing services counties will be responsiblefor organising health, social and rescue services (2023). URL: https://stm.fi/en/wellbeing-services-counties[20] J. Broekens, M. Heerink, H. Rosendal, Assistive social robots in elderly care: a review,Gerontechnology, 8.2 (2009): 94-103. doi: 10.4017/gt.2009.08.02.002.00[21] I. Pedersen, S. Reid, K. Aspevig, Developing social robots for aging populations: A literaturereview of recent academic sources, Soc. Comp., 12.6 (2018): el2585. doi: 10.1111/soc4.12585[22] X. Sun, W. Yan, H. Zhou, Z. Wang, X. Zhang, S. Huang, L. Li, Internet use and need for digitalhealth technology among the elderly: a cross-sectional survey in China. BMC Public Health, 20(2020): 1-8. doi: 10.1186/sl2889-020-09448-0[23] W.A. Rogers, A.D. Fisk, Toward a psychological science of advanced technology design for olderadults, J. Geron. Ser. B: Psych. Sci. & Social Sci., 65.6 (2010): 645-653. doi: 10.1186/sl2889-020-09448-0[24] M. Abdel-Keream, Ethical challenges of assistive robotics in the elderly care: Review andreflection, Robots in care and everyday life, 121 (2023). doi: 10.1007/978-3-031-11447-2_7[25] C. Johnston, Ethical design and use of robotic care of the elderly. J. Bioeth. Inq., 19.1 (2022): 11-14. doi: 10.1007/sll673-022-10181-z[26] A. Sharkey, N. Sharkey, Granny and the robots: Ethical issues in robot care for the elderly, Eth.& Info. Tech., 14 (2012): 27-40. URL: https://philarchive.org/rec/SHAGAT[27] A. Oehler, S. Wendt, Trust and financial services: The impact of increasing digitalisation and thefinancial crisis, in: The return of trust? Institutions and the public after the Icelandic financialcrisis (pp. 195-211), Emerald Publishing Limited, 2018.[28] H. Etienne, The future of online trust (and why Deepfake is advancing it), Al & Eth., 1.4 (2021):553-562. 10.1007/s43681-021-00072-l[29] M. Sutrop, Should we trust artificial intelligence? J. Hum. & Soc. Sci., 23.4 (2019): 499-522. doi:10.3176/tr.2019.4.07[30] P. Saariluoma, R. Rousi, Emotions and technoethics, in: R. Rousi, J. Leikas, P. Saariluoma (eds),Emotions in Technology Design: From Experience to Ethics (pp. 167-189), Springer, 2020. doi:10.1007/978-3-030-53483-7_ll[31] F. Kohlbacher, C. Herstatt (eds), The silver market phenomenon: Marketing and innovation inthe aging society. Second Edition. Springer, 2011.

https://doi.org/10.2991/aebmr.k.220307.220
https://doi.org/10.17351/ests2019.260
https://doi.org/10.1145/3617694.3623223
https://doi.org/10.1111/soc4.12585
https://doi.org/10.1007/s43681-021-00072-1
https://doi.org/10.1007/978-3-030-53483-7_11


 
  
 
 
 
 
 

 
 
 
 
 
 
 
 

 
 
 

[32] B. Lipp, A. Peine, Ageing as a driver of progressive politics? What the European Silver Economyteaches us about the co-constitution of ageing and innovation, Age. & Soc. 1-13 (2022). doi:10.1017/S0144686X22000903[33] S. Bennett, Digital natives. In Encyclopedia of cyber behavior (pp. 212-219), IGI Global, 2012.[34] M. Docampo Rama, Technology generations - Handling complex user interfaces, University ofEindhoven, 2001. doi: 10.6100/IR545793[35] F. Sin, S. Berger, IJ. Kim, D. Yoon, Digital social interaction in older adults during the COVID-19pandemic, in: Proceedings of the ACM on Human-Computer Interaction, 5(CSCW2): 1-20, ACM,2021. doi: 10.1145/3479524[36] S. Nash, Older adults and technology: moving beyond the stereotypes (2019). URL:https://longevity.stanford.edu/older-adults-and-technology-moving-beyond-the-stereotypes/[37] J. Rajamäki, Ethics of cybersecurity in digital healthcare and well-Being of elderly at home in:Proceedings of the 20th European Conference on Cyber Warfare and Security ECCWS 2021.Academic Conferences International, 2021. URL: https://urn.fl/URN:NBN:fi-fe2021082043795[38] J. Frishammar, A. Essen, F. Bergström, T. Ekman, Digital health platforms for the elderly? Keyadoption and usage barriers and ways to address them. Techn. Forecast. & Soc. Change, 189(2023): 122319. doi: 10.1016/j.techfore.2023.122319[39] P. Saukkonen, E. Kainiemi, L. Virtanen, A-M. Kaihtanen, S. Koskinen, P. Sainio, P. Koponen, S.Kehusmaa, T. Heponiemi, Non-use of Digital Services Among Older Adults During the SecondWave of COVID-19 Pandemic in Finland: Population-Based Survey Study, in: Q. Gao, J. Zhou(eds) Human Aspects of IT for the Aged Population, Design, Interaction and TechnologyAcceptance. HCII 2022. Lecture Notes in Computer Science, vol 13330. Springer, 2022. URL:https://link.springer.com/chapter/10.1007/978-3-031-05581-2_41[40] F. Mubarak, R. Suomi, Elderly forgotten? Digital exclusion in the information age and the risinggrey digital divide, INQUIRY: J. Heal. C. Org., Prov. & Fin., 59 (2022): 00469580221096272. doi:10.1177/00469580221096272[41] L. Pangrazio, A.L. Godhe, A.G.L. Ledesma, What is digital literacy? A comparative review ofpublications across three language contexts, E-learning and Digital Media, 17.6 (2020): 442-459.doi: 10.1177/2042753020946291[42] J.W. Lian, Why is self-service technology (SST) unpopular? Extending the IS success model.Library Hi Tech, 39.4 (2021): 1154-1173. doi: 10.1108/LHT-01-2018-0015[43] L. Shiwen, J., J. Ahn, Self-service technology in the hospitality and tourism settings: A criticalreview of the literature, J. Hospit. & Tour. Res., 46.6 (2020): 1220-1236. doi:10.1177/1096348020987633[44] Yrittäjät, Suomi 2025, Digitalisaatio ja digipolitiikka 2025: Lähdekoodi uudelle ja uudistuvalleyrittäjyydelle (In Finnish, 2018). URL: https://www.yrittajat.fi/wp-content/uploads/2021/07/sy_digitalisaatioJa_digipolitiikka_2025-l.pdf[45] DW,  Digital skills Report 2022. Digital and population data services agency. URL: https://dvv.fi> Digitaitoraportti_2022_ENG[46] DW,  Watch out, verify, warn others: Noticeable increase in digital scams. Press Release, Digitaland population data services agency (2023). URL: https://dvv.fi/en/-/watch-out-verify-warn-others-noticeable-increase-in-digital-scams-in-july-december-2022?languageId=en_US[47] T. Heponiemi, E. Kainiemi, L. Virtanen, P. Saukkonen, P. Sainio, P. Koponen, S. Koskinen,Predicting Internet use and digital competence among older adults using performance tests ofvisual, physical, and cognitive functioning: Longitudinal population-based study, J. Med. Intern.Res., 25 (2023): e42287. doi: 10.2196/42287[48] J. Leikas, M. Kulju, Ethical consideration of home monitoring technology: A qualitative focusgroup study, Gerontech. 17.1 (2018):38-47. URL: https://doi.org/10.4017/gt.2018.17.L004.00.[49] S. Yusif, J. Soar, A. Hafeez-Baig, Older people, assistive technologies, and the barriers to adoption:A systematic review, Int. J. Med. Inform., 94 (2016): 112-116. doi: 10.1016/j.ijmedinf.2016.07.004[50] M. lenca, E. Fosch-Villaronga, Privacy and security issues in assistive technologies for dementia,in: F. Jotterand et al. (eds), Intelligent Assistive Technologies for Dementia: Clinical, Ethical,Social, and Regulatory Implications, 221, Oxford Academic, 2019. doi:10.1093/med/9780190459802.003.0013

http://dx.doi.org/10.1145/3479524
https://doi.org/10.1016/j.techfore.2023.122319
http://dx.doi.org/10.1177/2042753020946291
http://dx.doi.org/10.1108/LHT-01-2018-0015
http://dx.doi.org/10.1177/1096348020987633


 
 
 
 
  
 
 
 
 
 

 
 
 
 
 
 
 
 

 
 

[51] D. Boyd, K. Crawford, Critical questions for big data. Info., Comm. & Soc., 15.5 (2012): 662-679.doi: 10.1080/1369118X.2012.678878[52] A.M. Froomkin, Big data: Destroyer of informed consent, Yake J. Heal. Pol., Law, & Eth., Preprint,University of Miami Legal Studies Research Paper (2019). URL:https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3405482[53] B.D. Mittelstadt, L. Floridi, The ethics of big data: Current and foreseeable issues in biomedicalcontexts, Sci. Eng. Eth. 22 (2016): 303-341. URL: https://doi.org/10.1007/sll948-015-9652-2[54] Council of Europe, Proposal for a regulation on the European health data space - Analysis of thefinal compromise text with a view to agreement (2024). URL:https://www.consilium.europa.eu/media/70909/st07553-en24.pdf[55] Findata, Social and Health Data Permit Authority (2024). https://findata.fi/en/[56] B. Latour, Reassembling the social: An introduction to actor-network-theory, Oxford UniversityPress, 2007.[57] P. Saariluoma, J.J. Canas, J. Leikas, Designing for Life - A human perspective on technologydevelopment, Palgrave MacMillan, 2016. doi: 10.1057/978-1-137-53047-9[58] J. Leikas, Life-Based Design - A holistic approach to designing human-technology interaction.VTT Publications 726. Edita Prima Oy, 2009. URL:http://www.vtt.fi/inf/pdf/publications/2009/P726.pdf. ISBN 978-951-38-7374-5[59] P. Saariluoma, H. Parkkola, A. Honkaranta, M. Leppänen, J. Lamminen, User psychology ininteraction design: the role of design ontologies, in: P. Saariluoma, H. Isomäki (eds), Futureinteraction design II (pp. 69-86), Springer, 2008. doi: 10.1007/978-l-84800-385-9_4[60] A. Jobin, M. lenca, E. Vayena, The global landscape of Al ethics guidelines, Nat. Mach. Intell., 1.9 (2019): 389-399. doi: 10.1038/s42256-019-0088-2[61] A. Sigfrids, M. Nieminen, J. Leikas, P. Pikkuaho, How should public administrations foster theethical development and use of artificial intelligence? A review of proposals for developinggovernance of Al, Front. Hum. Dyn. 4 (2022): 858108. URL:https://doi.org/10.3389/fhumd.2022.858108[62] A.F. Winfield, M. Jirotka, Ethical governance is essential to building trust in robotics and artificialintelligence systems, Phil. Trans. Royal Soc. 376 (2018): 20180085. doi: 10.1098/rsta.2018.0085[63] E.B.N. Sanders, P.J. Stappers, Co-creation and the new landscapes of design, CoDesign 4.1 2008):5-18. doi: 10.1080/15710880701875068[64] J. Leikas, A. Sigfrids, J. Stenvall, M. Nieminen, Good life ecosystems - Ethics and responsibilityin the silver market, in: M. Rauterberg (ed), Culture and Computing, HCII 2020, Lecture Notes inComputer Science, vol. 12215 (pp. 105-122), Springer, 2020. doi: 10.1007/978-3-030-50267-6_9[65] K. Palomäki, P. Rana, Mapping multiple stakeholder value in service innovation: an industrialcase study, Int. J. Serv. Sci. 6.3/4 (2017): 218. doi: 10.1504/IJSSCI.2017.091813[66] J.M. Carroll, Five reasons for scenario-based design. Interact. Comput. 13 (2000) 43-60. doi:10.1016/S0953-5438(00)00023-0[67] F. Lucivero, Ethical assessments of emerging technologies: Appraising the moral plausibility oftechnological visions, The International Library of Ethics, Law and Technology, vol. 15, Springer,2016.[68] J. Leikas, R. Koivisto, N. Gotcheva, Ethical framework for designing autonomous systems, J. OpenInnov. Technol. Mark. Complex. 5. 18 (2019). doi:10.3390/joitmc5010018.[69] R. Rousi, V. Vakkuri, P. Daubaris, S. Linkola, H. Samani, N., Mäkitalo, ... P. Abrahamsson, Beyond100 ethical concerns in the development of robot-to-robot cooperation. In 2022 IEEEInternational Conferences on Internet of Things (iThings) and IEEE Green Computing &Communications (GreenCom) and IEEE Cyber, Physical & Social Computing (CPSCom) and IEEESmart Data (SmartData) and IEEE Congress on Cybermatics (Cybermatics) (pp. 420-426). IEEE,2022. doi: 10.1109/iThings-GreenCom-CPSCom-SmartData-Cybermatics55523.2022.00092.[70] A. Tsamados, N. Aggarwal, J. Cowls, J. Morley, H. Roberts, M. Taddeo, L. Floridi, (2022). Theethics of algorithms: key problems and solutions, Al & Soc., 37.1 (2022): 215-230. doi:10.1007/s00146-021-01154-8[71] D. Sayers, R. Sousa-Silva, S. Höhn, L. Ahmedi, K. Allkivi-Metsoja, D. Anastasiou, ... S.Y. Yayilgan,The dawn of the human-machine era: A forecast of new and emerging language technologies.

https://doi.org/10.1007/978-1-84800-385-9_4
http://dx.doi.org/10.1504/IJSSCI.2017.091813


 
COST - European Cooperation in Science and Technology, 2021.10.1701l/jyx/reports/20210518/1[72] M. Coeckelbergh, Why Al undermines democracy and what to do about it, Polity, 2024.

doi:


