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ABSTRACT With recent advances in information and communication technology (ICT), the bleeding edge
concept of digital twin (DT) has enticed the attention of many researchers to revolutionize the entire modern
industries. DT concept refers to a digital representation of a physical entity that is able to reflect its physical
behavior by applying platforms and bidirectional interaction of data in real-time. The remarkable deployment
of the internet of things in the power grid has led to reliable access to information that improves its perfor-
mance and equips it with a powerful tool for real-time data management and analysis. This paper aims to
trace the continuous investigation and propose practical ideas in originating and developing DT technology,
according to various application domains of power systems, and also describes the proposed solutions to
deal with the challenges associated with DT. Indeed, with the development of modern cities, different energy
layers such as transportation systems, smart grids, and microgrids have emerged facing various issues that
challenge the multi-dimensional energy management system. For example, in transportation systems, traffic
is a major problem that requires real-time management, planning, and analysis. In power grids, remote data
transfer within the grid and also various analyzes needing real data are just some of the current challenges in
the field. These problems can be cracked by providing and analyzing a real twin framework in each section.
All in all, this paper aims to survey different applications of DT in the development of the various aspects of
energy management within a city including transportation systems, power grids, and microgrids. Besides,
the security of DT technology based on ML is discussed. It also provides a complete view for the readers to
be able to develop and deploy a DT technology for various power system applications.

INDEX TERMS Digital twin, machine learning, microgrid, physical twin, power system, security, trans-
portation system.

I. INTRODUCTION
The power system is moving toward innovative technologies
that in turn make the power system structure more com-
plicated. In this way, the new emerging smart technologies
carry further capacities such as computing and communi-
cation that are not possible to represent in the physical
layer. These capacities have raised the sophistication level
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of power systems and necessitate new approaches to relieve
these issues via supplying improved information regarding
the physical structure. Digital Twin (DT), first introduced by
Grieves in 2002 for productlife cycle management, can be
regarded as one of the leading technological tendencies to
overcome power system challenges [1]. Therefore, the DT
can present promising solutions for power system challenges
relevant to the optimal management, operation, control, and
security of energy systems. By definition, DT is a digital
model of a physical entity that reflects its physical behavior
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by applying platforms and two ways interactions of data
in real-time. In early of 2012, the first technical paper was
released for DT by National Aeronautical Space Adminis-
tration (NASA) [2]. The primary aim of DT is to provide
better or the same information about the physical twin that
can be achieved by having a physical entity, indifference
to modeling, and simulation of physical system behavior.
It is worth noting that significant advances in artificial intel-
ligence, IoT and cyber-physical systems are introduced as
novel revolutions in smart power systems. Along with these
technologies, the real-time data is continuously collected,
processed and then analyzed to provide a digital picture of
a physical system and make an accurate concept of cur-
rent and future system states. Therefore, the dynamic, exact
and modern virtual depiction of the desired system is ready
for analysis and control in a real-time secure manner. This
description represents the concept of DT modeling, which is
considered by many industrial sectors, especially the power
energy industry. By providing a DT power system as a robust
agent, real-time and historical data can be managed in a
secure and efficient form, as well as contribute to system
operation by supporting maintenance, design and operation
management. Being new and complex in idea, the study
of DT-based power systems is still in the preliminar stage.
DT can be used in the various area of power systems such
as fault detection, load prediction, behavior analysis of oper-
ators, power system control and analysis, health condition
assessment of power tools, and so on [3]. This paper aims
to review the continuing research studies and propose appli-
cable ideas in developing and deploying the DT technology,
according to various application fields of power systems.
In fact, with the growth of cities, in addition to the power
system sector, various energy sectors such as transportation
systems, smart networks and so on have appeared, which
meet various topics that challenge the energy management of
cities. Transportation systems are an integral part of the power
system and are known as mobile energy resources [4]. The
energymanagement organization or dispatching system in the
control center demands information on the main components
in real-time for more active management of smart transporta-
tion systems’ energy infrastructures, especially considering
the wide deployment of electric vehicle charging facilities.
This information includes parking stations, subways, electric
vehicles, traffic assignments, etc. Because energy infrastruc-
ture is usually not available in real-time, active operation and
management can be provided using the DT architecture for
the dispatching system in a sustainable manner. So, DTs can
assist to bridge the gap for faster decision-making as a result
of comprehensive and optimalmanagement. This architecture
in the transportation section has been supported by several
researchers. In [5], [6], and [7], the DT approach is used
for traffic management, autonomous guide, and instrument
failure forecast, respectively.In [8], the application of DT
in the smart automotive industry is reviewed. Health and
battery managing systems of EVs, smart charging, drive sys-
tem and converter, and movement management of EVs have

been studied. On another side, in the microgrid and smart
grid, remote data transmission by a grid as well as various
real data-based analyzes are introduced as only some of the
related challenges in these fields. Therefore, these problems
can be overcome by providing a real twin platform for each
section. Generally, examining and studying the process of the
DT to help in the analysis, design, control, and development
of power systems is a new investigation issue. In this regard,
we have investigated a wide range of DT applications in
the field under study, and we have decided to summarize
these studies as a survey paper. And also suggested ideas are
added which help the reader to have a broad view of real-time
decision-making.

This paper aims to review the various applications of DT
technology in the development of different aspects of energy
management within the smart city, including transportation
systems, the power grid, and the microgrid. The practical
services and suggestions supported by the energy sections DT
are broadly studied. In this regard, various applications of DT
in the microgrid flowchart are investigated from forecasting,
monitoring and management, fault detection, and security
points of view. Additionally, network studies based on DT are
examined under different analyses such as restoration, relia-
bility, prediction, energy hub, uncertainty, and physical and
cyber security. Also, ML technologies are employed to create
a secure DT platform. ML technologies can be distributed
as a secure auxiliary layer in the DT environment to ensure
secure data exchange between the physical and the virtual
model. In addition, this paper provides a complete vision
for the readers to develop and deploy a DT technology for
various energy system applications. Finally, some challenges
associated with DT technology and their practical solutions
are explained. It is presented that security, standardization,
connectivity, data analysis, and data access are some chal-
lenges in the DT field that the suggested solutions can help.
Fig. 1 illustrates the configuration of this study.

The rest of this paper is organized as follows: in Section II,
the paradigm of DT is discussed, and the various appli-
cations of DT technology in the development of different
aspects of energy management in a city, including transporta-
tion systems, microgrid, and power grid are presented in
Section III. The assured security of state of art DT technology
based on ML is discussed in Section IV. In Section V, the
developing and deploying energy system DTs are provided.
In Section VI, challenges associated with DT and suggested
solutions to overcome them are discussed. Finally, the con-
clusion of the paper is stated in Section VII.

II. DIGITAL TWIN CONCEPT
In papers are presented numerous definitions of DTs that
represent the abilities and awareness of the analysts in various
domains. Generally speaking, a digital twin is a concept
based on a physical entity that describes complex physi-
cal systems that are connected to the available real system
through a communication connection. This communication
link enables the control, monitoring, and optimization of the
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FIGURE 1. The structure of the trend of the study.

physical entity through the continuous exchange of informa-
tion. This concept was first introduced in the aerospace area
and then was developed in other fields with the evolution
of advanced technology. In [9], the DT is applied to control
and also monitor the product states and production lines in
the manufacturing industry. Smart cities use the features of
DT for the virtual management of physical productions [10].
Three fundamental notions that describe the DT technology
include:

1) DT prototype is the kind or model illustration of the
physical twin. In [11], the DT prototype is expressed as the
design interpretation that is a particular model of an entity.
For instance, the DT prototype of the wind turbine (WT) is a
single depiction model for the particular model of a WT.

2) The DT instance is an instance of physical entities
according to the DT prototype. The DT instance of WTs
presents by the usual DT prototype of the WT model. In fact,
it provides a single model-based instance.

3) A DT aggregate is a group of DT instances and other
DT aggregates. DT instances can be formed without other
instances, while the DT aggregates cannot. A DT aggregate
can present further perception of the model’s behavior, which
is impossible in the instance class. For example, it is pos-
sible to control the wind speed in a particular wind farm,
which provides a better understanding of the performance
of the whole model. A DT instance of WT makes singly
but the DT aggregate is based on a set of instances. It is
worth noting that the DT prototypes and DT instances pro-
vide on files including Extensible Markup Language (XML)
and JavaScript Object Notation (JSON) for expanded data

FIGURE 2. Correlation between the DT concepts.

management of the DT. To better comprehend, Fig. 2 gives
us an instance of DT.

A DT is a synchronized sample of the digital model or
pattern illustrating an existence in the life cycle of the physi-
cal system and meeting the requirements of the collection of
service cases. To better comprehend and distinguish between
the life cycle of the DT and physical twin, virtual and physical
environments are distinct in Fig. 3. As mentioned, DT is
increasingly used in a diverse spectrum of different indus-
tries, such as discrete manufacturing, process manufacturing,
energy (power), oil and gas, mining and metals, automo-
tive, life sciences and medical, aerospace, infrastructure and
defense. Especially in the field of energy systems, DTs can
address some of the highlights that include the following:

- Forecast the energy demand for each consumer through
machine learning (ML) approaches in a planning and opera-
tion DT.

- Enhance management and distribution of grid using real-
time data-based simulation models for distributed energy
sources.

- Enhance solar array repair and maintenance by identify-
ing abnormal behavior.

- Anticipated repair and keeping for wind farms to support
and assist the service teams.

Indeed, these are just a few challenges that can be sup-
ported by DT modeling. In this respect, we have studied
and examined different DT applications in the domain under
research in the following sections. Also, we propose ideas that
help the reader to have a broad view of real-time decision-
making. Therefore, in the next section, the investigations
carried out in the potential applications field of the DT in
the energy field, especially transportation systems and power
systems, and the DT security are reviewed. The power sys-
tem applications that will be studied include the microgrid,
electric grid, security, uncertainty, and so on.

III. VARIOUS APPLICATIONS OF DT TECHNOLOGY IN THE
ENERGY SYSTEMS
The DT of the smart city is defined as a tool to analyze
the dynamics arising from the complicated interdependence
between infrastructures (including energy systems), tech-
nologies, etc. To develop the smart city DT, it is necessary
to deploy the DT of all energy systems within the smart city.
Indeed, energy systems are inseparable from the smart city,

VOLUME 11, 2023 17473



M. Jafari et al.: Review on Digital Twin Technology in Smart Grid, Transportation System and Smart City: Challenges and Future

FIGURE 3. Relationship between physical life cycle and Digital Twin.

FIGURE 4. An example of a DT concept for transportation system.

which guarantee the quality of cities. Hence, in this section,
we study the application the DT in energy systems such as
transportation systems, power grids, and microgrids.

A. DIGITAL TWIN APPLICATION IN THE TRANSPORTATION
SYSTEMS
The evolution and complexity of smart transportation systems
fetched a higher demand for new technological innovations
in a sustainable way. Thus, DT technology as an innova-
tion architecture is qualified to scrutinize the lifecycle of
various systems such as transportation systems in a digital
structure. The infrastructures of transportation systems that
can be supported by DT technology include transport sys-
tem monitoring, energy system management, traffic forecast-
ing, the energy consumption of electric vehicles forecast-
ing, subway regeneration braking energy forecasting, parking
lot management, driver behavior analysis, investigation of
pedestrian behavior, health system control, cyber-physical
attack detection, etc. DT can play a potential role in any of
these infrastructures, for example, using DT to monitor the
transportation system can reduce maintenance costs.

The advantages of using DT technology include increased
reliability and availability through monitoring and simulation
to improve performance. In this way, the traffic system DT

TABLE 1. A review of recent investigations on DT approach-based
transportation energy systems.

can lead to accurate traffic forecasting and thus save time
and money, reduce energy consumption, improve the psy-
chological health of drivers, and enhance performance. Since
DTs structures organize based on data and algorithms, hence
complete and accurate traffic forecasting with high-quality
models and data in real-time is possible. DT technology is a
powerful tool that supports traffic planning in the sustainable
formation of urban traffic and its efficient control. Thereby,
beyondmodeling and planning, the DT can be used in optimal
traffic management and record accurate traffic information
and extensive EV traffic.

In [11], the DT technology has been used for traffic man-
agement and can be employed in the forecast and prediction
sphere. DTs can help marketers by predicting the pattern of
energy consumption and production of electrical transporta-
tion systems as well as lead to better operation and perfor-
mance, and thus improve management and optimization of
energy consumption of these systems. Another application of
DT serves as parking lot management, which can control the
access of vehicles to the parking, and manage parking spaces
in real-time. Other services associated with DT technology
in this field include providing complete and accurate infor-
mation on the number of vehicles in the parking lot, man-
aging and optimizing energy consumption, providing various
reports based on period, establishing a secure environment for
EVs, improving service to users, saving time, reduce current
parking costs.

In [12], the authors suggested theDT technology to analyze
and investigate the real drivers’ and pedestrians’ behavior.
In [13] and [14], the DT of drivers and vehicles are assembled
in real-time to transfer conferring information to drivers and
vehicles in the physical world. This proposed approach has
been able to solve the problem of security and environmental
sustainability. With the development of the transportation
system DT can easily detect cyber and physical attacks in
the transportation sphere. Given that transportation systems
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are evolving and using technologies such as wireless and
the IoT, they can be easily targeted by hackers. Transporta-
tion systems are dynamically analyzed, so it requires up-to-
date technology to detect the attacks in real-time. On the
other hand, transportation systems that are closely related
to humans are very vulnerable to data security threats. With
DT technology, cyber and physical attacks in transportation
systems can be smoothly identified. As result, this technology
can construct a secure and reliable environment for all agents
in the transportation sphere. Pedestrians are an integral part of
transportation systems, so their health and safety are of great
significance. Therefore, these systems require the implemen-
tation of theDT that realistically analyzes pedestrians’ behav-
ior. In [15], DT is used tomodel EVs andmonitor their behav-
iors in order to optimally manage charging programs. Energy
consumption parameters and also capacity and frequency of
charge are considered for modeling the virtual twin. In the
conclusion, Table 1 presents a review of recent investigations
on DT approach-based transportation energy systems. Also,
Fig. 4. shows a schematic view of a conceptual example of
DT for a transportation system.

B. DIGITAL TWIN APPLICATION IN THE MICROGRID
FRAMEWORK
The microgrid is a self-reliant energy system described as
a set of distributed energy resources and connected loads.
The microgrid is a controllable asset relating to the grid that
can function in island mode or grid-connected mode [16].
Microgrids aim to improve the operation of energy systems
regarding sustainability, security, efficiency, economics, and
energy management. The significant features in the micro-
grid performance include reliability, security, flexibility, self-
sufficiency, and optimality. Although, a great deal of research
on the improvement of the microgrid performance has been
carried out, investigating and studying the DT process to
help in the analysis, design, control, and development of
microgrids is an entirely new research topic. In this section,
we investigate the DT services in microgrid applications,
and recent studies conducted in this field. DTs of microgrids
provide different potentials for scheduling, optimization, and
planning from management algorithms for distributed power
resources. DTs are valuable for the microgrid environment
where it is impossible to do a real-time experiment. The
microgrids are composed of renewable energy resources,
demand and communication network segments. To construct
a microgrid DT, we need to create a DT for each segment.
First, A DT aggregate consists of DTs of each segment and
the DTs aggregate setup are created from all three segments.
Thus, creating change in each of the physical sections (phys-
ical twins), corresponding changes can be noticed in each
section. Fig. 5. shows a schematic view of a conceptual exam-
ple of DT for the microgrid.Also, different analyzes within
fields of energy management, forecasting, security, etc. that
need to be done, can be implemented based on the microgrid
DT. This means that based on the microgrid DT, real-time

FIGURE 5. An example of a DT concept for the microgrid.

analysis can be provided for each part of the microgrid. In fol-
lowing sections present analyses of microgrids founded on
the DT including forecasting, management and monitoring,
fault prediction and security. In this regard, a review of recent
investigations on the microgrid based on the DT technique is
presented in Table 2.

1) FORECASTING
The microgrid DT can be utilized in various microgrid appli-
cations. In order to perform various forecast analyses such
as load forecasting, system response forecasting, etc., one of
the basic requirements is the availability of real-time data,
in other words, the reality of the output data is directly
related to the reality of the input physical data.It has been
proven in the literature that there is a direct correlation
between prediction and DT service [17]. Given the speci-
ficity of the DT in real-time data presentation, the idea of
using the concept of DT in forecast analysis can be practical
and efficient. On the other hand, such analyses can be used
microgrid digital data output instead of the historical data and
achieve a more accurate prediction of energy management
or the system response in the future. As the development
of microgrid is dependent on expansion and growth of load
in the future, on the other hand, accurate load growth pre-
diction can make the microgrid development program more
optimal, more efficient. Therefore, it can be inferred that
the use of DT can have a significant impact on the long-
term planning of microgrid development. It has been proven
in the studies that ML algorithms have powerful abilities
to solve prediction and diagnosis problems, some of which
are mentioned here. In fact, load forecasting depends on
several factors that can change the load consumption pattern.
Time horizon factor is one of them that includes Short-term
forecasting (STLF),Mid-term forecasting (MTLF) and Long-
term forecasting (LTLF). A summary of the DL methods
used in microgrid for load forecasting is presented in this
paper. In order to plan and operate of power system, a DNN
for STLF is presented in [18]. In [19], the application of
Feed-forward DNN and Recurrent-DNN models using STLF
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data to compare are studied. Deep belief network (DBN)
compound with parametric Copula models for forecasting
hourly load is suggested in [20]. In [21] is proposed an
approach using DBN made from multiple layers of restricted
Boltzmann machine (RBMs) for STLF in theMacedonian for
validation of the proposed method. Here, the layer-by-layer
unsupervised training method is controlled by fine-tuning
the parameters using a supervised back-propagation training
method. DRNN–GRUmodel for STLF andMTLF using con-
sumption data of load building is presented [22]. A residential
load forecasting using CNN is suggested in [23]. A stacked
denoising auto-encoders (SDAs) model is proposed for elec-
tricity load forecasting [24]. The output of SDAs data is used
for the training process of the SVRmodel as input. In [25] two
LSTM methods based on hourly and minute ahead for load
demand prediction are proposed. In [26], the authors used
the DBN method for wind and PV power prediction. In [27]
DNNmethod that includes Long short-termmemory (LSTM)
and convolutional neural network (CNN) is proposed for
deterministic short-term wind power forecasting in northeast
China. Due to the high capability of ML algorithms, by inte-
grating these algorithms into the digital environment based on
DT, it is possible to support and manage real-time forecasting
and analysis issues with high accuracy and efficiency. In other
words, by adapting the prediction model with real-time data,
an accurate prediction model can be achieved.

2) MANAGEMENT AND MONITORING
Energy management in the microgrid is impossible without
having a control program in each system, so the presence of
control systems to access data to the central decision system
to provide optimal energy management is a requirement of a
power system like the microgrid. It is practical if the different
measurement systems are installed in the various places of the
network for data quantifying. In other words, control systems
and energy management systems use measurement data for
optimal decision-making. Providing optimal decisions at the
energy management level is associated with basic challenges,
due to the presence of errors in the data estimate provided
by measurement devices. Due to the many efforts made in
this area, energy management systemsstill suffer from this
problem.In my book, the mentioned challenges in estimating
real-time data in energy management can be addressed to
some extent by providing real-time data by the microgrid
digital department. With this description, the growing use
of DT smart equipment for the microgrid can be widely
impressive among other technologies. Providing the DT of
the microgrid will be possible if the IT system and the oper-
ation system are placed in the learning phase, which means
that the IT system and the operation system in the microgrid
are one of the fundamental requirements in deploying and
developing the DT. Therefore, development schedules of the
microgrid system should be presented and extended with
this perspective (digital perspective). In [28], a framework
for energy management handling based on DTs is proposed

that smart meters are applied for collecting the entity data.
DT- based platform is suggested in [29] for energy demand
management. As mentioned, DT technology enables real-
time monitoring of renewable energy resources, on account
of this technology can resolve the real-time operation and
monitoring challenges [30]. In [31], the authors optimized
the management of wind farms by presenting wind farm
DT, their performance evaluation, and health management.
In [32], DT is used to display and process as well as evaluate
the performance of energy storage systems in the virtual envi-
ronment. This technology is applied by aiming to determine
the scheduling programs of the operation process. Ontologies
and semantic web methods are introduced as common tech-
niques for DT modeling [33]. These methods allow making
layered structures for particular architectures of smart grids
and different energy systems. Loads profiles of customers,
the power generation systems and also substructures of gen-
eration can be modeled by ontologies through organized
constructions. Also, semantic web technologies provide a
certain level of abstraction for energy system simulation and
modeling, which can be coordinated and adapted to different
energy systems [34]. Edge-based DTs originated to make a
virtual simulation surrounding for performance examination
to develop the resilience of the microgrids [35].

3) FAULT DETECTION
Given the development of the grid and the operators of net-
work operation and control, the presence of error in themicro-
grid environment is undeniable. Faults are an integral part of
a system and their existence in one part of the system can
provoke significant problems in the entire system. Therefore,
timely or real-time detection can prevent irreparable damage
to these problems. A fault detection system must have timely
detection potential to provide a reliable system. A diagnostic
system must be able to determine the time and place of the
fault as well as the operation of the fault interrupt system in
a timely manner. Hence, the need for a fault detection system
with access to real-time data is essential. According to the
above statements, having real-time analysis can solve these
problems.With the original DT of the microgrid, we can have
a real analysis of the entire network. As a result, DT makes
it possible to detect faults in real time, which in turn leads
to the stability, reliability and flexibility of the microgrid.
In [36], the development of the DT to guide fault detection is
investigated. A fault detection system for distributed energy
resources based on the DT concept has been developed
in [37]. In this paper various kinds of faults in the PV panels
are considered. In [38], a monitoring system based on DT is
proposed to predict the faults in a physical power converter
within the digital model is entrenched by a controller. In [39],
a digital model of a power system is proposed to trace the
dynamic faults of voltage and also forecast the dynamic
behavior of the post-fault. The concept of DT is utilized for
controller design and distributed energy resources in [40].
In [41] and [42], DT technology is developed and deployed to
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evaluate the controller operation of microgrids. Table 2 gives
an overview of current studies on microgrids based on the
digital twin approach.

4) CYBER-PHYSICAL INFRASTRUCTURE SECURITY
One of the main challenges in microgrid systems, which is
extremely significant, is the growing presence of physical
and cyber-attacks in these networks. Attackers can cause
widespread disruption at the network level by infiltrating the
body ofmicrogrid energymanagement and critical infrastruc-
ture. In these circumstances, detection time and also detection
of invasions in the microgrid are significantly important.
Therefore, in order to diminish the damage caused by attacks,
it is necessary to detect these attacks in the shortest possible
time. Hence, on account of these issues, in recent years,
many efforts have been made related to attack detection
techniques. One of the most common factors in all meth-
ods of detecting incursions is lessening the detection time.
It means that the detection system must be able to timely
detect disturbances caused by attackers in cyber-attacks at
the energy management level. In this regard, it is paramount
that cyber-attack detection systems have adequate and timely
access to real data. With this in mind, given the character-
istics of DT in real-time data analysis, it can be promised
that cyber-attack detection systems using DT technology can
offer better performance by reducing time and increasing
efficiency. Integrating the original DT from a cyber-attack
detection system into the DT aggregation of themicrogrid can
solve the challenge of cyber-attacks to an acceptable level.
The ANGEL framework is proposed to reduce the effects
of cyber-attacks, physical system identification, and treat-
ment [43]. This framework has applied real-time two-way
communication between the physical and the digital system
to evaluate physical behavior. A DT-based platform for the
assessment of real-time security in china is proposed that
physical and virtual environments are linked via the SCADA
RTU system [44]. In [45], Oak Ridge National Laboratory,
DT has been used to support the cyber-attack and physical
damages, especially the DT is used for power grid blackouts.
In [46], the DT technology is utilized as a solvent to decrease
harmonized attacks on a grid of connected power networks.
In [47], a DT and Software-defined network is efficiently
used to enhance the resilience and stability of the power grid
despite cyber-attacks such as packet delay and DOS attacks.

C. DIGITAL TWIN-BASED POWER GRID APPLICATION
INVESTIGATION
Network studies include diverse analyses such as restoration,
reliability, prediction, energy hub, uncertainty, and physical
and cyber security which each of them provides a separate
analysis of network behavior. Developing and deploying the
DT-based power grid can improve the network behavior
under different conditions. In [48], the authors developed
a DT-based platform for online analysis of a large power
grid. DT modeling enables the reduction of the response

time from minutes to seconds in the entire process. In the
following sections, network studies based on DT examine
under different analyses, and also as a conclusion, a review of
recent studies on the power grid based on the DT technique
is presented in Table 3.

1) RESTORATION
Restoring the network to normal operation after a black-
out/outage is called power system restoration [49]. The major
purpose of restoration is to get the power to the consumers
as earlier as potential and without further interruptions. The
amount of restoration load and network restoration time are
two critical factors that need to be addressed for improvement
[50]. It means that if the maximum amount of load is restored
in the shortest possible time, the network restoration will
be at its best. One of the steps in the restoration process is
the start-up of black start units, which are started without
the need for a network and provide the power required by
nonblack start units. Therefore, choosing and recognizing the
relevant black start units and providing the power of which
of the units among several nonblack start units is one of
the significant issues. On the other hand, demanded power
of load and nonblack start units should be supplied from
the shortest possible route, so choosing the most optimal
route is one of the other problems of load restoration. This
event occurs when adequate knowledge of the network is
available at the time of restoration and blackout. Having
knowledge of the voltage or non-voltage of equipment and
generators (amount of power required) at startup, sensitive
and insensitive loads, etc can be very effective in achieving
the goals mentioned in network restoration. Hence, DT of
any network-related equipment can enhance the ease of use of
network information.It means that a restoration analysis using
DT of the network can be effective in improving the amount
of restoration and decreasing the restoration time compared to
physical analysis. Consequently, the network DT can provide
a real-time solution for getting network return after a blackout
without requiring different models and applications by real-
time analysis. In [51], the authors integrated the DT and neu-
ral network-based decision-making approaches to examine
the power grid behavior following vital events.

2) RELIABILITY AND PROTECTION
The probability of proper operation of the system under
peripheral conditions within the range required to meet a
given goal is called reliability. Power system reliability means
the ability of the system to meet the requirements of the
consumer and provide sufficient energy supply. Therefore,
checking the reliability of power systems has become doubly
important. One of the factors that evaluate the reliability
index is the energy not supplied (ENS), this index doesn’t
provide unless an exact environmental parameter model is
developed for the reliability analysis [52]. For a more rea-
sonable evaluation of the reliability of the system structures,
it is essential to take out state monitoring. Hence, with the
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TABLE 2. Various applications of DT in microgrids.

availability of the DT models of power system components
with updated parameters is practical to carry out real-time
monitoring and describe the future and current condition of
the physical entity. In [53], the application of the DT model
is presented for monitoring wind turbine structure on the reli-
ability analysis. This analysis has been done by applying real
and virtual modeling and real-time data monitoring. Be aware
that providing the DT technology can cause promising poten-
tial in order to face the challenges in the system reliability
analysis. In [54], the authors used the DT for optimizing the
energy lines and energy sources.

Degradation is an inevitable process in all physical entities
that leads to a reduction in system operation and an increase in
related costs. Therefore, it is absolutely essential to provide
a maintenance plan that supports the aging and degradation
processes. In this field, energy systems are no exception.
Therefore, the power grid as well as the power systems
need a protection scheme for timely maintenance and repair.
In this context, a lot of money is lost due to maintenance,
especially for equipment that is not available. To increase the
reliability of energy systems and extend their life, advanced
monitoring systems are needed in different operating con-
ditions. As a result, the concept of DT can be used in this
context. Generally speaking, the DT of a protection system
can provide analyzes that can be performed during or before
the installation of an actual system. In fact, DT modeling
can trace the protection system setting. This technique leads
to accurate assessment, time-saving and cost-saving, and it

is also possible to use this technology more efficiently by
observing defects, adjusting and correcting them at each
stage of the process. As a matter of fact, in real-time data
transactions between real and digital spaces, the difficulties
can be investigated and solved without any delay. Since the
DT can predict faults and failures in the desired system, hence
can plan the maintenance process beforehand. With different
simulations, DT can provide the best solution and protection
strategies that ease the maintenance of the system. Therefore,
using the DT technology can be so valuable in each phase of
repair and maintenance. Due to the reaction between physical
and digital, it can always be utilized to optimize the sys-
tem. In addition, With DT technology, distance control and
monitoring can be accomplished in situations where quick
access is restricted. In other words, the DT of the protec-
tion system can provide remote availability to all operators
leading to enhanced reliability and diminished cost [55], [56].
In [35], a distance protection relay and the fault location algo-
rithm are trialed and tested using the DT of protection relay
in both physical and digital environments. To evaluate the
transformer performance of the distribution network, a DT-
based distributed network is used for troubleshooting before
real-world implementation [57].

3) UNCERTAINTY
Given the existence of unpredictable factors and their random
performance, it is very significant to consider uncertainty
in many power system problems. In order to solve these
problems and control a system, it is necessary to comprehend
the system behavior and analyze it. Therefore, real-timemon-
itoring and analysis are vital to control the uncertain behavior
of random factors in any system. In power systems, the entry
of entities of random nature into the network, such as wind
turbines and solar photovoltaics, as well as the unpredictabil-
ity of the exact amount of consumer consumption and etc. are
the major causes of uncertainty in power networks and energy
systems. Many techniques have been proposed that model the
random behavior of uncertainty parameters [58], but without
accurate modeling and real-time analysis of the considered
system is not possible. Innovation DT technology can well
support the random behavior of physical entity with real-time
monitoring and control and online analysis. Given that, with
DT technology, the real-time physical behavior of an agent
can be observed at any time, so with this technology, the
existence of uncertainty can be denied. It means that by exam-
ining and analyzing real-time physical entities, their real-time
performance can be definitely investigated. In other words,
the physical environment requires high fidelity which can be
achieved with DT. High faithfulness is a desired feature of
DT technology that can support the uncertainty of physical
systems.

4) ENERGY HUB
Simultaneous communication and transaction of energy car-
riers with each other in the network are included in a concept
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TABLE 3. Various applications of DT in the power grid.

called an energy hub [59]. Using the energy hub set, which is
basically a converter for converting different types of energy
in different parts of an urban system, practically other sectors
such as gas and urban water will also participate in energy
consumption management [60]. A great deal of effort has
been dedicated to the integration and energy consumption
management of the hub system [61]. In accomplishing this,
there is a demand for approaches and systems that con-
trol and monitor energy consumption and provide energy
efficiency by analyzing behavioral modifications. In this
regard, it is critical that platforms and control systems have
adequate and timely access to real data. Given the charac-
teristics of DT in real-time data control, monitoring, and
analysis, it can be promised that hub energy systems using
DT technology-driven hub systems can present more reason-
able performance. Therefore, integrating the initial DT from
energy carriers such as water, electrical and gas into the DT
aggregation of the energy hub can solve the challenge of
energy management, integration and exchange to an accept-
able level. An example of a DT concept for the energy hub is
represented in Fig. 6.

IV. ML BASED DIGTAL TWIN SECURITY
One of the requirements for usingDT in different applications
is to create a secure platform for data exchange between the
physical twin and DT in the energy systems. In DT, the speed
of analyzing real-time data is significant because it faces
a high volume of data. Therefore, security methods should
be used that establish security in the shortest possible time.
In order not to interfere with the presentation of real-time
data and real-time analysis, it is necessary to use the capa-
bility of ML-based security approaches. Due to the literature,
a security approach based on ML (machine learning) has the
ability to create a secure platform for detecting cyber attacks
in the shortest time. In [69], the CNN algorithm is proposed
to detect replay attacks. In [70], a conditional deep belief net-
work based on a distributed deep learning (DL) algorithm has
been suggested for the detection of thief electric in the smart
city. The high detecting accuracy has demonstrated the effec-
tiveness of the proposed method. A stacked deep polynomial
network for intrusion detection is applied in [64] that can clas-
sify datasets into normal and attack data. DBNs are studied

FIGURE 6. An example of a DT concept for an energy hub.

in [66] and [67] for the same task. In [67], hybrid models
combined DBN,MLP and RBM are applied for Denial of ser-
vice attack (DOS attacks) detection for electric vehicles in the
smart city. The SAE approach to detect the manipulated data
in the SG is suggested in [68]. Similarly, for prediction and
detection of the power system security weak spots, stacked
auto encoder (SAE) is suggested [69] that output results have
been proven the model has a simple implementation with low
training time. A hybrid model combined CNN and LSTM
algorithms are proposed in [70], where the model was used
for electricity theft detection. CNN is used for the smart grid
data extraction and classification. A combination of CNN,
LSTM and SAE structures is presented in [71] for a similar
purpose. Attacks are recognized as a serious threat to the
supervisory control and data acquisition (SCADA) system.
In order to address this issue, the CDBN algorithm is sug-
gested in order to identify the False Data Injection Attacks
(FDIAs) in the smart grid [72]. To secure the SG, wide and
deep CNN model is suggested that it used for electricity theft
detection [73]. In [74], two different types of attacks based on
FDIA have been detected by using the MLP method. In [75],
the authors suggested a semi-supervised learning approach
based on adversarial AE for detecting FDIAs distribution
systems. In [76], a deep-learning-based CNN algorithm is
proposed for network intrusion detection for the SCADA
system. In [77], a novel Cyber security method based on the
Generative adversarial network (GAN) structure is presented.
The attacker to the power grid follows two aims. The first
objective is to be hidden from the system defender, and the
second aims to earn profit through its FDI into the system.
The results show the proposed model detects FDI very well
and with high precision.

These articles are only part of the studies done in the ML-
based security field. According to many kinds of research
and their results in this domain, ML and other subclasses
such as DL can be a suitable and more efficient platform
for establishing security in the DT environment. Hence, due
to a large amount of data in DT, the application provided in
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FIGURE 7. ML-based DT security improvement conceptual model.

the previous sections alone cannot provide network security.
Therefore, to provide a secure platform in the DT environ-
ment, the demand for additional layers (as ML) in addition to
the DT layer is essential. The suggested conceptual model to
improve the ML-based DT security is represented in Fig. 7.
On this subject, in [78], a CNN-based DL in a power system
is proposed to create a secure environment as the Automatic
Network Guardian for ELectrical systems (ANGEL) Digital
Twin.

V. DEVELOPING AND ESTABLISHING A DIGITAL TWIN
FOR ENERGY SYSTEM
To establish a DT-driven model, three parts should be con-
sidered including physical space, virtual space, and data
interaction between both spaces. Determining the nodes of
a particular system and modeling them is crucial to designing
a DT. The integrated model of these nodes is integrated with
a series of data including historical data, sensor source data,
etc. to create an accurate model under various states [79].
By evaluating theDTmodel states in the specified time period
can be solved and analyzed the model. With this perspective,
a comprehensive understanding of the state of the system
allows for analysis and decision make. Since, the modes
of most models change continuously over a period of time,
the model must be simulated dynamically. Designing a DT
includes different phases such as modeling physical systems,
connecting real-time data and evaluating and adapting the
model. The basis of the design of a DT is modeling that can
reflect the actual behavior of physical beings. A virtual model
can be built using the historical data acquired from different
states of the system and integrating them with information
based on system dynamics. In this regard, the physics-based
model, data-driven model, and a combination of them are
utilized. The physics-based model is established in accor-
dance with the mathematical and physical models, and when
there is insufficient information regarding the parameters,

the example is specified according to the data obtained from
the current state of the system. The state of art technologies
like AI techniques are widely utilized for parameter designa-
tion [80], [81]. In [82], an artificial neural network (ANN)
is employed to adjust the inverter model parameters. Data-
based models are used when the mathematical formulation
of elements is impossible and this model can consider a
large amount of historical data which is a basic issue for a
physics-based model. Yet, the need for large volumes of data
in different states is essential for training the machine learn-
ing approaches. Also, the data-driven model is continuously
improved with real-time data to increase the accuracy of the
model and be consistent with the actual model. Accordingly,
different models with various purposes could be deployed
and developed. It is noteworthy that transferring the data
and models in a secure and accurate form is a fundamental
capability of the DT.

The model of DT is dependent on real-time data for
coupling between physical and digital models. This data is
collected via IoT devices, smart meters and other measur-
ing devices. As known, controlling large amounts of data
obtained from several sources is a difficult issue. Cutting-
edge data analysis approaches are needed for preprocessing
the primary data after collection. Data is also shared through
secure and reliable connection systems which are selected
based on the desired prerequisites and targets. These prereq-
uisites include quantitative and qualitative necessities. The
wired, wireless and hybrid communication systems can be
used for this aim. It is essential to pre-process and unify the
primary data to ready the collected data for specific purposes
like management, control, monitoring and etc. In this regard,
the advanced technology of big data analyticsbased cloud can
be used to process the initial huge data to obtain the desired
information. Therefore, big data analyticsis a key element
in DT modeling. In the DT technique, due to the massive
storage abilities and computational power of the cloud, big
data analytics can be applied for different applications such as
data mining and organization, dimension lessening, filtering,
processing and etc. Many approaches based on big data have
been suggested for various intents in the smart grid and
smart city [83], [84]. Also, big data analysis is employed to
integrate continuous and discrete information flows of the
microgrid. In addition to cloud computing, fog and edge
computing can be implemented for the transition delay of data
and integration of various services. In [85], a case study of
artificial intelligent approaches to edge computing is studied.
DT is a real model of a physical entity, therefore keeping the
consistency and accuracy of the intended model is of vital
significance. But, it is a challenging issue due to ongoing
shifts over a period of time in the operating states and the
environment of physical systems. In addition, the continuous
updating of the model is another related challenge, due to
real-time data being continuously gathered via control and
monitoring applications and then processed through the data
analysis techniques, updating of the model is done during
the lifetime of the system. As mentioned, evaluating and
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adapting the model is one of the steps of establishing the DT.
In this regard, adjusting the parameters and optimizing the
physical directions can be useful. Besides, different stimulus
procedures can be tracked for model adaption. The functional
changes in the observed data within a specified period of time
can be used for updating the desired model. Advanced ML
algorithms such as deep learning and reinforcement learning
are effective strategies that can be used for these purposes.
In [86], a survey of ML techniques is studied.

Generally speaking, a real-time DTmodel can be deployed
and developed by using Simulink, Simscape, MATLAB and
Raspberry pi hardware [87]. The desired model is deployed
on the Raspberry pi hardware that is considered a real model.
The Raspberry pi hardware transmits a state of the system
and input/outputs to the cloud amazon service so that a twin
model can be created simultaneously in the cloud and can
accurately detect and analyze a system. In fact, the desired
hardware with Wi-Fi power can easily communicate to the
cloud to share the physical states of entities that are imple-
mented in the hardware environment, to the cloud. A DT
model and error detection algorithm are established in the
amazon cloud service. So, as the physical model of an entity
is implemented in the Raspberry Pi, the DT model of the
same entity is also implemented on amazon cloud with the
same inputs so that it can conduct a real-time, accurate, and
efficient diagnosis of the system.

VI. WHAT ARE THE DIGITAL TWIN CHALLENGES IN THE
FIELD OF POWER SYSTEMS AND HOW CAN THEY BE
TACKLED?
This section draws principally the challenges coupled with
DT and is discussed in four separate parts.

A. DATA ANALYSIS AND DATA ACCESS
The IT infrastructure currently in use is incapable of support-
ing data analysis in a DT environment. Generally speaking,
DT requires advanced substructures that facilitate data anal-
ysis and the effective performance of the DT. In other words,
DT cannot succeed without an interconnected and powerful
IT infrastructure.

For this purpose, a high-performance GPU can be used.
For example, Amazon, Microsoft, and Google can provide
users with significant services in the cloud. But the use of
cloud services in data analysis still brings relevant security
challenges.

Edge computing can be a potential approach to prevent
and reduce data transmission delay and increase bandwidth.
In fact, edge computing enables fast and accurate data
exchange and analysis. In other words, edge computing plays
an important role in preprocessing, storage, analysis, etc.

B. CONNECTIVITY WITHIN THE DT FRAMEWORK
The IoT technology enables connectivity within the DT
framework, but due to the development of this technology
(emergence of 5G), there are still connectivity-related chal-
lenges (such as software errors and power outages) during

real-time monitoring. For instance, the existence of missing
data can significantly affect the performance of algorithms.
Therefore, it is necessary to use a method to ensure that the
lost data is found and a complete connection.

C. SECURITY
Security and privacy are among the challenges associated
with advanced technologies. In the context of DT, there is a
risk of cyber-attacks due to the huge volume of data and infor-
mation exchange. DT is required to follow updates on privacy
and security laws. Therefore, creating a secure platform has
become a requirement and results in a highly reliable digital
platform. Due to the cycle, secure and decentralized structure
of the blockchain technology, this technology can deal with
this problem and assist DT to ensure security. In fact, with
the blockchain technology, it is possible to ensure a secure
environment among agents.

D. STANDARDIZATION
Another challenge associated with DTs is standardization,
which can decelerate the development of this technology.
In fact, a standard form should be used to define, save and
execute the DT model, which allows interoperability and
integration among the DTs. For example, in the hub energy
system, the existence of various infrastructures, such as elec-
tricity, water, gas, etc., require a synergy platform for inter-
operability between systems. This challenge can be tackled
with Semantic Web technology or using the DT definition
language.

VII. CONCLUSION
This article aims to provide a comprehensive overview based
on the DT applications in the transportation systems and
power systems fields. The necessity of using the DT tech-
nology for energy systems origins from the increasing com-
plexity of electrical equipment and systems, which demands
their timely analysis and assessment. In fact, transportation
systems DT can bring remarks such as saving time and
money, increasing drivers’ mental health, and improving
performance through real-time analysis and monitoring of
transportation systems, pedestrian behavior, and traffic. Also,
using the microgrid DT can have a significant impact on the
long-term planning of microgrid development In terms of
forecasting, integrating DT technology and forecasting meth-
ods can improve the efficiency and accuracy of forecasting In
other words, by matching the prediction model with real-time
data, an accurate prediction model can be achieved. From
the energy management and monitoring view, DT enables
systems and operators to make an optimal and more efficient
decision. Furthermore, it can ease performance evaluation
and improve health management. The microgrid DT can
improve stability, reliability, and resilience bymonitoring and
detecting faults in time. Provided the attributes of DT in real-
time data analysis, it can be proven that cyber-attack detec-
tion systems adopting DT technology can present a better
performance by lessening time and advancing efficiency. The
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power grid DT can provide a real-time solution for returning
the grid after contingencies occur in the restoration process.
Protection systems DT can enable remote access for all
agents, which leads to increased reliability and reduced costs.
By DT modeling of energy systems, a high-fidelity and reli-
able environment can achieve that supports the uncertainty of
physical systems. As mentioned, energy hub systems require
access to high-quality data for the integration and exchange
of energy between energy carriers, which can promise by
creating potential synergy between DTs of energy carriers.
In the case of cyber security, creating a secure platform
based on machine learning as a security layer, will lead to an
increased trust for data exchange and information feedback
between virtual and physical space. The rapidly evolving and
globalized DT technology is posing new challenges to the
overall electrical engineering research community. In line
with this perspective, we explored some of these challenges
and opportunities in the current research, deciding to cover
the rest of them in the future research.
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