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Abstract— The major trends and transformations in energy systems have brought many challenges, and cybersecurity and operational security are among the most important issues to consider. First, due to the criticality of the energy sector. Second, due to the lack of smart girds’ cybersecurity professionals. Previous research has highlighted skill gaps and shortage in cybersecurity training and education in this sector. Accordingly, we proceeded by crafting a roadmap strategy to foster cybersecurity education in smart grids. This paper outlines the methodology of teaching cybersecurity in smart grids to a large group of students in selected European universities via implementing a Massive Open Online Course. Unlike other solutions, this one focuses on hands-on practical skills without trading-off theoretical knowledge. Thus, flipped learning methodology and gamification practices were used to maximize retention rate. Also, a remote lab that includes a real-time simulator was established for training. Here, the process, outcome, and obstacles to overcome in future deployments, are presented.  
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I. INTRODUCTION 
The energy sector has recently witnessed major changes that resulted in the concept of smart grids. As defined, “a smart grid is an electricity network that can intelligently integrate the behavior and actions of all users connected to it such as generators, consumers, and those that do both, to efficiently 

deliver sustainable, economic and secure electricity supplies” [1] [2]. Accordingly, cybersecurity of the smart grid has become one of the most important issues to address, due to the increase in the attack surface, and the criticality of assets connected. Cybersecurity has long been identified as one of the European Union digital capabilities to achieve [3]. 
“Cybersecurity is the collection of tools, policies, security concepts, security safeguards, guidelines, risk management approaches, actions, training, best practices, assurance and technologies that can be used to protect the cyber environment 
and organization and user's assets” [4]. Many tools and software packages from different vendors, e.g. [5] [6], already exist to cover security needs and to ensure grid robustness, however, the issue with cybersecurity is still prominent. 

                                                           1 CC-RSG is an Erasmus+ funded project focusing on cybersecurity from an educational perspective. The project has partners from Finland, Germany, Latvia, and Greece. More information: 

In Cybersecurity Curricula Recommendations for Smart Grid (CC-RSG) 1  project, this issue was investigated extensively using surveys, reviews and workshops, and results indicated the following: 
1. Cybersecurity topics are not well addressed [7]. 2. The lack of cybersecurity professionals in the smart grid field due to scarcity of education that covers this specific field [8] practically.  3. Existing educational offers do not meet the Smart power Security Professional (SPSP) requirements [7] 4. Lack of real-life scenarios [8] and connection with industry [9] 
It is clear the critical need for educational offers that can strengthen skills and fill the above-mentioned gaps, especially in light of previous reports that indicate that 50% of cybersecurity incidents at least are merely human error [10]. In our project, the aim is to help post-secondary institutions include learning outcomes about cybersecurity in smart grids in their curricula. In this paper, we present our work in designing a course that can cover the required skills without compromising the theoretical knowledge. The remainder of this paper is organized as follows: Section II presents the research methods adopted. Section III introduces educational methodologies and the different learning approaches. Section IV is dedicated to the Massive Open Online Course (MOOC). In Section V, we present our approach and steps considered for the course design. Section VI is for discussion and faced challenges. Finally, Section VII concludes with summary and future work. 

II. RESEARCH METHODS 
This work adopts the practices of the Design Science Research (DSR) methodology specified in [11]. Processes are shown in Fig. 1. below.  

 Figure 1: Design Science Research processes [11] 
https://www.uwasa.fi/en/research/projects/cybersecurity-curricula-recommendations-smart-grids-cc-rsg 



The primary resources that have been used are:  
1. CC-RSG project reports [8] and [12] 2. Scientific papers in the field of education, from scientific paper databases (IEEE, AIS, etc.) 3. Technical papers and manuals from manufacturers websites  The main issue covered by this research is “How to design an effective MOOC course to raise knowledge and awareness 

of cybersecurity in smart grid systems?” Next, we take the steps to answer this question considering educational and technical perspectives and needs. 
III. EDUCATIONAL METHODOLOGIES & LEARNING APPROACHES 

As highlighted above, there is a lack of educational offers and educators that can cover theoretical and technical aspects of cybersecurity in smart grids. The educational methodology plays a vital role here as it specifies how learning objectives are met and validated. Depending on the level of retention targeted, different educational methodologies and approaches exist [8] [13] [14], e.g., lecture-based, experiential, active learning, cooperative learning, flipped learning, inquiry-based, problem and project-based learning, and gamification. 
In brief, lecture-based learning [15] is the traditional model in which the instructor delivers the material, carries assessments, and is fully responsible for the educational experience. This approach is mostly passive and depends on memorization; however, as practiced in [16], by adding activities including, e.g., cold calling, discussions, learning cards, and so, this model can turn active and more effective. Experiential learning [17] is an active learning approach in which students engage in the learning process and learn by gaining and developing experience. Active learning [18], despite what the name implies, is not just about including activities and participating in the learning process but is rather the participation of all learners and processing of their responses before new information is presented. Cooperative learning [19] refers to an approach in which participants work in teams on a certain task or a project to meet certain criteria and take full responsibility for completing the task. Flipped learning [20] is a modern approach that enables participants to take full ownership of learning by distributing educational material beforehand, thus allowing more room for a dynamic interactive guided environment to take place in the classroom. Inquiry-based learning [21] is an approach in which students follow the same practices of professional scientists in order to build similar knowledge and experience. Problem and project-based learning [22] are approaches that actively engage participants in the learning process by exploring a specific problem/question with the aim of finding answers or developing a solution. Finally, gamification [23] is the use of features commonly found in games (e.g., storytelling, level-beating, badges) with the aim to encourage participation. About effectiveness and learning retention, as the given approaches promote different activities, they vary in their retention rates. Fig. 2 [24] shows these differences. 

Figure 2: Retention rate of different learning activities [24] 

From Figure 2, it is clear that the greater the number of activities, the shift towards the learners’ space and the engagement an approach promotes, the higher the retention rate, and thus more knowledge and skills acquired. 
Finally, the method of delivery itself has a significant impact on the educational process. Previous research [25] has revealed that although distant online courses feature higher flexibility, they have lower rates – 50 to 80% – to retain students compared to 80 to 90% with face-to-face courses. On the other hand, online learning, and blended learning [26] [27] [28], which combine face-to-face learning with computer-mediated instruction, showed better effectiveness in achieving the learning goals as well as higher performance since they allow for a semi-guided interactive environment between participants and instructors. To remove any ambiguity, it is worth mentioning that an online course can still be considered face-to-face if it has a synchronous live interaction [29].  
Based on the explained methodologies and the several factors that affect the educational process, and to meet with CC-RSG project main goals of promoting knowledge of cybersecurity in smart grid and covering existing gaps, a MOOC has been designed. In the next section, a justification of this method is given, in addition to more details about MOOCs design models.  

IV. MASSIVE OPEN ONLINE COURSE APPROACH 
A. Introduction 

According to [30], a MOOC is an “online course designed for large numbers of participants, that can be accessed by anyone anywhere as long as they have an internet connection, is open to everyone without entry qualifications, and offers a full/complete course experience online for free”. By this definition, the main pillars and benefits of a MOOC are accessibility, flexibility, being affordable and not requiring much knowledge beforehand. While these are great benefits, MOOCs face two main concerns. First [31], the lack of guidance, structure and support that traditional courses offer. Second [32] [33], issues related to less reliability, pedagogical structure, homogeneity, and depersonalization of course offerings. Fortunately, with academic institutions entering the MOOCs market [34], e.g., Stanford university with Coursera Platform and MIT with edX, some of these issues – especially the second set – were fixed, after adopting academic guidelines.  
In terms of coverage, MOOCs mostly cover diverse topics with less emphasis on specialization and advanced courses [34]. Accordingly, several types and formats of MOOCs exist to cater to unique needs and goals of different topics. In Table I, the main types of MOOCs are briefly highlighted. 

TABLE I.  MAIN MOOC TYPES EXPLAINED [34] [35] 
Type Definition Focus 

Extended, xMOOC 
 

“Traditional e-learning courses 
organized by universities” 

Knowledge duplication 
Connective, cMOOC 

Courses that “emphasize creation, creativity, autonomy, 
and social networking learning” 

Knowledge creation  

Social, sMOOC 
“Social courses characterized by interactivity using social 
networks” 

Active participation and engagement 

Transfer, tMOOC 
Courses “generating interest towards action and professional interaction  

Transfer of learning and Pedagogical transformation 

Lecture 5%
Reading 10%

Audio-Visual 20%
Demonstration 30%

Discussion 50%
Practice by Doing 75%
Teaching Others 90%



From Table I, although there is a clear distinction between the types of MOOCs, in practice a MOOC offering may combine more than one format to effectively cover its curriculum. Chapter V explains and exemplifies this clearly.   
B. MOOC Instructional Design Models   

As mentioned, MOOCs combine eLearning approaches and tools with pedagogical learning methodologies. Thus, to successfully design a MOOC, general Instructional Design (ID) models should be referred to. In brief, ID [36] is the 
“principles and procedures by which instructional materials, lessons, and whole systems can be developed in consistent and 
reliable fashion”, or as described in [37], it is “the planning, creation, refinement, selection sequencing, managing and evaluating activities and resources in support of targeted goals 
and objectives”. ID is thus the application of learning theories [37] [38], e.g., behaviorism (gradual attempt and error, reinforcement, and stimulus-response sequence), cognitivism (formation of cognitive structure), constructivism (learner-centered, collaboration and communication, appropriate resources), and connectivism (creating networks – the role of social and cultural context). Various ID models exist to provide guidance and direction on developing course content, the most famous of which are [38] [39]: 

1) Bloom’s Taxonomy: A model for measuring learning progress, in which levels of learning and related activities are represented in a hierarchical order that includes remembering at the bottom, then understanding, applying, analyzing, evaluating, and finally creating at the top. Depending on the expected outcome, the activities can be designed accordingly.  2) Gagne’s Nine Events Model: A description of instructional events required for effective learning, i.e., gain attention, inform objectives, recall prior knowledge, present the content, provide guidance, practice, provide feedback, assess performance, and finally enhance retention/transfer. 3) ADDIE Model: A framework of the processes required for course design/development, which include: Analyze, Design, Develop, Implement, and Evaluate phases. The framework supports continuity by including revision instances between different processes.  4) Merrill’s Principles: Identified principles common to effective ID models, which are: task/problem-centered, activation of prior knowledge, demonstration of new knowledge, application, and encouraging integration. 5) Dick and Carey Model (Systems Approach Model): A model for planning lessons through defining instructional goals, conducting instructional analysis, defining entry requirements, specifying performance objectives as well as test items, developing instructional strategy and material, and finally conducing a formative and summative evaluation. 
The processes and practices of these or other ID models should be adopted and modified to meet the desired outcomes of a MOOC, especially since MOOCs need a specific ID curriculum [40]. Next, we present our approach on designing a MOOC for cybersecurity in smart grid.  

V. MOOC FOR CYBERSECURITY IN SMART GRID 
A. Course Elements    

First, MOOCs that cover general topics of cybersecurity already exist. However, as our previous research [7] [12] 

revealed, specific topics such as cybersecurity in smart grids are rarely if not at all covered. This was the motivation for initiating this course. Second, by performing the reviews presented in Chapters II and III, and by following guidelines of [41], the elements and approach needed to design an effective course, were identified, adopted, and adjusted. In Table II, the proposed approach is presented. 
TABLE II.  COURSE DESIGN APPROACH  

# Element  Description 
1 Learning Objectives To cover the gap of cybersecurity knowledge related to smart grids  2 Prerequisites to join this course  

The course is ONLY open to students and professionals with pre-knowledge in the fields of cybersecurity and smart grids  3 Retention level projected by this course 
60% to 75%, aiming at active discussions and simple practice by doing tasks  

4 Type of MOOC adopted  xMOOC, with practices of tMOOC  
5 Instructional Design methodologies adopted  

ADDIE and Dick and Carey models for design and targeting the third level 
– applying – of Bloom’s Taxonomy for retention.  6 

Approaches used Flipped learning and gamification, with tasks that promote cooperative learning   
7 

Method of delivery   Supervised recorded sessions (lectures and tutorials) with online face-to-face mediation by instructors 
8 Criteria to increase attention and engagement   

Bonus points, the use of games, and discussion forums   
 9 Assessment and Measurement  Regular quizzes and a final exam  
 10 Credits  5 credit points (ECTS = 125-140 hours of lectures, exercises, and self-study material) 

Regarding the selection of specific criteria, the justifications are: 
1. Point 2: the course covers a specific topic, which is the reason pre-knowledge is mandatory. 2. Point 3: as the main aim is active participation, discussions, and simple practice by doing tasks can fulfill such criterion.  3. Point 5: with MOOC offers and the substantial number of participants, resources cannot match the needs to analyze, evaluate or create levels. These levels require higher engagement and fewer participants. 4. Points 9 and 10: according to general academic standards, 1 credit point is 25 to 28 study hours.  

B. Real-Time Simulation for Education   
Real-time simulation [42] [43] is a technique in which a computer model simulates a physical system in approximately the same amount of time it takes in real time. Unlike other simulation techniques, real-time simulators are powerful computer platforms that allow a code to execute near the real-time it would take with minimum delay. These systems can solve overly complex equations and consider many attributes simultaneously that typical simulation systems cannot provide. Accordingly, real-time simulation systems are used for applications [43] that include large scale systems, control 



of actual operating conditions, automotive simulation, automation, robotics, and power systems.  
Here, to cover the practical part of the course, a real-time simulator is used to create a cyber-physical testbed to simulate power systems and events that may emerge. Such a testbed can be used for [44], e.g., vulnerability analysis, disturbance scenarios, assessment metrics, impact analysis, and training. In Fig. 3, a typical testbed consisting of Intelligent Electronic Devices (IEDs) controller connected to a Real-Time simulator (OPAL-RT) and a communication and network simulator (EXATA Server), is shown. Such a testbed can be connected with other systems, e.g., SCADA, to run one of the mentioned tests, or used individually to develop attack and mitigation scenarios.   

 Figure 3: Cyber-physical testbed (adopted from [45]) 
The shown testbed is used to show students the actual work using the Real-Time simulator and its capabilities to simulate power systems and attack scenarios, and to train students to use the general components and settings of the system. As mentioned in the next section, pre-designed models will be used to perform this task efficiently. 

C. Course Syllabus   
Teaching and supporting material were selected to reflect on the goals of the course and to cover the gaps found previously. In Table III, the course structure in the form of modules that cover the different topics, is presented. Noting that one module is typically covered in two lectures.  

TABLE III.  COURSE STRUCTURE  
Module and Goals Material  

Module #1 Fundamentals of Smart Grids   To learn about: 1. Smart Grid Infrastructure  2. Cyber-physical Systems 

• Pre-reading material 1. “Ready or not, here comes the smart grid!”  2.  “Smart grids: A cyber–physical systems 
perspective”  3. “Smart grid for a sustainable future” 
• Main Material and handouts 
“Smart Grids Infrastructure Technology and 

Solutions” 
Module #2 Cybersecurity and Operational Security in Smart Grids   To learn about: 1. Cybersecurity fundamentals 2. Operational security  3. Smart Grid Security  

• Pre-reading material  1. “Cyber-security in smart grid: Survey and 
challenges” 2.  “Cyber-security on smart grid: Threats and 
potential solutions” 3. “Cyber-physical systems security: 
Limitations, issues and future trends” 
• Main Material and handouts 
“Applied Cyber Security and The Smart Grid” Module #3 IEC 61850 and IEC 62351  

• Pre-reading material  1. “Overview of IEC 61850 and Benefits” 2.  “IEC 61850 for power system 
communication” 

Module and Goals Material  
To learn about: 1. IEC 61850 grid communication standard  2. IEC 62351 security standard for IEC 61850 

3. “Iec tc57 wg15: Iec 62351 security standards for the power system information 
infrastructure” 
• Main Material and handouts 
“IEC 61850 Communication Protocol Manual” 

Module #4 Fundamentals of Real-Time simulation systems   To learn about: 1. Real-Time simulation systems 

• Pre-reading material  1. “Review of real-time simulator and the steps involved for implementation of a model from MATLAB/SIMULINK to real-time.” 2.  “Implementing attacks for modbus/TCP protocol in a real-time cyber physical system 
test bed” 3. “Cyber security of a power grid: State-of-the-art” 
• Main Material and handouts 
“Real-time simulation technologies: Principles, methodologies, and applications” Exercises and Lab #1 Opal RT Simulator  To learn about: 1. Real-Time simulation systems 

• Main Material and handouts 
“Opal RT user manual” 

Exercises and Lab #2 Exercises and case scenarios  To learn about: 1. Implementation and simulation  

• Main Material and handouts Pre-designed models to run and test  

D. Delivery Strategy  
About the actual and detailed strategy of delivering the course, it goes as follows: 
1. Course objectives and schedule are announced and communicated to participants. 2. A MOOC course page is created and hosted by one of the course hosting platforms (Moodle platform [46] is selected for this purpose following its rich features).  3. Guest access is enabled to allow enrollment of participants from other institutions, and continuing education professionals. Access will be approved by instructors after assessing pre-knowledge. 4. A repository of the course content is created and divided into modules that cover the different topics. 5. For each module, there is a section for a pre-reading material list that contains 2 to 3 general articles about the topic to be covered. This should be available and announced one week at least before the scheduled lecture.  6. Lectures’ materials, e.g., presentations, handouts, and other supporting materials, are also designed and 

uploaded to the lecture’s section one week beforehand.  7. A set of 3 to 4 short videos – 15 to 20 minutes each – covering the main topic of the lecture, is recorded, and published on the scheduled day of the lecture.  8. Simple pre-lecture quizzes consisting of 3 to 4 multiple choices, match, and true and false questions that cover the pre-reading material list, are designed. 9. Pre-lecture quizzes open on the scheduled lecture’s time and last for 10 to 15 minutes. 10. To avoid any sort of plagiarism, it is advised to create a questions bank, thus questions would differ from one participant to another.  



11. Quizzes’ results should be considered as bonus points 
or count only for up to 5% of the course’s grade. 12. At the scheduled time of the lecture, recorded videos are played and facilitated/supervised by course instructors who are present online. After each video, 10 to 15 minutes are given to questions and any discussions.  13. A game, simple competition, or a similar activity that 
is related to the lecture’s topic, could be created on one of the gaming platforms, e.g., Kahoot [47] or similar ones, and played in the middle of the lecture. Points received are considered bonus points as well.  14. A forum that hosts different topics open for discussion is created. Topics can be defined beforehand or emerge as needed.  15. For assessment, like points 8, 9 and 10, a questions bank is created to cover the main material of the lecture. Questions should be of auto-graded type, i.e., multiple-choice, multiple selection, true and false, fill in the blank and so on.  16. 15 to 20 questions are randomly selected from the questions bank for the weekly quizzes.   17. Weekly quizzes are available one day after the lecture and for a period of a week. Once a quiz is open, it can be completed within a certain timeframe, e.g., 30 minutes. After that, the quiz cannot be taken or opened again. 18. Weekly quizzes should count for 60 to 70% of the 
course’s final grade. 19. Regarding exercises and practical skills, 2 to 3 exercise sessions based on study cases and to conduct a supervised remote connection with the lab, are given at the second part of the course once theoretical background is established and covered.  20. Students are encouraged to try pre-designed models, to learn the general concepts and criteria regarding the system in place.  21. Finally, after the course completion, questions already existing in the questions bank can be reused to design an exam covering the whole content of the course, e.g., 50 to 60 questions that can be answered in 2 to 3 hours. The final exam contributes 30 to 40% of the 
course’s final grade. 

VI. DISCUSSION AND CHALLENGES 
Knowledge and awareness of cybersecurity operations are essential for the energy sector to mitigate incidents and disruption scenarios. Although many courses exist on different fields of cybersecurity, such specific domains are not well covered. The key issues that current courses face are, either they are more academic or more practical, however, offers that combine both are rarely found. To fix this gap by designing a MOOC course that covers this topic, it was found that the topic has more perspectives than the technical one. First, MOOC types were investigated carefully to find out which type is more suitable to deliver the content and how to adjust it to meet the objectives of the course. Second, back to basics, instructional design models provide the foundation for designing an effective course, therefore, before embarking on course design – whether traditional, online, or a MOOC – the ID model should be selected carefully. After defining the MOOC type and the ID type, designing a course is quite a straightforward process following the available guidelines. 

 Regarding implementation, we have encountered the following challenges: 
1. Resources: MOOCs by default are open to a large number of students, therefore all side tasks of the course, e.g., evaluation, should be automated, to optimize resources and provide time for the more important tasks, e.g., mediation, discussion, and so.  2. Retention rate: Depending on the assigned resources, the targeted rate of retention should be adjusted. However, typically for courses with no contact teaching, it is difficult to achieve higher retention rates that match with analyzing and creating criteria.  3. Retaining students: One of the key issues online courses face is the low completion rate which is due to lack of interest, interaction, and assistance. This was solved by opting for supervised sessions, discussion forums, and the use of simple gamification practices to encourage engagement.  4. Technical challenges regarding exercises and tutorials: Real-Time simulators are not available in every organization as they are very costly. Moreover, they have limited user licenses so they cannot be used remotely by several users. Therefore, a Virtual Private Network (VPN) connection is being established, and time slots are being distributed upon needs to participants who want to connect remotely to the cyber-physical lab for practicing. To make the process more efficient and to allow more students to practice, pre-designed models are provided, thus participants can move forward to running models and trying the different configurations.  
As of the time of this writing, the course is yet to be completed and deployed. After that, results of the last two phases of the DSR – evaluation and communication – methodology will be available, and accordingly any measures needed to improve the course will be considered.  

VII. CONCLUSION AND FUTURE WORK   
This paper presents the roadmap for designing an effective MOOC that can fill the cybersecurity knowledge gap in the field of smart grids. It was found that: 
1. MOOC are resource intensive if they try to imitate traditional contact courses, especially in specific topics as the one of this paper. Therefore, measures were taken to automate the educational process and to optimize resources, thus, to give more time for interaction and engagement. 2. Techniques such as flipped learning and gamification if well adjusted, they can provide such optimization and engagement required.  3. The retention rate cannot be the same as contact teaching. 4. By using techniques such as remote access and VPN, participants could practice and gain practical knowledge, thus creating a richer MOOC experience. 
In continuation of this work and as a part of CC-RSG project, this course is generalized and a framework for cybersecurity education in smart grids will be developed. 
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