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ABSTRACT:

In today’s digitalized world, people leave trails of data about themselves when operating online.
While marketers are eagerly utilizing this data for marketing insights, many consumers have a
growing fear of their personal data ending up in the wrong hands and losing their privacy. This
thesis aims to understand the role of ethics in current marketing based on consumer data and
to examine how data could be used ethically in marketing. This thesis met these research aims
through an extensive literature review related to the issue and through empirical research. The
empirical research was conducted by analyzing secondary data from a 2018 survey about the
use of digital services in Europe. This analysis was combined with a content analysis of Twitter
tweets about data ethics.

This research produced a number of key findings: First, privacy, confidentiality, and transparency
are critical issues for consumers. Still, a large number of people are unaware of their data rights
or think that is not important to change e.g. privacy settings. Also, some of the people feel that
changing privacy settings has no effect. Second, people want to have the power to decline the
selling of their personal data to third parties and to delete or adjust their personal data. Third,
the lack of trust prevents individuals from using digital services, and the main factors for increas-
ing trust are the security and reliability of the service. Other important factors are transparency
and ease of use. Personalization of services based on the previous usage was the least important
factor for a digital service. The content analysis showed that organizations are heavily criticized
for jeopardizing privacy and confidentiality, whereas praise was given to organizations that focus
on transparency.

The main conclusions that can be drawn from these findings are that the need for ethics is even
more apparent in marketing than ever before, because of the broad access to personal data.
The power of Big Data does not come from the raw data itself but from the ability to combine
and merge data, thus creating detailed insights about consumers. There also lies the foundation
for ethical dilemmas. The most crucial challenge for organizations in the use of personal data is
how to build and maintain trust. Consumers’ use of personalized services is dependent on
whether the organization is perceived to be trustworthy or not, and both the empirical research
and literature have shown that the lack of trust reduces the use of digital services. Transparency
and clear privacy policies can then be seen as a key ingredient in trust-building. Giving the con-
sumers the ability to opt-out from data use and data selling without it affecting the use of ser-
vices can create an enormous competitive advantage for organizations in the future. Still, it can
be challenging to combine the need for profitability with ethics. However, success in the long-
term requires organizations to integrate ethics with the operations throughout the organization.

KEYWORDS: Marketing, Business Ethics, Marketing Ethics, Data Ethics, Big Data, Consumer
Behaviour, Privacy
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1 Introduction

We live in a world that is significantly influenced by marketers. Marketing stimuli sur-
rounds us in many forms, both online and offline, and much of what we learn from this
world is filtered by marketers. Consumers rely on marketers to sell them products and
services that are safe and operate as promised, and also to tell the truth about what they
are selling. (Solomon, 2016, pp. 14.) Data about consumers is used to personalize mar-
keting messages as well as to gain a better understanding of the consumers’ needs, ulti-

mately improving business effectiveness and increasing profits.

Every day massive amounts of data are created as we leave a trail of data from millions
of messages, emails, photos, and videos shared online or by mobile devices. In addition,
the data from sensors like the GPS is gathered from our mobile devices. (Marr, 2016.)
This abundance of data means that marketers can utilize an enormous amount of con-
sumer data rather easily. Data and the insights received from it are hence at the core of

data-driven marketing.

In this setting, ethical issues are more critical than ever before. Consumers demand more
individualized and personalized content, which requires using data about individual con-
sumers. The balance between personalization and privacy is a critical issue facing mar-
keters. On the one hand, consumers want personalized communication, but on the other
hand, they are concerned with the implications it has on their privacy. Privacy as a con-
cept is also closely related to ethics, especially data ethics. Flaherty (1999, pp. 27) argues,
that privacy has always been threatened in the Western world, resulting from surveil-
lance ideology, technology, or both. Technological innovations, such as the telegraph,
the telephone, and the camera were all considered a high threat to privacy upon their
introduction. Therefore, concern for privacy can be seen as a fundamental aspect of hu-
manity. (Flaherty, 1999, pp. 27-28.) However, the amount of personal data gathered in
the modern digitalized world is massive, and therefore the threat to personal privacy is
more apparent than before. For example, Amnesty has expressed hard criticism towards

the leading data giants, Google and Facebook, accusing that their business models are a



threat to privacy and even to human rights. (Amnesty International, 2019). Many mar-
keters utilize these companies’ marketing tools, so this is a matter that needs to be taken

seriously by marketers as well.

The use and storage of personal data can be regulated through laws and regulations, like
the GDPR in Europe. However, merely abiding by the law is not enough for organizations.
The law cannot keep up with the rapid pace of technological innovations, so the ethical
practices need to be taken into account at an organizational level. Therefore, it is essen-
tial for marketers as well as consumers to understand how data can be used in an ethical

way.

This thesis will study the ethical considerations regarding data-driven marketing. It will
describe how data has affected the business and consumer environments, and it will
explore how data is used in marketing. Finally, this thesis will examine the role of ethics
in current marketing and the ethical challenges facing data-driven marketing. The thesis
consists of a literature review regarding consumer behavior, data-driven marketing, and
business ethics. In addition to the literature review, a mixed method study is conducted

to research consumers’ views on the ethical use of data.

1.1 Research Gap

The concept of privacy has been widely researched before. For example, Chellappa & Sin
(2005), Garcia-Rivadulla (2016), and Jackson (2018) have all studied the relationship of
personalization and privacy. Martin & Murphy (2017) have also studied the role of data
privacy in marketing. However, though privacy is an integral part of marketing ethics, the
ethical challenges in marketing are not restricted merely to privacy. Nor is marketing
limited to personalization, albeit being an essential part of modern marketing. Ethics in
marketing is gaining attention, and there is some earlier research on data ethics. How-
ever, most of the research regarding data ethics in marketing focuses on marketing re-
search. There are also some studies about targeted marketing, but most of them con-

centrate either on targeting to underaged children or senior citizens. This research aims
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to gain a holistic view of the subject, combining both the consumer view on data use and
its implications on marketers. The consumer view is taken into account, as marketers
need to understand the customers and their behavior in order to satisfy their needs, and

consumer behavior is the key driver in the collection of marketing and consumer data.

1.2 Overall Research Aim and Individual Objectives

The overall aim of this research is to gain understanding of the ethical challenges in data-
driven marketing. It aims to examine the changes in the business and consumer environ-
ments and explore the role of data and privacy in current society. Moreover, this research
will look at the ethical implications that marketers need to take in consideration regard-

ing data and privacy.

The individual research objectives aim to answer the following questions:

1. How Big Data affects the business and consumer environments?
What kind of challenges are involved in the use of personal data?
What is the role of ethics in current marketing?

What kind of implications does the concept of privacy pose to marketers?

v kAN

How data can be used in an ethical way in marketing?

1.3 Boundaries of the Research

To sustain the usability of this research, it concentrates on the ethics of data-driven mar-
keting on a general level without focusing on specific platforms or technologies. As plat-
forms and technologies evolve and change rather quickly, it is not useful to concentrate
on any particular platform and doing so could make the research quickly outdated. Ethics,

on the other hand, is an important issue regardless of what platform is used.

In this research, the emphasis is on using Big Data for customer analytics, focusing on

Business-to-Consumer (B2C) marketing and online marketing, where data is used for tar-
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geting and personalization. According to Kumar et al. (2013), marketing data can be cat-
egorized into traditional, digital, and neurophysiological data. This thesis focuses on the
digital data, as it is the largest in volume in current marketing data sources. Also, the use

of digital data is the source of most of the ethical dilemmas in contemporary marketing.

The concept of privacy is critical when examining ethical considerations. This thesis will
explore privacy more from an individual and socio-cultural point of view rather than from
a political level. As the concept of privacy and ethics are culturally related, this thesis will
focus on exploring these concepts from a European perspective. According to Ess (2014,
pp. 66), compared to other cultures, the concept of privacy in Europe is strongly deon-
tological, i.e. privacy is seen as a fundamental right which must be protected even at an
economical cost. Ethical theories are only briefly examined in this research, and the focus

is more on the practical implications of ethics in business.

1.4 Definition of Key Concepts

This chapter explains the key concepts related to this thesis.

Big Data refers to massive data sets with large and complex structures. The data is ob-
tained from various sources, e.g. emails, videos, audios, images, clickstreams, search

queries, sensors, and mobile phones and their applications. (Sagiroglu & Sinanc, 2013.)

Business Ethics means the application of ethics, i.e. what is considered right or wrong,
into business practices (Paliwal, 2006, pp. 7). The concept of business ethics can be ex-

panded further into marketing, information, and data ethics.

Data-Driven Marketing utilizes data from various resources, analyzing that data in order
to gain insights about customer behavior, and using those insights to create marketing

strategies (Arthur, 2013, pp. 48).
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Data mining means that statistical methodologies are used to analyze data in order to
solve business problems and refine strategies. Data mining allows organizations to dis-
cover hidden opportunities that cannot be detected with other methods.

(Chiu & Tavella, 2008, pp. 6.)

Personalization means using technological solutions to create personalized communica-
tion and services to individual consumers (Young, 2011, pp. 407). Personalization is
mostly used in advertising, but increasingly also in other media content, such as music

services and video games (Turow, 2017, pp. 135).

1.5 Structure of the Thesis

The thesis is divided into seven chapters, which are described in detail below. The struc-

ture of the thesis is shown in Figure 1.

This Introductory chapter introduces the background for the research and provides jus-
tification for this study. After the Introduction, the theoretical framework for this thesis
is explored in chapter 2-4. Chapter 2 investigates how consumer behavior has changed
in recent years and what is the role of consumption in modern society. It also examines
the consumer’s need for personalization and discusses how privacy is connected to con-
sumption. Chapter 3 examines the concept of data-driven marketing. This chapter de-
fines data-driven marketing and discusses the sources and uses of data in marketing. It
also discusses the challenges regarding the use of data in marketing and why marketers
need to be concerned about privacy and data security issues. Finally, chapter 4 examines
the ethical considerations and challenges organizations are currently facing. It explores

the concept of ethics especially from the data point of view.

Chapters 5-6 are concerned with the empirical part of this thesis. The empirical research
is a mixed method study. It consists of a survey “The Use of Digital Services” made in
2018 by the Finnish Innovation Fund SITRA, and a qualitative content analysis of the con-

versations about data ethics in Twitter. Chapter 5 explains the research methodology and
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justifies the research strategy and data gathering methods. Chapter 6 examines the re-

search results and findings of the empirical research.

The final chapter of this thesis is Chapter 7, the Conclusions, which will summarize the
findings regarding each individual research objective and will provide conclusions based
on those findings. In addition, recommendations for future research are discussed along

with the limitations of this research.

Theoretical Framework

Consumersina
Data-Driven World

Data-Driven Marketing

Ethics in Data-Driven Ethics in the

Marketing Conclusions

Digital Age

Empirical Research

Survey on the Use of Digital
Services

Content Analysis on
#tdataehics in Twitter

Figure 1. Structure of the Thesis.
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2 Consumers in a Data-Driven World

The need to study consumer behavior is vital for marketers, as understanding the con-
sumers and the consumption culture is good business for organizations and essential for
success. Organizations exist to satisfy needs, and the needs of the customers cannot be
satisfied unless marketers understand the customers and their behavior, the societal dy-
namics, and how these affect organizations. (Solomon, 2016, pp. 8; Firat et al., 2013.)
Modern consumers are empowered by technology, and marketing has become more in-
teractive as consumers share feedback about organizations online. Brand loyalty has de-
creased as consumers can choose from a wide variety of products and services. There-
fore, the only way to ensure the success of marketing activities is to be customer-ori-
ented and deliver value to the customers. Consumers are likely to choose a product or
service that provides the best perceived value for them. Hence, a customer-driven mar-
keting strategy requires sufficient understanding of the consumers and the marketplace.

(Kotler et al., 2016, pp. 13-14, 19-20.)

This chapter examines what kind of implications the changes in society and consumer
behavior pose to marketing and what consumers expect from organizations. Especially
crucial for marketing are the increase in consumption activities, technological advances,
and the need for individualized communication. This chapter will also explore what kind

of qualities consumers value the most in organizations.

2.1 The Role of Consumption

The society we live in today can be described as a consumer society. Obviously, we live
in a world that is full of things, but more importantly, the role of consumption has in-
creased. Earlier people were defining themselves mostly through their role in the pro-
duction process, i.e. work, whereas today consuming is becoming more prominent in
constructing our personal and social identities. For example, people’s personalities, val-
ues and aspirations can be expressed through the products they buy and the services

they use. Consumption also keeps the economy going, because as long as consumers
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continue buying, the producers keep on producing. The idea of a consumer society is
based on this notion that our social lives are organized increasingly according to our roles
in the consumption system. (Solomon, 2016, pp. 36, 39.) At the heart of consumer soci-
ety is the assumption that consumers exercise their freedom and make their lives more
meaningful by purchasing. Consumption can also be seen as the ultimate goal instead of
an element of fulfilling needs. (Firat et al., 2013.) In this societal context, marketing plays
an important role. Marketing creates jobs by increasing demand for products and ser-
vices. It also helps organizations introduce product innovations and improvements to

help or enrich consumers’ lives. (Kotler & Keller, 2011.)

2.2 The Internet and Social Media

The Internet can also be seen as an essential aspect of modern society, and it has influ-
enced consumer behavior tremendously. The amount of information available for con-
sumers means that marketers cannot always trust that consumers will find them, or that
the conversations about a brand are always favorable. The Internet has become an abun-
dant source of marketing content, as well as criticism and complaints. The competition
has also expanded with the globalization of services, and organizations need to take into
account the industry, competitors, and business opportunities at a global level. (Kotler

et al., 2016, pp. 26, 29.)

Social media has made it possible for people to build relationships without geographic
and demographic barriers, and it gives people a sense of belonging in a community. (Ko-
tler et al., 2017, pp. 22.) Creating and sharing content is easy for all age groups living in
different parts of the world because of the widespread access to a variety of technolog-
ical devices. The information flow has shifted from the downward movement from or-
ganizations to individuals to across individuals as well. Social media also enables a cul-
ture of participation because people are contributing instead of just joining social media

platforms. (Solomon, 2016, pp. 16-17.)
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Marketing communications have an impact on brand and product awareness, but they
are not as trusted as the opinions of fellow consumers (Yarrow, 2014, pp. 28). Today, the
key drivers for customer satisfaction and loyalty are peer reviews and user ratings,
whether they are accurate or not (Solomon, 2016, pp. 336). Customer communities are
becoming more powerful and vocal in sharing stories about brands. The credibility of
random stories about brands is viewed more trustworthy than targeted advertising, and
social communities have more influence on consumer behavior than marketing commu-
nications or even personal preference. Consumers are more eager to believe in friends,
families, and social media communities than in marketing communications, and people
turn to social media when they need advice and trust them more than advertising or
expert opinions. Therefore, organizations should view consumers more than targets, and
instead of peers and friends of the brand. (Kotler et al., 2017, pp. 20-26.) As consumers
are turning to the Internet in their information search, building long-term relationships
with customers and engaging in interactive marketing is vital for organizations (Cetina et

al., 2012).

Kotler et al. (2017, pp. 29) also claim that in the history of marketing, connectivity has
been the most important change. Mobile devices have changed the way consumers be-
have as they enable consumers to compare prices and make buying decisions anywhere
at any time. Connectivity also affects the perceptions of organizations’ competitors and
customers, as collaboration with competitors and co-operation with customers is essen-
tial. Organizations need to realize that in order to succeed, they need to collaborate with
external sources. Connectivity should not be viewed merely as a technological issue, but
a more holistic view is necessary. The Internet should be seen as a means to deliver su-
perior customer experience and to build customer communities. (Kotler et al., 2017, pp.
28-30.) The Internet can indeed be seen as the cornerstone of customer-centric market-
ing, and its importance is crucial in the decision making phase of information seeking. To
succeed in this phase, marketers need to attract customers with improving digital assets
like product-related websites, word-of-mouth applications, and customized marketing.

(Court et al., 2009.)
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2.3 The Need for Personalized Communication

One problem facing consumers is the vast amount of choices they have due to the grow-
ing number of information. A real challenge for consumers is how to narrow search re-
sults when enormous amounts of information about products and organizations are
available in seconds. (Solomon, 2016, pp. 325, 335.) Consumers do not want irrelevant
information, but instead they want individualized communication matching their own
needs (Grandhi et al., 2017). Every organization needs to add value for its customers,
and the value received from personalization is the fit of the product or service to the
customer’s needs and the convenience of it being delivered proactively (Chellappa & Sin,

2005; Kotler et al., 2016, pp. 12).

As the amount of information has increased, the consumers have actually narrowed
down the brands they are willing to consider when making a purchase decision. Con-
sumer-driven marketing bases on the notion that consumers are increasing their control
over information and “pull” relevant information to them actively. (Court et al., 2009.)
As marketers operate as links between the organization and its customers, they need to
shift away from the traditional one-way marketing perspective, where organizations
publish content to their audiences. To succeed in the new digitalized business environ-
ment, marketers need to engage with customers in their preferred place of consuming
and provide customers with personalized and individualized content. (Petersen et al.,

2014.)

2.3.1 Personalization and Trust

The implementation of personalization depends on the organization’s ability to obtain
and handle data about consumers, and on the consumers’ willingness to share their per-
sonal data and use personalized services. Though many organizations do have the ability
to track consumer behavior, the concerns for privacy have inhibited consumers in sharing
their data. Therefore, trust plays an essential role in consumers’ willingness to share their

information and in their buying intent. (Chellappa & Sin, 2005.) Konig (2012, pp. 29) also
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mentions that consumers’ buying decisions are increasingly basing on ethical issues.
From the consumer’s point of view, everything that an organization does affects the
brand. To stay competitive, organizations need to do more than follow the minimum
requirements of legislation and accept their roles as important players affecting the so-

ciety at large. (Kotler et al., 2016, pp. 30.)

One of the biggest challenges for organizations in the modern marketplace is how to
overcome the pitfalls of short-term thinking. Organizations cannot be lulled into believ-
ing that current sales or profits are the best measures or objectives for business, that
sales and marketing always produce new customers for the organization, and product
and services differentiation always creates value. Instead, organizations should under-
stand that ensuring customer satisfaction and loyalty creates value to the organization

in the long term. (Peppers & Rogers, 2011, pp. 22.)

The next chapter takes a more detailed look at how marketers use data to gain compet-
itive edge. The aspect of privacy and other ethical implications are further explored in

chapter 4.
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3 Data-Driven Marketing

A marketing strategy’s success is measured by consumer response, and organizations
can define the market and identify business threats and opportunities by using con-
sumer data (Solomon, 2016, pp. 8). Information itself has little value, but the value
comes from customer insights drawn from that information. Creating value for custom-
ers and building long-lasting relationships requires delving deep into the wants and
needs of the customers. These insights can then be turned into better marketing deci-

sions. (Kotler et al., 2016, pp. 101.)

However, it can be very challenging to obtain customer and market insights, as customer
needs and buying motives can be difficult to analyze. Creating customer relationships
takes a lot of work from identifying the customers and their needs, designing offerings
and setting prices, to promoting and product development. Hence, in order to gain ef-
fective customer insights, organizations need to manage marketing information from

various sources. (Kotler et al., 2016, pp. 13, 101.)

By definition, data-driven marketing is concerned with collecting and combining data
from online and offline sources, then analyzing the acquired data and gaining insights
about the customers and their behavior. Thus it enables highly personalized communi-
cation with the target audiences. The trend in data analysis is shifting towards predicting
the future, i.e. using the data for strategizing and anticipating customer needs, where
technology plays an important role. Building predictive models helps companies in es-
tablishing customer-centric processes, and data can be used to identify customer needs
and factors that influence the consumer decision-making process. Integrating the analy-
sis of internal and external data can help companies in the development of products and
services. The gains can be richer content for customers, acquiring new customers, and
preserving current customers. Ultimately, this can lead to cost avoidance or reduction

and increased productivity and efficiency. (Grandhi et al., 2017.)
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Companies also need a high degree of innovativeness to be able to differentiate from
the competition. This requires developing new products continuously to satisfy cus-
tomer needs. Profits are also influenced by the degree of innovation. If companies are
not able to launch socially accepted, up-to-date products, they are left behind in the

market, and consumers will begin to look for a substitute. (Kénig, 2012, pp. 23.)

So far, we have explored the key drivers for using consumer data. The challenge with
data is not so much the volume, but the quality of information and how the obtained
information is used (Kotler et al., 2016, pp. 101). In the following subchapters | will look

at the sources and uses of data in more detail.

3.1 Sources of Data

Kumar et al. (2013) categorize the sources of marketing data into three groups: tradi-
tional, neurophysiological, and digital data, shown in Figure 2. | have adapted the original
figure by adding Big Data to the data sources. In the figure, the sources of data are
grouped by the volume of data, Big Data being the largest in volume, and neurophysio-
logical data the smallest. In the following subsections | will look at each data source start-
ing from the smallest data, i.e. neurophysiological data. Though the focus of this thesis
is on digital data, traditional and neurophysiological are explained briefly in order to get

the full scope of data sources in marketing. Also, Big Data will be examined in more detail.

3.1.1 Neurophysiological Data

Neurophysiological data is becoming increasingly popular in marketing though it is an
expensive method for obtaining data and has ethical challenges. Organizations can use
neurophysiological data for reading customer’s emotional response, thereby creating
emotional insights that are more accurate and scalable. For example, eye tracking can
be used in marketing to examine visual attention in outdoor or print advertising. Eye

tracking can produce more accurate results on how brands are gaining attention in a
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supermarket shelf compared with consumers’ own reports. In addition, various physio-
logical measuring techniques can be used in combination to measure the positive or

negative response to advertising or media engagement. (Kumar et al., 2013.)

Eye-tracking
Facial Electromyography
Skin Conductance Response
Electrogardiography
Electroencephalography
Magnetoencephalography
N Functional Magnetic Resonance Imaging

Neurophysiological

Data Focus groups

— Structured interviews
Unstructured interviews

Traditional Data —
Surveys

Experiments

Transactions

Observations
Product reviews

Volume of data

Digital Data
& Big Data

Search queries
Clickstream
Social media
Blogs
Community forums
Incentifized referrals
Location data
loT data

Figure 2. Sources of Marketing Data (Adapted from Kumar et al., 2013).

3.1.2 Traditional Data

Marketing research produces customer insights regarding specific marketing decisions,
e.g. purchase behavior and satisfaction, market share, or market potential (Kotler et al.,
2016, pp. 105). Traditional data sources include surveys, observations, focus groups, and
interviews. Many of the traditional data sources can be overlapping with digital data as
they can be conducted online as well. For example, observation can be executed as a
physical observation e.g. in a store or online. (Kumar et al., 2013.) Chiu & Tavella (2008,
pp. 6) also mention that traditional marketing research can be used to create high-level
strategies on a macro level, and combining this with a more detailed information from

data mining can result in effective insights, thus increasing competitive advantage.
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3.1.3 Digital Data

Organizations have access to a vast amount of digital data, both internal and external.
Many organizations have extensive internal databases, which collect consumer and mar-
ket data. Harnessing the information well from various sources can produce effective
insights about customers and create competitive advantage. For example, the internal
database can collect information e.g. on customer transactions and buying behavior, cus-
tomer satisfaction or service problems, sales records, inventories, and competitor activ-
ities. Challenges with these kinds of internal data is that the data is gathered for different
purposes and requires skill to integrate all the data into marketing insights. In addition,
the amount of data is enormous and can become outdated rather quickly. (Kotler et al.,

2016, pp. 103-104.)

Organizations can also improve strategic decision-making by utilizing marketing intelli-
gence. Collecting and analyzing public information about consumers, competitors, and
the market enables organizations to gain more understanding of the consumer environ-
ment and assess competitors and business opportunities and potential threats. Market-
ing intelligence can be implemented e.g. by observing customers and monitoring online
conversations or competitors’ activities. (Kotler et al., 2016, pp. 104-105.) Kumar et al.
(2013) mention a variety of ways organizations can use digital data, e.g. search and click-
stream data, and data from social media and blogs. Social media channels have become
very popular in marketing, but marketers need to understand that effective social media
marketing campaigns need to be tied with the organizational strategy and performance
measures. In addition, organizations need to understand, which social media platforms
are used by their current or potential customers. (Kumar et al., 2013.) One form of digital
data is Big Data, which will be discussed further in the following subchapter, due to its

significance in business.
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3.1.4 BigData

In addition to the digital data sources mentioned above, some of the most emerging
sources of Big Data are location data from mobile devices and machine data from loT
applications. (Brown et al., 2011; Jiménez-Zarco, 2019). What is characteristic of Big Data
is the massive volume of data and the rapid pace and variety of data being gathered.
Hence, Big Data is commonly characterized by volume, velocity, and variety. Volume can
be seen as the primary characteristics of Big Data. Enormous amounts of data is created
every day through online transactions, emails, videos, images, etc., and the amount of
data is said to double in size every two years. The Internet of Things (loT) is one of the
main reasons for the substantial increase in the volume of data, as different devices rang-
ing from cars to toys and appliances are computerized. Velocity refers to the rapid pro-
duction of data. Through Big Data, organizations can get insights on customer behavior
rapidly and can react to any changes instantaneously. In order to maximize the value
from Big Data, velocity is also required for all the processes. The sources of Big Data are
varied and that makes it so big in volume. Big Data varies from structured data (e.g. files
and databases) to semi-structured or unstructured data (e.g. social media data). Big Data
consists more of unstructured behavioral data than traditional data. (Erevelles et al.,

2016; Sagiroglu & Sinanc, 2013.)

In addition to volume, velocity, and variety, Big Data can be characterized with veracity
and value. Veracity underlines the importance of the quality of data. As the data created
ever increases, the quality of data is becoming more and more critical, as not all data is
accurate. Data needs to be objective, truthful, and credible, and information security
needs to be ensured. Mutually important is the issue of value. With the volume of data,
an important question is how to ensure the usefulness of data, and for organizations
data must bring financial benefits. Therefore, eliminating unimportant and irrelevant

data is needed. (Erevelles et al., 2016; Stieglitz et al., 2018.)
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3.2 Uses of Data

The importance of data depends on its ability to influence marketing decisions. Through
traditional and digital data along with Big Data, organizations can get a vast amount of
information e.g. on market trends and transitions as well as customer segments. This
information helps organizations make strategic decisions. (Kumar et al., 2013.) Data
needs to be turned into information that can be used for actionable business tactics.
Therefore, data mining using statistical methods is needed for processing and analyzing
the large quantities of data. To gain the most effective insights, organizations need to
combine both traditional market research and data mining. Market research provides
insights on a macro level, but data mining helps to identify hidden information that can-

not be obtained through traditional methods. (Chiu & Tavella, 2008, pp. 6, 139.)

One important aspect of data use is that in order to succeed, organizations need to cre-
ate full portraits of their customers instead of just a series of snapshots. This means that
organizations need to gather and combine all the data from their customers together,
from basic customer data to transactions and browsing history. (Van Bommel et al., 2014.)
Also, a big challenge is how to combine the acquired data with marketing strategy. Or-
ganizations can improve branding by using customer data about their buying behavior,
and then increasing engagement with more personalized marketing. In addition, organ-
izations can use Big Data analytics for evaluating which marketing tactics work and which

not and adjust the strategy accordingly. (Jiménez-Zarco, 2019.)

Digital data and Big Data have a strong influence on segmentation and targeting, and
they have enabled the personalization of marketing communications. These areas of

marketing are therefore explored further in the following subsections.

3.2.1 Segmentation and Profiling

The traditional way to start with marketing is segmentation, i.e. categorizing consumers

into groups based on different kinds of factors like demographics, psychographics, and
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behavioral profiles (Kotler et al., 2017, pp. 47). Profiling, on the other hand, means cre-
ating unique descriptions of the discovered segments. Understanding the audiences is
important for effective advertising and communication. Segmentation can be considered
as one of the most important analytics, because it enables the organization to identify
groups of people who share similar interests and to match the right products, messages,
and incentives to the right audiences. Segmentation needs to be objective-driven to be
effective, and the objectives can be e.g. to understand audience behavior, needs, or val-
ues. Moreover, data can be used to profile individual customers in a way that finds the
most suitable products and services targeted to the customer. (Chiu & Tavella, 2008, pp.
140, 195; Fan et al., 2015.) McDonald (2011, pp. 30) notes that in addition to specifying
target customers, correct market information enables organizations to effectively meas-
ure market share and growth, recognize relevant competition, and formulate a market
strategy. However, Fan et al (2015) state that segmentation is becoming increasingly

challenging because of Big Data and the volume and variety of data.

3.2.2 Targeting and Personalization

Data has been used for a long time for segmentation and targeting purposes. However,
Big Data has increased the effectiveness of data use by enabling real-time personaliza-
tion. Big Data is especially useful in retailing, as the industry has access to a large variety
of data from online purchases, social media conversations, and location data from mo-
bile devices. Individual consumer’s behavior can be tracked and modeled in real-time to
recognize when a customer is about the make a purchase decision. The customer can
then be nudged into completing a purchase with bundling products and offering reward

program savings. (Brown et al., 2011.)

The difference between targeting and personalization is that targeting aims to reach spe-
cific groups of consumers, whereas personalization aims to reach individual consumers.
Targeting is based on consumer segments and profiling, and personalization utilizes per-
sonal data like name, address, and email address. Moreover, personalization is mostly

used in an organization’s own media like newsletters, whereas targeting is usually used
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in paid media like website banners and social media advertisements. (Strycharz & Smit,
2019.) The benefits of personalization for marketers include improved customer satis-
faction and customer loyalty, making it more difficult for competitors to lure the custom-

ers away. (Chellappa & Sin, 2005).

The techniques that use personalization include online behavioral targeting, email mar-
keting, social media advertising, applications and notifications, on-site personalization,
customization, and price differentiation. Online behavioral targeting means that an indi-
vidual’s online behavior is stored in cookies, i.e. text files stored on PCs and mobile de-
vices. In addition, users’ data from social media sites can be used for advertising. Behav-
ioral data can be used to find out which topics are interesting to an individual and adver-
tising can then be adjusted accordingly. Online behavioral targeting is employed using
automatic algorithms, and with these algorithms, personal and contextual data rises to
be central in personalization. In email marketing, personalization is a standard process.
It is employed by including information about the recipient, such as adding the person’s
name in the greeting or sending special offers on the customer’s birthday. In addition,
emails can be personalized in terms of content, based on demographic or behavioral
data. The aim of this kind of personalization is to make communication more meaningful.
Personalization of emails is an effective method as it increases the open rates of emails.

(Strycharz & Smit, 2019.)

Social media advertising is mostly based on general targeting, as personalization activi-
ties in social media generates more negative reactance from consumers. Personalization
of content in mobile applications is not widely used because of users’ privacy concerns.
Still, in-app personalization is more accepted by consumers than personalization of no-
tifications. On-site personalization means that a website’s look, feel, and content can be
adjusted according to the individual’s personal preferences. This type of personalization
is often too costly, and therefore personalization is mainly used only in landing pages
from emails. Customization is also sometimes used, meaning that individuals can for ex-

ample adapt a website to their own personal needs by using filters. Personalization is
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then self-driven by the customers instead of being automated by the organization. Finally,
the price of an online product or service can be personalized based on information about

an individual consumer. (Strycharz & Smit, 2019.)

Cloud computing has enabled effective personalized filtering, which means that infor-
mation can be filtered by different criteria for individual users. The system can then pre-
dict what kind of information is relevant to the user and will be filtered out. Google, for
example, uses previous search words, location, and social media data to customize
search results. Facebook uses personalized filtering based on how users interact with
each other. Other services like Amazon and Netflix are also based on heavy personalized
filtering, and in the future, personalized filtering it is bound to increase even more. (Boz-
dag & Timmermans, 2001.) In addition, location data can be seen as an important source
of personalized marketing information. Mobile technology enables organizations to uti-
lize location-based services to personalize communication to specific locations at specific
times. In advertising, location can be used to deliver advertisements or product recom-

mendations based on the user’s current or predicted location. (Fan et al., 2015.)

3.3 Challenges with the Use of Data

Though marketers gladly embrace consumer data, and intelligent data use can be seen
as a way to increase competitive edge, the use of data also poses many challenges for
organizations. Still, the risks and potential harms of using consumer data often remains
unrecognized. The essentialness of technology in modern life and the convenience of
tailored marketing messages may leave consumers unaware of the consequences of
their information sharing. (Walker & Moran, 2019.) The knowledge about different data
collection methods and personalization techniques are scarce, making the consumers

more vulnerable and unable to control the use of their data. (Strycharz & Smit, 2019.)

For organizations, using Big Data may result in information chaos. With massive amounts

of data from various sources, organizations may struggle with identifying important data
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from unimportant one and finding the right metrics. Also, organizations need to be very
careful with data storage and security so that consumer data is not compromised.

(Grandhi et al., 2017.) Often, data protection choices are made based on the tradeoff
between profitability and privacy, whether consciously or unconsciously. This is espe-
cially the case when organizations share their data with outside parties. This is often
done to create additional revenue, but the threats to privacy decrease brand value and

trust, and can also result in legal penalties. (Schneider et al., 2017.)

If we think about segmentation, its pitfall is that it can sometimes lead to stereotyping
by ignoring the subtleties of human character. Therefore advertising can paint a too sim-
plistic image of a certain group of people. In addition, technology has enabled increas-
ingly sophisticated marketing methods, and consumers may not be able to recognize
advertising, which in turn decreases transparency. (Bivins, 2009, pp. 197-198.) There are
even more serious threats posed by consumer surveillance and data-driven advertising,
such as increasing market discrimination and marketers’ ability for social control (Nadler
& MacGuigan, 2018). The use of Big Data also raises the question of the effectiveness of
algorithms. Predictions made by algorithms may be incorrect. Hence consumers may be
exposed to unwanted, unappreciated, or offensive content. In addition, marketers may
put too much emphasis on technologies instead of the customer relationships, therefore

increasing the risks of communication. (Walker & Moran, 2019.)

3.3.1 Challenges with Personalization

Some researchers speak of the personalization-privacy paradox, which means that per-
sonalization can either enhance or diminish consumer engagement. If personalized com-
munication raises concern for privacy, then engagement with the company decreases.
(Aguirre et al., 2016.) Personalization does impose unique challenges in regard to other
marketing techniques. While consumers are willingly accepting the benefits of targeting,
personalization of marketing is not accepted so enthusiastically. The most critical issue
with personalization for consumers is the loss of privacy as well as the possible misuse

of data. Privacy concerns often lead to consumers feeling skeptical about advertising,
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hence avoiding it. Though some marketers believe that younger audiences do not value
privacy as high as older consumers, research has shown that privacy is a critical issue for
all age groups. Individuals lack control over their personal information, because they may
not be aware of data use, or they do not understand fully how their information is being
used. Many organizations do not have clear privacy policies. Another risk is that organi-
zations have much personal information about individual consumers, and therefore peo-
ple’s weaknesses can be exploited, or the organization can employ social sorting, i.e.
refusing to advertise to riskier targets. (Strycharz & Smit, 2019.) One critical pitfall of
personalization is that the algorithms for filtering content are not transparent, and the
filtering of information occurs silently before reaching the consumer. In order to increase
transparency, users should be notified when and on what basis filtering occurs. (Bozdag

& Timmermans, 2001.)

Advances in technology and the changes in marketing practices can have serious impacts
for consumers, marketers, and the society. These challenges go beyond privacy issues,
and more problems can arise with the ongoing evolvement of technology, such as the
Internet of Things, artificial intelligence, and virtual or augmented reality. (Walker & Mo-
ran, 2019.) Some of the challenges related to data use can be controlled through regula-
tion. The following subchapter explains how the European regulation aims to ensure
data privacy. However, as described in the next chapter, merely following regulations is
not enough, and the law cannot keep up with the rapid development of technology.

Therefore, organizations also need to establish ethical procedures for data use.

3.4 Data Regulation

Regulatory policies regarding data privacy are rules defined by governments. The EU has
taken a strict view on data privacy protection, and it has defined that personal and sen-
sitive information includes e.g. health status, religion, and sexual identity (Ess, 2014, pp.
65). The current General Data Protection Regulation, GDPR, which came into force in
May 2018, aims to protect the citizens from privacy and data breaches. It applies to all

companies processing and holding the personal data of the EU residents, no matter
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where the company is located. Organizations that do not comply with the GDPR may be
heavily fined. If an organization processes data for another organization, the regulations
of GDPR apply for it too. (GDPR.eu, 2018.) According to the GDPR, individuals have the
right to know when their information is being collected and to review that information.
Furthermore, individuals need to give consent to the collection and use of their personal
information. (Ess, 2014, pp. 65.) In addition, opposed to the earlier privacy laws in the
EU, the GDPR requires organizations to address data privacy at a high level early on in

the design process, instead of being an add-on (Garcia-Rivadulla, 2016).

The GDPR has received some criticism as well. Its implementation varies among different
countries, as some countries have taken a stricter line than others, and the strategies on
penalties vary from country to country. One of the biggest challenges is how to handle
technology coming outside of the EU. Big data and Al are seen as the most significant
threats, especially when China is increasing its role in both of the two technologies.
(Computer Weekly, 2019, pp. 7-10.) In addition, according to a recent survey by Sitra, as
the operating environments of digital services are complex and multilayered, it is often
impossible for individuals to find out all the third parties that have access to their data,

therefore making it hard to control the uses of personal data (Nupponen, 2019).
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4 Ethics in the Digital Age

So far, we have examined how the changes in society and customer behavior have
changed marketing and how data is used in marketing. This chapter examines what kind

of ethical implications these changes bring for organizations.

On a general level, ethics is concerned with what is right or wrong, and it provides a
standard for human behavior and morals. One of the most important aspects of ethics
is trust, as ethical behavior builds trust among people. If we think about the balance
between ethics and law, both of them are concerned with creating criteria for acceptable
behavior, but ethics is a much broader concept than the law. The law is concerned with
the minimum regulation for ensuring public order, whereas ethical behavior may not be
covered by the law at all. Ethical behavior bases on voluntary action of shared values.
For example, taking care of the elderly or not telling a lie are examples of socially ac-
ceptable conduct, which is not covered by the law. (Paliwal, 2006, pp. 6-7, 26; Painter-
Morland, 2004, pp. 3.) Following regulations does not mean that we are behaving ethi-
cally, and that is why in addition to regulation, we need to set up ethical rules for busi-

ness as well.

Ethics can be viewed from two different perspectives: consequentialism and deontology.
They differ in the way morality with its objectives and principles is defined. Consequen-
tialism emphasizes the consequences of actions, whereas deontology is concerned with
duty and the decision-making process. In consequentialist theories, the probable out-
come or consequences determine the morality of an action or a decision. One of those
theories is utilitarianism, which is the most popular of ethical theories. Utilitarianism is
based on the notion that moral choices should always create the most happiness for the
largest group of people. At the heart of utilitarianism is the belief that most people desire
ultimate good, e.g. happiness or pleasure. More recently, satisfaction has grown popular
as the ultimate goal for utilitarians. Deontological theories, on the other hand, are based

on actions and decisions governed by rules or principles. The most persuasive of these
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theories is Kantianism, created by the philosopher Immanuel Kant. Instead of conse-
quences, the morality of a decision is based on the rightness of rules. Universal rights,
such as the freedom of speech, freedom of consent, and the right to privacy, are in ac-

cordance with Kantian rules. (Singh & Mishra, 2018.)

Both of these approaches have strengths and weaknesses. Utilitarianism is an objective
and a very practical theory, being easy to apply and able to suit human behavior and
decision-making. All people are treated equally and instead of individuals, the emphasis
is on the wellbeing of a large number of people. Utilitarianism is thus concerned with
maximizing social welfare. On the other hand, the challenge of this approach is that the
concept of happiness is vague and broad, and there is no objective way to measure
whether an action is right or wrong. Then again, Kantianism as a theory is logical and
well-structured, emphasizing reason and freedom. However, on a practical level, it is too
strict and does not take circumstances into account. Solving complex dilemmas may be-
come complicated if the individual does not know which rules to follow. In addition,
some rules may be contradictory, making ethical decision-making challenging. (Singh &

Mishra, 2018.)

4.1 Ethics in Business

Business ethics means that general ethical rules are applied to business behavior. These
rules of business can be used in order to judge the appropriateness of business activities.
Ethics in business is needed because organizations are part of society and they need to
operate as responsible corporate citizens in the society. (Paliwal, 2006, pp. 7-8.) As reg-
ulations cannot cover all situations and are hard to enforce, organizations need social
codes and rules for professional ethics to govern their activities. Acting for the long-term
interests of customers and the environment is essential for socially responsible organi-
zations. Sustainability does not mean merely caring about the environment, but it also

involves social aspects, i.e. building a long-term sustainable society. (Kotler et al., 2016,
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pp. 30, 90.) Many organizations have, therefore, employed corporate social responsibil-
ity strategies as the driving force of business, combining commercial responsibility with

social responsibility (Solomon, 2016, pp. 58).

Merely developing ethical codes of conduct is not sufficient; they also need to be fol-
lowed (Kotler et al., 2016, pp. 90). Painter-Morland (2004) states that although currently
organizations are wakening up for the importance of ethics, it has proven difficult to in-
corporate ethics into business practices. Sometimes ethics are viewed with a “check-box”
mentality and treated only as insurances against corporate liability. With this mentality,
ethics is seen as a compulsory set of principles that need to be applied to business activ-
ities, becoming the last thing to be considered after decisions are made. When ethics
are integrated into business operations, it guides the actions from early on and is an
important part of the organizational culture. Instead of merely identifying and applying
relevant rules, ethics in business should embrace practical wisdom, which is intuitive and
continuous and enables organizations to make decisions in situations which are not cov-

ered by regulation. (Painter-Morland, 2004, pp. 1-3.)

Ethical dilemmas in business are usually complex with multiple choices and alternatives.
The outcomes of ethical decisions may be uncertain, or they can be favorable one way
but unfavorable the other way. For example, an organization may need to choose be-
tween short-term or long-term outcomes. Often, organizations have to balance between
economic and social performance. Ethical dilemmas can also have significant conse-
guences on different stakeholders, therefore making decision-making risky. (Paliwal,

2006, pp. 85-86.)

There are multiple ways to handle ethical dilemmas. Earlier, we examined the concepts
of consequentialism and deontology. According to Singh & Mishra (2018), these tradi-
tional theories do not suit well in the business domain. Brinkmann (2002) proposes that

business and marketing ethics should be viewed as a form of professional ethics. The
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four approaches to business ethics and decision-making are, therefore, the moral con-
flict approach, the professional code approach, the professional role morality approach,

and the moral climate approach. These will be discussed further below.

The moral conflict approach is especially suitable for business, as it is full of conflict. As
ethics can be quite an abstract issue, the moral conflict approach makes ethics easier to
understand. In this approach, ethics is not considered until faced with an urgent conflict
or dilemma. This approach, therefore, focuses on acute ethical conflicts. The professional
code approach handles ethical dilemmas through rules or codes. The challenge with this
approach is that codes can be imprecise and difficult to enforce. The professional role
morality approach bases on rights and obligations attached to the role itself. Profession-
als are more responsible for their actions, but as morality is dependent on the role, it
may reduce moral responsibility. A moral climate approach is the most holistic of these
approaches, and bases on the idea that ethics is part of the overall climate or culture,
and its participants both shape and are shaped by it. Because the cultural and social
context is included in the decision-making process, issues and conflicts can be examined
on a broader level. All of the aforementioned approaches have strengths and weak-
nesses, and these approaches are not mutually exclusive but rather complimentary and

can be combined. (Brinkmann, 2002; Bivins, 2009, pp. 194-196.)

4.2 Marketing Ethics

Marketing has raised some of the broadest and disputed ethical issues in business. The
marketing field has been accused e.g. of dishonesty, manipulation, and invasion of pri-
vacy. (Jamnik, 2011.) Earlier, ethical problems in marketing focused on product safety,
price fixing, deceptive advertising, and unethical information collection. Today, due to
environmental change, the marketing field is challenged by issues regarding fairness,
honesty, and product and human resources management, which are important factors
influencing the perception of product quality. (Lee & Jin, 2019.) Nantel & Weeks (1996)
point out, that if the ultimate goal of marketing is really to satisfy customer needs, then

marketing needs to focus on issues beyond short-term gains, therefore underlining the
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need for ethical considerations. Kotler et al. (2016, 90) also state that ethics and social

responsibility are involved in almost every aspect of marketing.

If we think that the final objective of marketing is mainly to satisfy customers’ needs,
then we are looking at marketing from a utilitarian aspect. Therefore, marketing ethics
can be seen as utilitarian ethics. If then the core of marketing is utilitarian, marketing
itself could be seen as a highly ethical field. But the concept of happiness or satisfac-
tion as the ultimate goal is complexing. For example, if we think about sugary products,
they can respond to the immediate needs of consumers, but on the other hand, they
can cause medical or dental issues. Therefore the ethical challenge in marketing is what
needs are to be satisfied and of what people. Customer satisfaction often aims at ful-
filling short-term needs, and hence answering those needs can actually cause problems

for the consumers and the society in general in the long-term. (Nantel & Weeks, 1996).

Nantel & Weeks (1996) propose that marketing could benefit from a more deontological
approach, which often bases on a code of ethics. Successful organizations understand
that consumers have other needs that outweigh the fulfillment of immediate needs. The
manufacturing of a product or the marketing process impact the consumers’ willingness
to buy. For example, environmental factors or manufacturing conditions can affect buy-
ing intent even if the end product or service is of good quality and is able to satisfy cus-
tomer needs. Consumers are willing to engage in boycotts and protests in order to influ-
ence business conditions. As the needs of the customers have evolved in this manner, it
brings justification to move towards a deontological approach. Therefore, organizations
should have a set of explicit rules to define the ethicality of actions. Of course, the exist-
ence of rules does not necessarily mean that the actions of an organization are ethical.

(Nantel & Weeks, 1996.)

Murphy et al. (2007) continue Nantel & Weeks (1996) ideology, stating that sometimes
good intentions and sense of honor are not sufficient in building long-lasting relation-

ships. Instead, they propose that marketing should embrace virtue ethics. In order to
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sustain long-lasting relationships with their customers, organizations need to employ vir-
tues, i.e. good habits, in their operation. Instead of focusing on ethical dilemmas, virtue
ethics focuses on the individual and the organization. There are a number of virtues as-
sociated with relationship marketing, e.g. honesty, fairness, reliability, integrity, commit-
ment, and trust. Of these virtues, especially trust is seen as an essential element of suc-
cessful relationship building. Building trust requires honest and reliable product or ser-
vice claims, as well as integrity and consistency. In addition, the wellbeing of consumers
needs to be a priority. If the consumers are viewed merely as targets or objects of mar-
keting, the organization cannot be customer-oriented, nor is it able to build long-lasting
relationships. In addition to trust, ethical relationship marketing requires commitment
and diligence. Trust leads to commitment, which means that promises are made and
kept. Keeping promises is therefore an act of commitment. Diligence is also crucial in
long-lasting relationship building, i.e. organizations must be persistent in maintaining
ethical decision-making. In addition to the above-mentioned virtues, organizations also
need integrity, fairness, respect, and empathy in their relationship management. (Mur-

phy et al., 2007.)

It has to be noted that these virtues can be difficult to operationalize in practice. Virtues
can be seen as the ideals which marketers should aspire, but real-life situations are often
complex and multifaceted. (Laczniak & Murphy, 2019.) It is the complexity of ethical is-
sues that brings fundamental challenges to organizations’ ethical decision-making.
Hence it can be challenging to apply pre-determined rules into real-life situations.
(Reinecke & Ansari, 2015.) Ethical dilemmas often arise when a marketer’s view differs
from the views of the customers or the general public (Cui & Choudhury, 2003). The
following subsections examine some of the concrete ethical dilemmas from the point-
of-view of the traditional marketing mix, i.e. product, price, promotion, and place. Tech-
nological advances have brought new ethical dilemmas to these aspects, especially to

pricing and promotion.
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4.2.1 Product

Some of the product-related ethical issues are concerned with product quality, safety,
eco-friendliness, packaging, and branding (Lee & Jin, 2003). For example, organizations
may mislead consumers into thinking the quantity of the product is larger by packaging
products into larger packages. In addition, the packaging may include wrongful or mis-
leading information. Packaging has a strong effect on purchase intent and consumers are
well aware of the organizations’ capability to mislead consumers with packaging. (Parilti

et al., 2015.)

Another important issue are harmful products. If an organization has knowledge that its
product is some way harmful but fails to take any corrective actions, it can be seen that
it intentionally harms consumers. However, the evaluation of a product’s harmfulness is
not always easy, and the interaction between consumer characteristics and marketing
practices affect the ethical evaluation of some products. For example, some products

may become harmful if they are abused or misused. (Cui & Choudhury, 2003.)

4.2.2 Price

The price of a product or service is one of the most important attributes to consumers.
Traditionally, ethical challenges have arisen when using false reference prices when or-
ganizing a sale, thus misleading the customer. (Nantel & Weeks, 1996.) Other ethical
challenges with price are e.g. misleading or deceitful price advertisements, price fixing,

and price discrimination (Sihem, 2013).

Technological advances have brought new ethical implications concerning price in the
form of price variation, which means that organizations may use information about cus-
tomers to differentiate prices. Though regulations forbid unlawful discrimination, it
might be unclear for organizations when price differentiation becomes unethical or even

unlawful. It is especially attractive for online stores to attract customers and increase
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profits, and flexible and dynamic prices are often used in the airline and hospitality in-
dustries. However, some consumers see this kind of tactics as unethical. One important
dilemma for marketers is what kind of data can be used for price differentiation without
it becoming unlawful. (Strycharz & Smit, 2019; Murphy, 2017.) It also has to be noted
that fair pricing enhances the trust of customers and strengthens customer relationships

(Lee & Jin, 2019).

4.2.3 Promotion

Ethics related to promotion have a direct impact on brand loyalty, and they have the
most crucial role in building strong customer relationships (Lee & Jin, 2019). Much of the
ethical issues in marketing are focused on advertising, being the most visual element of
marketing. Many ethical issues in advertising are linked to content and techniques, but
advertising brings forward broader societal issues, like consumption being associated
with happiness. Advertising can also promote values that are not appropriate for a
healthy society, e.g. by focusing on material gain and promoting over-consumption. In
addition, advertising is often seen as attempting to bypass rational thinking. (Bivins,

2009, pp. 186, 196-197.)

The new digitalized business environment has increased the ethical challenges of adver-
tising with the introduction of online behavioral targeting (OBT), which means that con-
sumers’ online activities are tracked and used to create profiles of individuals (Murphy,
2017). Marketers are able to use these extensive consumer profiles to create targeted
messages by analyzing data from website visits, used search terms, and purchase behav-
ior, and combining this information with demographic and geographic data. Though OBT
is a very effective advertising method compared with traditional marketing, and it ena-
bles consumers to receive messages relevant to their needs, the method poses threats
to privacy and raises the issue of control. (Nill & Aalberts, 2014.) Another challenge of

online advertising is the use of native advertising, i.e. portraying advertising as editorial
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content, in the forms of advertorials and branded content. The ethical dilemma concern-
ing native advertising is that consumers may not be able to differentiate between adver-

tising and editorial content. (Murphy, 2017.)

Targeting brings forward also the ethical dilemma of marketing to vulnerable consumers.
For example, children and the elderly are groups that can be seen as vulnerable consum-
ers. Targeted marketing can be successful and welcomed in some instances, e.g. when
marketing special promotions to children and their parents. On other instances targeting
can be viewed as unethical, like when giving sweepstakes to the elderly or marketing

high-interest loans to consumers with poor credit history. (Cui & Choudhury, 2003.)

4.2.4 Place/Channel

Place related ethics mean the honesty in distribution channels and customized distribu-
tion. Place-related ethics have a direct impact on brand loyalty, i.e. if place-related ethics
are high, brand loyalty increases. In addition, place-related ethics can improve both the
relationship of the consumers to the brand as well as perceived product quality. (Lee &

Jin, 2019.)

One issue related to place that has received increased attention is the supply chain form
manufacturers and retailers. Ethical issues related to the supply chain include employee
safety, wages, and working conditions. The most powerful players in the chain should
bear the strongest responsibility, and many global brands have received criticism for not

ensuring proper supply chain policies of their contractors. (Murphy, 2017.)

4.3 Data Ethics

As data is at the core of data-driven marketing, we need to look more into the concept
of ethics from the viewpoint of data. The ethical problems related to data arise from

collecting and analyzing large datasets. Some of the key issues in data ethics are that
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different datasets can be linked, merged, or re-used to identify individuals. The identifi-
cation of individuals may lead to discrimination or even violence towards certain groups
of people. Other critical issues are trust and transparency. (Floridi & Taddeo, 2016.) Rich-
ards & King (2014) propose that that Big Data should not be considered merely as a
technical issue, but a societal one, as the decisions based upon data can have huge so-
cietal impacts. Therefore, it is important that when organizations engage in data pro-
jects that have an impact on human life, their focus is on social acceptability or prefera-

bility (Floridi & Taddeo, 2016).

Richards & King (2014) propose four principles that should be followed in order to ad-
vance the ethics of big data: recognizing privacy as information rules, recognizing that
shared private information can remain confidential, recognizing that big data requires
transparency, and lastly, recognizing that big data can compromise identity. In addition,
in their earlier work they proposed that Big Data brings forward the issue of power (Rich-

ards & King (2013). All these five issues will be discussed in more detail in this chapter

4.3.1 Privacy

The perception of privacy is not fixed but rather fluctuates between individuals, con-
text, and culture. The individual’s perception of privacy depends on many aspects.
First, the political philosophy of the society, e.g. democracy versus authoritarian soci-
ety, affects how privacy is defined. In addition, the person’s power and social status af-
fect the perception of privacy. Finally, on an individual level, the changing needs and
desires of an individual affect the need for privacy on a daily level. The perception of

privacy is then constantly shifting depending on the situation. (Westin, 2003.)

Privacy can be seen as one of the most vital and important issues in the modern soci-
ety based on technology (Chellappa & Sin, 2005, Richards & King, 2014). While collec-
tion of data is vital for the success of organizations, they also need to recognize their
responsibility in ensuring individual privacy (Kumar et al., 2013). Though some claim

that privacy is a lost cause, Richards & King (2014) say that privacy is very much alive,
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but the concept of privacy is changing along with the changes in society. Undoubtedly,
the amount of information gathered about each individual is massive, and in that
sense, privacy is diminishing. In addition, the social acceptance of shared information is
increasing. Instead of thinking privacy as keeping secrets, the focus on privacy today
should be in the ways we can manage the information flows. The definition of privacy
is an important matter, and we need both legal and social rules for the use of infor-
mation. The use of Big Data actually increases the importance of privacy. (Richards &

King, 2014.)

Another issue with privacy is the ability of individuals to control the trade and uses of
their information. Individuals should able to manage their personal data so that they
can weigh the benefits and costs of information use. In practice, as also required by
the GDPR, data processors need to keep consumers informed of what they are doing
with personal data, and consumers also have to have the ability to opt-out of uses of
their data. The problem with this kind of privacy management is that people often do
not have an actual choice of opting out of information use if they wish to use the ser-
vices offered. In addition, not many individuals have the time or the skill to go through
the complex terms and conditions nor to revisit them after consent has been given.

(Richards & King, 2014.)

If we think about marketing, privacy issues arise with personalization as it always indi-
cates some loss of privacy. Though consumers value privacy high, they are willing to
share their personal information if there are some benefits from it. The benefits can be
monetary, but also intangible ones, like convenience. If the value for personalized ser-
vices is high, then consumers are more willing to accept the loss of privacy. (Chellappa
& Sin, 2005.) It also has to be noted that trust has an enormous impact on consumer’s
willingness to share personal information, as well as increasing purchase intent and ad-
vertising acceptance. In addition, consumers are more willing to accept personalized
and targeted advertisements when they have greater control over their privacy set-

tings. (Martin & Murphy, 2017.) However, Jackson (2018) points out that as the data
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collection methods are becoming more sophisticated, consumers are not always aware

of the collection and use of their data, hence decreasing their control over data.

Martin & Murphy (2017) list practices that enhance the trust of consumers. First, or-
ganizations need to prioritize data privacy in an authentic way. Second, organizations
need to have a dialogue with their customers about information privacy issues, and the
communication needs to remain open and transparent. Third, data privacy practices
need to be aligned across all functions of the organization. Fourth, organizations need
to focus on what they are doing right and highlight their own strengths instead of fo-
cusing on competitors’ insufficient practices. Fifth, organizations need to commit to
data privacy as a long-term objective. Seeing privacy as a strategy builds consumer
trust, but organizations need to bear in mind that building trust takes time. On the
other hand, trust can easily be lost if the organization does not take care of the above

privacy practices. (Martin & Murphy, 2017.)

4.3.2 Confidentiality

Privacy should not be seen as an on-or-off matter, meaning that information is not
merely public or private. Instead, almost all of information lies in between completely
private or completely public. Much of the private data individuals share, is shared with
the trust that it remains confidential. Therefore, confidentiality is based on trust. (Rich-
ards & King, 2014; Cavoukian, 1999, pp.121.) In practice, confidentiality means that per-
sonal information is accessed only by those who have the permission to access it and
that there are sufficient safeguards to protect the information from unauthorized access.

This requires adequate data security measures. (Cavoukian, 1999, pp. 121.)

One important notion is the distinction between primary and secondary uses of data.
Personal information collected for one purpose should not be used for other purposes
without the individual’s consent. (Cavoukian, 1999, pp. 122.) However, Big Data has in-
creased the secondary uses of data and personal information may be shared extensively

and in unexpected ways. It is largely the secondary uses of data that make Big Data so
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powerful, as they can be used to make new predictions and conclusions. (Richards &
King, 2014.) It is often challenging to isolate the primary reason for data collection so
that data use could be restricted. Also, if an organization collects different types of data
for different purposes, the data should be segregated so that access to different parts
of data could be restricted from those who do not need to access it. Moreover, identifi-
cation of individuals has become the new norm, and identification is used and recorded
in databases in situations like ordering goods online, subscribing a magazine, or joining
a club. This protocol is not even questioned, but as anonymity can be considered as a
key element of privacy, the options for conducting transactions anonymously should be

increased. (Cavoukian, 1999, pp. 122-123.)

4.3.3 Transparency

Big Data is composed of small data information, which is created by information of peo-
ple and their locations from sensors, cell phones, and web behavior. These small datasets
are integrated to create a bigger picture of the individual consumer. The Transparency
Paradox related to Big Data is that data is used to make the world more transparent, but
on the other hand, data is collected silently and invisibly. Some level of secrecy is rea-
sonable, as profitability can depend on trade secrets. Still, individuals should have the
right to know the basis of decision making if organizations use personal information to
make decisions. Therefore, transparency includes balancing between openness and se-

crecy. (Richards & King, 2013, 2014.)

Big Data increases the need for transparency. Just like confidentiality, the benefit of
transparency is that it enhances trust. (Richards & King, 2014.) Transparency has a strong
impact on consumer’s willingness to compromise privacy, and transparency is needed
not only for data as a product but for data collection processes as well. However, limita-
tions to data access are often reasoned with privacy issues, but there are also economic
benefits of restricting data access. As data is used for gaining insights about customers
and their behavior, organizations gain competitive advantage from it, and data becomes

a valuable commercial asset. Therefore consumers often just need to trust that their
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data is being used responsibly. (Richterich, 2018, pp. 37.) Also, Floridi & Taddeo (2016)
note that it can often remain unclear how transparency can be employed in practice:

what data to include and to whom to give access to this information.

4.3.4 Identity

Big Data transforms the way information is processed in society, and in the future it may
affect how people see the world (Cukier & Mayer-Schoenberger, 2013). Identity bases
on the notion that people have the right to choose who they are. Big Data can be seen
as a threat to identity as it enables organizations to gather people’s phone records and
social media posts as well as search or buying history. Through this extensive knowledge
individuals may be pushed with tailored messages into directions the organizations want
to take them. The ethical dilemmas with Big Data are therefore concerned with its ability
to persuade, influence, and even restrict identity. If filters and personalization overcome
intellectual choices, people’s identities may fade and taken even further, this may even
influence the aspect of democracy. (Richards & King, 2013, 2014.) The danger with per-
sonalization is that individuals are grouped into pre-determined categories, thus gather-

ing like-minded individuals into echo chambers (Tene & Polonetsky, 2012).

One challenge with data and identity is that all the data gathered of individuals creates
a virtual identity, which may differ from the real-world identity of an individual. Still,
virtual identities may influence real-world situations, like job offerings, credit ratings,
or risk profiles. Though predictive analysis is good for law enforcement and national se-
curity, it can be seen as especially problematic when dealing with sensitive information
like health, race, or sexuality. Virtual identities may also affect a person’s self-percep-
tion, especially with younger age groups. Moreover, if a person would want to change
his virtual identity, it would be very difficult, because there are no tools for managing
all the data. Even if a person would be able to delete his data from a certain service
provider, there is no guarantee that the information already sold to third parties gets

deleted as well. (European Economic and Social Committee, 2017.)



45

4.3.5 Power

Big Data also creates issues with power. As the Big Data sensors and pools are in the
hands of institutions and not individuals, there is a risk that organizations become more
and more powerful. The power balance between those who create data and those who
utilize it is unequal, and in order to manage with this inequality, stronger protections are
needed to ensure privacy, transparency, and identity. (Richards & King, 2013.) The ques-
tion of transparency also lies in the heart of the power issue. Commercial Big Data re-
mains mostly inaccessible. Data sharing in the private sector is obviously limited due to
privacy concerns as well as reasons related to competitiveness. Still, this creates a power
asymmetry, where individuals do not have access to data to see exactly what kind of
information is gathered about them and how it is used. In practice, the power related to
dataisin the hand of data monopolies, which constitute of a few internet and technology
companies. (Richterich, 2018, pp. 40-41.) Also, individuals often use their digital identi-
ties e.g. from Facebook or Google to access other, third-party services. While this allows
for quick and easy identification, at the same time it diminishes the individual’s aware-
ness of how his personal data is used and by whom. The service providers get a very
detailed and personal information of individuals, but individuals’ power and freedom

reduces. (European Economic and Social Committee, 2017.)

Big Data can be used for good societal purposes like fighting against terrorism and
cyber threats, but this produces the dilemma of institutional surveillance. In many
ways, this kind of control is necessary. But as government surveillance aims to protect
us, it also means that a very detailed and extensive data of individuals is gathered. This
kind of automated surveillance can be a threat to identity because it can moderate or
even determine people’s identities. It is therefore crucial, that individuals gain more
privacy and organizations less, in order to balance the power asymmetry. It is essential
for the future of Big Data societies that data collection and utilization are made more
transparent, and organizations collecting and utilizing data are made more accounta-

ble. (Richards & King, 2013, 2014.)
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An essential issue related to power is data ownership, which is also an area of much
debate. Al-Khouri (2012) proclaims that data in itself has no value, but the information
that can be drawn from it. If data has no value, then the ownership of data should not
be an issue. Also, when data is generated, it is also stored somewhere. Data ownership
therefore refers to the storage process, and the data is hence owned by the storage
owner. (Al-Khouri, 2012.) In other words, according to this view, individuals lose the
ownership of their data once they allow organizations to access it. Janecek (2018) also
admits that the line between personal and non-personal data is vague, and at some
point and in different contexts, non-personal data can become personal. Also, the terms
are vague even in the GDPR, which at some point speaks about personal data and at
another point, personal information, which are different concepts. The important ques-
tion that remains open is whether information can be protected by the law. (Janecek,
2018.) Next, | will examine the consumer’s view about data use and data ethics through

empirical research.
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5 Research Methodology

The objective of this empirical research is to gain insights on how consumers view the
use of personal data and whether it affects their buying behavior. In addition, this re-
search aims at understanding what kind of thoughts consumers have on data ethics. This
chapter provides details of the chosen research strategy and data collection methods as

well as the chosen methods of analysis.

5.1 Research Strategy

| have chosen a mixed method research, also referred as triangulation, as a research
strategy. Mixed method research is often used to gain a fuller picture of the researched
phenomena (Silverman, 2013, pp. 65). It combines both quantitative and qualitative
methods to provide a better understanding of the research problem. It is appropriate
to use mixed methods when using quantitative and qualitative data together will pro-
vide a better picture of the issue than either type by itself. The mixed method approach
can also be used when you want to get an alternative perspective on the research
problem. (Creswell, 2005, pp. 535.) The main point for choosing this methodology is to
gain a good understanding from different perspectives of the overall research objec-
tive. In addition, | feel that the individual studies | have selected for this research could

not answer the research questions comprehensively on their own.

The research uses a parallel research design, where both qualitative and quantitative
studies are equally dominant and address different aspects of the research problem
(Hesse-Biber, 2010, pp. 70). The process of the research can be seen in Figure 3. The
two individual studies in this research are analyzed independently. Both of the studies
are weighed equally, and the integration of the data is completed at the end of the re-

search to identify the similarities and differences of the results.

1. The first part of the study uses secondary data from a 2018 survey “The Use of

Digital Services”. This research was commissioned by the Finnish Innovation Fund
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Sitra and conducted by Kantar TNS Oy. More than 8000 respondents took part in
this survey in Finland, the Netherlands, France, and Germany. The survey’s aim
was to investigate how people are using data services and whether people trust

services that collect and use data.

2. The second part of the research aims to explore perceptions about data ethics
by analyzing English language content from Twitter, which is a popular social
media platform. The study is a qualitative content analysis of tweets using the
hashtag #dataethics. The aim of this content analysis is to gain more insight on

people’s views on the ethical use of data.

Aim: To understand the ethical considerations of data-driven marketing

MIXED METHOD RESEARCH

Study 1: Secondary data from Study 2: Content Analysis on
2018 survey “the Use of Digital Twitter tweets about data ethics
Services”

QUANTITATIVE RESEARCH QUALITATIVE RESEARCH

N
FINDINGS
Integration and interpretation of the research results

J

Figure 3. The Process of the Mixed Method Research (Adapted from Hesse-Biber,
2010).

5.2 The Use of Digital Services Survey

The first part of my research is the “Use of Digital Services” survey commissioned by the
Finnish Innovation Fund Sitra and conducted by Kantar TNS Oy. The aim of the survey
was to examine how digital services are used and if data leakages have affected people’s

trust in service providers that utilize data. (Hyry, 2019.) | chose to use this secondary data
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in my research because it suits well with the aims of my research, and the number of
respondents is large enough so that generalizations can be made. The survey was made
in 2018, so it is quite recent, and the respondents were from four different European

countries, which also suits well for my research.

The main advantage of using secondary data is the low cost of research. Also, it enables
the researcher to access large datasets rather easily, saving time and effort. Secondary
data is often created by governmental institutions or other professionals, so the quality

of data is usually high. (Smith et al., 2011.)

5.2.1 Data Collection

The data collection was conducted by Kantar TNS Oy. The data was collected through
online surveys in November-December 2018. The target population of the survey was
individuals between the ages of 18 to 65 years in Finland, Germany, the Netherlands,
and France. The number of responses gathered from the survey was altogether 8 004,
of which 2000 were from Finland, 2004 from Germany, 2000 from the Netherlands, and
2000 from France. The survey consisted of demographic information, closed-ended, and
open-ended questions. (Hyry, 2019.) All of the survey questions can be found in Appen-

dix 1. The data that was used for this research is publicly available.

5.2.2 Framework for Data Analysis

The original survey analysis was implemented individually for different countries. In this
research, the focus is on analyzing the responses by country and by age. Analysis by
country is essential, to see if there are common opinions about data use in different
European countries. Analysis by age was incorporated because much talk about data pri-
vacy claims that younger people do not care about data privacy as much as the older
individuals. This research aims to discover if that is true, and therefore the results are
analyzed by age as well. The closed-ended questions were analyzed using Excel, and the

open-ended questions were analyzed with the help of Voyant Tools. The data analysis
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for this survey focuses on descriptive analysis, i.e. summarizing the data and describing
what is occurring in the dataset (Thompson, 2009). The data from the survey is divided
into five sections: the background information of respondents, perceptions about terms
of use and rights to personal data, trust towards service providers, information manage-
ment, and fair use of data. The analysis of this survey was made from the publicly avail-

able raw data.

5.3 Content Analysis on #dataehics in Twitter

The second part of my research is a content analysis of #dataethics on Twitter. Online
conversations can be analyzed in multiple ways. Content analysis was chosen for this
research, as it aims to create a holistic view of the content and themes of online conver-
sations. The emphasis of content analysis can be either quantitative or qualitative, and
in this research, the focus is on qualitative content analysis, which aims to categorize
data into words or themes (Laaksonen et al., 2013, pp. 208; Bengtsson, 2016). Still,
Schreier (2012, pp. 36) points out that qualitative research often includes quantitative
elements, e.g. by presenting the frequencies of the themes. Content analysis enables
the analysis of social interaction, as it looks directly at communication and allows to
study real, unaltered opinions of people. It is also an unobtrusive method of research,
as the researcher does not influence the communication or opinions of the target audi-
ence. (Hakala & Vesa, 2013, pp. 223; Mazur, 2010, pp. 78.) Online conversations apply
well in studying societal phenomena as they reflect the opinions of citizens quite accu-
rately (Laaksonen & Matikainen, 2013, pp. 208). In addition, the populations in online

conversations are large and diverse (Mazur, 2010, pp. 78).

Currently, Twitter is one of the most popular social networking sites in the world. It has
over 330 million monthly active users worldwide, and the number of tweets sent every
day is 500 million (Omnicore, 2020). Twitter is a popular social media platform for dis-
cussing current issues. People express their opinions freely, and most of the tweets are
publicly available. | chose content analysis as part of my research to examine what kind

of themes are discussed on Twitter about data ethics. The aim of this content analysis is
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to understand the opinions of individuals regarding data ethics and to examine if there
are any specific recurring themes that arise about the topic. The hashtag #dataethics was
chosen because much of the current ethical challenges in marketing are related to data,
and the emphasis of this research was on data ethics. In addition, the researched hashtag

interlaces well with the secondary analysis data.

The data collection and analysis in this research followed the social media analytics
framework by Stieglitz et al. (2018). The framework shown in Figure 4 was adapted for
the purposes of this specific research. The aim of the content analysis was to find out
recurring themes regarding data ethics, so the approach that was chosen was topic-re-

lated.

Database
T Approach
. - » Topic-/ trend-related
{S;;:edia
S—
Method
Tracking Method Content Analysis
Twitter API
| ‘
Tracking Approach Summary / Report
Keyword-related
I Tracking Preparation Analysis >

Figure 4. Data Collection and Analysis (Adapted from Stieglitz et al., 2018).

5.3.1 Data Collection and Preprocessing

For the content analysis, public tweets using the hashtag #dataethics were collected.
The data collection period was four months from the 25 of September 2019 to the 24"
of January 2020. The total number of tweets collected during that period was 5,692, of

which 5,007 were unique tweets. The data was collected with TAGS, which is a free
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Google Sheet template that allows automated collection of search results from Twitter.
TAGS collects tweets from the Twitter APl (Application Programming Interface). In qual-
itative research, the goal is to understand a phenomenon instead of creating generaliza-
ble results. Therefore, this study uses purposeful sampling, which means that the re-
searcher intentionally selects certain individuals or sites to gain a comprehensive under-

standing of the phenomenon. (Creswell, 2005, pp. 206.)

Social media data needs to be cleaned before it can be analyzed. This is a very important
step in data analysis in order to make the data more understandable and to make the
analysis more valid. Uncleaned data may give unreliable results. (Batrinca & Treleaven,
2015.) Cleaning the data from non-English tweets is important in order to get results that
can be analyzed properly, so this was the first step in the cleaning process. The next step
was to delete retweets and duplicate tweets from the data. Some tweets may be
tweeted several times or they can be created by bots, so it is important to delete these.
After this phase, those tweets were deleted, which contained only a link and no other
text. Finally, Twitter allows users to specify their location in their profiles. As this research
concentrates on ethics from a European perspective, only those tweeters were selected
for the study, which stated their location to be in Europe. Those tweets were deleted,

which were coming from outside of Europe, or the location was not specified.

As a conclusion, the inclusion criteria for the tweets were: 1) publicly available tweets,
2) use of the hashtag #dataethics, 3) posted between 25™ of September 2019 to 24" of
January 2020, 4) text in English, 5) Location in Europe. The exclusion criteria for the
tweets were: 1) non-English tweets, 2) re-tweets, 3) duplicate tweets, 4) tweets contain-

ing only a link, 5) location other than Europe or unspecified.

The total number of tweets after the cleaning phase was 579, and these tweets were
included in the content analysis stage. Therefore, the final sample size for the analysis is

11 % of the original 5,007 unique tweets. Figure 5 shows the stages of the cleaning phase.
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Tweets containing #dataethics from 25™ of September 2019 to 24" of January 2020
N = 5692 tweets

-

A
Deletion of non-English tweets

N = 5476 tweets

<

Deletion of retweets
N = 1969 tweets

=

Deletion of duplicates and tweets containing only links
N = 1177 tweets

<
N

Deletion of all non-European tweets
N =579 tweets

Figure 5. Selection of Tweets.

5.3.2 Framework for Data Analysis

The base for data analysis in this research lies in inductive reasoning, which means that
the data is analyzed with an open mind without any predetermined subjects. Inductive
reasoning therefore aims at identifying subjects based on the text. (Bengtsson, 2016).
Figure 6 shows the data analysis process, which has been adapted from the data analysis
framework from Bengtsson (2016). This research uses latent analysis, i.e. the focus is on
interpreting the text to find the underlying meaning of it. In latent analysis, the re-
searcher needs to look at the context for interpretation. (Bengtsson, 2016; Schreier, 2012,
pp. 15.) Tweets often include links to external sources like news articles or blog posts.
Often the links explain the tweet’s theme more, and therefore links need to be taken
into consideration when assigning tweets into categories. In addition, some of the ana-
lyzed tweets were replies to other tweets, and therefore the context needs to be taken

into consideration in the analysis.

The analysis process consists of four different phases: decontextualization, recontextu-
alization, categorization, and compilation. The first phase in the process is decontextual-

ization, which means that the researcher needs to become familiar with the data to be
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analyzed in order to understand the whole dataset. After that, the data can be broken
into smaller meaning units, which are further labeled with a code. The codes are used
to identify concepts to find patterns in the data. In this research, codes are created in-
ductively, i.e. the coding is an iterative process, and the codes may change during the
research process. The second phase of recontextualization means that the researcher
has to check that the original text matches the code list made in the previous phase and
whether there is unimportant data that can be excluded from the research. The catego-
rization phase includes identifying themes and categories. Categories can also be divided
into subcategories. Often there are several categories in the beginning of the process,
but the number of categories usually reduces during the analysis process. The final phase
of compilation includes the analysis of the found categories or themes. In addition, the
researcher needs to examine how the findings correspond to the literature. (Bengtsson,
2016.) The data analysis stage was implemented manually using Microsoft Excel. In ad-
dition, Voyant tools was used to examine the occurrence of the most popular words in

the dataset.

Latent Analysis
“What intended to been said?”

Stage 1. Decontextualization
Identify meaning units

-

Inductive
coding system

Stage 2. Recontextualization

@

Compare with the
original data

Stage 3. Categorization
Identify homogenous groups

pe

Bring subjects
together

Stage 4. Complilation
Draw realistic conclusions

@

Find the underlying
meaning of the text

Figure 6. Data Analysis Framework (Adapted from Bengtsson, 2016).



6 Research Results and Findings

In this chapter, | will analyze the results of the empirical research. The objective was to
gain insights on the consumers’ view on the use of personal data and trust towards ser-
vice providers. The research consisted of two studies; a secondary data survey and a
content analysis. | will look at the results of both researches individually, and in the Find-

ings subsection | will look at the similarities and differences of the results.

6.1 The Use of Digital Services Survey

We will first look at the demographic information of the respondents. The demographic
information included Age, Gender, Region Type, Level of Education, and Occupational
group or situation. Figure 7 shows the percentage of Age groups in different countries.
The largest group to answer the survey was aged between 55 to 65. The youngest group
aged between 18 to 25 was the smallest in size. There are some variations in the age
groups between countries. For example, in German respondents, the number of re-

spondents under the ages of 25 was significantly lower than in other countries.

AGE GROUPS BY COUNTRY (N=8004)

0% 20% 40% 60% 80% 100 %
Fl 10 % 24% 19% 16 % 31%
DE 6% 21% 17 % 23% 33%
NL 10% 23% 19% 20% 28%
FR 8% 26% 21% 18% 27%

H<25 N25-34 m35-44 m45-54 m55-65

Figure 7. Age Groups by Country.
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Of the total population, 48% were men and 50 % women. 2 % of the respondents stated
“other” as their gender or did not wish to say. Figure 8 shows the percentage of Gender

variable by each country. In all countries, the gender composition was almost equal be-

tween men and women.

GENDER BY COUNTRY (N=8004)

Fl

oc |
v |
- |
FR NL DE Fl

H Man 51,0% 45,5 % 47,2% 49,7 %

B Woman 48,7 % 50,8 % 52,5% 49,5 %

m Other 0,2% 1,6% 0,2% 0,7%

B Do not wish to say 0,1% 2,1% 0,0% 0,2%

Figure 8. Gender by Country.

The respondents were also asked what type of region they live in. Figure 9 shows the
percentages of region types by country. We can see from the figure that most of the
respondents were from cities or urban areas. However, in France, the number of re-
spondents from the countryside was higher than in other countries whereas Finland had

the smallest number of respondents living in the countryside.

Figure 10 shows the highest level of completed education. There is some variation in this
variable between different countries. Finland has the highest number of respondents
with higher education qualification, with 41 % of respondents having a bachelor’s or
master’s degree. In Germany, 42% of respondents have stated Matriculation or A-levels

as their highest level of completed education.
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Figure 9. Region Type by Country.

HIGHEST LEVEL OF EDUCATION BY COUNTRY (N=8004)
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Figure 10. Highest Level of Education by Country.
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Figure 11 shows the employment type of respondents by country. There is much varia-

tion in this variable. It has to be noted that in France, 42 % of respondents have stated
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“worker” as their employment type. The biggest number of respondents are workers

also in Finland and the Netherlands, but in Germany the largest group is junior white

collars.
EMPLOYMENT TYPE BY COUNTRY (N=8004)
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m Farmer 1% 0% 3% 0%
m Self-employed or sole trader 5% 7% 5% 5%
m Worker 30% 14 % 20% 42 %
M Junior white collar 12% 20% 5% 8%
m Senior white collar 12% 15% 9% 10%

m Managerial position working for

3% 7% 11% 1%
someone else

Figure 11. Employment Type by Country.

6.1.1 Rights to Personal Data and Perceptions About Terms of Use

The first part of the survey was to find out people’s perceptions about their rights to
personal data, as well as how they perceive the terms and conditions of applications or
services. Figure 12 shows what kind of rights people believe to have concerning personal
data that has been gathered by service providers. The responses of the whole population

as well as individual countries are shown. This question was a multiple-choice question,
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so the respondents could pick more than one option from the list. Over half of all the
respondents believed they have the right to access or delete any personal data collected
of them. However, in the Netherlands, these beliefs were significantly lower than the
average. Also, nearly 60 % of all the respondents believed they have the right to know
how and for what their data is being used. 35 % of all the respondents believed that they
have the right to get notified when their data is being sold or handed over to a third
party. This amount is quite high, regarding that the statement is false. There was less
belief on the right to move data from one system to another, with only 21 % of respond-
ents believing so. 6 % of respondents believed they do not have any rights regarding
personal data. This belief was higher in Finland (9%), whereas in the Netherlands, only
3 % believe they have no rights. 15 % of all the respondents did not know about their

rights.

What rights do you believe you have concerning the personal data the service provider has gathered of you?

STATEMENT __________|Finland __|Germany _|The Netherlands |France |

Right to have access to any personal data
the service provider has collected of me 60 % 61 % 57 % 54 %

Right to have any personal data collected
of me corrected or updated 51 % 54 % 39 % 51 %

Right to have any personal data collected
of me deleted 51 % 62 % 49 % 56 %

Right to move any personal data from one
systemn to an other 19 % 22 % 24 % 20 %

Right to know how and for what purpose

my personal data is used 65 % 64 % 56 % 49 %
Right to get a notification from the service

provider when my personal data is being

sold/handed over to a third party 30 % 43 % ar % 3%
Right to restrict handling of my personal

data, especially where automated decision

making is conserned 33% 43 % 33% a7 %
Rightto be informed when there is a

service provider data breach involving my

data 38 % 47 % 43 % 41 %

| do not believe | have any rights. 9% 6% 3% 5%

| do not know 12 % 13 % 18 % 18 %

Figure 12. Perceptions About Rights to Personal Data.
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Figure 13 shows the attitudes towards terms and conditions of applications or services.
Most of the respondents in different countries read the terms before accepting them.
However, in France, over 30 % of respondents accept them without reading them first.

Less than 15 % of all the respondents always read the terms.

HOW DO YOU FEEL ABOUT THE TERMS AND CONDITIONS OF DIFFERENT
SERVICES/APPLICATIONS (N=8004)
100 %

m None of the above

m | don’t use applications/services
that require accepting terms
and conditions

80%

m | only use applications/services
whose terms and conditions |

can accept
60%

|| accept them without reading

0% m | sometimes read them and then

accept

m | usually read them and then

20 accept

m | always read them and then
accept

0%

FR TOTAL

Figure 13. Attitude Towards the Terms and Conditions of Services or Applications.

The respondents were also asked how well they understand the terms and conditions.
Figure 14 shows that there is variation in the understanding between different countries.
Of all the respondents, 33 % understand the terms and conditions very well or fairly well.
The most common response is still “somewhat well”, and nearly half of German respond-
ents have chosen this response. 25 % of all the respondents state that they do not un-

derstand the terms and conditions very well or not well at all.
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HOW WELL DO YOU THINK YOU UNDERSTAND THE TERMS
AND CONDITIONS OF DIFFERENT APPLICATIONS/SERVICES?
N=8004

100 %

80%

60%

40%

20%

0%
Fl DE NL FR TOTAL

mVerywell mFairly well mSomewhatwell mNotvery well mNotwellatall mldonotknow

Figure 14. Level of Understanding About Terms and Conditions by Country.

If we look at the same question from age point-of-view, Figure 15 shows that there isn’t
much variation between different ages in how well individuals know the terms and con-
ditions. 35% of the respondents under the age of 35 know the terms or conditions very
well or fairly well. The percentage of these responses is only slightly smaller in older age
groups. Still, only 4% of the respondents aged 55 to 65 state that they know the terms
and conditions very well. In addition, the youngest group of respondents under the age
of 25 have the highest number of respondents saying that they do not know the terms
and conditions very well or not well at all. 27% of the respondents in the youngest group

feel this way.
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HOW WELL DO YOU THINK YOU UNDERSTAND THE
TERMS AND CONDITIONS OF DIFFERENT
APPLICATIONS/SERVICES? (N=8004)
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Figure 15. Level of Understanding About Terms and Conditions by Age.

The respondents were asked if they had changed the settings for a service or application
to meet their own needs, e.g. for privacy. Figure 16 shows that 61 % of all the users had
changed all, most or some of the settings. Still, there are 25 % of those who have not
changed any settings. In Finland, the changing of settings was more common than in
other countries, while in France, almost one-third of respondents had not changed any

settings.
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HAVE YOU CHANGED THE SETTINGS FOR DIFFERENT
APPLICATIONS / SERVICES TO MEET YOUR USAGE NEEDS
(EG LOCATION, PRIVACY)? N=8004

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100 %
FlI 9% 25% 39% 19% 3%4%
DE 10% 25% 28% 24% 6% 7%
NL 12% 19% 26% 25% 6% 13%
FR 13% 16 % 25% 31% 7% 8%
TOTAL 11% 21% 29% 25% 6% 8%

B | have changed the privacy settings on all the applications/services | use
m | have changed the settings on most applications/services | use

® | have changed the settings on some applications/services | use

m | have not changed any settings

m | did not know it is possible to change the settings

m | do notknow

Figure 16. Changing the Settings for Applications or Services by Country.

If we look at the same question form age point-of-view, we can see from Figure 17 that
the older people get, the less they have changed settings on applications or services.
Almost half of respondents under the age of 25 has changed settings on all or most the
services or applications they use, but only 22% of respondents aged between 55 to 65
have done the same. 32 % of the oldest age group had not changed any settings. In ad-
dition, the number of respondents stating that they do not know how to change settings

increased slightly with age.
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HAVE YOU CHANGED THE SETTINGS FOR DIFFERENT
APPLICATIONS / SERVICES TO MEET YOUR USAGE NEEDS (EG
LOCATION, PRIVACY)? N=8004

0 10% 20% 30% 40% 50% 60% 70% 80% 90% 1

®
8

%

<25 17 % 29% 28% 17 % 4% 6%

25-34 16 % 27% 29% 18 % 3% 6%

35-44 11% 24 % 28 % 22% 5% 10%
45-54 9% 17% 31% 27% 7% 9%
55-65 7% 15% 30% 32% 8% 8%

m | have changed the privacy settings on all the applications/services | use
m | have changed the settings on most applications/services | use

m | have changed the settings on some applications/services | use

m | have notchanged any settings

m | did not know it is possible to change the settings

m | do notknow

Figure 17. Changing the Settings for Applications or Services by Age.

Those who had not changed settings or were not aware that they could be changed,
were asked what the reasons were for not changing settings. Figure 18 shows that the
most important reason for not changing settings was that the respondents felt that it
does not have any effect. Of all the respondents 25 % felt this way, and in Germany and
the Netherlands this option was selected almost by 30 % of respondents. The exception
here is Finland, where 28 % of respondents feel that it is not important to change any
settings. The second most important reason for not changing settings was that respond-

ents are unaware of how the settings can be changed.
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WHY HAVEN'T YOU CHANGED PRIVACY SETTINGS ON
APPLICATIONS/SERVICES? N=1983
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Fl 9% 10% 28% 21% 21% 1% 10%

DE 11% 11% 14% 2% 29% 4% 9%

"
-
&
N

NL 2% 1% % 20% 9 % 6% 7%

FR 17 % 12% 15% 24% 21% 3% 9%
TOTAL 13% 11% 17% 2% 25% 3% 9%
| do notwant to spend time on it W It is difficult to change the settings
m | do notthink it is important m | do not know how to change the settings

| do notbelieve it has any effect m Some other reason

m | do not know

Figure 18. Reasons for Not Changing Settings by Country.

Figure 19 shows the answers to this question by age. The responses vary in different age
groups. For the youngest respondents under the age of 25, the most popular option
(25% ) was that it is not important to change the settings. For the other age groups, the
most popular option was that changing the settings have no effect. In addition, 18 to 25 %
of the respondents in different age groups didn’t know how the settings could be
changed. Also, especially the younger age groups did not want to spend time on chang-

ing the settings.
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WHY HAVEN'T YOU CHANGED PRIVACY SETTINGS ON
APPLICATIONS/SERVICES? N=1983

0% 10% 20% 30% 40% 50% 60% 70% 80% 20% 100 %
<25 18% 11% 25% 18% 19% 4% 5%

25-34 16 % 10% 18% 20% 25% 4% 6%

35-44 14% 13% 18% 19% 25% 3% 9%

=
N

45-54 13% 1% 19% 2% 23% 3% 9%

55-65 10 % 1% 15% 25% 27% 3% 10%
m | do notwant to spend time on it | It is difficult to change the settings
m | do notthink it is important m | do notknow how to change the settings
m | do notbelieve it has any effect m Some other reason

m | do notknow

Figure 19. Reasons for Not Changing Settings by Age.

6.1.2 Trust Towards Service Providers

The second part of the survey examined trust towards service providers. The first ques-
tion in this category was how the recent news of data leakages had affected the respond-
ents’ use of different services. The respondents could choose more than one option.
Figure 20 shows that the responses vary in different countries. The most popular option
in Finland (36%), France (34 %), and Germany (29%) was that data leakages have not had
any effect on the use of digital services. In the Netherlands, the most popular option was
adjusting settings in some services, with 28 % of the respondents stating so. Still, of all
the respondents, 38 % had either stopped or reduced using some services because of
the news of data leakages. Figure 21 shows the responses by age. We can see that ma-
jority of respondents under the age of 35 have either stopped or reduced using some
services or adjusted their privacy settings. The majority of the older age groups felt that

the news of data leakages haven’t had any effect.
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HOW HAVE RECENT NEWS OF DATA LEAKAGES IN
APPLICATIONS/SERVICES (E.G. FACEBOOK) AFFECTED YOUR USE OF
DIFFERENT SERVICES? N=8004

Fl 11% 24% 32% 5% 36% 6%
DE 19% 26% 25% 8% 29% 7%
NL 17% 2% 28% 10% 24% 13%
FR 15% 2% 22% 8% 34% 11%
TOTAL 15% 23% 27 % 7% 31% 9%
M | have stopped using some services W | have reduced using some services
m | have adjusted my privacy settings in some services m | have adjusted my privacy settings in all services
m The news have not had any effect m | do notknow

Figure 20. Effect of Data Leakages to Use of Different Services by Country.

HOW HAVE RECENT NEWS OF DATA LEAKAGES IN
APPLICATIONS/SERVICES (E.G. FACEBOOK) AFFECTED YOUR USE OF
DIFFERENT SERVICES? N=8004

<25 16% 29% 32% 10% 26% 5%
25-34 17% 28% 32% 10% 26% 7%
35-44 14% 23% 26% 9% 30% 11%

45-54 14% 21% 25% (173 32% 10%

55-65 16 % 20% 22% 5% 36% 10%
m | have stopped using some services m | have reduced using some services
m | have adjusted my privacy settings in some services m | have adjusted my privacy settings in all services
M The news have not had any effect m | do not know

Figure 21. Effect of Data Leakages to Use of Different Services by Age.
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The respondents were asked to evaluate if the lack of trust towards service providers
prevents them from using digital services. Figure 22 shows that most of the respondents
in all the countries either agree or strongly agree that the lack of trust affects the use of
digital services. Still, nearly a third of the respondents in Germany, the Netherlands, and
France neither agree nor disagree with the statement. In Finland, 20 % of respondents
disagree with this statement. If we look at this question from age point-of-view, we can
see from Figure 23 that there is not much variation among different age groups. 40% or
over of the respondents in all the age groups either agree or strongly agree that the lack

of trust towards service providers prevents them from using digital services.

TO WHAT EXTENT DO YOU AGREE OR DISAGREE WITH THE
FOLLOWING STATEMENT?
LACK OF TRUST TOWARDS SERVICE PROVIDERS PREVENTS ME FROM
USING DIGITAL SERVICES (N=8004)

100 %

90%

80%

70%

60%

50%

40%

30%

20%

10%

0%
Fl DE NL FR

W Strongly agree W Agree M Neither agree nordisagree MW Disagree M Strongly disagree m 1 do notknow

Figure 22. Lack of Trust and the Use of Services by Country.
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TO WHAT EXTENT DO YOU AGREE OR DISAGREE WITH THE
FOLLOWING STATEMENT?
LACK OF TRUST TOWARDS SERVICE PROVIDERS PREVENTS ME FROM
USING DIGITAL SERVICES (N=8004)
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Figure 23. Lack of Trust and the Use of Services by Age.

Figure 24 shows how the GDPR has affected the user’s online behavior in different coun-
tries. The respondents could choose several options. Most (36%) of all the respondents
felt that the GDPR had not affected their behavior in any way. The second popular option
was “l have accepted the new terms and conditions that service providers emailed me
without reading them thoroughly”. Figure 25 shows the responses by age. For the young-
est age group under the age of 25, the most popular option was “I have accepted the
new terms and conditions that service providers emailed me without reading them thor-
oughly”. For the other age groups, the most common option was that the GDPR had not
affected their behavior in anyway. The figure shows also that the younger age groups are
more active with requesting information from service providers, and the effect of the

GDPR decreases with age.
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HOW HAS THE EU'S GENERAL DATA PROTECTION REGULATION (GDPR),
ENFORCED ON 25 MAY 2018, AFFECTED YOUR ONLINE BEHAVIOUR?

N=8004
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: froma . information = information any way
emailed me X a service theyare data from a me (e.g
. service . to another theyare h . )
without . provider . ; holding on service service was
. provider service holding on . .
reading them me me provider | notavailable
thoroughly to European
customers)
uFl 36% 7% 5% 2% 3% 5% 12% 6% 36% 10%
HDE 29% 9% 9% 4% 6% 8% 8% 3% 38% 8%
B NL 18% 10% 11% 8% 6% 8% 8% 4% 34% 18%
= FR 34% 8% 7% 4% 4% 4% 8% 2% 36% 11%
N TOTAL 29% 8% 8% 4% 5% 6% 9% 4% 36% 12%

Figure 24. Effect of the GDPR on Online Behavior by Country.

HOW HAS THE EU'S GENERAL DATA PROTECTION REGULATION (GDPR), ENFORCED ON
25 MAY 2018, AFFECTED YOUR ONLINE BEHAVIOUR? N=8004
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Figure 25. Effect of the GDPR on Online Behavior by Age.
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The respondents were asked what kind of factors affect their trust towards service pro-
viders when personal data is used for either for service production, development, or
targeting or for selling to third parties. We can see from Figure 26, that the ability to
delete all personal data and the ability to accept or decline the selling of data to third
parties are the most important factors increasing trust towards service providers. In ad-
dition, important factors affecting trust are the clarity of terms and conditions, the clarity
of data use, and the ability to get information about what kind of data the service pro-
vider has about the person. The least significant factors for increasing trust are getting
paid or getting extra service in exchange for giving permission to use personal data. Fig-
ure 27 shows the factors increasing trust when personal data is sold to third parties.
There we can see that the ability to accept or forbid selling personal data to third parties
as well as the ability to delete all personal data are the most important factors in trust-
building when data is sold to third parties. In accordance with the previous question,
getting paid or getting extra service in exchange for giving permission to use personal

data are the least important factors in increasing trust when data is sold to third parties.

HOW MUCH DO THE FOLLOWING INCREASE YOUR TRUST TOWARDS A SERVICE
PROVIDER WHEN YOUR PERSONAL DATA IS USED FOR PRODUCING,
DEVELOPING AND TARGETTING THE APPLICATION/SERVICE YOU USE? N=8004
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Figure 26. Trust-building Factors in Service Production, Development, and Targeting.
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HOW MUCH DO THE FOLLOWING FEATURES INCREASE YOUR TRUST TOWARDS A
SERVICE PROVIDER SELLING YOUR PERSONAL DATA TO THIRD PARTIES (E.G.
ADVERTISING COMPANIES)? N=8004
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Figure 27. Trust-building Factors in Selling Data to Third Parties.

6.1.3 Management of Information and the Fair Use of Data

The third section of the survey concerns the management of personal information. The
respondents were asked under what conditions they would allow access to different
kinds of data about themselves. Figure 28 shows that allowing the use of personal data
depends greatly on the purpose of data use and the type of information that is being
accessed. In general, there seems to be reluctance to allow access to personal infor-
mation, especially when the information concerns personal wealth and spending. If we
look at health or heredity information, 30% of respondents state that they are not willing
to provide or allow access to it under any circumstances. 23% would be willing to allow
access to this information if it were used for scientific research. What comes to personal
data or data about one’s personal history, 35% of respondents would not allow access
under any circumstances. 16% would allow access to this data if they were paid for it.
The same goes for information concerning personal values or beliefs, 28% of respond-

ents would not allow any access, and 18% would allow access if they were paid for it. 29%
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of respondents would be willing to allow access to information about their consumption
habits or purchases if they were paid for it. For spatial data, 27% would not allow access
under any circumstances, and 20% would allow access if they were paid for it. 40% of
users would decline all access to information about their wealth and spending, and 18%

would be willing to allow access if they were paid for it.

UNDER WHAT CONDITIONS WOULD YOU BE WILLING TO PROVIDE OR ALLOW ACCESS TO THE
FOLLOWING DATA ABOUT YOURSELF OR YOUR FAMILY TO A SERVICE PROVIDER? N=8004

INFORMATION ABOUT YOUR HEALTH OR

m Data is used for purposes of
HEREDITY 12% 23% 8% 14% 0% 14% purp

public interest (eg health care,
environmental protection)
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BELIEF b 16% Ny 18% 28% 17% orindividual service
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THE WAY YOU USE DEVICES 0% 13% D Ch S B conditions

m | do not know
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SPENDING 7% 11% (9% 18% 40 % 16 %

Figure 28. Conditions for Allowing Access to Personal Information.

The respondents were asked what would be the best way for a service provider to collect
and handle personal data. As can be seen in Figure 29, most of the respondents in all the
countries prefer giving consent separately to each service provider. The next popular op-
tion was that the service provider would make the decision on behalf of the individual
according to the conditions the individual has given. A large number of respondents are
not sure what would be the best way, e.g. in France, 22% of respondents have stated “I

do not know”.



IN YOUR OPINION, WHAT WOULD BE THE BEST WAY TO ALLOW A SERVICE
PROVIDER TO COLLECT AND HANDLE THE DATA OF YOU? N=8004
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Figure 29. Preferred Ways of Collecting and Handling Data.

The respondents were then asked what kind of features are important for digital services
or applications. Figure 30 shows that for the majority of respondents, security of the
service is very important. Also, over half of the respondents feel that the reliability of
the service provider is very important. Altogether 80% of the respondents feel that it is
very or somewhat important that the purpose of the data collection is clearly and trans-
parently reported. In addition, 80% of the respondents thought that ease of use is very
or somewhat important. The least important feature was the personalization of services
based on previous usage. 11% of all the respondents felt that this feature is not at all

important.
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HOW IMPORTANT DO YOU FEEL THE FOLLOWING FEATURES OF DIGITAL APPLICATIONS /
SERVICES ARE? N=8004
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Figure 30. Importance of Features for Digital Services or Applications.

The respondents were further asked how information management and utilization
should be developed in comparison to the current situation. In this question, the users
could choose only one option from the list. Figure 31 shows the responses by country.
The most popular option for the Finnish respondents was that authorities should regu-
late the use of data more strongly and that organizations should take more responsibility
for the ethical use of data. Both of these options was selected by 24% of the respondents.
In Germany, 31% of respondents felt that users should take a more active role in manag-
ing their data. In the Netherlands, this was also the most popular option, with 23 % of
respondents choosing this option. In France, 25 % of the respondents felt that the au-
thorities should regulate data more strongly. If we look at the same question from the
age point-of-view, we can see from Figure 32 that the emphasis on the user’s own re-
sponsibility and the regulation of authorities grows with older ager groups. Respondents
under the age of 25 emphasized the organization’s role more than in the other age

groups.
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Figure 31. Views on Development of Information Management by Country.
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Figure 32. Views on Development of Information Management by Age.
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Respondents were then asked if they would use a single application for managing all data
collected from different services. Figure 33 shows the results by country and Figure 34
by age. Responses vary by country. 60% of Finnish respondents, but only 37% of French
respondents would use a single application for data management. If we look at the re-
sponses by age, the willingness to use a single application decreases with age, though
respondents between the ages of 55 and 65 seem to be more willing to use a single

application than those aged between 44 to 54.

WOULD YOU USE A SINGLE APPLICATION WHERE YOU COULD MANAGE ALL
DATA COLLECTED OF YOU IN DIFFERENT APPLICATIONS/SERVICES? N=8004

BB 33%
23 %

24%
49 % a3 %
DE NL

mYes mNo mldonotknow

100 %

90%

80%

70%

60%

50%

40%

30%

20%

10%

0%
Fl

Figure 33. Willingness to Use a Single Application for All Data Management by Country.

WOULD YOU USE A SINGLE APPLICATION WHERE YOU COULD MANAGE ALL
DATA COLLECTED OF YOU IN DIFFERENT APPLICATIONS/SERVICES? N=8004
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Figure 34. Willingness to Use a Single Application for All Data Management by Age.
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Those who answered that they would use a single application for data management,
were further asked what kind of features they would expect from that application. The
respondents could choose more than one option. The expectations for a single data
management application by country can be seen in Figure 35. In Finland, Germany, and
the Netherlands, the most important features are safety and reliability. In France, the
second most important feature after safety was that the application would be free of
charge. For all age groups, safety and reliability are the most important features, as

shown in Figure 36.

WHAT KIND OF FEATURES WOULD YOU EXPECT / WANT FROM A SINGLE APP, THAT WOULD ALLOW YOU
TO MANAGE ALL DATA COLLECTED OF YOU BY DIFFERENT APPLICATIONS/SERVICES?

11%

14%
8%

IT IS EASY TO USE  IT IS FREE OF SAFETY RELIABILITY EASY ACCESS COVERS ALLTHE OTHER, WHAT? |1 DO NOT KNOW
CHARGE SERVICES | USE

WFl(N=1766) mDE(N=1542) mNL(N=1512) mFR (N=1309)

Figure 35. Expectations for Single Data Management Application by Country.



79

WHAT KIND OF FEATURES WOULD YOU EXPECT / WANT FROM A SINGLE APP, THAT WOULD ALLOW YOU TO
MANAGE ALL DATA COLLECTED OF YOU BY DIFFERENT APPLICATIONS/SERVICES?

1%
10%
9%
8%

IT IS EASY TO USE  IT IS FREE OF SAFETY RELIABILITY EASY ACCESS COVERS ALL THE  OTHER, WHAT? | DO NOT KNOW
CHARGE SERVICES | USE

w<25 (N=520) w25-34 (N=1392) w3544 (N=1177) w4554 (N=1166) m55-65 (N=1874)

Figure 36. Expectations for Single Data Management Application by Age.

Thirty-six of the respondents who chose the option “other” gave an open-ended answer.
The responses varied, but many answered that users should be able to manage and de-
lete data by themselves. Some respondents also mentioned that data management

should be done by neutral and independent operators.

6.1.4 Fair Use of Data

The final part of the survey is concerned with the fair use of data. The first question in
this section was how service providers should manage personal data for people to feel
that it is fair for them. This was an open-ended question, and the number of respondents
was 2,386. The responses were analyzed with Voyant Tools, and Figure 37 shows the
most common terms in a word cloud. From the figure, we can see that security, trans-
parency, and consent are among the most common terms. Table 1 shows the number of

the most frequent terms.
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Figure 37. Important Factors for Management of Fair Data as a Word Cloud.

TERM NUMBER OF MENTIONS
“data” 723
“use”, “used” 573
“security”, “secure”, “secured”, “securely” 282
“transparent”, “transparency”, “transparently” 205
“consent” 166
“collected” 136
“service” 118
“information” 111
“parties” 103

Table 1. The Most Frequent Terms Regarding the Management of Fair Data.

Figure 38 shows the importance of a fair data label for services similar to the Fair Trade

Label in consumer goods. A majority of the respondents in all the countries thought that

is very or somewhat important that data services would have a fair data label. Figure 39

shows that between age groups there is only little variation in the responses. The major-

ity of the respondents in all the age groups felt that a fair data label would be very or

somewhat important.
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CONSUMER GOODS HAVE THE FAIR TRADE LABEL.
DO YOU FIND A SIMILAR LABEL IMPORTANT FOR SERVICES THAT
USE DATA FAIRLY? N=8004
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Figure 38. Importance of Fair Data Label by Country.
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Figure 39. Importance of Fair Data Label by Age.

Finally, the respondents were asked what would be the minimum requirement for a “fair
data label” for services that use personal data. This was an open-ended question, and
the total number of responses from all countries was 2,406. The responses were gath-
ered together and analyzed with Voyant Tools. Figure 40 shows all the most frequently

used terms in the dataset as a word cloud. Table 2 shows the number of the most fre-
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guent terms. Some of the terms for the term count were combined, e.g. the terms “trust-

worthy” and “trustworthiness”. It can be seen from these results, that people value se-

curity, transparency, fairness, trustworthiness, and consent in regard to fair data label.

There are also several mentions for reliability, openness, permission, honesty, and con-

fidentiality.
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Figure 40. Requirements for Fair Data Label as a Word Cloud.

TERM NUMBER OF MENTIONS
“data” 1063
“security”, “secure”, “secured”, “securely” 510
“transparency”, “transparent”, “transparently” 277
“use”, “used” 276
“fair”, “fairly”, “fairness” 230
“trustworthiness”, “trustworthy” 159
“consent”, “consents”, consented”, “consenting” 137
“parties” 97
“service” 97
“information” 91

Table 2. The Most Frequent Terms Regarding the Requirements for Fair Data Label.
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6.2 Content Analysis of #dataehics in Twitter

For the content analysis, the tweets were categorized into themes. Figure 41 shows the
themes of the tweets as well as the number and percentage of the tweets in each cate-
gory. There were 12 of distinct categories that arose from the dataset. There was also a
miscellaneous category, which included tweets that could not be categorized in any
other category or were otherwise unclear. A big portion of the tweets were about events,
either promotion for events or tweets from ongoing events. The next largest categories

were critique either to named companies or general critique regarding data use.

| wanted to examine the company positive and company critical themes a little further.
The tweets in those categories were categorized into smaller groups. The themes were
gathered from literature, i.e. the themes were privacy, identity, transparency, confiden-
tiality, and power. Some of the tweets were assigned to more than one category. Only a
few (4) of the tweets did not fit into any of the above themes. Table 3 shows that a large
proportion of the company negative tweets were concerned with privacy. Also, confi-
dentiality issues were raised in almost half (45 %) of the tweets. Table 4 shows the
themes of positive comments towards companies. Over half (59%) of the tweets were

concerned with transparency. Privacy was the theme in almost half (47%) of the tweets.
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Tweet
count

Definition

Example

Percentage %
of all tweets

i If you are active in #BigData research, policy or industry and
Promotion of an event, feedback ) ) )
are wondering how best to deal with #ethical challenges,

on events, comments about o . . X ) .
also in view of the rise of #Al, this event is for you! Join us in

E t ts while th h i 170 29 %
vents :verf s while fey are Ia.ppemng Brussels on Nov 14 b
eminars, conferences, live .
4 : N ! v Register FREE: https://t.co/gZVs81Sxd2
odcasts
s #beyondprivacy #dataethics https://t.co/ci9Hiv7xek
To have that undermined by Google is not just a breach of
Unethical practices of named the rights of the people visiting our site from a Google
Company - Critical companies, giving critical search - it is also defamatory and potentially damaging to 74 13%
feedback on companies our brand. | am not ok with this and need to get to the
bottom of it. #privacy #gdpr #dataethics
General criticism about data use iourl sm:ﬂr:lg-)ho:itracksoyou;vten n:o;e thin-you think -
elve on Phones, One Dataset, Zero Privac
General Critique not aimed towards a specific welve Mt »On o . _IV M . . 57 10%
https://t.co/5gfyHSAMnM #Ethics4EU #DigitalEthics #Ethics
company R
#DataEthics
Promotion and information of X X .
X Check this out: a very useful data ethics canvas! #smartcity
. tools and services related to X X .
Promotion K #opendata #datascience #dataethics #odihq 52 9%
data ethics and data .
https://t.co/Djx3iDh8tI
management.
(o] i t
fpen vacsnues, announcements The UK Information Commissioners Office appoints its first
Career and Education  ° promo'l?ns, career . data ethics adviser: https://t.co/UJKMrlklga via @1COnews 31 5%
opportunities and education .
o #dataethics #personaldata
possibilities
Discussion about regulation and  A.l. Regulation Is Coming Soon. Here’s What the Future
Regulation |Au I A“uA guatl guatl ing i K Htu 30 5%
legislative initiatives May Hold https://t.co/L7r2L93x5a #ai #dataethics
o The myth of anonymisation. New study demonstrates near-
Tweets about scientific research foct re-identificati findividuals i dataset usi
Scientific Reseach regarding data ethics. Links to perfect re- er'{ : Ica. ‘onorin {VI uals in any ? aset using 27 5%
research articles 15 demographic variables. #Privacy #DataEthics #GDPR
) https://t.co/T2XGAIEFcl https://t.co/T2XGAIEFcl
Fascinating, as a marketer, to hear how the @ NSPCC are
managing how they restrict how users are tracked via
Postitive feedback on Google products and social media. They're thinking beyond
Company- Positive organizations' practices compliance to ethics. Brilliant role models. 17 3%
regarding data
#ODIFridays #marketing #datamarketing #digitalmarketing
#dataethics https://t.co/BuQ4PcxITv
Positive news and views on data - .
thi ¢ fic t Pleased to see moves towards a digital ethics charter for
General Positivism ethics, no lspeu I:, ° anyd the public service. Culture shift will be key. 12 2%
company. innovations an #DataEthics https://t.co/2hF9GbUQMS
advancements.
Now there's no excuse. We are here. Honoured to be with
Invitation to join a network, these awesome women https://t.co/zZ3Mpg5B2HF #aiethics
Networking announcing networks, asking for #dataethics 10 2%
advice or recommendations
#DataEthics #PropTech https://t.co/klb1Bdxysi
10 Ways to Apply Ethics to Al
Instructions, guidelines, and #Ethics4EU #DigitalEthics #Ethics #DataEthics #datascience
Good Practices good practices regarding data #MachineLearning #artificialintelligence 9 2%
ethics Part 1- https://t.co/zGBYWbOv2P
Part 2-https://t.co/}tZ3)9rpzY
X Predictions #2020 #Privacy and #data ethics bring
Future prospects for data ethics N )
Future Propspects #marketing to the boardroom #dataprivacy #personaldata 9 2%
and data management. . ) 3
#dataethics #business #law #legal https://t.co/R8A2eZpj63
Tweets that cannot be Clinical coding humour (with a serious point). #/CD10
Miscellaneous categorized in any of the above  #Billing #DataEthics #DigitalHealth #Ontologies #HIT 81 14 %
categories. https://t.co/7A4uH4LhEs
TOTAL TWEET COUNT 579 100 %

Figure 41. Distribution of Tweets by Themes.
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Percentage of total

Company Critique Frequency
tweets in theme (n=74)
Privacy 58 78 %
Confidentiality 33 45 %
Transparency 22 30 %
Identity 16 22 %
Power 14 19 %

Table 3. Themes of Company Critique Tweets.

Percentage of total

Company Positive Frequency
tweets in theme (n=17)
Transparency 10 59 %
Privacy 8 47 %
Confidentiality 5 29 %
Power 4 24 %
Identity 2 12 %

Table 4. Themes of Positive Company Tweets.

| also wanted to find out what kind of recurring issues are discussed and for this purpose
| created a word cloud with the help of Voyant Tools. The word cloud includes tweet
content as well as the hashtags used in the tweets. The tool automatically removes stop-
words from the data set. Stopwords are words that do not bring much meaning to the
text, e.g. articles, prepositions and pronouns, and removing them reduces the noisiness
of data (Saif et al, 2014). | also included URL’s to the stopwords list and excluded the
original hashtag #dataethics from the list, because it appears in every tweet. Figure 42
shows the most frequent terms used in the tweets as a word cloud and table 5 shows

the number of the most frequent terms. We can see that Al and privacy are some of the

most frequent terms. GDPR is also among the 15 most frequent terms.
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Figure 42. The Most Frequent Terms in Tweets in a Word Cloud.

TERM NUMBER OF MENTIONS
“data” 275
“ai” 176
“ethics” 133
“privacy” 101
“aiethics” 57
“ethical” 50
“great” a7
“new” 44
“use” 38
“dataprotection” 37
“gdpr” 36
“dataprivacy” 35
“datascience” 33
“digital” 33
“public” 33

Table 5. The Number of Most Frequent Terms in Tweets.
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6.3 Findings

This chapter examines the conclusions that can be drawn from the research results. First,
| will explore the results of the “Use of Digital Services” survey. The research showed
that, in general, individuals are not very well aware of their rights regarding privacy and
data use. The knowledge about data rights also varies in different countries. What comes
to terms and conditions, there is variation on how the terms and conditions are under-
stood in different countries. A large amount of people (25%) do not understand the
terms very well or not well at all. People also do not read the terms and conditions of
services very thoroughly. If we look at the changing of settings according to the user’s
needs, younger people are generally more eager to change the settings of services or
applications according to their own needs. The reasons for not changing the settings vary
with age. Younger people feel that changing settings is not important, and they do not
want to spend time on it. Older people believe more that changing the settings does not

have any effect, or they are unaware of how it is done.

If we look at trust towards service providers, we can see that it varies in different coun-
tries. Roughly 40% of people feel that the lack of trust prevents them from using digital
services, whereas 25-30 % disagree with this statement. The news about data leakages
has not affected the behavior of over a third of the respondents. Still, nearly 40 % state
that they have either stopped or reduced using some services. In terms of age, the effect
of data leakages was more significant for younger people, whereas older people felt
more that the news haven’t had any effect. If we look at the factors that affect trust, the
ability to delete all personal data and the ability to accept or decline the selling of data
to third parties are the most important factors that increase trust. Getting paid or getting
extra service in exchange for giving permission to use personal data are the least im-
portant factors in increasing trust. The GDPR has not affected the behavior of over a third

of the individuals, especially for the older age groups.

When it comes to data management, individuals are generally reluctant to give access

to personal information under any circumstances. Still, people would be willing to allow
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access to information about consumption habits and previous purchases if they were
paid for it. People are also willing to give access to personal information for scientific
research. The reliability and security of digital services or applications are very important
to the majority of people. In addition, transparency, ease of use, and chargeless services

are important. Personalization was quite surprisingly the least important factor.

Opinions about data management and utilization in the future vary in different countries.
In Finland, the emphasis was on authorities and organizations, whereas in Germany the
emphasis was more on the user’s own activity. The emphasis on the user’s own respon-
sibility and the regulation of authorities grows with older ager groups. Respondents un-
der the age of 25 emphasized the organization’s role more than in the other age groups.
The acceptance of a single application for all data management varies in different coun-
tries, Finns being the most eager to use a single application, and the French the least.
Safety and reliability were the most important features for a single data management
application in all the countries and age groups. The respondents felt that the fair use of
data includes security and transparency and bases on user consent. A majority of re-
spondents in all the countries and age groups would welcome a fair data label for ser-
vices. The requirements for a fair data label would include security, transparency, and

trustworthiness. Again, consent was also at the top of mentions.

Next, let’s take a look at the results of content analysis. It is no surprise that events were
such a significant proportion of twitter conversations about data ethics. Twitter is an
excellent platform for spreading the news as it employs speedy communication, and it
does not involve very profound communication due to its nature. Conversations and top-
ics are quickly replaced by new ones. Still, Twitter is used quite a lot for reporting on the
unethical behavior of organizations. Critical tweets were more common than positive
ones. The most intriguing categories for this research were the tweets that contained
criticism or praise towards companies. When looking at the critique towards companies,
the majority of the tweets were concerned with privacy. Privacy also goes hand in hand

with confidentiality, as a breach of confidentiality means that personal information is
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leaked or sold. In the positive tweets, organizations were praised for transparent actions
regarding privacy and confidentiality. The uses of Al raised a lot of concern. It is natural,
that it creates a lot of worry among consumers, as it is being utilized increasingly. Also,
Al and its implementations are still somewhat a mystery to the general public, so this
might be the reason it causes so much concern. Not surprisingly, privacy was among the

top most frequent terms.

The aim of the mixed method research is to examine a subject from different perspec-
tives and analyze the similarities and differences brought forth by the different re-
searches. Undoubtedly, it is hard to find similarities between the two pieces of research,
because they are so different in nature. However, both of the researches showed that
privacy and transparency are critical issues for consumers. Both of the research results
are consistent with the literature, and the same kind of themes arose from literature as
well as from the empirical research, i.e. the issues of privacy, transparency, confidential-
ity, identity, and power. Confidentiality was seen as an essential issue in the tweets, and
many of the critical tweets were concerned with third-party access to personal data.
Mergers and acquisitions were also seen as a threat to confidentiality. In addition, it was
shown in the survey that people want to have the power to decline the selling of their
personal data to third parties and the power to delete or adjust their personal data. Mer-
gers and acquisitions are also linked to power asymmetry, as in the tweets they were
seen as a manifestation of increased power of organizations and a threat to identity. In
the survey, the power asymmetry came apparent in that many people feel that changing
the settings on services and applications has no effect. Also, we can speculate whether
data access is seen as a threat to identity, as so many individuals were reluctant to give

access to their information in any circumstances.
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7 Conclusions and Discussion

The overall aim of this research was to investigate what kind of role ethics play in data-
driven marketing and what kind of ethical challenges marketers are faced within the cur-

rent business environment.

In the context of data-driven marketing, the specific research objectives aimed to answer
the following questions:

1. How Big Data affects the business and consumer environments?

2. What kind of challenges are involved in the use of personal data?

3. What s the role of ethics in current marketing?

4. What kind of implications does the concept of privacy pose to marketers?

5

How data can be used in an ethical way in marketing?

This chapter will summarize the findings regarding each research objective and present
conclusions based on those findings. In addition, recommendations and managerial im-
plications are discussed, as well as recommendations for future research. Also, the limi-

tations of the research are contemplated in this chapter.

7.1.1 The Effect of Big Data for the Business and Consumer Environments

The business and consumer markets have undergone a series of changes in the past
decades. The biggest influencer in this change has admittedly been technology and the
rise of the Internet and social media, and especially the rise of Big Data. The technolog-
ical changes, as well as globalized competition, have made it difficult for organizations

to differentiate from the competition.

In the modern world, consumers are faced with endless amounts of information availa-
ble in seconds, and this has created the need to filter and personalize online content to
suit the individual needs of customers. In addition, while consumers operate in the

online world, they leave trails of data in the form of e.g. online transactions, social media
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communications, and web searches. Big Data enables organizations to gather and com-
bine data about consumers from various sources. As the data is combined and analyzed,
organizations can get insights about their current and potential customers, which they
can use to plan and implement in marketing. Hence, Big Data can be seen as the corner-
stone of personalization. Big Data is so powerful compared with traditional data because
organizations are able to gain extensive and detailed knowledge about consumers and
their behavior. The information composed this way may have huge societal impacts,
from threats to identity to institutional surveillance. This is why we need safeguards to
ensure that consumer data is not used for wrong purposes. Regulations regarding data
use are one way of ensuring consumers’ rights. Still, as established in this thesis, they
are not sufficient, and marketers and organizations have a significant role in this picture,

ensuring that consumers do not lose their trust and continue using services.

7.1.2 Challenges in the Use of Personal Data

Though the use of personal data brings many benefits for organizations, it does not come
without challenges. Undoubtedly, the most crucial challenge for organizations in the use
of personal data is how to build and maintain trust. Consumers’ use of personalized ser-
vices is dependent on whether the organization is perceived to be trustworthy or not.
The empirical research and literature have shown that the lack of trust reduces the use
of digital services. Transparency and clear privacy policies can then be seen as a key in-

gredient in trust building.

For consumers, the biggest challenge in managing data is that consumers are often un-
aware of how their data is being used. Also, individuals may not understand the terms
and conditions they agree to. The challenge with personalization is the paradox between
personalization and privacy. Though consumers want services to be personalized to their
needs, they also value their privacy. If personalization is seen as posing a threat to privacy,
consumers usually reduce or stop using the service. The biggest challenge with person-

alization is that filtering of content often occurs silently. This, too, underlines the need
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for transparency. Segmentation based on data may paint a too simplistic image of con-
sumers. Hence, organizations should remember not to rely too heavily on data and algo-
rithms, as it can lead to ignoring the human aspects of communication. To gain compet-
itive advantage, organizations should always consider the consumers’ interest in the long

run.

7.1.3 The Role of Ethics in Current Marketing

As organizations are part of society, they need to abide by the commonly accepted
norms of behavior. Though there are regulations protecting the personal data of con-
sumers, regulations can only be seen as minimum requirements for behavior. The gen-
eral view on acceptable behavior usually goes far beyond regulations. This is why organ-
izations need to accept that ethics must be taken into account in their operations. In fact,
the need for ethics is even more apparent in marketing than ever before, because of the
broad access to personal data. The power of Big Data does not come from the raw data
itself, but the ability to combine and merge data, thus creating detailed insights about

consumers. There also lies the foundation for ethical dilemmas.

The basis of ethics is trust; consumers need to trust that organizations behave in a so-
cially responsible manner and handle consumers’ data in a trustworthy manner. The con-
tent analysis showed that transparent organizations receive praise from consumers.
Those organizations, which jeopardize the privacy and confidentiality of information, re-
ceive heavy criticism. In addition, the survey showed that reliability and security are es-
sential for consumers using digital services. Consumers are becoming more aware of
ethical issues in marketing, and in the future, ensuring ethics in all business operations

is a way to ensure success in the long-run.

7.1.4 The Importance of Privacy

Privacy as a concept is somewhat problematic, as the need and the perception of privacy

is not a fixed one, but it rather fluctuates depending on the context and the situation.
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Still, in data-driven marketing, privacy is a key issue. Consumers are concerned about
the privacy of their data, and there is a growing distrust between consumers and organ-
izations. Organizations are also not trusted as much as fellow consumers. There has been
a lot of talk about users’ consent to data gathering. Do consumers really know what kind
of permission they are giving for the use of their data, how the data is used, and who is
using their data? Individuals should be given the ability to control their personal data
and also the ability to see exactly how their data is used. That way, they can make better-
informed decisions regarding allowing access to personal data. More control for individ-

uals increases trust, which in turn makes individuals share their data more eagerly.

According to the survey, individuals want authorities and organizations to have a bigger
role in data management. Still, individuals themselves need to take more responsibility
over sharing their personal data. If we think that data ownership changes when the data
is released, then we should be more careful when giving out our personal data in the
first place. This view puts more emphasis on the individual’s own actions. One of the
main problems with this is that individuals do not necessarily understand how their data
is being used. In addition, individuals don’t have much means to fight over the big data
brokers. Therefore, we need marketers and organizations to take the stand for privacy.
Caring for the customer’s privacy also indicates that organizations value customers’

needs, and this can be a big differentiating factor, increasing loyalty and trust.

7.1.5 Ethical use of Data in Marketing

Being ethical in the use of data is essential for maintaining trust between organizations
and consumers. The same rules apply to data use in marketing, as to other uses of data.
Data, and especially Big Data, can create complex ethical dilemmas. Ethical challenges
arise especially from combining consumer data from different sources and from selling
data to third parties. There are some ways that organizations can minimize the ethical
dilemmas brought by Big Data. First, organizations need to ensure that the privacy of
individuals is not jeopardized. In order to achieve this, clear privacy policies should be

established, and they should be communicated in an understandable and transparent
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way. Second, the confidentiality of personal data should be protected. This requires suf-
ficient data protection methods. In addition, if the data is sold to third parties, it should
be stated in an understandable way. Consumers also want to feel that they have the
power to manage personal data. Giving the consumers the ability to opt-out from data
use and data selling without it affecting the use of services can create an enormous
competitive advantage in the future. Though this may lead to decreased profits in the

short run, in the long term, it may increase the loyalty of consumers.

The most effective way to embrace ethics is to integrate it with the operations through-
out the organization instead of being an add-on. Having an ethics-based organizational
culture ensures that ethical norms are also followed, not merely stated. Consumers
should be viewed as collaborators than mere targets. This changes the whole perspec-

tive of the organization and its role in society.

7.2 Summary of Findings and Conclusions

All in all, we can see from the survey results that the people’s perception of the use of
data varies in different countries, and there is not a consistent European view on these
matters. There was more consistency with the results when looking from the age point
of view, younger people being more active e.g. with changing the settings on applications
and services. The results of the survey are still somewhat contradictory. It can be stated
that, in principle, individuals value privacy and security very high. However, in practice,
data leaks do not affect their behavior in any way for some of the people. In addition,
people in principle are not willing to give access to their personal information, but they

are also not very eager to change the settings in services or applications.

What all of the above then mean for data-driven marketing? First, if data is used for
marketing, the same assumptions apply to it as in other data uses. Consumers fear for
their privacy and do not trust organizations with their personal data. Ensuring that the
control over data remains within the consumers is a way to increase trust. Transparency

is also very important for consumers, and it is an excellent way for organizations to stand
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out from the competition. Surprisingly, personalization was not seen as an important
factor for a digital service in the survey. Do consumers really understand how personal-
ization works, and would they be willing to lose it? Personalization is such an integral
part of modern marketing, and it also affects the usability of services. If the content is
not filtered and personalized, it might result in an overload of irrelevant information.
The services would not be then as easy to use, one factor that was viewed as important

in the survey.

Organizations often utilize external data for marketing, e.g. through Facebook’s or
Google’s marketing tools. Though the organization itself is not gathering data, it is buy-
ing it. Often organizations do not think about how ethical their partners are. However,
the requirements for ethics should be extended to cover any additional parties. If an
organization is committed to acting ethically, it should require ethical conduct also from
external parties. Still, in practice, this may be very difficult to execute. However, ethical
behavior should be the starting point of operation, rather than being an add-on. This
means that genuinely ethical organizations think about how ethics can be employed in
every aspect of operations. It should be the core value of an organization and part of the

organizational culture.

If we think about consumers’ power on data use, they can be seen as influential players
in the market, e.g. in setting up boycotts and informing their peers about unethical con-
duct by companies, as seen by the content analysis of tweets. The question lies, how
influential boycotts are for individuals if the harm is already done, and personal infor-
mation jeopardized. Of course, boycotts do have impacts on organizations’ future reve-
nue and brand image. In addition, boycotts may draw attention to ethical issues so that
more organizations start to think about ethical issues proactively. Trust takes a long time
to build but can be lost in seconds. Responsible marketers take ethics seriously and un-
derstand that ethical practices bring benefits. It is advisable to override short-term gains
with long-term vision. Of course, organizations need to balance between profitability

and customer satisfaction. Still, these two do not need to be mutually exclusive. If an
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organization is able to plan operations with long-term objectives in mind, it is possible
to ensure both ethical conduct and profitability. Customers reward those kinds of or-

ganizations with trust and loyalty.

7.3 Limitations

This chapter discusses the limitations and potential problems related to the chosen re-
search strategy and methods. Mixed method study is often used when the researcher
wants to get a holistic view of the issue being researched. However, Silverman (2013, pp.
138) warns that the researcher needs to be very careful with this research method as
there is a risk that one or other of the datasets is under-analyzed. He also states that
trying to achieve the whole picture is an illusion and cannot result in an overall truth.
Creswell (2005, pp. 535) also states that the use of mixed method research requires un-

derstanding both quantitative and qualitative research.

The empirical part of this research uses secondary data. One of the main problems with
using secondary data is that the data is collected for another study with different re-
search objectives and hence may not be the best fit for the research problem at hand.
Moreover, the researcher is always responsible for the accuracy of data. Secondary
sources cannot be blamed for inaccuracy. Therefore, the researcher has to check the
accuracy of the original source of data and to make sure that the original research is of
high quality. (Ghauri et al., 1995, pp. 56.) Though this research provided valuable insights
on people’s perception of data use and trust towards service providers, it did not answer

directly about people’s opinions of data use specifically in marketing.

Content analysis was used as a research method as well and it also has some drawbacks.
The most crucial challenge with conducting a social media content analysis is the ethical
issues. Though Twitter is a public social media channel, many users may still find their
content to be private, and though they agree on the terms and service when they sign
up, it may come as a surprise that the content can be used for research. However,

Thelwall (2014, pp. 85) suggests that because tweets are generally public and available
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for everyone to read, they should be treated as documents instead of human-related
data, and therefore they do not have the same ethical or privacy requirements as e.g. an
interview or questionnaire data. Also, this research does not reveal the individuals be-

hind tweets, so their privacy is not jeopardized.

The sample may not also be representative of the population, as not all people use Twit-
ter. Only a small amount of people are active online, and often like-minded people form
groups where they share opinions about a subject. Other drawback is the representation
of tweets that are gathered. It has to be remembered that not all Twitter users post
anything but merely read other’s posts. Also, those who post their opinions online may
have more negative or stronger views on matters than people on average. In addition,
the search engine in Twitter does not give out a complete archive of posted tweets but
produces a representation of the tweets. Therefore the study of tweets may overempha-
size more central and active users. (Gafney & Puschmann, 2014, pp. 64-65; Hakala &
Vesa, 2013, pp. 224.) With manual processing of the data, the analysis is also subject to
human error. When categorizing tweets, there is a possibility of error, and the categori-

zation may be biased by the researcher’s own opinions or attitudes.

Qualitative content analysis aims at making perceptions about a phenomenon, and it
does not aim at producing generalizable facts. When studying online conversations,
there is no certainty of the demographics of the people in those conversations. Though
the research does not produce quantifiable results that can be generalized, it can pro-
duce indicative notions and provide the researcher with an idea of what is significant in

a phenomenon. (Hakala & Vesa, 2013, pp. 222, 224.)

7.4 Credibility and Validity

The methods for analyzing research’s credibility and validity are different for quantitative
and qualitative studies. As mixed methods research combines both quantitative and
qualitative research, often validation needs a mixed process as well. (Hesse-Biber, 2010,

pp. 87). In this chapter, | will evaluate the validity of the two studies independently.
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Quantitative research needs to be objective, reliable, and valid, and it needs to produce
generalizable results. Objectivity means that the data and findings are the same irrespec-
tive of who does the research and reliability means that the data has to be error-free.
Validity means that the instruments for data collection and analysis measure what they
were meant to measure. (Schreier, 2012, pp. 26-27.) For secondary data analysis, it is
important to evaluate the original research in terms of trustworthiness. The quality of
the data is essential, and the researcher needs to have additional metadata about the
research available to evaluate the validity and reliability of the original research. The
metadata can be e.g. the purpose of the research, data collection details, and entities
being researched. (Hox & Boeije, 2005.) The validity of the secondary is increased by the
fact that the research reports as well as the raw data of the survey are publicly available.
The original survey stated that the results are representative of the whole population of
the countries involved in the ages of 18 to 65 (Hyry, 2019). In this sense, it can be said
that the results of the survey can be generalized to the whole population. In the analysis
phase, the research results were rechecked at the end of the research to ensure research
validity. There were minor differences in some of the research results compared with the
primary research, probably resulting from using raw data instead of the weighed data.
In addition, some of the percentages may be rounded differently, creating slight differ-
ences between the primary and secondary analysis of the survey. However, the differ-
ences were so small that they do not affect the overall conclusions that can be made

from the results.

Whereas quantitative studies can be evaluated through objectivity, reliability, and valid-
ity, these concepts are not so clear-cut in qualitative research. One way to ensure the
reliability of qualitative research is to have several researchers working on the material.
(Schreier, 2012, pp. 19, 26.) The content analysis in this research was not implemented
by another researcher, so there is a possibility that another researcher would analyze
the dataset differently. However, qualitative studies are always based on interpretation

as they deal with symbolic material and are dependent on the context. Therefore, it is
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possible to make different interpretations of the same material, both of them still being
equally valid. Still, the results of qualitative research need to be trustworthy. In content
analysis, objectivity and reliability have a bigger role than in other qualitative studies.

(Schreier, 2012, pp. 20, 34.)

An essential aspect of evaluating qualitative research is validity, which means that the
entire study and its results and findings need to be valid and of good quality. To achieve
validity, the research needs to be conducted in a systematic way, and the procedure and
reasoning need to be transparent. Also, the research design and method need to suit the
research problem. Double-coding by another researcher or by the researcher himself
adds to the reliability of the results. Validity also comes from the content analysis process,
as it is data-driven, and categories are adapted in the analysis process. (Schreier, 2012,
pp. 27, 34-35.) As explained in the Research Methods chapter, the process of content
analysisincluded a phase where the initial codes were rechecked in order to confirm that
the tweets were categorized correctly. The procedure for the data analysis was also car-
ried out systematically and explained in detail. These procedures enhance the reliability

and validity of the results.

7.5 Recommendations for Practitioners

Organizations are faced with the dilemma of making profits, and on the other hand, ac-
cepting that they are part of society and, therefore, subject to its norms. Privacy, trans-
parency, and consent are themes that continuously arise when discussing data ethics
and ethics in marketing. Therefore, marketers need to realize their role in the battle for
privacy. They simply cannot hide away from the fact the personal information can be
used irresponsibly. Instead of just talking about ethics, real action needs to be taken.
Organizations should be proactive in developing and deploying marketing ethics strate-
gies and practices to meet the high demands of consumers, stay competitive, and em-

brace their roles as essential players in society.
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Organizations need to decide how ethical issues will be dealt within the organization. All
the ethical theories introduced in this thesis have both benefits and drawbacks. The util-
itarian approach may not be sufficient in the modern world anymore. If the chosen strat-
egy is utilitarian, then the approach is more unorganized and reactive as ethical dilem-
mas are contemplated as they appear. Using a normative strategy provides the organi-
zation with a more effective capability to address ethical dilemmas as ethical codes are
decided in advance. However, real-life situations are often more complicated than what
was imagined beforehand. If the chosen approach is virtue ethics, then the organization
bases its actions on commonly accepted virtues. The risk with this approach is that or-
ganizations may often simply state e.g. that “We value your privacy”. What these state-
ments mean in practice may be left vague. It is then left to the consumer’s own judgment
to decide whether these statements are trustworthy or not. Therefore organizations
need transparency and concreteness in their statements for ethics. It is not enough that
an organization merely states that it values ethics; it needs to have proof of it as well.

Having an ethics framework or guidelines creates consistency and builds trustworthiness.

If organizations and marketers want to embrace ethics, they should also require ethical
behavior from the providers of tools and technologies they are using. This is quite an
idealistic and heavy demand, and balancing ethics with practice can be daunting. At the
very least, organizations should acknowledge the potential ethical issues related to the
tools and technologies they use. As a result, organizations can make informed decisions
on whether or not to continue using these tools. The use of tools that e.g. pose threats
to privacy should be made aware to the customers as well, thereby increasing transpar-
ency. On the practical level, it is also vital that consumers have the option to opt-out
from personalization without it affecting the use of the service. This way, consumers can
feel more in control of their personal data. In addition, organizations should have clear
data privacy and security policies and they should be communicated in an understanda-

ble way.
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7.6 Suggestions for Future Research

This research has examined the concept of data ethics in marketing from a general point
of view. This research established that there is a need for organizations to think about
data ethics when using data in marketing, and ethics is linked to almost every aspect of
marketing. The emphasis of the empirical research was on consumer perception of eth-
ical data use. In the future, it would be interesting to study how organizations in Finland
and in Europe implement data ethics in practice, and what kind of data ethics strategies
or policies have been established by organizations. It would be valuable to find case
study organizations to study what kind of impacts ethical data use has had on organiza-
tions and their customers. In addition, the effects of the GDPR could be further examined;
what are the consumers’ views on the effectiveness of the regulation. Though the sec-
ondary analysis of the “Use of Digital Services” survey touched on this matter, the GDPR
was still new at the time the survey was made. Therefore, it could be useful to study the
effects of GDPR after more time has passed. In addition, it would be valuable to study

the consumer views related to the use of data specifically in marketing.
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Appendices

Appendix 1. Questions for the “Use of Digital Services” Survey

How old are you?

Are you...?
e Man
e Woman
e Other

e Do not wish to say

In which region do you live?

"This survey is about use of digital services and attitude towards data privacy. We wish
to find out how people feel about the potential use of their personal data from data

protection and privacy's point of view.

The results of the survey will be utilized to accelerate the development of human-driven
data economy and to give input into public debate. In addition, we will provide busi-
nesses with information on the values of individuals, as well as, on citizens' attitude to-

wards the data economy."

What rights do you believe you have concerning the personal data the service provider
has gathered of you?
You can choose several options.
e Right to have access to any personal data the service provider has collected of
me
e Right to have any personal data collected of me corrected or updated

e Right to have any personal data collected of me deleted
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Right to move any personal data from one system to an other

Right to know how and for what purpose my personal data is used

Right to get a notification from the service provider when my personal data is
being sold/handed over to a third party

Right to restrict handling of my personal data, especially where automated de-
cision making is conserned

Right to be informed when there is a service provider data breach involving my
data

| do not believe | have any rights

| do not know

How do you feel about the terms and conditions of different applications/services?

Choose the alternative that best suits your opinion

| always read them and then accept

| usually read them and then accept

| sometimes read them and then accept

| accept them without reading

| only use applications/services whose terms and conditions | can accept

| don’t use applications/services that require accepting terms and conditions

None of the above

How well do you think you understand the terms and conditions of different applica-

tions/services?

Very well

Fairly well
Somewhat well
Not very well
Not well at all

| do not know
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Have you changed the settings for different applications / services to meet your usage
needs (eg location, privacy)?

e | have changed the privacy settings on all the applications/services | use

e | have changed the settings on most applications/services | use

e | have changed the settings on some applications/services | use

e | have not changed any settings

e | did not know it is possible to change the settings

e | do not know

Why haven’t you changed privacy settings on applications/services?
Choose the most important reason for you.

e | do not want to spend time on it

o |t is difficult to change the settings

e | donot thinkitis important

e | do not know how to change the settings

e | do not believe it has any effect

e Some other reason

e |donot know

How have recent news of data leakages in applications/services (e.g. Facebook) af-
fected your use of different services?
You can choose several options.

e | have stopped using some services

e | have reduced using some services

e | have adjusted my privacy settings in some services

e | have adjusted my privacy settings in all services

e The news have not had any effect

e | do not know
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"To what extent do you agree or disagree with the following statement?

Lack of trust towards service providers prevents me from using digital services"

Strongly agree

Agree

Neither agree nor disagree
Disagree

Strongly disagree

| do not know

How has the EU's General Data Protection Regulation (GDPR), enforced on 25 May

2018, affected your online behaviour?

You can choose several options.

| have accepted the new terms and conditions that service providers emailed me
without reading them thoroughly

| have requested access to my personal information from a service provider

| have requested how my information is used, from a service provider

| have requested a service provider to move my information to another service
| have requested a service provider to correct some of the information they are
holding on me

| have requested a service provider to delete all the information they are holding
on me

| have forbidden the automated use of my personal data from a service provider
| have had to stop using an online service because it was no longer offered to me
(e.g. service was not available to European customers)

It has not affected my behaviour in any way

| do not know
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"Accumulated consumer data is used for multiple business purposes.
A service provider can for example use accumulated data for:
- for producing, developing and targetting their service

- selling /handling over user data to third parties (e.g. advertisers)

How much do the following increase your trust towards a service provider when your
personal data is used for producing, developing and targetting the application/service
you use?"
Terms and conditions are clear and quickly absorbed
Service informs clearly how my data is going to be used
| can get a clarification on what information the service provider has about me
| can accept or decline the selling of my data to a third party
| can delete all the personal data that the service provider has collected of me
| get paid in exchange for giving permission to my personal data
| am offered extra service in exchange for permitting the use of my personal data
e \Very much
e Somewhat
e Not so much
e Notatall

e |do not know

How much do the following features increase your trust towards a service provider
selling your personal data to third parties (e.g. advertising companies)?

Terms and conditions are clear and quickly absorbed

Service informs clearly how my data is going to be used

| can get a clarification on what information the service provider has about me

| can accept or forbid the selling of my data to a third party

| can delete all the personal data that the service provider has collected of me

| get paid in exchange for giving permission to my personal data

| am offered extra service in exchange for permitting the use of my personal data
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| can personally influence in to whom my data will be sold

Very much
Somewhat
Not so much
Not at all

| do not know

Under what conditions would you be willing to provide or allow access to the following

data about yourself or your family to a service provider?

Information about your health or heredity

Personal data or data about your personal history

Information about your values or belief

Information about your consumption habits or your purchases

Your spatial data, devices you use or the way you use devices

Information about your wealth and spending

Data is used for purposes of public interest (eg health care, environmental protection)

Information is used for scientific research

| would be offered extra services or individual service

| would be paid for it

I am not willing to provide or allow access under any conditions

| do not know

In your opinion, what would be the best way to allow a service provider to collect and

handle the data of you?

Give consent separately to each service provider

The service provider makes the decision on my behalf according to the conditions
| have given

The service provider would use ready customer profiles to make the decision on

my behalf
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The service provider would make the desicion on my behalf based on the behav-
iour of people with similar profile

The service provider would make the desicion on my behalf based on my past
behaviour

| do not know

How important do you feel the following features of digital applications / services are?

The purpose of the data collected of me is clearly and transparently reported in the ser-

vice / application

It is free of charge

It is easy to use

Service/application is personalised for me based on my previous usage

The service provider is reliable

The service is secure

Very important
Somewhat important
Not so important
Not at all important

| do not know

How should information management and utilisation develop compared to the current?

Choose the option that you feel is the best.

Users should manage their personal data more actively and more consciously
Authorities should regulate the use of data more strongly

Interest groups and trustees specialising in personal data should protect people's
interests

The organisations collecting and managing data should take more responsibility
for its ethical use

| do not know
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Would you use a single application where you could manage all data collected of you
in different applications/services?

e Yes

e No

e | donot know
What kind of features would you expect / want from a single app, that would allow
you to manage all data collected of you by different applications/services?

e |tiseasytouse

o |tisfree of charge

o Safety

e Reliability

e [Fasy access

e Covers all the services | use

e Other, what?

e |do not know

Service providers collect a lot of data of you. In your opinion, how should this data be
managed for you to feel that it is fair for you?

e |do not know

Consumer goods have the Fair Trade label. Do you find a similar label important for
services that use data fairly?

e Veryimportant

e Somewhat important

e Not so important

e Not at all important

e |donot know

If services that use personal data would have a "fair data" label, what would be the

minimum requirement for it?
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List below words that best describe a "fair data" service

e | do not know

Do you live in...?
e (City
e Town/Urban area
e Countryside

e |do not know

What is your highest level of education completed?
e Compulsory education
e Vocational qualification, vocational college
e Matriculation/A-levels
e Higher education level vocational qualification
e Advanced higher education level vocational qualification, bachelor’s degree
e Masters degree or higher
e Other

e |do not know

Which of the following best corresponds to your occupational group or situation?
e Managerial position working for someone else
e Senior white collar
e Junior white collar
e Worker
e Self-employed or sole trader
e Farmer
e Unemployed
e At school or student

e Pensioner
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e At-home mother, at-home father
e Other

e |do not know



